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Firepower Management Center

! ! Overview  Analysis
Policies ctions / Instance Detail

Al
cisco

Policies

BEESI—ILDETE I

Devices Objects  AMP Deploy Q@ 1 @ DO-North-South\ v

Edit Instance

Instance Name
Module

Description

Secure Workload IP

fmc-dev-remediation

Secure Workload / Secure Firewall Remediation Module(v1.0.3)

10.62.159.4

Scope(must be  root scope,

efault) Default

APl key
Retype to confirm

API secret
Retype to confirm

Cancel Save

Configured Remediations

Remediation Name Remediation Type Description

quarantine-fmc Quarantine an IP on Secure Workload ’

unquarantine-fmc

o w

Unquarantine an IP on Secure Workload e
Add a new remediation of type| Quarantine an IP on Secure Wor v m

.

[BXE S TWAETE (Configured Remediations) | C, EED ¥ A 7 (ZDfITIL Quarantine an
IP on Secure Workload] ) R L, EM (Add) 127 Vv 7 LTHLWEBEZEBIMLET,

[M&#54 (Remediation Name) ] (Z Ol TlX quarantine-fme) % A L. [{E (Create) 1% 7V »

7 LET,

Al Firepower Management Center
€ISCo  Policies / Actions / Remediation Edit

Overview Analysis Policies Devices Objects AMP Deploy Q Qo £+ @ DC-North-South \ v

Alerts | Remediations | Groups

Edit Remediation

Remediation Name | quarantine-fmc \

Remediation Type Quarantine an IP on Secure Workload

To quarantine a host ‘

Description
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Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ 1 @ Globall v

€Isco  policies / Access Control / Policy Editor
rem-policy Analyze Hit Counts
Enter Description
Inheritance Settings | Policy Assignments (0]
Rules  Security Intelligence ~ HTTP Responses  Logging  Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
Filter by Device Y Search Rules X | () Show Rule Conflicts @ + Add Category ~ [EEEFNELITS
Source Destin...
Source Dest Source Dest VLAN " Source Dest o " .
g Name Zones Zones Netwo... Netwo... Tags Usecs Applic. Ports Ports URLs Dynamic Dynamic Acon B @ B 2 W oo
Attribu... Attribu...
~ Mandatory - rem-policy (1-1)
1 block-ssh-add An A \ / A SSH © Block BEos sy
\ Default - rem-policy (-)
on. Add Rule or Add Category
Default Action Access Control:Block all traffic v
Displaying 1-10f 1rules |< < Page|1 of 1 > > C'| Rules per page: 100 v

.
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[L—VDIERL (CreateRule) 1227V v 7 LE1,

[V =4 (RuleName) ]Z# AJJL (ZOHITIX, quaran-rulel) | it (A7 ar) ZANLE

B

[ZDN—DA X h X AT DR (Select the type of event for thisrule) ]2 3 a > T, [#EfA <
k>34 (a connection event occurs) | 335 KON [#56¢ D BHAGIF £ 72134 THF  (at either the beginning or the
end of the connection) ] Z &R L £,

[ %8B0 (Add condition) 1% 27 U v 7 L, J#H#EF% OR2>5 AND [ZEH L,

Kay 77X URARNT, [T7E8AaY ha—b—/L4 (Access Control Rule Name) ], [I% (is) ]
ERIRL, AT v 72 CRELLT 7R ary ha—L b—LO4HIE AT LET (ZOHITIEL,
block-ssh-add-tag) .
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Al Firepower Management Center

. . : i i : © bl
€15€0 Policies | Correlation / Rule Managerment Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @ £t @ Global\ v
Alerts | Remediations | Groups
Policy Management Rule Management Allow List Traffic Profiles
Rule Information Add Connection Tracker | [ Add User Qualification | [ Add Host Profile Qualification

Rule Name ‘ quaran-rule1 ‘

Rule Description ‘ ‘

Rule Group | Ungrouped v

Select the type of event for this rule

If | aconnection event occurs v || atthe beginning of the connectic v | and it meets the following conditions:

[ Add condition ] [ Add complex condition ]

‘i | Access Control Rule Name v [ v | | block-ssh-add-tag

| Add Inactive Period

Rule Options
Snooze I this rule generates an event, snooze for | 0 hours v

Inactive Periods There are no defined inactive periods. To add an inactive period, click "Add Inactive Period".

847 (Save) 1% 7 U v 7 LET,

ATY T4 fHEAL—VZ, BEEY 2—IVDA LV RAB U AREEELELTT Vo — M LET,

1
2.

B cEEC1i-LoEE

[R VU 2 — (Policies) ]>[fHEd (Correlation) ]>[R YV > —DEH (Policy Management) | \ZFEENL £9°,
[R VU > —DfERL (Create Policy) 127 UV v 7 LET,
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(T4 74N DT T A4 VT 4 (DefaultPriority) | Ke v 7FX 72 JRARnG, R —DF T4 F
V74 ZBIRLET, [Z2L (None) |ZBIRL T, v —1NDTITAF VT 4 DIHMEHLET,

=D (AddRules) 1227 U v 7 L, A7 v 73 Tixil LTCHBL— VAL (2 OfI T,
quaran-rulel) . [iB/ (Add) 1227 Vv 27 LET,

N— VDRI H D [ (Responses) |74 a2 Uy L, L—IRE (ZOFITld test_rem)
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Overview Analysis Policies Devices Objects AMP Intelligence Deploy P Global \ v
€ISco  Policies / Correlation / Policy Management v ! o oy Q& % @ '
——
Alerts | Remediations | Groups
Policy Management  Rule Management  Allow List  Traffic Profiles
Correlation Policy Information ] m
Policy Name | correlation-policy |
Policy Description |
Default Priority | None v ‘
Policy Rules Add Rules
Rule Responses Priority
quaran-rulel test_rem (Remediation) Default v L]
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