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o FEEFIE LK FIE, on page 5
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* Threat Defense Virtual @&, on page 13

Alibaba Cloud (Z/X7' VU v 7 7 5 7 RKEg$E T9, Threat Defense Virtual 1%, Alibaba Cloud 55 C
FARELTEITEINET,

Alibaba XY R—rF B4 VRBVRAAL4T
Alibaba =™ Threat Defense Virtual Tix, IROA LV AF L AXZA THEHTEET,

Y NI—VMERTIEAT

RE vCPU D% *E!' (GB) HiR—bShdaY
B—T 14 ADFRKE
ecs.g5ne.xlarge 4 16 4
ecs.g5ne.2xlarge 8 32 [6]
ecs.g5ne.4xlarge 16 64 8
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B -orv-—zorozE

A\

Note  ThreatDefense Virtual Tld, A > A& L A& Y R— h 570120 ba4oDA v X —T =
A A (END) DSZETT,

A\

Note (. 2% 2% A4 FDH A XZHE L Threat Defense Virtual DRI A— F SR TWEH A,
HHEBTOIR, HicH A A H L AHY A AT Threat Defense Virtual Z B T £,

Y RI—UEH
» Threat Defense Virtual D FEAR YR — s HIZ, 42D Vswitch (7%~ ) %z 7= VPC %
1 ERRC&E ET,

« BH Vswitch (T, A L AF U ADRBE LRI LY = NICRBERNH Y £, RV —rW
ZZRWERIE, (BT D RERH Y £,
EEEN

A VABR AR T EFDHREDTEMIONTIL, [Alibaba Cloud)] #ZHR L T 7Z& 0,

ITFRY—IRKDFIE

Threat Defense Virtual % Alibaba (Z/EBIT 521X, IROZX AT B L TLZE W,

1) Create
Alibaba Console Alibaka
Account
2 | Configure/ 3 Add 4| Add 5 Add
Alibaba VPC Create — Internet —— VSwilch ——80p a
Dashboard VPG Gateway (subnet) Route Table
6§ Create 7) Create 8 Create g | Deploy the
Alibaba ECS a Netw Elastic IPs Threat Defense
—_— etwork —_— :
Dashboard Security Interfaces Virtual
Group Instance
\1?/ Manage Thraat
Management Defense Virtual
Center with the
management center
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i

Jd1
il

AR

D—9 AR—2R FE
::-"i "\: Alibaba = > Y — /L https://marketplace.alibabacloud.com/ : Alibaba = > Y/ —
NTa—P—=Th v MNfERLET,
5 Alibaba VPC ' v ¥ = | VPC OAERL (7 5—27) : Alibaba 771 7 > - B
A—R ? VPC ZAFREB L OREL £7,
3 Alibaba VPC ¥ v ¥ | A Z—Fy b = hU=A DB (8 ~—)
R— K VPC ZA »Z—F v MRS 272018, 44—
Fy M= = A ZBILET,
4 Alibaba VPC % v < = | vSwitch ®iBJI (8 ~X—<7) : VPC |Z VSwitch (F
A—F Txy b)) ZBMUET,
5 Alibaba VPC %' v v = [Jb— |k 7—7 VOB (9 ~<—) : VPC AT
A—F ELTET = =1 — T —T N ER L ET,
(6) Alibaba ECS ¥ v ¥ = | &&= VT 4 Z—7 Ok (10 ~—2) : §Fdf
A—R Snn7w ban R—h FEIPHEHMAZEET
HL—NEHEHLT, X2 U7 4 IS —T EER
L7,
(7) Alibaba ECS % v = | F vy hT—7 A4 2 —T = A ZADOERR (11 ~=—
— A— K V) P T R A& LT, Threat Defense
Virtual D% > RV —27 A 7 —7 = A4 Z&AER L &
TO
(8) Alibaba ECS % ¥ = |Elastic IP 7 F L 2ADAERL (12 ~<—%7) : Elastic IP
— A—F I%. Threat Defense Virtual 3 X UMD A A & 2 A~
DYE— T 7 RAEMSND ST Y 27 1P HIC
TRISIET,
;:"é'\‘_: Management Center & 7= | Threat Defense Virtual D JEB] (13 ~<—") . Alibaba
— IZ Device Manager AR — % /L7 5 Threat Defense Virtual % JER L £79°,
10) Management Center Threat Defense Virtual Z & ¥ L £ 7,
N

« Firepower Management Center % {3 L 7= Firepower
Threat Defense Virtual @ %& 2

* Alibaba D7 717 > |, https://www.alibaba.com/ C 1 DERTE £7,

« Threat Defense Virtual = >/ —/LIZT7 78 A4 5121, SSHZ 54 7> + (Windows @
PuTTY, Macintosh ® % — 3 F/L72 &) BB TT,
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* Cisco A~— k7 7> b, Cisco Software Central C{E{ T & % 7 https://software.cisco.com/

o

« Threat Defense Virtual ~0 F A & > A} 5,

» Management Center Virtual 262X = U7 4 B—ERADTXTDOT A L REHEZH
ﬁi’bi‘g‘@

o TA v RADOEFEEFGEDOFEMI OV TIL,  [Cisco Secure Firewall Management Center
Configuration Guide] @ [Licensing] #ZM L T 72 &0,

« Threat Defense Virtual £ & % — 7 = A A D -

EH AL H—T AR (1)

: Threat Defense Virtual % Management Center Virtual |25
foed D7D S E T,

DREFEHOA U H—T oA RFRKNTER SN E T, P70y ZERITIIEHTE E
NEWVS

N—=Var 67 LTI, BEIISEU T, HHA L H =T A 2AORDYIIT =5 A
VE—T A A% FMC OFBRIZMHEHTEET, HEHA L FX—T oA AT —F A
X —T A AEHBORHEFRMFETHLHT20, YIHBRETINERETHIHLERHY £
T, T A LB —T A AN FMC ~DT 7 & A%, & a] HEO RB Tl R —
MEnFEHA,

FMC 727 B RIZxT BT —F A v Z—T = A ZADFZEIZET DM VT,

[FTD command referencel] ¢ configure network management-data-interface =~ > K
LTS IEIN,

e T T 4 I AL H—T A A (2) : Threat Defense Virtual Z NEA A B L UOVT
Uy 2 Xy NI—J7Z8HTHDICEHINET,

< JBfE/NA

« Threat Defense Virtual (27 7 2T 570D /X7 1 » 7 1 IO Elastic 1P,

YR—rENBY I DT T3V T4 —L4

Threat Defense Virtual Auto Scale ' V = —3 3 U if, V7 b =T 3= g VIRFET,
Management Center (Z & > T HL X 1% Threat Defense Virtual 7 /34 A (2 F AIRE T, A%
V=T A YT VAT LERAT 4 VTREDBEMF 2 G AaD) 7 by =T BILUN—F
7 =7 OHEHMEIZOWTIE,  [Cisco Secure Firewall Threat Defense Compatibility Guide] % 2
LTL7EEN,

+ [Firewall Management Center Virtual Compatibility Guidel] ?>#(Zi%, Alibaba ¢ Management
Center Virtual |Z31F 5 AR L MR AT 4 U 7 BREO BN BRI TVE
B

« [Cisco Secure Firewall Threat Defense Compatibility Guidel] >#(Zi%, Alibaba @ Threat

Defense Virtual (23831 2 AHER T OMKAEFR AT 4 V VBREBOBHN —EXRRINTWE
KR
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sesmennszd

TIEFHEEFINER

YR— FEIh HHEE
o AR 72 B O RR{E)
* Day-0 ##%,
« ABHF—F T RRAT — REMH L7z SSH,
« 773 7' H )T Threat Defense Virtual (27 7 & 29 %7 ® Alibaba Ul = > Y — /L,
« Alibaba UI D15 1L/ F L B
s PAR—=FEINTWVWDEAS VAKX AH AT ¢ ecs.gSnexlarge, ecs.gSne2xlarge, ecs.gSne.4xlarge,
e NANR—= AL T 4T

cFTET7A Ly ARiLiIAZ (BYOL) 74 B> ADHHR— kK,

Threat Defense Virtual RYx— kS A/ 2 AD/IN T+ —<T VAR

. A ASNTERAL A X L—F vy F Ll b VPN IR 2 12t 2 7 4 —<
AR T (2 AP R— L TWET,

Table 1: }ER{F 52 E D < T 1 £ > RBBEDFIR

NIA—IRBER | T/ 1 Rtk (3 L— kIR RAVPN v ¥ 3 Ul
7 [RAM) R

FTDv5. 100Mbps 4 =27/8 GB 100Mbps 50

FTDv10, 1Gbps 4 =27/8GB 1Gbps 250

FTDv20, 3Gbps 4 217 /8 GB 3 Gbps 250

FTDv30, 5Gbps 8 =7/16 GB 5 Gbps 250

FTDv50, 10Gbps 12 =7 /24 GB 10 Gbps 750

FTDv. 16Gbps 16 = 7/34 GB 16 Gbps 10,000

e VAAANY—F TAVL AT AU M HT 5 BYOL (Bring Your Own License)
Threat Defense Virtual 7 /34 2D T A & ALEIZBET D H A KT A 2D\, Threat

Defense Virtual Management Center =227 ( ¥ = L—3 3 > H A K [#5E] @ [Licensing the Threat
Defense Virtual System| OFEA S L T 2S00,
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B« 7 xmeons

NI+ —I U ADEREIL

Threat Defense Virtual D E D /X7 —< 2 A EHTH7-9DI, VM LR A Ol T % 3%k
TEHZENTEET, FHMICHOWTIEL,  TAlibabaCloud TORABLOFREE & k() 2B L
TLIZEN,

Receive Side Scaling : Threat Defense Virtual | & Receive Side Scaling (RSS) & 7AR— K LT\ &
T THUL, Ry NI T AT R LS THRO T 0t v a7tk y hT— 2% T
T4y I EGBTHIEDIEHNENDT 7 /ay—T3, N—Ta 70 LUBETHR— NS
TWET, FEMIZ OV TIEL,  [Receive Side Scaling (RSS) HOEEDORX F=— ) Z#5HL T
{TEENY,
YR— kIR

* FDM

e NAT ATV T 1 ORE

BB —v

* [Pv6

* SR-IOV

HPREIE

N=T a2 Y=ATE, FTUART LY =R, AT A=K, BLUNY
V7= IV HR—-bEhTHEEA,

e East-West b7 7 ¢ v 71X, Alibaba TlXV AR — I TWEFA,

e DX AR T L—AlE, Alibaba DWW DINDA VAR AR A FITRESNTNBT-D,
PR—FEINTWVETA, FHITOWNTIL, Alibaba Cloud Z&R L TL 72 &0,

N\

Note  Threat Defense Virtual (Zi%, #ENIT D 4 DDA v F—T = A ANKLETT,

PA SR
e VA AR — N TABUATH YUY NaEHT S BYOL (Bring Your Own License) 23
R—hESNTWVET,

°orr & —R L= N ST =
R O—ETNAABZREDETE
Threat Defense Virtual % > A h—/L L, 7 /34 A% Management Center Virtual [ZiE13 % & |

Management Center Virtual = ——A > % —7 = A A% LT, Alibaba TEITEITW%
Threat Defense Virtual D7 /S A ZEIHREARECEET, 77X arbg—LRY r—x

. Threat Defense Virtual 0 Alibaba Cloud ~® &R


https://www.alibabacloud.com/help/en/doc-detail/301702.htm
https://www.alibabacloud.com/blog/593984
https://www.alibabacloud.com/help/doc-detail/200512.htm

| Threat Defense Virtual 0 Alibaba Cloud ~ &R

vee ot

ZOMOBER Y o —% 5% E L C#f 7 5 &, Threat Defense Virtual f > A X > A& {# LT
N7 4w I BEBRTEET,

X2 UT 0 AU —IE. NextGeneration[PS D7 4 /VEZ ) L TRT I r— 90D 41
%Y 772 & Threat Defense Virtual T Z 25— 2 Z il L £9°, Management Center
Virtual Z{#if L C. Threat Defense Virtual L CEFX2U7 4 R —ZRELET, X2V
T AR —DOREFEDOFEMIZONWTIL, CiscoSecureFirewall =27 f ¥ b —3 g F
A R [25E] % 721% Management Center Virtual D4 > 7 A L~V 7 BB L T2 &0,

VPC D1ERKL
BT T A _—1r27F K (VPC) 1%, Alibaba 7 H v > FEHADOFEMB XY NU—27 TF, =
AUX, Alibaba 7 7 7 RNOMOAEFR »~ b U — 7 I3 BB /3B STV vE 9, Management
Center Virtual A > A # > A< Threat Defense Virtual f A% > A 72 £ @D Alibaba Cloud V ' — &
% VPC CREENITXET, VPCERETEXET, IHIZ, ZDOIP T FLURHHEZEN L,
vowieh (7o b) B em b Ay BT R DA PO
V7 A REEZERTEET,

Procedure
AT w71 https://www.alibabacloud.com (217 7' > L, Hk A RN L F 7,

ATvT2
ATvT3
ATvT4
ATvTH

ATvT6

Alibaba Cloud 1T AWMy BE S =B o il iz Bl ST d, Mlis, Bmmofs EMicEREnE 4,
HAHMIRNDO Y V— 21T, BIOHIRIZIZR RSN EE A, BRIOHUENICIEE L TWA Z & 2 EHICHE
RMLTLEEY,

[#L5 (Products) 1>[VPC]DIEIZZ UV v 7 LET,

[VPCH v ¥ 27— R (VPC Dashboard) 1> [ 5VPC (Your VPCs) | DIEIZZ U v 27 LET,

[VPCOIERY (Create VPC) 1% 27V w27 LET,

[VPCOPER (Create VPC) | XA TR 7Ry 7 AT, IROLDEATTLET,

a) VPC Zipl 3 52— —EFHD [481% 7 (Name tag) ],

b) IP7 KL ADIPVACIDR 7AY%, CIDR (/T AV A RAAL VEN—T 4 7) OFFLEZ, IPT
RLREZNCEEMTONTWDENL—T 4 7 TV T 4 7 AD a7 "pRETT, 72& 203,
[10.0.0.0/24] & AJTTLET,

¢) 7T A=K7 T RTIPv4 ZHNIT 5HIZ1L, Alibaba Cloud $2#® IPV4CIDR 7R v o & L
TIPVACIDR 7Ry #3R L £7,

d) T74/NV D [TF b (Tenancy) |&%7E, Z D VPC TRE)SNT-A AKX AN, REIFFHZIEE S
nicr v MNEtEfERT 2 L9 LET,

[OK] %7 Vw2 LTVPC Z{ER L E7,
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What to do next
WD¥Y 7 g TMAESN TS X IIC, VPCIZA v F—%y N F— o= A ZBIMLET,

A3 =Xy bF— b,z ADENM

VPC%hA & —Fy MIERHTHZDIZ, A1 =y br—bTUxA (NATH—hTxA)
PEINTEET, VPCOANDIP T RLAD NG T4 v T kA BZ—Fy N F— T AIT
N—T 4 T TEET,
[ZC®HBHEINZ

e Threat Defense Virtual 1 > A% > 2D VPC Z{Epk L £,

Procedure

ATy 1 [E& (Products) ]>[VPC] DJEIZZ YV v 27 LET,

RATw T2 [VPCH vy a/R—FK (VPCDashboard) >[4 Y2 —% v k57— kA (Internet Gateway) ] DJEIZ 7
Vo Z LT, [ ¥ —%y NF— T A OFERK (Create Internet Gateway) | %27 U v 27 LET,

ATV T3 2—P—ERD [4Hi¥ 7 (Nametag) |ZANLTHF— v oA ZREL, [OK]ZZ7 U v 27 LTH—h
VA ZAERLET,

ATV T FIOAT v T THER LTZF —h T oA 23R L E T,
ATvF5 [VPCIZ/3A > K (Bindto VPC) 1% 27 U w27 LT, LABNCHER L7= VPC 23R L £,
ATYvT6 [OK]EZ27 VU7 LT, Y= hU=A%VPCIZNA Y RLET,

FI7 4 M TIE NAT A — N7 = A BERR SN T VPC 2 > RENBE T, VPC TEREIS - A v A
HURFTA A —Fy bEBETEERTA,

What to do next
WKoOE7 v arTHMENRTNS L DT, VPCIT VSwitch (M7 x> b)) ZBIMLET,

vSwitch @3Bl

Threat Defense Virtual A > A% AW TE D VPC D IP 7 R L RA§iHAZ &7 A MET 2%

TENTEET, X2V T4 BLIONEHO=—XIZSC T, AV AX A ETNA—TT 5
72 vSwitch (7 %> b)) ZERTE £9°, Threat Defense Virtual Ti, & HH D vSwitch
L NT T 4 v HO vSwitch Z1ERT AL E R H Y 97,

X L& B

* Threat Defense Virtual f > A% A D 450D VPC Z{EfK LE 9, VPC DIEEIZET 5
JvarEBZRL TSI,
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*«VPC Z &2 1 DD vSwitch (7% v b)) #BIMLET,

Procedure

ATy 71 [E& (Products) | >[VPC] DJEIZZ YV v 7 LET,

ATv T2 [VPCHwa7R— K (VPCDashboard) ]>[vSwitch (VSwitches) |DIEIZZ Y v 7 L, [vSwitch& 27 U v
7 (Click vSwitch) 1227V v 7 LET,
AT w73 [vSwitch DYERL (Create vSwitch) | ¥ A 7R 7Ry 7 AT, ROLDEASILET,
a) vSwitch Z B ¥ 52—V —EXKD [4HT4 7 (Name tag) ],
b) I ® vSwitch (29 % [VPC],
c) Z D vSwitch FET D [V — (Zone) ], [XE72 L (No Preference) ] Z 3R L T, Alibaba Cloud 7%
BN D — U BROET,
d) IP7 KL ZA® [CIDR 7 =& v 7 (CIDRblock) ] (IPv4) ., vSwitch @ IP 77 K L 2AD#ifH %X, VPC @ IP
7 RLAHEHOY 7y NCHOLMENRHY T, 7ry 7 A XL, /16 Ry NT—7 AT b
R8Fy NT—2 <= A7 OHEPATIEET H2HLENH Y 3, vSwitch DH A X[TVPC DA XL [A LI
THIENTEET,
RATw T4 [OK] %7V > 7 LT vSwitch ZERk L 7,

ATy TS5 MBI D vSwitch ITOWT, FIEZEV IR LET, BN 7 ¢ v 712380 vSwitch Z#{ERR L., T —#
T 7 4 v 7B 25D vSwitch Z1ERL L F 97,

What to do next
WDt a rTHAINTWA LT, VPCIZ— F—7 L& BMLET,

IL— bk T—TJJLDIENM

VPC HICERE L — NI =21V — N TF—TNEEETXET, £, oY 7%y
Z1ODN—hk T—=TWIHEEMN T ZENTEET, LLL, 12073y MI—FEIZ 1
DODN—h T—=T I ULNEEAMIT A 2 ERTEERA,

Procedure

ATy 71 [E& (Products) ]>[VPC] DlEICZ U v 7 LET,
ATv T2 [VPCH v aRk— K (VPCDashboard) ]>[/JL— kT—7JL (RouteTables) | DIEIZZ V v 7 LTk,
[V — F DFER% (Create Route) 1 &2 U v 7 LET,

AT T3 — b T—=TNEHENT D2V —ERD [£4H1¥ 7 (Nametag) | AN LET,
ATYT4 ZON—F T—TNEFHTS[VPCl 2 Fay 77X JRARNLEIRLET,
ATFY 75 [OK] %227 U7 LT, —bT—TNEERLET,
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ATy T6 ERRLIZ— T —T N E@RIR L ET,

AT9 71 b—F (Routes) | ¥ 7% 7Y v LT, A i — MEFREERLET,

ATy T8 [fRE (Edit) 1227V v 27 LT, [Bld/— bhZBM (Add anotherroute) 1 %27 U v 27 L £,
a) [#84% (Destination) | %I C, ¥ XTDIPv4 77 ¢ v 7122\ T0.0.000 & A LET,
b) [#—7% > § (Target) [FIT, F'—F U =A ZBIRNLET,

ATY T [{R17FE (Save) |27 U w27 LET,

What to do next
WD 7varTHATHIEIC, X2V T4 I A—TE2ERLET,

txal)T4 JIL—TDERK

FrREns”ae han, RA—bh, FELIP@HEEZETETHL—AEEALT, EX=2UT 1
TN—TEERTEET, FEA LV AX L RZED Y THZLENTED, IFIFRBLDHL—
NEFEHALT, #5otxa )T 40 JA—7%EHRTE £,

Procedure

ATy 71 [B& (Products) | >[ECS| DIEICZ Y v 7 LET,

ATvF2 [ECSH v aR—F (ECSDashboard) |>[tFal) T4 5 I)IL—T (Security Groups) | DIEIZZ U v 7
LET,

ATV T3 [EXa VT 4 7 NV—TDVER (Create Security Group) %27 U v 7 LET,

AT T8 [BX=2 VT 4 Z—TDOVER (Create Security Group) | ¥ A 7B 7Ry 7 AT, ROLOE AT LET,
a) X2 VT4 IN—TEHINTD2—YP—ERDO[EX=2 YT 7 /V—T% (Security Group Name) ],
b) ZoOtX=2VUT 4 FA—T7O[FB] (Description) ],
) ZOkX2VUT 4 V—FICEEMNT b VPC,

ATV TS [EXa2 VT 4/ —TF—)L (Security Group Rules) | Z % L %7,
a) [A /37 KL—/L (InboundRules) | # 7 %7 U > 27 LT, Pb—b®DiBM (AddRule) %7 U > 7

LET,

Note

Management Center Virtual Z Alibaba D/MHBHE BT 521X, HTTPS B L WNSSH 7 7 B AR MET
To FHUTHEASNT, BMELIPT FLRAZRET HMENH Y £7, E7-. Management Center Virtual
& Threat Defense Virtual O 7 % Alibaba VPC WTRE L TWAHEE, 774 X— MNP EFHY TR
b7 7 RARAEFHAIT HOMENDY £,

b) [TV k7 R—/L (OutboundRules) | #7227 U v 7 LTob, b—/LDiEN (AddRule) | %
IV LT, TUNDYRET T 4o 7 O—)VEBINTHN, T 74NV ED[TXTORT T 4
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2y ko= 1v8—7z120%5 [

7 (Alltraffic) ] ([(#A4 7 (Type) 1OHE) BELONULE D% (Anywhere) ] ([58%% (Destination) ]
DHFE) ODEFIZLET,

ATYT6 X2 VT4 IN—T%ERT DI, [fEK (Create) |27 U 27 LET,

What to do next
WDET7 > aryTHRAENTVWDEEIIC, Xy NT—F A2 —T oA ZAZERLET,

Y RIT—9 4203 —T 14 ADER

Threat Defense Virtual D> NU—27 4 X —T =4 AL, B IP 7 KL-A2 (IPv4) F7-1%
DHCP #fiH L TIER CE £, BAEMZREHOMLEIZIS L TRy NU—27 f X —T = A A
(N LUNE) Z1E L 9,

Procedure

ATYF1 [H—ER (Services) ] > [Elastic Network Interface] DJEIZZ V v 27 LE,
AT T2 [Xy hT—2 4 Z—T xA A (Network Interfaces) | %27 U v 27 LE7,
ATV T3[Ry hU—2 A H—T A ADVERL (Create Network Interface) 1227 U v 27 LET,
ATY T8 [Fy NT—T A% —T x4 ADIERL (Create Network Interface) | Z A 7R 7Ry 7 AT, IROLDE A
HILET,
Q) Py hNIT—T A H =Tz AA RAIET DA TV a v O2—F—EFKOD [#i (Description) ],
by Faw 7% U R M5 [vSwitch] 23R L £3°, Threat Defense Virtual f > A % > X % AE[ T % VPC
? vSwitch AR EN TN D Z L R L £ T
c) [F7A4~X—FHFIP (PrivateIP) | 7 RLAZ A LET, §FIIP 7 KL A (IPv4) FE7-iXH BN AR
(DHCP) ZfEHT& %77
d) [BEXx=VUTF 47— (Security groups) | % 1 DL ERIRLET, X2V T 4 JA—T DM ER
R PR FTXTHNTND Z & 2R LET,
AT TS [Xy hT—7 A4 Z—T = A ADIERK (Create network interface) | %27 U~ 27 LT, *v hU—7 A
H—T A ZAEMERLET,
AT 6 ERRLIZRy NU—7 A X —T oA ABEIRLET,
RT9T1 L7V v LT, FE048E0OE RO (Modify Source/Dest. Check) ]2 3L F 7,
AT W T8 [EETELILEELDOME (Source/destination check) ] D FiZdh 5 [A4Mt (Enable) | F = v 7R v 7
A ZIZLTC, [BR1F (Save) |27 U v 27 LET,

What to do next
WDY 7 aTHAT 2 X 912, ElasticIP 7 R LA &2ERR L E T,
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B eesicr 7 KLz ofR

ElasticIP 7 F L X D{ERK

ATvT1

ATy T2

ATvT73
ATvT4

ATy TH

ATvT6

AVABUADMERREND L RXT U T IPT RV RIZEDA A X AZEEAMIT S E
To A VAZ U REAFLLTHBRETS2E, £OXT7 Y v 7 IPT RLUA (IPv4) [ ZHBIR
WCERSNET, ZOMEEMRT 521, ElasticlP 7 FL w7 &2 H LT, K/ ]
TV IIPT RLAZZFDA AL A ZE Y 4 TE9, ElasticlP 7 KL AL, Threat Defense
Virtual B LMD A L AX A~ E— T 7B AHEHEINDG 7Y 7 1P T RLAMH
PR iET,

Procedure

[45% (Products) | >[Elasica>vEax—T 1 5 H—EX (Elastic Compute Service) | DJEIZZ U v 7 L

£

[Elastic 2> = —7 4 7% —E X (Elastic Compute Service) ] ¥ v ¥ 28— KT, ElDO A ==2—71D

[Elastic IP] Z#27 UV v 7 LET,

[ElasticIP 7 KL AD#E| Y % T (Allocate Elastic IP Address) %27 U v 7 LET,

EIP REZIEELET,

a) EIPZEIVYUTH[U— 3> (Region) ] ZERL FJ,

b) EIP|[ZHERHIIE T v 28R L £J, [BYOL][V 7 A2 U 7+ 3 (Subscription) ]72 & CT9,

c) WMERWIHEELZIRELET,

d) BIRANEZMERL, [OK]Z 27 YV > 27 LTEIP 2% M TET,

EIP %A v A X 2 A ZB#AHT £,

a) EIP Z#E|9 4T/ 5, [Elastic 2 =2 —7 4 > 7% —E A (Elastic Compute Service) ] ¥ v ¥ =R — K
@ [ElasticIP] 7 v a ICBEI L £,

b) 1ERK L72 EIP & "o, [BE#EfHT (Associate) | &#27 U v 27 LET,

¢) EIP ICEIE#EAHT 5 ECS A v A X L AZBINL, [OK] 227V v LET,

EIP 7%, BHEEATITONZECS A v AZ LV ADTIRENTWAHZ L 2R L, ZoEGaHRLET,

What to do next
WDE 7 g THAINTWS X 912, Threat Defense Virtual 2 B L £97,

Alibaba IRIE DR E

Threat Defense Virtual % Alibaba (Z/EBEA9 5121%. BEICEAOEHB L O ELHEHA L T

Alibaba VPC Z iR ET HUENH Y £9, 1ZEAEDRETIE, ¥y T v 7 74P —FI
o Thy b7 v 7HEITTE £ T, Alibaba Tix, MO FEEREICES £ T, h—E R
BT A2 ERRIERER ST A T4 RE a2 A2 ML TOWES, FMc oV T,

Alibaba Cloud ® R = A > FEBR LT FEV,
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Threat Defense Virtual ™ )EE%J X, Threat Defense Virtual % JBBA9 D HIZ 4 DDFR >y hU—T K
HMFI7AX—= 7 TFT K (VPC) ZVERTDMLENRHY £9°,

4o50Fy hU—27 VPC X, kDO LEY T,
« HEY TRy FOEE VPC,
« 27 xR v ORI VPC,
« N7 % v s OWES VPC,
«SMERY 7 % kDAL VPC,

Alibaba O v N7 v F U B =012, Hi 7 23 Tk, Threat Defense Virtual
4/x&/x@t%m@wmki0H2%W_owfﬁﬁbiﬁo

[ L& BHIIC
« Alibaba Cloud 7 7 > F&/EK L £,

Threat Defense Virtual O & B

Procedure

AT w1 Threat Defense Virtual z JEBE 3% (21X, https:/marketplace.alibabacloud.com/ | &) L, [Cisco Firepower
NGFW Virtual (NGFWv) - BYOL] ®LihWZM#BEL F7,

Note

Alibaba X A VM BE S NI EHBOHUBIZ E STV ET, #ilkiX, v v RUuofh EMIcER RIS E
T, HOHHIRAND UV — X%, BlloHEgic ii‘%réﬂiﬁm HEJOHIENIZHFIEL TWD Z & 2 EH
ANCHERR L T 7280,

ATFvF2 #®EV %27 2 LT, [Cisco Firepower NGFW Virtual NGFWv) - BYOL] X— U & B & £9,

RATv T3 [FT7UDFER (Choose YourPlan) 1% 7 U v 7 LE7, [Elastic 2> Ea—7 1 > 7 ¥ —E A (Elastic
Compute Service) | X—IZU XA L7 FIRET,

ATy T4 [HAZALEE) (Custom Launch) | &7 ¥z NIROFEMERE AT LET,
o [R5 (Billing Method) ] : BEIZHE > TR,
Note
FEeR7IEIL, AlibabaCloud EDOA 7 7 A N T 7 F X IZBT25H DT, B TGRIRTE £77,
o [k (Region) ] : ZEARICHES TERIR,

[y hU—27 &Y —> (Network and Zone) | : LLATIZAERK L7z VPC 38 L OVE B vSwitch 2 K v 7
Z ) A RDBIERT HH, [VPC DIERL (Create VPC) 1V > 7 & [vSwitch DYERY (Create vSwitch) ]
Vo7 2 AL TH LB L ET,
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ATY TS [fAX AL A A= (Instances and Images) | -<X—IZBEIL £,
[T_XTDA L AZ A% AT (All Instance Types) | EZ > a T, IROFIEEZFETLET,
e[ AZ A (Instance) |: PAR—FINTNDHA U AHZ AKX AT (ecsgbnexlarge,
ecs.gbne.2xlarge, ecs.gonedxlarge) DWW AR L £7,
o[ A— (Image) |:[¥—7 v N7 LA AL A— REC (Marketplace Image REC) &7 I a IZ
81D Threat Defense Virtual ¥~ —%7 > h 7 LA A NX—=2 g URERINET,

a [ A=Y OFER (Reselect Image) 1 %27 UV >~ 2 LE7, [AlibabaCloud ¥—7%> v h LA A A
A—%7 (Alibaba Cloud Marketplace Image) ] %A 7 1 778 v 7 ZINK RS, BT 5 Threat
Defense Virtual 4 A — Y DFEMIIR SN ET,

b. Fuy 7% v U A K5 ThreatDefense Virtual /S—37 3 23BN L, &R (Select) (27 U »

7 Liﬁ‘o
ATYTFT6 [AFL— (Storage) | &7 v a  IBELET, T 740 MEAZREFL TRAITL 9,
ATy F1 [HEiEEtx=2 VT 4 7 /v—7 (Bandwidth and Security Groups) ] £ 7 ¥ a Y ICBE L, kOFIEEE
TLET,
«ENI

s[EX¥=2VUT 47— (Security Group) ]: #bletX= VT 4 7N —T5HRINLET,

*[Z 4~V ENI (Primary ENI) ]:[*~> hU—2 &> —> (Network and Zone) | 7 4 —/L KT
BER L7 &k 912, BH vSwitch ThH L7 T4~V A Z—T A R AT LET,

s[4 > # VU ENI (SecondaryENI) |: [BEfFDO&®F = U T ¢ A4 % —7 A A (Existing Secondary
Interface) | KRy 7 X T VA RNNLEDH Y A B —T 2 AT 57>, MFE72 vSwitch
EFRIRLTH LW X VA o F—T 24 AR LET,

Note

A VAL ARENT 20— AT, AV AX L AE2OD A H—T7 A ATERTE, ER%
WD 25D f L H—T A A% ECS ALV —LnHT Xy FTEXET,

s [F—7 (KeyPair) |: kv 7 XU U R RNNLEBFOF—XT ZIRIRT D0, FrLnF—
T L ET,

ATy T8  [FEMEXT (Advance Settings) 1 IZBEI L., RO FINEEZFEITLET,
o [f v AZ A% (Instance Name) ] : #8071 > A ¥ ZA D4 i,
o [—H—F—% (UserData) |: BIFIZHE~- T Day-0 A fEE L 7T ([Base6d T a— K&
7=t % AN77 (Enter Base64 Encoded Information) | T = v 7 KR v 7 AIA N LRNTLEEW)

Management Center Z{# 8 L T Threat Defense Virtual ZE#E 3 5= D> )L Day-0 {5k -

{

"AdminPassword": "<your password>",
"Hostname": "<your hostname>",
"ManageLocally": "No",

"FmcIp": "<IP address of FMC>",
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"FmcRegKey":"<registration passkey>",
"FmcNatId":"<NAT ID if required>"
}

Note
Day 0 #k C/RA U — REZFEELLRWEA, T 7 4/L bO/SAT— K3, Alibaba =2 Y —/LF721%
CLI I2#7R &5 Threat Defense Virtual DA ' A H L A D2 Y £97,

ATFv7F9  [ECS OFIHHA (ECS Terms of Service) ] IZ[FE L. [HEXDOER (Create Order) 1 %7 U v 7 L¥7,
Threat Defense Virtual |2 DDA X% —7 = A ATEEH SN, TNUHIFXECS 2 Y — /L TERTEET,
Note
EE 7o RAE5ETTHI20E, 4 DDA ¥ —7 = A AT Threat Defense Virtual Z iR ET 2 MHERH Y *
ﬁ—o

AT w710 Threat Defense Virtual Zfthd> 2 DDA > ¥ —7 = 4 ATEET HITIX, ROTFIAEFEITLET,

a) AlibabaCloud T, [Elagtica > Ea—TF 1 Y5 H—EX (ElasticComputeService) | IZBEH L £,

by ZEROSNANZHD [y hT—27 X2V T 4 (Network & Security) ] @ F @ [Elastic Network
Interface] #27 UV v 7 LET,

c) LWANHERR L= NG 74 v A F—T 2 AA AERBLET,

d) "I T74 97 A F =T ARIHIETHT 2w IRy 7 AZFNILT, AV AF L RIINA
K (Bindto Instance) | %27 Vv 27 LET, [f AKX AIZ/N1 K (Bindto Instance) | %A 7 2
Ny 7 AMFRINET,

e) [A > AH A (Instance) ] 7 4 —/v KIZ Threat Defense Virtual D4 giz AJJ L E T,

f) [#Es8 (Confim) 1% 27U >y Z7 LT, ZNEA L AL L AD eh2 A ¥ —T =24 AL LTHRELE
R

g) FlEc~FIEf %2V IKL T, Threat Defense Virtual ® &h3 A > % —7 = A AR ELE T,

ATv TN [ECSHvwaiR—F (ECSDashboard) ]>[4 Y RZ R (Ingtances) | DIEIZZ U v 7 LET,
RATv 12 @EN5E T 95 L, Threat Defense Virtual 2 Management Center Virtual |2 $% C& 5139 T,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



