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Gateways) |#EIR L, [1 2 —Fy b — kA4 DIERK (Createlnternet Gateway) | %7 U v 7 L&
R
RATv T2 4T Name) 1A v Z—F v M= T =2 Db LT WARTIZAST LET (] : FTIDW-IG) |
ATV T3 [AV3—Fy b= b4 DR (CreateInternet Gateway) %7V > 7 LET,
RT9Td A F—Fy NF— b Uz ~DL— REBEMLET,
a) [y kT7—F>% (Networking) 1> RV 5~ K2y kT7—2% (Virtual Cloud Networks) ] > [{k#8
959 KRRy FI—- DM (Virtual Cloud Network Details) 1>[JL— bT—7JL (RouteTables) 1%
IR L F9,
b) /= M= EBINT DR, T4V EON— T =T NDY) &Y v LET,
¢) [JL—kIL—ILDEN (AddRouteRules) |7V v 7 LET,
d) [F—=4v kB84 7 (Target Type) | Ry 7 H oo inG, [A 8 —%y k5 —r2 A (Internet
Gateway) | #iEIR L £,
e) %D IPVACIDR 7 a7 # AN LET () :0.0.0.00) .
f) %E%EDIPV6CIDR 71w 7 Z AN LET Bl : [/]) .
g [BF—H Y b A=Y T —FrI A (Target Internet Gateway) | Ko v 7Z 7o nb . fERL
ol VA g =\ = B
h) [Jb— kIL—ILDEN (Add RouteRules) | &7 VU v 7 LET,

H T3y FOVERK

B VCNIZIE, Db 1209 7%y b0 4, BHEVCONOEHEY 72y b &/ERLL
FI, £/, BEHVCN OZEY 7 %> b, NEFVCN O 7 %~ b, B8 OYMNE VCEN ©
YT % b MBETT,

1 OOVCNZEH L TV A5A01E, VONNIZEBY 7 x> b, 27 %y b, W7 % v
b, BLXOSNEBY 7% S EAERLET,
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B+ rorm

FIE

ATv T [y bT—F245 (Networking) > [{k¥EY 5 K& k7—4% (Virtual Cloud Networks) 1> [R5 S5
YRRy k7= DM (Virtual Cloud Network Details) [>[H 74w kb (Subnets) [Zi@iR L, [ TRy
FDYERL (CreateSubnet) 1 %27 U > 27 LET,

ATYT2 373y bOOLNYLTWEEIZ AN LET (] : Management) .

ATy T3 [HTRY 24T (Subnet Type) | 2R L £4 (RSN 5T 7 40 b o [#itg (Regional) 1 D% £
LET) &

ATw 74 [CIDRZ a7 (CIDRBlock) IZfEZ AN LET (f:10.10.0.024) . 73y hOWNE GEAR) IPT
KL, ZOCIDR 72 v 7 b RESNET,

a) IPv6 Z BN T 55E1E, [IPv6 CIDRV 17 v 7 %23 % (ENABLE IPv6 CIDR BLOCK) | F = v
IRy I ALA AT LET,
b) [IPv6 CIDR” = 7 (IPv6 CIDR Block) ] T, IPV6 'L 7 v 7 AHiHZ NI L E T,
RT9 75 [Jb—bT—7TJL (RouteTable) | K v 7 H o rimb . LRNIIER LIzb— b T —T /DN juinz iR
L/iﬁ‘o
AT 76 7%y hO[H TRy b 74U X (Subnet Access) | IR L £7°,
EHY 7Ry bOGE, ZHENRTY I TRy b THLILERH Y £,

AT F71 [DHCPA T+ 3> (DHCPOption) | &R L E£7,
ATv T8 LRIMER LI [€F 2T« )R+ (Security List) ] Z#8R L ET,
RTv 7T [Ty DR (CreateSubnet) 1227 U v 27 LET,

RDBERY

VCN (FFER, 2Wr, WNEE. M) ZERET D &, Threat Defense Virtual % 2 &) 9~2 ¥R 2350
F 9, Threat Defense Virtual VCN XD HNZ DN TiE, IROKEZZR L T ZE 0,

3: Threat Defense Virtual (R85 S Ky b7 —%

Virtual Cloud Networks in ftdv Compartment
Name State CIDR Block Detault Routs Table DNS Domain Name Created -
@ Avaitab
@ Avaital »
@ Aval
® A
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s59 Ry LEEALERES— k947 LR |

D59 Rz )ILEFERLEIPES— o947 FLR

OCITit, £V 7%y MZ—BDIPV6 — b T2 AT RLANRHY | IPv6 T 7 4 v 7 D3k
BEJ 5 X 9 12 Threat Defense Virtual TiET AMLERHV FT, ZDOF— b =A T KL AL,
777 Ry =/ TOCl 2~y REFATLTWHH T Ry hOFEMOLEESET,

FIE

ZF w71 [OCI]>[Cloudshell #BI< (OCI® 5™ K4—3+JL) ) (Open Cloudshell (OCI Cloud Terminal)) Ji2%
#MLET,

ATV T2 WOa<xy REFITLT, ¥ 71y hnd IPv6 OFEMA TG L E7,

oci network subnet get —-subnet id <subnet OCID>

AT 703 a< f‘@%%fl)% ipv6-virtual-router-ip af‘*‘%_"ﬁ,’)”'i—gao
ATV T4 ZOXF—DOfEEar—L, HESCTHEALET,

0Cl ~ @ Threat Defense Virtual ) EREd

Oracle Cloud Marketplace ™ Cisco Firepower NGFW {48~ 7 A 7 7 4 —/L (NGFWv) Hf % fif
HALT, avta—T7 47 A4 AHX 2 A%4) LT OCI |Z Threat Defense Virtual % BB L £
T, CPUDER, AEVOR, v hT—27 1 V=R CORBEICE SN T, Filile~y =
A TaTIRL F7,

FIE

AFvF1 OCIAR—Fnca /(L LET,
Mg, BEOA FBICEREINE T, BRORMIBNICEEL TWAZ L A2RE L T 7EE,

ATv7T2 [¥—47 v ETLA4RX (Marketplace) |>[7 T 47— 3> (Applications) &R L F5,

ATvF3 ~—% v 7 LA AT [Cisco Firepower NGFW virtual firewall NGFWv)| Z 5% L C, #L28R L E
j—o

ATy T4 BRSEM MR L. [Oracle DFFRK & = N F— DL A2 MR L CRE L E 9, (Ihavereviewed
and accept the Oracle Terms of Use and the Partner terms and conditions.) | F = 7R v 7 A& 4 2 LET,

AT9FTS [ AX L ADEE) (Launch Instance) [ %27 UV v 7 LET,
ATw 76  [4HET (Name) ]2, £V AZ L ADDNYRTWARTZ AN LET (B : FTDv-6-7)

ATv 71 [xz4TDZEE (ChangeShape) ] %27 U 7 L. Threat Defense Virtual |2 #4572 CPU O%t, RAM O
B, BIOA VX —T oA ADEPRES NV =47 (VM.Standard2.4 72 &) Z3®R L F9 (=
2~=2) 22MR) ,
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0CI ~0) Threat Defense Virtual D& A |

. 0Cl ~® Threat Defense Virtual O & B

ATvT8

ATvT9

ATy 710

ATy TN
AT 712

ATv 713
ATy 714

ATy 715

[R5 K3y kT7—% (Virtual Cloud Network) | Ku v 7 Z oG, [ H VCN (Management
VCN) ] Z#ERLET,

HEIAS SN TORWEAE, [y b (Subnet) | Ky 720G [EHEY 7 % v kb (Management
subnet) ] AN L £,

Ry bTD—D X2 )T FIL—TEFERLTES T4 vy 5T S (UseNetwork Security Groups
to Control Traffic) ] I2F = v 7 & A, EEVCONICHE LX) T4 /N —T2@IRL £,
ST w2IP7 KLADEY KT (AssignaPubliclpAddress) | 47> arRE %20 v 7 LET,
[SSH F¥—m3EM (AddSSH keys) | D FC. [2F—DRLY 1+ (PastePublicKeys) | 47+ a A%
&2 w27 LT, SSH X =% T £,

Linux N—ZADA L AL AT NAT—=FORDOVIZSSH F—<TZHH L TY E— ba—F—%R
RELET, =703, MEF— L AT CHIRENE T, A AF U RBERT D L EIT, BEF—
arsta—RICRkFFL, AF—ZRIMELET, A T4 12O TE, [Linuk A Y AFZ A TO
F—T7 OEH (Managing Key Pairs on Linux Instances) J https://docs.cloud.oracle.com/en-us/iaas/Content/
Compute/Tasks/managingkeypairs.htm % 2 L T < 72 &0,

[F¥#iA T 3 >DFER (ShowAdvancedOptions) | V> 27 %27 Uy 7 LT, A7 varvaREALET,

(#1227 U 7 K (Initialization Seript) ] F T, [7 TV NIt A 27 U 7" R DLV £41F  (Paste Cloud-Init
Script) 1A 7> a v AR¥ %27 Y 2 LT, Threat Defense Virtual @ day0 fkZ 5 7E L £ 9, day0 1%
%, Threat Defense Virtual O#][EIFCEIRFIZ#EH SV E T,

Wiz, [259 FO#ER S 1) F k (Cloud-Init Script) 1 7 4 — /L RiZa =L CREV TS Z LN T&
% day0 fEER OB 2R LET,

{

"Hostname": "ftdv-oci",
"AdminPassword": "myPassword@123456",
"FirewallMode": "routed",

"IPv4Mode": "dhcp",

"IPvéMode": "dhcp",
"ManageLocally":"No",

"FrncIp": "1.2.3.4",

"FmcRegKey": "ciscol23reg",
"FmcNatId": "ciscol23nat"

« FmcRegKey : Z#LiX, 7 /34 A% Management Center (2 %83 2 72 DI X5 1 [EIR D %GR
F—TY, BEkF—IE, 2P —ERDOKRK 37 LFOFEFETT,

« FmcNatld @ ZAUF T EIRY M SN2 —BOXFHNTT (2—H—2NEHR) , 2EL, T80 AL
Management Center 73 NAT 7 /34 A2 KD GEES VTV D EETT, 20— B OXGRX — L [FRFZ—
HEONATID Z AT 2 0ERH Y £,

[{ER% (Create) 1% 27 Vw7 LET,

RDEZRY

[ERX (Create) | R > %27V v Lizth, IREN[ZFrEY 3 =7 (Provisioning) ] & LT
R &M 5 Threat Defense Virtual £ > A% v A& E=Z—LE T,
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1v5—7z4 2085 [

| o

EE RT7T—HRET=HX—TTHIZEMNEHETT, Threat Defense Virtual £ > A F L ADIREEN [V 1
vy a =27 (Provisioning) |76 [E1TH (Running) ] 2847 L7 5. Threat Defense Virtual

DFEENNTET T DRENTHETS U T VNIC 23 2 MERH D £,

A 28— 1A XADIEL

Threat Defense Virtual (X, 120 VNIC 2385t SNVRIETIATIRIEIC 2 £9° ([avEa—
T4 2% (Compute) | >[4 2V RAZ R (Instances) | >[4 VR AZ VADEEH (Instance
Details) 1> [#Efi St 7= VNIC (Attached VNICs) 12Z&) . ZHix 77 A~V VNIC & FE
. BHVCNICc~ v ¥ 7 S Ed, Threat Defense Virtual 2N f]D 7 — s 252 T4 B RITIC,
VNIC 73 Threat Defense Virtual T1IE L < S35 £ 912, LARIZ/ER L72fthd VCN 7 % »
N (W, NS, SME) o VNIC Z 8T 2 LERH D 737,

FIE

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

ATy T17
ATv78

ATvT9
ATv 710

#r L < #2#) L 7= Threat Defense Virtual f > A % > A 238K L £9°,

[## S 1= VNIC (Attached VNICs) ]>[VNIC MYERL (Create VNIC) DJEICEIR L £,
[4 8 (Name) ]iZ, VNIC ®bn 0 LT WARiZ AT LET (B : Inside) .

[MBA7 Z2 R hU—2 (Virtual Cloud Network) ] K12 w7 & 7 275 VON 23R L £,
[F7 %>k (Subnet) ] Fay 7 ¥y onbH7xy MEERLET,

Ry bT—D X2 )T JIL—TEFERALTES T4 vy 5T S (UseNetwork Security Groups
to Control Traffic) 1 #4212 L T, @R L7 VON HICRELI2EX 2V T 4 VN —T 28R L F7,

[EEL 5D F = v 7 % A% v 7 (Skip Source Destination Check) ] Z4 I LET,

(A7Fvay) [FF7A4X=FIPT KL A (Private IP Address) ] Z#f8& L £, Tk, VNICIZx} LT
FEED 1P BRI D2 5E8 I DOHMLEETT,

IP ZHEE L7256, OCLIZH 7 Ry MZEIV S THNCIDR 72y 73 bH P 7 RLAZED STE
—a—o

[ W OERAT (Save Changes)] #7 U v 7 L, VNIC Z{Epk L £,

JEBICHE L 7254 VNIC IZ2W T, ZOFIAZBEY KL ET,

EHEMNT=VNICDJ)L— ~IL—)LODEN

2. NI, BLXUOSAETOEZENL— R TF—T I — T —T A — LA BINL £,
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. Auto Scale V') 21— 3 VD ER

ATy T

ATvT2
ATvT3
ATv74
ATvTH
ATvT6

ATy 71

ATvT8

FIE

[y kT—F>% (Networking) 1> [V Z2 K2y kT —% (Virtual Cloud Networks) 1% i8R L |
VON IZBEAT 5N TWDT 7 44 hb— b T —7 v (NERE72134M8) 227V v 7 LET,

[JL— krIL—)LDiEHN (Add RouteRules) 1 27 U v 7 LE T,

[#—%7 v b¥ AT (TargetType) ] Ku v 7 HZ o rmnb, [F7A4~X—KIP (Private IP) ] 28R L F 9,
[485c% A 7 (Destination Type) | K12 v 7*Z b [CIDR 7 127 (CIDR Block) | Zi&R L 7,
[%65% CIDR 7' &1 v 7 (Destination CIDR Block) ] Z A/ L£4 (f : 0.0.0.0/0) .

[#—7%" > FEIR (Target Selection) | 7 4 —/L RICVNIC DT A _X—KIPT7 RLAZ AN LET,
VNICIZIP 7 R LA ZBIREGIZEID BT T RWEATE, VNICOFEM (avEa—T+ 249 (Compute) 1>
[ 2RR 2R (Instances) | >[4 YRR o ZADEE#M (Instance Details) | > [#&#t S417= VNIC (Attached
VNICs) |) THEIEIV Y CINZIP T RLAZMRTEET,

[JL— bJIL—JLDEM (AddRouteRules) | %27 U v 7 L%,

A HF =3y NP = T2 BN LTIPV6A V F—Fy N T 7B RERERT HEE1L. ROFIEEZEFTL
ij‘o

a) [F2—47 Y br2A4T (Target Type) | Fu v 7 X oo, [A 22—y b — bz A (Internet
Gateway) | #EIR L £,

b) [4ECIDRO 7 117 (Destination CIDR Block) ] T, IP 7 KL ZA%&$EE L %7,

o [#—F vy MMy ¥ =%y b= U xA (Targetnternet Gateway) | K1 > 7 X7t BEFOA
H—Fy NP —=h TxA 23— KA FNERIRT 20, FBlICER L £,

JRBHCMEE L 7254 VNIC IZHOWT, ZOFIEAMY KL £,

GE)

DHCP L7213 IPv6 7 RL AT LT 4 v 7 AL HN—T 4 7 )— L THERR S NT- IPv6 7 R L A7 /128

D4 . Threat Defense Virtual /b— b7 — 7 )LIZIR O — b ZBINT 2 0LERH Y 97,

ipv6 route <interface name> <interface subnet CIDR> <ipv6 virtual router ip>
B
®* ipv6 route inside 2603:c020:5:5800::/64 feB80::200:17ff:fe96:921b

®* ipv6 route outside 2603:c020:6:ba00::/64 £fe80::200:17ff:fe21:748c

Auto Scale V') 11— 3 > D ER

WO TIE, AutoScale Y U 22— g D aiiR—% 2 b2 OCI @ Threat Defense Virtual C &
DX ITHEEET DT OV TR L £97,
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Auto Scale D& A fl .

Auto Scale D& A {51

OCI T® Threat Defense Virtual Auto Scale V' V =—3 3 > OBEAHZRORN R LET, 1~
Z—F v MaTOT— RT3 ZiE, VAFT—=L 2 =7y N =T OB ML
THR—=IREDN > TNBERT Y w7 IPT RLARH Y £9,

N7 7 4 71k L TR — bR—=ZDGIERFIRETH Y . NAT/L—/L &2 L CEBTE ET,
ZIUZOWTIIROETHBA L £,

4: Secure Firewall Threat Defense Virtual Auto Scale )& A 5| D

FMC

Instance Pool

1
! Reply of Outbound Traffic ./ FepyotiboundTrie; | ..
FTDv 1 +

r 3

] Inside ,@m Outsi

ILB

User ! FTDv 2
Applications

F 3

Reply of Outbound Traffic

A

FTDv N

'
Reply of Inbeund Traffic |
|

Reply of Qutbound Traffic
Inside ) Outside
I Mgmi I

1

Qutbound Traffic
— Inbound Traffic

Z D RF 2 A hTiX, Threat Defense Virtual Auto Scale for OCI V'V = —3 3 &8 A4 5B
DOFM72FNEICHOWTEHBA L E T,

| B

BEE GEANZBIGT HHENC, F¥a A FaEREBTALTEE0,
 HAZBMGT DN, AHERMFZMIZLTWD Z MR8 L ET,
s ZZICRB SN TV D FIAEL FATIEFIZE > TN D Z L AR L E7,

o
i
AR
q;‘"

R IURY O—
IV a—va B8 ATH-OICHER OCI DR ERY v—iFkD LB T,
1. A—4¥—FLUIIL—TF
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A\

GCE) a—HF =L N—TZ2ERT 5120, OCl—F—F 73T T v —EHETHIVLENRH Y
\i—g—o

Oracle Cloud Infrastructure D —HW—7 H oy b ZOa—Y—T h U "RET B
N—TEER LET, 22— =T DT NaeFFOoME I V— T BNEET D51, BT
HUNETIH Y FH A, =T — & T N—TOIERFIEICOWTIE, 7 —T L a—P—
DIERL] ZZH LT E &0,

2. TI—T Ry —

RV =R LG, ZNEITN—TIZv v B TTHXLERLYET, AU —%1E
R 5I2iE, [OCI > [PATYT4T4&t%2) T« (Identity & Security) >[4
< — (Policies) ]>[H1) >—®DYERL (CreatePolicy) JICBEI L £4, KROK Y > —Z2{Ek
LT, B Zv—Fl28mL £,

« 7 L—7 <Group_Name> 732 73— [ A > s <Compartment_Name> TA bV v 7 %
R L&A LET,

« 7' )L —7 <Group_Name> 731> 73— k Ak <Compartment_Name> C7 7 — L%
BILHZ LEFFILET,

« 7L —7 <Group_Name> 73 = > 73— K A >k <Compartment_Name> T ONS k& v 7
EEHT LT LET,

« 7 L—7 <Group_Name> 732 73— [ A > | <Compartment_Name> TA bV v 7 %
MRAETDHZEEFATLET,

« 7L —7 <Group_Name> 73 = > /3— k A >k <Compartment_Name> TA ~U v 27 %
BAD T E AT LET,

7 )—7 <Group_Name> 73 =12 /3— k A >k <Compartment_Name> T ¥ 7 D4 fijZE
MEEHT2 22T LET,

7 N—7 <Group_Name> 73 2 > 73— k A > h <Compartment Name>Cw 7 7 )L — 7%
PEHAID 2 EHFFA I LET,

« 7 L—"7"<Group_Name> I3 A A K AT —)L a3 73— Kk A | <Compartment_Name>
AT 2T LET,

« 7 )L—"7<Group_ Name> 737 F > b T/ 70 Ry = VT2 L 25 LET,

« 7 L—"7<Group Name> 37 F > hDOA T =7 N A ML —UA4RTZEME AR D 2
LT LET

« 7 L—7 <Group_Name> N7 FND VU RY Y ZE+ 52 L 27 LET,
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A

B TFU bV TR —%ERT D52 b TEET, 2a—F—DEELHWOL LT, T
TOWHREZBBICIRETE £7,

3. Oracle BE# DR

Oracle B892 23 5] @ Oracle Cloud Infrastructure ) /' — R IZT7 7B A TE 5 L 91275121, B
BarlATIv I ITN—TIZEDTHrL, TV —A~DEAFTI VT IN—=TT7
T REHTERY —% Bl L E T,

4. FAFIvITIL—TDERK

BAF v 7 IN—TEEkT 5I12i%, [OCI>[FAToT4T4E€F2 T« (Identity
& Security) 1> %4+ 3 v o7 )L—T (DynamicGroup) |>[FA4F IV I TIL—TDk
BX (Create Dynamic Group) JIZ/8Eh L £,

ATy 7 TN—=T ORISR OV — V2 HE L ET,
ALL {resource.type = 'fnfunc', resource.compartment.id = '<Your Compartment OCID>'}
BAF Iy 7 TN—TOFERICON T, REBRL T ZE0,

» https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm

* https://docs.oracle.com/en-us/iaas/Content/Identity/ Tasks/managingdynamicgroups.htm

5 HAFIv I TIL—TORY) >—DIERK

AU —%BMT 52, [OCI>[PAToT4T4EEF2) T4 (Identity& Security)
1>[R1) 2— (Policies) ]>[R") >—®D4ERL (CreatePolicy) ICBEIL £7, ROKY —
B N—TZBINLET,

Allow dynamic-group <Dynamic Group Name> to manage all-resources in compartment
<Compartment OCID>

GitHuh M5 D77/ IILDAEHA— K

FTDv : OCI Auto Scale ¥ J = —3 3 %, GitHub YV ARY P U X TEMAINET, VKRI b
U 77 A NETILVERIF YV a— RTEET,

Python3 IR1E

makepy 7 7 A VX, ERINT VR NINICHY £9, 2O v 27 T AL, Oracle B &
T =R T 7 ANEIP T 7 ANVIEMLET, TNHEX—F v b7V H—lat’—
LET, INHDOHX AT ZF4TT HI21E, Python 3 BREEDNRE SN TV AXLENRH Y £,

N

(£)  Z®Python A7 U7 M Linux BRECTOAMEATX F97,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/oci

0CI ~0) Threat Defense Virtual D& A |

AVISAMIVFYERE
WRERET DMENRDH Y £F,

1

A

VCN

FIDvT7 U 4o —3 a v OBEMHIZEUTVONEZER LET, A F—F v h~D/L— [
Y TOHNEY T Xy BN IOUEHD A v H—Fy N7 — D = A {272 VPC Z{E
’E‘Z]\/i—g‘o

VCN OYERIZ DWW TIE,  Thttps:/docs.oracle.com/en-us/iaas/Content/GSG/Tasks/
creatingnetwork.htm| ZZH L T 720,

FIUr—o 3089 TRy bk

FIDv7 7'V r— a VOBEMIG LT 7Ry FEERLET, Z0a—A7—R Tt
TYVa—varyziB AT 523, FIDV A Y AX U ADEMIT 4 5DV 71y R UE
<7,

P77y FOERIZ OV T,
https://docs.oracle.comv/en-us/iaas/Content/Network/ Tasks/managingVCNs _topic-Overview of VCNs and Subnets.ht#
ZZRLTIEEN,

N TRy b

Y72y M, A v Z—F%y R —F 7= A ~D [0.0.0.00] OL— FPMETT, =
DY T 2w ML, CiscoFTIDVONEA v X —T = A4 AL A Z—F v MAITE— FNZ
VHREENTWET, TU MU RINTIT7 40 v Z7HIZNAT 7= o =4 BEBEME N
TWHZ L zMRLET,

FMIZOWTIE, ROV =2T7 VESRL TS,
* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managinglGs.htm

* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NAT gateway.htm#To_create a
NAT gateway

REH TRy b

I, NAT/A v Z—Fy M= T = A OFBIZP )b OLT, 77—y a7
Fv MBI TWET,

GE)

FIDv EFMHE7T a0 —T7DH4E, A—F 802N L TAZT —F P —,3— (169.254.169.254) |ZH|

ETEET,

EEY IRy b

Y7 Ry ME, FTDv ~® SSH ##i 2V R— 25 L 5127V v 712 25BN H
D E9,

HEEY TRy b+
ZDOY T x>y M. Oracle BERED BRI T4,
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https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managingVCNs_topic-Overview_of_VCNs_and_Subnets.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managingIGs.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NATgateway.htm#To_create_a_NAT_gateway
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NATgateway.htm#To_create_a_NAT_gateway
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Secure Firewall Management Center (D RT#2 5 4 .

A\

Gx) IO TRy MMZiE, NATGW (f X —3 v b GW TIE72VY) ~D 0.0.0.0/0 /b— R LBE
T—g—O

ZOY 73y RONATGW O/37 Y » 7 1P (X, Management Center Virtual 33 J2 U8 Threat Defense
Virtual D NSG (> hU =27 Exa VT 4 JA—7) THFATLILEND Y £7°,

7. EXaUT4 GL—T  FIDVA VREVADAY b= X2 UF4 GIL—7
Oracle B934 (AL VCN ) S FTDv OEFT R L A~ SSHEEE T 5 L 91, FTIDv A
VAR UADEXR 2T 4 I—TERELET,

8. AT HU FAFL—CDRARIZER
IDOF TVl NA ML —YDOARFITZERIE. configuration.txt 7 7 A /L& FFOERE) Web T A
AR T B0 S ET, configuration.txt 7 7 A VOFERGRAEF & U 7 = A k

PERT AMLENRH Y £9, TOFEFFEIES N URL L, 77 L — kDRI H
EhEd,

GE) 7oyu—RFRENEKROEEIC, HITPURLZ N L TCFEIDVA Y AF U ANBT IV BATE 5
Tl ERMERLET,

FTDv %@%ﬁj—é k\ $ copy /noconfirm <configuration.txt file’s pre-authenticated request
URL > diskO:Connfiguration.txt o< f‘f)’%ﬁiéﬂij‘o

Zoa<y N2k, FTDv OLH) % configurationtxt 7 7 A L CHETE D X 512720 7,

Secure Firewall Management Center D RIIIE {4

Threat Defense Virtual 7 /34 A ZE BT 521X, 7IVEREEO~ L TF T RS A3 —TV ¥ ThD
Secure Firewall Management Center % f# f§ L &9, Threat Defense Virtual /X, Threat Defense Virtual
AR~ ATEI D Y CTHEHA v —7 =24 A LD FMC 284k L Tl LE7,

FHOT NS AR ) V—FREEA LT, EHa A A F—/L95I21%, Threat Defense Virtual
Eﬁﬁk”’gfi NIRRT N ZAITN—TH I LD L TEHFT V7 FEERRLET, T30 &
T N—FIZwH T2 T R TOFRED Threat Defense Virtual £ > AHX L AT v 2 SVET,

e DIATIX, Management Center Z Y~ 5 72O O AR e FIEOME 23 L4, FIA
DFEMIZ DV TCIE,  [Secure Firewall Management Center Configuration Guide] =& L C< 72
S, Management Center & M7 2 FRI%L, IROGEHEZ LT FERL T E SV,

» Secure Firewall Management Center @/ X7 Y v 7 IP 7 R L&

e =P —HLNRRAT—F (REVR=RDRAT—U VI REH/2>THDEEE, 22
Da—P—n 7 A NEREIRET ORBENDH Y £7)

X2 VT V=
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. Secure Firewall Management Center T 1—H—MD{ERK

* Secure Firewall Management Center D7 7 & AR U v —4
* Secure Firewall Management Center ® NAT 78 U 3 —4

* Device Group Name

Secure Firewall Management Center TD 1—H —D{ERK

Auto Scale Manager 721 25ME 4 2 & BEH HEIR % 7> Secure Firewall Management Center CHT51
a—F—2ERLET,

)

GE) MOFMC Ty v artoBa %z <7=®IZ, Threat Defense Virtual Auto Scale ' V = —3/ =
B @ Secure Firewall Management Center =— % —7 1 7 o F 2R OMENH D 7,

FIE

B BLE HEIR % £5O Secure Firewall Management Center THf L2 —HF —ZA{Ek L 9, [P RATL (System) |>
[1—H— (Users) |DIEIZZ Vv 7 L, [2—H%—DFER (Create User) | %227 U v 7 LET, 2—H—4
I, RO LI Linux IR L THEBTHLMERH D £,

BT AT () BEXOT U E—RaT () MERAFT, &K 32 T

« FTRTLT

e NATY () MOIHDHZLIETET, BFEEME, EUVAR ) Ty bhvy—72 (@ . AT v
Yo () AR

RN E o —F—F T a a2 A LET, FEMICOW T, [SecureFirewall Management Center
Configuration Guide] ZZH 1L T XV,

TINAR TIL—TDIERK

FRA AT N—=TICLK0 BT A ZA~DRY o —DE) BT LA A =L EHNFHIC
TEET, T RATN—TEERL L, V—NZ#HATHILERHY ET, T A RT—F
IZHEH &N 72T _RTORED Threat Defense Virtual £ > ZAZ L AT v 2 SNET,

FIE

AT9 1 [TIN4 R (Devices) | >[T/31 REH (Device Management) | DJIEIZEIR L £,
AT97T2 BN (Add) | Kry T XD A=a—nh, [ZA—7DEN (Add Group) ] ZER L £,
RTYVT3 THRARTN—THE AT LET,
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P e e A |

ATY T4 [OK] %227 U7 LTCTARA AT N—T 2B LET,

2YRIT—DERAMNAT O FOERL
Threat Defense Virtual D EZF AT AU TOL TP =7 FEERLET,

FIRr

AT v T 1 4Hi 7 oci-metadata-server T IP 75 169.254.169.254 D7k A b Z/ERL L £,
AT v T2 4Hi) health-check-port T2 8080 DR — F 2Bk L £9°, LI U THLIZ L A — F&1ER L £,
ATV T3 WA v A —T = A ZA&/ER L, [ 83— x4 R (Interface) |>[EF 2T+ J—> (SecurityZone) ]

ZIERLET, =7 v F (Routed) 124 A 7L L TEIRLET, A F—7 A A4 (inddesz72 L)
ZHELET,

ATy T8 WAL —T 2 AEEK L, [A 3 —T 4R (Interface) |>[EF2 )T« Y—>2 (SecurityZone) ]
ZBRLET, =7 v F Routed) 27 A FELTBRLET, /¥ —T7 =4 24 (outside-sz 72
L) HRELET,

NAT K1) & —DERL

NAT KU & —%&A{ER L, SMEA L F =T =2 A AL T TV r—va i b T 7 1 v 7 ks
THOITMER NAT L— VL ZERLET, KRIZ, ZOKRY 2 —% Auto Scale FHIZIERRL L 7=
FRAATN—FIZT Z v FLET,

FIE

AT9 1 [T/N4 R (Devices) > [NAT] DNEIZEIR L 9,

ATY T2 [HLWEKRY — (NewPolicy) | Ku v & w> U A KT, [Threat Defense NAT] Z# B4R L £,

ATv 73 [4AE] Name) [IZ—BDOL4RIZANLET,

ATy T4 VEIZE T T, [#i8 (Description) 1 2 AL ET,

AT v TE NAT L— bz E LE T, NAT b—/LOERES LONAT R U 2 — DA THEDTA R T4 1220 T
1Z. [Secure Firewall Management Center Device Configuration Guidel] @ [Configure NAT for Threat Defense |
EZRL TSN, [JEEE] RO, V=V ERET HEOERNRT e —F 2R LET,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-nat.html#task_210AE84BB62745E69AC1A1BF0ACEA548
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B w—rowm

5:NAT )L—)L

L Direction Tipa Sourcs

Original Tranuisted Transintad Tranaisted optians
Destinations Sarvices Sources Destinations Services
¥ HAT Rules Bafore
) st L. cutside- mane s e rone [repe—— a @ Intertncn = 3 & or
2 & - 4 5 @ Intertacs -
& - " a 4 Interfacn o oxins 2
4 & ot £ intide: pena b, cwtsidu-tona 0 et marketpeacs v b @, interiace @ interface T @ Onifaise
v Auto NAT Rules Jﬁ
¥ HAT Bules Aftar

ATv 76 [IR7F (Save) 127 U v 27 LET,

NAT JL—JLD1ERL

— )72 NAT b—/L Tid, WET RLAZNEA o F—T = ADIPT RLADKR— MK
BLET, COXATDONATV—NDZLaAf L F—Tx A A RN—F 7T FLRAZH (PAT)
ERFOVE T, FEHIC DWW I, [Secure Firewall Management Center Device Configuration Guide ]
@ TConfigure NAT for Threat Defense] % ZM L T 2 &V, [HFE]

NAT R YU 3 —|ZMEERRD 2 SOMENL— NV EZRELET,

FIE

ATYT1 AT PNV AF =y 7 TR, RO NAT b=V EBGE L E T,
« %575 — > (Source Zone) : HMEEY —r
« 5856 —> (Dest Zone) : WY — v
* LOE(EIC (Original-sources) : any-ipv4
« JLD%E%E (Original Destinations) : EFiLA 4 —7 = A AD IP
« SLOEIFILAR— K (Original source port) : 7 7 4 /b k
s JLDO%ESEAR— N (Original-destination-port) : health-check-port
o BHEFHDIEETL (Translated-sources) : S85EA % —7 = A AD IP
« B %685 (Translated-destination) : oci-metadata-server
o BG5S 0 — b (Translated source port) : 7 7 4 /L b

o B H5E8 557" — b (Translated-destination-port) : HTTP

WORIL, A>T KAV AF = 7D NAT V—LE R L THOET,

. 0Cl ~ Threat Defense Virtual D& A


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-nat.html#task_210AE84BB62745E69AC1A1BF0ACEA548
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naT L —oter: I

6:14 N2 RAJLR NAT )L—)L

Interface Objects m!m PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipva v i@ Translated Source: Destination Interface IP b
The values selected for Destination Interface
Original Destination: Source Interface IP = Objects in ‘Interface Objects’ tab will be used
@‘I‘he values selected for Source Interface

Objects in ‘Interface Objects’ tab will be used Translated Destination: oci-metadata-server v i@
Original Source Port: aAl+ ] Translated Source Port: il * )
Original Destination Port: oci-health-check halll + | Translated Destination Port: HTTP v i@

ATFYT2 T RRTURANLAF 2y 7 T, RO NAT L—LEFRELET,

»EE7L Y — 2 (Source Zone) : WNEEY — v
o 54— (Dest Zone) : ANERY —

N

JLDE(E7C (Original-sources) : any-ipv4

* JLO%ESE (Original Destinations) : iE{F70A ¥ —7 = A AD IP

JLDOEIEILAR— & (Original source port) : 7 7 4 /b k

JED%E5EAR— & (Original-destination-port) : health-check-port

BHATE DK TC (Translated-sources) : $EEA v Z—7 = A AD IP

WA 505  (Translated-destination) @ oci-metadata-server

P #5570 — N (Translated source port) : 7 7 4 /b bk

I B 56" — b (Translated-destination-port) : HTTP

WOKIE, 77 bR R ANLVAF 27 DNAT L—LERLTWET,
7:7TIORINOU AR FTvID NATIL—)L

Interface Objects 'i“””:”l PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipv4 - o Translated Source: Destination Interface 1P v
0Tﬂe walues selerted for Destination [nterface
Original O e Source Interface P 2 Dbjects in Interface Objects’ tab will be used
ﬂm values selacted for Source Interface

Objects in “Interface Objects’ taly will be wied Transiated Destination: oci-metadata-server v &
Original Source Port: v 9 Translated Source Port: bl + |
Original Destination Port: oci-health-check v Translated Destination Port: HTTP v g
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B 7rex®uo—otm

ik DFRTENDS Threat Defense Virtual 7 /34 AT v a2 3NbD L o0, fEED NAT V— L& F—X
k 774’ /7 B cE ¥,

TOEARY) O—DER

WO A~D N T 7 4 v 7 BHFR[TDT7 7 B AHEEZRELET, BERTXTORY
= ERT VAR —FERTEET, ZOR—FDNT T 4 v I BT RTHET
EH Lo, EFMAR— N7V NEHFAITAORENROYES, T/ EBA 2 br—L
RY—NTIX, T27EA 3y ha—L— U Lo THEOEHXRT NA A TRy hU—
7 NI T 4wV BT DR TEN RSN E T, IRREAL EBT DI, —r
DY) 7R & NEFF AT 23R AR T3, [Secure Firewall Management Center Device Configuration
Guide] T [Best Practices for Access Control Rules] DIEZZM L T 72XV, [FE]

[V —%ED YT (Policy Assignments) | ZfEH LT, T34 A7 —7 (RifesMb0—5 &
LU TCHERRFE ) 7 7B ARY > —|2H Y Y TEH,

FIE

ATy 1 [RY)I— (Policies) 1>[7 %9 A (AccessControl) | Z#R L E7,
AT9FT2 [HLWAKAY— (NewPolicy) 127V v7 LET,
ATw 73 [4AET Name) I —EDL4RTIZ AL, A7 3T (Description) ] AN LET,

AT T4 BAOEX2 )T AHEEN—NVERELET, FEMIZONTIX,  [Secure Firewall Management Center
Device Configuration Guide] @ [Access Control] Z&M LT 72V, [HEE]

INAT— RFDEE1L
A

GE)  ZoOFIEOFEMIZHOWTIZ, Vault &> —27 Ly FOER] 2R LTSN,

FTDv O/ /32T — K%, HEIA S — U o FHICHEHEINDTXTO FTDy A V AH VA B RTE
THODIHEHINET, 2. WL ODOFKE B TRest APLIEONH 3772 80 O #5522 1ER T
LIRS ET,

L7z o T, NAY— REREALRGE L TUETILERH Y 3, HEREE LMEHEDT-
O, FL—rT7FAMERTO [NRRAYU— ROFESCRGFIZTEERA, NAT— NIZIE, B
FEENTEROALEFEHTI2LERHD 77,

ALESNTIERD AT — R G 51213, ROFIRZFTLET,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html#ID-2176-000005b6
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://docs.oracle.com/en/database/other-databases/essbase/19.3/essad/create-vault-and-secrets.html
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nz7—rorst

FIE

2TFwF1 Vault Z{ER L £,

OCIVault |%, ¥~ A —KF b ¥ —2LZRIMERB I MRET D —E R L T 2T 5K 51k
BLIOER LT 2 HEEZREELET, LR - T, VaultiZ, BEIAr— LV ) 22— 3 D5k D OF4y &
MU=k A MIERTA2HLEND Y £9 (FEEMR L TWORWEES) |

[OCN>[7AToT4T4&tF2) T4 (Identity & Security) ]>[Vault] > [FRVault ;&R FE 1= (T ERK
(Choose or Create New Vault) JIZBE L £,

AT T2 v AX—KEbd—2ERL 7,
T —TFANDNRY — REESLTHI21E, v A —K5b¥x—231 DUETT,

[OC>[FATYT4T4&EF2) T« (dentity& Security) ]>[Vault]>[F—D:&RFE 1= (R (Choose
or CreateKey) ICEI L £,

EEOE Yy FET, lHESNLETLITY XEAOWTRPNBEEOF—EBIRL 7,
1. AES: 128, 192, 256
2. RSA : 2048, 3072, 4096

3. ECDSA : 256, 384, 521

8: X —MERL

Create in Compartment
I S

Protection Mode @'

Software

o

Name
My_key
Key Shape: Algorithm () Key Shape: Length

AES (Symmetric key used for Encrypt and Decrypt) e 128 bits

<

Import external key
Create a new key by imperting a wrapped file containing key data that matches the specified key shape. For more information, see Importing Keys

ATV T3 B EINT AT — REERLET,

1. [OCI]>[ Cloudshell (OCI Cloud Terminal) ZF < (Open CloudShell (OCI Cloud Terminal)iZf 8 L
iﬁqo

2. <Password> ZBHEVDO/RAT — RIZEEHZ T, kOa<v>r FEFETLET,

echo -n '<Password>' | base64
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3. BIRLZ Vault 25, BBk RARA V h w2 Z—liB{bF—DOCID =2t —LEF, kDX
WEZEXHL TG, efba~vr REEITLET,

*KEY OCID : &—® OCID

* Cryptographic_Endpoint URL : Vault DF55{t— > F7RA > F URL

* Password : /XA U — K

EE{cav> K

oci kms crypto encrypt --key-id Key OCID --endpoint

Cryptographic Endpoint URL --plaintext <base64-value-of-password>

4. LERO=a<r FOHADNLRE S 22—, LEIISCTHEM L ET,

Threat Defense Virtual D1ERL T 7 1 L D #E i

TN r—a REBENTWAY, T r—2a VORI VBRI HETH B 05

ATy 71 JEBET DRI,

NHYET,
FE
WRDANIIRT A—FEZIELET,

ING A=A T—R2 347 HL:l

tenancy_ocid el THYY MNET ST S O OCID, T b
® OCID % W2l 5 HFiEco\WTix, 2Hha%
L TLIEEN,
7+ @ OCID I%
ocidl.tenancy.ocl..<unique ID> @D X 2T FE
‘a‘o

region ==l VY —R&BERT DY —Va v O—FOHB .
3 : us-phoenix-1, us-ashburn-1
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https://docs.oracle.com/en-us/iaas/Content/General/Concepts/identifiers.htm#tenancy_ocid
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Threat Defense Virtual D8R 7 7 1 JL D% .

INT A=A —BR 84T Bl

9

Ib_size b= TR v Y a = VT M B LN e —
R o OEFHEIE (MBI OHT) &2k
ETLT T L— b,

AR — h 3D ME : 100 Mbps, 10 Mbps, 10
Mbps-Micro, 400 Mbps. 8000 Mbps

1 : 100 Mbps

availability_domain sl {5 : Tpeb:PHX-AD-1, Tpeb:PHX-AD-2

GE)
A AT LD RAAL U4 ERSGT 512, 2
HoaSBR LTI EEN,

min_and max_instance count B < XYYl A VAR VAT = NARFFT DA AR ADE
NS B R

Bl : 1,5

autoscale_group_prefix pe T b= MEH LU TER LY Y — A D4Hi
T TV Ty R, el xE VYRS
L7 4 w7 AL LT lautoscale] ZFTT D &,
3 _XTPD Y Y — A{Xautoscale resourcel,
autoscale_resource2 M L D IZ4 BIAMHT HALvET,

mgmt_subnet_ocid S {4 % B Y~ % v ko OCID,

inside_subnet_ocid padl 92 NE 7k v k@ OCID,

function_subnet_ocid S| {4 AH8EY 7 %~ h @ OCID,

outside_subnet_ocid Pyl R 2487 % >~ ~® OCID,

mgmt_nsg_ocid el FERATHIEHY T2y bOR Yy NU—7 X2V
T4 7 —70 OCID,

inside_nsg_ocid FH T 2N 7Fy hOFy U= EF=2)
74 J—7 D OCID,

outside nsg_ocid 5] FERT 289 7%y hOF Y hT—2 £ %2 )
T 4 7 )—7® OCID,

elb_listener_port 5= XYY E M — KT B U 2AF—D@ER—FD U A
Fo

il . 80
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https://docs.oracle.com/en-us/iaas/api/#/en/identity/20160918/AvailabilityDomain/ListAvailabilityDomains
https://docs.oracle.com/en-us/iaas/api/#/en/identity/20160918/AvailabilityDomain/ListAvailabilityDomains
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0CI ~0) Threat Defense Virtual D& A |

INTGA—4H

F—5 84T

Bl

ilb_listener port

H =< XYY A

NEa— RS o3 2 F—D@ER—FD U A
]\O

%] : 80

health check port

pa=ll

NVAF oy Ve FTTHR— RAT U —0
Ny g R —/N—7R— |,

1 : 8080

instance_shape

pa Tl

VERRTAA VAR ADY = —F, v =A FITL
D, AV AZ L RAZEID B THND CPU DEL,

AEVOE, BIOZEOMDY) V) —ZARRIE I
¥,

PR—FENTWVWSE=—7 : [VM.Standard2.4 |
B L ['VM.Standard2.8]

Ib_bs_policy

pasdl

Wi LN e — RAXT ooy 7= R
Y MIERHTH e — KT R —, v—
RARZ R Y =D DN TEEL < I
IHBLEZRLTIES N,

PAR—FIHNTWAME : TROUND _ROBINJ |
[LEAST CONNECTIONS| ., [IP_HASH]

image name

padl

A VAL ADIERIHERT~—7y LA
ADA A=,

7 7 4 /v ME :  TCisco Firepower NGFW i 7 7
A7 U 4—/ (NGFWv) (Cisco Firepower NGFW
virtual firewall NGFWv)) |

GE)
T AL DA A= & RT DA,
custom_image ocid /N7 A — X ZFRET HLEN
&) D i‘a‘o

scaling_thresholds

H =< XYY A

A=A & A — T 7 N TTHT 5 CPU
RO LEXVME, AT —N A ERT—LT
FOLEWEA D o~ TR > TANLET,
] 2 15,50

151327 — A DLUEVE, 501 XA —LT
7 hDOLEVETT,

compartment_id

pa =l

U Y —Z25Ed5H a2 3— kA F® OCID,

1 : ocid1l.compartment.ocl..<unique_|D>
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https://docs.oracle.com/en-us/iaas/Content/Balance/Reference/lbpolicies.htm
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Threat Defense Virtual D8R 7 7 1 JL D% .

INTGA—4H

— 5 54T

9

Bl

compartment name

pas2 i

L R—hK A M

custom_image ocid

P2l

=y A AL A=V EFER L WES
Wy A VAR ARERRIERT 0 A X A A —
< ® OCID,

GE)
custom image ocid X4 7> g LT A —H TF

ftdv_password

pal

Threat Defense Virtual % #§5% 72 72 912 SSH £t
T BHRED. Threat Defense Virtual D S{LTE D
INAT— R, NAYU— R&5 LT 5 HiEICON
T, avr 74X a2b—var A REHERTD
N, ZHLEZMLTIEZ N,

ftdv_license type

padl

Threat Defense Virtual 7 1 &> 2 4% 14 7 (BYOL
F72I1X PAYG) . BIfE, BYOL ¥ HF— & T
l/ N i j‘o

cryptographic_endpoint

pa2 ]l

Kby RaRA v M, 22T — RDE (I
A &35 URL TF, Vault TIHRETX E7,

master_encryption_key id

pa Tl

AT — RO SRIZfEH S 723 — 0 0CID,
Vault TR TE £,

G
master_encryption_key id & cryptographic_endpoint
DOWFAE T Vault IZJE L TWAHBERH Y £
‘a‘o

fmc ip

pa2 Tl

Secure Firewall Management Center @ IP 7 R L A,
H A &~ —7H Threat Defense Virtual A & X & X
ZE BT 5 7212 9% Management Center ™
1P,

GE)

Management Center @ IP (L, Threat Defense Virtual
ERICH TRy MZHLIGEIZDORT T A ~— |
Pzl CEEd, TN OLEIX TV v
7P T 2 0ERH Y £,

fmc username

pa=ll

Management Center 7 % 7 > fh D2—H—4 Z D
Z—H—4 X, Management Center [ZH2 71 > L
C. #Hr L\ Threat Defense Virtual f > A % > A (D
EE) DTN E THEA SN E T,
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https://docs.oracle.com/en/database/other-databases/essbase/19.3/essad/create-vault-and-secrets.html
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INTGA—4H

8 BT

9

Bl

fmc password

pas2 i

K55k S HL72 2 Management Center /N A T —
Ro MNAT—RZBZET 2 FIRICO>WTIE,
HLHESZRL T ZEN,

fmc device group name

pa=ll

Management Center (27 /XA A7 )L—T 3% ) |
Z® Auto Scale Y U =—3 g > DT TD Threat
Defense Virtual #5373 D 7 —FIHEME T
WHMENRHY 7, iUk, FLFRY —
EREREENODOTRTITHEHATE £,

enable_memory_based scaling

Bool

Secure Firewall Management Center Virtual 7> & Threat
Defense Virtual A€ VfEHEZ AL ET, 20

7T ERIITHIET, AEVMHARICLE
DNTCRF =V v T2 FTTEET, 77405
TiE. CPUEHSRMEH SN ET,

fmc_metrics_username

pal

enable memory based scaling 7 7 7 Z A2 L T
AEFVHEHRLZRIRLIZGE, FITHOTXTo
Threat Defense Virtual f > A Z > A3 6 A€V fif
MEZ 7NV DDk S D 72,
1BH1 Management Center =—%— 7 7 7 > k3
VBT,

fmc_metrics_password

pasdl

K 2L DB Management Center 7 7 7 >
FD/NRAT — R, NAT— R&ERE5d 5 FIEIC
DNTIE, ZHLEZRLTIEZIN,

v 7 7 A V4 (Profile Name)

OCID—HF—=DF a7 7 A VA TY, 2—F—
DTRTFANEIarDFICHY 7, fi:
loracleidentitycloudservice/ <user>@<mail>.com ]

FTV s AL —T D4R

ZE[H

T D OAERREREIZAER S D — B OB T
4, [OCI>[&¥ (Administration) ]>[TF+ > b
DM (Tenancy Details) I8 L £,

BFE b —72 > (Authorization
Token)

ZHuE, OCl=2> 7+ LA kU IZ Oracle B4k %
Ty aTH I EEFFAT S Docker 1 7 A 2 H
DRAT—RELTERSNET, [OCI>[7A
ToT 4T« (dentity) 1>[1—H— (Usars) |>
[1—H DM (User Details) |>[EREE+—20 >

(Auth Tokens) 1>[F—2 DAL (Generate
Token) JIZBEIL £,

ATw T2 WOANED Configurationjson 7 7 A /L& ERL L £9,
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"licenseCaps": ["BASE", "MALWARE", "THREAT"],
"performanceTier": "FTDv30",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",
"NatId": "cisco",
"fmcAccessPolicyName": "<autoscale-access-policy-name>",
"fmcNatPolicyName": "<autoscale-nat-policy-name>",
"fmcInsideNicName": "inside",
"fmcOutsideNicName": "outside",
"fmcInsideNic": "GigabitEthernet0/0",
"fmcOutsideNic": "GigabitEthernet0/1",
"fmcOutsideZone": "<outside-zone-name>",
"fmcInsideZone": "<inside-zone-name>",
"MetadataServerObjectName": "oci-metadata-server",
"interfaceConfig": [
{
"managementOnly":
"MTU": "1500",
"securityZone": {
"name": "inside-zone"

"false",

}I

"mode": "NONE",

"ifname": "inside",

"name": "GigabitEthernet0/0"

"managementOnly": "false",
"MTU" : "1500",
"securityZone": {
"name": "outside-zone"
}I
"mode": "NONE",
"ifname": "outside",
"name": "GigabitEthernetO/1"
}
]I
"trafficRoutes": [
{
"interface": "outside",
"network": "any-ipv4",
"gateway": "M,
"metricll. "2"

"interface": "inside",

"network": "oci-metadata-server",
"gateway": "M,

"metric": "1"

}

AT w73 Configuration.json Z ki€ CHEHT L £,

Threat Defense Virtual D8R 7 7 1 JL D% .

ATV TE BERT 7 ANEFT T2 B AL —Y AR—R T v r—RLET,

configuration.txt 7 7 A /Lix, Z—HF—IMER L7=AT V=7 F A ML= A= T v 7 a— KT 54
HRHD, TyFa— N7 7 AT D ERRREY 7 = A M EAERT AR ERH Y £,

GE)

AL 7 DJEFT, configuration.txt D FHIFRAEH A Y 7 = A FURLMEH SN TWDH Z & AR LET,
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. Auto Scale V') 1 —3 3 VD ER

GE)
OCI THATRERER 7 URL BT 5 & SITAIIRAZERTHOLE R H D £, YU a—arOF T
WCHIRGINIC A B K 91, ZOHMZ oItk LTI ESN,

ATY TS Zip 77 A NVEERLET,
makepy 7 7 A i, HREINZV AR N URNICHY £9, python3 make.py build <2 R&EFEITL T,
Zip 7 7 A NVEERLET, IR 7+ NV FIZUTOT7 7 A V3 d ) £7,

Wed Apr 21 09:35 AM [sumis@SUMIS-M-41KG target]$ tree -A
Dracle—Funct%ﬁps.zip
README . md L

asav_configuration.txt
deploy_oracle_functions_cloudshell.py
templatel.zip

template2.zip

Auto Scale V') 21— 3 VD EH

B ORHESME L A FEETZT LD, OCLA X v 7 OV ZBE L E3., FEIENEZ £17
THEMN VTR VEFEHALEER () 2€T7CcEEd, 4T 3—Ya HOER A
JUFRNETUTL—RE, GitHub VAR MU WS AFTEET,

FEIER

T RY—= 2 RO Auto Scale YV =—3 a3 VOERIX, RO 3 SOFIATHEINET,
Terraform Template-1 A % ~ 7 O EEA. Oracle BI%t D REBA, ¥\ T Terraform Template-2 @ & B

Terraform Template-1 X % v o O EFH
Fig

ATFYv 1 OCI R—&Znica 74 LET,
ik, BEoA EBIZFRINET, BROHIBNIZIFEL TWD Z 2R L T E 0,

ATv T2 [TROY/NA—H—E X (Developer Service) | >[J Y —RAI*—T+ (ResourceManager) 1>[R2 w5
(Stack) ]>[R%2 v DERL (Create Stack) [DIEIZEIRN L £,
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Oracle B3 & BA .

[~V #&E (MyConfiguration) ] &R L, ROKNIART L HIZ, JERT + /L X NITH % Terraformtemplatel.zip
7 7 A V% Terraform DR E Y — A L L CHERIRL F97,

Stack Configuration (3)

Tarraform configuration source

Folder @ .Zipfile

&1 Drop a .2ip file] Browse

ternplatel.zip

Working Directory

Mama Oobion

template1-20210420223815

Description

Create in compartmeant

{3

Manual_Test

Terraform version

L]

0.13.x

Support for Terralorm version 0.11.x ends in May 2021,

ATV T3 [N TV AT —23—T 3 (Transform version) | K2 w7 X7 U 2 R T, 0.13.x 7213 0.14.x Z23%#R

L/\i—é—(]
ATY T8 ROFNETIE, AJ1/8T7 A= OPHETIE Uit W2 T X CAN LET,
GE)

ARNIRATINTG A =22 AT Lno T TES W, £ LgWne | IBOFIETRA Y v 7 ORBIZKES % 7]
RN DY £,

ATw 75 ROFNET[Terraform7 2 < 3 > (Terraform Actions) [>[&A (Apply) 1Z&ER L £,
EFICEENTZ5, Oracle B D BEEICHERF T,

Oracle BEZI D EFRA
A

GE)  ZoOFNEIL, TerraformTemplate-1 O AR L7 ZICOBFATT H20LERH Y 7,
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. Oracle BE5D FERA

OCI ClE, Oracle Bd%tI% Docker f A — L LCT7 v 7 r—RF&f, OCl 27 F LY AR
WZRF S E T, Oracle BA¥0E, EARFIZ OCI 77U #—3 3 > (Terraform Template-1 CTIE
) D12y aTHRERDY £,

FIE

ATYT1 OCIDI T Ry = VEREET,

ORACLE Cloud

Got Started Dashboard

Quick Actions

Create a VM instance Create an ATP database Create an ADW database

ZTw 72 deploy oracle functions_cloudshell.py & Oracle-Functions.zip 27 v 71— KL £,
I 79 Rz VDN N—Jf— A =a—nb [T v 7 r—FK (Upload) | ZiERL E7,

Cloud Shell

Download

= ¢

Upload

U

File Transfers
t!) Restart

2o Settings "

ATY T3 lsa~vr REHEHL T 7 AV EHERLET,

Deploy_Oracle_Functions.py

ATvT4 python3 Deploy Oracle Functions.py -h ZEITLET, UTOXITTRT LI,
deploy oracle functions cloudshell.py A7 U 7 M, WL DD ARG A—F PLETT,
help BI¥ &M L CHER TE £,

FAliE

up
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Oracle B3 & BA .

$ python3 Deploy_Oracle_Functions.py -h

usage: Deploy_Oracle_Functions.py [-h] -a -r -p -c¢ -0 -t

4 Script to deploy Oracle Function for OCI ASAv Autoscale Solution seek

Instruction to find values of required arguments:

Application Name: Mame of Application created by first Terraform Template

Region Identifier: OCI —> Administration -> Region Management

Profile Name: OCI -> Profile

Compartment OCID: OCI -> Identity -> Compartment -> Compartment Details
Object Storage Namespace: OCI -> Administration —> Tenancy Details
Authorization Token: OCI -> Identity -> Users -> User Details -> Auth Tokens —> Generate Token

optional arguments:
-h, —help show this help message and exit

-a Name of Application in OCI to which functions will be deployed

Region Identifier
Profile Name of User
Compartment OCID

Object Storage Namespace

Authorization Token for Docker Login (#Please Put in Quotes)

A7 U7 MEFETTDHITE, ROGIEEZELET,

® 3:5|8H LM

51%

LEEGE ST

7TV 45— a3 % (Application Name)

Terraform Template-1 DE A TIER L7 OCI1 77V

r—3a YOLBITT, I OfEIE, Template-1 TfF

H.&h7- Tautoscale group prefix] L% 7 v 7 A
[_application] ZAHAGHLEZHDTT,

1)—< 3 V#AIF (Region Identifier)

V— g VERIIR, & F S E LMo OCI THEIE
Shi-Hika— RU— RC¢9,

Bl 7 ==y 7 ZADEEIT Tus-phoenix-1] . ALK
v DAL Tap-melbourne-1]

TARTOY—Varezol)—a Vilkilrol X
N BT 51203, [OCH] > [S1

(Administration) 1>[1)—< 3 & (Region
Management) [IZ&E) L £7°,

a7 74 )L% (ProfileName)

OCl DY > FNipa—HF—T a7 7 A4 VG TT,
5] - oracleidentitycloudservice/<user> @<mail> .com

ZENE., 22— —DFa 77 AT gD FIC
HET,

J2/8— kA2 OCID (Compartment OCID)

ZhiE, 2=k A D OCID (Oracle Cloud ik
BlF) TT, 2=V —=ROCIT 7V r—a itk
MLTWDar/— kX2 hd OCID,
[OCI>[7AT>T 4T« (dentity) ]>[3/3—
A2k (Compartment) [>[22/8S— A2 bD
S##8 (Compartment Details) 128 L £,
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. Terraform Template-2 O E R

5%k HEREE
ATz PR ML—UDAFTZER (Object Storage| 7 7> b OVERREH/ERR S35 —E OMAI T,
Namespace) [OCI]>[& (Administration) |>[T7F > D4

(Tenancy Details) IZ&Eh L £,

FREE b—7% > (Authorization Token) ZhiE, OCl 2> 7 F LA h UIZ Oracle B4k %

Ty adTBHI LEFFAT 5 Docker 2 7 A DR

AT—RELTHEHEsNET, BARXZ Y RT
N—2 &G CHATHEELET,

[OCI>[7AT>T 4T« (dentity) ]>[1—5—
(Users) |>[1—H DM (User Details) | > [5283
k—% > (Auth Tokens) |>[k—2 VDERK
(Generate Token) JIZB@E) L £,

il SO Ca—F—DFEMRER SN WG H
1%, [FA%EBEBHY—EX (Developer services) | > [#AE
(Functions) 1&27 U » 7 L%, Terraform
Template-1 CIERL L7277 ) r—2 a ZBENL £
7, [FIHZBA4ET 2 (Getting Started) 1 %27 U > 7
L. [Z7 77U = /VOEE (Cloud Shell Setup) ] %
BIRT DL, PlEEZED TWHH T, LIFIORT &
INIFAE b —2 VB AT DT2DD Y 7 PFRIRS
ET,

Generate an Auth Token

X7_"3705 ﬁ;ﬁfiﬂﬁ’gliﬁé’{g L/T\ python3 Deploy Oracle Functions.py a< }‘%%ﬁi L/jfjﬁo _,9;«/\_(@*%%,@%%%
BT DICIEREEI 00 97, 2D’ 77 ANLVEHIRL T 7Y R = VLA Z ENTEET,

Terraform Template-2 M &5

Template-2 (%, 7 7 —24, BEAEMOHTZHDO ONS M 772 77— AERICESE# 9
5V Y —A%ZRERH L %7, Template-2 D ERAIX, Terraform Template-1 DRI TV E T,

FIE

ATFv 1 OCI R—&Znica 74 LET,
Hsi%, EEof EBIcERENET, BROHIBNICHEEL TWAZ 2R LTI FE N,

ATv T2 [TROY/IN—H—E X (Developer Service) | >[!J Y —AI*—T+ (ResourceManager) 1>[R2 w5
(Stack) ]>[R#% v DERL (Create Stack) [DIEIZEIR L E 5,
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A R v |

Terraform X ED Y —A L LT, ¥—%7 v h 74V X2 % Terraformtemplate template2.zip % 38R L 9,

ATY T3 WOAT v 7T, Teraform7 49 L3> (Terraform Actions) 1> [#A (Apply) 1227V v 7 LE7,

920 IVEFERALEEA

BADF— =~y RE[ERET 572012, iR Y —2 2 ROBEARZ Y 7~
LT, HEIA7r—) YV 2—3 3 (terraformtemplatel, template2, 33 X UOracle BI%t) %3
ATEFET,

FIE

ATV T {87 4V FWNITH D ftdv_autoscale deploy.zdp 7 7 A V&7 T Ry =Wl 7 v Fua—KLT, 77 AL
ZHH LT,

= Cloud Shell

sumis@cloudshell:~ (us—-phoenix-1)$ 1s -ltrh
total 152K
-rw-r—r——. 1 sumis oci 151K Jun 9 87:25
sumis@cloudshell:~ (us—-phoenix-1)% unzip ftdv_autoscale_deploy.zip
Archive: ftdv_autoscale_deploy.zip
extracting: templatel.zip
extracting: template2.zip
extracting: Oracle-Functions.zip
inflating: oci_ftdv_autoscale_deployment.py
inflating: oci_ftdv_autoscale_teardown.py
inflating: deployment_parameters.json
inflating: teardown_parameters.json
sumis@cloudshell:~ (us-phoenix-1)$% 1s -ltrh
total 344K
=MW=r=—r=—.
-rwW=r=—r——,

1 sumis oci 2.7K Jun 87:19

1 sumis oci 5.8K Jun 87:19
—-rw-r--r-=—, 1 sumis oci 78 Jun @7:19 teardown_parameters.json
—-rw-r—r—. 1 sumis oci 133K Jun 87:19
=rW-r—r——. 1 sumis oci 7.1K Jun 87:19 oci_ftdv_autoscale_teardown.py
—rWw-r—r—. 1 sumis oci 25K Jun 87:19 oci_ftdv_autoscale_deployment.py
-rW=r=—r——, 1
-MW=r—r—,: 1

sumis oci 2.8K Jun 87:19 deployment_parameters.json
sumis oci 151K Jun @7:25
sumis@cloudshell:~ (us—phoenix-1)%

AT T2 python3 make.py build I~ R&EITTSHHIIC, deployment_parametersjson O ASJ/XT A — X INFH S
TVHZ LZ2MERBLTIIEEN,

ATY T3 BEAr— LYY a—2a v OFEANERBETAIZIE, 77U K= LT python3
oci_ftdv_autoscale deployment.py 1< REFEITLET,

IV a—a VORERBETTLETITHN 10 ~ 15 0000 £9°,

VVa—va yORBPICZI=NRBELLSG, =7 —n 2 BMMREINET,
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B =ooz

R B DIRELE

FTRCTOY V—ZANEE S, Oracle BN T 7 —b & A Xy MIERINTWENE I 0k
BEELE T, T 740 FTE, A VAZ VAT =D VAL AD RN E e R EITEr T
T, OCIUI CA VY AX VAT —VEMREL T, VERRNMIERRKBICERETEET, Zh
12X 0. Hr Ly Threat Defense Virtual f > A Z AN MY H—X £ 9,

1 DDA L AZ L ADHERELTY —7 7 —%fER L, TOA L AZ U ABRHEFFEL VI
FHELTWANE I DERIET A Z E2HEELET, ZOMGEE R A 35 &, Threat Defense
Virtual D FEFROE/ 4 R TE £ 7,

N\

GE)  OCI A7 —V 7 RY —IZXDHIBRZ T 27212, /IO Threat Defense Virtual A >
AR AT RT—)LA VREL L THRELET,

O N >
TvITL—F
AutoScale R v O D7y FoL—FK
IOV —RATIET v 7T L—RiEHHR— SN TWERAL, A¥ v 7 BFEATINEND
D i‘g—o
Threat Defense Virtual VM Q7w 749 L— K

Z DY Y —ZTlL, Threat Defense Virtual VM O 7 v 77 L — RiZV R — FENTWEHF A,
W72 Threat Defense Virtual £ A —V A L TCAX v 7 ZHEATLHILERH Y 7,

AVREVARAT—)L

1L AAZURT=NVHNOA AL AD RN E IR EES D123, ROFIEEFAT
L\i‘g—(}
[TARAy/A—H—EX (Developer Services) ]>[#8E (Function) 1>[7FU7r—a>
% (Terraform template- 1 CHERKE#) (Application Name(created by Terraform Template
1)) 1>[&X%E (Configuration) 1 %227 U v 27 LE7,

min_instance_count & max_instance count & ZILZENEHL L £ 7,

2. A UVAZUADHIRMETIE, Ar—NA L ERIETEHY XA, AV AX AT =LA
DWNTINDA VAR AINAT =)V A T 7 a TR T 7 3 D=yl
BRAS T SNT2HE, AV AZ AT —/VZHBIRNCH LA AKX o A& L ClRIE L
ij‘o

3. Max instance count Tix, A7 — AT 7 T 7 arDLEWVMERIREEZERLETH, U
ENLTA L AG AT = NDA LV AZ o AGEETT 5L TLEWEZ EFD Z L3
TEET, ULDA S AZ U 2ZED, OCIT 7 r—3/ 3 TR JE & 4172 max_instance_count
R THLZ 2R LES, TNLUANDOEAIL, @O LEVWVEICHESS L ET,
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R e |

4, TFVr—a UNBHEFEA VAL VAT —VNDA L AE L ADEERS L TH, Fu
TILATERESNTZIZ V=0T v 7T 7 va idFT8hERA, Mion— KT 4
MHNRYy T2 R R LA BIOHIBR S22, Threat Defense Virtual |2 it 5- X 41T
WAHT A A TRbNET,

5. {5 OBLH T, Threat Defense Virtual - > A & > A 8 b 0 S&HT, —E R SSH
R CRETE WA, 4/x&/x#4/x&/x7~w#6ﬁﬂm ZHIFRES L., T
A ANKDONDAREENH Y 97,

Oracle 8%

* Oracle BE%IE. ZERRIZIE Docker £ A — T, Docker £ A—1E, OCl=Z>TF L TR
)DL —brT 4 L7 FUIBRTFEENET, Docker £ A—TIFHIEE LW TL 7ZE0,
Auto Scale YV z2— a U CHEAHINIEELEIBRINET,

s Terraform Template-1 (Z X > THER 4172 OCL 7 7"V & —3 3 >Zi%. Oracle BIZ3IE L
SENET 272 OICMERBEERBEERNEENTWET, MHEATRWIED, Zib D5
BREBOHES 74—~y FHEELRNWTLZIN, MALNEERIL, HLnag 24

ANCDHIRENET,

O—FN\SHDNY I FEY b
OCI TA VAX VAT —zma— KANT oY 5 BE T 5854 Threat Defense Virtual C4 B
ABE—T2— AL LTRESINTEZT TS~V A X —T c—RA%FERH LI HEORFFR— K
INTWET, LEENR-T, WA v ¥ —7 = A AFHNEHr— KT oy 7 Ke v
MZHSITFONET, MBA v F—T =A AL, B — AT oDy 7 REy MZ
Mo ehET, ZHHDOIPIEI RNy 7y Ry MCHBHIICBMENZY ., HIRShzD
LEHA, AutoScale ¥V =—> a3 > Clidk, TNBHFOX AT 27 a5 A TUELET,
2120 AT v vay, AVTFIUA, RTITNY a—T 4 T OEEE. FEITHEITTS
WVEERNETAZ ERHY £97,
FRZS LT, VAT =Ry My FEEHLT, v— A7 o —TENDOR—
ERRLS ZENTEET, 5BDOA L AFZ VAP IEIARNYy /= Ry MNCHEBRIZEBNENE
T, BHEOA U AZ AP T TFETENT2LERHD 7,

A— kNS Y TOY R F—0DEM

27— RRZT Y TR— b2 ) A S =L L TEMTHIE, [OCI>[Rry FT—F2 5
(Networking) ]>[EB— F/85 ¥ (Load Balancer) 1>[') X +— (Listener) ]>[J R F+—D
R (CreateListener) JI2&8Eh L %9,

NYDITURENYIIY Ry MBS

Threat Defense Virtual f & A& A% v — K35 |28 EkT HIZ1E, Threat Defense Virtual
VAR ADHNHA B =T = A AP AR — FART YDAy J 2 Ry Ty T
T RELTHRETDOILENRSY T, WA v F—7 A AP X, Win— K7 4 —
DNy 7T Ry NCRY 72 FELTRETHLENRHD 9, EHLTVWDHR— 0
UAF—IZBIMENTWNDZ EEHERLTLEIN,
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B oo oAt scale E IR

0CI ) Auto Scale 3% F D HII 5

Terraform Zf#f L CEA SN2 A X v 7 (X, OCI ® Resource Manager %2 {# 1 L T, [F U 5E
THIRRCTE T, AX v I ZHIRTHE, TORZ v 7IZko TERENTZTRTDOY V—2
DHIRESAL, ZH6D Y Y —RZEEMT BTV AT X TOFRPZERICHIRES I ET,

\}

GE) RE I HHIBRTHIHERIE. A VAZ VAT —NDA VAL ADR/NEE0IZLT, A A
HUAPKTTHETHOIEEHRLET, £9TH52 LT, 7XCTHOA L AZ 2 ZADHIFR
NEBICRD A VAR AREY TH A,

FETHIBRT 20 777 Ry =V TEET,

FEHIZ L BHIR

T RY—x 2 RO Auto Scale ¥ U = —3 a3 VOHIRIZ, kD 3 SOFIETHERK SN ET,
Terraform Template-2 A % v 7 OHIER, Oracle BIEDHIFR, ¥\ T Terraform Template-1 A %
7 DHIER

Terraform Template-2 X 2 v - D Hl&

HEh A 77— VR E 2 HIFRT 2 121E, & YIT Terraform Template-2 A %~ 7 ZHIER$ 2 BN H
VET,

FIE

2TFYvT1 OCl R—FZNica 4 LET,
Hilkix, EimoA LR RSNET, BROHIBNIZGHEEL TND I E 2R L T EE0,

RATv T2 [TROY/IA—H—E X (Developer Service) | >[J Y—RAI*—T+ (ResourceManager) 1>[R2 w9
(Stack) (DNAEIZER L ET,

AT T3 Terraform Template-2 (2 X > THER SN/ A Y v 7 ZIINL, IROBKNZRT X 51T [Terraform T 7 & = >
(Terraform Actions) | KR v "X 7 XA = o —"T [{3 (Destroy) | &R L ET,

Terraform Actions + Add

Plan

Apply

Import State

Destroy
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Oracle B&I D HIRR .

EEY a TSN ES, U Y —2ADIERHIBRS D £ TRMA2 D 97, RED a 787 T LIEb,
TORNIRT LK IICAZ v 7 ZHIBRTE £,

Plan Apply Edit More Actions.

Import State

Stack Information Tags

Run Drift Detection
Description:
QCID: .. kujpug Show Copy
Craated: Mon, May 10, 2021, 09:56:4 Download Terraform State
Time of Drift Detection (Last Run):

Maove Resource

J ObS Add Tags

Delete Stack

A job is created when you run a Terrafor[ J'erraform actions tcj
\

AT 74 Oracle BIEDHIBRICHEA £ T,

Oracle BIZ D HII B

Oracle BA#( ™ BB 1% Terraform Template 2 % v 7 RBHO—{ & LT TIER<, 77U Ry =)L
EEAHLTEMZT vy 7a—RKLET, LE->T, HIERD Terraform A % v 7 OHIBRTILH
A— b ENTWERA, Terraform Template-1 (2 X > TIER SN2 OCL 7 7' U r—2 a D
J_TD Oracle A HIBRT 2 0LE R H YD £,

FIE

2TFYv 1 OCl R—&nica 714 LET,
Mg, WEoOA FMICERENE T, AROMBNIZEEL TWAZ L A2ERL T 7ZE,

ATv T2 [BREEY—ER (Developer Services) |>[#&E (Functions) [DJIEIZEEIR L £ 3, Template-1 A ¥ v 7 THE
WENTZT ) r—va VAEBERLET,

AFYT3 o7 TV r— g NTEERICT 7B AL THIRL £,

Terraform Template-1 X 2 v & M &l B&
A\

GE)  Template-1 2% v 7 OHIBRIL, 3T Oracle B¥t A HIFR L7 IC OB L E T,

Terraform Template-2 OHIIER & [F C T3,
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B 759 ko %6 LT Auto Scale DA

FIE

AT9T1 OCIR—=Znizn 74 LET,
Hulg X, Wi o4 EBICER RS ET, HINOHIENICFEEL TV D Z L 2R L TN,

ATy 7T2 [TAAYy/A—4—EX (Developer Service) | >[1) Y —AIYFR—T+ (ResourceManager) |>[R% v Y
(Stack) JDNEIZER L E,

AT 73 Terraform Template-2 |2 & > TERR SN/ A X v 7 28I L, [Terraform7 7 > =2 > (Terraform Actions) ]
Ru w72 A =a—C#E (Destroy) | &R LE4, MEY 2 70MERSE T, U Y —ADEK
HIBR S 415 F TR D00 £97,

AT T4 WY a TRETLIZH, FORIIRT LI, [ZOMOEIE (MoreActions) | KRy 7 X 7 A= a—
MO AR > 7 ZHIBRCTE E T,

Plan Apply Edit More Actions -

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56:! Download Tarraform Stabe
Time of Drift Detection (Last Run):

Maove Resource

Jobs i

: Delete Stack L -
A job is created when you run a TerraFcur[ * ]erraform actions tcj
L

Terraform Template-1 2 % » 7 OIS L2, $_XTDO U Y —=2ARHIERS L, RELTWD Y Y —A
WIRNT L 2R T DN H Y 3,

2577 Yz )LZEERL 7= Auto Scale D HIIFR

A7 VT heHLTRAY v 7047 7 VB ZHIERT 51213, 2= ¥ = /LT python3
oci_ftdv_autoscale teardown.py =¥ REFITLET, AX v I RFHFTREBAINTWHDE
i3, stackl & stack2 DA X > 7 ID ZHH L, teardown_parametersjson 7 7 A DT 7Y fr—
varIDEEHLET,
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https://www.oracle.com/cloud/sign-in.html
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SSH #{# F L 1= Threat Defense Virtual 1 > X 2 > A ~ DR .

SSH Z#{& 3 L - ThreatDefense Virtual 1 > X 2 > XA ~DEE

5

UNIX A% A )LD AT 576 Threat Defense Virtual 1 > A X o AZHEe 4 5121%. SSH &1
HLTA v RAZ A iZa A4 LET,

FIE

RTY T ROa<wr FeEHLT, 77 A VOMREREL, BRLETNT 7 A VEBRPRND L5 LET,
$ chmod 400 <private key>
ZZ T,
<private key> . TZ R AT BHA L AL L AT DAEREF— 2 &7 7 A LD TN R L
AHITT,
RTYT2 AL AL AT 78 AT HITE, RO SSH 2~ v REMHLET,
$ ssh -i <private_key> <username>@<public-ip-address>

<private key>lEI, 77 BARTHA L AZ AT ONTMEX—2EL T 7 A VDT NIRR L
ZHITCTT,
<username> I¥, Threat Defense Virtual A > A% » AD—H —4 T9,

<public-ip-address> &, T Y —ANOLHE LAV AZ L ADIP T RL AT,

OpenSSH % {£ F3 L - Threat Defense Virtual 1 > X 2 > X
~ DT

Windows > A7 A 7)> 6 Threat Defense Virtual A > A % 2 ZZHfi T 5121, OpenSSH A ffi H L
TA ARG AR T A LET,

FIE
ATV ZOXF—XTEZYOTHRT2EHEIE. BRIETR 7 7 ANV EGABIND LT 7 A VOWHEREHET

DWEN DY £,
ROFNEZ EITLET,
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B putTY %65R L - Threat Defense Virtual £ © 2 5 © 2 ~ D14

a) WindowsExplorer T, FEX—7 7 A MIBBEIL, 77 A V& 42 Y » 27 LTC[FR/INT 4 (Properties) ]
Vv LET,

b) [EFa2) T« (Security) | # 7 T, [FH#IEXE (Advanced) 1 %2V v 7 LET,

¢) [A#—F— (Owner) | BNESDZ—YF =T H U N THDHZ L EHRLET,

d) [#EDOEMIE (Disablelnheritance) |#7 U v 27 L, [MEAINEREZZDA T/ FOBETRMAG
¥EFRIZZ#2 9% (Convertinherited permissionsintoexplicit permissionson thisobject) ] %4 L £,

e) HIDO2—W—=Thor FTIERWEHER= MY 23R L, [HIFf (Remove) | 227 U v 7 LET,

) HODOZ—V—Th T OT 7 2AERNM[ZILa > bO—)L (FullControl) 1 TH 5 Z L ZRERL
e 8

g) ARERFLET,

ATV T2 AV AKX AT 5121, Windows PowerShell #fH &, kD a~> REFITLET,
$ ssh -i <private_key> <username>@<public-ip-address>
ZZ T,

<private key>lL, 77 BATHA L AZ L AITEHEMIT ONIWEX—Z2EFL T 7 A VDT LR L
ARITT,

<username> |, Threat Defense Virtual A > A X o A D2 —H —4 T,

<public-ip-address> X, IV —IANLEG LAV AZ L ADIP T RLATTY,

PuTTY Z{& A L 7= Threat Defense Virtual 1 > X 2 > X ~AD
AT

PuTTY % L T Windows > A7 A 7> 5 Threat Defense Virtual f > A & o ATk AT,
WO FINAEFEITLET,

FIE

ATv 71 PuTTY ZB& 9,
ATwF2 [ATTY) (Category) | A>T, [Evyi 3> (Sesson) | Z&IRL, KONEEZANLET,
KRR FEZERIFIPFRELR :

<username>@<public-ip-address>

ZZT,

<username> (X, Threat Defense Virtual { > A ¥ AD 2 —H —4 T,

<public-ip-address> (X, TV Y —=ANLEG LA LV RAZ L ADNRT Y v 7 IPT RLATY,
e R—bk: 22
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ATvT3
ATy T4

ATy TH

ATvT6
ATy 717

P r5TLva—7105

<247 SSH

[h731 (Category) ] %A > T, [Window] # B L, [Z#: (Trandation) ] Z#&R L £7,
[UE—FXFty + (Remotecharacter set) | Ke v 7F# o X MT, [UTF-8] &L £,

Linux X—ADA VAR L ATT 74/ bOalr—FEIXUTF-8 T, ZiUZ XV, PuTTY ZR L fr—
NEFERTHEIICRESNET,

[AF 31 (Category) ]~ T, [## (Connection) ], [SSH] DIEIZEE L. [FREE (Auth) 1% 27 U >
7 LET,

[B8 (Browse) 1427 Vv 7 LT, EXT—ZBRNLET,

[BA< (Open) 1227 Vw27 LT, ByvaraBlbtLET,

A VAL RS TEHRT D AIE. V= AN—DFA R —BL VA RVIZF v v a S THRN

(the server's host key is not cached in the registry) | & W9 A v —UBRRREINDZ ENH Y 9, [[FLY
(Yes) |27 Vw2 LT, HfiahiirLET,

IPV6 D~ TN a—TFT42T

R988 SSH : IPv6 % {# [ L 7= Firewall Threat Defense Virtual 23%HE L TU 780

cHBRE A LE—FY N — " T 2 ARBADIPv6 T v 7T I ADN— RBBIEN
TWBHZ xR LET,

o f2iRE IPv6 DA NI, Firewall Threat Defense Virtual O BB TRRETE £9°,

o f23RE P M7= Firewall Threat Defense Virtual (2 IPv6 BEED T 72 U 2 RNEBIME
TWAHZ taiERLET,

cfRRE EHA X —T oA AT, IPv6 ZHERKT D72 9IZ Tipv6 address dhep default] 73
HEnTnanE s naimiR LEd, [lipvoaddressdhepl DA EFEHT 285E51X, LTO
N— M ERIZEEBM L £9,  [ipv6 route management ::/0 <IPv6 Gateway address> |

o fRRE WY R sshA VL ANTFAESNTWHENE I MEMHERELET, kROa~ R
AL T, 3XT® Tlssh::/0 management] (X L Cssh 7 7B AHFRAIZHTE L ET,
f9RE BEEDOH 7 %> MZIPv6 7 RLAZEI DY THZ LN TEXEH A,

e @ik YT Ry FABBET S VCN S IPV6 IZOWTT TIZTHINC R o TWANE 9 &
BLET,

o fRiRiZ IELWIPV6 CIDR BAfEA I TWBH Z L &R LE T,

o @ik Y7 Ry ML [/64] IPV6CIDR L7 4 v 7 ADHEEHH T LN TEFE T,
FIRE ACEHMD N7 7 4 v 7 DB3FEEE L TWheuy,

cfBiRE LITONL—FRELBMENTWALZ L EMERLET,
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B reorsina—s5009

fi#iRi% ipv6 route <interface name> <interface subnet CIDR> <ipv6 virtual router ip>

fERs% il : ipv6 route inside 2603:c020:5:5800::/56 fe80::200:171f:fe96:921b

f@RiE ELWIPV6 CIDR WMEHAINTWDHZ 2R LET,
o BRE TPV [CEEI R T 7B AV A MBRRESNTWNDZ L 2R LET,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



