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vCPU RAM (GB) vNIC
c2-standard-4 4 16 GB 4
c2-standard-8 8 32 GB 8
c2-standard-16 16 64 GB 8
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vCPU RAM (GB) vNIC

nl-standard-4 4 15 4
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nl-highmem-16 16 32 8
n2d-standard-4 4 8 4
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n2d-standard-16 16 32 8
c2d-standard-4 4 8 4
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c2d-standard-16 16 32 8
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= Go gle Cloud ’ e* My First Project Search (/) for resources, docs, products and more
::: VPC network | & Create a VPC network

& VPC networks

[ Name * o ]

L]
& IP addresses Lowercase letters, numbers, hyphens allowed
= Internal ranges
Description

&  Bring your own IP p
- . Maximum transmission unit (MTU)
= Firewall [ 1460 v @
N Routes

|:| Configure network profile @

VPC network peerin
@ P o Subnet creation mode @
]

Shared VPC @® custom

O Automatic
3 Serverless VPC access

Private IPv6 address settings
-Iﬁll Packet mirroring
D Configure a ULA internal IPv6 range for this VPC Network @
The ULArange is a /48 CIDR from which all private IPv6 subnet ranges will be taken. Google
Cloud can allocate one automatically or you can allocate one manually. Allocation is
permanent. You cannot de-allocate or change the ULA range.

= VPC flow logs

[&RT (Name) ] 7 1 —/V RiZ, FsEDL4RIZATILET,

[RREEEAL (MTU)  (Maximum transmit unit (MTU) ) | Ky 7 X0y A=a—06, #b)k
MTU fE 2 &R L £,

YTy MERLE—F T, [ARXAL (Custom) | %27 U7 LET,

[T+ b (Subnet) |27 > 23T, [Ty bDiEM (ADDSUBNET) |27 U 27 LT, HLW
7 Hy NEERLET,

& Create a VPC network

Subnets

Subnets let you create your own private cloud topology within Google Cloud. Click
Automatic to create a subnet in each region, or click Custom to manually define the
subnets.Learn more (2

Vv New subnet

ADD SUBNET

FLOWY TRy bTIERT (Name) | 7 1 —/L RIZ, FFEDOAFTEZAT LET,
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ATy T17

ATvT8

ATvT9
ATv 710

T27A4AT79+—ILIL—ILDERK

Create a VPC network

A New subnet [ ]
[ Name * o ]
Lowercase letters, numbers, hyphens allowed
Description
Yz
[ Region * (2] J

IP stack type @

@ 1Pv4 (single-stack)

O 1Pv4 and IPv6 (dual-stack)
O 1Pv6 (single-stack)

Primary IPv4 range

[C] Associate with an internal range

Use an internal range to specify the subnet's internal IP address range. The

subnetwork can be associated with an entire internal range or only part of the range.

IPv4 range *

e

E.g.10.0.0.0/24

s7 479+ —nn—noks [

[ (Region) ] Ky 7 # v U X hink, BEICHE L2 RINLE4, 4o0%y NU—27 13§
RCECV—=YarNIZhHrHERH Y £,

[IP7 R L 2% (IP addressrange) | 7 4 —/V R C, H&HDOFX >y NV —27 DY 7 x> % CIDR B
(10.10.0.0/24 72 &) TASHLET,

ZOMT_XCTORTIETT 7+ bOEFET, [Ef (Create) |27V v 27 LET,
ATy 1 —TEBMVIELT, BYD3IHS>DOVPC Xy NT—27 B{ER LE T,

Threat Defense Virtual £ > A % ADQBEHPIC, FHA X —T 2 A ADT 7 AT U+ —)LL—
N LEJ (Management Center & @ SSH 33 K OF SFTunnel i#{5 7l 95 72%) , Threat
Defense Virtual DEFE A (16 X—2) ML T 7230, BEHIS U T, AER. A6, B &
VWAL X —T oA ADT 7 AT T —NN— IV EERT AL TXET,
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B o 7or—nn—nokm

ATy T

ATy T2

ATvT3

ATv74

ATy TH

FIE

GCP =2V — /)L C, [#v bT—F 245 (Networking) ]1>[VPC v bT—% (VPC network) |>[Z 74
T oA—JL (Firewall) 28R, [Z7A4T724+—ILIL—ILDERL (CreateFirewallRule) 1 %27 U v 7
LET,

@ Network security 2 & Create a firewall rule

O Secure web proxy Firewall rules control incoming or outgoing traffic to an instance. By default, incoming

traffic from outside your network is blocked.Learn more [
Cloud Armor A

Iil  DDoS dashboard

Name * (2] ]

Lowercase letters, numbers, hyphens allowed

%)  Cloud Armor policies

=}  Adaptive protection Description
Z
® Cloud Armor service tier
Logs
Cloud IDS A Turning on firewall logs can generate a large number of logs, which can increase costs in
Logging.Learn more [4
Ijl DS dashboard O on
@® off
IDS endpoints
B P Network *
default - @ ]
& IDS threats [
Priority *
Cloud NGFW ~ [ 1000 COMPARE @ ]
!i! Dashboard Priority can be 0-65535

Direction of traffic @

® Ingress
4  Threats O Egress

= Firewall policies

[BT (Name) | 74—V RIZ, 77 AT U — b= Dbon) 0T WAETZ A LET (f
vpc-asiasouth-inside-fwrule)

[y bT—%2 (Network) | Ry X VA RS, 7747 U4 —b—LEEKRT S VPC %> b
U — 27 O T EIRLUET (] : ftdv-south-inside)

(2= b (Targets) | KRy T X T YRR, 77 A7 U4 —/Vb— VITHEHFTRERA T > a v %
BIRLET Bl [y FT—VHADTRTDHOA 2 RXF X (Allingtancesin the network) 1) .
EfETTT 1 /LE (Sourcefilter) | Ry 7H oy URAIMNG, BR—FSNTWBHIP XA (72&xiF
IPv4 MDERRE) Z iR L £,
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I74794—nr—nots [

&  Create a firewall rule

————————

Direction of traffic @

@® Ingress

(O Egress

Action on match @

@® Allow
(O Deny

‘, Targets ’

Specified target tags >+ @

‘ Target tags * ’

~ Source filter
IPv4 ranges - @

« Source IPv4 ranges *
for example, 0.0.0.0/0, 192.168.2.0/24 (2]

~ Second source filter
None - @

~ Destination filter
None - @

RATv 76 [FEETIPEE (SourcelPRanges) | 7 1 —/L RiZ, ¥XEILIP 7 FLADOHiFH%Z CIDR FXTA L ET
(%1 : 0.0.0.0/0) .

774w 7iE TNHDIP T FLAFHHNOEEITLH D DR SNET,

AFw 771 [FAbra)LER—F (Protocolsandports) ] FT. [fEESN=FA ba)L&R— b+ (Specified protocols
and ports) | AR L ET,

ATYT8 EX=2UT 4 —LEZBMLET,
ATy 79 [{ERL (Create) |27 VU v 27 LET,
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Google Cloud Platform ~® Threat Defense Virtual 0 & fd |

Threat Defense Virtual )& A

PLFOFNEIZHEHS T, GCPv—4 v h T LA AL X35 Cisco Firepower NGFW (AR 7 7
A7 7 x—)L (NGFWv) % L T Threat Defense Virtual £ ' A ¥ . A # R CT& £,

FIE

ATFYF1 GCP a2y —plzu s A4 LET,
ARTvFT2 FEF—2 a3 AZa—>[Y—4 vy b TLARX (Marketplace) %7 U v 7 LET,
ATv T3 ~—4 v b7 LA AT [CiscoFirepower NGFW A8~ 7 A 77—/ (NGFWv)

(Cisco Firepower NGFW

virtual firewall (NGFWv)) | R LT, ®EEZ @R £,

\2{ Marketplace

Marketplace > “cisco firepower ngfw virtual firewall (ngfwv)”

Q Marketplace home
Y Your products

K Your orders

= Filter Type to filter

Category
Security

Networking

AT w74 [{ER (Launch)

1 result

Q_  Cisco Firepower NGFW virtual firewall (NGFWv) X

Cisco Firepower NGFW virtual firewall (NGFWv)
Cisco Systems

Cisco Firepower NGFWVv is the virtualized version of Cisco's Firepower next generation firewall. Advanced Security Advanced threat defense
options include next generation IPS, advanced malware protection, URL filtering, and application visibility and control. Scales up/down and high
availability provides resilience. Cisco Talos delivers industry-leading visibility to detect and stop advanced threats. Consistent Security...

12270y 7 LET,
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Threat Defense Virtual D& A .

New Cisco Firepower NGFW virtual firewall (NGFWv) deployment

~ Deployment name *
cisco-ftdv-byol-1

~ Image version

7.6.0-113 v
~ Zone
us-central1-f - @

Machine type @

‘ + General purpose Compute-optimised Memory-optimised

Machine types for common workloads, optimised for cost and flexibility

Series
o - |

Powered by Intel Cascade Lake and Ice Lake CPU platforms

‘, Machine type

n2-standard-4 (4 vCPU, 2 core, 16 GB memory) A ’
o vCPU Memory
§§gé 4 16 GB

[BBA®& (Deploymentname) | : A v AX L AD~EOA4RIZIEE L £,

[V —> (Zone) ] : Threat Defense Virtual & 2535 v — > 2RI L £,

[¥> 284 TF (Machinetype) ]: A7 ABiff (2 —V) [ZHSNTELWY Y ¥ A T EER
LET,

[SSH — (SSHkey) ] (AT 3>) 1 SSH ¥ —7 0B AR S — 285D (T £,

X —~T1E, GCP BMMRFTHAMF—&, 22—V P RETIMEX—T7 7 AL THEINET, 2
NHE—HEIHEHTLE, AV AX UV RIEEIIER TEET, F—XT1IA U AZ 2 A~DEFERIC
VB L 22 B0 MTEEEOBFTICRE L T &V,

DA LVAZLALT 78 AT L2007 uY 2 MEKD SSH ¥ —% 55T 0y 7T D0 E
I L ET, Google K¥F = Ak [Allowing or blocking project-wide public SSH keys from a Linux instance/]
ZZRLTIEEN,
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https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys

. Threat Defense Virtual D& A

f)

2)

Google Cloud Platform ~® Threat Defense Virtual 0 & fd |

[fBER Y ) T+ (Startupscript) | : AV AZ U ARNEENTH-NCHEL SN X 27 2 FE(TT 57
¥WIZ . Threat Defense Virtual £ > A% ZADEENA 7 ) 7 N E2ERRTE £9,

Wiz, [BEIRY ) Tk (Startup script) 1 7 ¢ —/L RIZ =2 ©— LTV 11T 5 day0 #ERL OB &~ L E
T

{

"AdminPassword": "Cisco@123123",
"Hostname": "ftdv-gcp",

"DNS1": "8.8.8.8",
"FirewallMode": "routed",
"IPv4Mode": "dhcp",
"ManageLocally": "No"

}

ek

AT 7 — %P5 <ITiE. JSON MFEY — /v & L T Day0 # &2 MAET 24BN H Y 77,

[y b= 423 —T 4R (Networkinterfaces) ]: 1) &HL, 2) 2ZWr, 3) WIS, 4) SMHDOA >~
Z—TxA AR ELET,
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Threat Defense Virtual (D& A .

New Cisco Firepower NGFW virtual firewall (NGFWv) deployment

W  default default (10.128.0.0/20)
v default default (10.128.0.0/20)

Vv default default (10.128.0.0/20)

A New network interface

Network
{default - @ ’

@ Networks must be unique across network interfaces

Subnetwork
(default - @ ’

© subnetworks used in different network interfaces must not overlap

External IP
"None - @ ’

DONE

G¥)

AVABE U RBNERR LB TR, AV AZ LV RIA B —T oA AR BMNTEEHA, R Af v
H—T oA AR TA VAR ABNER LTZG AT, AV AX U AZRHIBRL, @R Af v —7 <A
ARERE CHEAERT 2 MLERH Y 9,

1 [#vy b7—2 (Network) | Ka vy 7 &Z 7 U A Kb, [VPCnetwork (VPC %> hT—72) ]
(vpc-asiasouth-mgmt 7¢ &) A @R L £,

2. [HIxy bT—% (Subnetwork) | Rev 7 X0 VX MpbH 7Ry MERIRLET,
3. [4MERIP (Extena IP) | Rry XD U A MG, @MUleA 7y a 2@ RLET,

HHA B —T oA ATV, PMBIP 2267 = A F /L~ (External IP to Ephemeral) ] Z 3R L £
T, REBLOMNEA v F—T = A ZATIE, ZRUIA T 3 T,

4. [5ET (Done) 127U >7 LET,
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hy [Z7A4724—J)L (Firewall) |: 77 AT U4 —A— &AL ET,

New Cisco Firepower NGFW virtual firewall (NGFWv) deployment

DONE

ADD A NETWORK INTERFACE

Firewall @

Add tags and firewall rules to allow specific network traffic from the Internet

Creating certain firewall rules may expose your instance to the Internet.
Please check if the rules that you are creating are aligned with your
security preferences. Learn more [4

Allow TCP port 22 traffic (SSH access) on MGMT Interface @

‘ Source IP ranges for TCP port 22 traffic (7] ’

Allow TCP port 8305 traffic (SFTunnel comm.) on MGMT Interface @

‘ Source IP ranges for TCP port 8305 traffic 9 ’

‘, IP forwarding

On '0’

A SHOW LESS

DEPLOY

[AB—RY EDNODTCPR— b 2D 5T 14y %#HFATSH (SSHT7VEX) (Allow TCP
port 22 traffic from the Internet (SSH access)) | F = v 7Ry 7 A% A LT, SSH Z# Al L &
j‘o

A A=Y DD HTTPSD FS5 74 w9 %A 9 % (FMCaccess) (Allow HTTPStraffic
from theInternet (FMC access)) | = v 778 v 7 A% 4 2|12 L T, Management Centerds & UVE il
ST XA AN IR D SSL B 5{Li@ g F v 1/ (SFTunnel) ZfEH L CGEETE AL O LE
‘j‘o

i) [## (More) 1227V vy 7 L Cta—%ERL, [IP&XE (IPForwarding) 123 [#4 > (On) JIZF&E S
NTNWDHZEEMRLET,
ATv 75 [JER (Deploy) 127V vZ7 LET,
GE)
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54&R IP % {3 F L 7= Threat Defense Virtual £ > X 2 > A ~DIEHE .

EERRIE, VY =20 AR E, SESERERIL > TRRY F4, MIHHERETTLETIZ T~
8D ZENHY T, FMHHLITPE LanwTZswn, T oL, 77747 A&HIBRL T,
BRAIPERYEIRITNTRERNZERHY £7,

RDEZRY

GCP 22> Y — /LD [VM A > AHX A (VMinstance) | X—T 05 A VAKXV ADFEME R
LET, A AZ U AREILEB X OB T 527200 EHIP 7 LA, TP T RLA, BX
Vay br—ARNERRENET, METLIHEIE. AV AZ L AZEFIET OMERDH D 7,

S E8 IP Z{E B L 7= Threat Defense Virtual 1 > X &2 > XA A
D ikt

Threat Defense Virtual-f & A % o A2k, WNEFIP AP v E 0 4 CH N E I, AESIP & 1f
] LU < Threat Defense Virtual f > A X L AT 78 ATX£1,

FIR

ATFY 1 GCPa Y —1A T, [AVEa—TFT 45T Py (ComputeEngine) |>[VM 4 Y X4 VX (VM instances) ]
IEIRL 7,

AT 72 ThreatDefense Virtual DA » AX L A% 7 ) v 7 35E, [VMA VAR U ZADEEM (VM ingancedetails) ]
N=UNHEE T,

ATv T3 [##M (Details) | #7 T, [SSH] 74—V FDO Ry FE I A=ma—%27 ) v 7 LET,
ATV T4 [SSH] Fry T F T A=a—nb, HOF T v a U ERIRLET,
R D 515 % i i L C Threat Defense Virtualf > A # o A CfEke & £97,

« ZDMDSSHZ T4 T v FEIFTH— R =7 8y —)L  FEIIC DWW TR, Google R = A2 D
[Connecting using third-party tools] #ZM L T 720,

SSH % {& /3 L /- Threat Defense Virtual 1 > X 3 > A ~DEHE

UNIX A& A )LD A5 L5 Threat Defense Virtual A > A % o A 2G4 511X, SSH 2 {#
LA RAZ  RZe 7L LET,
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https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools

Google Cloud Platform ~ () Threat Defense Virtual 0 &R |
B o U730 U— L EER LT Threat Defense Virtual  © 2 % 0 X~

FIE

ATV TN WOavxy FEfEHALT, 77 A VOHREREL, BRTETR 7 7 A L EGEARND KT LET,
$ chmod 400 <private key>
ZZ T,
<private key> I, T/ EATHA L AL L AT N REF—2E0 T 7 A LD TARA L
AHTTT,
RTYT2 AL AL AZT 7R ATHITE, RO SSH 2~ REMALET,
$ ssh -i <private_key> <username>@<public-ip-address>

<private key>lX, 77 BARTHA LV ALZ L AICEHESM T ONTMEX—2ELT7 7 A VDT NIRR L
ZHTTCT,
<username> [%. Threat Defense Virtual f > A% L AD2—H —4T9,

<public-ip-address> &, TV —NANOLHRE LAV AZ L ADIPT KL AT,

7 I)La >y —)LE{ERA L 1= Threat Defense Virtual
VRB U RANDER

FIE

ATYF1 GCP=2 Y — T, [AVEa—T4YJ TP (ComputeEngine) |>[VM 4 X2 VX (VM ingances) ]
BERLET,

AT w 72 ThreatDefense Virtual DA > AZ L A4 %7 ) v 7 35E, [VM A VAE U ADEM (VM instancedetails) ]
N=URRHEET,

ATy T3 [## (Details) | # 7T, [PUTILAaATY—IL~ADERH (Connecttoserial console) 1 %27 U v 27 LET,

SR OWTIE, Google KX =2 AL hod [ U7 vayy—LEDRDEY | 2B LT EEN,
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I Google Cloud Platform ~ () Threat Defense Virtual 0 &R
Geloud % {# F8 L 1= Threat Defense Virtual 1 > X 2 © A ~ DR .

Gcloud Z{# FH L 7= Threat Defense Virtual f > X &2 2 XA
D

FIE

ATYF1 GCPar Y —)C, [AVEa—T4 25 IT2PY (ComputeEngine) 1>[VM 4 > X432 VX (VM ingances) ]
EIRL E7,

AT 72 ThreatDefense Virtual DA > AX L A4 %7 ) v 7 35E, [VM A VRE U ADEM (VM instancedetails) ]
R=UNHE £,

ATw 73 [##M (Details) | # 7T, [SSH] 74—V KD Ky T XY A=a—%7 1) v 7 LET,

ATw 74 [gloud a7 FERT (View gcloud command) ]>[Cloud Shell ©54T (RuninCloud Shell) 122V v 7
LET,

[Cloud Shell] # —F /D ¢4 RUDBHE ET, FEMIZOWVTIE, Google RF = A hd [lgeloud =+
R A —nOE ] | BELO Tgeloud compute ssh] &ML T 7230,

GCP TOazzhA 32— x4 AZ{EA L 7L\ Threat
Defense Virtual D EFHIZ DUV T

Cisco Secure Firewall /83— 5 > 7.3 LLHITiX. Threat Defense Virtual 1340 72< &6 4 2D A
B—T A A AODEHEA L BZ—T 2 A, 1 DODOBMA L BZ—T A A, 20DF—F A
Z—TxAR) CTREINET,

Cisco Secure Firewall /N— 2 > 74,1 UIRRIL, @2liA v 2 —7 =4 Z&HIBRL, 272< &b 4
ODA VB =Tz A A (1 ODOFHA L HX—T oA AL 3ODT—H A H—T A A) T
Threat Defense Virtual 2 BB CX £3, ZORKEICED, ML~ ¥ A FZEBMOT—4% A
VB —7 = A A% Z 7= Threat Defense Virtual % B TX 9, 7= & 21X, c2-standard-8 ¥
VHEAT T, NDOEEA L H—T 2 A A 1 OOBMIA L E—T 2 A A BLO6DDT —
B A B —T = A A%z 72 Threat Defense Virtual 2 B4 2012, 1 DOEFA X —
T A AL TODF—H A B —T A A% % 7~ Threat Defense Virtual % JER CT& 7,

Cisco Secure Firewall /X—37 3 o 7.4.1 AR TliL, WA v ¥ —7 = A A &3 Threat
Defense Virtual 2 GCP TRET 25 = L3RI ET,

Z OFEEEIX. Google Cloud Platform (GCP) | Threat Defense Virtual - > A & > ADH LV Vi
FTORYAR—FSNET,
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https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
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Google Cloud Platform ~® Threat Defense Virtual 0 & fd |
. WA 8 —J x4 A%&HA L7 Threat Defense Virtual DERD H A KS 4 > LFIBEE

\)

GE) B HR—bPSNDA L H—T oA ADRKEIIS TH LD, IK4ODA U F—T = A%B
ML T, wK8DDA X —7 A A% 2 7= Threat Defense Virtual % BRI T £9°,

WA 3 —7J 4 XA Z{EAH L7 ThreatDefense Virtual
DEADAHA K54 2 L FHIREIE

PWrA v H—T = ADHIBREND & syslog B LOSNMP (X, A v H—T = A AD
4> Y |Z Threat Defense Virtual @A > X2 —T = A4 ZAE I T —F AV Z—T = A AfFH
LTCHAR—brENET,

ZORBETIR, 7T AZ Y 7 Auto Scale NV IR— F ERTWET,

ZWrA v H—7 = A AR — k& D Threat Defense Virtual f v A X L A & WA v X —
7 = A AR— b &FF7= 720 Threat Defense Virtual DA A X L AD 7 )—F{bid R — b
S TWEFA,

A

() Z ZCO Threat Defense Virtual - > A % > AD 7 )—7(kiX, GCP
FEDA AL AT N—=TNDA AL L AD T N—TEFR L
¥4, ZiuE. Management Center Virtual T Threat Defense Virtual
A VAR AD T N—TITIERER L EE A,

CMI iTHHR— S THEHEA,

GCP TOZLMA V32— 4 A &E{HEAL L Threat
Defense Virtual D EFHD =D T—R A A —T 4 A
DNIC<TvE>YS

DA X —T = A A& #8912 Threat Defense Virtual 2 BT 572 DF — 4 4 L Z—T =
A A~DNIC v B 7 H2LUTIRLET,
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GCP TOEMWiA > 32— =4 X% {EF L% L) Threat Defense Virtual O &R .

Net-Interface VPC Port

NICO outside-vpc Gig0/0 FTDv-3-NICs
NIC1 inside-vpc Gig0/1

NIC2 mgmt-vpc Management

GCP TOEZMWA V23— 4 AZ{EA LU Threat
Defense Virtual @) ER

ATy

ATy T2

PZWrA v H— 7 = A A& HHE3Z Threat Defense Virtual 2 EBBET 51213, (kOFNEEZEITL
F9,

FIE

BRI SN 5 Day0fk A 7 U 7~ (GCP =1 Y — /L Startupscript) T — & fED~27 Diagnogtic:
OFF/ON ZfE LT, ZOEEZANLET, T 74/ hTiE, F— &flED~L7 % Diagnostic: ON [Z7%
EINTNT, BEiA v F—T7 oA ANEELET, F—LEDT ) Diagnostic: OFF I[ZFXE STV 5
BA. BEIIRZWA 2 —T oA 2 ERETICEE L ET,

WIZ, Day 0 #5227 U 7 s OFlZ R L ET,

{

"AdminPassword": "E28@20iUrhx!",
"Hostname": "ciscothreatdefensevirtual",
"FirewallMode": "routed",
"ManageLocally": "No",

"Diagnostic": "OFF"

}

GE)

¥ — LD "Diagnostic": "ON/OFF" TlX, K7 &/ NCFNEBISvET,

VB N D NIC (480 #EE L9,

GCP |Z Threat Defense Virtual 2 BFH4 2572 FIEIZ DWW Tix,  TGCP ~® Threat Defense Virtual @ &R |
L TLTEEN,
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B —rocrur

A B =T A ZADFEMZOWTIX,  [nterface Overview] Z#ZM L T 72 &,

ATy T3 (EE) a2 Y—/Tshowinterfaceipbrief 2~ FEEH LT, A v X —7 =4 ADFFMEFR R L E
T, WITREIN TV A L HIZ, Management Center Virtual TA > ¥ —7 = A ADFFEMERRTHI L HTX
£,

A v H—7 = A AL, Management Center Virtual {2 D X 5 IZFE RSN E T,

Interface Logical Name Type Security Zones

® Management0/0 management Physical

GigabitEthernet0/0 Physical

GigabitEthernet0/1 Physical

Interface Logical Name Type Security Zones
@ GigabitEthernet0/0 outside Physical
@ GigabitEthernet0/1 inside Physical

O N >
TYvIIOL—FDIF YA
Threat Defense Virtual f > A% o RX, ATOUF U AW -TT v 77 L— R TEET,

+ 9"~_TD Cisco Secure Firewall /X— 3 >t BWiA v X —7 oA A&FEHLCERINT
Threat Defense Virtual £ > A X v A% WA L X —7 = A A% [H$ % Threat Defense
Virtnal f ' AX VAT v 77— RT&EE9,

» Cisco Secure Firewall /N\— 3 > 74 L& : WA v X — 7 = A AZfEHETICRERE I N
Threat Defense Virtual { > A X > A% ZWiA v X —7 = A A% H L 72\ Threat Defense
Virtnal f > A X VAT v T 7L — R T&EE9,

RIS T 77— R F VA ER— S THhER A,

» 7T D Cisco Secure Firewall X"—T 3 >t ZWiA v X —T = A A &MEH L TEBRI N
Threat Defense Virtual - > A & > A%, WA ¥ —7 = A A% fH L72\> Threat Defense
Virtual 4 ' AX L AZET v 77— R TEERA,
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I Google Cloud Platform ~ () Threat Defense Virtual 0 &R
BWiA 28— T REMA L7 Threat Defense Virtual & 5 2 4 % 1= 1% Auto Scale v ) 1—> 3 >0 EH [

* Cisco Secure Firewall /X— 3 > 741 LI : ZWiA v X — 7 = A AT FICREA S
7= Threat Defense Virtual { > A& AL, Z2WiA v X —7 = A A%/ 9 5 Threat Defense
Virtual f >V AH L AZXT v 7L — R TEERA,

\}

GE) NICO¥EIEFRIZ, Ty 77— R bR SN £,

24 32— A4 X Z{EA L7 ThreatDefense Virtual
55X Ef-IL AutoScale V') 21— 3 DER

Threat Defense Virtual 7 7 A% . F7-1Z2WiA v X —7 = A ZAZ{#H L 72\ Threat Defense Virtual
A VAHF AT S D AutoScale VY =2 — 3 VOB LWERZFEITT HI20E, F— &1ﬁ

?-X7 Diagnostic: OFF/ON 73 Day 0 £k A 7 U 7 b T OFF IR E STV D Z & Z kil
j—O

— N ~ — ~ N
SO a—Ta 2D
Threat Defense Virtual D EBARFIZRZWIA o ¥ — 7 = A ADHIREES N2 WAL, F— L fED~
7 Diagnostic: OFF/ON 73 Day 0 f#R{ A 7 U 7"k C OFF IZERE SAL TN D fils L7,

Auto Scale V') 21— 3 >

WO TIE, AutoScale YV =2 — 3 D R—F 2 h2¥ GCP @ Threat Defense Virtual T &
D X D ITHERET 2 MOV TR L £ 97,

M=

Threat Defense Virtual Auto Scale for GCP I%, GCPIZ Lo TRt 2y —N"—1L XA A T T X
N7 7Fx (770 NRE, m— KAXT % Pub/Sub, A LV AX AT N—TR ) EFIA
L7cselo ¥ — "= L RBATT,

Threat Defense Virtual Auto Scale for GCP 3 A D =7 RIT R D & 0 TT,
» GCP Deployment Manager D7 > 7' L— F&~_X—X & LI2EH A,
« CPUMEHIRAQR EIZES AT =Y T A M) w7 HR— |,
e Threat Defense Virtual JERH &~ /L F oY — o OB R — K,

» Threat Defense Virtual ™ B 8 4k3 L OV EfRER &2 R — b,
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B sssacsnss

« ERICHEML INTZRESE A —/L T U b &7z Threat Defense Virtual 1 > A ¥ A2 H
B A,

eNATRY >—, T7EARY —, BLOUL— k% BEIAYIZ Threat Defense Virtual (2 1
%O

e B — RNRZ UYL VTR — 2 OYR— b,
« > 77w~ h 7 4 — 2T Management Center Virtual Z ¥ 4v— k.,

e A TIX, BAEXELGITT H72801Z, AutoScale for GCP Mg AR w Ar— T 212t LT
F9,

« BBHEMRARA v AR AT, V=T RN I A A —T = A ZAEEH L CIEEE o —7
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5] : demo-test-mgmt-subnt

minFTDCount

ki

EE DR TA VAR AT
Jb—"7"Tfli I /] §E 72 Threat
Defense Virtual Dg/NA > A X
Y @

5] 1

minFTDReplicas

HEW A 7r—1 7 7 —T N
@ Threat Defense Virtual 1 > A
& AD /N

2 2,

natID

Pl

B DB T
Management Center % &35
L XK E e —E DO NATID,
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INTGA—RZ ERTESME/247 BL)]
outsideFirewallRule b=l WERT 7 A T 7 F—)L)L— )L
DA,

5] : cisco-ftdv-out-firewall-rule

outsideFirewallRuleName = N VPC TOBIEZ T+ 5
T AT U —ILL—)LDH
7,

5] = demo-test-outside-allowall

outsideGwName Y=l HNERF— b = A DA,

fl . outside-gateway

outsideSecZone SCEEA| N2 VT 4 — DL
ﬁILJ‘O

5] - outside-zone

outsideSubnetworkName ==l AT Ry S D4R,

5] : custom-ftdv-outside-subnet

outsideVPCName pE=il| SER VPC D4 Hil,

5] : demo-test-outside

outsideVPCSubnet Yl AN IS S N A 8

5] = demo-test-outside-subnt

policylD peEdl ACL RV 2 — D4 Hi,

publicKey SCFH Threat Defense Virtual VM
SSH &% —,

sourcelmageURL bl vy =7 b THEHT S Threat
Defense Virtual f A —3®
URL,
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NS A—B% ERAT=5ME/247 B

sshUsingExternalIP 7 — Al Google FEREIC L > TXT7 U »
JIPT RLARLET T A4 _— |
IP7 RLADEL LM S
nNoeMERELET,

51 : true

true [ZF%E SV TV D55
Google #§REIZ X7 U » 7 IP T
FURAZFEHALET, false 2
BE SILTWADEE . Google
F&RE i774m%bm7bv
2EERLET,

withDiagnostic 7 — A Threat Defense Virtual % 52871
VE—=T oA AR L TR
BRI o0 ZMiA2—7x
A A& fERETITRAT 50
ZRELET,

i - true

true |ZFXET D & Threat
Defense Virtual [X2Wr1 > % —
7oA A LTRSS
F97, false ICFRET D &
Threat Defense Virtual 1XF2Hr 1
VH—T 2 A A& AT
BRI ET,

Auto Scale V') 12— 3 > D ER

FIE

ATy Tl Gt VAR M Ao —h 73V F BRI £,

git clone git url -b branch name

ATw T2  geloud CLI TN v h&EAERR L £,

gsutil mb -c nearline gs://bucket name

GEx)
AT BITA A B =)L ER TV D Google Cloud Shell % 721% Google Cloud SDK T, Z OFIEDEE D
gsutil £7=1% gcloud =~ > K& FEIT L £,
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ATvT3

ATy T4

ATy T5

ATvT6

ATy T17

Auto Scale V') 2 —< 3 VD ER .

Zip WD > r— T 2 AER L E7,

a)

b)

ftdv_scaleout B LW ftdv_scalein 74 /AZ b, LLTFDT7 7 A LT IND Zip B+
WS r—V B L £7,

* main.py
* basic_functions.py
 fmc_functions.py

* requirements.txt

Gx)
WHEBIP 7 R L A &3 2854 1%. mainpy 7 7 1 /L C ssh_ip = response] ‘networ kI nterfaces’] [2]
[‘networklP] 2~ R LET, SNHIP 7 L AZMHT 255613, ssh_ip=
response ‘networ ki nterfaces’] [2] [‘accessConfigs’] [0] [‘natIP’] =2~ REALET, £/, OB
BClI2 2oL — RBINESNET, #HiL— MEEET 5121, fmecreate static_network_route
(vm_name, ‘outside’, ‘any_ipv4’, os.getenv(“OUTSIDE_GW_NAME”), metric=1) 8 L O
fmc.create_static_network_route (vm_name, ‘inside’, ‘any_ipv4’, os.getenv(“INSIDE_GW_NAME”),
metric=2) 2~ > R&HL 7,

Zip WD EME/ R > r— Y D4R % ftdv_scaleout.zip B LV ftdv_scalein.zip ICEHE L F
R

Gx)

TANENEBE L TERT L2774 VEL2 Y v 7 U, [EMET —H A7 (compress | archive) ] %
BINT 2D &, GCP M@l s zip BMMERN S E T,

Zip RO ERME/ X > r— (ftdv_scaleout.zip BL VN ftdv_scalein.zip) 77V K7 4 ¥
DT —J A=A T v 77— RLET,

LR @7 7 A )V % Deployment Manager D7 > 7' L— KB T KT 4 X DT —J ANX—R|ZT v
r—RLET,

* ftdv_predeployment.yaml
* ftdv_predeployment.jinja
* ftdv_parameters.yaml

* ftdv_template.jinja

Zip BRDJEMi /Ny r—V %Ny RA ML —VlZabt—LET,

®* gsutil cp ftdv scaleout.zip gs://bucket name

®* gsutil cp ftdv_scalein.zip gs://bucket name

NS, A, H, BWiA v X — 7= A ZAHDO VPC W7 % NEERR L ET,
BHLVPC TIX, 28V 7 x> b (#:10.8.2.0/28) NHLF T,
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ATvT8

ATvT9

ATv 710

ATy N

ATV 712

ATy 713

ATy 714

WNER, SME, BHEL, WAL A —T oA ARICA DD T 7 A4 T U 4 — W A BRETT, £z, EF
WF =y 7 a—T%HAT257 747 U4 — A LRBETT,

Secret Manager GUI 2 L T, IRD 252D —7 L v h&{EK L E£J, https://console.cloud.google.com/
security/secret-manager 2R L T 7230,

* fmc-password

* ftdv-new-password

VPC 27 X #ER L E T,

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>

1

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28

Create request issued for: [demo-vpc-connector]

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.

Created connector [demo-vpc-connector].

NT Yy TP HFRALEDO/RXT U v 750 K 77w N7 4 — AIZ Management Center Virtual % BB L
FT, KFEASTYV 77T T K STy N7 4 — A2 Management Center Virtual % &9 2 1A OFEHIC
DWW TIX, [Cisco Secure Firewall Management Center Virtual Getting Started Guide] #ZMR LT 72 &0y,

GE)
Management Center Virtual Z B L7 A VA X VA TRAT v 712705 16 ZFATLE T,

Management Center Virtual f > A % > A : fmcpassword > —7 L v MIBRFSINTWDH LD EE L/SAT —
K% f# F L C. Management Center Virtual T — % —restapi & {Ek L £, st VW TIL, T=2—H—)
AL T EEN,
Management Center Virtual £ > AX VA - TNA AT N—TF TR arbag—LKRK)v— BLY
T2 AR — NV EER L E T, FERICOWTIE, TS AT =T o) . TERRT 7k
Zayhr—ARK) =0/ [ BEIQ® 77223y hr—L— L OERB LOWE] 2L
TSN,
Management Center Virtual 4 > A% > A : LN DA 7V =7 M {ERk L £7, Management Center Virtual
TAHT V=7 FaET 5 HEOFHEMICOVWTIE, 7 v=2 MR 22 L T 7EE0,

* ELB-IP

« ILB-IP

* Application-IP

o VAT w7 O IP & (4)

o« A X5 —X4 (Metadata)

object network hcl

subnet 35.191.0.0 255.255.0.0
object network metadata

host 169.254.169.254
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https://console.cloud.google.com/security/secret-manager
https://console.cloud.google.com/security/secret-manager
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-intro.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/710/management-center-admin-71/system-users.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/get-started-device-management.html#ID-2242-000007cf
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/access-policies.html#ID-2176-00000240
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/access-policies.html#ID-2176-00000240
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/access-rules.html#ID-2190-00000090
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/objects-object-mgmt.html#ID-2243-000000f2
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object network ilb-ip

host 10.52.1.218
object network hc2

subnet 130.211.0.0 255.255.252.0
object network elb-ip

host 34.85.214.40
object network hc3

subnet 209.85.152.0 255.255.252.0
object network hcéd

subnet 209.85.204.0 255.255.252.0
object network inside-linux

host 10.52.1.217
object network outside-gateway

host <>
object network inside-gateway

host <>

A7 715 Management Center Virtual f > AX VA 1 ¥Xa VT 4V = (A F—T A AAT Vs V) #/EK
L %7, [Creating Security Zone and Interface Group Objects|] ZZ M L T 72X\,

* inside-security-zone

* outside-security-zone

AT w716 Management Center Virtual f > A% > A : NAT 7R U 2 — & NAT v— L &EAERRL L £9°, FEC OV T,
[Network Address Translation] ZZM L T 720y,

nat (inside,outside) source dynamic hcl interface destination static ilb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (inside,outside) source dynamic hc2 interface destination static ilb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (inside,outside) source dynamic any interface

nat (outside,inside) source dynamic hcl interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc2 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc3 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc4 interface destination static elb-ip metadata service
SVC_ 4294968559 SVC 4294968559

nat (outside,inside) source dynamic any interface destination static elb-ip inside-linux

Source Destination - 2 .
R Birection Type | iaeriace bty grlglna\ Original Original Translated Translated Translated Options
- Sources Destinations Services Sources Destinations Services
Objects Objects
o1 X D..  inside-zone outside-zone By het R ilb-ip VO;’ iginal Interface Ry metadata Qriginal Drsfalse £ W
o2 X D inside-zone outside-zone B hc2 B ilb-ip VO'E.‘P?,', Interface By metadata Vor‘gllﬁ‘?'P Dnsfalse 4 W
] 3 X Dz inside-zone outside-zone B any-ipv4 Interface Dnsifalse 4w
e X D..  ousidezone inside-zone  Fg hcl B elb-ip VOT iginal Interface Fy metadata VO.’ idinal Drsfalse £ W
s X D outside-zone inside-zone b hc2 B elb-ip VD’E.‘I‘,“]?;', Interface R metadata VO'E.‘IC‘?'D Dnsfalse W
e X D..  ouside-zone insidezone B hc3 R elb-ip e Interface Ry metadata e Drsifalse  #W
7 X D... outside-zone  inside-zone &g hca & elb-ip 70”3‘1’1?,', Interface B metadata Vo.”ﬁ‘#ﬁ', Dnsfalse W
] 8 X D... outside-zone inside-zone g any-ipv4 g elb-ip Interface By inside-linux Dns:false su

AT v P17 EARTE X O Threat Defense Virtual Auto Scale 3 A ® Jinja 7 7 A /L & YAML 7 7 A VDT A —H %
BHRFLET,

a) ftdv predeployment.yaml 7 7 A /LEZHE, IRONTFA—=ZEZHEHLET,
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« resour ceNamePr efix: <resourceNamePrefix>
* region: <region>
* serviceAccountMaill d: <serviceAccountMailld>
 vpcConnector Name: <VPC-Connector-Name>
* bucketName: <bucketName>
* fmcl P : <Management Center-IP-address>
* reglD : <registration-ID>
* natlD : <unique-NAT-ID>
* grplD : <device-group-name>
* palicyl D : <acl-policy-name>
* licenseCAPS : <licenses>
 fmcPasswordSecret : <Management Center-password>
» newFtdPasswor dSecret : <new-Threat Defense Virtual-password>
» fmcUsername : <username>
« ftdvPassword : <password>
« outsideGwName : <outside-gateway-name>
+ insideGwName : <inside-gateway-name>
* outsideSecZone : <outside-security-zone>
* insideSecZone : <inside-security-zone>
 sshUsingExternall P : <true/false>
b) ftdv predeployment.jinja ” 7 A /L, ftdv predeployment.yaml 7 7 A /LN H/NT X —
Z & T £9,

¢) ftdv parameters.yaml 77 A /NEE, LLTFTONRTA—ZZHHF L ET,
VPC and Firewall Parameters

» mgmtVpcName : <mgmt-vpc-name>

« diagVpcName : <diagnostic-vpc-name>

+ outsideVpcName : <outside-vpc-name>

* insideVpcName : <inside-vpc-name>

» mgmtSubnetwor kName : <mgmt-subnet-name>

« diagSubnetworkName : <diagnostic-subnet-name>
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+ outsideSubnetwor kName : <outside-subnet-name>
+ insideSubnetwor kName : <inside-subnet-name>
» mgmtFirewallRule : <mgmt-firewall-rule>
« diagFirewallRule : <diagnostic-firewall-rule>
« outsideFirewallRule : <outside-firewall-rule>
« insideFirewallRule : <inside-firewall-rule>
+ healthCheckFirewallRule : <healthcheck-firewall-rule>
» adminPassword : <initial-Threat Defense Virtual-password>
+ deployUsingExternall P : <true/false>
Instance Template parameters
» machineType : <machine-type>
« sourcel mageURL : <source-image-URL>
FTDv Health Check
« ftdvHealthCheckPort : <port-number>
« ftdvCheckIntervalSec : <interval-in-seconds>
« ftdvTimeoutSec : <timeout-in-seconds>
« ftdvHealthCheck ProtocolName : <protocol-name>
« ftdvUnhealthyThreshold : <threshold-count>
FTDv Autoscaler
« cpuUtilizationTarget : <percentage-in-decimals (5] : 0.7) >
« coolDownPeriodSec : <cooldown-period-in-seconds>
» minFTDReplicas : <min-number-of-FTDv-instances>
» maxFTDReplicas : <max-number-of-FTDv-instances>
EL B Services
« elbPort : <port-number>
« elbPortName : <port-name>
+ elbProtocol : <protocol-name>
+ elbTimeoutSec : <timeout-in-seconds>

+ elbProtocolName : <protocol-name>
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» elbUnhealthyThreshold : <threshold-number-for-failed-health-checks>
« elblpProtocoal : <IP-Protocol>

+ elbPortRange : <port-range>

* elbFePorts : <fast-ethernet-ports>

ILB Services

« ilbProtocol: <protocol-name>
« ilbDrainingTimeoutSec: <timeout-in-seconds>

* ilbPort: <port-number>

ilbChecklnterval Sec: <interval-in seconds>
* iIbTimeoutSec : <timeout-in-seconds>

* ilbProtocolName : <protocol-name>

ilbUnhealthyThreshold : <threshold-number-for-failed-health-checks>

GE)
Threat Defense Virtual Auto Scale D354, cpuUtilizationTarget: 0.5 /37 A — X BNFREINTEY ., &4
BN U CHRETE E9, ZOfEIL, 3T Threat Defense Virtual 1 > A & > A 7 )L—7F® CPU
ERRN 50% CTHHZ L ERLET,

d) ftdv template.jinja 7 7 A /LI, ftdv parameters.yaml 7 7 A /VINDH/NT A —F 25T
DET,

ATFw 18 EBARIO YAML 2B L E7,

gcloud deployment-manager deployments create <pre-deployment-name>
--config ftdv predeployment.yaml

1 -

gcloud deployment-manager deployments create demo-predeployment
--config ftdv predeployment.yaml

The fingerprint of the deployment is b'9NOy0gsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c]...done.
Create operation operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c

completed successfully

AT w19 Threat Defense Virtual Auto Scale O BB Z {ERK L £,

gcloud deployment-manager deployments create <deployment-name>
--config ftdv_parameters.yaml

1

gcloud deployment-manager deployments create demo-asav-autoscale

--config ftdv parameters.yaml

The fingerprint of the deployment is b'lJCQi7I1-1aWOY7vOLzalOg=="

Waiting for create [operation-1624383774235-5c55e51d79d01-1a3acf92-4£f3dafl6]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafl6

completed successfully.
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ATy T2

Auto Scale 0> v Y .

NERT SV r—a vnb A vy B —Fy My M EE%ET 5 ILB OL— FZVER L £,

gcloud beta compute routes create <ilb-route-name>
--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule-name> --next-hop-ilb-region=<region>

1

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside
--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall

Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global
/routes/demo-ilb].

Auto Scale O < v %

axXy

oA —FRF—FF, ¥—47 v FCPUMARLNLE, AV AX AT L—TNO—EH
R 722 T _XCTO vCPU O EDO —F & L THRWET,
« BFtVCPU OB HARMN & — 7 MEREREBXD L, A— A5 —FI2X>TVMA

VAR UAPBMENE T, BE vCPU OEHFE AN —F v MEFAR LY IRV
EH. A=A —FIA AR AEHIBRLET,

Tmez2iE, 075D % =57y MERRERETDE, A= ARG —FFA VAKX AT —
THNDOFTRTD vCPU O EREFARE 75% (CHERFT 2 X o IR ESnE 7,

A —U 7 OWETIE, CPUFEHEX N v 7 OHPMEHINET,

ZouaYy ik, a— RRZ U NF T D Threat Defense Virtual |2 #8552 551245 E L
X9 &L, ¥EHLTTTD Threat Defense Virtual 2355120 — RE 5 LW 9 BIIRICE
SWVWTWET,

LTINS
FRTEDHI7T77 FgEOa 713D T LB TF,
« A —)L T v MERED T 7
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6: R —)L7H hEEDOO Y

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww Function execution started

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww FTDv Name: saaanwar-new-ftdv-instance-vxtc IP for Login: 10.4.2.217

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww First run of function

saaanwar-new-ftdv-scaleout-action  1p58rbbtmlww Trying to Login to FTDv

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Policies deployed on cisco-ftdv-vxtc

saaanwar-new-ftdv-scaleout-action  1p58z4quils5d Response body(rest_get): {"links":{"self":"https://34.86.149.90/ap

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Configuration is deployed, health status in TG needs to be checked

saaanwar-new-ftdv-scaleout-action  1p58z4quilsd Deployable devices:{'links': {'self': 'https://34.86.149.90/api/fmc

saaanwar-new-ftdv-scaleout-action  1p58z4quilsd Function execution took 346329 ms, finished with status: 'ok'

bR AR —LT 7 MERED 1 7 ClE, Function execution started & Function execution
took 346329 ms, finish with status: ‘ok’ ® =2 + U i, H¥fEn 7 OBtE L & T 22N EhoR
LCWET, FIEIOMFESEIT. Threat Defense Virtual ~D 1 7' A >, R U U —DRERHZ: &,
il OBSEZ BT 2 2 & b TEET,

o« Ar— A UHRED T

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Function execution started

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Deregistration of FTDv: cisco-ftdv-vxtc

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Getting a new authToken

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Response Status Code(rest_get): 200

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Response body(rest_get): {"links":{"self":"https://34.86.149.9

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Deregistration Successful of cisco-ftdv-vxtc

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Function execution took 56852 ms, finished with status: 'ok

FEROR—LT 7 MERED 1 /7 TlE. Function execution started & Function execution

took 50852 ms, finish with status; ‘ok’ O > kU i%, HRED 7/ DBtE & KT 2N LR
LCWET, BEERT 7 2OBG, BEMRO AT —Z 2 FLWGRGE b —727 Ol
Bl thoEz B+ L TEET,

— AN] ~ — ~ N
kSIS a—Fq42
RIZ, Threat Defense Virtual Auto Scale for GCP O — g2 =T —>F IV A LTy 7D re vk
R LET,
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r3ILva—7425 |

main.py DEOMLR 1 Zip /X T —U N T 7 A NDOIRDBIER I TWD Z & &
BLET, 77U FERBIIBEIL T 7 AAY ) —2 B TEET, 7+ X BdH > TUE
Wi EH A,

T L= rOREBEFPOTT— T<>] NOTRTO/RT A —Z{HH Jinja & YAML TA
NENTWDZ e Z2fERLET, E2i, FUERANPBICHEET 208 ) 0 & L E
R

Google BA%47° Threat Defense Virtual [R5 TE 720y : VPC 237 Z BMER SN TED |
YAML /RNZ7 A =27 7 A VTR CARIPRESNTND Z & 2R LET,

Threat Defense Virtual (& SSH #5f5¢ HICFEREIC L « AR F—EREF—DOXTNIEL W T
LEHERLET,

FRE h—27 IO B2 - — 7 Ly B D Management Center Virtual /X2 7 — R723E
L/l/\: &%Eﬁ;b‘bij—o

Threat Defense Virtual D5 E N7 7 4 v 7 OME : 77 A4 7 U+ —/Lb—)L & J)L— MT
BN 2N 2R L ET,

TFH)C Threat Defense Virtual (22 7 A > TE 720 : FTLWRAT— REFH LTV D0 %
MR LET, A7 —T7T U MEREICL Y IHRRAT— RIZIEABEINET,

Management Center Virtual (27 /3 A A % %%§%C & 72\ : Threat Defense Virtual 7% Management
Center Virtual 72 HEFEFEETH 70 % a8 L £ 77, Threat Defense Virtual & Management
Center Virtual DEFBEA > X —T = A ANFE YT Xy NNICGFEET HHLERH Y £,

PREF SN 72856812 L 0 ILB & Threat Defense Virtual [ OV — 7N S B 720, IEEME
T —T7BRPBIND E CPUMHENRELS 2 £7, mWCPUMHEZ TITF5HIC
X, ROWTNILDOAT v a v EFEHATEET,

473 a2 1 : Management Center Virtual C7 — % A U ¥ —7 = A4 A& ML, IEFHET

B—7DNAT V—VEREL T, T—HFA L E—T =2 AEHHILET, T4
F—7 xA AL NAT DFFMICONTIE, A F =T = ZOHHE] & [y hT—7
T RU AL EBRL TSN,

F7va v 2 IR v —7 0 NAT /L—/L % Management Center Virtual 7> &3 i L 7=
#% . Threat Defense Virtual D 2> —)LiZa 7 > L. clearconn =2~ > R&EHEHLF9,
AL T ERE L THAHEEIL. cluster execclear conn =~ > R&AEH L £,

Threat Defense Virtual ¢ =2 > —/LCshow cpu =2~ > K% LT, CPU KA R L
\i‘d‘o

N—T Ry I AV H—=T 2 ALT—  ROAX REFITL T, V=T R A H—
T2 A ADEFEWT 0 =T R— BN o TWDINE I D E R LET,
show running-config http

ciscoftdv (config)# show running-config http

http server enable 8080

http 209.85.204.0 255.255.252.0 loopback interface
http 35.191.0.0 255.255.0.0 loopback interface
http 130.211.0.0 255.255.252.0 loopback interface
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-ifcs-overview.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html
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http 209.85.152.0 255.255.252.0 loopback interface
ciscoftdv(config) #
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BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



