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https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

Azure T O Threat Defense Virtual DB |
B vioss00y—2F0TL— FEER LT Are h > OEB

--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

ATy T6  VHD »OEIMGA A=V EAER L ET,
a) Azure R—HF /LT, [4 A— (Images) | ZBERL £7,
b) [BM (Add) 1227V v 7 LT, HiLnA A=V EERLET,
¢) ROFEHREAILET,

s [F7 A2 U7 a (Subscription) |: KRRy X7 URRNNPLHT A7 YT g @R
EaN

o[V Y—RATN—" (Resourcegroup) ]: BEfFD U YV — AT N—T %N 50, HLNHY V—X
IN—T 2B L ET,

« [4FT (Name) ]: BEXGA A=Y D2 —F—EROLFIZ AT LET,
+[U—2 > (Region) |: VM BEBIND U —Ta VEBINLET,
[0S% A 7 (OStype) ]:0S %A 7'& LT [Linux] Zi®&R L £7,

[VMODO 1AL (VM generation) | : [H{%1 (Gen1) ] Z@®INL E 7,

GE)
[f2 (Gen2) 11XV HR—FEHTWEHA,

o [A ML —TTmT (Storageblob) 1: A ML —T T U FESRLTC, 7y 7 r— KL7VHD
EIRL £,

[7H Dy b% A7 (Accounttype) |: BRI U T, K w747 U A Kb [Standard HDD],
[Standard SSD]. ¥ 7z1% [Premium SSD] % & L £ 3,

ZOAA=VOREFMAICEE LTS VM ¥ XZ8RT 5551, BIRLET v h oA
TWED VM YA R THHE— P SN TND L E2MRLET,

s [FAFF¥ v 7 (Hostcaching) |: Ru v 7H T U X KD [Fidad D /E AL
(Read/write) ] Z IR L F 7,

s [T—4%T 4 A7 (Datadisks) ]: 7 7 AN MDEFIZLT, T—FT 4 A7 ZBIMLARNTLE
él/\o

d) [fEH& (Create) 127 U > 7 LET,

[ A=V NIEFICIER SV E L7z (Successfully created image) | &9 A v &— U708 [[@A
(Notifications) ] % 7 D FIZFREIND ETHRHHLET,

GE)
BHSRA A=V BMMER SN, Ty 7a—RLEZVHD 7 v 7a—R 2 L— 7wy &
Igé%w@ % iﬁdo

ATvT1  HHUAER LIZEBG R A A=V D) V=2 D # 5 L £ 7,
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ATvT8

ATvT9

ATy 710

ATFvIN

ATv 712

VHD 5& VY Y—2Fo T L— kEERA LK Are 1> 0ER ]

Azure DN TIX, HHWWAH Y V—2RNY V—R D IZEM TN TWET, U YV—Z2 DX, Z0O%
XI5 A A — 58 LU Threat Defense Virtual 7 7 4 7 U+ — /L Z BT 5 & X CHBEEICR Y £,

a) Azure R—HF /LT, [4 A— (Images) | ZEIRL £7,

b) HIOAT v 7 TERR LT E BRI RA A=V 2 RINL 7,

c) [B% (Overview) [ #27 Vw7 LT, A A=V D7 aXT 4 &K RLET,
d 7V y7HR—=FIYY—RIDz=at—LET,

)Y —RIDF. WOBEAZEY £,

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>/provider §Microsoft. Compute/<container >/
<vhdname>

BHHNRAA—VEBIRNY V=27 7 L— &M LT, Threat Defense Virtual 7 7 A 7 U + — /L & ##

ELET,

a) [HiHl (New) 1 ZBIRL, A7 a v OBBRTEL L0025 F T[T 7 b— MEB (Template
Deployment) | & L £7,

b) [1EAK (Create) | ZIRL 9,

o) [=T 4 X THMADT 7L — &S T 2% (Build your own template in the editor) ] Z 3R L £ 7,
AAL <A RATEDLEADT T L— bPMERRShET, T 7 L— 77 zonTx, |
Github | ZZH L T2 &V,

d) HAZ~AALEISONT T L—ha—FR&v 0 » RUICEY T, [R7F (Save) 1227V v 7 L
E RN

e) Fev 7 Xy JRA NN [T A2 Y7L 3 (Subscription) | 3R L ET,

) BEFEO[Y V=R 7 —7 (Resourcegroup) |ZIERT L, LW Y —ZA T N—TZ{E LET,

g Key 77X UR Rt [msr—3 3 (Location) | ZRINLET,

h) BIAT v P DOEHFIRA A=V D[V Y —ZID (ResourceID) ]% [VMEFHEA A —ID (Vm
Managed Image Id) ] 7 « —/V RIZHAE O 1T £,

[77 A% LB (Custom deployment) ] X— D EHIZH D [23T7 A — X OfRE (Edit parameters) | % 7

Uo7 LET, DA ARXTELNRT AT T — bBMERESNET,

a) [Z77A4/1vDr—1R (Loadfile) 1% 7 U w2 L, B AX~A X LT Threat Defense Virtual /X7 A — %
TrANESZRLET, T L— T A=ZZONTIEL, [Githubl 22 L T ZE0,

b) WAZ~AXLTZISON/NNT A—Za— K&y 4 ROl i, [fR1fF (Save) 127 U v 7 L&
R

AL LEBADOFEM A MR L Ed, [FEAK (Basics) ] & [(XE (Settings) ]O1F#H ([V Y —ZID (Resource

ID) 172E) ., MELLEHEREIC—HTLZ LB LET,

FIRBEA /MR L, [ LEEOFRIARICHEE LET (Lagree to the terms and conditions stated above) | T =

TRy I A A N LET,

[l A (Purchase) |27V v 7 L, BEHHRA A—TVBLOIAX LT 7 L — M LT Threat
Defense Virtual 7 7 4 7 7 +—/V&ER L £ 7,

TUT U= R T 7 ANENRTA—=Z T 7 A )VIZHEER 2T, BENSEFIZETLTHDIET T,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure

Azure T Threat Defense Virtual O & RH |
B Azve coBii( 25— x4 X% LU Threat Defense Virtual DEBIZ DL\ T

BEXGA A—DIL, RCY TR Y 7y a B X UHBBEN OO BRIZHEH T £7,

RDZERY
 Azure C Threat Defense Virtual @ IP R EZ* HEH L £ 7,

Azure TOEMA V3 —J x4 X% EHAL AL Threat
Defense Virtual D EBHIZDULNT

Cisco Secure Firewall /3—° g > 7.3 LRI ClX. Threat Defense Virtual |34 72< & H 4 DDA >
=Tz A IDOOEFBA L H—T 2 A A, N1DOBMA L X —T A A, 20DT =X A
H—T A A) TREAINET,

Cisco Secure Firewall 73— 3 > 7.4.1 LI TlL, WA 7 —7 =4 ZAZHIFRL, D7 &b
3ODAH =T AR (1 DODEBEA L H—T 2 A AL 2ODT —F A X —TxAR) &
fifi 2 7= Threat Defense Virtual Z BB CTX £§, ZOHKREBICL Y, FLA L AX A X A T8
MoOT—4 A 2 —7 = A A% LT Threat Defense Virtual % BB T 9, 7= &z,
StandardD4 V2VM A VAKX U ATIE, 1 DOFHA VX —T 2 A A 1 OOBHA X —7 =
AR, BEIR6D>DT —H A % —7 = A X%Aii 2 7= Threat Defense Virtual % B3 25800
W2, 1 DOFHA VH—T 24 AL TODT —X A L H—7 A A% % 7= Threat Defense
Virtual Z 2B T& £ 77,

Cisco Secure Firewall /S—37 3 > 7.4.1 IR TlL, WA v ¥ —7 = A4 A & HE$1Z Threat
Defense Virtual 2 Azure CRET 25 Z L HREINET,

Z OFREIX. Azure F® Threat Defense Virtual f & A X ZADH LWEBH TOAYR— X
i—a‘o

)

G¥E) VR—=FINDA X —T 2 A ADEKREITL 8 T H 7=, Threat Defense Virtual & JERHEZ
BK5ODA U H =T 2 AZBMLT, K8 ODA U F—T A AFFOZ LN TEE
9,

Azure TODZWA B3 —J 24 A Z{FERA L AL Threat
Defense Virtual DD A4 K514 > LHIREIE

« BWIA L H—T = A ANHIBREIND & syslogB L ONSNMP 1L, A > ¥ —7 = A AD
X35 ¥ |Z Threat Defense Virtual E¥A X —7 = AEET — XA X —T7 =1 AMEH
LCHR—brENET,
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Azure TOEMA >4 — 7T = 4 X% {EA L% Threat Defense Virtual DERBED-HDT—2 A 2 —T A A~DONCTYELS .

c ZORBTIZ. ZTRAHZ U L Auto Scale XY AR — FENTWET,

ZWrA v H—7 = A AR — k& D Threat Defense Virtual f v A X L A & WA v X —
7 = A AR— b &FF7= 720 Threat Defense Virtual DA v A X L AD 7 )—TF{bid R — b
S TWEFA,

A

(GE¥) I Z T Threat Defense Virtual f > A% > AD 7 /L—"7{bi%, Azure
EofEB~r 20—ty b (VMSS) ADA L AZ L ADT
N—T7fbzEFE L E9, T, Management Center Virtual TP
Threat Defense Virtual { > A% AD 7 )—FALIZIZER L 48
Ao

«CMI THHR— S THEHEA,

Azure TOEZWA 3 —T x4 XA Z{HEA LA Threat
Defense Virtual D EBFHD =D T—2 A A —T T4 A
DNIC<TvE>YS

PAFIZ, Azure [Z2WiA o X% — 7 = A A ZA#i H9°1Z Threat Defense Virtual % B4 2 728D
Fe R A A —T 2 A~DNIC~ v L TR LET,

Net-Interface  Vnet/Subnet Port

NICO mgmt-subnet Management Threat Defense
NIC1 inside-subnet Gig0/0 Virtual-3-NICs
NIC2 outside-subnet Gig0/1
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. Azure TOEWIA > 32— =4 X% {EFH L% L) Threat Defense Virtual 0O &

Azure TDEMA 2 —J x4 A Z{EA LU Threat
Defense Virtual @) EFH

ZWiA X — T = A A ZAFH T Threat Defense Virtual 2 BT 5 121%. ROFINEEZEITL
i‘a‘o

FIE

ATY T BEAT L a AIURCT, ROWTIOGELFEN LTI ORREEZANCTEET,

« Solution templateintheAzureMarketplace : Azure ==/ —/L T, Cisco Secure Firewall Threat
Defense Virtual - BYOL and PAYG ##3E L. [fE (Create) 127 Vv 7 LET, [FEAR
(Basics) |V 4 > RO T, RBEREHREATIL, [V 7 b =T 83— 3 (Softwareversion) ] Kz >
THETLY AN [14X] IR ET, A 2 —7 =4 XD (Attach diagnostic interface) |
DHIZH D Wiz (No) | RF U ZBIRLET, 7 74/ FTIE, [No] BRI THET,

Azure ¥ —4 v T LA AZADY Y a—gT 07— &M LT, Azure I Threat Defense Virtual
ZREBTDEERTFIECOVWTE, V) a—arT o7 L— el L Azure ~—47 v 7L
AANPLDRER] 22 LT EE0,

+ Custom Template using a Managed |magefrom aVHD : [{k48~ > (Virtual Machines) > [+1EfK (+
Create) |>[Azurefif8~ 3 > (Azure Virtual Machine) ]> [FFH# (Advanced) ]V « > RUIZBHEIL.
Custom data 7 4 —/L RiZF— L fliDX7T Diagnostic: OFF =5 Day 0 #lk A7 UV h & AL
9, Customdata ” 4 —/L RIZASITE % Day 0tk A7 UV 7 OBl & LI R LET,

{

"AdminPassword": "E28@20iUrhx!",
"Hostname": "ciscothreatdefensevirtual",
"FirewallMode": "routed",
"ManageLocally": "No",
"Diagnostic": "OFE"

}

G¥)

X — L {EDLT "Diagnostic": "ON/OFF" Cid, KXF &/ XFRXBIESNET,

FHUEBICEH SN D ARM T > 7 L— b Customdata” 4 —/L ROAZ VS b EECTEXET, 7
7 A R TIEX, F—LEDO T X Diagnostic: ON IZEXE SV TWT, BZHiA ¥ —7 = A AN
BHLET, F—LEDT ) Diagnostic: OFFI|ZHEINTWAHEGA, EBHIZZHA > ¥ —7 =4
Az fEREFITEE L £,

VHD OEBRRA A—THfEH L, BDAX LT 7 L— ~ZfEH L T Azure IZ Threat Defense Virtual
EPREATAZERTFIAICONTIE, [VHDBIQ®Y Y—RA7 7 L— h&fiH L7z Azure 75 O &
Bl #Z LT 72E0,
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Azure TOEEIA > 32— 7 =4 XA %{ER L7 L Threat Defense Virtual O & .

ATw T2 LERRNEONIC ) 2 LET, Azure TOA L X — 7 = A AR OZEMICHOWTIE, 48
T DRy NT—F LA —T A ZADBMEGIRE] 2B LT E X0,

B 1:Azure TOHY b T—0 4 23 —T 24 ADERR

& Attach netvork interface ¥ Detachnetwork interface P\'_VJ Feedback

ftdv-2745 inside2  outside2
IP configuration © \_
ipconfig1 (Primary) v |
0 Network Interface: ftdv-2745 Effective security rules Troubleshoot VM connection issues Topology
Virtual network/subnet: test-ven/ mgmt NIC Public IP: XX.XX.207.11 NIC Private IP:xX.xx,0.8 Accelerated networking: Disabled

AU H =T 2 A ADFEAMIOWTIL,  [Interface Overview] #ZSM L T 7Z &V,

ATvF3 (EE) =v/—nATshowinterfaceip brief =~ > FZMHL T, A > ¥ —7 oA ADOFMERRLE
T, IR ENTWD L 91T, Management Center Virtual TA > % —7 = A ADiEM A TR T 52 & HTX
iﬁ‘o

A 4 —7 = A AlX, Management Center Virtual [ZIRD L S IZERKRINET,

Interface Logical Name Type Security Zones
® Management0/0 management Physical Wlth Dlag ﬂOSth
Interface

GigabitEthernet0/0 Physical
GigabitEthernet0/1 Physical

Interface Logical Name Type Security Zones

o . . Without Diagnostic
@ GigabitEthernet0/0 outside Physical
Interface
@ GigabitEthernet0/1 inside Physical

Azure T® Threat Defense Virtual D ERf .


https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface-vm
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface-vm
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-ifcs-overview.html

Azure T Threat Defense Virtual 0 E R |
B AR =0ame T5AR—T—5y FTLA REETO Amre T—4 v kT LA AT 7 —DEM

HIR{TZ=D Azure 7S5 A4 RA—k T—45vy T LA RIRE
THOAwre X—47y T LA RA T 7—DEH

i, Azure 77 A X—h v—7 v N LA ADZ—HF—ICOHEHA S NET, Azure 77
AR—=hv—F >y NTULAREZHEH L TWHIHEEIT, TNENDOTTAX—F ~—F v S
LAAT, 2a—P = LT AV r—yar 477 —BLOWERFH~Y 47 7— (G
FoR) O HFNAEDNC R >TNWDZ & 2R LET,

REIL DX T7—ETSY (ERT)
« /X7 U ¥ —1ID : cisco
» Cisco Secure Firewall Threat Defense Virtual VM 47 7 — (jij }7 @ Cisco Secure Firewall Threat
Defense Virtual 7 7'V r—3 3 47 7 —IZfEH)
« 47 7 — 1D : cisco-ftdv
*« BYOL 7'Z > ID : ftdv-azure-byol

* PAYG 77 / ID : ftdv-azure-payg

=R —y LA ADLERREINTWAT AU r—avF 7y —%REET AL,
PAYG F721ZBYOL 74 Lo AD2—HF—FRICESNT, VM A7 7—7F 0 bRI6T 5
A A—UREBRI, BRSNET,

L7z o> T, BEREAZEEIEDIZE. 77V r—ra & VMO EDA 77— Azure 75
YN TR VT arDTTARX— =y N A ATEHEMMI > TWT, FIFTE
HVENHY FT,

TIAR— = N TV ATINGDT IV r—a vt 77— VMA 77 —%A
N HHEICHONTIE, Azure D ¥ 2 A FEBHB LT E &0,
¢« ST ARX—FMAzure~— v T LA AEFEHLTCHINA L Mearybe— a2 EiiT 5
EX!
e FTANR— N ~w—Fy N RCAT 7 —%BINT D [FFE]
» Set-AzMarketplacePrivateStoreOffer [ 57E]
THVr—vard 77—~y A RZFEREND 2O, AzureUl 241 L TR HIC
BN TEET,
TIAR—= =l N A RATHEBROFEBR~ A7 77— BT HIZE, CLIa~
VROEANRMEERAEENHDFT (2D Fxa A2 FOVERSREES TIE. CLIOFED I
MAEFETT)
HoF)Lavo kR

Cisco Secure Firewall Threat Defense Virtual BYOL 77 1%, IRICRT L H Yoo~ R
EERALTHEMCTEET

. Azure T Threat Defense Virtual 0 R


https://learn.microsoft.com/en-us/marketplace/create-manage-private-azure-marketplace-new
https://learn.microsoft.com/en-us/marketplace/manage-private-azure-marketplace-powershell#add-an-offer-to-a-private-marketplace
https://learn.microsoft.com/en-us/powershell/module/az.marketplace/set-azmarketplaceprivatestoreoffer?view=azps-13.4.0

| Azure T Threat Defense Virtual 0 E R
7vFiL—rorrurt |

SParams = @{
privateStoreId = ‘<private-store-id>’
offerId = ‘<publisher-id>.<vm-offer-id>’
SpecificPlanIdsLimitation =@ (‘<plan-id-under-vm-offer>’)
}
Set-AzMarketplacePrivateStoreOffer @Params

SParams = @
privateStoreId = ‘<private-store-id>’
offerId = ‘cisco.cisco-ftdv’

SpecificPlanIdsLimitation =@ (‘ftdv-azure-byol’)
}
Set-AzMarketplacePrivateStoreOffer @Params

G Yo Fawy REFSEHATT, SOV TIE, Azure® R =2 A v FEMER LT E X0,

"code": "MarketplacePurchaseEligibilityFailed",
"details": [
{
"code": "BadRequest",
"message": "Offer with PublisherId: 'cisco', OfferId: 'cisco-XXXX' cannot be

purchased due to validation errors. For more information see details.

Correlation Id: '"XXXXX"

This plan is not available for purchase because it needs to be added to your tenant's
Private Marketplace. Contact your admin to request adding the plan.

Link to plan: <URL>.

Plan: '<PLAN NAME>' (planId=<VM-OFFER-PLAN-ID>),

Offer: <OFFER NAME>, Publisher: 'Cisco Systems, Inc.' (publisherId='cisco').

}
1,
"message": "Marketplace purchase eligibilty check returned errors. See inner errors
for details. "

}

=y NV A AL T 7y —OREPICIE, LRRO=T—BRETLHZLERHVET, %
fRRd 5120, 77V r—var EVMOmM DA 7 7 —% Azure 7> MY T A7 Y 7 g
YTHIZ L, FIAMREICTIMNENHD £9°,

O N >
TYITTL—FDIF1)F
Threat Defense Virtual f > A Z AL, LLTFDOLF Y F->TT v F /L — RTEET,

« T D Cisco Secure Firewall X"—T 3 >t ZWiA v X —T = A ZA&MEH L TEBR SN
Threat Defense Virtual { > A% o A% ZWiA > % —7 = A A %f# 3 % Threat Defense
Virtual f Y AX VAT w7 L— R TXET,

» Cisco Secure Firewall /N—" 3 > 74 LI - WA v X — 7 = A A& fEHETICREBE I N
Threat Defense Virtual { > A X > A% ZWiA v % —7 = A A% L 72\ Threat Defense
Virtual f Y AX VAT w7 L— R T&ET,
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. WA VB — 7 x4 RA%&EAL AL Threat Defense Virtual 7 5 X2 E1-1% Auto Scale ¥V ') 12— 3 VD ER

RIRTT v 77—y F U FTHR— SR THEREA,

o 7T D Cisco Secure Firewall X"—T 3 > 1 Bl v X —T = A ZA&MEH L TEBR SN
Threat Defense Virtual - > A % > A%, WA v ¥ —7 = A A% #H L72\> Threat Defense
Virtual 4 > AKX L AZNET v 7 L— R TEEHA,

« Cisco Secure Firewall /X— 3 > 741 LI ZMiA v X —T7 = A AT TICER SN
7= Threat Defense Virtual A > A ¥ > AL, WA ¥ —7 = A A% {#EH 3 % Threat Defense
Virtual 4 > AKX L AZNET v 7 L— R TEEHA,

\}

GE)  NICOBENEFIX., 7y 77 L — R bR SN ET,

2l 32— A4 X% FHL %Ly Threat Defense Virtual
S5 AR ET-IFZ AutoScale V') 1 — 3 DER

Threat Defense Virtual 27 5 A% . £ 7-132WiA o ¥ —7 = A A %&{#H L 72\ > Threat Defense Virtual
AUAZ L ATHERR S D AutoScale VYV =2 —2 a3 VOF LWERZFEITT AHI21%., F— kfﬁ

?~X7 Diagnostic: OFF/ON 73 Day 0 fi% A 7 U 7" kT OFF IZEXE SALTWD Z & A ffad L
-éAO

— N ~ — ~ N
SO a—T 42D
Threat Defense Virtual D EBIFFIZZHMA ¥ — 7 = A ANHIBR SN2 WEESIE, F— L EDO
7 Diagnostic: OFF/ON 73 Day 0 A 27 U 7" s C OFF IZRRE SV TW A MR L £ 77,

Azure T0) Threat Defense Virtual @) AutoScale /') 11—/ 3

S

-

M=

Auto Scale YV = — 5 2KV, RT3 —< U REIEDETY VY —XEEDHE T, 2R
Mgl CcExET, VY—ROFEENEIMLIZGA. VAT MMILBEISCTY Y —ANEY

BToNDEOICLET, VY —RADOFTENDT L L, aX PEHIRT H72DIC) Y —2AD
T S THMRRSLET,

threat defense virtual Auto Scale for Azure IX., Azure DMEfET BV — N~V A S L TTFT AT
F+ (LogicApp. Azure ¥, m— RARF oY% X2 VT4 7 N—7F i~ 27—
vy M) BEFEHTLEESLY—N"—LREATT,
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threat defense virtual Auto Scale for Azure BA D ER M HITIR DO L BY T,

« Azure Resource Manager (ARM) 7 > 7 L — h_— X D JERH,

cCPUBLUOAEY RAM) ([ZES AT =V T A v 7OV R—b

A\

GE)  FEMlcHOWTIX, AutoScale m>y v 7 (71 X—) &ML TL
72E0,

o threat defense virtual JERH & <~ /L F AT HMEY — 2 OHFR— K,

« Management Center |~ JX % Threat Defense Virtual 1 > A &% A DX Gk & B ERAREFR O 524272 A
1k,

o« 27— )L 7 7 k 7= Threat Defense Virtual £ > A X LV A~DNAT R o—, 77 B AR
U—, BXUOUL— o HSEhEA,

c 0 — FANZ U LA F R REY — o DY R— |,
« Auto Scale #REDF 2k & LML Z AR — |,
* Management Center TO A #){FE L, Device Manager (X 78— k54t

* PAYG F 721X BYOL 7 A & A — K TO Threat Defense Virtual BEH % 7"R— b, PAYG
%, Threat Defense Virtual ¥ 7 h 7 = 73— g 6.5 URICO L mEm A ARE, [VAR— K&
N7 o7 Iy b T7x—h 29—=) | 2R LTLITEEIN,

e AT, MAEZELITT BT, Auto Scale for Azure AR 77— L T
e

Azure @ threat defense virtual Auto Scale YV = —> g %, B b MR P2 L TR S
Nz 2 FEEOBAB 2 YR — K LET,

e KA wvFT U ) av—%fEH L7 Auto Scale : threat defense virtual A7 —/L& v k%
Azure DT — R 3F 4 (ILB) & Azure DAMER 2 — K35 > (ELB) DOBICHEE L
i‘g—o

sAzure 7 — h U = A 1 — KX % (GWLB) %1{#H L7- AutoScale : Azure GWLB (%, &
X2 T T AT U=, NT Uy ra— R KT8 BLXORNEHS—A—LHEEENT
B, 77470 r—NLORERM., B, BLXOAFr—1 I EfiELLET,

HYR—bENBY b2 7 TSy b IT+—L4

Threat Defense Virtual Auto Scale >/ U =—3 3 >{%, Management Center |Z L > CTEHIND
Threat Defense Virtual (2@ A[RETY, Y 7 o= 73— g IKFELEH A, [Cisco
Secure Firewall Threat Defense Compatibility Guide] ZZH L T 723V, ZOH A RiZix, 43
V=T A VT VAT NERAT 4 VI REOE 2T, VT M2 T BIUAN= Ry =70
AN I TWET,

Azure T Threat Defense Virtual O & RH .


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

Azure T O Threat Defense Virtual DB |
. YU RS yF RO EFERA LT Auto Scale DEAHI

» Management Center ({i4H) DFIZ, Management Center Virtual @ H#E & RARKR 27 ¢ >
TREEME R LET,

« Threat Defense Virtual @ H#aEDFIZ, Azure. b Threat Defense Virtual @ B #alk: & (AR
AT 4 T BREEEZRLET, on

\}

G¥)

Azure Auto Scale V' VJ = —3 3 U HIE AT B 7-0121%. Azure | T Threat Defense Virtual /3 — 3 3
VoA LEFEHTAVLENHY T,

B R4 yF baARO % {FEA L 1= Auto Scale D E A

Threat Defense Virtual Auto Scale for Azure (. Threat Defense Virtual A 77—/ >~ b % Azure D

Wi — F3F 4% (ILB) & Azure DA e — RKNZ 4 (ELB) ORICELE T 5 HENKE
A=YV 2a— g TT,

*ELBIX. £V H—F%y bMDDNT T 4 v 7 %A —L& > FND Threat Defense Virtual
AVRZVRAIGBEEET, EO%R, T7AT U= NANBT TV r—va AT T 4y
7 HERE L ET,

ILBIX, 77V —2a o7 UMDY R A E—Fy N NTT 4T A T—
JL¥ > NN O Threat Defense Virtual £ > A X o A EEET, 0%, 774 T U4+ —
WA B —Fy NMZNT 7 4 w7 Bk LET,

* Xy MU=78ry R, H—ORE Tl (WER JUSME) Do — RT3 2 i
THZLEHY FHEA,

o 2/ — )L v FND Threat Defense Virtual A > A X ADOHEIL., AMSEAEIZESWTHE)
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NAT RY > —%ERE L, AEA v X —T 2 A AT U r—a i NT 7 4 v 7 hliE
T BH7=DITMEER NAT L— v 2Bl L. Z DR Y > —% Auto Scale AIZIERR L7=T 314 A
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FIE

AT9 1 [T/N4 R (Devices) > [NAT] DNEIZEIR L F9,

ATF9 T2 [HLWAKRY T — (NewPolicy) | K7 %7 U A KT, [Threat Defense NAT] % &R L 9,

ATw 73 [4E] Name) [IZ—BDOL4RIZANLET,

ATy T4 VEIZGE U T, [#8 (Description) 1 2 AL E T,

ATYTE NAT L=V &BRELET, NAT L—/LDOIERE L ONAT RN Y =D IHED T A K7 A 12O T
I%. [Cisco Secure Firewall Management Center 7 /N A A#E[L 7 A K] @ TConfigure NAT for Threat Defense |
DFNEEZZRLTEEV, ROMIZ, ERBRT e —F &R LET,
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MUZT D2 EAHELEL 9, NAT Z2EET 2RI, EECHB AL TH I ERNFHEFICEIETT,

ATYT6 [IR7E (Save) 1227 U v 27 LET,

AR A—4
WOFRIZ, T TL— I RXTA=FBIOIEZRLET, FXT A —XOfEERDIZL, Azure
YBTRA7 VT aICARM T U L— MNERET S E &I, £NT A—F A LT threat
defense virtual 7 /N4 A Z{ERKTE £9°, Auto Scale ARM 7 7' L— FDJER (55 X—) %
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BIMDOAIINRTG A =R ERETIVERDH D=0, 2y NT—T AT T AT 7 F ¥ HIEK
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INSA—H %

ERTE 1B/
247

Bl

1)y —ZD1E
a4 7

resourceNamePrefix

LFHIE (3~
10 XX5)

FTRTOY Y —RF, 2O
VT 4 v AEETe LRI CTE
REIFET,

o INCFEOREFEHA L TL

B ftdv

HRERR

virtualNetworkRg

pa2l

RIEZY NU—27 DY J—R
T N—T DA,

f : cisco-virtualnet-rg

BETF

virtualNetworkName

pa=ll

ARy N —2 %4 (fERE
7*)

5 : cisco-virtualnet

BE17

virtualNetworkCidr

CIDR B

X.X.X.X/y

A8 > h U —2 O CIDR (1E
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BETF

mgmtSubnet

pa2

BEY T Ry b (TR
)

i : cisco-mgmt-subnet

BE17

diagSubnet

pa2l

BT Xy M (R
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i : cisco-diag-subnet

BETF

insideSubnet
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WEY 7 x> M (TR
7r)
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BETF
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pa2

NEY T R b OREE— K
NTUHDIPT RLA (B
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5] : 1.2.3.4

BE17
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RS A—H% EATE 5iE/ | 38 ) Y— RO
H84F a4
outsideSubnet o W7 % M (ERE | BT
%)

5] : cisco-outside-subnet

outsideNetworkGatewaylp ==l NI T Ry NAA— T = A | BEAE
P (fERH 7)

deviceGroupName peEl Management Center D7 /31 A | BEAF
Tn—7 (fERkiE )

insideZoneName pracl Management Center D NE > — | BEAF
“H (FERRE )

outsideZoneName pac=l Management Center D/ — | BEAF
4 (TERGE #+)

softwareVersion SLFA threat defense virtual /N\—3 = > | BEfF

(EBHFRFIZ R r y X T i

o IR

vmSize SLF threat defense virtual 1 > A% o |47 L

ADHA X (BEAFFZ Fr v
TR UMNBIER)

ftdLicensingSku pac2l Threat Defense Virtual 7 A &> |#%%4 72 L
Z%E— K (PAYG/BYOL)

£ : PAYG 13/ ¥%—Y 3 > 6.5+
THFR—FEINTWHET,

licenseCapability # o~ XE]Y |BASE. MALWARE, AP
pac2l URLFilter, THREAT
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ZHX Tadmin [ZIXTEFE
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HA KT A DWW TH,
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GE)

T L— MZIX, ZDONRT
A—=HDALTTAT A
F v 7HEREIEH D A,
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XXX JIP7 RLA (TERREEA)
fmcUserName el B HIMEIR & £F> Management | BETF
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AT — R ({ERE #)
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(2. W AUD D threat defense
virtual DR A A — )L
T MLEVEEZEZ D EA
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POLICY-2 : 3% I 7= H#ifM
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cpuScaleOutThreshold bzl CPURXRNU YT DA —)LT |47 L
URLEWE (=t hH
i) .

T 74K 180
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DRELTOHMERHY F
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FTT7FLbk 0
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(CPUEHIZR) RN ofEx T
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H—INET,
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V) EERLTLLTEEN,
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UH—3nET,
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R
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FTRTNCFEEH L TLEENRAR—Z P ZOMDFH/RFFIFERALLGENTLEEL,

Auto Scale V') 12— 3 > D ER

BANYS—=DOAHA—F
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Azure DRET 5 — =L 2 4 T F X NT7 27 F ¥ (Logic App. Azure BA%, v — K F
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r_R—Z2 DR TT,
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VR—R b, BXOMMOMERY Y — R E{ERKTH ARM T 7 L— FR—Z DR TT,
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threat defense virtual Auto Scale for Azure V' VJ =2 —> 3 VORENIMER 7 7 A IV E Xy a—
RLET, 4T3V aHOEBRAZ U Z NeT 7 L— NI, GitHub U ARY R U5
AFTEET,
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B  AutoScale HOYV A afEkOBE AR 7 VU RBIBT o L— ME, A=V —2DHE L
TSN TEBY ., @ O CiscoTAC ViR — FOFHN TII A RN—ENRWNnZ LlZEE L TL
72&W, HH L& ReadMe D FENAIZSWTIE, GitHub & EHRNCHER L T 72 &,

ASM_Function.zip /X 77—V DAERR HFIEIZ DWW TIE, Y — A2 — KB O Azure BAE D HESE
(75 ~—2) Z2ZRLTIIZE,

Auto Scale ARM T+ > 7 L— FDERK

YU R4y F bARODEFERL T Azure A Threat DefenseVirtual AutoScale : ARM 7 > 7 L —
I azure ftdv_autoscalejson % f# fl L C. Azure  threat defense virtual Auto Scale (22272 1)
V—2AxBEHLET, HFEDY YV —AZNV—T7NTIZ, ARMT 7L — & REHT5Z2LT
WONEPMER S NET,
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* Azure Function App

* Logic App

X2 VT4 IN—T (T —H A H =T 2 A ABLIOVEEA VX —T = A AH)
Azure GWLB #{#f L 7= Threat defensevirtual Auto Scale : ARM 7 > 7 L — h
azure ftdv_autoscale with. GWLB.json Z{# ] L T, Azure GWLB Y U =—3 3 2 X % threat

defense virtual Auto Scale (ZM/ B2 Y YV —R &R LET, FFEDY VY —X 7 NL—THNTIE,
ARM 7> 7 L— N2 RBIT 52 L TRONBEDMER SN ET,

s~ (VM) iR~y 27—ty b (VMSS)
A NESSsE i A e s

» Azure Function App

« Logic App

Xy NI—=F T AT TFTARNT I Ty

BEICHKERE X2 VT 4 =T BLOEOMDO L R—3 2 b

48 HHEIIZ

« GitHub Y AR kU (https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure) 7>
5. ARM7 7 L—axurn—RLET,

FIE

ATv Tl D Azure ' — 1T threat defense virtual A > A X > A& BT 2L ENH DAL, BRRY —Ya v
T ATRE R Y — NS W T, ARM T > 7 L— b EfRELE T,

1 -

Z OB, 32DV —2%FFD [CentralUS] U —T 3 V&R LTWET,

AT T2 HWEe— KRV TUER NI 7 4 v 7 =V EHRELET, 20O [json) EAZILET L2 & T, (&
BOBONL—IVEBMTEET, o FA vF Ao %2 L7z AutoScale DE A TOAERNTI,
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{

"type": "Microsoft.Network/loadBalancers",

. Azure T Threat Defense Virtual 0 R


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure

| Azure T Threat Defense Virtual 0 E R
Auto Scale ARM 7> 7 L— 0 EE [

"name": "[variables('elbName')]",
"location": "[resourceGroup() .location]",
"apiVersion": "2018-06-01",
"sku": {

"name": "Standard"
}I
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName')) ]

] ’
"properties": {
"frontendIPConfigurations": [

{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {
"id": "[resourceId('Microsoft.Network/publicIPAddresses/",

variables ('elbPublicIpName')) ]
}
}
}
]I
"backendAddressPools": [
{
"name": "backendPool"
}
]I
"loadBalancingRules": [

{

"properties": {
"frontendIPConfiguration": ({
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),

'/frontendIpConfigurations/LoadBalancerFrontend')]"

}I

"backendAddressPool": {

"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
' /backendAddressPools/BackendPool") 1"

}I

"probe": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
'/probes/lbprobe') 1"
}I
"protocol": "TCP",
"frontendPort": "80",
"backendPort": "80",
"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"
}I
"Name": "lbrule"

GE)
ZDT7 7 ANERE L2 EIR, BARIC Azure R—Z VInbiRET H 2 &b TEET,

XATFwF3  Microsot 7 H 7 hDa—H—£ L X2 T — R&fEH LT, Microsoft Azure N—# /Liza 74 L LE4,

ATy 74 [V V—AZN—7 (Resource Groups) ] 7 L — RIZT 7 AT HIZIL, P—EADA=a—n5 [ /—
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W7 L— R -RERSNET,
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Common templates
A Create a Lin virtuad machine
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AT T [Tr7L—bOfFEE (Bdittemplate) 1|7 4 > R T, $T_XTOF 74/ har T oV ZHIBL, BHL
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N—=V) 2ZRLTIESN,

FIRr
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T, 77UV TROURLIZT Z7EALET,

https://<Function App Name>.scm.azurewebsites.net/DebugConsole
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AT T2 77 ANy AT 0 —T T, site/wwwroot (ZBE) L 9,
AT w73 ASM Functionzip 2 7 7 ANV AT 0 =T OLEBIZ KT v 7T KRkaey 7 LET,
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Y-} 4 2:20:08 PM
£ -] — 2:20:08 PM
e - 12:20:00 PM

v A

ATY TS PUTTYSSH Y A4 7 v haX o rn—RKLET,
Azure BA%1%. SSH #5455t %2 /- L T threat defense virtual |27 7 B AT A XLE R H Y £4, 7277L, ——
LAa—RTHEHEINAEA =T ) —AF 475 UL, threat defense virtual Tt S5 SSH & —AZHL T
NIV XLEYHR—FLTWERA, LEBS>T, FANIHESNTLSSH 94T haeXyra— KT
HVENH Y FT,
www.putty.org 205 PuTTY 2~ RT7A » f VU H—T = A A% PuTTY /3 7 =2 K (plink.exe) ([ZX 7
o—RFLET,

& 18: PuTTY &9 O— K

Use old console

Alternative binary files

The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta

(Not sure whether you want the 32-bat or the 64-bit version? Read the FAQ entrv)

putty.exe (the SSH and Telnet client itself)

32-bit: Rutty, exe (or by FTP) (signamre)
64-bit Rutty.exe (or by ETP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit RESR.exe (or by ETP) (signature)
64-bit: RESR.EXE (or by ETP) (siznature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTF)

32-bit: reftp.exe (or by ETP) (signature)
64-bit peftp.exe (or b ETP) (siznature)
puttytel .exe (a Telnet-only client)

32-bit: puttytel exe (or by ETP) (signamure)
64-bit Ruttytel.exe (or by ETP) (signature)
plink.exe (a command-line interface to the PuTTY back ends)

32-bit: ik ex (or by ETP) (signature)
64-bit RLink.exe (or by ETP) (signature)
pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

Azure T O Threat Defense Virtual DB |

ATYT6 SSHZ T4 7 hDIFIT7 71 /L plink.exe D4 Bij % ftdssh.exe (CZEH L £,
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gromz ||

ATwT1 ftdshexer 7 7 A V=7 270 —Z7 D5 (RIO AT » 7 CASM_Function.zip 7 > 7' v — K L7=355T)
W R 7 RRkay 7 LET,

ATv T8 SSHZ 747 h3FunctionApp & & HITFET D L AR LE T, LEIS L TR—VE2HHLET,

5% T DR 2

Auto Scale Manager Z R L7720, TNy V7 THEH LD T57-OIEHTE 2 ENNL

ONBHVET, TNLOF T T a T ARM 7 7 L— MR RINVET AL, Function

App TiREETE £,

I8 BRI

S
GE)  BREFIVOTHLRETEET, RELWET 2HEIE. WOFIRITHENET,
« Function App & #I1C L £ 7,
cWEFED AT D a—NERFATBETTHETRHLET,
s REZMEL TIRMFELET,
* Function App # HZhiZ L ¥ 7,
Flg

AT Y71 Azure ;R— 4 /LT, threat defense virtual Function App Z 5% L CGEIR L E 7,

19: Threat Defense Virtual 87 7)) 5 —> 3 >

P =3 hcton-aps
ftdv-function-app

195 Pt e o P et i

Mtrensh Ane Enterpise e
ek

L™ Ukniat ¥ Gwpamhprotis L bontpoblohprols ¥ Sownlcadoppcontit 8 Doece

80T -S4 ERE0BALBARITES  Coneral US

Configured features

@ dophen
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B zcoumz

AT T2 ZZTIE, ARMT U7 Lb— b aN L TEINEZRELMETEET, 2H41E. ARMT 7 L— ki
WADGENH D T30, 250 BIIZARIGEEICERTx 7,

®M20:7FUr—> 3 nhE

Contiguraton

Configuration

T % 0% % % % %Y %%

M E TR NN

Y

FEALDFTT v a s id, ARTE AT £, RIHEZRLET,

o [##5%4 (Configuration Name) ]: [DELETE FAULTY FTDJ ([7 7 4/V MA] (Default value ) ] :
YES)

A= T 7 MHIZ, #T L\ threat defense virtual A > A & > A3 (L@ L, Management Center, %&k7H3
K LT=56. ZOA4 7 3 2HDW T, Auto Scale Manager 3% @ threat defense virtual A > A & >
AEREFT 20, HIBRT 202K ELET, [TV (Yes) ]: BEED H 5 threat defense virtual % HIER
LET, Wz (No) ]: Management Center (288 TE 72 5A Th, threat defense virtual £ > A &
VAERRFFLET) o

» Function App i€ CTl, Azure U 7 A7 V7o a7 78 ATE b 2—%—F, T XTOEK
( Tpassword] 72 EDEX 2T RUFHNEHZ L TWILERZEL) 27 VT 7TF A MR TR R TE
i‘a‘o

ZORIZETH X2V T 4 EOBENHIHE (& 20X, Azure Y7 A7 U 7 a UMD

RVHERR 2 R —HF—[TIAF SN TWDHHE) . = — ¥ —(3 Azure D Key Vault h— E 2 24 L
TRV —=FER#ETESET, ZOREETDHE, BHEORETZ YT TFA MO lpassword) & A

T 500, 2= =X, RNAT—FPRFEIN TV D Key VaultlZ Lo TR SN2, EF =27
R F AT D2MERH Y £,

GE)
Azure D KX 2 AV MERB LT, 77V — g 0T — 22 R#ETHZODORANT T 7T 4 A%
RO TL &N,
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RET LR 7—ty FTOHIAM O—LOFEE .

RETL VR —Lty FTOIAM O—)LOEE

Azure Identity and Access Management (IAM) (%, Azure Security and Access Control ®—#8 & L
THEHSN, 2—F—D ID ZEFHB L OHIE L ET, Azure VY —AD~ 32— FID IE
Azure Active Directory CTHEIMIZ~ R — K ID 2% Azure — B R |[ZHRE S E T,

ZHIC R Y BIRIYRRREGE e 7 A AE D72 < Th . Function App 2MRAE~ v A — Lty
~ (VMSS) ZflElTs £,

FIE

ATYT1 Azure R—#/LC, VMSS IZBEI L £,
AT T2 [77&RHI# (IAM) (Access control IAM)) 1% 7V v 7 L¥7,
ATY73 B (Add) 1227V v 7 LTr—AOHYYTEBEMLET,

ATy T4 [m—LE Y Y TOENM (Addrole assignment) ] K v 7 7 ot [#:FEVERFE (Contributor) ] % HE4R
Li‘é—o

AT TS [T 78 ADE Y Y TH (Assignaccessto) | K2 7 # 75 [Function App] Z 4R L £7°,
AT 76 threat defense virtual Function App % 3%#R L £,

21:AIMO—)LDEY X T

Add rele assignment

Role asignments  Deny siagrments  Classic administratons Robes

ke, . S gl
ot 1

ATy 7T [1B%E (Save) 1227V w7 LEd,

GE)
¥ 77 threat defense virtual f > A X  ADEEI L TR WD & HHERT AMLENDH D £9°,
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. Awre X2 ) T4 IL—TOEH

Azure EX 1T 4 0IL—TDEH
ARM T 7 L— M, BHA L XA —T oA AT —EA L Z—T 2 A ZAFD 22D F =
VF 4 JN—T2ER LET, BHEX= ) T 0 7 —7%, threatdefense virtual 7T 7 7 ¢
BT AR N T T 4 v I DREFALET, FEL, T—FA X —T A ADEF=2Y
TATN—TITT_XTCON T 74 v 7 HHFA LET,

FIE

BEO MR LT AU A —2 a0 D=—X 2 SNWTEXF 2T 4 A —TON— L EWERE L F1,

GE)
T—HAHE =T oA ADEF2 VT 4 7NV —TL, D7l b —RKRFZ P NEDSSH 77 4 v 7
AT AMLENDY ET,

Azure Logic App D E#7

Logic App IX. Auto Scale #HE ™ Orchestrator & L THEEL £9°. ARM 7 > 7' L— MZ L - TXA
7V kv Logic App PMERSNVET, 2077V r—a & FEITEE LT, Auto Scale
Orchestrator & U CHERET 5 72 DIC LR F M A TRt 2 MR H Y 7,

FIE
ATy F1 VARY MU M5, LogicApptxt 7 7 A /L &E T —H /LY AT AZHEIG L, kDX HITHRE L £,

BEE
FIAZ T _XTHRATHAEL THORATLTIZS VY,

FEOFIEIX, ARM 77 L— N TITHBE LI 72728, Logic App D&t& CHEBINCT » 727 L— R T
TET,
a) WZH: TXT® [SUBSCRIPTION ID| Z#f&5E L, 7 A7 U7 a v IDERICEES L F5,
b) W TXTOD [RG NAME] ZMBEL, VY —ATV—THIZEEIHRZIET,
c) #ZH: 9XTo [FUNCTIONAPPNAME] % f#% L, Function App 4 (Zi& & #ix £,
OB, LogicApp.txt 7 7 A LV DITO—i &R L TCWET,

"AutoScaleManager": {
"inputs": {
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVME/providers/Microsoft . Web/sites/FUNCTIONAPENAVE,/ functions/AutoScaleManager™

}
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Azure Logic App D E .

}I
"Deploy Changes_to FTD": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
"'/subscriptions/SUBSCRIPTICN ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPENAVE/ functions/DeployConfiguration”

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE/ functions/DeviceDeRegister"

}
}I
"runAfter": {
"Delay For connection Draining": [

d) (EE) MV AT—RRZERET DL, T 740 ME (5) OFFICLET, Tk, Auto Scale HEFED
EWIC b U A — SN2 T, ROBIE, LogicApp.txt 7 7 A L DITO—¥Z R L TWET,

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5

b

e) (EE) FLA T 20MERET LI, 7740V ME 5) OFFICLET, ZhuEx, Ar—nA v
EAERIZT A 2 ZHIBRT 5 RiIIZ, threatdefense virtual 2> S EEfFOEEFE A K LA L4 B EFRIEIRE T,
OB, LogicApp.txt 7 7 A /L DITO—i &R L TWET,

"actions": {
"Branch based on_ Scale-In or Scale-Out condition": {
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

f)  (EE) 7—nNZorREmET 50 7740 ME (100 OFFICLETS, Zhud, A7r—nA7
7 h5E THIZNO ACTION % 3 T9 5K T9, IROBIIZ, LogicApp.txt 7 7 A /L DITO—#Z R LT
WET,

"actions": {
"Branch based on Scale-Out or Invalid condition": ({
"actions": {
"Cooldown time": ({
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. Azure Logic App D E#H

ATvT2

"inputs": {
"interval": {
"count": 10,
"unit": "Second"

GE)
IHNHOFEIT, Azure R—Z A NDH HEITTEET, FFMICOWVTIE, Azure D R¥ = A2 b &SR LT

<TEEV,

[Logic App=— R & =— (Logic App code view) | IZBEIL, T 74/ FONEZHIBRL T, fWELE
LogicApp.txt 7 7 A WV OWNEZHE 0 £H1F, [fR1F (Save) 127V v LET,

R 22: Logic App 21— FE 21—

w

@ MO-lgC-a0p | Lo 20D code e
¢f» fidv-logic-app | Logic app code view

.......

[
- Ml 548 1]

B Dugrost semegs

AT v T3 Logic App #1#7FT 5 L. [H%) (Disabled) ]MRAEIZ72 0 £7°, Auto Scale Manager # B ™28 515, [A

2t (Enable) 1 %227V v 7 LET,
23: Logic App DE 1L

TR 1 i, 56 acson
Criaed
B aciyiog
u dehang B Anse Enterp 0 seceusiful, O aded
Access controd (A
o 60 Te- aat-dad -Bad-DL IEDAREITES
-
¥ Diagrone and solee problems Summany
Development Tooks Srigger Actions
& Loge g deignes RICURING count
Recarence 36 acharn
Loge agp cede vem e
W Fuamg ey § it
ke FORLLATION
PR p— Evalusted 2 bmes, fred 1 mes in the st 24 hours
B Raease scee

ATV T4 AT HE, XA OFETHRBBAINET, [ETFH Running) | AT —X A% 27 V7 LT 7T 4E

TAERRLET,
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threat defense virtual D7 v 74 L— K .

24: Logic App DEFTAT—R X

2| Rums history % Logic app nan
4 -
E Eacumenoe L]
J' -]
-+, [EEE——— ™
St e - |
¥
g s L
- . o ™
l °
) L L
\l' o
| [ &
J .
B o rscmes s et )
.
-] ("
|-~ — DUl - Ly "

AT w75 Logic App BEEENT 5 &, BABEEOT X CTOFIENZET LET,
AT 76 threat defense virtual f > A X ADMER EHTWD Z & % VMSS THER L £,
25 : 28 O Threat Defense Virtual 4 > A3 > R

e > fidv-mas | instances

0 fedv-vmss | Instances

--------

LY

B amirieg Hame Status Hisalth state
‘Access control QAMY O e @ Creating (Rusring)

# Tg 0D v @ Creating (Runeing)

& Diagnase and solve problems O @ Creating unning

Sattings
B instances
& Networking
# Seating

= sworage

ZOFITIEE, ARMT 7 L— FORERMT MminFtdCount'] 7% 3] IZERE S 4, [initDeploymentMode] 2%
[BULK| IZRESNTWAH =, 3 DO threat defense virtual A > A X » AR EEN X E T,

threat defense virtual D 7 v 745 L— K

threat defense virtual 7 v 77 L— R, i~ A r—Lt > b (VMSS) DA A =TT v
T — RO TORYR— I Ed, L7=MA-o T, threat defense virtual 1% Azure REST
APl A VB —T 2 A AN LT v 7 7L —RLET,

)

GCE) fEEDOREST 7 74 7 2 h%&fEfH L T threat defense virtual 7 v 77 L — R TC& 7,
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. threat defense virtual D7 v 74 L— K

1R BHHEIIZ
o T3 CAFAJEE/ZR HT LU threat defense virtual £ A — " —2 9 U ABS L9 (B :
650.32.0) .

s LD A —)bt >y FOEBICHEHA T2 SKU #H45 L E7 (# : ftdv-azure-byol) .
s U =2 N—F LR~ A — Ly M EBRIGLET,

FIE

RATYT1 TP TROURLIZT 7 EALET,
https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0
ATY T2 [/3F A—4% (Parameters) | &7 ¥ a AZFEMEZ AN L £,

26 : threat defense virtual®> 7 v 7% L— F

imeters e eiroptane’  FrdAs MR

: Body

v bl Msich o e ok

AT w T3 #H L\ threat defense virtual £ A —/3— 3 > SKU, kU #—RUN Z&Tr JSON A% [AX (Body) ]
v a I AN LET,

{

"properties": {
"virtualMachineProfile": {
"storageProfile": {
"imageReference": {
"publisher": "cisco",
"offer": "cisco-ftdv",
"sku": "ftdv-azure-byol",
"version": "650.32.0"
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Auto Scale A 2w & .

ATv T4 VMSS RETZZFAND &, Azure 7> S RIDISE N K > TEx F 1,

LA A—=TF, AFr—T v MEEO—E L L CTREI X5 H LV threat defense virtual 1 > A X 2 A&
THEAINET,

o BEAF D threat defense virtual f > A X > AL, A7 —bEy MIFEELTWAM., 7WY 7 v o =T A
A=V EEH LT ET,

« BROEERZ EEX L, BEAED threat defense virtual f > A X LV AZFEITT v 7L — R T&ET,
INEITHITIE, VMSS D [T v 77 L— K (Upgrade) | AR¥ > %27 U w7 LET, #R L7 threat
defense virtual f > A X U ARFEE) SN T, Ty 77 L —RENET, 777 Lb— RS threat
defense virtual £ > A X V AT FE CTHEEB LS OHBRET A LERL D 9, COREFHREINE
A,

Auto Scale A<~ v 4

A=A r)wy
ARM 7 7 L — b4, Threat Defense Virtual Auto Scale V' V = —3 3 VIR Y V— R & &
BT A0S NET, ARMT 7 L— FDERFIZ, A=V 7 X Y v 72RO
FTarndbnET,

« CPU

«CPU, AFYU (IR—T a3 670K .

A\

GE)  CPU A MU wZidAzure 225, AE VU A~V v 7 (% Management
Center 2" HIUEE S NVE T,

AR—jL7o ATy Yy

* POLICY-1 : % & 3N 7-HIMIZ. LT hh threat defense virtual D AR IN A 77— LT 7
FLEWEZBEZDEAT—AT U BRI H—ENET, [CPU, MEMORY] A7 —
VoA N w7 2ERTHEE. Ay —AT 7 LEVEIZ, A —Lty NNOEE
@ Threat Defense Virtual -] CPU E1=[F A€ VAR T,

« POLICY-2 : 3% SN=HIRIZ, R TD threat defense virtual 7 731 A DIFHEJE RIS A A —
NTURLEWVMEEZBA D EAr—NVT U MR M) H—SnEd, [CPU, MEMORY |
A= Tk M) w7 EBERT 56, A7—AT U FLEWEIZ 25—ty A
D F R T D Threat Defense Virtual 7 /31 A D) CPU £z & ATV FEHETT,
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. Auto Scale DAFX LT ET N Y

RF—lL4oayy

L

o BOE SNT-HIRIC, R T O threat defense virtual 7 /34 A D CPU il R 3G E S 7= A
r—nA v LEWMIEE Flalo 724, [CPU, MEMORY| A4 —U Y7 X NV w7 Zfli
AT 2548, 27—ty FRNOT T Threat Defense Virtual 5734 A CPU $ &K U A
FUMHHER, RESINTHIBICRESNIZ A —LA V LEWELZ FlES &, CPUDHA
17 73 B¢ /N Threat Defense Virtual 2388 T HIZER SN FE T

:I:n
[=]
LT

o A — LA VA — LT T MI1OToThbRET (DF Y —FEIZ 1 OO threat defense
virtual 72U DA — A CETZIIA =T T hENET)

* Management Center 2> 5525 L2 AT VIHBRED A MY v 7%, BRFICEHR SN2
AR, BENRAT Yy 7Y ay NPT IUETT, LEER->T, Ar—U 7%
WETHBRCAEY A N w7 ETEEET L LT TEETA, BEAKICAEY DHOD
AN w7 BERTLIA TV a s iddb o A,

Auto Scale DAX > 5 & TNy 5

P—R—L 22— KDL AV R—F ML, MBOOX LU T AI=XLBHY 5, F/-.
aEZT ) r—var A YA MIT ) vy SnET,

o fHl % D Azure DO v JHFRRTEET,

27:Azure BE% O 4

[ e ——

fedv-function-app - AutoScaleManager

* Logic App & ZDflx DA R— 2 FOFATZ LICFAKO R 7 2 FRTE XY,
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Auto Scale DH A K541 L HIHEIE .

28: Logic App DETO Y

o i e
.| Runs history < % Logicapp run

£ Retresh

= = L g -
a \
L]
EC'\«- # Scabng s Reguired or Not o
—
L] o
[ P B || Wk S e &

o 0o 0o 00 0 0 0 0 0 0

« MEEZRGAIE, LogicApp CTEITHO X A7 O ToiFILEITK T TEET, 2L
WAEFELTH D threat defense virtual 7 /34 ANEENE /21T T 5 L. —BMEDORVIREEID
ZAQL/B 3

s BFEITETNTME 2 D H AT T Do T2 REfi]IZ, Logic App THERR CTX £ 97,

e FunctionApplE, ¥iL\zipZ 7 v 7/ me—R$T52 L TWHOTHLT v 77 L— RTEET,
Logic App ZfF1E L, 3 XTDOX AT DFET ZfF-> TH b, Function App &7 > 77 L —
]\‘\[_/i‘j‘o

Auto Scale D HA K54 > L HIFIEIE

threat defense virtual Auto Scale for Azure Z3E AT 2E51L. IROT A KT A4 > L HIRHFIEICE
BELTLEEN,

o (RN—=U g 6.6l Ar—1U 2T OPEIL, CPUMHARICESEFT,

o (R=Var 6Tl Ar—1U 2T OWREIZIE, CPUDLDFEHAR, F7/21L CPU & A
TV OFEHALREFHTX EI,

» Management Center D F B3 V3C9, Device Manager 1V 7H— s I TWEHA,
» Management Center (213737 U » 7 [P 7 KL ARME T,

« threat defense virtual E¥ A > X — 7 = A AL, TV w7 IPT RLAZFSOL I ITHERE
nE7,

cIPVA 2B AR— s ENET,

» Threat Defense Virtual Auto Scale for Azure |3, 7 /NA AT V—FI@A S, Ar—nNT v
I & 4172 Threat Defense Virtual f > A% L AGE INDHT 7B ARY »—, NAT R
V=, Ty N T A AREREORED A Y AR —F LEF, Management Center % fifi
HALTCT AR AT N—TOREOHRERTEET, 71 ABFFOREFIHR— FENT
WEH A
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kST a—
RIZ. threat defense virtual Auto Scale for Azure D—#¥HI2 =T —>F VUV F LF Ny T vk
ZRLET,
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cARM 7 7 L — F D ANBIHEREIZR SN TV A=, ANEZIELLBIET DI —
PF—DELTT,

* Azure FEEF X, Function App BREENOMEIE T — & (FBLE 0 7 A UEHRSC/ AT — R
E) 7 —r 7 XX MNEATHERTE £7, AzureKey Vault r—E 2 ZfEH LT, B
VT4 T TR ERETEET,

cBEOLEHE T, TTICETHOA VAZ L ATITHBICKB SN E A, ZHEITH LWL
THRARZDOHRIEENET, ZOL I REFIF, BFOT A ACFHTT v a$D
VERDHY ET,

cHEEDA U RAZ L ADBREEFHTERH LTS & S ICRERRE LEBAE. 2b0
A VAR AR =Y T TN—TNHHIBE L, il VAZ U RICEE XA L
EHEREL £77,

Ta4Y

« Management Center ~D eI Z T 5 : Management Center O IP £ 72131 71 U1 % He
7 LT 72 &V, Management Center 23 fEFERAE F 721X BERRIRIETH 2 0 ER L £ T,

threat defense virtual |~ SSHEE T 22V - M/ XA T — R8T 7 L— F &4 L T threat
defense virtual IZTESI N TWEDHER L ET, X =V 7 4 J/—7"T SSH #2035 il &
NTWEDIERLET,

o— RART YDA~V AF = v 7 5 — : threat defense virtual 237 — X A VX —T = A A
DSSHIZIGE L TWONERLET, EFXF 2V T 4 I N —TORELHRLLET,

N7 7 47 OME: o— FXF % L—/ L threat defense virtual Ti% /€ S 417~ NAT /L—
NBEORZT 4 v I N— e LET, 7o 7 b—heeXa2 VT 4 7 —T—)b
THRAEEND Azure [RAB R N =0/ T2y MF—F T = A OFEMEHER LT,

« Threat Defense Virtual % Management Center (2% C & 721 @ %1 L\ Threat Defense Virtual
T NA ANTHKHET D 72891 Management Center DX EZfER L E T, 74 B AZMERL
%7, Threat Defense Virtual 73— 2 > O B2 R L £ 7,

» Logic App 73 VMSS IZ7 7 B ATE 72\ : VMSS @ TIAM 2 — L% ENE LW VR L £
R
« Logic App DFEITHRRINETE 5« A —/L7 U h 17 threat defense virtual 7 /31 AT

SSHT 7 & A % i L £ 7", ManagementCenter T7 /31 ABEROME AR L £, Azure
VMSS C threat defense virtual 7 /34 A DIRAEZ fEFR L £ 77,

e T 27U g IDBRED Azure Bl iD A0 —T5— . T AT NTCF 74N hDOY
TATZ VT a rBNEREINTWAZ EE2ilERLET,

. Azure T Threat Defense Virtual 0 R



| Azure T Threat Defense Virtual 0 E R
Y—R 33— FH 50 Azure BABIDIEE .

o 27— A VEMED KL Azure TDOA A X 2 ZAOHIRICIZER2 D 2 EnH 0 £
To TOXIRIRWTIE, AT —NA VEMERZ A LT 7 ML, =7 —BHESNET
D, FHENIFA VA X ARHIBRSIVET,

« XEZEEET DA, Logic App ZHENIZ L, FEITHDOTRXTOHX AV N5ET T 5 F TH
%\iﬁ—o

Azure GWLB JEEBH % fi ] L 7= threat defense virtual HE) A &7 — 1 o 7 HICREDN A LIZE D
NIy a—T 47Dy MIKRDEEBY TT,

*ELB & GWLB O BHEAfT I /58 L £ 7,
«GWLB CEFMTa—7 DOATF — X AR LE T,

o threat defense virtual DA L F—T7 =2 A AB L OGGHA LV X —T =2 A ATrT 7 4 07
Tu—%ZE LT, VXLAN % EZ R L £1,

X2 UTF A TN—TDON— VAR L ET,

> ~ 3 o
Y—RXO— KH 5D Azure B DIEE
SRTLEH
* Microsoft Windows & A2 kv 717 v~ v/,
« Visual Studio (Visual Studio 2019 /X—< 5 > 16.1.3 TT A M FH)
A\

GE)  Azure BIEUL C# AR L CREIR S E T,

o [Azure BR%] UV —7 o — K% Visual Studio |24 > 2 h—/L T B UERH Y £,

Visual Studio ZfEA LF=EIL F
1. lecode) Z7ANFru—HN~<vAlFyra—RLET,
2. [FTDAutoScaleManager] 7 # /VZIZB8E)I L F£7,

3. Visual Studio TF’'m =7 b7 7 A /L [FTDAutoScaleManager| % B & £9°,

Ea

7V —rT7 w7 LTCEN RTBIZ1%, Visual Studio DIEEHEFNE A L £,
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. Y—Ra— KM 5O Azure B DIEE

29: Visual Studio E )L K

] FTDAutoStaleMansger

O Fe Edt View Project | Buid | Debug  Test Andye  Took  Edensions  Window  Help

B Build Salution 13

[5-2@ s
Rabuild Sohution
Clean Sohution
g | Run Code Analysis on Soluticn AltsF11
—using System; + P .
Build FTDAwtoScaleManager hift+F6
using System.Threading = DL S
using Microsoft.Aspiel Febuild FIDAutoScaleManager Solution FTDAutoScakeManager (1 o
using Microsoft.Azure, Clean FTDAutoScakeManager = )
using Microsoft.Azure, '
% Pack FTDAutoScaleManages b 25 Dependences
using Microsoft.Aspiel b
using Microsoft.Exteny &  Publish FTDAutoScaleManager i ke
using Microsoft.Rest.f ; “giignoce
Batch Build.. . i
using Microsoft.Azure) b€ Arure Operations.es
using Microsoft.Azure, Configuration Manager_.. £ FMC_Operations.cs
ing Mi - = fidssh
using Microsoft.Azure, Configure Contiwosss Delvery fo Az B8 dss. e
using Microsoft.Azure &7 hostjson
using Microsoft.Azure, Managesent.Monitor; b o Managercs
using Microsoft.Azure.Managesent.Monitor . Madels; b oo Unses

using Microsoft.Azure.Management . Network;
using W ntClient = Microsoft.Azure.Managesent Network.Netw
using facAuth;

5 /% Scaling Logic:-
* If current Scale set capacity = @, Start Scale-Out (increase VM count by 1 or by "MIN_FTD_COUNT' duration based om "INITIAL

* POLICY-1 : ScaleDut : If any VM's average usage goes beyond "SCALE_OUT_THRESHLD® for PLING_TIME_MIN' duration and curr
* POLICY-2 : ScaleOut : If average usage of scaling group goes beyond 'SCALE_OUT_THRESHLD® for 'SAMPLING_TIME MIN' duration
* Scale-Tn = -

1§ all the VM's averame wsape enes helow “SCALF TN THRESHID® for 'SAMPIING TIMF MIN' duration and curcent scale
o issues found o i *

BV RABIEFIZa 31 LSz 6, \bin\Release\netcoreapp2.1 7 + /L 7 I8 L £ 7,

TRTONFEZRINL, FEIESL (Sendto) |>[EHE (ZIP) 7+ LA (Compressed (zipped)
folder) | DNEIZZ U » 2 LT, ZIP 7 7 A /% ASM Function.zip & L CIRTF L 7,

[ 30 : ASM_Function.zip D E )L K

» ThisPC » Mew Volume (0) » gt repo » cloud autoscale » Azure » FTOV » Code » FTDAutoScaleManager » bin » Debug » netconappll »

Name Date modified Type Sare
L2
I m AutoScaleManager 13-05-2020 07:56 PM File folder
bin 13-05-2020 0756081 Filn fnildae
A ConfigureFtdinterfaces 1305200007 Pinto Quick access
* CreateStaticRoutes 13-05-202007, & Add to VLC medis player's Playlist
* DeletelnRegisteredFTD 13-05-202007, & Play with VLC media player
DepleyConfiguration 13-05-2020 07, o Move to OneDrive
Catikiinn DeviceDeRegister 13-05-2020 07 7-Zip >
DeviceRegister 13-05-2020 07, CRC SHA >
e wg:nunnprm ::., :i o @ Cisco AMP For Endpoints >.
FedSeakiOut =i Sendto > O Bluetcoth device
GetFtdPubliclp 13-05-200000  Cut 1 Compressed (zipped) folder
MinimumConfiglerfication 13-05-202007  Copy I Desktop (create shorteut)
WaitForDeploymentTask 13-05-2020 07, Paste [i Documents
b = thetadidiocomely Create shorteut 9y Erceeciplent
[ FTDAutoScaleManager.deps.json e 4 Mail recipient
5 o hastjson > i TR
4 Properties
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Azure Virtual WAN ~ Cisco Secure Firewall Threat Defense Virtual 0 &5 .

Azure Virtual WAN ~ @ Cisco Secure Firewall Threat Defense

Virtual ) & RH

Azure Virtual WAN T @) Threat Defense Virtual D&

Microsoft Azure Virtual WAN TlX, [T TV RAR—7 | 7T—F7 7 F ¥ PEBEHINLTEY,
SEIERFEARY NV —2 LT T TFur—a b BRKONT T 4y IV EEBRTEET,
Azure Virtual WAN PN Cli3. Threat Defense Virtual & Azure Virtual N7 & #E&9 25 2 & T, Mk
DAL TVIRA (RR—2) Ry bU—2 (Ktt, 77 0F, VE—ha—HF—7RL) 1%
BENTZNT T4y I PNTEHBEEL, Azure %> bU—727 ED VnetlZ7 7 & 2 F 5RO
M7 E A NR S 1T 0 £9°, A L. Threat Defense Virtual #AE% 7 7 A4 7 U 4 —/L &
LTHEHTHZET, EHOBERT v XV EN LRy NU—2 N T 7 40 v 7 OFHE R,
TUNE) T BXOV—F 4 U IRESITR0 £7,

)

=)

R—FSNTWET,

Azure Virtual WAN Tlt, A > F—7 = A AN 3 -2721F @D Threat Defense Virtual iE A E 5 /L7935

Azure Virtual WAN 2~ 7' |Z Threat Defense Virtual # B9 5 &, kDO L 5> R mE2ELNET,
NI SN AR T 7 AT VA VY a—a r&2RETDHNENRR,
« N — KXZ >4 (ILB) @ Azure DA IALEREZIEHA TX 5,

 BEARFOFRIERINTZHEILL DA VAF LV ADRr—1) T,

Azure Virtual WAN _£ @ Threat Defense Virtual Zft L= ST 4 v o IL—F 4 245
AzureVirtual WAN TD S 74 v DIL—T 4 V5%

Azure Virtual WAN [X, V—TF 4 V7T —T NV EEICEFRBLIOEFE LN S, B2 D Azure
Iy NI —VRBIThT 7 4 v R ETDHEDDKEERL— N PRET DDIESEDEA T
Sy NN—TF 4 Fa haLThHR—F—F— A Fu ha)L (BGP) ZiftL ¥
T, B WAN  NT1E, BGP =2 KR4 > b (EaHMEH) LRV AT %S (ASN) @
ty FERMLET, 5L, Management Center C Threat Defense Virtual ™ BGP R /N—
ELTRHRETHLENRHY £,

ABT 4w V=T 4 7 R &EEH LT, Threat Defense Virtual T/L— k& FETRET D
L TEET,

Azure TON—T 4 T OFEMIZOWTIX, Azure RF¥ = A > F@D TBGP 35 L Y VPN Gateway
[ZOWNWT) ZZRLTIIZSN,

W—T4 204 >T2Fk

Azure T Threat Defense Virtual O & RH .


https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-bgp-overview
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-bgp-overview

Azure T O Threat Defense Virtual DB |
| BEEIET

V=T 4 U TA T v M, BMEDT-OIZANTIZER] X172 Threat Defense Virtual 7 7 1 7
T —IIA B =y NN T T4 v 7 T TANR— N T T 4 v I HRETH T X
Zf#FEbT 5. Azure Virtual WAN N7 DJIL—F ¢ v T RERE T,

FEAR 2OV TIE, Azure R = A > h O Routing Intent [#£55] # 2 L T &V,

VATLEH

Rir—\) OB

BRAN—T> N ERT L DICNE R A — 1 7%, Azure Virtual WAN ~7 TOJE
BRIZBIR £ 72 135X E T 5 Threat Defense Virtual £ > A X A (NVA) OV A XL »THE
e ET,

{5 : D3_V2 ¥ A X® 2 -2® Threat Defense Virtual 4 > A % AT 3.2 Gbps % 7R — h a[fg7245
4. NVA Z/L—7 > iZ Scale-Unit-4: 32Gbps & L TEFS N ET,

RI:A VAR AL A TIZE D Threat Defense Virtual A)L— T kLR JL

AR — VBT Threat Defense Virtual |4 > X4 VX 84T |ZRIL—Tvy FOHYHR—
AR VA LA
4 2 Standard D3 v2 3.2 Gbps
10 2 Standard D4 v2 4.8 Gbps
20 2 Standard D5 v2 12 Gbps
40 3 Standard D5 v2 18 Gbps
60 4 Standard D5 v2 24 Gbps
80 5 Standard D5 v2 30 Gbps

HRE18

A7 —(4R

NVA CHR—FTEDEXY NT—F L X —T 2 A AFTH| K3 DETLEV I Azure DRI
£ V. Azure Virtual WAN N7 ® Threat Defense Virtual TiX, EBREHIC3 > DA v X —T = A
AR HR—FENET,

Y

GE) 3o A v H—T A AT /)VEVIHR— FT 5 Threat Defense Virtual /X— 3 > 7.4.1 LI,
Azure Virtual WAN D JEH & AHIERH Y £77,

Threat Defense Virtual x> "V —27 f LV Z—T =24 ZAD 3 OOF T Xy MIKOLEBY T,

. Azure T Threat Defense Virtual 0 R


https://learn.microsoft.com/en-us/azure/virtual-wan/how-to-routing-policies

| Azure T Threat Defense Virtual 0 E R
simsm |

cEHEAUA—T AR : XTI IPT KL RA%MHH L T Threat Defense Virtual %
Management Center |Z#6i 3 2 RHDA V2 —T A X T,

e S\ ERA R —T A4 R (WhZE) : Threat Defense Virtual ZEf CX 27 Y w7 I[P T K
VAT 2 2BBDA 3 —T (4 R TY,

cRERA B —T A4 R (W7E) : Threat Defense Virtual % {4 WAN 7 128%6e L, 1548
T&L7STAN—=FIPT RLVALDKRA MRy N =7 NICEHT 5 3FBDA 04—
A (7 S G

2y bI—OREF7TS4 72X (NVA) & L TO Threat Defense Virtual

IZ . Azure Virtual WAN @ NVA & L T® Threat Defense Virtual D% > = 7 — 7 ¥k BAE 4
DEREREEZ R LET,

« Azure Virtual WAN ~® Threat Defense Virtual O JiBIRFIZ . Azure DINEF T VNet & 37 ¢ v
FAOMERE SN D720, BIOTZETHIC VNet &7 %y EEFE LY, /ERRLIZVIET
TFEFA, L, BRRBRICA VAZ LV RAIZEHREIN TS TRXTOIP T L AZERR
TEET,

e AU H—T 2 A ATLIZRX Y NT—F X2 UT 4 T —TOR— MIBERTEETA
B, FNLOR— MIBHRHIERIERINE T, BHA VY —T =2 AT, U H—F
MZEEGE TE A DI, TCP AR— k 443, 8305, BL 22 DA T,

e WHEA v #—7 = A ATIE., Azure Virtual WAN /N7 & FHUTER SNV TWANEA v
U — 7 NOWBEDIHFF ] INET,

Azure Virtual WAN 7\ 7 @ Threat Defense Virtual ~® 7 - + X R

BHANRY V=R N—THTH~F—Y KT TV r—varE LTINATICERESN TV
Threat Defense Virtual f > A X LV AILT 7B AT 57D OEKBENLETT, EEEL. 0%
B Y — AT N —T~OREETIIHIBRIE T 7 AR5 TEET,

Azure ¥ X — RT7 U r—vait, ~(%— RT7 7V r—2ar~DT7 VB AR EFRTE
DYX AR EA L (NT) 77w AKREZ IR L 97, IT OFEMIC OV TIE, Azure O K
X2 ALRD TAzure ¥ %= R7 XU r—2 a0 O | BXR Py A M v XA L] &
ZRLTLEE,
IP 4 HR— bk

cIPVA 2R AR— T ENET,

HiR— b Shg L iae
*Day /WAL LT —ZIZE DT — AT v FIEHR— I TWERA,

* Threat Defense Virtual &, Azure ~D A M) v 7 DA MY —3I T %P HR—FLTWNER
/‘/0
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https://learn.microsoft.com/en-us/azure/azure-resource-manager/managed-applications/overview
https://learn.microsoft.com/en-us/azure/azure-resource-manager/managed-applications/request-just-in-time-access

Azure T O Threat Defense Virtual DB |
B« ro—» rkoo

R =T N T VAT AT A AT ORI LD~ DT v 77— KRR —
FENTWER A,

¢ Threat Defense Virtual ~® SSH ¥ —~_X—20a 7' A |IHFR— SN TWEHA,
*PAYG IV R— FENTWERA,

SAtoIUY

VA Av— K FGA VLA TH T NEFEHT S BYOL,

v cJ—5 kAROD

Threat Defense Virtual 1. Azure Virtual WAN N7 DO NVA & LT, AV F—F v b, TTF
(A BF) . FEEFVNETREDEESERA VT LIZARY NI =7 (RR—7) b7
FRBTOIRY NT—T NI T 4w I N—T 4 T ERELET,

Xy MU= T T4y I PRERTDHRT T 4y 7 — ME RO FARB DI ENET,
*East-West : 77 FnbH 77 T
* Bast-West : VNet 7> 5 VNet
e North-South : 77 ' F b A U Z—Fw b

* North-South : VNet 254 X —% v k

(G¥)  ThreatDefense Virtual Z /1 L7z 32—y kB VNet £H=IE TS OF~D T 7 4 v 7 )b—
T A TFY AR = FEINTWERTA,

GE)  Azure V—2 a BRICEBEO N7 2R L, I8 WAN IZHi C& £9°, F7-. East-West
L OXNorth-South b T 7 ¢ v 7 2 Ol B @ Threat Defense Virtual 28> X 9 IZENT 2R E
TEFET,

B —{x*8 WAN 7\ J TO Threat Defense Virtual IZ & % North-South k5 7 4 vV &&E RO D

O RNRa UL, WOMEBINTS 3%y NU—2 NT T 4 v 7 ZRAET 5 Threat Defense Virtual
M LET,

IR WAN N T IZEER SN TWA 7 Z o F & VNET., BLOZF D,
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rvto—s r#os I

31: Azure Virtual WAN 7\ J 0) Threat Defense Virtual North-South 5 7 14 v 2 & RO

North-South (Branch to Internet)

2 Internal Load
@ Balancer (ILB)

eat Defense
irtual instan P

1 (VA T) (NVAZ) (\5
& y s T,
.’ Site-to-Site IPSEC, ExpressRoute or Peer-to-Site .

4
7
H

Virtual WAN Hub Web Server (Internet)

On-Premises Network Azure Gateway

WOFNETIL, North-South N T 7 4 v IZ7MED T 7 4 v 7 70— o v A ZOWTHH LE
—é—o

1. 7 VIAXY NT—=7TAzure 77— bV = AT 7 40 v 7 BFEESNET,
2. F—FUoA5ILBICiESNET,

ILB 7> 5 Threat Defense Virtual (NVA) (2855 S E T,

NVA SNATS (2 &V PIP 284 A Z o 2L S, A F—Fy MIFEShET,

o > W

Web —/X—73 1 L A & A PIP Threat Defense Virtual (NVA) 1Zin&9 5 &, SNAT 23HX
DI, F—F T oA IZERESNET,

6. F—hUzAMNLA T VIARy N =7 IZHRESNET,

B —{x48 WAN /\J TO Threat Defense Virtual [Z & % East-West k5 7 4 v 27 #&Z&E +/RO

ORI, ROMEBI: TS %y NU—2 NT 7 4 v 7 ZRA 7 5 Threat Defense Virtual
EERLET,

o AR WAN NTIZHEEE S CWAH 7 T o F & VNET, B LUZE D,
o (AR WAN T SN2 7 T T £ 721X VNET ~DA V4 —F v b,
32: Azure Virtual WAN 7\ D 0) Threat Defense Virtual East-West 5 7 « v 7 & RO

Z @ kAT P, Threat Defense Virtual 220 L, AR WAN N7 ICEH S L TWAD A M
(70 F&T7T0F) MeE VNETHMEZBENT 5%y NU—27 NI 7 4 v 7 2RELET,
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| IECTCETRN P

East-West (VNet to VNet)

Internal Load
Balancer (ILB CA)

2

Public NIC [o EI Public NIC

Threat Defense Virtual Threat Defense Virtual
instance 1 instance 2
(NVA 1) (NVA 2)

Virtual WAN Hub

WO FNETIL, EBast-West N7 7 4 v I BED T 7 4 v 7 70— B8R ZOWTRBHALE
7

1. VNetl 25 ILBIZ N T 7 4 v 7 REEINET,
ILB CT 2774771 24V AZ U ANRERINLET,
Threat Defense Virtual (NVA) 2>5%85% (VNet2) IZEBEEE SN E T,

VNet 2HILBIZ R T 7 4w 7 NEEESNET,

o c w D

ILB 5. #Y]72 Threat Defense Virtual (NVA) JRBEBIC R T 7 ¢ v 7 NG SN E
T,

6. Threat Defense Virtual (NVA) 736 VNet 1 IZ T 7 4 v 7 BREVIRENE T,
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Azure Virtual WAN ~ D Threat Defense Virtual O &5 .

Azure Virtual WAN ~ @) Threat Defense Virtual ?) E i

Azure ~—/47 v LA A TAFAREZR Azure Virtual WAN [A]1F Cisco Secure Firewall Threat
Defense Virtual %"— " 2 2 {#H L T, Azure Virtual WAN ~~7'|Z Threat Defense Virtual % JEB T
=FE7,

AR &
* Microsoft Azure 7 %7 7 > I, https://azure.microsoft.com/en-us/ C 1 DEHR TE £,

« AR WAN I T ZAER L E T, Azure TORIEANT DIERIZ DWW TIX, Azure D R ¥ = A
VRO INTEEKRT D] EBZRLTIEEN,

A WAN T DT FLAZEMBS 23 LT TH D Z L 2R LET,

A\

Note  Microsoft Azure Tld, 7 R L RZE[EAN /24 OAR WAN 7 3 FF
A EXNFET, 7272 L. Microsoft Tid, S DOMERENREIZ K Y, =
D XD TenT O B & HEGE Lfb\it”/v 7 KL RZEMA 24 D
A8 WAN /N7 T Threat Defense Virtual DJEBR LV R — kX
TWEHA,

* Cisco A~— h 7 H 7> bk, Cisco Software Central CTIERL T F 97,

A\

Note  Threat Defense Virtual f > A ¥ > ZADREH%Z. 4V AZ L AZHHEINTWATRTONRTY v
JIPLTTAR—-KIPZFRRTEET,

BIENR
« HPLA B —7 = A A : Threat Defense Virtual % Management Center (28595 7= 9 12 H
INET,
« NHA > % —7 A A (#ZH) : Threat Defense Virtual % PNHER7AR A ML 5 72 0OI12f#
HEnEd,

e NNERA v H —T = A A (WZH) : Threat Defense Virtual Z /37 Y v 7 %> MU — 7 [T
THEOEASNET,

A—IAR—XF7Y9+tXarrO—)L

BHMRT AT T 4T 41, AzureVlrtuaIWAN v NI =TT 75 4T A (NVA)

& L T Threat Defense Virtual % B3 %729 Z\%Tﬁ—o ZHUZT XY, NVA X, BRI L
TUVX AN TH, B—AR_R—2ADT 7 2 AHIH L ERETEH LT, L2722 Azure U Y —
RNCRBEIONBANZT VB ATHZENTEET, ZOREIFTAZ I FrarZEicl
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https://azure.microsoft.com/en-us/
https://learn.microsoft.com/en-us/azure/virtual-wan/how-to-nva-hub#hub

Azure T O Threat Defense Virtual DB |
B c=us7 707470t

FIEY OEETH Y, RUY 7T 227 Y 7 a o NOIEE O Threat Defense Virtual (NVA) D&
BICE UEBEAIRT AT T 4T 4 ZHAATE £,

EENRTATUT 4T 1 DR

VT2 )T arP) V=R TA—FIZ—BEDID 2ERTH2HLENRDHY £, EHENRT
AF T 4T 4 BERT BRI, VY —ZX T —TRERENTWAZ L 2R LTLEE
A%

FIE

AT w71 Microsoft 74 7 v hD2—H—4 L2 T — K& H LT, Microsoft Azure ;R—# /Lice 74 LET,
AT9 T2 [BEEBXNETATUT 4 T4 (Managedldentities) | 2B L, y—t 2227 Vv 7 LET, [FATUTA
T4 BH (Identity Sync) | X—YRFEREINET,
ATv T3 [{EK (Create) 1227V v 7 LE T,
ATV T4 ROT 4 — N RIZEEATTLET,
» Threat Defense Virtual (NVA) OREBZFHE L TWA Y TRH Y Toar & JY—R J)L—T #iEiR

LEJ., ZDID L, BEBHHYPIZ Threat Defense Virtual (NVA) (ZEIV 4 THL, U Y —R J)L—TF~D
TR AR L ET,

[M VR UZRDEM (Instance Details) | Z AL E9,

AT TS [N (Next) |22V v 7 LET,

ATYT6 [2Y (Tags) | A==—T, XLE/2[4LB] (Name) | & [fE (Values) | # AL E£T,

ATYTT [R~N (Next) |22 Vv LT, BEART AT 2T 47 1« OFFMA R LET,

ATy T8 [HERLTHER (Review+create) |27 VU v 7 LT, BEHMNRTA T T 47 4 2ER LET, HLLE
RENIZEBIRT AT T 47 4 D [BERRT A TT 14T« (Managed I dentities) | X—IIZHEK RS
ET,

HRAL O—)LOERK

YUY —Z2 T N—FFHZI TR Y P ar~DT7 7 RAEERT 51213, Azure U V— AN
Zae—nEzty N7y TEHERERHY £, XX, INHDAzure VY —RIZT 7B A
THIDICHERMERTHER SN —LoERANE TN ET,

FE
ATV Tl Azure R—F VO TR YT g —b R IBEHLET,

ATFwT2 WAL= NVEERT LI TR )T avu2 s ) v LET,
RATv T3 [T/ A JAM)  (Access control IAM)) %7 U v 27 LE7,
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ATvT4

ATy TH

ATvT6
ATvT1
ATvT8
ATv7T9

ATy 710
ATy TN
ATvT12

nzaso—rogyst [

[BA0 (Add) | Fry &2 o VA RT[ARRL O—)LOEM (Addcustomrole) 227V v L%
j—o

WDT 44— FITExE AT LET,
WAL L m— A LG n— O —EOARTE R E AT LET,
e R—RTA LT I RAFA : [StartfromJSON] &7 VU v 7 LET,

[R~ (Next) |27V w27 LT, [BIYHTAREL R (Assignablescopes) | ~— VIR E T,
HENBHOT T A7 V7 a A0 BTHON TS Z L E2fER L ET,

[R~ (Next) 1227 VU7 LET,

JSON ZifREE L, IOMERIZEDLET[T7Y a2 (Actions) | 74—/ REEH L E7,

"actions": [

"Microsoft.Network/virtualHubs/read",
"Microsoft.Network/publicIPAddresses/join/action",
"Microsoft.Network/networkVirtualAppliances/*",
"Microsoft.Network/networkVirtualAppliances/inboundSecuri
tyRules/*"

]

[RE (Save) 1227 Y v 27 LET,
[R~ (Next) 1227 U w7 LT, BAX L a—)LOFEMEMIBLET,

(M2 L TR (Review+create) |27 U v 7 LEd, HiLMERES e —An, [7Y X
(IAM)  (Accesscontrol (IAM) ) 12—V ® [B—JL (Roles) | * =2 —(ZFRENET,

HAREL O—)LOEY LT

HAZ LT —IVEER LTS, Y727 Y FoarEidl) y—A T A—FA BT 65T
WHR—NVEEBMBRT AT T 4T 4ICED SR TH ENTEET,

FIE

ATy T [BERERTAT T 4T« (Managed ldentities) ] <—ICBEIL £1°,

ATy T2

ATvT3
ATvT4

ATy TH

ATvT6

NAB LT —NVEEONTETAT T 4T 4527 Vw7 LET, [TAT 7T 47 ¢ (Identity Sync) ]
N=UNRRINET,

FEAM DA DA =2 =15 [Azure B—)LDEIY BT (Azureroleassignment) 1 %27 U v 7 LE 7,
[B—)LE|Y ZTHEM (Addroleassignment) 1 %27 U 7 LET, [A—ILE|IY L TDEM (Addrole
assignment) | XA 7Y Ry 7 ARFoREINET,

[Ra—7 (Scope) ka7 X UA ML [HWITRY 1T 3> (Subscription) | Z5&R L E3, E
LB RT AT T 4T 41F, TTEYTR2 ) Ty a BN V=R 7 —7 2T b
TNDZEITHEELTIZSN,

BHHNBT AT T AT AICEVLTHIAZ L — L% [A—)L (Role) | Fry FH T U R RnbiE
WLET, 2OV TR VT a VHICHTEIER LTI AZ A — L EB Y Y THNENH D Z LITE
BELTLEEN,
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. Y1)a—3>F > FL— ~ZEHALT- Azure Virtual WAN ~ O Threat Defense Virtual 0 B

AT 71 [R7FE (Save) 1227 Uy 7 L, a— ORI Y TEREFELET,
TATUT AT AIZEHDYTOENTza—/VE, [EENSRT AT 7 47 4 (Managed Identities) ]-X— D
TATUT AT 4 DRICHD [FHIDHBToHN-r—/L (Assignedrole) |5 THER TX £,

RDZRY

VY a—a T b— hEFEH LT Azure Virtual WAN ~® Threat Defense Virtual @ F i
(86 X—2) |

Y ya—avFoTL— +EFEALT= Azure Virtual WAN ~ ) Threat Defense Virtual @
B

WOFNAL, Azure~—7>7 v T VA ATHEATEL Y Va—var 77— bEEHLT,
Azure Virtual WAN {Z Threat Defense Virtual % &2 FiEE R L TWEJ, ZiX, Microsoft
Azure Virtual WAN B2 12 CThreat Defense Virtual = > b7 74 5 FENEONE T4,

Azure DB Y T v T OFEMIZONWTIL, TAzure ODERAZBHET S]] 2L T EEW,

Procedure

AT w1 Azure Resource Manager (ARM) R—#niza 74 LET,

Azure R—Z )V ZiE, T— X B X —OEFHIEMR 2L, BIEDOT AU FeVT 27 ) 7y a 2B
T ONTARERENERINET,

ATv T2 [Azure~v—7% v b7 LA A (Azure Marketplace) ]>[{f8~ < > (Virtual Machines) ] ZIEIZEIR L £,

AFv T3 ~—4 v 7 LA AT[Cisco SecureFirewall Threat Defense Virtual for Azure VWAN] Zf#isE L, ¥ —1E
AZ@EIRL, [fER (Create) |22V v 7 LT[HEK (Basics) | ~—VEERRLET,

. Azure T Threat Defense Virtual 0 R


https://azure.microsoft.com/en-us/get-started/
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ATv74

ATy T5

ATvT6

ATy 717
ATvT8

Y1 )ya—3>FoFL— EEHLT- Azure Virtual WAN ~ 0 Threat Defense Virtual O B .

= Microsoft Azure O Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © | cisco-secure-fw-virtual-dev v |

Resource group * O | v |
Create new

Instance details

Region * © East US v

Managed Application Details

Provide a name for your managed application, and its managed resource group. Your application's managed resource
group holds all the resources that are required by the managed application which the consumer has limited access to.

Application Name * | I

Managed Resource Group * © l mrg-test-cisco-tdv-vwan-nva-preview-20231207100744 v I

[Basics] aX € 2Rk L £ 7,

a) VT ARZ VT a v EBRLET,

b) AR WAN 7 OHER) 70 50T F 72 13 2 8 IR U £ 37, & JRBHIZIZ, AE WAN /7| Threat Defense
Virtual, £ bV —27 A L—=UT AT MeEOEEDOY Y —ARBHY £9, T XTHOY VY —2A
IZDOWTCTR UG 2 B LT D Z & 2B L £,

[ —Y KT 7Y r— 3 OFffl (Managed Application Details) ] DF%E & 5% E L £,

a) WHHRT SV r—ar04iEATLET,

b) Threat Defense Virtual f > A % » 2 & BT HEHIR Y V—A 7 —T 2N L E T,

22— —NE Y TCTEFENRT AT T4 T 4 ERELET,

a) [~ (Next) |27V w2 LT, [NNA7 T4 —2 3 U8E (NVA Application Settings) ] ~<—
EFRRLET,

b) [BM (Add) &2 27 Vv 7 LT, BEMBETAT T 47 4 2H0 4 TET,

) Kmry 77X URARNNE [HITRY Y T3> (Subscription) | &N L, [2—H—IZE|YHT
HN-EEBWMETA T T4 T4 (User assigned managed identitys) | 7 4 —/L R CEHGSRT AT
YT AT 4 TR LET,

d) [EM (Add) 1 %2727V 7 LCEYHETET,

[Tk~ (Next) 1%=27 U v LT, [Cisco Secure Firewall Threat Defense Virtual - NVA] X— U % F /R~ LE T,

(Optional) A J ¥R — kDA [AADEE (Enableingress) | T = v 7Ry 7 A% A2 LT, NVA
~ONBER ST 7427 (ANT)) ZFATLET,

Azure T Threat Defense Virtual O & RH .



Azure T O Threat Defense Virtual DB |

. Yya—>3avFrFL— h%{EMA LTz Azure Virtual WAN ~ O Threat Defense Virtual O BB

ATvT9

ATv 710

ATy 7N

Microsoft Azure 0 Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA  Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create
VWAN Hub @ ( V]
Cisco TDv NVA Name * © [ ciscoTDvNva ‘
Scale unit * © [ 4 Scale Units - 2.8 Gbps (2 x Standard_D3_v2 instances) v ‘
Virtual Appliance ASN * @ [ 65222 ]

[(/NTY) v OI1P7 KLR (PubliclPAddress) | Kay 7% o URA Rk, M NT 7 4 > 7 % Azure
BEBICL—T 4 v 7500 — R A_NT YD IPT RLAZRBIRLEST, ZOXXT U v J IPT
RFL 23 ER L TBLMLERNH DL Z LICEE L TLE &, NVA TAHTHLERH 5T XTOEE
FT7497F, ZOIPTRLAZZ MY RAVRELTHEHLET,

RABANT & NVA OFEEHRELE T,

a)

b)
©)

d)

[VWAN/NZ (VWANHub) | RE v 7 #0722 EosBARER WAN /~7 238 L C, Threat Defense
Virtual 1 &~ AX A& R L £,

JEBA L T\ 5 Threat Defense Virtual 1 > A X > A D@ 24 mi2 AT LET,

J2BA 3% Threat Defense Virtual { o A X L ADEE EF"T H A — VBN ZEIR L F T,

MBI NVA AL—T » F Lr-UL R T 57DV E R Ay — VENZEIRTE £1, =& 2013
ARH—)LEAf - 32Gbps (2X Standard_D3 v2 instances) % BRI 24, FHUCE TR —)L
BRI AIL—TYy b LRI (A VREBVR AL TDRE 1= 2 DD Threat Defense Virtual) % i3
WLET,

Note
2 —)VHNL CliE, N7 2B LT 5 Threat Defense Virtual £ & A % o A% L . BEN T iz
A VAR AR, THERLET,

AT 77 A4 7 > AASN (Virtual Appliance ASN) | Z A LE T,

Note
A9 % ASN i, 64,512 ~ 65,534 OFPANOETH D LN H VY £3,

[k~ (Next) ] %72 VU w2 LT, [Threat Defense Virtual - Configuration] ~— %2R L7,

. Azure T Threat Defense Virtual 0 R
88
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Y1 )ya—3>FoFL— EEHLT- Azure Virtual WAN ~ 0 Threat Defense Virtual O B .

= Microsoft Azure £ Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration  Tags  JIT Configuration Review + create

NVA Software Version * © | 7.4.1-139 v ‘

Admin Password * © l l

Confirm Admin Password * O | ‘

Do you want to enter FMC registration @ Yes
information * © O No

FMCIP* O [ ]

FMC registration key * © | ‘

FMC NATID © [ |

ATwF12 [NVAY 7 b7 =7 /83— 3 (NVA Software Version) ] Kz v 77X 7 U A Mpb, WY AHMED H
HNR—Ta EERLET,
Note
DT 44—V Iz, B L TWA%5d 5 Threat Defense Virtual /X—> 3 > & HHMED H B NVA YV 7
72T NR—=Ta D) ARNBERENET, VA I2L#EYRNN—2a U EBRNLTND I & E2ikER
L%,

AT 713  Threat Defense Virtual f > A ¥ A GEEHRIRY V= AT N—T2T 7B AT 57 DICHEREHE
NRAT— REER L, #ER LET, Tk, Threat Defense Virtual f > A X 2 AT 7 & A9 % 7= DIl
HENbH/3AT— RKTT,

ATv 718 [T (Yes) 15227 U v 27 LT, [FMCEEIEH (FMC registration information) ] % AJJ L £ 7,

a) [FMCIP] 7 RLA&Z AN LET,
b) Threat Defense Virtual f > A ¥ > A % Bk 5 72D [FMCHEEF — (FMC Registration Key) ] % AJ)
LET,
Note
s FMCEEEF—1X, 1 ~37 LFOREFLFHNTHLMENH Y £, ZDF—E, ThreatDefense
Virtual % 3B/ % & &2 Management Center CAJJ L F9°,

c) (EE) A AKX AOXGKRFIZHH & 415 Management Center NAT ID 2 A ) L £ 77,

Note
* NAT ID i 1 ~ 37 XLFOFHFLFHITH L0538 Y . Management Center & 7 /34 A [H] DX
A, —HTIP 7 RUARRESN TOWRWEEIZORMEA S ET, NATID IT

Azure T Threat Defense Virtual O & RH .
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HEARNCT V2 A DRAT— RO T—ETHHINLERDH Y, BEEFHEL TW AT /3 A
AN X o THERHEINWE ST AXNERDH Y £9, BéEA kD X8 5121k, Threat Defense
Virtual 28B4 5 & 12, FMC TlE U NATID #E L T 72 &V,

ATy T15 [k~ (Next) 1227V 7 LT, [#7 (Tags) 1R ELET,

= Microsoft Azure L Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same
tag to multiple resources and resource groups. Learn more about tags

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name © Value © Resource

: | Microsoft.Network network virtue

ATYF16 [k~ (Next) 1227 U > 27 LT, [ITOHE (IT configuration) | X—T & FKRLET,

. Azure T® Threat Defense Virtual O ER
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Y1 )ya—3>FoFL— EEHLT- Azure Virtual WAN ~ 0 Threat Defense Virtual O B .

= Microsoft Azure

L Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags  JIT Configuration ~ Review + create

Enable JIT access O @ Yes

O No
Customize JIT configuration

Previous Review + create

T 7 v N T, [NTT 78 ADH%ME (Enable JIT access) ] 473 2 L% [13V (Yes) ] IZERE ST

WA 7%, Threat Defense Virtual f v A LV AZEHRBIWN N T TNy a—T 40 7 FH-d07Ta
Da=u TR AONT AR Y £9,

[k~ (Next) 1 &2V v 7 LT, [ EIEKR (Review+Create) | ~—T AR RLET,

Azure T® Threat Defense Virtual D ERf .
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= Microsoft Azure P Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Cisco Secure Firewall Threat Defense Virtual - NVA

VWAN Hub
Cisco TDv NVA Name
Scale unit

Virtual Appliance ASN

hub-eastUS

ciscoTDvNva

4 Scale Units - 2.8 Gbps (2 x Standard_D3_v2 instances)
65222

Threat Defense Virtual - Configuration

NVA Software Version

Admin Password

Do you want to enter FMC registration i...

FMC IP
FMC registration key
FMC NAT ID

JIT Configuration
Enable JIT access
JIT approval mode

JIT maximum access duration

74.1-139

Ekk AR AR

Yes

xyz
651234

Yes
Automatic

8 hours

T

ATy 18 BT DENC, 7 A2 U7 = NVA, Threat Defense Virtual, 33K OV JIT D% E O FEM % R L .
FIFBFNCFIE LTS [1ERR (Create) 127 U » 7 LT, 48 WAN »~7'|Z Threat Defense Virtual (NVA)
ERERETOMLENRDY 7,

[(R—L (Home) 1> [tFxa T 1 (Security) > [H— F/3—F 4 FO/\A Z— (Third-party providers) ]
DNAIZEIR L, [ry NI —7{RMBT 7 F 47 A (Network Virtual Appliance) |47 U v 27 LT, n7
TIER SN NVA 2R R LET,

WWAN | Huks

ATv 719

ard-wivan- D

-Demao-HUB

Hevme > g » gpatwan

= gpatward-vWan-Demo-HUB | Network Virtual Appliance =
Wirtual HUE

D Search T Add Metwork ¥irtual Appliance

W Dverview Metwork Yirtual Appliances

Connectivity Mame Prowisioning Slate Oifering Imstancy

W cisoo-ngfe-mvarea 6 Tjkpusixc Suoceaded

B PN (Site to sited ciscofidtest Cick he
L Expressilouie
& User VPH (Point io site)

Routirg

B FRouting intent and Routing
Palicies

) BGP Peers

® Route Tables
EE Effective Rowtes
Secunity

i Azure Firewall and Firawall
Manager

Third party providers

5 Metwork Virtual Apglisnce

. Azure T® Threat Defense Virtual O ER
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Management Center T O Threat Defense Virtual (%5 .

ATy T2 [NVA]%Z7 VU v/ LT, B SZ3 T Threat Defense Virtual f > A X A& FR LET,

A VAR ADERNNT Y v IPT KL A% L T Threat Defense Virtual (27 7 & A L. SSH % {#
LCua /A CxET,

Note
INT VTP 5 4% Threat Defense Virtual f > AX L ADXT Y » 7 1P 7 KL A%, Management Center T
DA VAR ADBEIER S ET,

What to do next

Management Center O/~ |ZJ&Bf L 7= Threat Defense Virtual 4 > A % > A &% gk L TR E L E
R

Management Center T Threat Defense Virtual D% &

INTIZEBR & 7245 Threat Defense Virtual f > A % > A%, Management Center % /1" L Ti% € L
5

TNA AT N—"T"%E . Threat Defense Virtual OFXE & EIICMERTRTOF TV =7 K
EERT D&, BEOT A RZKRY) —%@RICER LT, ¥z A A M—LTEET,

TN AT N =TI EN =T X TORED Threat Defense Virtual £ A X L AT v =
SNnFET,

Z ZClX. Management Center C Threat Defense Virtual 1 > A X > A& R ET 572D DFEARR 72
FNEOWE 2R L £,

FEABIZ DUV T, Cisco Secure Firewall Management Center 7 /3 A 227 4 Fa b — 3
A F[FEGER 2R L TIZEn,

Management Center T () Threat Defense Virtual 1 > X 2 > X D& §k

AR WAN /72 RBA &4 TV 597X T D Threat Defense Virtual f > A &% A % Management
Center DIHEDT NA R T N—T RGBT DMERSH Y £3, BT DL, KA U AF AT
RY o= ERELTIERLLBEATE £,

Before you begin

* Azure Virtual WAN /N7 (2B & 71TV 5 4 Threat Defense Virtual f & A X 0 ADE /T
Uy Z IPT7 RUARKETY, ZO7 KL AL, Management Center |27 /XA A% & v b
Ty LTREETDH-OIHEHINET,

* Management Center T7 /3 A7 NV—TZAE LET, [T/A 27 V—T DB &%
LT EE 0,

T BAarybu— R —EERLET, [HEAKRT7EZ2 v bo—L R
—OFERL) ZZR LTS E &0,

Azure T Threat Defense Virtual O & RH .


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/get-started-device-management.html?bookSearch=true#ID-2242-000007cf
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/access-policies.html?bookSearch=true#ID-2176-00000240
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/access-policies.html?bookSearch=true#ID-2176-00000240

Azure T O Threat Defense Virtual DB |
B sz 1z08%

» /N7'|Z Threat Defense Virtual & BB /B X172 FMC Bék % —,

Procedure

AT w71  Management Center (22 7 A > L E9,

ATY T2 [T/ A (Devices) |>[7 /31 A& (Device Management) ] &N L F 7,

ATv 73 [BM (Add) 1>[T/31 R (Device) |DIEIZZ V v 7 LET,

ATv T4 ANTITEB &I TV % Threat Defense Virtual f > A X LV AD/RT Y w7 IPT RLAZAHLET,
AT w75 Threat Defense Virtual £ ' A X LV ADRRLERE L LT,

ATvF6  /NTIZ Threat Defense Virtual % B 1 IZ{ERk L 72 Management Center D& 8 —4 A ) L7,

AT9 71 [Z—7 (Group) | Ka w7 XU A KhE, Threat Defense Virtual f > A X A& BINT 5T /3 A
AT N—THBIR L ET,

ATy FT8 [T/ Aar hur—nLKRY — (Access Control Policy) | K& v 7’ # 7 U A )y, Threat Defense
Virtual A > A% AT R Y — 2R L £,

ATY 79 MESUT, ZOMOFFEME AT L ET,
AT9 10 [BEE (Register) 127 U v 7 LET,
2Tw 711 {h® Threat Defense Virtual A > 2% v 2588+ HI121%. AT v 71 ~10%#0RLET,

What to do next
Threat Defense Virtual f > A X L ADA B —T oA AZZRELET,

SN e
A3 —T 4 ADETE
Threat Defense Virtual A & A ¥ o A Z %4k L7 H, Management Center TE DA L AKX L ADA
YH =T 2 A AERET DMERH ) T,

Azure Virtual WAN TiE, RO L IR ESINTZ3 DDA v H—T =2 A ADHYR— KN FE
@—O

e RTY I IPEREPIOA L EZ—T 2 A AL LTHERATLIEHRSA L X —T =1 A,
e NRXTYV I IPE2HBRADA L F—T 2 AA AL L THERTAINEA X —T =1 A,

BBHDODA LA —T 2 A A (FTARXR=KIPDAHEFFD) L LTDHOTTAX— K IP & FF
ONEA  H—T = A A,

Procedure

AT w71  Management Center (22 7 A > L £,

. Azure T Threat Defense Virtual 0 R
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ATvT2
ATv73
ATvT4
ATvT5
ATv 76
ATvI1
ATvT8
ATv7T9

ATv 710
ATFvIN

ATy 12
ATv 713

1v8—7z1200—troEE |

[7 /34 A (Devices) | ~—IIZBEIL £,

gk L 72 Threat Defense Virtual [Zxf/5 9% [fate (Edit) 1 7 A 2227V v 7 LET,

AV H—T =2 A AZHNET D [ (Bdit) 1742227V 27 LET, #: GigbitEthernet0/0,
BADA v H—T A A DL4HTE LT outside Z AT LET,

[£%) (Enabled) | F =y /Ry 7 A4 NI LT, A VX —T oA ZAEHMMZLET,

[E¥=U7 1Y —> (Security Zone) | K vy 7H 7 U2 )b UMl (outside) | IR L 97,
[IPV4] A=a2—% 7 Vw7 LT, A F =Tz AP DX A THEINDETET,

[IP% A7 (IPType) | Fry 7 XU A )b, [DHCPOMEA (Use DHCP) ] #E&R L T, DHCP 7»
H5IPT RLAETRHFTHE A H—T oA AERELET,

[DHCP =i L CTF 7 4 /L hb— b &ZE45 (Obtain default route using DHCP) | F = v 7R > 7 A& 4
WZLET,

[7 74/ hb— kA Y w2 (Default route metric) 1121 & ATTLET,
OK]|#7 Vw7 L TCar74FXalb—raraRhFLET,
AT w71 ~10ZfViRLT, Willf v F—7 = A AZRELET,

What to do next
A B —=T 2 ADN— FERELET,

A3 —TT4AADIL— FDEETE

Fy NI—=IF T2l FEAER L, = U =A P T RLAZE YL TT, A X —
To2A AELENHA L H—T 2 A ADAXTF 4 v I N—  NEZELET,
A L H =T 2 ADN— FERETIE, TXTCONNT Y bDOT 74V hb—hELT
= T xzAIPT FLUARNERHINET,
e WA v H—T =2 A AD)— FRETIE, EFHTo—T7 0y hBLEUONT Ry hU—
TR TCONRT Y hOTFT 74V bL—hELTHF— b IPT FLANMERHINE
j—O

PR T2 IPT7T RLRF, FA L EZ—T oA ADIPT RLALY TRy h~wRAIZ T KL &
EHEALTCHAEINET,

NEBEEUVREBS VE3—T A ADT— A IPT7 FLADEE

TITIE, BlEERH LA A v X —T oA AENEA o F—T =2 ADSTST— T =2 A P T
RLAZEHETE 7ot RO THLE T,

Procedure

AT 71 Management Center |22 71 > LE T,

Azure T Threat Defense Virtual O & RH .
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B s sz 207740 b — Loz

RATY T2 [TINM R (Devices) 1> [T/31 REHE (Device Management) | DJEIZEIR L E 5,

AT w73 NTIZHER L7~ Threat Defense Virtual £ > A% AT 7 A LET,

ATw 74 [> Command] 7 4 —/L F|Z, show interface GigbitEthernet 0/0 & AJJL CTHEA v X —T = A
ADRELZEIGT 57>, show interface GigbitEthernet 0/1 E AL THHEIA V' F—T = A AD
BEDFEM A B L E T,

RTYTE AT o7 1 ~4%BVIRLT, WA v F—T oA AFTIIMNTA L =T 2 A ADIPT RLA LY T
Xy h~RAZT FLAZEELET,

ATYT6 A= ROERNSIPT FLAEY TRy b= AT FLAZAELET,

ATYTT ROBNHES T, WIBB L UIMBDO T — U =1 IP 7 FL AR LET,

AL H =T 2 A ADF =T oA IPT RLAZFHET DI, ROTFIEEZFETLET,
{5l : GigabitEthernet0/0 (SMHA & —7 = A R) OHE
IP7 KL X :15.0.112.136
[7 %> b ¥A7Z7 (Subnet mask) ] : 255.255.255.128

Lo T, Y= bV =AIPT7 FLAZ (ZOH TRy FORIIOIP 7 FL-A) 150112129 & L T
AR SNET,

WNEHA > H—T 2 A ADTF— DU xA IPT RLAZHET DI, KOFIEEZETLET,
f5l : GigabitEthernet 0/1 (NEA > ¥ —7 = A R) DGEH

IP7 FL A :150.112.10

[¥7 %> h =227 (Subnet mask) ] : 255.255.255.128

L7z o>TC, F—=bu=ATPIE (ZOYV Ty FOBKRFIOIP T KL A) 1501121 ¢ L CHEINE
7,

What to do next

WE A VB —T oA AL Z—T oA ADT T+ ML — FERELET,

WA R —T T ARADTIAHIL FIL— FDERTE

Procedure

AT w71 Management Center (212 74 > LE7,

RT9 T2 [T/IAA4 R (Devices) | > [T/31 REE (Device Management) ] ONEIZER L EF,

AT w 73 Threat Defense Virtual f > AX L A% 7 U v 7 LET,

RTv T4 [Jb—T4>% (Routing) 1> [RE T4 v7I)L— b (StaticRoute) | DIEIZZ U > 7 LET,
ATy TS5 b—F&BEN (AddRoute) 1227V v 7 LET,

. Azure T Threat Defense Virtual 0 R
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WA o2 —7 4 20774 L b—toEE [

ATYT6 [f v F—T7 AR (Interface) | KR v 7 X U A KD, M6 (Outside) | Z&INL £,
ATy 71 EHATEEZ2 % >~ U —7 (Available Network) | CHMEEA > & —7 = A AT [any-ipv4] Z B4R L. [N
(Add) 1%27 Vw7 LET,

ATYT8 ¥—FrU=xADIPT RLAEZ AN LET,

a) [N 74227V y 7 LT, Xy M= 47V =2 FEBIMLET,

b) Ry NT—IF TVl NOLARTERAE AT LET,

c) [FAFFXy hU—2 (HostNetwork) |27 U v LET,

d) HAELANGA L H—T 2 ADF— b T2 IPT RLAZ A LET,

e) [&R%TF (Save) 127 Vw7 LET,

REA B —TTARADTIHIL FIL— FDEHRTE

Before you begin

Threat Defense Virtual ® CIDRIP 7 RV ADBATIZEBAIN TWAMLELRH Y £4, ZDOT K
VAL, WA v —T 2 A AERET HTDITHETT,

Procedure

AT w71 Management Center (21 71 > LE T,
RATv T2 [T/INM R (Devices) 1> [T/31 REHE (Device Management) | DJEIZEIR L E 5,
AT w73 Threat Defense Virtual - > AX L A% 7 U w7 LET,
AT T8 [b—T 4« >4 (Routing) > [RE2T 4 vPI)L— bk (StaticRoute) | DJEIZZ UV > 7 LET,
ATy TS5 Jb—F&BEN (AddRoute) 1227V v 7 LET,
ATYT6 [f ¥ —T7xARA (Interface) | KR v 7 X U A Kb, [N (Inside) | 28R L 9,
RT9T1 Xy NIT—0FT V=7 MBIMLT, NTOCIDRIP 7 RVAREMEHLTHNEA v ¥ —7 = A AEE
LET,
a) [N T7Aavx2270y 7 LT, Xy NI—=IFT7 V=7 bEBEMLET,
b) Fv hNIV—I 4T V=7 FOLARTEHRHAEALLET,
¢) [FAbLXy FTU—2 (HostNetwork) 1 %7 U > 27 LET,
d) "TDCIDRIPT RLA (FTA_X—K7 FLRZER]) AN LET,
e) [RF (Save) 1227V v 7 LET,
ATYT8 Xy bI—=FT7 V= FEBMLT, B— AT PDIEFET 7 —T7DIP T R LA &M L THE-A
VHA—T oA AERELET,
a) [N T7Aa2r%220y 7 LT, Xy NI—=IFT7V=7 bEBEMLET,
b) Fv hNIV—I 4T V=7 FOLARTEHRHAEANLET,
¢) [FAbLXy hTU—2 (HostNetwork) 1 %7 U > 27 LET,
d) B—RKRTUHOEFHETe—7DIPT7T RLAZASILET, i :168.63.129.16,

Azure T Threat Defense Virtual O & RH .
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B s von—5ironx

ZOIPT FL AT, YT FLRAERITEET FLATY,

ATV = Uz ADIPT KLAEZANLET,
a) [HT7A4ar&22 )y 7 LT, Xy NI —0 ATV =2 FBMLET,
b) A7V FOAFIETAE AT LET,
¢) [RA KXy FU—2 (HostNetwork) ] %2 U > 27 LET,
d) FELENEA L H—T A ADF— b U= IPT FLAZ AT LET,
e) [R%TE (Save) 127V v 7 LET,

kS T49vIIL—T 4T DETE

Threat Defense Virtual f > A Z L AL NTROTF —ZRZHUZIZ, AZT 4T V—T 4T F
TPiEAR—F— = o=A 7u bzt (BGP) ODWITNNEHERTEDZ LICEELTLE
X, INBE, HEWANANTOR Y NT—2 NT 7 ¢ v 72k L TR TE 2 AR
B 2ODN—T 4 T HIETT,

BGP I%., /~7 & Threat Defense Virtual 7 77 A 7V A DU T NVEA LD ST T 4 v 7 ZZHIT
AN —FERETEIZATIvI N—T 47T a halLTd, —F, AL4T 47
N—T 4 V7T, FRIREEHION—T 4770 baLzZEHL TN T 7 4 v 7 DS HS
hi‘j—o

Azure Virtual WAN OEEMIZ-DUW T, Microsoft Azure Virtual WAN O R =2 X h 2SR L T
<&V,

AATFAYD I—TF 4 T DETE

Procedure

AT w71 Management Center (212 74 > LE7,

RT9 T2 [T/IAA R (Devices) | > [T/31 REHE (DeviceManagement) ] DNEIZER L E 7,

AT w 73 [Threat Defense Virtual] f > AX > A% 7V v 7 LET,

AT T8 [b—T 4 >4 (Routing) > [RE2T4vPI)L— bk (StaticRoute) | DJEIZZ UV 7 LET,
AT9 T8 [b— & (AddRoute) 1% 7 U > 27 LET,

ATYT6 [f v H—TxAA (Interface) | KR v 7 H U A KD, A (Outside) | Z3#IR L £,

WEA 2 —T = A 2R ET D%EIE. [NER (Inside) ] ZBIRL 7,

ATl Xy "NI—2F TV bOIPT RLAZBMLET,
a) [N 7A42r%22 0y 27 LT, Xy NI—=UFT7 V=7 bEBEBMLET,
b) A7V =r FOLAHETEHHE AN LET,
¢) [HFARRXy hU—7 (HostNetwork) | &7V w7 LET,
d IP7TRLAEZAHLET,
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BeP L—7 1 vy oaEME [

e) [RTE (Save) |27 U7 LET,

BGP L—T 1« T DEME
Procedure

AT w71 Management Center (212 74 > LE7,

ATY T2 [T/314 A (Devices) 1>[7 /31 AEH (Device Management) | 23R L £9°,
AT 73 [Threat Defense Virtual] f > A% v 2% 7V v LET,

ATy T4 =7 47 (Routing) | A=a—%27 Vv 7 LET,

ATvT5 [2f%%E (General Settings) ] T[BGP] %27 U v 7 L%,

AT w76 [BGPOAXME (Enable BGP) | F = v /Ry 7 A%t LT,

ATV T1 WHENTDASEEEZ AT LET,

ATy T8 [RT%E (Save) 127V v 7 LET,

What to do next
BGP A N—%XKELET,

BGP 1 /N\—DEFE

Procedure

AT w71  Management Center (21 7 A > L E9,

ATw 72 [BGP]>[IPv4] > [Neighbor] DJEIZEIR L £,

ATv 73 [IPvaDAEME (EnableIPv4) | F = v 7Ry 7 A4l LET,
ATy T4 (UHENTORHEI AT A (AS) BEEEZANLET,

ATYFE  XAN—THEM (Add) 127V v7 LET,

ATYT6 AELEZBGP =Y RRA LV FOREYIDOIP T KL A% AT LET,
ATy TT1  [A%727 R A (Enabledaddress) | F = v /Ry 7 A4 LET,
ATv 78 [VUx—HKAS (Remote AS) | 7 4 — LV RIZAS HF & ASLET,

ATwT9  [FHM (Advanced) ] A == —O [HfEiRaE DO M5h{k (Disable Connection Verification) ] F = v 7 R v 7 A
A ATLET,

ATy 710 [R%TFE (Save) |27 U7 LET,
ATFYTIN AT 971 ~8%Z#HMDIKLT, BGPZ U RRA L FD2FZBHDOIP T FLAZBIMLET,

Azure T Threat Defense Virtual O & RH .
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B sor i —rozrors

What to do next
BGP /v — FeXEx R LET,

BGP JL— + DEXTE DFER

Before you begin

BGP = R A v &R E% . Threat Defense Virtual & {540 WAN N7 O] TBGP = R A
VMR LB DN SN T WD DR T D MLENH Y £,

Procedure

AT w71 Management Center (212 74 > LE7,

ATw T2 [T/INM R (Devices) |>[T/34 A& (Device Management) |DJEIZEIR L £,
AT w 73 [Threat Defense Virtual] f > A% A% 7V v 7 LET,

ATv T4 [TINA R (Device) 1> [€f% (General) |V 4 Y= N C[CLI] 227 Y v 7 LET,
AT w75 [> Command] 7 4 —/L KiZ showroute & AJ L, Bt AT — % A% Fon L THER L ET,

Note
o— K B %, Threat Defense Virtual & @ BGP = RiRA o MEGRAT — X ZA %2R LET,

ey ot —0 S N S e

= TO—JNEE
Threat Defense Virtual D 25— % ANEE L TWD 2 k%ﬁﬁnﬂ‘f% X, Nl — RANZ
(ILB) LT DN A X — T A A (GHEEH) ZRETDHLENRH Y £9, ILBIXTCP

v — b 443 2 L CEM AN AT 2y 7 T a—T %%ﬁ L. Threat Defense Virtual 7> 5 D
mé%ﬁ%;h\ Lij‘o

Procedure

AT w71  Management Center (227 A > L E7,

ATy 72 [TINAR (Devices) 1>[FTF v b T+ —LERE (Platform Settings) 1> [# L LR &— (New Policy) ]>
[Threat Defensef% % (Threat Defense Settings) |DJEIZEER L 9,

AT w3  Threat Defense Virtual {27 — R NT Ik 27200 LLVKRY —Z8InmL £,
ATy T4 BMLEHLWRY v —2RELET,

ATv 75 [HTTPH——DH%N (Enable HTTP Server) | F = v 7Ry 7 A& AL, [R—F (Port) 17 4 —
JVRIZ 443 EANLET,

ATv 76 [+HEM (+Add) 1227 Vv 27 LT, HTTP 7 RLAZREL LT,
ATy Tl EFEEETo—TDIP T FLALZERLE1,
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ATvT8

ATv79
ATy 710
ATFvyITN
RTvT12
ATvT13

r3ILva—7425 |

[ FTRE72 ) — /A % —7 = A A (Available Zone/Interfaces) ] N HME/RIP 7 RLUAZER L, [1B
M (Add) 1227 Vv 27 LTCHEBIRLE V—2/A X —7 A A (Selected Zones/Interfaces) ] (ZiBM L F
j—o

OK] %227 Uv 7 LET,

[T/31 R (Devices) 1>[T/\4 REHE (Device Management) |DIEIZERR L £,

G &4 Y > — (Applied Policies) |V 4 Y=y NOWRET A 2% 7V v 7 LET,

(77 v b7 4 —2E (Platform Settings) | KRy 77X T U A RN ZORY —2ERLET,
VNS L TEXF 2V 7 4R U—2BH L THEHA L ET,

HTTP 7 7 & A DR EDFEHIZ DV Tid, Configuring HTTP Z# &M L T 72 &0,

ST a—TF4 Y

Iz, A8 WAN T Threat Defense Virtual D — 75— F U A 5Ny FObv v N
RLET,

e N7 7 ¢ v 7% Threat Defense Virtual (Z/V—F 4 7 SNEH A

» Management Center D 1EF 7 10 —7 F = v 7 |Z%F9 5 Threat Defense Virtual D& %
ERLET,

cNE A v H—T 2 A ALEINEHA 2 —T =2 ADIRAETF— b7 =A IP T FLANRIE
LW R L ET,

c AXT 4 v I N— NEHERLET,
« ERFC 1918 73 Threat Defense Virtual (ZE[ZE L2V : Vv —FT 4 VT A T FTT T A _—
F7 RLAE L THRIIZFEE SN CUWAIERFC 1918 D& AR L £,

¢ Threat Defense O J&BH— 5 — : Threat Defense Virtual D BEIFIZ, NTTLA T4 v I RAE
[F23LUTTHIVEMNHSD (HubPrefix Length should belessor equal to23) &9 =T —
NERINTZGAIEL, AT OT RUAZEMO CIDR 3 23V FThHH Z L afR LET,

Azure TO) IPv6 Y 7R—  xt 2 Secure Firewall Threat Defense
Virtual @) ER

ZDOETIX, Azure R—Z L5 IPv6 YR — k%5 D Threat Defense Virtual % BB 725 J7EIC
DWTHALET,

Azure T Threat Defense Virtual O & RH .
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Azure T O Threat Defense Virtual DB |
B rwe co P EyR— b 2RBIZONT

Azure TD IPv6 ZHR— b9 BERIZDLNT

Threat Defense Virtual L5 1%, 7.3 LA, IPv4 & IPv6 Oti &2 ¥R — F LET, Azure TIE, K
Bx v U — 7 AR E 72136 3 % Marketplace ¥-— £ A 5> 5 Threat Defense Virtual % 5 £
B CX F92, BIE. Azure DIRIZ LV, Marketplace 7 7"V 77— 3 UL IL, IPv4_— R
D VNet/¥ 7 H v DI EMAEIIERT D L 5 ICHIRS A TWET, IPv6 7 KL A ZBEFF
D VNet [IZFETRAET D Z LI TEETA, IPv6 7R b TRIESHL VNet (ZH LW
Threat Defense Virtual f > A% > A% BT 5 Z LIFTEX A, Azure Tid, Marketplace %
LT Y —=RERET D HEUNORET 7o —F 2 FH L T — K X—FT DU V—R%
BT DXL, —EDHIREZHL TWETS,

A THIE, IPv6 7 KLy v 7 &SR — 45 728IT Threat Defense Virtual % JEEi9 5 2
OOFEERMEL TV ET,

WKD2DODEINEH T AZLIPVE T 7 L— BRI ET,

s (AL LIPV6T T L— |k (ARM7 7' L — k) (Custom IPv6 template (ARM template)) ] :
Azure [0 Marketplace 1 A — 2 & WNEIHIIZZ M3 % Azure Resource Manager (ARM) 7
7' L— h & LT, IPv6 3% E D Threat Defense Virtual % R 5 7=t S £,
ZOT 7 L— ML, IPv6 YR — %5 D Threat Defense Virtual % BB 5 L 2 123X E
AREZR Y V=R ENTG A =R EREFLISON 7 7 A AREFENTWET, 20T
L— NEMHT5I121%,.  Marketplace f A —YSWEZL WAL LIPV6 7 7 L— h &
L7z Azure 2B DR (103 2—) | 2L TIEE,

77T M X AERIL. PowerShell, Azure CLI, ARM 7> 7 L — k., 721X API 24}
LCHAZ LT T U— hERT 572912, Azure Marketplace LD VM A A —2~D 7T
JRAEFATHT0EATT, VM~OT 7 BAZFAETIZ, ZNHDOHAX LTV
TL— b EVMIZERT 2 Z EIFHIBRENTWET, ZOXIBRDAZ LT T —
VMIZEHLES &ET2L, ROTZT—AyE—UNRERINET,

Legal terms have not been accepted for this item on this subscription. To accept legal terms ....and
configure programmatic deployment for the Marketplaceitem .....

WOWTINDIEEZEH LT, Azure TO 1 75 LT X 5 EBZ AT LT, Marketplace
ARA—TEBRTHIAZ LAIPv6 (ARM) 77 L— b EEMTEET,

cAzure R—A )L : HAZ LIPv6 77 L—h (ARMT > 7L — ) ZREETH0D
\Z. Azure Marketplace CFI|F A]HE72 Threat Defense Virtual DI Ind 2 7 1 75
LML DA TV a v EAENZLET,

e AzureCLl : CLIZ~ > R&EFEITL T, WAXALIPv6 (ARMT 7L — k) &R
B0 7al T MILSBBREAENCLET,

cARBALVHD A A= EIPV6 T TL—F (ARM T FL—Fk) : Azure T VHD A
A=V EARM T 7 Lb— b &AL TEEIRA A=V EERLET, 207 akR
X, VHD &V Y — X5 7 L — b &ffiH L 7= Threat Defense Virtual ® B BIZ LI TV E 9,
ZOTr T L— I, EBHTPICERNRA A =TS L, IPv6 YR — F 5D Threat
Defense Virtual #3272 9DIZ Azure IZ7 v 72— R L THETE S5 ARM 7 7 L —
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Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

MR LET, VHD BLON AZX L IPV6 T 7 L— M &l L7= Azure 7> 5 O B
(110 X—2) ZZHL T E I,

HAHK KIPV6 T > 7 L — k& L7 Marketplace f A — Y £72 (X VHD A A —T &ML T,
AL LIPYVE6 T L—F (ARM 77 L— k) % L T Threat Defense Virtual % B3
H7at A,

Threat Defense Virtual DERHIZE £ 5 FIRITZKRO &80 TH,

*=4:

£ |Process
g

1 |1Pv6 7R — k%52 D Threat Defense Virtual O JERH Z 31 L C\V% Azure T. Linux VM %
fERE L £,

2 |Marketplace £ A — B TH AKX L IPv6 7 > 7 L— k& il L T Threat Defense Virtual
ZIEBT DG AITDH, Azure R—Z )V E 721X Azure CLI TR 7T A XD R4
varEAEMNILET,

3 | BEOEA SIS LT, WOHAZ LT FL— e oa—RLET,
* Azure Marketplace ZHA A — VA L7Ic W A Z L IPv6 7 7 L — |,
HAK LIPv6 (ARM) T FL— h2#H L7 VHD £ A —3,

4 | HAZLIPv6 (ARM) 5o 7L —hDIPv6 /XTF A — X EZFH L FT,

GE)
Marketplace f A== g VBT LY 7 M T2 T A A—UNRN—=T a0 D/NT A—
X {B1Z, Marketplace f A — SR TH A X LIPv6 T 7 L — k% L T Threat Defense
Virtual % BT 258 ICOBMETT, V7 My =T 3=V a VORFMEIIGT 51
E, A~ FEFETTIRLERDH Y 3,

5 |Azure R—X )V F721L Azure CLI #fEFHH L CTARM 7 v 7' L— 2 BB L £ 7,

Marketplace f A —CSHBRESLHRX A LIPG T T L—
kZ{ER L 1= Azure v > D EER

Marketplace f A — %S L, BAX AIPv6eT 7L —F (ARM7T 7L — k) 2FEHLT
Threat Defense Virtual % JERi3 5 7 m & X,
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. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

FIE

ATFYF1 Azure R—Z e 74 LET,

Azure B—F L, T—H Lo X —OBFTNCEFR2L . BEOTHT Y hEeWV T 27 U F L g iz BEA
FoNTRBEZERRTLET,

ATy T2

WDHET, Azure R—Z NV F T2 F Azure CLI ZH L T e /7 A L5 EBBEEZHNC L ET,
Azure W—H NV T DA T v a VY EFGIIIT DT, ROFIREZFETLET,

a)

b)

[Azure (Y—E R) (Azure Services) | T[T A2 U7 = (Subscriptions) | %27 U2 LT, ¥
TAI YV TFvary TL—RRX=UxaFRRLET,

MDA T, [RE (Settings) [ A7 arD[7T77 7 LK DERM (Programmatic Deployment) ]
27 )y 7 LET,

VM IZEFRSNIZT_XTOZA T DY) V=23, BT L7270 7Fvg Ve EHICFRRESN
£,

[AT—# A (Status) [T, DAXLIPV6 T T L— D7 17T KX DEBOZDIZEGT S
Threat Defense Virtual f5n ICXHST 5 [F2ME (Enable) | R&Z %227 U v 7 LET,

E s

Azure CLIZMEH L CZOA4 7> a U EHNZTHIZiE, ROFNAEEITLET,

a)
b)

Linux VM (28 L £ 7,
WOCLIa~> REEITLT, BDAHXLIPv6 (ARMT 7' L— ) ZETA-D07 07T Ak
LERAEBRNCLET,

A<y ROFATRHI, A A=Y T A7 V7o a T BETHNICREBET 2HLERH D £7,
# Accept terms
az vm image terms accept -p <publisher> -f <offer> --plan <SKU/plan>
# Review that termswere accepted (i.e., accepted=true)
az vm image terms show -p <publisher> -f <offer> --plan <SKU/plan>
FNUENOBAITRD L FBY TT,

* <publisher> : 'cisco's

» <offer> : 'cisco-ftdv'

* <sku/plan> : 'ftdv-azure-byol'
LRI, BYOLY 722 U Ty a7 CRHAT 27007 1 7 Z A2 L % Threat Defense Virtual
BEZAHCT S a~r 227 U7 hoflTcT,

» az vm image terms show -p cisco -f cisco-ftdv --plan ftdv-azure-byol
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Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

ATY T3 ROa~r REFEITL T, Marketplace f A—UNN—V g VYT LY 7 b T 8=V g ORI Z B

BrLET,

az vm imagelist --all -p <publisher> -f <offer> -s <sku>

TNENOHPFITRD LBV TT,

« <publisher> : 'cisco',
« <offer> : 'cisco-ftdv'

» <sku> : 'ftdv-azure-byol'

PLUFIZ, Threat Defense Virtual 1 @ Marketplace £ A —3 /3= 3 VY TEHY 7 A= T =V a D
HMAERST 5 a~vr RA7 U7 hofITcT,

az vm image list --all -p cisco -f cisco-ftdv -s ftdv-azure-byol

AT T4 FRENDHMHATREZ: Marketplace £ A — /3= g DU A Ry, WD Threat Defense Virtual

W=V g VEEIRLET,

Threat Defense Virtual ® IPv6 ¥ 73— hEBADE X, Threat Defense Virtual /XN—37 3 > % 73* DL bk & L (it

RIDBERDHY £,

AT w75 CiscoGitHub U 7R b U /35 Marketplace # A X L IPv6 7 7L —F (ARMT V7 L— 1) X7 m—

I\\‘ Liﬁ‘o

ATYT6 RNTA=Z T T —hK 774/ (JSON) TERPMEEZEEL T, NTA—Z 77 A NVEHEFLET,

R DF T, Threat Defense Virtual 7 A Z ARBAADH A Z LA1Pv6 T 0 7 L— k8T A—ZIZANT1THH0H
N B REEIC OV TR L1,

NS A—H %

Al En BB/ % A T DB

B

vmName

csf-tdv

Azure C Threat Defense Virtual
VM (AT Z AT £,

softwareVersion

730.33.0

Marketplace A — 73—z
DIT R T 2T N—=T g,

billingType

BYOL

FA v 2AHFRILBYOL F721%
PAYG T,

BYOL T A1 & o Z|Z PAYG & k.
LI APNEE- 92 EPTEmIE SNSAYE SN
BYOL Y7 27 54 7 RE %%
RTDZEZzBEIOLET,

adminUsername

hjohn

Threat Defense Virtual |27 7 A
VI AHa—W—4,

FEEICE D B ToND TRA
ladmin| (FEHTEEHEA,

Azure T Threat Defense Virtual O & RH .
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NS A—H %

A ENBIE/Z A TDH

B

adminPassword

E28@40iUrhx!

BEHET T DR T —
NS

INAT— ROMBEDET, 12
~ T2 LFDOFHT ThH D MHE
BV ET, IIFE RICF,

By, BRUTEaa bE
INAY—=RICTO0ERHY £
ER

vmStorageAccount

hjohnvmsa

Azure A L — T o by
BEOANL—T AU e
FERT 21Eh, FRUAERT D
ZEHTEES, AML—UT
AT MK, 3~24LFOR
SIZTHMERH D 9, /I
T T DR E MG DTN
AU—RIZTHLERHY F
7

availabilityZone

JEBI DA MY — o AR ET D
L HE LAY — X
7Y w7 1P SRR~ T U HME
HENET,

AT = DR ED LB RN
Baik, T0] KRELET,
AR U7 M 2N A Y — o %
PR—-FLTEY, AjEni-
BEAELWT EE2MERLTLE
S, (EIX0~3 0% TH
DUBERD Y ET)

customData

{\"AdminPassword\":

\"E28@40iUrhx!\", \"Hostname\":\"cisco-tdv\",
\"ManageLocally\":\"No\", \"IPv6Mode\":

\"DHCP\"}

% 0 H##5EK C Threat Defense
Virtual [ZEREND 7 4 —)b
Re T 74V K TlE, REXS
EIRDBIRDIODF— LED~
THRHY ET,

o ladmin] ==—H—/32
7—F

» Management Center Virtual 4~
A N
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Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

NS A—H %

A SN BB/ A TDHI

B

« &2 © Management Center
Virtual /8 2 "4 F 720X
CSF-DM,

[ManageLocally : yes| : Z#Ll
\ZJ& Y., CSF-DM 73 Threat
Defense Virtual ¥~ r—3 ¥ & L
THEHIND LD ITRESNE
R

Management Center Virtual %
Threat Defense Virtual ~ % — 3 ¥
& LT E L, Management
Center Virtual Clf] U EZ T 5
DI T 4 —/v RIZAT)
HZEHTEET,

virtualNetworkResourceGroup

cisco-tdv-rg

By NU—2 25T ) V—
AT N—T DRI,
virtualNetworkNewOrExisting 73
new DA, ZOfEIET 7
L— FOREAAISER STV
VA N—T LR L THDY
ERHY ET,

virtualNetworkName

cisco-tdv-vent

FARxR > b U — 7 D44,

virtualNetworkNewOrExisting

new

ZDORTA=HIZE 5T, Bl

mﬁuz/%v 7 w R %
BEFOAER y NT—7 %

ﬁmfébﬁ&ibiﬁo

virtualNetworkAddressPrefixes

10.151.0.0/16

ZHUIEARRR v BT —27 D IPv4
T RVART VT w7 AT,

l'virtualNetworkNewOrExisting |
2% Tnew] IZEREIILTWDY
B DHMEETT,

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

ZHUIEARR v BT —27 DIPv6
FRULRAF LT 4 w7 AT,
['virtualNetworkNewOrExisting |
25 Tnew] IZRESNTWDY
ACDHLEETT,

Subnet]1 Name

mgmt

BHY T Xy M,

Azure T Threat Defense Virtual O & RH .
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NS A—H %

A ENBIE/Z A TDH

B

Subnet1Prefix

10.151.1.0/24

ZHUTEBEY T Ry N IPv4
VT 4w AT,
['virtualNetworkNewOrExisting |
23 Tnew] IZEREIINLTCWDY
B DHMETT,

Subnet1IPv6Prefix

ace:cab:deca:1111::/64

ZHAUFEEY T R b IPv6 7
L7 4y AT,
l'virtualNetworkNewOrExisting |
25 Tnew| IZRESNTWDY
B DHMETT,

subnet1StartAddress

10.151.1.4

A X —T = A AD IPv4
7 RL A,

subnetlv6StartAddress

ace:cab:deca:1111::6

P B —T = A AD IPv6
T R A,

Subnet2Name

diag

Fe BB —T A A1 DY
A S N

Subnet2Prefix

10.151.2.0/24

ZNET—FA B =T = A A
172y FIPVAT LT 4 7
AT,
l'virtualNetworkNewOrExisting |
23 Tnew| IZBRESN TS
B DHMEETT,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

ZNET—F A E—T = A A
1V 7Ry FIPV6 T VT 7
AT,
lvirtualNetworkNewOrExisting |
2 Tnew) IZRRE STV DY
BICDHMETT,

subnet2StartAddress

10.151.2.4

TR A HE =Tz A1 D
IPv4 7 F L A,

subnet2v6StartAddress

ace:cab:deca:2222::6

Fe BB =T 2 A1 D
IPv6 7 R L A,

Subnet3Name

inside

Fe BB —T A A2DY
T X v N,

Subnet3Prefix

10.151.3.0/24

ZHIET A A A —T A R
2T Xy NIPVAT LT 4 v T
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Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

NS A—H %

A SN BB/ A TDHI

B

AT,
lvirtualNetworkNewOrExisting |
25 Tnew] ITREINTWDHE

BIZDHMLETT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

ThET A H—T 2 A
2V T xRy NIPV6 T LT 4 T
AT,
lvirtualNetworkNewOrExisting |
2 Tnew| ICRESNTWDHE
BZDHMETT,

subnet3StartAddress

10.151.3.4

TR A HE—=T 2 A2D
IPv4d 7 L A,

subnet3v6StartAddress

ace:cab:deca:3333::6

Fe B B—=T A A2 D
IPv6 7 R LA,

Subnet4Name

outside

F—H AR =T 2 A A3DH
Tx oy M,

Subnet4Prefix

10.151.4.0/24

ZIUIT—H A H—T = A A
3V TRy NIPVAT LT 4 v T
AT,
lvirtualNetworkNewOrExisting |
25 Tnew| IZRESNTWDY
BIZDOIHMETT,

Subnet4IPv6Prefix

ace:cab:deca:4444::/64

TIUIT—HFA B —T AR
3BT Ry NIPV6 T LT 4 v T
AT,
lvirtualNetworkNewOrExisting |
25 Tnew| IZRESNTWDY
BICDHMEETT,

subnet4StartAddress

10.151.4.4

Fe BB =T 2 A3D
IPvd 7 KL &,

subnetdv6StartAddress

ace:cab:deca:4444::6

FT—HAHE =T A3D
IPv6 7 F L A,

vmsSize

Standard D4 v2

Threat Defense Virtual VM @D
A X, Standard D3 V2 3T 7 %
VT, .
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B vio 550N 5 LIPG T T L— b EBER LT Are b 5> DRH

ATy T ARMT 7L — 2 LT, Azure A"—#Z /L% 7213 Azure CLI C Threat Defense Virtual 7 7 A 7 7 +—
NERBLET, Azure TO ARM T > 7 L— FORBICHOWTIE, KO Azure R¥F =2 A 2B L TL

TZEW,

+ [Create and deploy ARM templates by using the Azure portal ]

+ [Deploy a local ARM template through CLI]

RDBERY
ROFMEIE, BIRLIZEHE— NI TERRY 7,

s [(B—IN=R2—T ¥ —%HNZT 5 (Enable Local Manager) ] T [\ 2 (No) ] & &R
L 7235413, Secure Firewall Management Center % f# ] L “C Threat Defense Virtual % & B L
¥ 9, [Managing the Secure Firewall Threat Defense Virtual with the Secure Firewall Management
Center] &ML T EEW,

s [R—IN=F2—T ¥ —% BT S (Enable Local Manager) ] T [IZ\> (Yes) ] ZiBIN L
7e%56 1%, Secure Firewall Device Manager % i /| L "C Threat Defense VirtualThreat Defense
VirtualThreat Defense VirtualThreat Defense Virtual 2 &2 L $£9, [Managing the Secure
Firewall Threat Defense Virtual with the Secure Firewall device manager] Z#ZM L T 7230,

BEA T a EBERT D HEOMEIC OV TCiE,  THow to Manage Your Secure Firewall
Threat Defense Virtual Device] &ML T 2S00y,

VID 5EXUHRAZLIP6 T T L— kZERLT= Azure

b D ERF

A AT A EM VAD A A —T &AL T, MHE DB A X L Threat Defense Virtual 4 A —
CEERTEET, 20T rtvR L, VHD £V V—RF 7 L— h&{fif L7z Threat Defense
Virtual D REEIIZELITWET,

1R8O HHIIZ

e Github ® VHD B X X ARM O&cET7T > 7 L — b Z{fi [ L 7= Threat Defense Virtual @ JEEHIZ

X, ISONT 7L — FBIUOKIGT DISON/NT A —HX 7 7 A LN NE T, 2T,
T —RERTA—ET 7 A VOVERR G EE R TE £,

« ZOFJETIX., Azure |Z Linux VM WNFEL TWAMLENDH Y £, —HFAY72 Linux VM
(Ubuntu 16.04 72 &) ZHHA LT, Azure |IZEHEVHD A A —2 % T v 7 u—RT5Z L%
BEOLET, 2O A=V EMBHETHI21E, KS0GBDA ML —UNMETY, £z,
Azure @ Linux VM 205 Azure A b L —A~D 7 » 7 — RIFMNEL 720 £97,

VM Z B 2 BB D D 5EE1E. ROWVWTNLOHIELHA L ET,
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html#id_103852
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html#id_103852
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure

| Azure T Threat Defense Virtual 0 E R
VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

e Azure CLI |Z X A Linux (A8~ > OERYL

o Azure IR — ¥ )L 2 £ 5 Linux (AR~ > o DIERL

o Azure "7 2 7 Y 73 3 |Z1%, Threat Defense Virtual % BB 2 ¥pr CfE A AIREZR X |k
L—T 0 BRLBELTC,

FIE

AT v Ra Xy ra—FK Y7 huxT ~X—U) D5 Threat Defense Virtual £ VHD A A —3 (¥bz2) &% 7
r—RFLET,
a) [Hf (Products) ]>[EF =V T 1 (Security) 1>[7 7 A 7 74—/ (Firewalls) ]>[KHA7 7147
74—/ (NGFW) (Next-Generation Firewalls (NGFW)) ]> [Cisco Secure Firewall Threat Defense Virtual
77 AT 74 —/VEH (Cisco Secure Firewall Threat Defense Virtual) | DNEIZEEI L £,
b) [Firepower Threat Defense’ 7 7 =7 (Firepower Threat Defense Software) 1 %7 U v 7 LE T,

FIEIZWE S TA A=V EF 7 r— RLTEEN,
Cisco_Secure Firewall Threat Defense Virtual-X.X.X-xxx.vhd.bz2

ATv7T2 IVHDBIOI VY—=RAT7 o7 L— &l L7z Azure 2B DR OXTvT 206X Ty T 8DOFEA
FITLET,
AT9 T3 [H AKX LEB (Custom deployment) | X— Y Dfx BEICH D [/3T A —F OfftE  (Edit parameters) | % 27
Vo7 LET, DA ARXTELNRNTA—F T 7 L— MBI ERRSIVET,
a) [Z7A/vDua—FR (Loadfile) 1227V v 7 L, 1 AHX~A X L7 ThreatDefense Virtual /X7 A — & 7 7
ANEZWLET, VHD BLOHIAZ LIPV6 (ARM) 7 > 7' L — k& L7 Azure ~® Threat
Defense Virtual D EBAFIIE, Github ZZM L TS 723V, ZITlE 7oL —heRTRA=2T 74
NONER L E R TEET,
b) WAZ~AXLIISON RTA—=Fa— &0 1 KUY T, [RT7F (Save) 1227V v 7 LE
D

R DF T, Threat Defense Virtual JEBRHD B A X L 1Pv6 T T L— s /%TF A—ZIZ ASTTHUENH 5 E
BEIZ DWW CEH L £,

INDA—AZ Rl SN BB/ 2 A4 T D) SRER

vmName csf-tdv Azure 7 Threat Defense Virtual VM
IZA T EMTET,

vmlmageld /Aritios/slrition) oy femegaprms ioidsy | FRBH I S5 A A —Y DD,

Microsoft.Compute/images/ {image-name | Azure DN TiL. 5P B Y Y —

ANRY V) — R IDIZBEMT ST
b\i‘ng

adminUsername hjohn Threat Defense Virtual (272 71 > 7§
D a—HP—4,
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https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-ftdv-azure-gsg.html#id_82702

B vio 550N 5 LIPG T T L— b EBER LT Are b 5> DRH

Azure T O Threat Defense Virtual DB |

NS A—H %

A ENBIE/Z A TDHF

B3

%

BHEIZEID Y CoND THA
lfadmin] XFEHCTEEHA,

adminPassword

E28@40iUrhx!

BEHET T NDORAT— R,

NRAT— ROMAEDEIT, 12~
2 LFDFHFTHLHLENH D
FT, INLF, RICFE, BT, Fr
B FEERIEDE T/ RAT— R
WIZTHHERH Y T,

vmStorageAccount

hjohnvmsa

Azure A hL— T o, BE
FDOARNL—=Y T Hy v MafH
T HIED, FRUAERT D2 LD
TEXFET, ARL—UTHT R
AlE. 3~24 LFORIITT D
ERdH ET, INFEEFOH
A DR NAT — RIZT 5
VERH Y ET,

availabilityZone

BEHO R MY — 2R ET D
L BE LAY —oRT
U 27 1P LR~ o v MERE S 4L
£7,

T AN — DR END NI N
A, To) ICERELE T, ®IRL
7o Mt s W] Y — o B YR — |
LTEY, AJTSHIERE LW
TEEERLTLSEZY, (HIX
0~3DEHTHIMLENRH Y F
+) .

customData

{\"AdminPassword\":
\"E28@401iUrhx!\",\"Hostname\"

:\"cisco-tdv\",

\"ManageLocally\":\"No\", \"IPvéMode\":

\"DHCP\"}

%5 0 HA#% X C Threat Defense Virtual
WCRRENDT A=V, T+
JVRTIX, BREXMNGELERDHRD 3
DDOX—ELEOTRHY T,

o ladmin] 2—YP— AT —F
« CSE-MCv & 2 4

o WHLFH O CSF-MCv R A M4 £
721% CSF-DM,

[ManageLocally:yes] : ZAUZ &
Y . CSF-DM 7 Threat Defense
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VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

INTGA—BH HAI SN BB/ A TDH Bl

Virtual < % —Y ¥ & LTHEA S
HEOCEEESNET,

CSF-MCv % Threat Defense Virtual
IRy E LTREL,
CSF-MCv T U EZ T 5 DI
g@74—wkbﬂﬁ¢é_&%
T&EET,
virtualNetworkResourceGroup | csf-tdv RAEx Y N — 27 55T V— 2R
7 N—T DA,
virtualNetworkNewOrExisting 7% new
OHE. ZOMEIET T L— O
EHMICEIRSN ) V=27
N—TLREILTHLLENRDD F

j‘o
virtualNetworkName hjohn-vm-vn AR >y MU — 27 O4Hi,
virtualNetworkNewOrExisting | new TDONRT A= ->T, HFLn

BARE > U — 7 ZAERT 270,
BEAFORAER Y FU—7 i
DINBRED £,

virtualNetworkAddressPrefixes | 10.151.0.0/16 VIR T =T DIPVA T
RLVATF VLT 4w AT,
lvirtualNetworkNewOrExisting ] 73
new) |ZRE SIVTWDEHAIZD
BT,

virtualNetworkvoAddressPrefixes | ace:cab:deca::/48 TR Ry U — 27 DIPv6 T
NRVAT VT 47 AT,
FvirtualNetworkNewOrExistingJ i
ew] IZFXE SNV TVDLAEIZD
H M TT,

Subnet]Name mgmt-ipv6 Y Ry N,

Subnet1Prefix 10.151.1.0/24 THITEEY TRy NIPva L

74 v T AT,
lvirtualNetworkNewOrExisting | 73
mew| |ZEXESILTWVDGAIZD

%‘%‘g(j—o
Subnet1IPv6Prefix ace:cab:deca:1111::/64 THITEEY TRy NIPve S L
T AT AT,

[virtualNetworkNewOrExisting | 73
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Azure T O Threat Defense Virtual DB |

NS A—H %

A ENBIE/Z A TDHF

Bl

Mew] IZREINTWBEHEIZD
%‘%‘g‘(j‘a

subnet1StartAddress

10.151.1.4

A X —T oA ADIPVAT R
LA,

subnetlv6StartAddress

ace:cab:deca:1111::6

EHA =T 24 ADIPV6 T K
LA,

Subnet2Name

diag

Fe B A BR—=T A A DY
T MM,

Subnet2Prefix

10.151.2.0/24

ZhET A =T M A
TRy NIPVA T LT 4T R

<.

l'virtualNetworkNewOrExisting] 73
mew| |ZEXESILTWDLAIZD
BT,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

ZET A A H—T oA A ]
FT Xy NIPV6 T VT 4w T A
T.
l'virtualNetworkNewOrExisting] 73
mew| IZFXESILTWDLAIZD
BT,

subnet2StartAddress

10.151.2.4

F—R AR —T A A1 D IPv4
7 RL A,

subnet2v6StartAddress

ace:cab:deca:2222::6

F—R A B —T A X1 D IPv6
7 R A,

Subnet3Name

inside

FeR AR —T 2 A2 DY T
b S

Subnet3Prefix

10.151.3.0/24

ZHET A A B =T A R2
BT Xy NIPVA T VLT 4 v A

SN

lvirtualNetworkNewOrExisting | 7%
mew| |ZFXESILTWVDLAIZD
BT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

ZHUIT—HAA B =T A R 2
PT xRy NIPV6 LT 4y T A

‘(“ A

lvirtualNetworkNewOrExisting | 7%
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VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

NS A—H %

HAI SN BB/ A TDH

Bl

lew] IZEREINTWDHIGAICD
%‘%‘g‘(j‘a

subnet3StartAddress

10.151.3.4

FeBR AR —T A A2 D IPv4
7 RL A,

subnet3v6StartAddress

ace:cab:deca:3333::6

F—R AR —T A A2 D IPv6
7T RV A,

Subnet4Name

outside

Fe B BR—T 2 A A3 DY
T MM,

Subnet4Prefix

10.151.4.0/24

ZhET—H A A —T 2R3
BTy NIPVA T LT 4w T A

<.

l'virtualNetworkNewOrExisting] 73
mew| IZEXESILTWVDLAIZD
BT,

Subnet4IPv6Prefix

ace:cab:deca:4444::/64

ZIET A A H—T A R3
FT Xy NIPV6 T VT 4w T A
T.
l'virtualNetworkNewOrExisting] 73
ew] IZFXE SNV TVDGAIZD
BT,

subnet4StartAddress

10.151.4.4

F—R AR —T A A3 D IPv4
7 RL A,

subnet4v6StartAddress

ace:cab:deca:4444::6

FeR AR —T x4 X3 D IPv6
7 KL A,

vmSize

Standard D4 v2

Threat Defense Virtual VM @A
A, Standard D3 v2 287 7 /b k
v(‘\—g«O o

ATFY T4 ARMT 7L — &L T, Azure R — % /L £ 721 Azure CLI C Threat Defense Virtual 7 7 A 7 7 4 —
NERELET, Azure TO ARM T 7 L— hOREBIZOWTIX, KD Azure RF¥ = A FEZH L TL

TZEV,

+ [Create and deploy ARM templates by using the Azure portal]

[Deploy a local ARM template through CLL]
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli

Azure T Threat Defense Virtual 0 E R |
B AR =0ame T5AR—T—5y FTLA REETO Amre T—4 v kT LA AT 7 —DEM

RDBERY
 Azure C Threat Defense Virtual @ IP 3R E % FH L £,

HIR{TZ=D Azure 75 A R— 3 —45 vy T LA RIRE
TODAzure 7—4y N T LA RA T 7—DER

i, Azure 77 A X— bk v—4 v N LA ADZ—HF—COHBEHINET, Azure 77
AR—=bF =7y NTLAZZFEH L TWLGEEIE. TNENOT T4 X—F ~—F v T
LAAT, a—W = LT AV r—yar 477 —BLOWERFE~ 47 7— (G
FoR) OWGTREN /> TND T EEfERLET,

BRI DA T7—ET5 Y ERTR)
« /X7 J ¥ —ID : cisco
« Cisco Secure Firewall Threat Defense Virtual VM 74~ 7 — (i }7 D Cisco Secure Firewall Threat
Defense Virtual 7 7'V r—=3 2 U4 7 7 — | )
« 47 7 — 1D : cisco-ftdv
*«BYOL 77 / ID : ftdv-azure-byol

*PAYG 77 > ID : ftdv-azure-payg

PN —Ty P T LA ADLERINTWET AV r—a v Fd 77 —%EETL L.
PAYG F721ZBYOL 74 L ADa2—H —ZRIIHESNWT, VM A7 7—FF Vb xInT 5
A A—UMsRIn, BEINET,
LR oT, BEAEESELICL, 74— a3y VMOWGFOF 77— Azure 77
VNV TR T ar DT TANR— kv —Fy T LA RATHNDI R >TWT, FATE
DHLENRH D F£7,
TIANRN— R ~—Fy NS VAATINGDT TV r—yard 77— VMA 77 —%F
T HIFEIZHOWNTIE, Azure D R¥ a2 A 2SR LT A&,
« TTARX—hKAzure ~v—7 v N VA AEEHLTH A M ay ba— a2 LT 5
[FE]
e TTAR— KN =y N T A RICAT 7 —HBINT D [F55E

« Set-AzMarketplacePrivateStoreOffer [ 3
TAY =y a v d Ty v =y b LA ACEFRIND 0, Azure Ul 240 L CHEIC
fARlccEES,

TITAR—=F =l N A ATHEROEB~ A 77— BT HICE, CLIa~
VROMERANKEL 2B ENH Y T (2O FF a2 A2 FOVERE R TlE. CLIDOTED
MBRE[FETT) ,
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https://learn.microsoft.com/en-us/marketplace/create-manage-private-azure-marketplace-new
https://learn.microsoft.com/en-us/marketplace/manage-private-azure-marketplace-powershell#add-an-offer-to-a-private-marketplace
https://learn.microsoft.com/en-us/powershell/module/az.marketplace/set-azmarketplaceprivatestoreoffer?view=azps-13.4.0

| Azure T Threat Defense Virtual 0 E R
Threat Defense Virtualf * — X+ v T3y bk .

HoF)avo R

Cisco Secure Firewall Threat Defense Virtual BYOL 77 1%, IRICRT LK H Yo ra<w R

EEHLTAMITE LT

$Params = @{
privateStorelId = ‘<private-store-id>’
offerId = ‘<publisher-id>.<vm-offer-id>’

SpecificPlanldsLimitation =@ (‘<plan-id-under-vm-offer>")
}
Set-AzMarketplacePrivateStoreOffer @Params

SParams = @{
privateStorelId = ‘<private-store-id>’
offerId = ‘cisco.cisco-ftdv’

SpecificPlanIdsLimitation =@ (‘ftdv-azure-byol’)

}
Set-AzMarketplacePrivateStoreOffer @Params

\}

GE) HrFrawy REBERTT, MOV TIHE, Azure® R = A2 FEERLTL 72X,

"code": "MarketplacePurchaseEligibilityFailed",
"details": [
{
"code": "BadRequest",
"message": "Offer with PublisherId: 'cisco', OfferId: 'cisco-XXXX' cannot be

purchased due to validation errors. For more information see details.

Correlation Id: '"XXXXX"

This plan is not available for purchase because it needs to be added to your tenant's
Private Marketplace. Contact your admin to request adding the plan.

Link to plan: <URL>.

Plan: '<PLAN NAME>' (planId=<VM-OFFER-PLAN-ID>),

Offer: <OFFER NAME>, Publisher: 'Cisco Systems, Inc.' (publisherId='cisco').

}
] ’

"message": "Marketplace purchase eligibilty check returned errors. See inner errors
for details. "

}

=y NV A AL T 7 —ORETICIE, ERROZT—BRETEZLENHV ET, IhE
R B, TV r—2a VMO FDOFT7 7—% Azure 7> MNP T 27 ) 7Fig
AN L, FIATFREICT A2MLENRH Y £17,

Threat Defense Virtual f A — X Fw T 3w b

Azure R—H )V TAF v gy b A=V %A LT, Threat Defense Virtual & {ERK IS S OVE
BACTEET, A A—TVRF v T Tay ME, RET—ZD70, BRI/ Threat Defense
Virtual £ A=A VAKX AT,
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. Threat Defense Virtual R 7 7> 3 v FOHRE

Threat Defense Virtual X v 7S 3 v D=

Threat Defense Virtual f & A% L ADAF v ay A A=V 5VERT 5D 7 v& A%, Threat
Defense Virtual 3 JLOVFSIC (2K L CEIT SN OB DT — FFIHZ AF v 7F25 2 LIk b,
WIS AT L OHHULREE 2 e/ NRICIZ D2 DRSNS L ET, ATy T Tay M A=V,
FHEHZ A ENT2TFT —H# ~_X— A & Threat Defense Virtual #]#] 7 — s 7ot A TR SN ET,
ZHUZ XY, A A—1X Management Center £ 72 (3E OMOEHE % —D v 27 AID (ZBE
T5—EDOID (UUID, ¥ U7 W%ks) 2fEKRTEEYd, Zo7ntXid, BER T —/VE
BAIZ A RI K 72 Threat Defense Virtual O 2B 2 HkE T 2 DI H £,

)

Note 37  Pay-As-You-Go (PAYG) 7 &1 Al%, Threat Defense Virtual D A > 7L 3 v k A

A=V L CEBENEZA VA AT R— SN TWETA, PAYG 714 B A

I, ~— 7 v NV A ANLEERRTLIA VAS LV ATORMEFATEET, PAYGT A &

AT, 2D X 9 2B O Threat Defense Virtual BBIIZA~—k I B v P RERTE %
—gqo

EIEXR A A—TH S DThreatDefenseVirtual R+ TS 3w A A—

D DR

Procedure

Threat Defense Virtual DA A — 2 F w72 g v FOERkIX. Azure I8 — 4% /L C Threat Defense
Virtual A > A% 2 ADBEAFOEIMNRA A —V 2 ERT 57 m A TH,

Before you begin

Azure R—# )L CLinux VM D Azure A b L— 7 B hNOD 27 FI2HA XZEH L 7= VHD
A A—% 7T v 7 ra— KL T, Threat Defense Virtual ’N—37 3 » 72 IR DOE PRI RBA A —T %
ER L TR BERH Y £9°, ¥4 XEFE L7ZVHD A A =Y OIERICOWTIE, TVHDEB &
Ry V=277 — hEFEH Lz Azure 25 O &R, on page 18] MR L T Z &0,

A A=V AT w73y NOUEfFE LT 5 Threat Defense Virtual f > A % > A % Management
Center X Device Manager 72 & D~ R— T ¥ [ZHEE LRV TS ZE 0,

AT w F1 Threat Defense Virtual A > A% o ZADEREA A — % EE LT- Azure IR —FZ /UIZBEI L £,

Note

#5195 T @ Threat Defense Virtual - > A # A7)} Management Center [Z 8§k SAL TV W2 & F720%
hoOE—H N R =T X ICEESN TRV & FREFFEENEA SN T RN L 2R LET,

ATwF2 [UVY—RAT)N—7 (Resource Group) ](ZF5E L, Threat Defense Virtual f > A% o A& #IR L £4,

AT 73 Threat Defense Virtual f > AX > ADF 7 — 3 o _X—=TT[v Y 7)ba/—)b (Serial Console) | % 7
Uy LET,
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ATvT4

ATy TH
ATvT6

ATvF1

ATvT8

ATvT9

A A= RF v T3y FEFEA LT Threat Defense Virtual 1 > X4 > X D EE .

WDOAZ Y P REFHL T, TXFANR— Rz BT L AFyFoay h a2 aE4FLET,

> expert

admin@FTDvbaseimg:~$ Sudo su
root@firepower:/ngfw/var/common# prepare snapshot
Do you want to continue [Y/N]:

A7 )T I C prepare snapshot ¥ REHATDE, A7 VT NOEITOMRERDDHMA vE—Y
MFERINET, A7 VT NEETTDITE [YIEZLET,

F 7213, root@firepower:/ngfw/var/common# prepare_snapshot -f DEHc, Zoa<wr Rz -t ZEMNML
T, 2=V —DWRA v E—VEAX Y S L CAZ V7 Mo BEERTT b TEET,

Z MDA Y 7 X, Threat Defense Virtual A > A X > AZBEEATT SN2 R TCOFEIBHRE. B IR
Jo—, BRESN~FR—T v, UUID ZHIBR L E7T, LEN5E T 5 & Threat Defense Virtual A > A ¥
VAFV Yy ME U ENET,

[¥x¥7F+ (Capture) |27 V27 LET,

[4 A=Y DOFER (Create an image) ]~ — T, MFEDOU Y —A T N—T%RINT D0, [V VY —A T )L—
7 (Resource Group) ] KR v 7 X 7 UARNNLH LN V—ATN—T%EkR L E7,

[f > A% ZADFEM (Instance Details) |27 2 a > Tz, BERRA A -V OHhEX Yy 7T v LE
9 (No, capture only a managed image) | %7 U v 7 LT, BHEHHGEA A=V DB EFHR L ET,

Threat Defense Virtual £ & A Z o ZADEBSHEA A —TV R L THERT A AT v T ay b A=V D4
BIZHEELET,

[LE=2— LR (Review+Create) 1% 2 Y » 7 L C, ThreatDefense Virtual 1 > A ¥ L ADFH LA T > 7
Yay hMA=VEERLET,

What to do next

AF T gy b A—T %M LT ThreatDefense Virtual f > A % A% EB L E9,  [Deploy
Secure Firewall Threat Defenece Virtual using snapshot image] #ZM L T 7Z 30,

A A—DRFw T 3w kEHERMLT= Threat Defense Virtual £ > X &
>V ADRER

ATvT1

Before you begin
ROZ & HHRLET,

» Threat Defense Virtual f V' A X LV ADAF v Fay A A—UNMEHTRERTHLZ L %
MR L F9,

Procedure

Azure N—HZ e 74 LET,
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Azure T Threat Defense Virtual 0 E R |
B #2972 3y F&ERA LI Threat Defense Virtual 1 > 2% > X DR

AT T2 HHEIHERR LA Ty T ay hAA—VDY YV —ZIDEabt’ —LET,
Note
Azure TIX, HHWB Y YV —R (R F v T vay b A=) B Y—XIDZBE#EMT LN TWET, B
L > Threat Defense Virtual 1 > A% V A& RBATHI2E. A F v T vay hAA—=TUDY YV —RAID BB
<7,

a) Azure R—Z /LT, [ A— (Images) | ZHIRL E T,

b) FERRAA—TEEALTERLTEAT v T v ay M AV EBRIRLET,

c) [MfZ (Overview) %227 Vv 7 LT, A A—=VDO7 a7 4 2R RLET,

d) Z7UVy7AR—=RIZYY—RIDEZat—LET, VY—RID V¥ v 7 ATROKIZRIIE
9, /subscriptions/'<subscription-id>/resour ceGroups/<resour ceGroup>/provider sMicrosoft. Compute/<container >/
<vhdname>

ATV T3 A F v 7TV ay hA A—T%FH LT Threat Defense Virtual 4 > A ¥ ADRBZ#HITLE T, VHD B X
R =277 b— N L7z Azure 75 O JEBH, on page 18 %S L T 72 &0,

Note
Threat Defense Virtual = > > — /L& CLI =~ > K show version 3 £ UY show snapshot detail 32173 % &,
7 L < BH & 17~ Threat Defense Virtual £ > A Z LV ADAA—V g o LEEMA MR TEX 4,
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
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