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Add Device ? X
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Threat
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s [FA K (Host) ]:BIMTHTNNAADIPT RLAZASLET,
« [#7~4 (Display Name) ]: FMC IZRKRT 57 A ADL4RTEATILET,
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F—Z2 AN LET,
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New Policy

Name: ftd ac palicy|
Description:

Select Base Policy: MNone w

Default Action: © Block all traffic Intrusion Prevention Network Discovery

Save Cancel

¢ [A~¥— KT A A (SmartLicensing) |: BT DHEREICHL TR A~ — T/ AL L
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FIE

RAT9 1 [T/ X (Devices) | > [T/ 4/ REHE (DeviceManagement) | Z#RIR L, T/ AD %7
Uy 7 LET,
ATFY T2 [A v H—T A A (Interfaces) %27V v 27 LET,
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AT T3 WNE) (EHTHA v H—T=AAD E7 ) v 7 LET,
[&f% (General) | ¥ 7 HERIINET,

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

Name: inside Enabled | | Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 = = R,

QK Cancel

a) 48 LFETO 4T (Name) | Z AL ET,
Lz A F—T x4 AT indde £\ S &4ETEITET,

b) [A%) (Enabled) | F = 7Ry 7 A%F I LET,
c) [F—F (Mode) Ji1Z[72L (None) JIZFREL-FFIZLET,
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d) [BEX¥=VUT 4 —r (SecurityZone) | K v 77X 7 ) A MOBFEORNE X2 T 4
V=BT D0, [ (New) 1227 Uy 7 LTHLWEX=2 YT 40— ZBML
id‘o

7= & ZI1X, indde zone & WO ARIOY — 2 HBIMLET, KA F—T =4 AF, EF=
VF 4 — o BIRA, B —T oA AT N—FIZE OB TCAELENLYET, (¥ —

TxARE, 120X VT4 —IWZORRETHIEL, HEOA L —T A RT
N—FIBTHZLHLTEET, Vv FRidIN—TIESNTEX 2T 4R v—
ZEALET, e 2IE WA v X —T = A AN —AZE ) BT, HMNBA v H—
T oA AEINE —ANZEO Y THZENTEET, ZOHA. N7 740 v 7 BNENS
ICBENCE D LT 78R avrbe— L KR U—52RETDHZ EIXTE T,

SRS NERIZIHENT TERETE EHA, FEAEDORY o—FF2 VT 4 =2 DR
PR=FLTWET, NATRY —, LT 4 Z R Y — BELOQoSAHY I —T,

= FERFA =T oA AT N—T EEATEET,

e) [IPv4] # 7, [IPv6] # 7. ElEl 27520 v LET,

«[IPv4]: RayFH 7 ) ARG [AXT 4 v 7IPEEMT S (Use Static IP) | %1%
LU, IPT RLVAREY TRy bR EAT v aRil TATILET,

7L %1%, 192168112472 L A S LET,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.166.1.1/24| ';g-z'-agi-?égfﬁi255-255-'—28 or

o [IPV6] : A7 — F L AHBRREEDHAIL[H )
I AEA N LET,

7€ (Autoconfiguration) 15 = v 7 R v

e

f) [OK]Z27 Vw7 LET,
ATy T4 ) HERTAA A =T =2 AD 7 v 7 LET,
[ (General) | % 7 RERRIINET,
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Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 5000}

K Cancel

a) 48 LFFETO [4HT (Name) | Z A LET,
72 Z2IE, A v Z—7 A AT Toutside] & WD ARTEATITET,
b) [A%) (Enabled) | T =v /Ry 7 A4 N LET,
c) [F—F (Mode) JiZ[7eL (None) JIZFZEL-FFIZLET,
d) [BEXx=VT 4= (SecurityZone) | R v 7 X7 ) A MO BFEONTEX2Y) T 4

V= EBRIRT 50, i (New) 1227 Vv 7 LTHLWEXF2U T 0V —r%BINL
£7,

7= & Z21%. Toutside zone] W) LRIDY — ZBIMLET,
e) [IPv4] X7, [IPv6] ¥ 7, Il DX 7% 7Y v 7 LET,

* [IPv4] : [DHCPDffi [l (Use DHCP) ] Z#IRL, IROA T a v D/NT A—F iR E
LET,

« [DHCP ZfEH L CTF 7 4/ b Jb— F Z 5 (Obtain default route using DHCP) ] :
DHCP #—/\Inb7 7 40 b b— b & B LET,

« [DHCP/L— kA U » 7 (DHCProutemetric) ]: 7 RX =AML —7 47 5 1 A
B AREB LT — MNZEID S TET (1~255) . W LA — DT 7 4
WEDT RI=A =T 47 T AL AT TT,
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Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

«[IPv6] : A7 — F L AHBREDLA X [HEERE (Autoconfiguration) | F = v 7R v
J AEANTLET,

) [OK]Z27 Vw7 LET,
ATy TS R (Save) 127V v LET,

DHCP +—/ D}
N

GE)  AWS. Azure., GCP., OCIZ2ED/RT7 VU v 7 757 REEICERET 25481, ZOFEEL A X v
ZLET,

7547 NCDHCP #EH L CFIDV 6 IP 7 RLAZEET A L 51T 58415, DHCP
P—REHMLET,

FIE

RATY 1 [T/AL R (Devices) 1> [T/ 1 AEHE (DeviceManagement) | # %R L, T/51 2D &7
Vw7 LET,

A5 72 [DHCP]>[DHCPH—/\ (DHCP Server) ]| ##&R L £,

ATY T3 [H—/\ (Server) |X— T, [0 (Add) 1227 Vv 27 LT, ROAT v aruEZELET,

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

(M F—T7 x4 (Interface) |: FR YT H T Y X RNHA L F—T = ZAEBRRL F
R
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B 7o 1rr—roem

*[7 RLAZ—/L (Address Pool) |: DHCP % — "MEFF 2 IP 7 KL ADH FOLH 5k
FAroORO®EBEEZRELET, IPT RUAOFEPHIL, #RLIcA v F—T A X EFELCH
T3y b FICGFEETDIVNERHY, A VX —T =2 ABHGDIPT KL AZEDDHZ LT
TEXEHA,

 [DHCPH— &2 4%h29 2% (Enable DHCP Server) ]: &R L72A > % —7 = A AD DHCP
P—RERMZLET,

ATy T4 [OK]Z27 V)7 LET,
ATv TS5 [{R1FE (Save) 1227 U w27 LET,

FI7A4IL MIL— FDIEM

T T H N Mv— MIEFE . MBS =T = A ADBEFEARER T v A Y — A —F &t
LRLET, SMBA v % —7 = A AIZDHCP 2 EH T 25613, 735 AR 4 TIZT 7 4L b
N—REZELTWAHAEENRH Y £3, FEITL— M2 EBNT20ERHLGEIX. ROF
IEZ 54T LET, DHCP Y — M HT 7 4V bb— M &[G LTS, [T/3M X (Devicss) 1>
[T/34 A& (DeviceManagement) ]>[JL—F « >4 (Routing) 1>[RE T4 vTIL—k

(Static Route) 1 =*—® [IPv4)L— bk (IPv4 Routes) | £721% [IPv6JL— k (IPv6 Routes) ]
T =T NMIERRESNET,

FIE

ATY 1 [TINA R (Devices) | >[T/3\1 REHE (DeviceManagement) | Z##IRL, T /N1 2D &7
Uy 27 LET,

RAT9 T2 [—T4 2% (Routing) |>[RE2T 4 vY)L— bk (Staticroute) | &R L, [b— b ZEM
(Addroute) 1Z# 27V w27 LT, WOEHITHRELET,
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Fornti—roen [

Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v

Available Network (5 & Selected Network

E.._° Search | == any-ipv4 &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Sl
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: b+ ]

0K Cancel

[ZAT (Type) 1: BT DHAZT 47— DX A TG T T, [IPv4] F 721X [IPv6]
FTFariRFE U EI VI LET,

e[ H—T x4 A (Interface) |: HIA v H—T = A A&EIR L E3, @FEIIINHA
H—T A ATT,

« MEFABE2 R v F U —2 (Available Network) ]: IPv4 5 7 /L b /L— h DEEIT
[any-ipv4], IPv6 T 7 A+ /L h/L— K DA [any-ipv6] Z 3R L 97,

*[F—F7U A (Gateway) ] £72IL[IPv67 — F 7 =1 (IPv6 Gateway) ]: ZD/L— F DX
JANRYy T THLT— bV 2 AN—F 2 ANELITRRLES, IPT FLAELITIXR Y
NTD—=Z/RANFT V27 NEBETEET,

[ARU w27 (Metric) ]: %55y N =27 ~DkR vy FO¥ZE AT LET, ARMEOH
X1 ~255T, 74/ MEIZ1TT,

AT9F3I [OK] %7 U7 LET,
N BART 4 I — T =T VBEMENET,
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Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence Deploy % System Help v admin v
Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates
1089520 You have unsaved changes B Save Q Cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Interfaces Inline Sets DHCP
OSPF ) Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

ATy T4 [{#fFE (Save) 127V w7 LET,

— XA 72 NAT L—/L Tk, NET RV AZANEHA v X —T = ADIP T RLADKR— MNIE
Bl EdT, ZOFATONATL—ILDZ bZ AL HZ—T A A R— KT KL AZLH (PAT)
LIEONE T

FIE

ATFv 1 [T/314 R (Devices) |>[NAT] %27 U 27 L, [#LLAKY >— (NewPolicy) ]>[Threat Defense
NAT] 227V w27 LET,

RATw T2 KN v—ZARTEMT, R —%2EHT 7354 A&V, [fR1F (Save) 1227 U v L
£
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NAT D& E .

MNew Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

521192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel |

AU =R EMCIZBEMENET, IERE, N = — A ZBMT 508 H Y £7,

ATv T3 [—n?EM (AddRule) 1227 VU v LET,
[NAT/L—/LDiENI (AddNAT Rule) | ¥ A 70V Ry 7 ANFKRINET,

ATy T4 EARLV—NDOF T g ZHELET,

Add NAT Rule
MNAT Rule: Auto NAT Rule hd
Type: Dynamic hd

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z3&IR L £,
o [# A7 (Type) ]:[#AFIv7 (Dynamic) | Z&EIR L FET,
AT TS A H—TxA A4 7= b (Interface objects) | 2— T, [HHAGERA X —T =1 A

F 7Y x 7 & (Available Interface Objects) | fEIKMN D [FB806A v H¥—T = A AF TV =7 b
(Destination Interface Objects) ] fEIBIZAME Y — 2 2B L £,
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B wozz

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| _}, Search by name | ei‘outside zone ]
u:—.i‘inside zone
moutside_zone | Add to
¥ Source
Add to |
Destination |
QK | | Cancel
= ; AP i L
ATvT6 [£H: (Translation) | X—T T, ROA v araFELET,
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic v

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Translated Source: Destination Interface IP

Original Source:*

Original Port: TCP

« [JEDiE(EJC (OriginalSource) |1: 227 Y w7 LT, #XTCDIPv4 b7 7 4 7 (0.0.0.0/0)
DFAYy NI—IF 7=y bEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

Cancel |

| Save

HEINAT V— L idA 7 V=7 NEZRO—#E L TNAT ZBINT 5720, VAT
LAEFZD any-ipvd 47 =7 b EFHATHIZ EIETEERA, 2. VAT AE
BOF TV NeiRETDHZEITTEEEA,

GE)
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7oezsimnzE [

o [ D E(E T (Translated Source) | : [#E551 > % — 7 = A AIP (Destination Interface
IP) | Z@IRL£7,

ATwT1 [IR1E (Save) 1227V v 27 LCL—LZBMLET,
L=V’ Jb— b (Rules) | 7 — 7 WAERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence Deploy % System Helpv adminv

Device Management = NAT | VPNw QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ € cancel
[ Po
B Fiiter by Device @  AddRule :
[s \ \
# Direction Tyl ‘Source Destinati Or 1} Original 1] Original 1} Translated Translated Translated Opti
erface Objects rface Objects rees estinati Services  Sources  Destinaions  Servi ices
v n
* au
»  Dymamic @ & al-ip @ Inte @ &

ATY T8 NAT X—TU T [RfFE (Save) |27 U v 7 LTEREEZREFELET,

792 RHHDBTE

FTDv % FMC IZ8Ek LT & X2, EAD[TXTONT 7 4 v 7 %717 (Blockalltraffic) ]
TR arta— R —FERLTEGEIE. TN AZEMT D NT T 4 v 7 &R
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