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FTDv ZEH4 21213, BOY— " ETIITSIND VVEED YNV T T AL AR =T % Th
% Firepower Management Center (FMC) Z i L E3, FMC DA > A h—/LOFEHIZ DUV T
I%. [FMCgetting started guide] ZZM L T 7Z X0y,

FTDv iZ. FIDv{RE~ > 2B B THEHA L X —T 24 A FOFMC 288 L CHEE LE
“9‘40

NG TN a—TFT 4 TOBEBWT, BHA X —T7 A A LD SSH #fH L TFIDCLIIZT
AT HZ L, Firepower CLI 5 FTD B2 Z L T £,

Firepower Management Center ~D O 4 A >

FMC #fE LT, FID #REB L VEH L E7,

1R8O BRI

FR=FENTNDT T TFOFEMCONTE, FHTEZ A=Y a 0 J—R/—h
(https://www.cisco.com/go/firepower-notes) ZZH L T 72 &0,

AT T AR —FINTWELT T UFEHEH LT, RO URL Z AN LET,
https.//fmc_ip_address

« fmc_ip_address : FMC @ IP 7 L A E 723K A M Z2HBE L £7,

ATFYvT2 a—PLHERZAT—FEANLET,
AT9 T3 [vr A4y (Logln) 1227V v7 LET,

Firepower Management Center ~M 7 /N1 X D& %

1R BHEIIZ

FTIDv (AR~ U2, IEFIZER SN TV T, EENSA VIR ->TEY, kPO 7 — FFIEE
FITEHTHDZ EEHR L TLIIEEN,

ATY 1 [TINA R (Devices) |>[T/31 REHE (DeviceManagement) | #34R L £,

ATv 72 B (Add) | Kay T XU RRnD, [T/34 20BN (AddDevice) [ #HIRL, KD/ T A —F %
ABLET,
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Add Device (7]

Host:t

‘ ftd-1.cisco.com |

Display Name:

‘ ftd-1.cisco.com |

Registration Key:*

Group:

‘ None v |

Access Control Policy:*

‘ inside-outside v |

Smart Licensing
Malware
Threat
URL Filtering

Advanced

Unigue NAT ID:+
| natidse|

Transfer Packets

o [AAA N (Host) ]:BINT 25mEET A ADIPT KLAZASNLET, FID7—hA T v THET
FMCODIP7 KL A& NATID Oli FZE LT AIE. ZO7 4 — /L REZEOFFIZLTE N0
TEET,

o [ (Display Name) ] : FMC (ZERT DmELT A ZAD4HIZ A LET,

o B8k ¥— (Registrationkey) ]: FTDv 7 — h A b7 v 7BRETHE LI b D LR UB&HEF—E2 AT L
£
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s [FAA Y (Domain) ]: w/LF RAAL VEREZHBEHAL TWAELEIX. T3 A% U —7 RAA H

« [Z—7 (Group) |: ZN—T%EHLTCTWDEAIL. T/ AT )L—FZEN Y Y TET,

s [77EAT Fur—/LAKR U T — (AccessControl Policy) |: fJHAARY > —Z@IN L EJ, FHIT L4
DD EDRDLNS TNDHAE A RFEHDRY) —INTTIZHDHLEEERWVT, [HTLWAKRY >—
DYERL (Create new policy) | Z#HER L, [T XTDHORNT 7 4 v 7 %71 v (Block all traffic) | & 3R
LET, BTCINELELTI I 74 v 7 T2 LRTEET, (727 RHIEORE (14
~N—=) | BBRL TSN,

New Policy ? X

Name: ftd ac palicy|
Description:

Select Base Policy: Mone S

Default Action: © Block all traffic Intrusion Prevention Network Discovery

s [A¥— 17 A A (Smart Licensing) | : BT DBEREICHNERAY— T/ B XL LT, [F/V
7 =7 (Malware) | (AMP ~/L D =7 A VAT v a L EERATHFEDOEE) . BB (Threat) ]
RABEZER T2 FEDOHA) . BELO[URL] (W7 TV XR—=ZADURL 7 4 VXV 7 % F2dE4
LTEDOEE) #F0 Y TET,

« [ ~EDNATID (Unique NATID) ]:FTDv 7 —h A+ T v 7RETIHE LT NATID 248 E L £,

Save Cancel

o [/37 v b D#ADE (Transfer Packets) |: 7 /34 A5 FMC ~O /37 > MRk ZFrI LET, 2047
T a VEANCLU TIPSR Snort 72 EDA X MR MU H—ENTEIE. T3 ARREAE LTA
R NABF—RIERE Ry NF—ZEFMCICEHELE T, 047> a U EENC LT 5E1E.
ARy MERIZT N FMC IZEFE S, N7y T —XIFEE S EEA,

ATw T3 [BEk (Register) |27 U v L, EFRICBEINTZ E2MHERLET,

BERNRNT D &, T ANT A MBIMEnET, KRLEGAIX, =7 —X vb—UREREINE
9, FTDv 23 ERIZRI L7255/, ROERH ZfER L T &0,

* ping : FTD CLI ( [Firepower Threat Defense CLI ~®D7 7 A (16 X—) | ) IZT77k&AL, KD
av 2 REFEHALTEMCIP 7 KU A~O ping #F4TLET,

ping system ip_address

ping 3P L2 WA, shownetwork =2~ > RAMEH L TRy MY — 27 @& ELXHER L ET, FIDIP
7 RV AZETTHHLEND DAL, configurenetwork {ipv4|ipv6} manual =~ > K& FE4T L £,

« NTP : NTP #— SR [ X T L (System) ] >[E’TE (Configuration) ] > [EZIDOEHE (Time
Synchronization) | X—Y O FMC — 1ty b —FHTHZ L 2R LET,

« BfkF—. NATID, BLOFMCIP 7 RL A : liF DT A A THCHERF—E2HEHLTnDHZ L%
B L, AL TOWAEAIEINATID Z2EH LT\ Z & 2R L £7, configure manager add =~
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gxmntra) 7oy o—ngE ||

VREMHEALT, FTIDVv CBEF—ENATID AR ET A ENTEET, £/2. 2O~ RTEMC
IP7 RLABEEETHZ L TEET,

> i 2 > =1 —
ERXKWLGEX)T4R)O—NDETE
CITIE, ROBRTEEHEAL CEANR X2V T 4R =2 ET D HEICHOW T L
i‘ﬂ—o
A v A —T 2 ALHNHA L H—T oA A N A o H—T = A RZAXT 7 IP
T RLURZED YT, HEA X —T = A AT DHCP 2 L £,

*DHCP H—/3: 7 747 NOWNEA % —7 = A AT DHCP h— %M H L £7,
T T HNIN— R A =T 2 A RAENLTT T /b b— b EBIMLET,
e NAT : SMA v Z —T 2 A AT Z—T = A APAT ZfEH L £ 7,
TR br—b NI ~D T 7 4 v 7 HFFAILET,

AT TN A F—T oA ZADFKE (53—)
RATw 72 DHCP —OEE (9 4—)
ATFYT3 T4 R—FOEM (10 2—2)
ATY T4 NAT OFE (11 =)

ATV IS T ERHEORE (14 X—)
AT9 76 FHEDRER (155—)

A 23— 124 ADETE

FIDv A v 4 —7 = A ZA&HNMNZ L, Thortxa )T 40— B0 ST, IPT FL A%
BWELET, @I, VAT ALATEROLD N T 74 v 72 BRIEL LT, Dl tb2
DDA VB —T 2 A AEHRETHLERNHY ET, BFIT. Ty 7T AN —LL—FEITA
VH—F oy MIHE LA A v X —T = A AL MO FX Y NU—27 D 1 DL EOWNEA »
=T 2A AR LET, TNOHDOA L FX—T A ADO—IL, WebH— 72 DT Y o
T 7 RARARER T By MEAEET S [§EEHE]  (DMZ) &850 0 £,

— RNy D —TF 4 T OARTE, NEA A —T 2 A ATAET 4 v I T R AR ERH
425 LEIFZ, ISP2>5 DHCP 2/ L CHERA v X —T = A AT RLAZHIGT 52 & TY,

WOETIE, DHCPIZEAAEZ T 4 v I T RLRAENL—F v RE— RONPA v Z—T = A A
PHEAHLT, V=7 v RE—FROWNFA v X —T =2 AZHRELET,
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AT9 1 [TINA R (Devices) |>[T/ 1 REHE (DeviceManagement) | Z&IRL, T4 2D %7 Vv 7 LET,
ATV T2 [ Z—TxAA (Interfaces) ] %7V v 7 LET,

Overview Analysis Policies JeEMGEEE Objects  AMP  Intelligence Deploy y System Helpv admin v

Device Management NAT | VPNv | QoS Platform Settings FlexConfig Certificates

10.89.5.20 (@ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing li:m Inline Sets DHCP

4 Search by name KE‘ Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical [EE-A.
E Ethernet1/3.1 Sublnterface E] &
Ethernet1/4 diagnostic Physical E] y
Ethernetl,5 Physical [E]| &
RTv T3 TNE) AT =T AD E Y v LET,
[£f% (General) | ¥ 7HRFRRINET,
Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration

Name: inside Enabled | | Management Only

Description:

Mode: None Ed

Security Zone: inside_zone v

MTU: 1500 = = R,

QK Cancel

a) 48 FETO [4AT (Name) | Z# AN LET,
ezt AV F—T7 A AT insde &\ ARTEATT £,

b) [f%h (Enabled) | T =y /ARy I AEA NI LET,

c) [EF— K (Mode) 1iX[72L (None) JIZERELT-EFIZLET,

d [EX=U7 1Y —r (SecurityZone) | Ky 7 X7 U R NPLEEFONE X2 VT 4V — 0 &%
W20, HH New) 1227 Vw7 LTHLWEF 22U T 4= &BMMLET,
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A8 —T 14 RADRE .

7= & 21X, indde zone E WO ARTOY — 2 EBIMLET, A FX—T A AT, BX=2VT 4/ —
VBIXOA U E =T 2 A AT N—TIZEID LB TCHMERHVET, A X —T A AL, 1DODEF=
V74— ZDRBRTHZ e, O =T 2 A RTNV—TIRTHZ b TEET, V—
VERIEIN—FAIIHE ST EXF 2V T R = A LET, e XIE, NS X —T A R
ENERY —CHI 0 YT, A v =T oA R =B Y THZ ENTEET, 205
Gy 7740 v PRI ANTICBEI CE AL OICT 78R ary b — L R V—ERETH L
IXTEETH, AL OREBICHEIT TUIRETETERA, FEALEDRY —3EXF2 VT 4 —
@#%ﬁ—bbfwiﬁomwﬁu/~\7v74w&fuv—\%iUQ®ﬁUv—f\f~yi
TFA =T 2 A AT N—TEEHTEET,

e) [IPv4] ¥ 7 [IPv6] X7, ETIElFEOX T %27V v 7 LET,

c[IPv4] : Ky T XTI LY A INE [RAET 4 v 7IPEfEHT % (Use StaticIP) ] Z3EIRL, 1P 7
RUVREHF TRy N AT EHRAT v aRLTANILET,

7ol 2%, 192168112472 8 AT L £,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP B
IP Address: 192.168.1.1/24] eg. 192.0.2.1/255.255.255.128 or
. — 192.0.2.1/325
« [IPv6] : A7 — b L AHBEEREDOL AL [BEEERE (Autoconfiguration) | F = v 7R v 7 A&k 4
WZLET,

) [OK]Z27 Vw7 LET,
ATy T8 O AT A =T 2D &7 ) v 7 LET,
[&M% (General) | % 7 RERINET,
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Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 5000}

K Cancel

a) 48 LFFETO [4HT (Name) | AT LET,
e ziE, A FZ—7 x4 AT lToutside] &I LETEFIT £,

b) [A%) (Enabled) | F=v /Ry 7 A%A L ET,

c) [F—F (Mode) Jix[7eL (None) JIZFZEL-FFIZLET,

d) [EF¥=UT7 Y —r (SecurityZone) | Ry I X7 U A MNLBEFONTEX 22U T ¢ V) — &%
I B0, FHl New) 1227 Vw7 LTHLWWEF 2V T 4/ —vZBMLET,

7= & z21%. Toutside zone] L\W\HLRIDY —2 ZiBIMLET,
e) [IPv4] Z 7, [IPv6] X7, £3W0oX 7% 70 v 7 LET,
* [IPv4] : [DHCPOfEH (Use DHCP) | #INL, IROA T a L DONTFTA—F R ELET,

« [DHCP i L CT7 7+ /v b /b— h ZHif% (Obtain default route using DHCP) ] : DHCP #—
RNINBT T 4V h v— N EREGLET,

« [DHCP/L— h A U w27 (DHCProutemetric) |: 7 RI=ARL—TFT 47 T 4 AKX U A%
BLIZ— MBIV Y TEST (1~255) , FEHLIEAV—RDOT 74V DT RI=A ML —
TAT T A AR AL TY,
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pHep 4—rosE |

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

«[IPv6] : A7 — M L AHEREOY AL [BEEE (Autoconfiguration) | F = v 7Ry 7 A& F
ZLET,
) [OK]Z27 Vw7 LET,
25y TS5 1 (Save) 127 U v s LET,

DHCP H—/\D&XE
27547 NCDHCP I L CFIDV S IP Y RLAZFET A L 51T 5541%. DHCP
P—NEHHLET,

ATYF1 [T/N4 R (Devices) |>[T/31 REE (DeviceManagement) | Z&IR L, T4 2D %27 U v 7 LT,
AT v 72 [DHCP]>[DHCPH—/\ (DHCP Server) | Z#R L £,
AT9 T3 [H—/\ (Server) | 2=, [BM (Add) 227V v 27 LT, ROE T arz@ELET,

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

s[> —T7 x4 R (Interface) |: R v T XTIV RARNLA X —T oA ABRLET,

«[7 KL AZ—/L (AddressPool) ]: DHCP — "WBMEHT 5 IP 7 KL ADH FALH B EALO M O
FHAERELET, IPT7 RLAO&EMIT, #RLIEA v F—T A ALFE LY TRy N EICHEET D
ENHY, A E—T 2 AHFDIPT RLAEZEGEHLHZ LITTEEE A,

« [DHCPH— "% H%h129 % (Enable DHCP Server) | : &R L7zA > ¥ —7 = A A@D DHCP H— "%H
Mz LET,

RTFv T4 [OK] %27V v 7 LET,
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ATY TS5 [R1F (Save) 1227V v LET,

—

T4 MIL— FDEN

T 7 A Mb— NMIEE ., INBA X —T = A ADGEIEARERT v S AR — b —Z &R
LRLET, SMBA % —7 = A AIZDHCP 2T 25813, 735 ARTTIZT 741 b
N— R NEZELTWDHAREERH Y £9, FHTL— N2 BMT2LERHL5E51E. ROF
E% 34T LEd, DHCPH— 5T 7 4L bbv— %25 LT25A1E, [T/84 X (Devices) 1>
[T/34 REH (DeviceManagement) |>[JL—T «4 >4 (Routing) |>[RE T4 v IL—Ft

(Static Route) ] ~—® [IPv4)L— k (IPv4 Routes) ] £7-1% [IPv6JL— k (IPv6 Routes) ]
T MCERRINET,

ATYF1 [T/N4 R (Devices) |>[T/31 RAEE (DeviceManagement) | Z3&IR L, T4 2D %227V v 7 LET,

ATv T2 [IL—T 4 >% (Routing) |>[RE T4 v IL—F (Staticroute) | 2R L, [/L— FZiBM (Addroute) ]
7V w7 LT, WDODLEIEELET,

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
, Search | == any-ipv4 @
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)

Tunneled: O (Used only for default Route)

Route Tracking: v @

OK Cancel

[ZAT (Type) 1: BIMTDHAXT 47— DX A TG U T, [IPv4] £721X[IPv6] A7 > 3 VR
goEI7V 7 LET,

e[ H—TxA A (nterface) |: HIA v H—T = A ZAERIRLET, @EIIHNEBA o H—T oA A
*@—a—o

s [ ATRE/2 %~ U —7 (Available Network) ] : IPv4 7 7 4 /L b /b— h DAL [any-ipv4], IPv6 T
7 AV Mb— s DAL [any-ipv6] IR L E 97,

. Firepower Management Center % {5 f L 7= Firepower Threat Defense Virtual 0 &I



| Firepower Management Center % {$ A L 7= Firepower Threat Defense Virtual O &2
NAT D& E .

[ — U x=A (Gateway) | £/ [IPv67— b7 =4 (IPv6 Gateway) |: ZD/L— FDFRT A Fik v
T TCHOLT— N2 AN—FEANEITEBIRLET, IPT FLAERLIEIRY NU—T/RA NAET

V=V hetETEET,
e [AFVU w27 (Metric) ]: %85y NU—27 ~DFR v 7OKE AN LET, ARMEOFKPEIL 1 ~ 255
T, T 74V MEIX 1T,

ATY T3 [OK1 &2V vr LET,
N—=F WBRAET 4 I N— T —TZBMENET,

Deploy s System Help » admin v

Overview Analysis Policies sISUTSEN Objects = AMP  Intelligence
Platform Settings FlexConfig Certificates

Device Management NAT VPN v QoS
1 O . 8 9 . 5 . 20 You have unsaved changes a Save 9 Cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device [LIN.LT] Interfaces  Inline Sets  DHCP
OsPF & Add Route
OSPFv3 _
Network Interface Gateway Tunneled Metric Tracked
RIP
ﬂ.:] BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 fal 1 & @

> [ Multicast Reuting
¥ IPv6 Routes

ATy T4 [fRT7F (Save) |27 U 27 LET,

N —

NAT D& E
— XA 72 NAT L—/L Tk, N7 RV AZINHA v 2 —T = A ADIP T FLADKR— MIE
WLET, ZOXATONATL—NDZ tEA L H—T A R—KT KL RAEH (PAT)

LIFONET,

ATV 1 [T/IA4 R (Devices) ]>[NAT] %27 U > 2 L, [#HLWKRY — (New Policy) | >[Threat Defense NAT] %
79y 7 LET,
RATw T2 R —ZAREfMT, R —%2EHT 57354 ZAZ%RRL, [(R1F (Save) %227 U v 7 LET,
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B wozz

MNew Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

4, Search by name or value | 521192.168.0.16

| Add to Policy |

| Save | | Cancel |

AU =R EMCIZBEMENET, I&ERE, N = — A ZBMT 508 H Y £7,

ATy T3 =DM (AddRule) %27 VU v/ LET,
[NAT/L—/L DB (AddNATRule) | ¥ A 707 Ry 7 ANRFRINET,

ATy T4 EARLV—NDOF T g ZHELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool  Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z3&IR L £,

o [# A7 (Type) ]:[#AF w7 (Dynamic) | Z&EIR L FET,

ATFY TS [A v H—TxA A4 7= b (Interface objects) | X—C, [HARESRA VX —T A ZAAT V=V
I (Available Interface Objects) |FEIR/D [FE5A > ¥ —T7 = A AA 7 =7 ;b (Destination Interface Objects) ]

IR Y — 2B L £ T,
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NAT ®%

%
H
-

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| _}, Search by name | ei‘outside zone ]
u:—.i‘inside zone
moutside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
= ; AP i L
ATwT6 [£H: (Translation) | X—Y T, ROA v araFELET,
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic v

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Translated Source: Destination Interface IP

Original Source:*

Original Port: TCP L'

s [JEDFE(E L (Original Source) |: #7 U w27 LT, §XTOIPv4 b7 7 ¢ 7 (0.0.0.0/0) OF > K
I—0 A7 MeiBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

HEYNAT V—MEA T V=7 PERO—EE L CNAT ZBINT 572, VAT LEHRD
any-ipva 47V x 7 NEERTHZLIETEERA, £, VAT AEROAF TV 2T N

MmET D LT TEEE A,

GE)
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B 7 txnmons

o [EHE A OE[ETE (Translated Source) ] : [FE5A > % — 7 =+ AIP (Destination Interface IP) ] % 3R
l./ \i TO

ATy 1 [R1FE (Save) 1227V v 7 LTL—&BMLET,
JL—L3 Jb— v (Rules) | 7 — 7 WAIERIESILE T,

Overview Analysis Policies JBENILEE Objects AMP Intelligence

, System Helpv admin v
Device Management ~ NAT | VPNv = QoS | Platform Settings | FlexConfig | Certificates

interface_PAT

vour 4 changes [[Esa Bc
[F] Policy Assignments (1)
#A Fiiter by Devica ©  AddRule
P Pa N T Iated \
# Direction Type ‘Source Destination ‘Original Original Original Translated Translated Translated Options
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations Sarvices

¥ NAT Rules Before

¥ Auto NAT Rules

PN Dynamic o any 43 outside_zone R allipva @ @ on Pr)

ATY T8 NAT X—TU T [RfFE (Save) |27 U v 7 LTEREEZREFELET,

792 RHHDBTE

FTDv % FMC IZ8Ek LT & X2, EARAD[TXTONT 7 4 v 7 %717 (Blockalltraffic) ]
TR aryta— R —FERLTESGEIE. TN AZEMT D NT T 4 v 7 &R
TLHOICRY ==V ZBINTHLERHY £, ROFIATIL, WEHY — 0 BIMET
= ~D T T 4y 7 EFFRIT AV EBMLET, I — R LA, w7
Xy NI—=I~D T T4y 7 HFAITHL—NEZBMLTIEIN,

SVBEREX VT A RELENV—NERETDHEIL. FMC ORETA K2R LT
éb\o

AT w1 [[RY)— (Policy) 1>[7Y AR >— (AccessPolicy) 1>[7 2 2RXKR1) L — (AccessPolicy) | #i#R
L. FTIDICED Y THNTWDET 7 A avrba— LR =D %7V vr LET,
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