RBIEARL—T A VI RTLETR—
Sy HEBOITAAEE

N R 2T Ty T4 —01F, 2004 XL —FT 4 VTV AT LOWNTNNEFEITTEE
T, ARXL—T A VT VAT AT LI, vAXA VX EHEIRTEET, ZOETIE, F1L—
TAVT VAT LEZF—T ¥ OFPUKIZ OV TR L £ 7,

e ARV —T 4 TVAT A (1 R—)
VX —Vy 25Y)

o — ~ » & —
ANL—T AT RT LA
N—KRT =7 7F v N7+ —ALTIL. Cisco Secure Firewall ASA F 7213 Secure Firewall Threat
Defense (IH Firepower Threat Defense) AL —7 4 V7 VAT AEHHTEET,

« ASA : ASA L. ERDEERAT— "IN T 7 AT 74— NLEBLIOVPNaLy £ L —
& T‘é‘o

Threat Defense O 515 72 BEREAN A BE/R NG G . £ 7213 Threat Defense Tl E 72EH T& 72
VN ASA B OBRENS LR G5 1X. ASADERNE L TWET, Y AaTIL, ASAND
Threat Defense ~DATY — L EZEM L CTWET, 20OV —id. ASA OfFHAZBALE L.
12 Threat Defense (21 A — LT 55E1Z. ASA % Threat Defense (ZZ8#i9" 2 D&
MHET,

Threat Defense —& B BfINY., BERAT— IV 77 A4 T Uxr—/)L, VPNt |k

L—% BRI IPS ZAlAG b kIR T 7 4 7 U +—/LTF, DF Y. Threat
Defense | ASA OREREZ e KIRIZIEM L, Fi 2R MANT 7 4 7 74—/ & IPS #RE 4 fl
AEETET,

Threat Defense 1Z1% ASA O EFRMERED K2z T, w7 7 4 7 7 +—/L & IPS
HEENBIMIINTWDT-H, ASA LV L FTD 2T 22880 LE7,

ASA & Threat Defense ] COFA A — LD FHF1EIZOWTIL,  [Cisco Secure Firewall ASA 15
J O Secure Firewall Threat Defense FF1 A — b A R 22 L T 7Z&E 0,

BELGARL—T A VIV RTLEYR—CvERDIT5AE ]


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html

B#ELARL—T 4 VI VRTLERR—SxERDOHFDAE |
. IAR—T¥

~

Nfr—Ty

Threat Defense & ASA IO~ X —TV ¥ ZHR—FLET,

Threat Defense ¥ r— <

3R 1: Threat Defense < +— > %

TR—Tx B

Secure Firewall Management Center (IH | Management Center [X58 /172 Web N— A D<)V F T /NAf A~v X —T ¥ TT, M
Firepower Management Center) BOY— == R =T LT, F2id A=A P LEOFEIET A A L
LTBEBLEST, ~VFTNA AR —T v Z0E L L, Threat Defense 3
T OMEEN LI /241X, Management Center 2 42 LE R H VD £,
Management Center [, N7 7 4 v 7 & A X "Rt E=21 7
HIEfE L E S,

6.7 LAF:. Management Center ClE, HEHEDEHA X —7 = A A TlH72<, 4
B (FrixEotioTr—4%) A 2 —7 A A5 Threat Defense & EE T
T, ZOBREIX, U E— FAEORBICESL D £,

==

GE) Management Center |% Threat Defense 7% /& % 7%, Management Center
Z/3A /XA L C Threat Defense Z [EAEa%ET 5 Z LIXTE 202
®. Management Center |[ZflD~ R — % L O AN H VD &
Ao

Management Center % Bi#54 % 12(%. [Management Center "C @ Threat Defense
DEFI 22 LTS,

Secure Firewall Device Manager (IH Device Manager (X, Web X—AD L VT INIRA VT INA A F—T % TT,
Firepower Device Manager) BRI SN TWD 728, —#8D Threat Defense #7213 Device Manager TlIf
HTEEth, PEOT AL ADBEEHL, ~VFTNAARE—T v &
WEE L LU7eWAE, Device Manager #3925 D125 LTV ET,

GE) FDM & — K ® Device Manager & CDO O[i 5 C7 7 A 7 7 4 —/)b
DR EERHTE 5729, Device Manager & CDO % L C[A
L7747 UA—/VEEHTH I LA AHETT, Management Center
IO~ F—T v & HHMERH Y FH A,

Device Manager % B%A3 5121, [Device Manager "C® Threat Defense O J&
fll 2L T EE0,

B SE5ARL—TA VI VRTLERF—V Y ERDITEAE


isa-3000-gsg_chapter3.pdf#nameddest=unique_5
isa-3000-gsg_chapter3.pdf#nameddest=unique_5
isa-3000-gsg_chapter2.pdf#nameddest=unique_6
isa-3000-gsg_chapter2.pdf#nameddest=unique_6

| BEBARL—F ATV RTLERR—S X ERDIFEAE

Threat Defense ¥ *— < v .

TR—Tx

B

Cisco Defense Orchestrator (CDO)

CDO IZIF 2 DOEHE—FRH Y 97,

« (72UR) AT LI AOEHE X — DT RTORERELHA 7
7 U FRMOER Y 5 —F— 8, SEREICO>WTIX, 777 FA
@ Secure Cloud Analytics £72134 > 7' L I ADOEHE ¥ —D W
HEHTCEET,

o BEFOCDO 2 —H—0DH) 2—H—x2 7 AXRY = ANRFEFE LS
FNRA AR F =V ¥ E—F, ZOF— KNI, §TIZCDOZHEHLTT A
A A~ F%— % F— KT ThreatDefense & L T\ 5 2 —H —DHHif
HTEET, ZOF—RIZONWTIE, ZOHA RTIEHEH L TWEYA,

CDOEZ 77 RR—ATHAHDH, MADY—/—TCDO #F(TT HHLE
TZHY FH¥A, CDOIZASA R EDMDEX 2 )T 4T3 AL ERT 57
W, TRTOEX2VTF 4T, RACH DR — v 2 EATEXET,

CDO IZoW ik, ZDOHA RTIEHEEY EFCunEHA, CDO %4# 3 2 Hj
12, CDO DR —AL_X— BB LT XN,

Cisco Secure Firewall Threat Defense
REST API

Threat Defense REST API # i 9% & | Threat Defense O E#ELE % HBIELT
& £7, DeviceManager & CDOIZELHLH T 7 A 7 U+ —/L Tk i Z M T
EH72D, ZOAPLIZEN DL DS & AHEN & Y £9°, Management Center
Zf# ] L C Threat Defense # & L CWAHAIE., 2D APl 2 TE £8
Moo

ZDOHA RTliX. ThreatDefense RESTAPIIZ DWW CEBH L EH A, FEMICHOW
TlX. Cisco Secure Firewall Threat Defense REST API 4 REZHMR L TL X
AN

Secure Firewall Management Center REST
API

Management Center REST API Z i 195 & | & X4 0 Threat Defense |23 H]
] HE7: Management Center 78 U > — DR ELX BEMELTEX 9, Z D APLIZ,
Threat Defense % [EL#Z2E L L £ A,

Z DA K TiE, Management Center REST APTIZ DWW CERBA L EH A, FEMMIC
DT, Cisco Secure Firewall Management Center REST API 7 A » 7 A X —
FTA REZRLTIIEIN,

BELGARL—T A VIV RTLEYR—CvERDIT5AE ]


https://docs.defenseorchestrator.com
https://www.cisco.com/c/en/us/td/docs/security/firepower/ftd-api/guide/ftd-rest-api.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-programming-reference-guides-list.html

B oasa<xz—vx

ASA Y Rr—T

R2:ASAR R —Tx

BHEGARL—T A VI VRTLERR—SvERDTEAE |

XR—Tx

B

Adaptive Security Device Manager
(ASDM)

ASDM L Java R—ADF LU TNA A< F—T ¥ Th U, ASA DT TOHKRE
PR LET, CLILY b GUIZEHT 5 Z & 24, EHENLE ASA K
9@@9Ai ASDM OfFEARE L CTWET, ASDMIZTZ7 714 T U4 —/LD

BREEMBHTES7-%, ASDM TCLI, CDO, F7/IZCSM AT 22 L1

ASDM %1 A9 5 HIZASDM & L7z ASA DREEZ S L T 7ZE 0,

CLI GUI LY L CLIZEHAT 52 L 2 ifteifaid, ASACLIZ AL TS Z &V,
CLIUZOWTIE, ZOHA RTIEERY FIFThERA, SEICOWTIE. TASA
AT A Rl #Z2B LT3,

CDO CDO X, YV TN T T RR=ADVIVF TN, A —T % TT, v

TMEEN TS0, —H#D ASA #EEEIX CDO CTIIfH TE £ A, v
TNIRERT ) AR Z U AZRMT D VT TN, A R — T DLETR
56, CDOZEMAT 201 L CWET, £/, CDOEYZ 77 RRX—ZATh
L7, ME DO —/S—TCDO Z#FTT 2 ME(TH Y £ A, CDO I Threat
Defense 72 EDOMDEF 2 VT 4 T A AHLEHT L7720, TXTOEF =Y
T AT N, A —Dv R =V X ZHEHTEET, CDOIXT7 7 A T U+ —/L
DOFREEZHRHTE B2, CLIX ASDM 245 Z & L a[EET,

CDO IZ2oWTiX, ZOHA FTIHEY FFCunEH A, CDO &4 5 H]
12, CDO DR —AL_X—TU BB LTL XN,

Cisco Security Manager (CSM)

CSM %, MEOH— "=~ 7 =7 L CEWET D587~ VT T34 A~
X =TV ¥ TT, ZHDOASAZERTHMEND L6, CSMEHEHT 5 DI
WLTWET, CSMIZ7 7 AT U+ —LOREXHBRHTE L7720, CLIX
ASDM #{HH42 Z & & A[RET9, CSM X Threat Defense DEF & 7R — b
LTWER A,

CSMIZoW T, ZOHA FTIEHERY EiFTunERA, SO VT,
FCSM 22— —H A1 K] 5L T EE0,

ASA REST API

ASARESTAPI #{i 7T 25 &, ASADFREXBELTEF 3, =72 L., APLIZ
1T _TD ASA BEFEN T SN TE LT, RS2 bH 0 T8 A,

ASARESTAPLIZOWTCiX, ZDOHA FTIHEEY EFCWEHA, FEMIZON
T, Cisco ASARESTAPI 7 A v AHX— K A REHRLTIEI,

B SE5ARL—TA VI VRTLERF—V Y ERDITEAE


isa-3000-gsg_chapter4.pdf#nameddest=unique_8
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://docs.defenseorchestrator.com
https://www.cisco.com/c/en/us/support/security/security-manager/products-user-guide-list.html
https://www.cisco.com/c/en/us/td/docs/security/asa/api/qsg-asa-api.html

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



