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firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level O
no shutdown

interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown

interface GigabitEthernetl/3
bridge-group 1
nameif outside2
security-level O
no shutdown

interface GigabitEthernetl/4
bridge-group 1
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nameif inside2
security-level 100
no shutdown
interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
interface BVIL
no ip address

access-list allowAll extended permit ip any any
access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management

dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management
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configure factory-default [ip_address [mask]]

&1

asom~nos1> [

ciscoasa(config)# configure factory-default 10.1.1.151 255.255.255.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.
Verify there is a valid image on disk0:/ or the system will

not boot.

Begin to apply factory-default configuration:
Clear all configuration

Executing command:
Executing command:

interface managementl/1
nameif management

INFO: Security level for "management" set to 0 by default.
ip address 10.1.1.151 255.255.255.0

Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing
Executing

command:
command:
command:
command:
command:
command:
command:
command:
command:

security-level 100
no shutdown

exit

http server enable

http 10.1.1.0 255.255.255.0 management
dhcpd address 10.1.1.152-10.1.1.254 management

dhcpd enable management
logging asdm informational

Factory-default configuration is completed
ciscoasa (config) #
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AT F1 [Wizards] > [Startup Wizard] DJEIZEIR L, [Modify existing configuration] 47> 2 > R ¥ L % 7
Vw7 LET,

@& Launcher File View Tools m Window Help
ece ’ Startup Wizard... " Cisco
i @ Configuration [ Monitor VPN Wizlirds ard ‘ @ Hel ‘Type topi¢ Go
_ B 2 ' High Availability and Scalability Wizard... | - & "
[ECTNF TN | Unified Communication Wizard... |
000 Device List _ ASDM Identity Certificate Wizard... [
% Add [ Delete ¥ Connect { Packet Capture Wizard...

.|
| Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Starting Point (Step 1 of 10)

+| Configure the IP address of the management interface

IP Address:

<

Subnet Mask: 255.0.0.0

5 w M
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Startup fﬂizard Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires
that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name: ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

AT w72 [Startup Wizard] Tlx, FlEZB-> T FE2RETEET,
e A X —T N RAT— R
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(EE) [Wizards] A ==a—0 6, ZTOMO Y P — REFETLET,

ASA OFTE A HiATT 51Z1%,.  [Navigating the Cisco ASA Series Documentation] T 7 b7 =7
NR=P g NG LT~ =a TV EBBLTLIEE N,

ASACLI~DT7 VX

ATy

ATy T2

ASA CLI Z{ LT, ASDM i 5D VIZASA D N T TNy a—TF 4 UV ITRREEIT
I ENTEET, CLIKIEX, a2 Y— NV AR—NMNBERLTT 7 EATEES, B TLEOA
VHE—T 2 A ATDASA~DSSHT 7B AZHRETEET, SSHT 7 BR|LT 7 4+ /L N T
725 TOVET, FEIZOW TR, ASA DRI BEORTEN A REBR LT EEW,

FIE

BHoaLYa—HFEaLr ) —)LiR— b, RI458”— M E772133 = USBAR— FOWF R HEp:
LET, THADOAL—FT 4 VT VAT LK RUSBY Y TV RTANRNELT A A h—
NLTLEEY, ROV TAREEZHERALET,

* 9600 7R —

$8F—4 By k

e NUT 472

c1AFYy T EY L
ASACLIIZHEE LE T, T 74/ FTlE, av Y — AT 7 v AN E R a2—F— T LT vy
MEH Y A,

¥ EXEC £ — NIZT7 7B A LFET,

enable

enable 2~ REBUIZAN LI X2, RRATU—RELEET L LHROSNET,
1 -

ciscoasa> enable
Password:
The enable password is not set. Please set it now.
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Enter Password: ***#**x*
Repeat Password: *****xx*
ciscoasa#

RELSDT_RToOa~r Rid, FHEEXECE— R THATE £4, FHEEXECE— R b
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F¥FHE EXEC E— RA&#& T 51Ti%, disable, exit, £7ziT quit =2~ FEZ AL ET,
ATFYT3 o= a7 4 F¥al—arEF—RIT7 782 LET,

configureterminal

1 :

ciscoasa# configure terminal
ciscoasa(config) #

Ja—\) a7 4F¥alb—vg = RPHASADHRTELEFRBCEES, Ju—rL o
TA4Xal—var T REKTTHITIE, exit, quit, £72iTend a2~ REALLET,
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