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PN L, BEET A B AT LET,
5 |FPM EAM X2 ) T4 RY v—ORE (155—9)
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TINARZEMLET,

FID %3 A 7 4 7 A AKX AL LTFirepower9300 LB TE £3, av7FH Ao Ax
A I R— RSN TWEREA,

AT RAZEY T 4T 52BIT58451%. [FDM configuration guide] Z#Z L T 2 &
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1R8O HHEIIZ

*FTD & —#EICHEMT HEHEA L X —T 2 A AERELET, A1V F—T = ADHKE %
ZRLTLEEN, BHA LV H—T oA ADBMETT, ZOEHAS ¥ —T7 =1 A%,
V=V OEHORMHAEND ([ Z—7 A A (Interfaces) % 7 D _EERIZ [MGMT]
ELTHEREND) VY —VEBR—FERIUTIEHY $HA,

cFlo, b 1 ODT—F A X =T oA RAEHRET HLERDY £,
« ROMERERELET,

DT NAADA L HZ—T =2 A A 1d

EHA LA =T 2 A AIPT RLARLE Ry NT—F <R
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
firepower-9300-gsg_chapter1.pdf#nameddest=unique_13
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. Firepower Chassis Manager : Firepower Threat Defense (RI2 7 /N4 X ZEBML F T,

FIE

AT w 71 Firepower Chassis Manager T, [f@Hl7 /XA A (Logical Devices) | Z R L £7°,
ATv 72 B (Add) |>[A2 > K70OY (Standalone) | %27 U v 27 L, IRONRNTA—HZEHRELE

B
Add Standalone b 36
Device Name: FTD_1
Template: Cisco Firepower Threat Defense =7
Image Version: 6.5.0.1159 i
| Instance Type: Native i

QK Cancel

a) TNARBEANLET,
ORI, Y=Y A=A FRERREZIT> TA =T =2 A ZEED HTHT
OIERLES, T 7Y r—2a VRETHMASNDT A AL TEDH Y A,

b) [Template] Tld, [Cisco Firepower Threat Defense] % %R L &7,
¢) [Image Version] & E&4R L £,
d) [Instance Type] T [Native] Zi#&R L F 7,

AT FTA AL AT FDM Tl AR — S THWERE A,
e) [OK1%Z27 Uv s LET,
[Provisioning - device name] UV 4  RUMNERINVET,

AT 73 [DataPorts] KA B L, T34 ACHV Y THSN L E—T = Af RAEZNThI7 Y v 7 LE
ERS
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Firepower Chassis Manager : Firepower Threat Defense :RIE7 /N4 X ZBML F T, .

Overview Interfaces JIGLITEINEWTLEEN Security Modules  Platform Settings System To

Provisioning - FTD-FDM2 et
Standalone | Cisco Firepower Threat Defense | 6.5.0.1159

Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7

Port-channel3

Ethernet1/8 || }I

Ethernet2/1 || I
FTD - 6.5.0.1159
Port-channal3 Click to configure
Ethernet2/2 || }I

PIAiz [A % —7 = A A (Interfaces) |"X—Y CHIMI LIZzT —X A X —T oA ADIH%E|
DUTHZENTEET, T, IDMTINOLDA A —T =2 AEHMI L TRELET,
ZHICIZIP T FLADOERELEENF T,

ATy T4 BEATROFARALA AT A 2w v7 LET,

AT TRy 7 ANEREN, PIHIOT = A NI v TREEITHI>IZENTEET, b
DOFEL, MMEAER, £/2037 V2% VAR HTY, @EOEHATIX, BTV
r—3 9 CCLIREDIZEA LD ZEFE TEET,

AT w75 [l (General Information) | -X—C, WO FIAZETLET,
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. Firepower Chassis Manager : Firepower Threat Defense (RI2 7 /N4 X ZEBML F T,

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Security Module(SM) and Resource Profile Selection

5M1-0k | 5M 2 - Ok 5M 3 - Empty

5M 1 - 40 Cores Available

Interface Information

a)

b)

<)

d)

e)
f)

Management Interface: Ethernetl/4 hd
Management

Address Type: 1Pv4 only bl
IPv4

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1

(Firepower 9300 DIFE) [EX = U T 4 E Y 2 —/LDER (Security Module Selection) ] D
TC, ZOMBT AL RMEHT 28X 2V T4 EV2—AE27 Y v 7 LET,
[Management Interface] % 2R L F -,

DA B =T 2 A R, T A AEHT LIS hEY, Zoq 8 —
TxA AL, Yy —VEHEA—FEEBO LD T,

BHA LA —T oA ZAERIRLET, [7 FLAZ A7 (AddressType) ] : [IPv4D 7 (IPv4
only) 1. [IPv6DZ (IPv6only) ], F7-1% [IPv4E L OPv6 (IPv4 and IPV6) ],
[Management IP] 7 R L A Z 5% E L7,

TDAE =Tz AZ—BDIPT RLVAEZRELET,

[Network Mask] ¥ 7213 [Prefix Length] IZ A7 L E 7,
FYRIT—=D F—boxA4 T RLAEZATILET,

AT wT6 [Settings] ¥ 7T, WOTNEEFITLET,
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ATy 717
ATvT8
ATvT9

Firepower Chassis Manager : Firepower Threat Defense (3 7/ X #BML FF, .

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

a)

b)
¢)
d)
e)
f)

Management type of LOCALLY_MANAGED W
application instance:

Search domains: cisco.com
Firewall Mode: Routed b
DNS Servers: 10.8.9.6

Fully Qualified Hostname: | ftd.example.cisco.com

Password:

Confirm Password:

QK Cancel

[Management type of application instance] K22 v 7% 7 - 2 s T, [LOCALLY MANAGED]
ZIEIRL 7,

FATATAVAZ AL, %=V % ELTOFMC bR —FLTWET, s@mET A
AAZERBA LRI R =V XY AT T DL, RENHESIL, T30 ARFIHE LS
F7,

T~ REKEY YA RE LT[ RAA 2 (Search Domains) | 2 AL E T,
[Firewall Mode] CiZ& [Routed] E— RO AW AR — F I TWET,

[DNS Servers] Z >~ X DY A FE LTANLET,

FTD @ [Fully Qualified Hostname] %2 AJ) L £,

CLI 77 2 A ® FTD & #=—H% @ [Password] # AJJ L £,

[FIFHA (Agreement) ] ¥ 7 C, = Ra—% JF 42X (BULA) %2#A T, AELET,
[OK]ZZ7 Vw7 LT, REXAT TRy 7 A%HLET,

[RTF (Save) |22 Vv LET,

Vx—UiE, BELLEY 7 by T N—VarEFyra—RL, TV S—var A UARL
VAT = FARNT O TRELEHA LA —T A AREE T v aTHI LT, TS
AHBANLET, [WET/NM1 X (Logical Devices) | X— T, HLWGIT NA ZADAT —
B AR L ET, LT /3 AD [Status] 21 [online] & #RENni=bH, 77U r—2 3T
X2 VT4 R —OREERBTEET,

FDM % {§F8 L 7= Firepower Threat Defense OEE [}



FDM % {3 L 7= Firepower Threat Defense DB |
B rov~onsqo

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@Dnline (<4 ®)] #* (455

FDM~RAoA >
FDM a7 A > L CFID #&ELE 7,
I8 BRI

« Firefox, Chrome, Safari, Edge. ¥ 7213 Internet Explorer D/ N— 2 &2 H L £,

« Firepower Chassis Manager @ [f@#87 /34 A (Logical Devices) ] X—3 T, ASA fmil7 /N
ARAD[AT—H A (Status) |23 [F> T A (online) | THDHZ & aMERLET,

FIE

AT F1 77 7HICRO URL # A LET,

« https://management_ip : 77—~ A N7 v TRECADN LIZEHA L F =T = A ADIPT R
LA,

ATY T2 2—H4 admin, FTD OEHIFICRE L7/ ATU—F, ZFEHL e/ LET,
ATFw T3 90 HEOFEMT A o ACEETA L ITkDOENTET,

—_— -~ =JL ==

G4t ADRTE
FTD I, A BV ADBABLRT A B X FP— L O— B BAAREICT S 23 Avw— |k
VI NI 2T FABL U EERLET,
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ATy T

sttvzoiz |

Uy — T EBET H L. License Authority {2 L > T ¥ — 3 & License Authority [f] O 8{E (2 fif
HAEN2 IDFEAENREITINE T, Fio, #URKET I My —oRE 0 ETHi
iﬁ—o

ERT A B RTHBICEENET, Av— b T4 7 TiE, FEEAL TONEL
CHESREA T A Z LIXTEFHAN, ROA T a VHEET A B A5 L CHEHLT % 4%
HRHD £7,

cBE X2V T7 4 A7 YUY = AL Cisco Firepower DAL IPS

YUY T kSR y N =T T OREER~ LY = T (AMP)

sURL:URL 74L& VU7

* RA VPN : AnyConnect Plus, AnyConnect Apex, & 7-I% AnyConnect VPN ],
EROTA B RTMAT, 1, 3, FREFSEOT v 7T —MNIT 7 BATHEH, %475
VTRV T a 2T LLELH Y £,
VAT DT AT TOFEMIZOWTIE, [FDM Configuration Guide] ZZ& ML T 72 &
AN
1a s BRI

» Cisco Smart Software Manager (2~ A X — T 7 hEFHE T,

EET AT N EBRLTRWEAIEL, Vo727 )y LTHLWT AT REREL
TL 72 &V, Smart Software Manager Tl&, #ffkD~AZ—Th 7 FEERRTEET,

s BT IAT AT T EMERALTHEMEEND) BEEAERT AT, ZHEHO
VAAAw— K VT NI 2T TA BT T TR S (3DES/AES)
FTAB AEFHATEALERDY 7,

FIE

BENDAY—F T4 T THY L M, RBERITA B ANGENTND Z L &k
LT EEN,

TAB AT, VATETIFRERBEIEDLLT A ZAEZEA LRI, A~— Y7 hy=T
TARL T TAT MY 7 SRTVWES, 722l BETIA B A %2BNT 555
b 5451, Cisco Commerce Workspace T [#fh & YV U = —3 3 O (Find Products and
Solutions) MR 7 4 — /W REEHLET, ROTA B APID B LET,
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

FDM % {3 L 7= Firepower Threat Defense DB |
B s tzoxx

1: 54 RER

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

GE)  PID BREOMLZWEGEAIT, EXICTFEICPID 2EBMTXET,

B, VT xT | BELOURL 74 &2 ZAOMAK DY
+ L-FPRIK-24T-TMC=
+ L-FPRIK-36T-TMC=
+ L-FPR9K-40T-TMC=
« L-FPROK-44T-TMC=
+ L-FPRIK-48T-TMC=
+ L-FPRIK-56T-TMC=

B, w27 BEXOURLY T A7 U Ty g v OMAitbE
+ L-FPR9K-24T-TMC-1Y
« L-FPR9K-24T-TMC-3Y
« L-FPR9K-24T-TMC-5Y
« L-FPR9K-36T-TMC-1Y
+ L-FPR9K-36T-TMC-3Y
+ L-FPR9K-36T-TMC-5Y
+ L-FPR9K-40T-TMC-1Y
« L-FPR9K-40T-TMC-3Y
+ L-FPR9K-40T-TMC-5Y
« L-FPR9K-44T-TMC-1Y
« L-FPROK-44T-TMC-3Y
« L-FPR9K-44T-TMC-5Y
+ L-FPR9K-48T-TMC-1Y
+ L-FPR9K-48T-TMC-3Y
+ L-FPROK-48T-TMC-5Y
« L-FPR9K-56T-TMC-1Y
+ L-FPR9K-56T-TMC-3Y
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ssevzngz |

¢ L-FPRO9K-56T-TMC-5Y
*RA VPN : [Cisco AnyConnect Ordering Guide] ZZ M L T 72 &0,

AT w72 Smart Software Manager T, Z DT A AZBITHAET I hOXBERN—27 o HERL
Tav—L%E7,

a) [ RV (nventory) |7V >vZ7 LET,
Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [&M% (General) | ¥ 7 C., [HF F—2 > (NewToken) |27V 7 LET,

General Licenses Product Instances Event Log
Virtual Account
Description:
Default Virtual Account: No

Product Instance Registration Tokens

he registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

c) [B&k h—72 & 1ER (Create Registration Token) | %A 7 0 /Ry 7 AT, L FORTEME
AN LTS [ h—2 »%{ER% (Create Token) 1 %27V v 7 LE T,
Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

\firtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

* [5%BA (Description) |

o [HZWHAR (Expire After) ] : #E5HEIX 30 H T,

FDM % {5 A L 7= Firepower Threat Defense DER [


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://software.cisco.com/#module/SmartLicensing

FDM % {3 L 7= Firepower Threat Defense DB |

(2D F—7 BRI B Tl A BEERE A 7 AT 5 (Allow export-controlled
functionality on the products registered with this token) ] : &R B FFAI STV D
OBETEE 2y T IA T VAT T T ERMCLET,

h—2 N3 A o _ MY ICBMENE T,

d) F—2 OFMZHDIRNT A 2% U2 LT [Token] XA T TRy 7 A%RE,
=2 ID%EZ Uy TR—=FRIZabt—T&5L951CLET, FTD OBEFNMER & =12
BOFIETHEHATAEZDIC, 2O 27 o 2HHELTEBXE4,
®2: b= DRT

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MjM3ZJIhYThZGOdOSDDij2L@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions

K3:r—=HrDaE—

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY

mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMOANSTN%A3AN%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

AT9 73 FDM T, [T/A X (Device) | 227 Vv 7 L, [A¥— bk 542 XBEE (Smart License
summary) | ® [RENKRT (View Configuration) | %27V v 7 LE7,

[A~—]F T4 A (SmartLicense) | X—UNFEREINFET,
ATY T8 [T AD%Ek (Register Device) 127 UV v 7 LET,

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

69/90 wwe
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ssevzngz |

WIZ, [A~=— b T At A%k (Smart License Registration) ] X4 7 &2 77K v 7 ADFRIC
P> T, b= B T £,

Smart License Registration

) «(n) < (=)

“(a)

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
to create token.

Copy the token and paste it here:

Select Region

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v

Cisco Success Network

Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware
of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

ATY TS [T/3 AD%Ek (Register Device) | %7 UV v 7 LET,

[A~— ]k 74+ A (SmartLicense) | X—UIZRY £9°, T35 ABEFIIRD A v —
DERRSNET,

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

TNNA ANIEFITRERS I, ~—UREHFINDL L, ROLIITFRSNET,

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM
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AT9T6 LESEL T, TNENDOAT v ay T4 A0 [HMb/H4h{t. (Enable/Disable) ] 2> b
n—NE7 U7 LET,

SUBSCRI

IPTION LICENSES INCLUDED

Threat

ENABLE

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: Q Intrusion Policy

URL License

ENABLE

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

Includes: URL Reputation

Malware

ENABLE

This License allows you to perform Cisco Advanced Malware Protection (AMP) with AMP for
Firepower and AMP Threat Grid. You must have this license to apply file policies that detect
and block malware in files transmitted over your network.

Includes: D- File Policy

RA VPN License

Type PLUS v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Firepower Device Manager does not support any of the advanced features covered by the
Apex license.

Includes: RA-VPN

« [5%01t (Enable) ] : Cisco Smart Software Manager 7 47 7 > NI T A & A& &L, il
SNT-MERENENCRVET, FA B AL THIEIEN AR > —%H/EL., BET
ET,

o [#5h{k. (Disable) ] : Cisco Smart Software Manager 7 7 7 > kD T A & 2 A Z X8Rk L .

I ST MEBEN BENIZ /2 0 97, HTLWRY O —DMREDRES . FOMEL T %
R —ORERALTEEFA,

*RAVPN 7 A B U ZAE G LTGEE. T2 4202 A7 ([Plus]. [Apex].
[VPN B4 (VPN Only) ]. F720% [Plus & Apex (Plusand Apex) ] Zi®IR L £,

Type NEAIEIRY DISABLE
VPN ONLY
PLUS
sle remo that
dvanced BREX the

APEX AND PLUS

MEREA T DL, THT Y MTTA B AR 1T — D% FH L7212k O IETERL
A=V RNERENET,

Device Summary

Smart License

o LICENSE ISSUE
OUT OF COMPLIANCE Next sync: 10 Jul 20

There is no available license for the device. Lic

GO TO LICENSE MANAGER Need help?

Last sync: 10 Jul 2019 11:47 AM o

57 AM

atures continue to work. However, you must either purchase or free up additional licenses to be in compliance.

ATy T HE Ry 7Z T R RS [HEOFRE (Resync Connection) ] %% L T, Cisco Smart
Software Manager & 7 A & > AEH A R S £,

[l DM % & L 7= Firepower Threat Defense O /& B



| FDM %8 L #= Firepower Threat Defense ) &R

gxmiera UKy o—oE ]

Go to Cloud Services

Resync connection

Unregister Device

EXNGEFX21) T 4R O—DHRTE

EARB X2V T 0 RY —2RET DI, ROF X7 ZFITLET,

A v E—T7 A4 20T (16 —) |

WNEA v —T 2 A ACAEZT 4w 7 IPT RLAZED YT, A v F—T = A R
|Z DHCP Z#ffH L E£79,

| EFXF2 VT 4= DA F =T A ZADBEM (18 =) |

T 7 AR LB NEHB L OO 2T oS —l, R v F—T = A &
CHERA v H—T A AHBINLET,

F 7 4V hb— FOEM (20 =) |

ANERDHCP Y — 30257 7 4 )b hb— hEZITER G 2 WIGEIL, FEICEMT 2 48N
HYET,

) [NAT ORE (22 =) .

WA =T 2 f ATA B —T = A A PAT ZEH L £7,

WEPDINEA~D F T 7 4 v 7 OFFR] (24 =)
WEBDNDINA~D ST 7 ¢ 7 ZFFRI LE T,

(fF&) DHCP b —"o@E (25 2—) ,
TIAT v NONEA 2 —T = A A TDHCP V— " ZHH L E 7,

(EE) BHIT— MUV ADRELT —FA L F—T = A ADEHDFW (28 ~—
) o

EHS— N2 A BERT DN, T—H A F—T oA APLOERETAILET,

REDRER (29 ~—¥)
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FDM % {3 L 7= Firepower Threat Defense DB |

13 —J 14 ADKE

&

FIDA L2 —T7 A ZAEZENC L, IPT RLRAZRELET, @FIL. VAT ATEROH
DRI T4y 7 BBBIELLIIC, DR EL 200 F—T oA AERETHLERD
Di? BEIL, Ty T AR == FEEA X2 —Fy NIHE LA A v 2 —T = A

ELMEEOR Y N2 D1 DL EONE A H—T = A AEFHLET, INHDA
&—7I42®*%ﬁ Web b — "R EDNRT Y v I T 7B ANAERT vy NEEET S
e (DMZ) LR D5608560 £7,

— R DN—T 4 T ORIUL, NEA X —T 2 A ATAAT 4 v I T RU AR TEF
35 L[EIIFIZ, ISP 225 DHCP 2 L CANEA v X —T = A4 AT RLAZRSETHZ & TY,

WOETiE, DHCPIC L AAX T 4 v I T RLAREINIA v X —T = ZA%FH LT, NEBA
VE—T 2 AERELET,

FIE

[T /34 A (Device) |7 U w27 LThb, [ ¥ —7=AA (Interfaces) |~V —IZH D
Voo &271)y 7 LET,

[f % —7=A A (nterfaces) |Z 7 NT 74/ FTHRIRENET, A& —T =AY Ak
W, WA VX —T 2 A AL ENTNDLRT, T RUA, RERFRINET,

2Ty T2 AEBAICHERT A v 2 —T oA 2DfET A2 @) 22V oy LET
ATV T3 WOBREFEITHNET,

[l FOM %{E M L 1= Firepower Threat Defense O & B
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1v8—7z420%% [}

Ethernet1/2

Edit Physical Interface

Interface Name Mode Status

inside Routed L

Description

IPv4 Address IPv6 Address Advanced

Type

Static ~

IP Address and Subnet Mask

10.99.10.1 /24
e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0
Standby IP Address and Subnet Mask

10.99.10.2 /

e.g. 192.168.5.16

CANCEL OK

b)

d)

e)

[ % —7 A A4 (Interface Name) ] Z&XiE L £7,

A B =T A ADL4E] (K48 LT ZHELET, BRI FZTLHLERSDY
£9, . [inside] £721F [outside], HARTZRELRWE, £ F—T = ZADFKYD OFXIE
FEHENET, VTA X =T oA AERETLIHEERE, A ¥ —T7 = A ATIF4
RIS LEETT,

[®E— K (Mode) 1% [/V—7 v F (Routed) JIZREL X7,

Ny v T A B —T7x A ZA%MHT 585 51L. [FDM configuration guide] #ZM L T 72
SV,

[ZF—X% A (Status) | AT A X% [£%) (enabled) 1%z (@) iz L+,
gE F72. FXOS TA vV H—T oA A=A TLHHERH Y 7,

(f£&) [#BH (Description) | R EL £,
FIIE 200 SCFELN T, YATEANTIC 1FFCAH LET,

[IPv47 KL A (IPv4 Address) | X—Y T, A¥T 4 v 7 IPT7T FLAZRELET,

FDM % {5 A L 7= Firepower Threat Defense DER [


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

FDM % {3 L 7= Firepower Threat Defense DB |

B 207 v—nnros—7z1208EM

f) (EE) [IPv67 RL A (IPv6 Address) 1227 U w27 L, IPv6 R EL £,
ATy T4 [OK] 27V 7 LET,

ZRF 9 TS ST 51 v 2 —7 = A 2AOMET A 2> (@) 2270 v L, NEOBELFELT
TA—IVRERELET, ZOA 2 Z—7 A ATiE, IPvd 7 KL A2 [DHCP] 1%KL %
j—o

Port-channel1
Edit Physical Interface

Interface Name Mode Status

outside Routed v O

Description

IPvd Address . IPv6 Address Advanced

(1 ] I the D HLP server Ju;,plma an address on the same network configured statically for another
h ce will be disabled. Ensure that there is no overlap between the network
addresses on this inter 1’1 e and the other interfaces on the device.

Type
DHCP v

Route Metric

Obtain Default Route using DHCP

GE) AZT 4w 7 IPT7 RLVAEMEHT LA, £/ DHCP 67 74V hb— R &%
BLRWGEEX, 774V M— b2 TFEITRETHILENH Y £3, [FDM
configuration guide] Z#ZM L T 7230,

XAV TAV—0 DA E3—=T 24 ZADEM

X2 VT4 =B AE =T oA ADTN—T 3T T, V=L, N T 74 v 7 DE
HLE IR L IRy NI =2 %27 Ay MIHEILET, BlOY — 2 EHRTEE
TN, THEDA B2 —T A ZTH—DY = ORI ORIFIETE £7,

[l DM % & L 7= Firepower Threat Defense O /& B
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txayFqJ—vanqvs—7x420Em [

ZOFIATIE, WOFEFREY — A v F—T = A AZBMT 2 HEZHOWTHHLET,
s [inside_zone] : ZDOY — X, WXy N —2 2R L ET,

* [outside_zone] : ZDY —NE, A H—Fy MR EOHIBEIRATRERANT R Yy N U — 7 K
LE7,

FIE

ATy T [A7 =7k (Objects) &R, WIZEKRNS [EF =V T 4 —> (Security Zones) |%
BINLET,

25w 72 [inside zone] D [t (edit) 174 = (@) %2V v LET,

Edit Security Zone -

Name

inside_zone

Description

Mode

(® Routed  (0) Passive

Interfaces

@ @ inside (Ethemet1/2) o “

(@] outside (Port-channel1)

-
innamed (Ethernet1/5) -

1 item(s) selected

Create new Subinterface CANCEL

ATY T3 [A ¥ —T7xAA (Interfaces) |V AT, ¥ 27V L, V=BT LEWNEA ¥ —
T A AEIERLET,

ATV T4 [OK| &2 Y v LTERERIFLET,

AT 9 TS WA ¥ —T = A A% [outside_zone] (ZIBMNT HIZIE, TNOHDOFNEEZMEY KL ET,

FDM % {# FH L 1= Firepower Threat Defense 0 B
I
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B =o+1tr—roem

—

T4 RIL—

ATy T

ATy T2
ATvT3

Edit Security Zone -

Name

outside_zone

Description

Mode

(®) Routed

Interfaces

() Passive

‘ (@) outside erf-channei' 1)

named (Ethernet1/5)
1 item(s) selected

Create new Subinterface

o - .
NOBENN

T 7 4V hb— NMIEE ., SNTA X —T oA ADGEIERRERT v AN — A V— X B
LRLET, SMTA 2 —7 = A RAZDHCP AT 25A X, T3 ANRTTIZT 74/ b
N— M EZ E L TWD AR @ﬂ&@iﬁo%@TW~%%@WT6%£$%6%@ﬁ\ﬁ®$
lE% 24T L £ 4, DHCP " — 0055 7 4 )L bb— hEZE LTHEIE. [T/ ADHME

(Device Summary) |>[RZ T 1 v )L—T 1 2% (Static Routing) ]f\“—“/ IFRRNINET,

FIE

[7/3A % (Device) &2 U v 7 LThb, —lZHny 7
27V v 7 LET,

[AXT 4 v V—T 417 (Static Routing) ] X—TNERINFET,

[v—7 47 (Routing) | ¥~V

T EF[(AXT 4 v 70— FOERL (Create Static Route) 1 %27 U v 7 LET,
FIFN I — DT a T 4 BHRELET,

[l DM % & L 7= Firepower Threat Defense O /& B
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Forrrr—roem [

Add Static Route

Name

default

Description

Protocol
@mwewa () ire

Gateway

gateway w

Interface

outside v

Metric

1

Networks

+

5 any-ipva

SLA Monitor Ay

Please select an SLA Monitor i

[4H1 (Name) ] Z# AT LET, =& 21T Tdefault] & LET,
[IPv4] £721L [IPv6] 7 VA RZ 27 ) v 7 LET,

IPv4 & IPv6 1Zx%f L CEBIDT 7 v b b— s ZERT A H4E R H Y £,

[F—FT=A (Gateway) |27 U w7 LTHo [Hi LRy hU—27 OfERL (Create New
Network) | #27 Uw 7 LT, Y= Uz A IPT7T RLAZRA LT V=7 b ELTEM
L/\iﬁ_o

FDM % {5 A L 7= Firepower Threat Defense DER [
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B wozz

Add Network Object

Name

gateway

Description

Type

(@ Host

Host

10.99.12.5

d) Y= U=z AD[A % —7 x4 A (Interface) | (7= & 21X M (outside) ) ZIEIR L F
D

e) [y h7—27 (Network) ] ¥ 7 A4 2% 27V v L, IPv4T 74 /L hb— FOEEIE
[any-ipv4] . IPv6 7 7 4 /b b )L— F DA [any-ipv6] 28I L £ 37,

ATy 74 [OK] 227V vr7 LET,

NAT D% E

— B 72 NAT V— L Clid, WET RV RAEINTA >V H—T 24 ZADIP T KL ADKR— MIE
WLET, ZOXATONATLV—NVDZ tEA LA —T A R—KT KL RZEH (PAT)
LIEONET, IPV6ICA v F— 7 = A APAT IIMEHATEX EH A,

FIE

ATy 1 [KRY T — (Policies) 127 U7 LTHH[NAT| 227V v 7 LET,

ATy T2 *FFE2IE [NATAV— L DOFERL (Create NAT Rule) 1% 7 U v 27 LET,
ATV T3 HRL—LDOF T g  BRELET,

[l DM % & L 7= Firepower Threat Defense O /& B
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ATy T4

NPETN |

Add NAT Rule X

Title o Create Rule for e Status
inside_to_outside Auto NAT v Q
Auto NAT rules tra rance e e or destination address of a
packet. These rules are automatically ordered and placed
Placement Type e
Automatically placed in Auto NAT rules Dynamic v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface o
Any v outside v
Original Address o Original Port Translated Address Translated Port
any-ipv4 v Any v Interface N Any v
Show Diagram O
ORIGINAL TRANSLATED
Source Any outside Source
any-ipvd: Any bY . 9 D bY Interface: Any
Destination NAT Destination
Any: Any Any: Any

a) [ZA bv (Title) | Zi%ELET,

b) [L—ILDERFZE (Create Rule For) | > [EEINAT (Auto NAT) | Z3R L 9,

c) [#4 7 (Type) |>[FA4F =2 v% (Dynamic) | ZEIR L E T,

WD NEBA T v a v ERELET,

a) [t 37w b (Original Packet) ] T, [JLD 7T KL A (Original Address) ] % [any-ipv4] {Z
aELET,

ZON—IUE, AEBDA U F =T 2 A ADRLREENLTXTOIPVE N T 7 1 v 7 it
LET, A X2 =72 AETT FLRAEZFIRT 2581, FFEOEEILA ¥4 —T =
A A (Source Interface) ] Z®IN L, [P T KL A (Original Address) 1IZIP 7 KL A %45
ETEET,

(a5 523 > b (Translated Packet) ] C. [#fideA % —7 = A A (Destination
Interface) | ZAMTA L F —T7 = A RATRELET,

b)

FDM % {5 A L 7= Firepower Threat Defense DER [
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B nsvons~ors7vonm

FIFNVENTlE, AV FZ—T 2 AP T FUANREHELT FLAIHEHEINET,

ATy T5  (EE) [KoFr (Show Diagram) ] #7 V v/ LT, L—LDOEY 2T VEREF R LE
ﬂqo
ATy 76 [OK]Z27 V7 LET,

RE D DS EEAD k5T 4 v 5 DT

TN TR, EF2 VT4V =VRO NI T 4y 3 Ty 7 ERET, ZOFIATIE,
NEDBINRA~D b T 7 4w 7 7R 2 GiEE R LE T,

Fg
ATy F1 [R1)— (Policies) |>[7 Y £ R#I#E (Access Control) | iR L £,

ATv T2 T ELI[T I EAL—VOIER (Create AccessRule) | %27 U > 7 LET,
ATV T3 EARLV—LOF T a v ERELET,

[l FOM %{E M L 1= Firepower Threat Defense O & B
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uz®) phep v—noxzE ]

Add Access Rule X

Order Title o Action

1 bt inside_to_outside E Allow v

Source/Destination Applications URLso Users o Intrusion Poh(:g.-o File policyo Logging

SOURCE DESTINATION
Zones e + Networks + Ports + Zones o + Networks + Ports/Protocols +
ﬂ Inside_zone ANY ANY a outside_zone ANY ANY

Show Diagram ()

SOURCE DESTINATION
Users Applications m
Neworks ) > @ O @ O [ B urLs [
Geolocations m ZONES 1 ZONES 1 Networks m
ALLOW .
Ports m v [;' — Geolocations m
v -9 E‘c PortsProtacols [

a) [#4 b (Title) 1 #%E L £,

b) [V/—A (Source) | C, [V —> (Zones) | ¥ 7T A%V vr L, WEY —rZ&8IR L
£

c) [#%sid (Destination) ] T, [V —Y (Zones) | ¥ 7 A a2 %27V v s L, Y — 2 &3
RLET,

d (EE) [KoZFER (ShowDiagram) %27 Vv 7 LT, W—/LDOEY 2T VRELAZFRRTL
£

e) [OK]Z27 V7 LET,

({£2) DHCP H—/\DxRTF

747 NTCDHCP L CFID 6 IP 7 RLRAZEET 2 X 9T 58415, DHCP
P—=REHMLET,

FDM % {5 A L 7= Firepower Threat Defense DER [
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(f£&) DHCP H—/ \MEXTE

FIE

ATy T [T314 A (Device) 1227V w7 LThE, [YRATLERE (System Settings) | > [DHCPH—
/\ (DHCP Server) | V> 7 %27V v 7 LET,

ATv T2 * £ [DHCPY— "DfER (Create DHCP Server) |27 U v 27 LE7,
ATV T3 =TT s 2R ELET,

Add Server P

Enabled DHCP Seruer()

Interface

inside L

Address Pool

10.99.10.5-10.99.10.25|

a) [DHCPH—ZAH%hZT 5 (Enable DHCP Server) | AT A X% 27 U v 7 LT, A%hEFEoxw
Lz (@)
b) DHCP H— ZHHT 5 [ ¥ —T A A (Interface) ] ZIBIN L F 7,

A B =T AFHIIP T FLAZES>TWALERNHYVET, (v X—T A AT
DHCP % — & FITT285H. A1 VX —T7 A AT RUAORIGIZDHCP 245 Z &
TCTEEEA,

¢) [7 KL A7 —)L (AddressPool) | Z# AL ET

IP7 FLZADO#PIL, BIRLI-A v X —T =2 ZALAE LY T Xy b RICFEETHHLEND
N, f VB2 —TxAABEKRDIPT KL A, 7a— KXy AT RLVA, 307 %y
MRy hU—7 T RLVAZEOHDHZEIITEEEA,

d [OK]ZZ7 VU vZ7 LET,

ATy T4 (EE) [RE (Configuration) | ¥ 7 %7 U v 7 LT, HERREBLO/ 0 — Lk EEZRTE
L9,

[l DM % & L 7= Firepower Threat Defense O /& B
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uz®) phep v—noxzE ]

Device Summary

DHCP Server

DHCP Servers Configuration

Enable Auto Configuration

From Interface
outside b

Primary WINS |P Address

Secondary WINS IP Address

USE OPENDNS
Primary DNS IP Address

Secondary DNS IP Address

DHCP HEIFRETIL, FEELIA v F—T = A ATEHIEL TWADHCP 7 A4 7 > b6 B
L72DNS H—,3 KAA 4, BELOWINS — DE @A, DHCP ¥—/37>5 DHCP 7 7
AT v MRt ENE T, @, B X —T7 A ATDHCP2EH L CT7 FL A& EfE
HZEAIITHBREEZHEMN LET2, DHCPEZ/ L CT RLAZRETHA L F—T = A%
BT HZEHTEET, BERELZHEHTERWEAICIE, LERA TV a3 U2 TFEHTER
TEET,

a)

b)

<)

d)

[BEERREAX BT 5 (Enable Auto Configuration) | AT A X %27 Vw7 LT, AhLE
LT (@)

IIA T MR —"REZMIKT DA X —T = A 2% kT A & —7 =1 A (From
Interface) | o v 7 ¥ 7 A =2 —TCT&EINLET,

HERREZ AN LRWGE, FIFHERE SN ELY FEXT LI, 128 ED
Ia—NVE T a v ERELET, IhDOREIL, DHCP ¥y — & FTT 5T TD
A B =72 A ATDHCP 7 747 ¥ MTEEINET,

[fR1F (Save) 127 Vv 7 LET,

FDM % {§F8 L 7= Firepower Threat Defense OEE [}
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FDM % {3 L 7= Firepower Threat Defense DB |

BB —rIIADREET A3 — T4 ADEEDFHT

(EE) EEBY— DT AMDHREET—FAVEZ—T A RADEED

#

ATy T

FID# BT 5 L &I, BT FLRAEWNRT— U oA ZRELE LTz, ROFIATIE

A LA =T 2 ATERL T —H A X — 7:4%%ﬁbfﬂ/77v—/%mfﬁﬂb7
T4 BFETHEOICFID ZRETEET, ZOHEG, HEERINZEERXY FT—
7 FIZWBGEILFID 2B TEE I, thoFxy NIV—J5%COEHRN T 70 v 713, B
HTERLS T —F A v H—T 2 RN —T 4 T ENET,

Fo, TN TIEH, BHA X —T A A FDM£721ZCLIT 7t A) 0L CHOHFID
EEHTEET, ROFIMETIE, 1 2UEODT—H A F—T oA ATEREENCTH L
%T%iﬁom@4y& T2 A A= T 2A1L, T—HA X —T A ADFDMEH k
T IIITBE LN EICEELTLES Y, Zo%4A, FID L@ OL—T 4 7
T—7w%ﬁﬁbi¢o

1R BHHIIZ
A B =T 2 A ADHFRE (16 X—=) (o> TCT—Z A X —TxA ALHRELET,

FIE

T A =T 2 A AN DOFERETALET,

a) [T/3 A (Device) |27 U7 LThbH, [VATLEKE (System Settings) | > [HIET
2+ X (Management Access) | V> 7 DIRIZZ Y v 7 LET,

b) [T—H#A % —7=xAA (Datalnterface) | %27 Vv 7 LET,

o) FTERI[T—HAH—T = A ADVERK (CreateDatalnterface) |27 U v 7 L, AV H—
T2 A AT LNV EERLET,

Add Management Access

Interface

inside ke

Protocols

.

Allowed Networks

5 any-ipva

[l FOM %{E M L 1= Firepower Threat Defense O & B
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ATy T2

5% TE O R B

AT v I

zzorn [

e[ X —T A A (Interface) |: BT 7/ B AEFHAIT oA L H—T = A A%BFEINL
\i‘g—o

o [7v k=L (Protocols) ]: /L—/LASHTTPS (AA— F443) F£721LSSH (AA— K 22) |
FTEOW S A ERIRL 7,

s[RI E&i=% v U —7 (AllowedNetworks) ]: VAT AIZT 7 ATELIPv4 1 v
NO—2Z  IPv6 F v hU—7 FLEFRANEERT DAY NI4T P27 b
BIRLET, MEE] OF FLAZEET SITIE, [any-ipv4] (0.0.0.0/0) 35 X U [any-ipv6]
(::/0) Z BN L £ 7,

d [OK]ZZ7 V7 LET,

T—=BA A =T 2 A AEEHTHLICEHRS — by oA ZRELET,

a) [T/ A (Device) 1227 U w7 L, RIZ[VPRATLRE (System Settings) | > [EEA
A—7 x4 X (Management Interface) | V> 7 %27V v/ LET,

b) [T—H A H—T A A% —F U xA L LTHMHTS (Use the Data Interfaces as the
Gateway) | IR L £,

Device Summary

Management Interface

MANAGEMENT GATEWAY

The gateway determines how the system can reach the Internet to obtain smart
licenses, database updates (such as VDB, rule, Geolocation, URL), and to reach
the management DNS and NTP servers.

@ Use the Data Interfaces as the Gateway.

Use Unique Gateways for the Management Interface.

c) [FR1F (Save) |27V v 7 LC#EESHA, [OK]ZZ7 Vv 7 LET,

REDEF A FID IZEBLET, BFAEMTLIETIE, XA ALTEOERLT V7T 4
TR0 £ AL

FIE

Web X—Y DA BichH D [EEDRER (Deploy Changes) | 714 2> %27 U w7 LET,
ZOTAaF, BEINTOWARWEERS LA Ry b ~—27 TR RSNET,

FDM % {§F8 L 7= Firepower Threat Defense OEE [}
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. Firepower Threat Defense CLI ~D 7 & 2 X

ATy T2

[fRE P DZHE  (Pending Changes) |V 4 > K 71IZ REDRBEN—T g v R TOLET L
DN RRINET, TNODEEIL, ﬁﬂﬁ?éﬂtgfe BINEN-EE, EidmEIN
FEZARTEDICASTENTWET, BOBRFHICHOWTIE, Y4 RUDOAFIEZSRL T
TZ&EW,

EEANFICRER 2 WGEE. [T <EBE (DeployNow) 227 U v 7 LT, Ya7zd<IC
PG TE £

U4 RUIREADEITTH THLZEWRENET, Va  RUEHAL L, £72ITREANE
TI2ETRECEET, BHAEITHTOMICY 4 FUZBALTH, Ya 7I3FELEY
oo FERIT, ZFAZ VA RNREAr V THRTEET, Vv RUZBWEEERIZLESS
[EBERE (Deployment History) 1| V> 27 %7 U v 735 LERBEFRENET,

Firepower Threat Defense CLI ~D7 7 £ X

ATy I

ATy T2

FIDCLIZMERA LT, BHA L —T 2 A ARG A—FEZER LD, "IN a—TFT 1
T alTol2) CT&EFET, CLIWLT 7 AT AT, BHA LV H—T 24 A~DSSHEFEHAT 5
7>, FXOS CLI 2> b8 L £,

FIE

(A7 a 1) FIDEHA L Z—T 2 ZADIP T F L AZERE SSH #5#5 L £7°,

BHIPT FLAL, ST AAA ZZBELZE ZICRE LD TY, VIHRBERICRE
= ladmin] 7T FERRTU—REFEHLTCFIDICR A LET,

NRAT — REENT-HE1X, Firepower Chassis Manager Can#l7 /A A &R L CEAE T& £
R

(AFva2) av Y — VS 7T Telnet H5E % LT, 22—/ CLLICHE L %
¥,
a) BXa VT4 BV ITHHELET,

connect module slot number {console | telnet}

Telnet B 2 H T 2FSIL, BV 2 — VICHERHIEZE O v a U ERE T, il
ERHEL 72D L TY,

1 -

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

[l FOM %{E M L 1= Firepower Threat Defense O & B
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b)

d)

1

Firepower Threat Defense CLI ~D 7 & 2 X .

Firepower-modulel>

FID =t Y — VT L £,
connect ftd name

HEOT TV r—2a b A VAR ARG DAY, A VAX U ADLRIEIRET HLE
NHOFET, AV AZ AL EZFRT DI, LRiEfTFica~sr FEANLET,

51

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to
bootCLI
>

exit EASIL, TV r—2 a3y ary—LuZKTLTFEXOS Y 2—/LCLIIZKEEI L £
j—o

GE) 63 XvmpioNN—y g 08AlE. Ctrla,d & AT LET,

FXOS CLI D A — 331 L~ULIZRE D £97,
AVY—ILERTTBICIE. UTERTLET,
1. ~& AT
Telnet 7 7'V r—3 2 Y0 b 97,
2. Telnet 7 7V o —2a UEETTHICIE, REANLET,

telnet>quit

Telnet 7y 3 V&R TTHICIE. UTEEFTLET,
Ctrl-],. &£ AJJ

WIZ, FIDEX 2 U5 4 P a—/L 1O (28 L TH 5, FXOS CLI O 2 — /831 4
LAVIZR DB 2~ L £,

FDM % {§F8 L 7= Firepower Threat Defense OEE [}
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RDATY

FDM % {3 L 7= Firepower Threat Defense DB |

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> ~

telnet> quit

Connection closed.
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