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1. Firepower Chassis Manager Web 

a.   URL 
https://<chassis_mgmt_ip_address>

<chassis_mgmt_ip_address>  Firepower 4100  IP 
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b.

c. [Login] 

Firepower Chassis Manager Web [ Overview ] 

2. Firepower Chassis Manager Web [ admin ] > [
Logout ] Firepower Chassis Manager Web 
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1.   SSH Firepower 4100 CLI 

2.  admin  cisco123 

3.

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Security Appliance. Continue? (y/n): y
Enforce strong password? (y/n): n
Enter the password for “admin”: <new password>
Confirm the password for “admin”: <repeat password>
Enter the system name: FTD-SSP-4100
Physical Switch Mgmt0 IP address : 10.127.56.61
Physical Switch Mgmt0 IPv4 netmask : 255.255.255.0
IPv4 address of default gateway : 10.127.56.1
Configure the DNS Server IP address? (yes/no) [n]: n
Configure the default domain name? (yes/no) [n]: n

Following configurations will be applied:
Switch Fabic=A
System Name=FTD-SSP-4100
Enforced Strong Password=no
Physical Switch Mgmt0 IP Address=10.127.56.61
Physical Switch Mgmt0 IP Netmask=255.255.255.0
Default Gateway=10.127.56.1
Ipv6 value=0

Apply and save the configuration (select ‘n’ if you want to re-enter)? (yes/no): yes
Applying configuration. Please wait.

4. Firepower Chassis Manager Web  

a.   URL 
https://<chassis_mgmt_ip_address>

<chassis_mgmt_ip_address>  Firepower 4100  IP 

b.

c. [Login] 

Firepower Chassis Manager Web [ Overview ] 

NTP 
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1. Firepower Chassis Manager  [ Platform Settings ] > [NTP] 
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2. [  Time Zone ]  Firepower  

3. [ Set Time Source ]  [NTP Use NTP Server ]  NTP 
 IP  [NTP NTP Server ] 

4. [Save] 
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1. Firepower Chassis Manager [ Interfaces ]  [
Interfaces ] 

2. EtherChannel 

a. [Add Port Channel] 

b. [Port Channel ID] 1  47 

c. [Enable] 

d. [ Type ] [ Management ] [ Data ]  [Firepower Firepower Eventing ] 
 1 

  

e.  

f. [OK] 

3.

a.  [Edit] [Edit Interface] 

b. [ Enable ] 

c. [ Type ] [ Management ] [ Data ]  [Firepower Firepower Eventing ] 
 1 

d. [OK] 
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1. Firepower Chassis Manager [ Logical Devices ] [
Logical Devices ] 

2. [Add Device]  [Add Device] 

3. [Device Name] Firepower 4100 
 

4. [ Template ] [Cisco Firepower Threat Defense] 

5. [  Image Version ] Firepower Threat Defense  

6. [  Device Mode ] [ Standalone ]  

7. [OK] [ - Provisioning - device name ] 

8. [  Data Ports ] Firepower Threat Defense 
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10.

a. Logical Device Information

  IPv4  IPv6  Firepower Management Center 
syslog 
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 Firepower  
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  1 37 
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c. Interface Information

   IP Firepower Management Center 
 IP  Firepower Management Center 

d. Agreement   EULA

11. [OK] 

12. [Save ] Firepower 4100  
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1.  HTTPS  Firepower Management Center 
 Firepower Management Center https://MC.example.com 

2. Management Center  Web [ Devices ] > [ Device Management ] 

3. [Add]  [Add Device] 

4. [ Host ]  Firepower Threat Defense  IP 

5. [ Display Name ] Management Center  Firepower Threat Defense 

6. [ Registration Key ] Firepower Chassis Manage  Firepower Threat Defense 

7. [ Domain ]  
 

8. [   Access Control Policy ]   

— [Default Access Control] 

— [Default Intrusion Prevention] Balanced Security and Connectivity 

— [Default Network Discovery] 

—   Firepower 
Management Center Configuration Guide Managing Access Control Policies

9.

—  URL  

10. [ Register ] 
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 Firepower Threat Defense Firepower Management Center 
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   Firepower Threat Defense  
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1. Firepower Chassis Manager  [ System ] > [ Updates ] 
[Available Updates]  Firepower 4100   

 

2.  [Download latest updates from CCO] 
Firepower 4100   

3.   

  Firepower 4100 
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1. Firepower Chassis Manager  [ System ] > [ Updates ] 
[Available Updates]  Firepower 4100   

 

2. [Upload Image] [Upload Image] 

3. [ Browse ] 

4. [Upload]  Firepower 4100 

5.   
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1. Firepower Chassis Manager [ Logical Devices ] [
Logical Devices ] 

[Logical Devices] 

2.  [ Delete ] 

3. [ Yes ] 

4. [ Yes ] 
Firepower Threat Defense 
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1. Firepower Chassis Manager  [ System ] > [ Updates ] 
[Available Updates]  Firepower 4100   

 

2. [ Image Name ]  FXOS  

3.  FXOS  /  

4.  [Update Bundle Image]  [Yes] [ Yes ] 

6. Firepower Threat Defense CLI 
Firepower 4100 FXOS  CLI  Firepower 
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2.  
connect module slot console

cisco-ssp-A# connect module 1 console
firepower>

3. Firepower Chassis Manager  CLI firepower 
 Firepower Threat Defense CLI 

connect ftd

firepower> connect ftd
>

 Firepower Threat Defense CLI 

4. Firepower Threat Defense exit 

> exit
firepower>

5. system support diagnostic-cli 

firepower> system support diagnostic-cli

6. ~ Telnet quit
 CLI 

firepower> ~
telnet> quit
cisco-ssp-A#

7. 
 Firepower 4100  Firepower 4100 
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