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1. - ziE 2>y — R— kb £7213 SSH % # A L C. Firepower 4100 CLI |28kt L £7,
2. 2 —¥4 admin BLUVIAT — R cisco123 ZHHL TR A LET,
3. VT M- TV AT AREEITTVET,

Wz R LET,

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Security Appliance. Continue? (y/n): y
Enforce strong password? (y/n): n

Enter the password for “admin”: <new password>

Confirm the password for “admin”: <repeat password>

Enter the system name: FTD-SSP-4100

Physical Switch MgmtO IP address : 10.127.56.61

Physical Switch Mgmt0 IPv4 netmask : 255.255.255.0

IPv4 address of default gateway : 10.127.56.1

Configure the DNS Server IP address? (yes/no) [n]: n

Configure the default domain name? (yes/no) [n]: n

Following configurations will be applied:
Switch Fabic=A
System Name=FTD-SSP-4100
Enforced Strong Password=no
Physical Switch Mgmt0 IP Address=10.127.56.61
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=10.127.56.1
Ipv6e value=0

Apply and save the configuration (select ‘n’ if you want to re-enter)? (yes/no): yes
Applying configuration. Please wait.
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c. [Enable] iZA > D EEICLET,
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CREZAT ORI ADEH T TEALT T a VR ELET,

a. #wHLT A 2{EH (Logical Device Information) : = OFEET /N4 ADEHFREEZ AT LET,

(FE) A IPvA F721 IPv6 7 R L RIL, 7 /34 A DA% IZ Firepower Management Center 72 5% E TEX £97,
Z L. syslog Z T ALAICEETY,

b. % (Settings) : Firepower Management Center % &9 5 72 O DEGHEX — N AT— FBILOIP 7 R 2%
Ajﬂ/iﬁ“ F/2. 77 A4 T U4 —/L E— K. Firepower f Xk f v HZ—T =24 A(BREESNTWHWLIEE). B
JLUVDNS fH#HZEIR L £7,
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2 2 OXKGRF— 2 BWHETHERH Y £9,

c. £ v Z—7 A AEH (Interface Information) : = DT A ZADEBREX AT LET,

JE) X2V T4 TV 2—VIZEHEHADIP 7 R L ARKLETY, 2L, Firepower Management Center 75)7/\
A AT D EXIMALET, 20 IP 1ZE Y =2 —/L% Firepower Management Center (238195 728
AT,

d. 2K (Agreement) : = N 2—H T4 & 28K E(EULA) 2R L. FELET,
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V7 FYa— W7 = AT a7 4 Xal—val B A —T 2 AREE v aTDHD
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XU 5HEIC
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Cisco FirePOWER Threat Defense for Firepower 4100 7 A 7 AX— K A K

TR
1. 77 U T HTTPS #5214/ L. i€ L 7= Firepower Management Center D78 2 h4 £72137 FL A& L
T Firepower Management Center (27 7 > L £7, 7= & 2L, https://MC.example.com 72 & T9,

2. Management Center ® Web 1 > % —~7 = A A C. [T /31 A (Devices)] > [T /31 2% (Device Management) ]
IR L ET,

3. [Add] Fa v FH# v x==—)6 [Add Device] #3R L £ 7,
4. [/RA k (Host)] 7 « —/v RIZ, B9 % Firepower Threat Defense /XA ZAD IP 7 KL A& AN L E T,

5. [#7°4 (Display Name)] 7 ¢+ —/L KiZ,Management Center T#7<x3 % Firepower Threat Defense 5 /31 A D
AiE AT LET,

6. &&= — (Registration Key)] 7 .+ —/L KiZ.Firepower Chassis Manage T Firepower Threat Defense 7 /31 A
ERELEZLEIHEHLEZbO LR CRESF—2 AN LET,

7. YT RAL VBRETTT S AZBML T DHEF [ FAA > (Domain)] Kay 75752 U2 k5 b &R
LT TS REY —T RAALAZEID Y TET,

8. [77t&Ax a2 hm—/L R Y r—(Access Control Policy)] Ke v 7F 7 UA ML . BX=2UT 4 EV2—/b
WICEATHHRY v — 28R L5,

— [Default Access Control] KU 2 —Z . TRXRTHO T T 4w T %Xy hI—o b7y 7 LET,

— [Default Intrusion Prevention] 78 Y *— (%, Balanced Security and Connectivity (R AR U > —IZ b G4 L7z
NXTCDORITFT T4 w7 HFALET,

— [Default Network Discovery] RV > —1Z . T _XTD +FF 7 4 v 7 ZHFA L. Xy NU—IBRHEDOH TS
TA I ERELET,

- BHEOa—VERT7ERXA arbe—) KUY U—%2FRT 52 L TEET 55O TIX [ Firepower
Management Center Configuration Guide]? IManaging Access Control Policies| # 2 L T< 72 X0,

9. THRARZHWMAT D TIA B AERIN L ET ROSITHEE L TLEEN,
i, ~v =27 BEOURL 74 V&2V T T4 AIIRH#ET A o ANRMLETT,
10. [&&k (Register) ] 27 V v 7 LUIEFIZEER SN Z L 2R LET,

4. IRV > — LT A ZADRTE

Firepower Threat Defense %1 »* A h—/L L C,7 /31 X% Management Center (ZiB/)1 L =% . Firepower
Management Center = —° f . ¥ —7 = A A %l L C.Firepower 4100 - C347% % Firepower Threat Defense
DT A AEPERE DR, 7 7 & ZAHIHAR VU > —I L O Firepower Threat Defense v % = U 7 ( £¥ 22— /L& ff
HALTChrI7 74 v 7 2ETH5FOMOBEERY) O —ORELEHAZITY 2N TEET,

¥ =2UT 4 KU —iL.Next Generation IPS D7 4 VL Z Vo IRT 7V r—a D7 4 NE ) TR Y,
Firepower Threat Defense Tt =415 — " 2 Z il L £ 3, Firepower Management Center Zffi H L C,
Firepower Threat Defense L CtXx =2V 7 4 AU —%2FKELET . EX 2V T 4 R —OREFEOFEHIZHON
Ci.[Cisco Firepower Configuration Guide]. ¥ 7=1X Firepower Management Center 4> 7 A > ~ V7 2SR L
TLIEEWY,

5. 777 L — ROEEHIE

Firepower Threat Defense A F 21X Firepower A— 34 B & T v 77 L— T B5A. £ 307 7Y r—
varEBATAIGAIL O FXOS 77 v 74 —A N RV TV r—rvaly A A=V BIXORIOELH
=7 N Clsco.com MOBRETHHLIENH Y F9,
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(V1) Firepower Threat Defense a5 /A 2% T v 72 L — K4 %|Z1%. Firepower Management Center % {#i J-J-
HRENR B Y F 9, Firepower Chassis Manager & 7-1% FXOS CLI % fi f§ L T, Firepower Threat Defense in#l7 /31
AET v T T —RT5Z EFETEEREAGEZ oW TIL [Firepower System Release Notes]# &M L T 72Xy,

WOFIEL.[> AT & (System)] A == —d [E# (Updates)] X—TZfEH L TFXOS 77 v k74— /R RL,
77— a v A A — (Firepower Threat Defense > 7 7V r— g U7 8) BXOBHOEH v /T A
% Cisco.com b X o — RT3 HE SHIL A A—VET v 7a— KL TA—RXNS Y E&T v 7T L —KT5%
FHEEHRHALTCOWET,

B YHEOFEXOS V7 NuxT Rubr—2T7 7 r—3ay 4 A=V 51213. [Cisco.com 265D Y 7 |k
TrT AA=TVDHXTa— R (8 =) 2B LT IEEN,

B 77UV r—2arE 3T Ty b7 A— A RN RAET v a— RT3V 7 N =T A A—=TD
Firepower 4100 ~D7 v 71— R (8 X—) [ZBR L T2 &V,

B EEORET A R E T IRE R NIRRT B B ORELT S 2B LT 7 r— 3 L EED IR (9 ~—
D) BBRLT &,

B XA Y VT y=T N RLVET v 77 L— RT3 51213, [Firepower A— A 75 K7 4 —AD
T o7 T L —FRKOQN=V) SR L TLIEEN,

Ciscocom 6DV 7 N7 A A—YDF 7 a— R

XU AHIIC
B Cisco.com 7 /1 72 FRMIETY,

B RECHKERAEBEOH DT T v N7 +—25 N KLE KO Firepower Threat Defense 7 7'V 77—y 3 > A
A=V DON—=T g L ERM L TWARERH Y £,

B AV H—Fy N TIEABRETT,
FIIF

1. Firepower Chassis Manager f > % —7 = A A5 [ 27 L (System)] > [ # (Updates) ] Z34R L £,
[Available Updates] ~— 2, v ¥ — > CEHAFEEZ: Firepower 4100 77 v h 74— NRU RV A A—TUEB X
VT TV r—vary A A—=YDY A RMBRERENET,
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151 :

firepower> connect ftd
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