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Cisco Firepower 1000 /%, B YR ADE I, BEREH, BRUTKT 2 e 4 124k L
To BNTNT =~ AZRRZE L TR LOD, ®EREBIRHEREEL A TEET,
CiscoFirepower 1000 > U — X%, /NKEA 7 4 ANBVE— RN T T U0 FETCIESE R —RA
r—AsHe LETS

HHADOEHE R >~ N U — 7 T Cisco Secure Firewall Management Center 2/l L C7 74 7 7 4 —
NEEBRLET,

c T AT I —IDEROEA (1 =—)
e A VA F—=LENTWNWSHT F Y r—3 9 (Firewall Threat Defense & 7-1% ASA) DOHEZR
(3~=—%)
* Firewall Threat Defense CLI ~D 7 7 & A (4 ~X—7))
e N—=Ta VOB E A A= (5 N—)
c T4 ADESS (62—)
o WEREH) 77AT UA—NVOERA T (7X—)

TJ7AT7 94— ILOERDEA

VAT LADERIE., T7AT A= NOFHEICHD O v h—FEIRAAL v FIC Lo THIEI SN E
T, By I—&EFEAA vTFiE, V7 MBHERIELET, ZiCkY, AT LD L—RT
Wy RETURYR—FEN, VATLY 7 " 72T RBIOT—ZORHED Y 2 7 A3
ENFET,

B

GE) T AT U F—)LEHOTCERT S & &%, Firewall Threat Defense D FIHILIZHI 15 ~ 30 43>

4a & SRS

T AT U+ — I L TEEEOSWENEZMBE T ENEETT (EEERESE
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¢« FEIHLED : $ka THIT L TCWAEAIE. 77 AT U+ —VDOERNA N> TNWA I EEBERLE
7,

e 25 A (S) LED : IROBHEEZ B L T ZE W,

£1:VRTL (S) LEDDEE

LED D EE EL:) TNNAZADEREANT-RDE
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S SN EE 01:00
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A VR M=ILENTWSBT7 T4 — 3> (Firewall Threat Defense F7=(% ASA) DHESE .

LED O EN{E ERBA TINAZADEREANT-ZRDE
M ()

FL VTR (T —REe) |77V r— g ror— KiZ& [15:00 ~ 30:00
LE LR

AR M=ILENTWST7 TY 45— 3> (FirewallThreat
Defense = 7-1% ASA) DHIEEER

ATy T

ATy T2

Firewall Threat Defense & ASA O OT 7Y r—ya v, N"—KRU=7 THER—FEINT
WET, VbR — MIEERE L, BRI A VA R— AL SN TWET S r—v a U &k
BLET,

FIE

WTFNDLOR— N2 A FEREHLTCary Yy — AR — MR LE T,

®3:avy—)LR—

E”E
OOOOOOOO E

ooy =
0009099 g

Mini USB console

RJ-45 console

CLI7ue 7 BB LT, 7747 74 —/LTFirewall Threat Defense £ 7213 ASA NFEITINTWAHMNE
IMEERLET,

Firewall Threat Defense

Firepower 2 2 A > (FXO0S) 7'm > 7 "IRFERINET, m74/bfﬁbwﬂx7%b% REETIC
P52 ENTEET, rIA V2R TTHHLERDLGAIL. FlrewallThreatDefenseCLIf\O)Tﬁ“IZ
A (4 =) EBRRLTLIEEN,

firepower login:

ASA
ASA 77 FRFRRENET,

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .
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. Firewall Threat Defense CLI ~D 7 ¥ 2 X

ciscoasa>

ATY T3 MESTT 7V r—2a UREITSN TV DAL, Cisco Secure Firewall ASA 35 & 08 Secure Firewall Threat
Defense A A —Ab A FESR LT 7ZE0,

Firewall Threat Defense CLI ~D7 U £ X

REFEZIZI N T TN 2a—T 4 T DDICCLIIT 7 B AT AUERDHEENH D 9,
FiE

ATV T WFNPOR— "2 A THEALTar Yy —LiR— MO LET,

K4:a>V—)LKR—F

OOOOOOOO E
ooy =
W0E = 5

Mini USB console

RJ-45 console

ATFw T2 FXOSIZ#fE L9, =2—W—4 admin £ /8AU—F (F7 4L ME Adminl23) 2#H L CCLIica
A LET, O Tal L LElEx, XRAU—RELEETAHLIRDODOLNET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kxkki*

Confirm new password: ***x*x%x

Your password was updated successfully.

[...]

firepower#

X T 73 Firewall Threat Defense CLI |22 L %9,

GE)
Wk »~ T v 7IT Firewall Device Manager % i 14~ 5 554 1%. Firewall Threat Defense CLI (27 7 & A L 72
WTLZEW (T2 EAFTHE, CLIty N7 v 7RSS NET) o
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connect ftd
Firewall Threat Defense CLI [IZ#]D CTHife 92 &, #Iflty N7 v 72 TT 5L ITRDLNET,

&1

firepower# connect ftd
>

Firewall Threat Defense CLI Z#4& T3 51213, exit £72idlogout 2~ K2 AN LET, ZDa~vr Nk
V. FX0S 7ur v 7 MIREY £,

1 :

> exit
firepower#

» N~ -~ = &

N—2aVDEREBA »—21t
T AT U A= NVEFRETDIANIHGNA—Ta A VA N—NLTHZ LD LET, §
DHEL LT, B#RICT v 77— RE2FETTH2 b TEETH, REZRRTL7 v 7
JL— T, ZOFIREZHEHT 2L bRERDPDLL25E1HD 9,
EIT9HN—Tay
VIR 2T Zyra—= R N=Y0) Y —=AFLZOICH DL, BEOEPNTN D Gold
Star UV — A% F(T79 5 Z & 2 BEID LE T, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html TRl S N TW5H U ) — AR Z ST 52 L H TE
£,

FIE

ATYT1 WTNDLDOR— s H A TE2EH L Tary Yy —vR— MO L1,

5:aY—ILR—Fk

E;;i ‘E
0000
0000
eleler ) = 5

Mini USB console

RJ-45 console

ATw 72 FXOSCLI T, Ff DN~ 3 v 2FRLET,

scope ssa

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .
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B s tzoms

ATvT3

show app-instance
1

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper

State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

HLWA=Va v VA=A T558E, IROFIEZFATLET,
a) 774N BMTE, BHA U F—7 A REDHCP A LET, FHA F—7 = A ZTHIIP T
VAZBRETDHMLEND D551, WOa~wy RE AT LET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOSD NI TNy a—TF 47 T4 RICREEHENTHDEHA A—MbOFIEEZFEITLET,

AL =T 2 A ANET IV EATELY == LA A—=VE X T n— RT 508N H
nET,

T 7 AT U —/VBERE L7 5, FXOS CLLIZHERER L7,
¢) FXOSCLI C, BHENRAU—-RNEHERETDHI)ICROLNET,

5S4t AOME

TA v AT VR IETIBGERIEN ST AN AZ WAL, Ax— Y7 by =T
TABL VT THUY MY 7 ERTWET, Smart Software Manager (27 4 7 R3¢
WEEIE V&2V LTHLWT AU PERELET,

F 72 DOYA 1L, Smart Software Manager (Z Firewall Management Center & &k L £9°, Hika 1T
2 121X, Smart Software Manager CXEk h— 7 VA ERTHXLENRH D 3, FEM2 FIAICS
VT, Cisco Secure Firewall Management Center 7 KX = A hb—a > 4 RESRLTL
7EEWN,

Firewall Threat Defense (ZIZIRD T A B A3 H YD £,
» Essentials : W78
* [PS
« v = TR
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CLIZCEIFTA 774704+ —ILOEIRDUIER
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WrexEd,
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Mini USB console

RJ-45 console

FXOS CLI Tr—h /VEHE— RNIZEH L F 7,
firepower # connect local-mgmt

VAT by MU LET,
firepower(local-mgmt) # shutdown

51 :

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

FLeaanc |

Tr7AT I —IDI vy NED UV AT AT o T NeE®T=F—LET, vy NEDUUNETT

L&, MOTu T IRFRINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VI CTERAAL v F 5247120, BRT 7 7520 Ty Yy — U oHEAAICEREZID 492 & n

TEET.

Firewall Management Center Z{EFAL =7 74 7V A — LD EIR I

ATy T

. Firepower 1100 Threat Defense R 2 — 7 v FH A K : O—HILEE R v k7—7% LD Management Center

Firewall Management Center Zf ] L T AT A& @YY ¥ v hH¥ D LET,

FIE

TrAT U=V ET Yy NEULULET,

a) [T/ M R (Devices) |>[T/\1 RAEHE (Device Management) %R L £7,
b) FEENIT LT A AOMIZH D [fRE (Edit) ] (&) 227V v 7 LET,

¢) [T/ A (Device) 147 %27V v 7 LET,

d) [ AT L (System) [BZ 2 aT[FAAL ZADY ¥ v F&Z 7 (ShutDownDevice) | (D) #27U v

7 LET,
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ATy T2

ATvT3

Firewall Management Center Z{ER L 7= 7 7 1 7 2 + — LD ER BT .

e) IRV T RBREIRSNTZL, TRAADY vy MU U EHEELET,
ALY =N T AT T —MIER L TV DG EIE. 77 AT U ARy MU T L L XIS
VAT LTur T hEE=A—LET, Yy M UVRETT L, ROT R T ERRTFENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

ALY =B L TWRWEEIE, K3DEFH> TO AT AR Yy y b U LI 2R LET,

VENWIR U TERAA v FE2A 7L, BT T 72N Ty vy — U O WERIZER AR A4 Z L2
TEET,

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .



FLeaanc |
. Firewall Management Center Z A L =7 7 4 7V + — LD ERVIE

. Firepower 1100 Threat Defense R 2 — 7 v FH A K : O—HILEE R v k7—7% LD Management Center



=9=
=% =R

T7AT O+ — LD —TILIESR & &%

T7AT A —INET—T N L, 7 7 A7 U4+ —/L% Firewall Management Center | Z 8§k L
i ‘ﬂ—o

c TFAT T A —NDr =T (11 =)
s BIIROE DOELT (12 =)
» Firewall Management Center TD 7 7 A 7 U 4 —/L DXk (20 X—)

274 T 94— LDy —TILiES

Firewall Management Center Z BEH OEBL 1/1 A ¥ —T7 = A AR L E T, EFBR Y U —
7120E, BHOTODOAL v E—Fy h~DT 7B ARKETE, e 2iE, 774 T 74 —b
HBEEZNM LT (e xiX, WERy NV —2IC8i T 52 L2k »CQ) By NUV—2 %A
YHE—Fy MIERTEET,

FHCOWTIE, "= RV = TREN A F2ZR LTI ZE,
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Other data networks
Management center Management computer
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TFATIF—LDr—I iR BE |
B ossco=s

IR E DRIT
FLET,

#HELE : Firewall Device Manager

ZOHEREMTDE, 77AT U=V ERE LG, FEA X —T o ZTMA TR
A B =T = A ANERRESHET,

oA —H v M1/ T4 . DHCP 226D IP 7 KL A, IPv6 BEIRE
o f—H v ;12 TNER] . 192.168.95.1/24
« 5T 7 F /L hL— b HEA v H—T = A AT DHCP 4 L CHES

« BINA > H#—7 = A A : Firewall Device Manager 2> 5 DA > ¥ —7 = A AR EILT TR
Fahx7d,

o E (NSO DHCP ——, 77 RA arbro— K — X2 UF o —7
L) IREEENLER A,

FIE

ATYvIT1 ava—2&ENHA % —7 A A (Ethernet 1/2) |ZHeft L £,
AT 72 Firewall Device Manager (212 7 A > L %79,
a) https://192.168.95. LlZHEAE T,
b) =—H¥—% admin &7 7 4/ XA T— K Admin123 ZfFH L Te /A LET,
) —MHKNEFATREL, BHE AT RE2EFTLLIITROOENET,
ATYT3 By N7 v T U4 = REFEALET,
9:TINA RDEKFE (Device Setup)

Device Setup o

. Firepower 1100 Threat Defense R 2 — 7 v FH A K : O—HILEE R v k7—7% LD Management Center
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GE)
EMERR— FREIL. BT L > TEZR Y £9,

a) IEA AT oA REEHA X —T 2 AERELET,
B10: 14 >8—%y bADT 74 794+ —ILDERE

Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP N

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

1 [FMBA v Z—T7 A AT LA (Outside Interface Address) ]: A LD ELEEZFE L T\ 5
AL, BIP T FLAEFHLET, ¥y b T v 7o 4P — RF&MH L CPPPOE 2% ET 52 &
X CEEHAL, V4P — ROFETHIZ PPPoE Zi%ETEX £,

2. [BEA ¥ —7 A A (Management Interface) ]: HBEA > F—T = A ADIP 7 KLV ADEREIX
Ty T T U4 P RICEENEEADR, ROF TV a v ERETEET, HIPT KL A%
AT 2LERHL5EIE. FIEAT v 74 (15°=) 2ZRLTIES,

[DNSH— 3 (DNSServers) ]: A7 LAOEHT KL AHD DNS % —/\, 7 7 4 /L ;L OpenDNS
/X7 Y w7 DNS $—/3T7,
T7ATI4A—ILDKRR

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&XE L., [k~ (Next) | %27 U v 27 LET,

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .
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. AR : Firewall Device Manager

11:BSZIRE (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name

0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEHETIC 90 HEOFHLEAR % BA4k (Start 90 day evaluation period without registration) ] % &R L &
‘j‘o

Register with Cisco Smart Software Manager
Register with Cisco Smart Software Manager to use the full functionality of this device and to apply

subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager [Z8$k [ L7720y TS 7ESW, §XTOT A B AT
Firewall Management CenterSecurity Cloud Control TH4T XV E T,

d) [#&7T (Finish) 1227V vy 27 L%E7,

[l Firepower 1100 Threat Defense X 2 — k7 v FH 4 K : O—HLEER v kT —% £ Management Center
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ATv74

ATy TH

ATvT6

#HEAERE : Firewall Device Manager .

12:RORXTv 7

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) [A¥ v K7 rr7 /34 A (Standalone Device) | Z#IN L, [THE (Gotlt) | ZiBINL £,

(ER) BEA L H—T oA ATHWIPT RLRAERELET, [T 3 A (Device) |>[f ¥ —T = A
A (Interfaces) | DEEEA L H —T =2 A AESHL T EE0,

BINDA B —T 2 A ZAERETDHHBITL. [T A (Device) [ZIRL, [ Z—7 =1 % (Interface) ]
OY=)—=lthHd) %7y LET,

[T/84 R (Device) 1> [V R TLEKE (System Settings) | > [SEHEHE (Central Management) | DJIAIZ 58
U, [#1T (Proceed) 1% 27 VU 2~ L T Firewall Management CenterSecurity Cloud Control {248k L %97,

[Management Center/SCC/Details] # 7% & L 7,

GE)
W= 5 Tk, ISCCY bV IZ ICDOJ ERRINDZENHY £,

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .
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a)

b)
¢)

13 : Management Center/SCC 0D F£#A

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@® Yes O No

Threat Defense
f
10.89.5.4
fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

NAT ID
11204
Connectivity Configuration

Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup

Management Center/SCC Access Interface

management (Management1/1)

Type: Static IP Address: 10.89.5.4 / 255.255.255.192

CANCEL CONNECT

Management Center/SCC

TFATIF—LDr—I iR BE |

[Do you know the Management Center/SCC Hostnameor |P address] (Zxf L, IP 7 KL A E72iEA A b+
4 % fdiH L C Firewall Management Center (2 T & 5454 1% [Yes] %, Firewall Management Center 73
NAT ONNZBH B0y, /X7 Y v 7 IPT RVAEIIARA MBROVGEIZ[No) 22 Y v 7 LET,
[Yes] ##4R L7=34 1%, [Management Center/SCC Hostname/I P Address] (2 A/ L £,

[Management Center/SCC Registration Key] Zf5& L £,

ZOX—IL, 77 AT U r— /L EBEKT H & ZIT Firewall Management Center CHI5ET HTED 1 [H]
RO ORERF— T, BERF—122 ~36 LFTHLILERD Y £T, ARRLFITT, T (A~

. Firepower 1100 Threat Defense R 2 — 7 v FH A K : O—HILEE R v k7—7% LD Management Center
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#HEAERE : Firewall Device Manager .

Z. a~z, 0~9) . BXUONA T (1) ZeEnHY EF, ZoID I, Firewall Management Center {Z %
T DEBDOT 7 AT VA —VITHEHTEET,

d) [NATID] #fELET,

Z ORI, Firewall Management Center CHEE T HEED 1 FIRY OLFINTY, WG DT /31
ADIPT RLUARDNRoTWDLEETSH, NKHD%%E#%:&%%%L&?;NAHD@2~36
XFTHLILERD Y EF, AR7RCFITE, BHTF (A~Z, a~z, 0~9) . BN 72 () 7
EXRHY FEF, ZDIDIE, Firewall Management Center (2% &3 2>~ 7 A4 7 '7 F— I I3AE r“C
TFEHAI . NATID (X, ELWT AL ADLOEERCTHD 2 L 2R T 5720 IP 7 KL A LA
AbETHEAESNET, IP7 L A/NATID OFBFFEICDOH, BEkF—NF = /7 SINET,

AT T 1 [#FEOBE (Connectivity Configuration) | Z#%E L £77,

a) [Threat Defense® 75 A h44 (Threat Defense Hostname) | 457 L £,
b) [DNSH—s3—7L—= (DNS Server Group) | #fiEL E7,

ZHUTT TICREL TWETH, BFEO 7 NV—TZRIRT 50, LW A—T%2ERLET, 77+
JL R ® DNS 7 /L—7 % CiscoUmbrellaDNSServer Group & FEIEAL, OpenDNS H— R—NE EiE T,

¢) [Management Center/SCC AccessInterface] T [Management Interface] #2 U v 27 LE 7,
ATv T8 [ (Connect) 127V v 7 LET,

B Gk AT — 4 A (Registration Status) | %A 7 2 278 v 77 A|Z, Firewall Management CenterSecurity Cloud
Control BERDHIED AT —Z ANFRINE T,

14 IEH 6

Registration Status

of

i iarac B o P
successtul Conne

Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense ge

management center configuration g
CDO .';or'-figurutlu guide [ to configure your device.

ATw 79 A7 —X AMH T [Saving M anagement Center/ Registration Settings] ™ FJlfi % 3217 L 7= & Firewall Management
CenterSecurity Cloud Control IZBEI L, 7 7 A 7 V4 —/L&BI L %7, Firewall Management Center T
T AT U —AOFE 20 X—) ZSRLTIEIN,

Firepower 1100 Threat Defense X %4 — 7 v 7H4 K : O—A)LEE+ v kT —% £0 Management Center [JJ]
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II #MEASKE : cLl

11—

#HEAZRE : CLI
CLIty h7 v 7227 U h2HEHLT, HEHOBEHIPT LA, Y= U xA, BLIOZFD
oA Ry N =R EZITWET,

FIE

ATy F1 2V —)LiR— NI LT Firewall Threat Defense CLI (7 7 & A L $£9, Firewall Threat Defense CLI ~~
DT A (4—=) 2ERLTLI IV,

ATV T2 A LA —T oA AOREADOCLIEY NT v 727 YL 252 T LET,

GE)
REZIVT (e z21E A A=VEFERTAHZEICED) LARWNLEY, CLI®y N7y T A7 U
P IRT Z LI TEEEA, EEL, ZNDHLORET N TIL, %26 CLI T configurenetwork =~ >
RZFEH L CEFE X £9, CiscoSecureFirewall Threat Defense 2~ R 77 LU ZAZHBR L TLEE
/AN

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

HABUR : ZNo6DEATDOT RLADDRLEL 12150 Ty 2 AN LET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

. Firepower 1100 Threat Defense R 2 — 7 v FH A K : O—HILEE R v k7—7% LD Management Center
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ATy T3

MEERE : cU II

H A & 2R : Firewall Management Center Z i 19~ 2 551%, no E AL £,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Firewall Management Center % f5 /& L £ 97,
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key nat_id

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}— Firewall Management Center ¢ FQDN & 7=
IXIP 7 RLAZFRE L E T, Firewall Management Center % [Ef7 K L AF5E TE WAL,
DONTRESOLVE Ml L £4, ZOHEIE, 77 A4 7 U4 —/Lis, BlEARERIP 7 FLAEIIR
A NG EFESTVWDUERS D 7,

« reg_key : Firewall Threat Defense % & §% 7 % & & |Z Firewall Management Center CHH5E T HIEEDO Y v
A LG —FEELET, BEF—IL2~36 LFTHLIMLERH Y £3, AT,
F(A~Z, a~z, 0~9) | BROANA T2 () 2ERDHY ET,

* nat_id : Firewall Management Center CHEET 2, EET—EHD 1 HIRY OXFHZ4EE LEJ, NAT
IDIX2~36 LT THLLENRDY T, AR, BT (A~Z, a~z, 0~9) . BEUAN
A7y () ERHYEF, ZDID I, Firewall Management Center (25 &k T DD T /A RZIXfE
HATEEHEA,

&1

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .
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. Firewall Management Center TD 7 7 1 7+ — LD & §k

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

Firewall Management Center TD 7 7 A 7 ) + — L D& %

FEARGREH DB — L NATIDIC LD F# VoY a =27 % L T, Firewall Management
Center |27 /34 A ZBINL 77,

7 7 A 7 U 4 —/v% Firewall Management Center (28 %k L £,

FIE

AT 71 Firewall Management Center (212 71 > L £ 7,
a) WO URL Z AN LET,

https://fmc_ip_address
b) =P —HELRXRT—FEASLET,
c) 74y (Logln) 127 Vv 7 LET,

AT9 72 [TINA R (Devices) |>[T/34 REHE (DeviceManagement) | 3R L £,
ATy 73 B (Add) | ey T H D A=a—hb, [T/AM R (Device) | Zi&IR L £,
AT v 74 [Regisration Key]. [Basic]. [Next] DIEIZZ U v 7 LE7,
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Firewall Management Center TD 7 7 4 7 7+ — L D& .

15: T8 ADZEEFAH®
Add device

o Device registration method Device registration method

2 Device details Registration key

Identify the same one-time registration key on the device and in
the managemenl center.

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

() Device template

Serial number
Identify the device by serial number. On the device, you don't
have to configure anything (zero-touch provisioning).

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Cancel

AT TS TN ZAOFMERELTC[Next] 227 U7 LET,

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center
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. Firewall Management Center TD 7 7 1 7 7 + — /LD &5}

16: T/ RDEEH
Add device

@ Device registration method Device details

Domain *

© Dvevice details | [G\obal/Leaﬂ ® v]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *

[ 3110-1 ]

Registration key *

Enter the same registration key you set on the
device. This key doesn’t have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0~
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID ©®

[ 31101 ]

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

D Analytics-only management center

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel m

s [Domain] : ¥/ F RAAL VEREET, V—7 RAAL VU ERINLET,
« [Devicegroup] : Hi— KA A VEEE T, 7 /31 A% [Devicegroup] (281 L 7,

» [Hostnameor IPaddress] : i8I 27 /3 ADIP T RVAETZIFZHRA MEAN LET, T8 AD
IP7 FLARABRGEIL (NAT OBFRICHLLHERE) . ZOT7 44— FEZEMOEEICTLET,

+ [Display name] : Firewall Management Center (/"9 57 /A ADLHTZ AT LET, ZOAFNIEE
TEEHE A,

* [Registration key] : #I#ItERL & 7] C &gk —2 A LET,
* [Unique NAT ID] : #I#IEgE & [ Uikl + a2 A ) L £,

 [Analytics-only management center] : .

ATYT6 T AOYMREEITVET,

. Firepower 1100 Threat Defense R 2 — 7 v FH A K : O—HILEE R v k7—7% LD Management Center
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Firewall Management Center TD 7 7 4 7 7+ — L D& .

17: T34 ADHEALE
Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Default Access Control Policy ® v ] -+

e Initial device configuration . "
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN Premier ® v RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

[T/ AaY hu—LRY 2 — (Access control policy) | : BEEHFIZT /N4 AZET DA DR
BT, LWV —E R LET, BEHTIMERSDLZ LR TNDE AL~

A REBDORY) —NT T b DEEERE, AN (AdD) 1(D)]. [TRTO@EEE2 72> 7 (Block
all traffic) | DIAICEIRLET, B TCINEEELL TN I 74 v 7 2 THZENTEET,

s [Av— T A& A (Smartlicensing) |: 74 B AEERL £7,
cCDTNARIIYEBERBDEL S5 TIH? : [WEET /34 A (Physical device) ]
[FA B AKX AT (Licensetype) |: 7 /3 AZEID Y THETA B ADE A THMERLET,

T REBM L%, T4 AT b TEET,

« [/37 > b D#E% (Transferpackets) |: ZDOA TV a v EAICTDE, BAA SR FRRAETLHEZD
W2y T3 APRAED T2 D234 v b % Firewall Management Center (2426 L £ 97,
BAANR N EIZ, TS AT, AN MEREAXRX FE NI T =L Ty REBREDTZDIC
Firewall Management Center |Z25(5 L9, ZOA T T a U EBRIC LEELEIE. A4 X0 MERZ TN
Firewall Management Center (2355 &L, 737 v MIEFEINERE A,

AT 71 [Adddevicel 7V v 7 LE7,

Firewall Management Center 737 /XA AD/~— kB — F & fifgg L ClE # ML T2 £ TIZ, &R 250005
Bandb £, BEPRNTLE TAALARY X MIBEMENET, KLEGEIE, =7 — A vE—
URERINET, T ZAOBEKITRM L5613, WOEB AR L T ZEW,

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .
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. Firewall Management Center TD 7 7 1 7+ — LD & §k

eping : T3 ADCLIWZT Z7®AL, ROz~ R&EMiH L T Firewall Management Center ® IP 7 K L/
AD ping & FITLET,

ping system ip_address

ping 3P L2 WA, shownetwork =~ > REH L TXy NV — VR ELHRLET, 754
ADIPT RVAEETT HXENH 554 1%, configurenetwork {ipv4|ipv6} manual =~ > K% {# ]
LET,

« BekF—. NATID, 3 J O Firewall Management Center IP 7 K L A : [ 5 DT /34 A Tl UGk —
EHEAL WA Z 2R L, AL TWAEAIINATID 2 H L T\ 5 Z L 28 LEd, configure
manager add =~ > REHEH LT, 7/5 A THEREF— L NATID 2% ETH I LN TEET,

NI TN a—T 4 T OFEMIZ OV TIE, https:/cisco.com/go/fme-reg-error & Z MR L T 7Z S0y,
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i

AR S —DHE

ROBELMEN L TEANREF 2T AR —2RELET,

A v A =T 2 f ALHNHA L H—T AR N A o H—T = RZAXT 7 IP
T RLURZEO YT, AL X —T = A AT DHCP 2 L ¥4,

«DHCPH#—1_— : 7 IA T FONEA v F—7 =2 A ATDHCP Y —"—ZFEH L £7,
e T 7 F VI —bk A H—T 2 A AN LTT 73 bb— b EBEMLET,
*NAT : SMEfA v X —T =2 A TA L H—T A APAT ZHH L £,
T AT Fa—)L NEHNOLHEE~DNT T (v 7 E2FRLET,
X2 VT 4R = WA~ A ALTC, LVEERREZGEODLZLHLTEET,
s f B =T 2 ADFEE (25 =)
¢« DHCP #r— —DE (31 ~2—7)
« T 7 4/ hLb— FDEM (32 =)
* NAT OFFE (35 —)
e T AL ha—)L)L—)LDOERTE (39 X—)
s RTEEERTD (423—)

A 23— x4 RADERFE

WIHIERE | Firewall Device Manager T 2356, IRDA % —7 = A ZRHATGRE SV E
j‘o

e/ —HFRy k11 [ . DHCP 6D IP 7 RL A, IPve HEIERE
oA/ —HY Ry ~1/2: TRE] . 192.168.95.1/24

«F 7 F )L hL— b AN A B —T = A AT DHCP 4 L CHES

Firewall Management Center |Z%§% 9~ % Hij(Z Firewall Device Manager W CiB DA % —7 = A
AEROREZFAT LG, TOREFIRFINET,

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .
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WOBITIE, FHT R A ZRFOL—T v RE— FOWNEA > ¥ —7 =1 A &, DHCP =
THIL—T v RE—RONE A v X —T oA AT ELET, F7=. WEL Web — —HD
DMZ A > H—T x4 AHBMLET,

FIE

AT T [T/34 A (Devices) > [T 734 A& (Device Management) | DIEIZEIR L, 7 74 T 74—/ O [fRk
(Edit) 1 (&) #2V>y 27 LET, >

ATV T2 [ Z—T7xAA (Interfaces) ] %7 VU v 7 LT,
R18:€423—Tx4RX

Device Routing Interfaces Inline Sets DHCP VTEP

e
Q_ Search by name " Sync Device | | Add Interfaces v
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitorin Virtual Router
® Management0/0 management Physical Disabled Global Q<
GigabitEthemnet0/0 Physical Disabled V4
GigabitEtherneto/ 1 Physical Disabled Vi
GigabitEthemet0/2 Physical Disabled ’
GigabitEthernet/3 Physical Disabled Y
GigabitEthemet0/4 Physical Disabled rd
GigabitEthemet0/5 Physical Disabled 4
GigabitEthemnet0/6 Physical Disabled rd
GigabitEthernet0/? Physical Disabled rd

ATV T3 WEBIHERTHA 2 —7 A 20 [ (Edit) 1 (&) 227V w27 LET,

. Firepower 1100 Threat Defense R 2 — 7 v FH A K : O—HILEE R v k7—7% LD Management Center
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a)

b)

<)
d)
e)

AV8—T 14 RADEE .

19:[General] % 7

Edit Physical Interface

General IPv4 IPv6 Path Monitoring F

S

Name:
inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:
NVE Only:

[E¥= VU7 ¢ —> (SecurityZone) | K v 7 &7 URXAMNPLBEGFONTEX2 YT 4V — 0 %k
I, I New) 1227V w7 LTHLLWEX 2T oV —2ZBINLET,

7= & 21X, insde zone E WO LARIO Y —rEBIMLET, Y —rF@ I/ A—TICE SN TEx 2V
FARY—ZHALET, 2&2E, WY = NBAEY = ~D T 7 4 v ZI3ENTT DN
IS = INBENERY — <D R T 7 4w ZIIHEIC LenWT 7R ar b — LR U—EFREL
7

WA 2 — 7 = A ARFRNCHEE SN TNDGE. ZNUHDT 4 —/V ROFKY OEFZIEAT > a v
‘(“d—(}

48 LT F TO [4HT (Name) | Z AN LFET,
Lz, A F—T x4 AT indde £\ S &4FTEITET,

[57%) (Bnabled) | F = v 7R v 7 2%+ LET,
[:E”— F‘ (Mode) ] Li [fci I_/ (None) ] c:%&i Lf:ii&: Li‘é_o
(IPv4] Z 7 [IPV6] & 7, 7MW G DL Ta27 Y v 7 LET,

c[IPv4] : Ry T X T VR RNG [AZT 4 v 7IPEMHT % (Use StaticIP) | #ERL, IP 7
RLALEH TRy N RTBRAT v 2R TANLET,

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .
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7=& ZI1E, 192168112472 L AT LET,
20:[IPv4] 2 T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
I
IP Type:
Use Static IP -
IP Address:

I 192.168.1.1/24

s [IPv6] : A7 — F L AHBEREDSGA X [HEEE (Autoconfiguration) | F = v 7Ry 7 A& A4
IZLET,

21:[IPv6] 2 0

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu

Basic Address Prefixes Settings DHCP

O ——
Enable IPV6:
Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

f) [OK]Z2 VU vZ7 LET,
RTY T4 SBCHRTHA v 2 —T7 24 2D [k (Edit) ] () 227V v27 LET,

. Firepower 1100 Threat Defense R 2 — 7 v FH A K : O—HILEE R v k7—7% LD Management Center
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AV8—T 14 RADEE .

22:[General] 7 7'

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardwart

Name:

outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outside_zone v

nterface 1D:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

NVE Only:

b)

[E¥=VU7 1> —2 (SecurityZone) ] K v X7 A RNNLBFOISEX 2 T ) — %58
WT B0, FiHl New) 1227 Vo7 LTHLWWEXF 2V T 4 =0 ZBMLET,

7=& 21X, Toutside zone| &I LEIDY —r ZBMLET,

BERA S =T A APRFERNCRE SN TV DOEE, TNHDT 4 —/L ROKY OETIEA T v a v
<7,

48 LFFTD [481 (Name) AN LET,

el ziE, A v —7 A A Toutside] &VVOARTZEFHTET,

[6%) (Enabled) | F =y 7Ry I XA 2L ET,
[F— K (Mode) 1iX[72L (None) JICRELI-FFIZLET,
[IPv4] # 7', [IPV6] X 7, Fi=lZliioX2 7% 270 v 7 LET,

* [IPv4] : [DHCPOfEH (Use DHCP) | ##INL, IROA T v a L DONTFA—F R ELET,

« [DHCP i L CT7 7 # /v b /b— k% HifF (Obtain default route using DHCP) ] : DHCP #—
NR=InBHT 74V h — b 2B LET,

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .
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« [DHCP/L— A U > 7 (DHCProutemetric) ]: 7 RX=A N —FT 47 T 4 AF L A%F
BLIEA—MZEVECTET (1~255) , FELIEA—F DT 74NV FDOT RI =X hL—
TA4T T A AF AT T,

B 23: [IPvd] % T

Edit Physical Interface

General IPv4 IPvE Path Mc
S
IP Type:
Use DHCP v |
Obtain default route
using DHCP:

DHCP route metric:
1

« [IPv6] : A7 — b L A HBREEDOSE X [BEIEXE (Autoconfiguration) | F = v 7Ry 7 A%k F
ZLETS,

24:[IPv6] B T

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configu
I
Basic Address Prefixes Settings DHCP
 —
Enable IPV6:

Enforce EUI 64:

Link-Local address:

Autoconfiguration:

Obtain Default Route:

fy [OK]ZZVUvZ L%ET,
ATYTE EE Web V= N—%2 KA NTDHIIIDMZA v H—T oA AEFRELET,
a) AT A X —T =24 AD[fRE [Edit) 1 (&) 27 Vv 7 LET,

b) [E¥x=VUTF ¢/ —r (Security Zone) | KR v 7H U A NPLEFODMZ EX =27 40— %
BIRT 20, [FH (New) 1227V w7 LCHLOEXF2 T Y —vEBIMLET,

7o & 21X, dmz_zone & W IH ARID Y — 2 ZBIMLET,
c) 48 LFFETO 4T (Name) | Z AT LET,
e ziE, A F—T AR Tdmz & W) LARTEITET,

d) [£%) (Enabled) | F =y Ry 2% A LET,
e) [F—F (Mode) JiZ[72L (None) JIZFREL-FEFIZLET,

. Firepower 1100 Threat Defense R 2 — 7 v FH A K : O—HILEE R v k7—7% LD Management Center
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DHCP H—/\— DR E .

f) MEIZIGU T, [IPv4] ¥ 7 & [IPv6] 7 OWTNnE =iz 27 Vw27 L, IPT7T RLAZRELE
j—o
g) [OK]Z27 V7 LET,

ATvT6 [f1F (Save) 1227V w27 LET,

N ) ]

DHCP Y —/\—MDXE
7347 FCDHCP ZHEH L CTZ 7 AT U4 =N IP T RLAZIRET S L5127 58
A%, DHCP —R_—%FZh LE T,

FIE

AT T [T/34 A (Devices) ]. [T /31 A& H (Device Management) ] DJEIZIRIR L, T34 2D [fHkE (Edit) ]
@) 27Vvr7LET, >

A5 72 [DHCP]>[DHCPH—/\— (DHCP Server) | ###R L £,
25: DHCP H— 73—

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration

Interface

[ )
Override Auto Configured Settings:
Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ J o+ ]
Secondary DNS Server Secondary WINS Server
[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

ATY T3 [h— 33— (Server) | =UT T, DB (Add) 1227V v 7L, UFOFTvar2RELET,

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .
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26: Y4 —/\—D3Ein

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel ﬂ

[ H—T7xAA (Interface) |: Ka vy XTI LYV RAINLA L F—T 24 AL ERNLET,

«[7 RLAF—/L (Address Pool) ]:IP 7 RL ADOFPHZZE L E£T, IPT7 FL AL, BIRLIZA v
B —T 2 ARALF LY TRy b FICFETORERHY, A X —T 2 A AAHFDOIPT KL AEED
HIZEIITEEREA,

 [DHCPH— N—%H%hZF % (Enable DHCP Server) |: &R L7-A > ¥ —7 = A AD DHCP H#—/3—
EHZLET,

ATy T4 [OK] 227V vr7 LET,
ATY TS5 [{R17FE (Save) |27 U w27 LET,

T4 RIL— bDIENM

F 7 H N M— MNETEHE ., INEA v F—T oA ANBBERRER T v A N — A — X B
LRLET, DHCP LA T FLAZEE LTS3, T ANT TICT 740 hb— |k
ZZIE L TCWD AH @m%@ifoiafw—b%Lm¢ézgm% DEEIL. ROFIRZEHE
TLET,

FIRr

ATY T [T/34 A (Devices) 1. [T /34 A& H (Device Management) | DJEIZEIR L, T34 20 [fwk (Edit) ]
(@) #2 Vv 7 LET, >

ATv 72 [Ib—T 4« >4 (Routing) ]>[FEHIJL— & (Static Routes) |Z# 3N L 7,

. Firepower 1100 Threat Defense R 2 — 7 v FH A K : O—HILEE R v k7—7% LD Management Center
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| #xKyv—o
Forntn—troen [

27 : #HL— b

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

+ Add Route
Manage Virtual Routers

[ Global N ]

Leaked from

Network Interface Virtual Router

Gateway Tunneled Metric Tracked

Virtual Router Properties
IPv4 Routes

ECMP

BFD
v IPv6 Routes

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP

IPv4

1Pv6

Static Route

Vv Multicast Routing
DHCP #—/=n67 7 4V bb— b &ZFE LIZHAIE, ZOT =T VCERENET,

ATv T3 b—br&EM (Addroute) 1227V v 7 LT, ROFTvarERELET,

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .
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28: &)L — FEIMDHRE

Add Static Route Configuration ®
|

Type:

Interface*

Cowsoe ]

(Interface starting with this icon @signifies it is available for route leak)

Available Network * - Selected Network

=) | ﬁ
any-ipv4

agateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

awav*

[
Metric:

L ]
(1-254)

Tunneled: C] (Used only for default Route)

Route Tracking:

[ ]+

Cancel m

o [ZAT (Type) 1: BT DAXT 4 v 7 )— DX AT LT, [IPv4] £7X[IPv6] 47 v a R
ZowT Yy LET,

o [fH—T A A (nterface) |: A Z—T oA ZAEFRLET, BHEIIIHA L X —T A A
V(:‘ﬁ_o

« [ AREZ2 % >~ B U —7 (Available Network) ] : IPv4 T 7 # /L kjb— ks D413 [any-ipvd] 213K L,
IPv6 7 7 4 /L b /b— kDA [any-ipv6] ZIEIR L, GESN (Add) 1% 27 U >y 27 LCHEBRLER Y b
7 —72 (Selected Network) ]V A MZB#SHET,

o [F— U x=A (Gateway) | £/ [IPv67— b7 =4 (IPv6 Gateway) ]: ZD/L— DR T A Fik v
TTHHTF— b T2 A N—F e ANERITRIRLET, IPT RLAERIEIR Y NU—T/RA NET
Tl MNEBEETEET,

ATy T4 [0OK] %27V v LET,

[l Firepower 1100 Threat Defense X 2 — k7 v FH 4 K : O—HLEER v kT —% £ Management Center



| 25Ky s—ngEE
NAT D% 5E .

N—ERAZT 4 v I )— " T —TZBIENET,
ATy TS5 [fR17F (Save) |27 U 27 LET,

NAT D% 7E

ZOFIETIEZ, WERZ FA 7 > FBSNET RLAZRHNEFA o H—T = A ZADIPT KL ADKR—
MZZEHS 5 NAT V—VEAERLET, ZOX A TONAT V=D thb A A —T A A
R— R~ 7 KL AL (PAT) & FMEONET,

FIE

ATY 1 [T/N4 R (Devices) | >[NAT] DIEIZER L, [HLWLARY >— (NewPolicy) 1227V w7 LET,
AT T2 R —Z4mizfttid, RV —%2HHT7 34 Z&RIRL, [~ (Save) 1227V v 7 LET,

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .
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X 29: 5 LLVKRY o—

New Policy

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates

[ Q. Search by name or value ]

192.168.0.124
192.168.0.155

Add to Policy

Selected Devices and Templates

192.168.0.124
192.168.0.155

4

AR VU o —73 Firewall Management Center [ZiB 1 S 4L 7,

nET,
B130: NAT R 1) &—

FTD_Policy

Enter Description

JlEfeE, AU =l — L ZBMT 208N

[ Show Warnings ] m [ Cancel ]

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination o . s
0 " Original Original Original T T "
D # Direction Type Interface Interface Sources Destinations Services Sources Destinations Services Options

Objects Objects

~  NAT Rules Before
~  Auto NAT Rules

~ NAT Rules After

ATv 73 [—LDENM (AddRule) 1227V v 7 LET,

[l Firepower 1100 Threat Defense X 2 — k7 v FH 4 K : O—HLEER v kT —% £ Management Center
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NAT D& E .

ATFYT4 EAL— DO a BB ELET,
3 ERIL—ILDAF T a3y

Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z %R L £,
s [# A7 (Type) 1:[#AF > (Dynamic) ] &R L £,
ATYTS [f v F—T A A4 7 =2 b (Interface objects) ] X— T, [EHARERA LV H —T =2 A AL TV =V

I (Available Interface Objects) ] fEIk O [565 A X —7 = A AA 7 V=7 K (Destination Interface Objects) ]
FEIRICAMNER Y — 2B L £,

®32: 48— ARFTSzH b+

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] outside g

T Add to Source I
inside
Add to Destination

2

AT w6 [£# (Translation) | X— T, ROA T a rERELET,

Firepower 1100 Threat Defense X %4 — 7 v 7H4 K : O—A)LEE+ v kT —% £0 Management Center [JJ]
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33: %%
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Translated Source:

Original Source:*

[ all-ipv4 v ] + [ Destination Interface IP v ]
- @ The values selected for
Original Port: Destination Interface Objects in
[ TCP v ] 'Interface Objects' tab will be
used

Translated Port:

« [FEDEIETT (Origina Source) 1: [EM (Add) 1(TY %2V v 2 LT, +_COIPVE RT 7 4 v
(0.00.000) ODxy NU—7 AT V=7 FEBMLET,

B3#4:FHLOARY hT—0F TSy b

New Network Object ®
[ all-ipv4 ]

Description

Network

(O FQDN

O Host O Range

C] Allow Overrides

GE)
HE)NAT V— V347 V=7 FEFRO—EE L TNAT ZBINT 5720, VAT LEFRD any-ipvs 4

T2l VEBHTAZLIITEEHA, Fh, VATLAEREDOF TV NERETHZLIXTE
FH A,

o [ 2 D%E[E 0 (Translated Source) ] : [5E5EA o % —7 = A AIP (Destination Interface IP) ] Z %R
L\ivé—o

ATFvTT [#1FE Save) 127V v 7 L TL—ZBIMLET,
=3 b=/ (Rules) |7 —7 /MTRAFSE T,

[l Firepower 1100 Threat Defense X 2 — k7 v FH 4 K : O—HLEER v kT —% £ Management Center



| &%Kys—0uE
FOERAY FE—LIL—ILOETE .

ATY T8 NAT X—TT[RIF (Save) 127V v 7 L CEREZBEIFLET,

FHERaAY FO—)LIL—)LDEFE

Tr7AT U=V EBEEK L E X, HERAD [T’*\'Ca)iﬁﬁ’é Jow4 (Block all traffic) 17
I A arbha—LRY /~%’:1’EE$Z L7=BEE, 7747 U —)vEERT H(E 27T
5KW@W—W%TJ/*uLm¢6%g#%Di¢o77tx3/FH_WT)/~L@\
AT FEE SN D BEHDON— NV EED DL ENTEET,

WOFNETIZ, NE =2 DB = ~DFTRTD ST T v 7 B+ 57 7 & A
=B L E T,

FIE

ATv 1 [R)I— (Policies) 1>[tF 2T 47K — (Security policies) | >[7 2 X Hl{#l (Access Control) ]
ZEIRL, TAAL RCEDYTHENTWAT 78R ary ba—LRY —D[fRE (Bdit) ] (&) 2270 v
7 LET,

ATw T2 Pv—%iBI (AddRule) 1227V v 27 L, IRONRTA—HERELET,

35:3%{8xJ—> (Source Zone)

Add Rule
Name [ inside-to-outside| ] Action B Lc
Insert @ Intrusion Policy | None
Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0
s inside (Routed Security Zone)

(J s outside (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1 ZON— VAR EMTET (72 & 21X, insdeto-outside) .
2.[/—Y (Zones) 1 MOHLWNEY — v ZBIRL £,
3. [EfFLY — DB (Add Source Zone) |27 U v 7 LET,

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .



#2RRY o—nEE |
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36:%585E Y — > (Destination Zone)

. Add Rule

nsert |into Mandatory @ Intrusion Policy B File Policy | None
Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
Clear Selections [ Qs rity Zone Objects Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
8 d Collapse All Remove Al
m & outsid JonE | v 10bject
sic
+ Create Security Zone Object Add Source Zone

4.[V'— (Zones) | MHANEEY — BRI L £,
5.[5856 — > %38/ (Add Destination Zone) 1% 7 U v 7 LET,
HMOREITZOEEIZLTBEET,

ATvT3 (EE) Iy h7ue—RTRY>—FA4 T %27V vy LT, BHEMTONTERY) v—52 D AX< A AL

ij_o

[FL7 4% (Prefilter) ], [{E7%5 (Decryption) ], [EF=UT 4 A>TV Y= A (Security Intelligence) ].
BELO[TAT T 47 4 (dentity) RV > —i%, 77 AHEA—LVORNZEHE INET, ZNHOR
Vo= NAZIA AT HMEZTHY FEAN, Xy NV =7 D=—X%ZRE LI2tk, EETED T

7 4 v 7T fastpath Z i (LEEEZ NSARR) L7eW T 74 v 7 %70y LTEDOHRDOUINARTEZ

BRHEDTTHIET, Ry NI =T DNRT =< A& ESEDLIENRTEET,
37: 7Y AHIHORIEA SN ERY o—

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

[TV T 4 H— b (PrefilterRules) [: 7 74/ DT L7 4 )V Z KR Y —i%, o/ — L &

N5 (GT5) IXNTCTOMNI 74y 7 2BBIEET, T74V IR =MD ENTED
ME—DEHIX, RV NI T 4w 0% [ Tay 5% ZLTT, TRUNATE, HIiLWT L7 o
NWERY —FER LT, o8 (@il) | fastpathLB (IO T = v 7 B /XARR) | Filzid7m v
JTCEDLT VA ay ba—)L R ) — | ZBEMIT D Z &N TEET,

TV 4N EFRTDE, 7 vy 7 Eizidfastpath LEEOWNWT NI L T, b T 74 v 7 BRI HIT
LRI T D2 LT, N T 3= AEAEITEZENTEET, HILLRY —T1E, h
VRN =l T g VB =V EBINTEET, R — BT E, SL—
TX AL GERF L) O/RA A — kU RV E fastpath JLEE, 70w 7 F72EH Y — b TE T,
T T ANEN—NVEFERATHE IPT RLA, A—h, BT 2 ha L TlplsnsIE R xu
N7 7 4 v % fastpath WP FE 72137 0 v 7 TXET,

2z, Ay MU= EOFTRTCOFTP V7 74w o % T7ny 7 L, BHENSDSSH N T 7 4 v
U EEHERAT AL BILWWT L7 4 RY L —FBMNTxET,

« [#% (Decryption) ]: 774 /L hTIE, MEIEEASNEEA, BEE Xy hT—2 b T T (v 7

BT AT A AR v a AZABRT D HETT, REAEDEA. VT T 4 v BEETHIHLET
R ERICHTENTWAEARICORE S TEET, Xy NI —27 2R KBICIRET 72012, '

. Firepower 1100 Threat Defense R 2 — 7 v FH A K : O—HILEE R v k7—7% LD Management Center
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ATvT4

ATy T5

7oezavra—ir—noszE

B —N—~D T T 470, BEHTERWVWRY NI BT AL LD NT T 4 v 7120,
BER)—2HHTHZ L 2BEIDLET,

c[EX=2VUT 4 A7 Y Y=z A (Security Intelligence) ]: (IPS 7A B ANME) EX=2VUT 1 A
VTNV ARIIT 7 AN N TEDC RS> TWET, X2 VT4 AT VR, EBEOLD
TI7T4ET AT 2H 9 1 DORMPBGET, 5ROl RE T 78X 2> be—b
R —ICETHCEHASNET, X2V T4 ATV V2 A L, VEaT—var 40TV
VU AEMHLT, YA AT ) Ve AR TH B Talos T2 1P 7 KL A, URL,
BLORAAS 4 L0 REZR#RIZT ey 7 LET, REISUT, IPT FLAX, URL, FAA %
EMEZITHIBRTE 7,

GE)

IPS 7A B ANRWEA, ZORY—iE, 77®A arba—L R —THEFRENTH
THEINEEA,

(TAT T 474 (dentity) 1: TAT T AT 41 ET 74V FTIHEHENEFA, 778X 3
fa—= VRV —ICLD T 7 4y 7 OB ZFFATLHR1IC, 22— —IZRGEAZ ERTE E T,

EE) 77 B AHEA— L ORICEH SN DRARY —2BML £,

RARV —I1E, FT7 747 0tFxa )T 4B EBRET DERFHLO—HEOR AL L ORAM 1L
A% ETY, Firewall Management Center (21X, ZHD T AT MMEHOFR Y U —NEEN TR, TOFEEH

el
D

a)

b)

ITHZEBNAEARTHIELTEET, ZOFETIEH, VAT LARBHEORY v —2FHZLE

R AR Y v — (Intrusion Policy) | KRy 77X URX R 227U w7 LET,

38: VAT LIREOBRAKRY >—

@ Intrusion Policy [|Nome A]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

Jone | v 10bject Maximum Detection

& inside_| Security Over Connectivity

U2 RDEY AT AEREORY > —% 1 OBIRLFET,

WFEAED—R 7 —2ATiE, [INSUADENTzEX 2 T4 LK (Balanced Security and
Connections) | ZH#E45E L T\ ET,

EE) 772 AHEA—LORICEHA END 7 7 A VRY —&BIL£7,

a)

[77A/VAKRY v— (FilePolicy) | Ke vy X VA NE7 Y v 7 L, BEIFORY > —%RIRT 50,
[Z77ANARY —1U A M%BI< (Open File Policy List) ] Z3#R L TR U > —ZBIML £7,

Firepower 1100 Threat Defense 2 % — ~ 7 v FH A K : O—HJLEE v k7—% LD Management Center .
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39: 774 LR > — (File Policy)

Ee File Policy [Nune /\]

Open File Policy List” '
ns and Applicatio

LR Y —DBE1E, [[RY— (Policies) [ >[tEFa ) TR >— (Security policies) 1>[<
W7 ET74A4IL (Malware& File) 1] X—Y B0 ¥ 7Tl £,

b) KU —DIERDFEMIZ OV TIE, Cisco Secure Firewall DeviceManager =227 4 ¥ = L—3 3 > HA
FEZRLTLTES0,

c) [V—/LDiBM (AddRule) [ X—UIZRY, Fry P XU A RNPBELAER LTZARY — 28R
LET,

AT9T6 [Applyl 227 U 7 LET,
=L Jb—/L (Rules) | 7 — 7 /VITIBMESVET,

ATy T [fR1F (Save) 1227 U w7 LET,

REEZERT S

WMEDERET A AZBELET, BHEEZBEREATLIETIE, XM ALTEDOEELT Y
T4 TR0 £ A,

FIRr

ATy LD [ (Deploy) 127U v 27 LET,
= 40: FERH

£

peploy| @ & @\

ATy T2 BRELREAOEEIL, FFEOT A ADTF =y 7Ry 7 A4 LT B (Deploy) 127V v 7 L%
7

. Firepower 1100 Threat Defense R 2 — 7 v FH A K : O—HILEE R v k7—7% LD Management Center
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i
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zezEmT5 I

M BRLE=2DERER

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

E720F. [TTER Deploy Al) 1227V v 7 LTTNTOT A ZTRBALET,
42: 3 R TR

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

-

D 1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

D ftd1 | Ready for Deployment
® 5 devices are available for deployment D

NN OGEIL, BMOREMRA T > a VERET S22, [FERERM (Advanced Deploy) 1% 7 U >
7 LET,

3. E2ELRR

1 device selected

[Q Search using device name, user name, type, group or status ] Deploy time: Estimate m

Pending Changes Reports

() Device Modified by Inspectinterru...  Type Group Last Deploy Time Preview
> [ fuan rboersma, System FTD Feb 26, 2024 11:09 ... @ | Ready for Deployment
> [J  fta-clustert rboersma, System FTD Feb 22,2024 10:36 ... ® | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B | Ready for Deployment
o= ~ Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active R system
2

Network Analysis Policy: Balanced Security and Connectivity R System
~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
v NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates
Rule Update: (Isp-rel-20240311-2013)

ATY T3 EEPRDLIZZ 2R LES, BEOAT =¥ ZA2FRT 5121E, A==2—/3—0 &R (Deploy) ]
R DEMCH DT Aarzr ) v 7 LET,

Firepower 1100 Threat Defense X %4 — 7 v 7H4 K : O—A)LEE+ v kT —% £0 Management Center [JJ]
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REEEMTS

X 4:BERT—42 X

Deployments  Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s

. Firepower 1100 Threat Defense R 2 — 7 v FH A K : O—HILEE R v k7—7% LD Management Center
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