TJ7ATO4A—ILDT— T ) & &%

T7AT A —INET—T N L, 7 7 A7 U4+ —/L% Firewall Management Center | Z 8§k L
F7,

T 7 AT T A—NDT—T NV (1 X—)

s WA TEDFEIT (FEyZ v Y a=v T 0Hh) 23—)

» Firewall Management Center ~D 7 7 A 7 U 4 —/L DXk (13 X—)

274 T 94— LDy —TILiES

CFEMIZOWTIZ, N—FU =7 RETA FE2ZRLTIZSW,

cBRFyF TR a = T EERTAGAIL. MR A —T oA R EEH A U H—

T oA ADW S =T NAEE LW T &N, ZOHA RIINEA v 2 —7 =4 AT
OEBIZOVWTHHLTCWETA, maHt2E2-EH e vy F T ya=v7
EHEATLIZELTEET, M TER Y v F T a = 7 AR L CE A A
HT 55615, BEBZIZINBIP 7 RLRAZEFHNT RUAICERT 208N H D £7,
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B oszzoxs EBinecazsrom

Management
computer

Ethernet 1/2-1/8 Switch Ports
PoE+ on Ethernet 1/7 and 1/8

inside https://192.168.95.1
(manual provisioning)
-or- Console

Ethernet 1/1 (manual provisioning)

O E @ FPRI0O SERES (2]
nﬂﬂﬂnﬂﬂﬂn
€IScO

[=]=)
(a)=]

< Internet j

Modem or Router S

NEPREDET (FEBTREDaZVJTDH)

FEITT R EY a =7 %79 %G1, Cisco Secure Firewall Device Manager & 7213 CLI % fif
LT, 7747 U —/VOUMIBRIEZFATLET,

#EAERE : Firewall Device Manager

ZOFEEFERTLIE, 7J7AT U= N ERE LR, BEA VX —T oA AN TRD
A B =T 2 ANERRESNET,

e A —H v~/ THE] . DHCP 226D IP 7 KL A, IPv6 HENERIE
* VLANI1 : TPNFES) | 192.168.95.1/24
e F T )L IL— |k HEA X —T = A AT DHCP &4 L CTEUS

« BINA % —7 = A A : Firewall Device Manager 725 DA % —7 = A AGEITT X TH
g7,

o E (NEHO DHCP ——, 772 arytag— LR —, BXx=2DTF 40 —7
L) WFRFr S EE A,

B o7 79— Lor—TJ LR EBR |
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#HEAERE : Firewall Device Manager .

FIE

RTFY Tl ara—XENEA 4 —7 A A (Ethernet 1/2 ~ 1/8) 28kt L £,
AT w72 Firewall Device Manager |22 71 > L £,
a) https://192.168.95. 112 A F 9,
b) =—#—% admin &5 7 4L hSATU— K Adminl23 ZfffH LT 71 LET,
) —MHBKEFHATHEL, BHESRRAU—FE2EET L5k ET,
ATYT3 By N v T4 P —REFEHALET,
1: T/ ADHRE

Device Setup Configue 2 Configure 3 Smart License
Internet Connection Time Settings Registration
; & internet
= DNS Server
=
1/1 1/3 1/5 1/7 PoE MGMT

@ae
FEEE L "

1/2 1/4 1/6 1/8 PoE CONSOLE

Smart Lice....

n

G¥)
EMEZRR— FREX, ETMCE > THRRY £7,

8) SEA LB =T = REEHA L H—T = AERELET,

T7AT 94— INDy—TILiEk & &%
I


https://192.168.95.1

TFATIF—LDr—I iR BE |
. AR : Firewall Device Manager

R2:408—%y hADT 74T 94— ILDHER

Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP N

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

1. [ERA v 2 —7 =A AT KL A (Outside Interface Address) ] : & a] iPEDFEEE FEL TV 5
Alx, BIP T RLAZERALET, By b7 v 7 U ¥ — R&EMA L TPPPOE 2% ETHZ &
X CEEHAL, VP — ROETHIZPPPOE # X ETE 7,

2. [E#A X —T A A (ManagementInterface) |: IMHBA v F—T7 2 A AT X =V ¥ T 7 BA%
FERALTWAEAETH, BHA LV H—T oA ZAOFENERHEINET, =& 20E, sMBA > 7 —
T2 A RAERN LTy 7 T — U RATHEESNDIEEH N T 7 4 v 71, INBA v HX—T =4 AD
DNS —"TCid/al, ZNHOEHA V¥ —7 = ADDNS B — 3% L TFQDN % fi#ik L &
D
[DNS H—/3— (DNS Servers) ]: VAT LADOEET KL AHO DNS — 13—, 57 4 /L MME

OpenDNS /X7 U » 7 DNSH#—/"—T9, T blE, WiHFE bIA v X —T =AM ANLT 7R
ENAHT-0, BCHRETINEA L F—7 A AD DNS H— N T B ATREMENRH O F 7,

T77AT704+—ILDHKRR L4

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L., [k~ (Next) 1227 U v 27 LET,

B o7 79— Lor—TJ LR EBR
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#HEAERE : Firewall Device Manager .

3:BEHE (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEHETIZ 90 HEOFHLEAR % BA4A (Start 90 day evaluation period without registration) ] % &R L &
‘j‘@

Register with Cisco Smart Software Manager
Register with Cisco Smart Software Manager to use the full functionality of this device and to apply

subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager [Z 88k [ L7720y TS 7E3VW, §XTOT A B AT
Firewall Management CenterSecurity Cloud Control TH4T &V E T,

d) [#&7T (Finish) 1227V vy 27 LZE7,

T7AT 94— INDy—TILiEk & &%
I
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. AR : Firewall Device Manager

4:RORTYvT

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) [A¥ v K7 r>7 /31 A (Standalone Device) | Z#IN L, [THE (Gotlt) | Zi&INL £,
ATy T4 BNOA U H—T 2 A AERETDHHAIL. [T/54 A (Device) [EZRIRL, [ ¥ —7 =A A (Interface) ]
O~V —=lobb V2% 7 )y LET,

AT9 75 [T/INA R (Device) 1> [P ATLEKTE (System Settings) | > [SEHFEIE (Central Management) | DJIEIZE
W L. [#1T (Proceed) 1% 7 U v 27 L T Firewall Management CenterSecurity Cloud Control (Z%¢% L £ 97,

[Management Center/SCC/Details] %% & L £,

GE)
W= g Tk, ISCCl oD VIz ICDOY EERENDZZENHY 7,

B o7 79— Lor—TJ LR EBR
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#HEAERE : Firewall Device Manager .

5: Management Center/SCC O) 541

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
A— K A—
| 7 ===
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

[ ©®

NAT ID

Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup £

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

o Before you connect to the management center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

a) [Doyou know the M anagement Center/SCC Hostnameor |P address] (2%t L, IP 7 R A £ 72idA A b
4, % i 1 L C Firewall Management Center (Z25% C % 5354 1% [Yes] %, Firewall Management Center 73
NAT ONNZ S50y, /X7 Vw7 IPT RUVAEIIHRA MR WEEIE[Nol 227 Uy 27 LET,

I747or—Lor—ILiEmeER ]
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TFATIF—LDr—I iR BE |

: Firewall Device Manager

b)

d)

[Yes] %R L 7- 834 1%. [Management Center/SCC Hostname/I P Address] IZ A L %7,
[Management Center/SCC Registration Key] Z+57& L £,

ZOFX—X, 77 AT VA —/VEKET S L X|T Firewall Management Center THFET 2{EED 1 [A]
RO OXERF— T, BEF—122~36 LFETHILENRD Y £F, AHRCFEITIE, 8T (A~
Z. a~z, 0~9) . BIUONA 7> (o) BERHY £F, Z@ID L, Firewall Management Center (2%
FeT DD T 7 AT U A —MEATEET,

[NAT ID] Z+57E L £7-,

Z OB, Firewall Management Center T HFEE T H(EED 1 BIRY OLFFNTY, WG DT /31
ADIP T RLARDLN->TWHHATEH, NATID 245ET 52 L 2HER L £§, NATID (32 ~ 36
WFThLOULENRDY 7T, A7RFITE, BT (A~Z, a~z, 0~9) | BRUOANA T2 (1) 72
ENHYV E3, ZOIDIL, Firewall Management Center [Z 8§k DD 7 7 A4 7 0 4+ — /VIZIXfEH T
EFEEAL . NATID X, IELWT A 2L DO THD Z &2 MR T DT2DITIP T R R LA
HhoETHEHENET, IPT RLUA/NATID ORGEHEZIZOA, BEkF—NTF = v 7 ShET,

[Hfc DX & (Connectivity Configuration) | Zi%XE L £7,

a)

b)

<)

[Threat Defense® 7 A ~ 44 (Threat Defense Hostname) ] Z#f57E L £,
Z @ FQDN (I A > —T7 = A AR SN E T,
[DNS#—/3— 27" )L—= (DNS Server Group) ] Z+5E L £,

BEFD 7 N—T &38R 50, FrLWI—T&2EK LET, 774/ kD DNS 7 /L—71%
CiscoUmbrellaDNSServer Group & FEiEL, OpenDNS $r— " E E L E T,

BER % (2 HMER DNS B — R E & R EFJ 5 121E. Firewall Management Center C DNS 77 v b 7 4 — A
REXHRET DLENDH Y £7°,

[Management Center/SCC Access|nterface] C [Datalnterface] # 27 U v 7 L. KIZ [outside] Z3%&R L F
D

(E&) [# A7 v Z7DNS (DDNS) 5 DiEM (Add a Dynamic DNS (DDNS) method) 1% 7 V v 7 L&

B

DDNS |%, Firewall Threat Defense @ IP 7 N L A3 B S 11735512 Firewall Management Center 75 FQDN
“C Firewall Threat Defense [ZE[HETE 5 K5 IZLE T,

[##6¢ (Connect) 1227 Vv 7 LET,

[B§k AT — 4% A (Registration Status) | %A 7 2 2778 v 77 A|Z., Firewall Management CenterSecurity Cloud
Control #EkDBHED AT —H ANF/RENET,

B o7 79— Lor—TJ LR EBR
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ATvT9
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6: EEER

Registration Status

Successful Connection with

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

A7 — 4 A C [Saving M anagement Center/ Registration Settings] @ FJlE% 3217 L 7= & Firewall Management
CenterSecurity Cloud Control (BB L, 77 A 7 U4 —/LZBMLET, FE7VobeYa=r 7 a2l L
T AT UA OB (19 2—) 2L TSN,

#HIERE : CLI

ATy 1

ATy T2

CLIty b7y 7A7 YT M aH LT, SHOEHIPT NLA, F—ty=A, BLOELOD
MOIEAR Y NT—IREEITNET,

FIE

a2 —)LiR— M2 L C Firewall Threat Defense CLI (27 2 2 A L' ¥, Firewall Threat Defense CLI -~
DT 7 EAZZHLTITEEN,

A L —T 2 A ADREMOCLIEY N7 v 7R U NE2%ETLET,

GE)

WREEI VT (e z2IE A A=VEFERTHZLICEY) LRV EY, CLIty hT v 7 A7 U
FEfDIRT Z EIXTEEEA, L, ZRHDORET N TIL, #7526 CLI T configurenetwork =~ >
FaE#H L TEE & 9, CiscoSecureFirewall Threat Defense i~ KU 77 LU 22 LTL 72X
/AN

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]

I747or—Lor—ILiEmeER ]
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%3 : CLl

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

ﬁ%ﬁpx::n%w&%f@Tvawmﬁ<&%1o:om1y%ﬂﬁbi¢ R LB —T o A
AEMHATETFTENRWVEAETHL, 794 X—=F T RLRREDIPT RLVRAERETHLENHY £77,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAF R [FE) (manval) | ZEIRLFE T, 7*~9%77ﬁx’%%4V&~7:4xéﬁ%¢6%
A. DHCPIZVR—FENFHA, V—T 4V ITOMEZYTZDIZ, 2O EZ—T 2 AN —T %
TIRAAL LV H =T 2 ALITRLAV TRy b EICHDZ EE2MHER LTI EE N,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

HAZUR : F— b7 = A % data-interfaces ICERE L £, ZOREIL. A v F—T A A ZELT
N—F 4V T TELEIC, NI TP L—r BN LTERNT 740 v 7 ZlEELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

TABVR AL H—T 2 ADDNSY—R—Z2RELET, TSI, Wlie b A X —T =
A AZAMBT I ERZAEINAT-D, B TERETANBA L Z—T = ADDNS Y —_— L —FF B HEMEN H
D ET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

A4 H R : Firewall Management Center Z i3 23551%, no L AJTLET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAEURX crouted E AN LET, A~ —T % T 78R F V=T v R 77 A4 T U4 —/LE—RKTD
BYR—FENTWET,

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information
- add device configuration

B o7 79— Lor—TJ LR EBR
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- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

YR—=UXT IR AMONEA L F =T = AERELET,
configure networ k management-data-interface

Enter Z "L SMEA L F—T = A ADEAN 2R Y NI =T BIEEIT O L OITRDL T v T RBE
RENET,

FHIP7 LA

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HAF DR BEALITHMNE DNS $— 3 —Z{£F59 5 21%, Firewall Management Center C DNS 7°7 » h

T A —LAREEBRET HDMLENRDY £,

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP LD IP 7 FL X

> configure network management-data-interface
Data interface to use for management: ethernetl/1l

I747 97— Lor—JLEmesR ]
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Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the

manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Firewall Management Center % f5 /& L £ 97,
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key nat_id

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE} : Firewall Management Center @ FQDN = 7=
IXIP 7 RLAZFRE L FEJ, Firewall Management Center % B2 7 K L AFFE TE WAL,
DONTRESOLVE Zffifl L £4. ZOEAIE, 7747 U —, BlEARERIP T F LA EITR
A NG EFES TVDUERS D 7,

« reg_key : Firewall Threat Defense % %7 % & & |Z Firewall Management Center THH5E T HEEDO T v
S A LG —FEELET, B —IL2~36 LFTHOIMLERH Y £3, ARRCFITIE, T
F(A~Z, a~z, 0~9) | BRONA T2 () RERDHY ET,

* nat_id : Firewall Management Center CHEET 2, EET—ED 1 HRY OXFH24EE L EJ, NAT
IDIE2~36 LFTHLLENRDY T, AR, BT (A~Z, a~z, 0~9) | BEUAN
A7 () ERHYEF, ZDID I, Firewall Management Center (Z &k T DD T /A AZIXfE
HATEEHEA,

&1

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

FTNNA A% Y F— FHHITE(E TE D K 5 I Firewall Threat Defense 2> v v hE 7 LET,

VAT AEWUNZ Y Yy N T UTH I ENEETY, BMICER YT 7 AR BRAAL v FE2M

L7358, BRRT AN VAT LAOBREEFIEEZTIERHVET, Ny 7 7T 00 RTEHEI

ZHOT O ANEITENTEY, BRI T 72Kk 0, BRZUKLIZVTHE, VAT LA ET L—

ATV y hETUTERVWIEEZRZTBNTL &N,

a) shutdown =2~ R&EZ AL ET,

b) EIRLED & A7 —X ALED 2B L C, v —VOERMM I WD Z & &2#ERLET (LED
DIHELT)

) Vr¥—VOEBEFENEFICUMINTZL, REIOELUTERT 7 72KE, vy — VbW EIR
AW ERTEET,

B o7 79— Lor—TJ LR EBR
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Firewall Management Center ~D 7 7 o 7 7 + — LD &% .

Firewall Management Center ~MD 7 7 4 7 0+ — LD & &%

AL TWB R HEIZSE CTT 7 A 7 7 4 — /L% Firewall Management Center (2 84k L £ 97,

SYTFINESEFERLEE72747O4—ILOEMN (FO2yFTJ0OE

oazZy )

Yo 2y F Fueva=v 7 2l TLE, TN ATHUIRELZETTHZ L, VY
TINEETT A A é" Firewall Management Center {Z%%§% C X F£ 4, Firewall Management Center
L. Z OHEEED 72 1T Security Cloud Control & A SV E T,

B

(G¥)  Firewall Management Center /N\—3" = > 7.4 Tld, Security Cloud Control Zfif L T7 /341 2 %
BT 20ERH Y ET, FEMICOWTIE, 7400 A FESHBLTIESW, XA T 47
Firewall Management Center V— 72 7 12— 7.6 CiBISNE LTz, £/, 74 TOZ 77 NiEh
{2 DWW TIX, Firewall Management Center @ [SecureX & O#t 4 (SecureX Integration) | ~— %
SR LT EEN,

BEHL DT 7 4 )L NERIE -

ey Froeya= T 2 EHTHE, UTFTOA U H—T7 oA ANFRREEINET, it
DOHFE NHDODHCP Y ——, T2 arra—LRY— X2 UT ) —r7 )
IIRE SNV EICEBE LTSN,

e/ —H Xy F1/1: 4R . DHCP 226D IP 7 KL A, IPv6 HEIRE

« A —HFFy ;12 (£7213 1010, VLANI A > ¥ —7 =1 ZAD5E) « [THE |
192.168.95.1/24

e T 7 )L hb— |k A X —T = A AT DHCP %41 L CHfS

CENGSE

TR —Tx T T BRAMTIINEA B —T = A REERTHEIX. 7 7 4 /0 b TDHCP 23MEH
SNFET, EAAMEZAEDNCTHENC, IP T FLAZHAT FLAICERETAMLERH Y £
T EFE, ROVICEHAS VX —T oA AZMERTH 2N TEET, @ AMEE 2 2%
PG DHCP ¥ AR— b Ed,

Before you begin

e TNARINT Y w7 IPT FLAETIX FQDN 237254, Firewall Management Center
DT Y w7 IPT RLUZ/EQDN Z#RiE L (7= & 213, Mﬂ@ R DGE) T
ANERER ARG TE D LI LET, 2L TS,

cIPT RLVARLET 74NV N — T = A BT HEHEIIA —Y %~ b 1/1 FI® DHCP
b]j_\——/ix——‘o
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TFATIF—LDr—I iR BE |

B v7rsssRLET 74791 — L0 (€08 v FTOESIZUY)

FIRr

* OpenDNS /X7 U »» 7 DNS % —"—~DFR v NU—27 7 7 A, IPv4 : 208.67.220.220 %5

F1208.67.222.222, 1Pv6 : 2620:119:35::35, DHCP 7> 5 5 L 7= DNS J— S — 3l &
NFE A

ROLHE IR T DUERH Y £7,

®1:¥04yF7OEC 3 =25 D FADN

FQDN

* cisco.com (%< @ FQDN)

* defenseorchestrator.com (%% < ® FQDN)

* defenseorchestrator.eu (EU D5, %< @ FQDN)

0.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org, 2.sourcefire.pool.ntp.org

1.200.159.162.in-addr.arpa

60.19.239.178.in-addr.arpa

connected.by.freedominter.net

time.cloudflare.com

udc.neo4j.org

AT T VI TNEEEHEHLTT AL A2Y)D GEMT 54541, Firewall Management Center & Security Cloud
Control Z#ta LE 7,

G¥)

Firewall Management Center 15 o] F1E~_7 D4 1%, &4 > % U Firewall Management Center % Security Cloud
Control L #EGTHMELH D £7°,

a)

[#& (Integrations) ]>[Security Cloud Control] Z &R L £,

b) [ Security Cloud ControlZ A %h{l. (Enable Security Cloud Control) | #727 U w27 LC, BlOT T o X7

% B . Security Cloud Control 7 # 7 RMza /A4 v L, FrREniza— Rl LET,

CONR=VPRRy T T v T TRy H—=ICLoTT7 Ry 7 SNTWRNI EE2HEELTIESW, L
Security Cloud Control 771 7 o s Z£f o TWRWEAIE, ZOFIREZFETHICEMTE £ T,

ZOMEDFEMIONWTIE, ZBBLTLIEE N,

Firewall Management Center & Security Cloud Control Z#t# L 721%. Security Cloud Control |£4 > 7L X
A @ Firewall Management Center % 4> 7R —7 ¢ 7" L &7, Security Cloud Control % Eh{E S+ 5213,
r¥yF7rureya =" ®—%T Firewall Management Center /3 %% T, 7272 L. Security Cloud
Control Z E#FEH 9245 IH VY £+ A, Security Cloud Control Z #4554, % D Firewall

B o7 79— Lor—TJ LR EBR
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SYTLEEEGEALETI7AT7I4—LOEM (EosyFTaeva=vy) [

Management Center D W 78— ME, 7 /34 ZADE AW, FHXIRT A ZADFKR, Firewall Management
Center [ZBEHfT T N7 A T P27 bOFEIR, L O Firewall Management Center D FH A LB FRE X
ﬂf l/ A i ﬁ—o

) [Br&vyFrrbya="7Df%Nt (Enable Zero-Touch Provisioning) | B A Z72>TW\WAHZ &%
e LES,
d) [fR7F (Save) 1Z227 U v 27 LET,
ATY T2 THRAADV I TAEFEEZBGFLET,

TN AZIZ 250 Y TAEE (Vv —2 DT ) 7 AEE L PCB (HEER) OV ) 7A%EE) NEE
NTWET, Ebo0V I TAESTHHRET 5133 TT,

KRB N D DHEEIE. T =YDV Y TAARERERINTOET,
X —YDVITNEFIL, TAALAADTHIZHDLA LT ITAT U ATVIEH SN TWET,
*PCBDOY U TNAERIL [SIN] LWVWIHT Y —2DT~VUIFERHINTWET,
e VU TAFESIIRD CLL a~vy FEH L TERRTE T,
* FXOS : show chassisdetail (X D> Y 7 LFEFERLET,

» Firewall Threat Defense : showinventory (I3 ¥ —3 D> U T NVEFEZRLET, showserial-number
IXPCBOY Y T NHEFERLET,

ATYT3 LED#F 2w 7 LT, 77AT U4 —/VORGFHERNTETWNDL I EEHRLET,

£2:€042yF TREDa =Y SRATL (S) LEDDOEE

S LED EL:) T7AT7 94— ILDERE AT
BOERM (9:F)
fole £, CAR IR AP Cisco Cloud \Z#8f¢ <41, A > AR —|15:00 ~ 30:00

T AT DA TETOET

T —r b F L DIZAE R I | Cisco Cloud IZH TE £H A TL | 15:00 ~ 30:00

(5 — Ik 1E) e

ATy T4 [TINA R (Devices) |>[T/31 REH (DeviceManagement) | Z#34R L £,
ATv 75 [1BM (Add) | ey X o A=a—nb, [T/AM R (Device) | #BIRLET,
RATY 76 [V T EKE (Serial Number) ], [FEA (Basic) ]. [k~ (Next) |DIAIZZ U v 7 LET,

| I747 97— Lor—JLEmesR ]
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7:F A RADBHAE

Add device

o Device registration method Device registration method

Registration key Serial number
Identify the same one-time registration key on the device Identify the device by serial number. On the device, you
and in the management center. don’t have to configure anything (zero-touch

provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

O Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before
continuing.

o Serial number registration and device templates are not supported on all models in all modes.
* See serial number requirements
* See device template requirements

o See Admini ion - Configuration > Remote Access to set a public IP address/FQDN for the management
center (for example, if it is behind NAT), so the device can initiate the management connection in the following cases:
* The device does not have a public IP address or FQDN
* The device uses the Management interface for manager access

Cancel m

AT T TAAL ZAOFMEHETE L TR~ (Next) 1227 U v 7 LET,

T7AT 94— Dy—TILiEk & &%
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8:T/\A AMEEH (Device Details)

Add device

@ Device registration method Device details

Device group

o Device details | [Se\ect a group v ]

Serial number *

[ JAD254312UA ]

Display name *

[ 3110-1 ]

Device password
Enter a new password if you have not changed the device’s default password.

D | already changed the password on the device

New password

A combination of uppercase letters, lowercase
letters, numbers, and symbols. Example:
E28@20iUrhx

Confirm password

cancel m

c[KAA> (Domain) ]: ~/LF RAL VBT, V—7 RALVEBRLET,

[T AT =7 (Device group) |: H— FAA VEREET, 734 X% [T /34 227 V—7" (Device
group) JIZEBIMLET,

o [ U 7 VES5 (Serial number) |: BT AT SAZADIPT RUALLIFARANEANILET, 7
NAADIP T RUABRARRALRGEIT (NAT OHFRICHLGERE) . 207 41— REZEMDOE LI

=
« [#71°4 (Display name) ] : Firewall Management Center (28957 /N1 ADLRIZ AT LET, ZD
ZANIEFETEEH A,

o [TNA AD/NAT— K (Devicepassword) |: Z DT NA ANKREDH G, E2ITHHA VA h—1
DOEEIEL, TLWWIRA T — R (NewPassword) [Z#XE LT, /NAY— RZERT HLERH Y £7,

TTICe A LT, NAT— REEFEFHLDLE DA, [l already changed the password on thedevice]
EAACLET, £ LT, BENKKRLET,

ATYT8 T ADYHRREZATVET,
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9: TINA ADWEAHRTE
Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Default Access Control Policy ® v ] -+

Smart licensing
Ensure that your smart licensing account has the required licenses.

e Initial device configuration |

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN Premier ® v RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

[T/ AIL hu—LRY 2 — (Access control policy) | : BEEHFIZT /N4 ANZET DA DR
V%IRRT, HILWARY —EERLET, FHATOINERHDL Z ERDNS TNDI AL~
A RFEHORY —RT T b D BAERE, (BN (Add) (D). [TRTO NG T4 v 7 %7 ay
7 (Block all traffic) | DIHICEIR LET, B CINELER LTI I 74 v I 2T HIENTEE
ﬁ—o

s [A¥—FTF A A (Smartlicensing) |: 7 A B AZERL £,

(ZDTNARIEIMBERBEDES 5TTM? (Isthisdevice physical or virtual?) | —[[#EBT/\A
A (Physical device) ]]

[FA B A X AT (Licensetype) |: 7 /3 RZHIV Y THETA B ADX A THMERLET,

TNARZBMLTIEDL, T4 AE2@ATE £,

« 237 v b & #RE (Transferpackets) | : ZDA 7Y a L EHMNCT D E BAALRY MRRETHZW
2y T3 APRAED T2 DI/ v b % Firewall Management Center (2415 L £ 97,

BAARNZEIZ, T AZ, ANV MEBEAR M2 NI T—LTIEAT Y FEREDTZHIC
Firewall Management Center |Z25(5 L9, ZOA T T a U EBHIC LG, A4 X0 MERZ TN
Firewall Management Center (2355 &L, /37 v MIEFEINERE A,

ATV T [FT34 20BN (Adddevice) 1227V v 7 LET,

B o7 79— Lor—TJ LR EBR
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Firewall Management Center 737 /NA AD/N— f B — N & g8 U CGRIE AWML T 5 F T2, MR 250005
BEnH £7,

Firewall Management Center 237 /3 A AD/~— kB — M &R L CHEE 2T 5 £ TIZ, &KR2000D
BEndo 7,

A v H—T A AT R vy TF Iy a =7 ZMHT 554, Security Cloud Control |3 DDNS 7
BN =L LTHREL, UTFEFEITLET,

« [FMCO % (FMCOnly) 15X &MHH L THETDDNS # B8 LEd, 2ok, ErvF7nm
EYa = TN ATORYFR— NERET,

HERIP 7 KL A& 7R A M4 serial-number.local 12~ v B> 7 LT,

«IP 7 KL R/FRA b4~ » ¥ 7 % Firewall Management Center [ZH2ffi L, R A M4 ZIELWIP 7 KL
AR TE D L DT LET,

*DHCP UV —ANREH INT-HAERE, IPT R ANEE I N7-8412 Firewall Management Center (238
FMLUET,

BEHA =T oA ATERZ yF IRy a =07 2T 556, DDNSIEVA—FShvEti, 7
INA ADNE B 2 BRIG C© X 5 X 912, Firewall Management Center (337 U v 7 [ZEFZEFHETH B M EH
HYET,

Security Cloud Control Z 5| & #t& DDNS 7w A X — L U T35 Z & b, % T Firewall Management
Center ® DDNS X EZBDO L NUITEE T L5 L HTEET,

FHIOESIZVFGE2FRALEEIT 747 04— ILDEM

ATy T

ATy T2
ATvT3
ATvT4

TNAADIPT RUVAETZITHRA My EBGERFX—Z2EH LT, FEICT7 7 AT V4 — L%
Firewall Management Center (Z%6% L %97,

FIE

Firewall Management Center {272 7' > L £7,
a) WO URLZAHLET,
https://fmc_ip_address
by 2P —LHERXRT—REASLET,
c) [mF A4y (Loglh) 127 Vv 7 LET,
[T/314 X (Devices) |>[T/3f AEHE (Device Management) | Zi&R L 7,
B (Add) | Ry T X T A=a—rb, [T/INM R (Device) | iR L E 7,
[&$%F—(Registration Key)]. [EA&(Basic)]. [R~(Next)] DIEIZZ V v 7 LET,

I747 97— Lor—JLEmesR ]
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10: T/8 ADZEEFA®
Add device

o Device registration method Device registration method

2 Device details

Registration key Serial number
Identify the same one-time registration key on the device and in Identify the device by serial number. On the device, you don't
the management center. have to configure anything (zero-touch provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

() Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Saneel m

ATYTE THAALZOFEMERE LT[R~ (Next) 15227V w7 LET,

T7A T I4—ILDT—T )L & B
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11: T84 ADEEHH
Add device

@ Device registration method Device details

Domain *

© Dvevice details | [G\obal/Leaﬂ ® v]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *
[ 3110-1 J

Registration key *

Enter the same registration key you set on the
device. This key doesn’t have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0-
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID ©®

[ 31101 ]

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

D Analytics-only management center

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel m

s [FAA4 2 (Domain) ]: ¥/VF RAAL VERET, U—7 FAAL 2RI LET,

o [T/ RT)L—T (Devicegroup) ]: Hi— KA A VEREET, T3 2% [T/NM AT )L—T (Device
group) ]IZEMML £,

s [RRFREFEIXIPT7 FLR (Hostnameor IPaddress) |: BT 257 /34 AD P 7 KL AE LR
ARNLEANNLET, T ADIP T RUARARBARLGAEIL (NAT OBRIZHILAERE) . 20
T4 — REZEMOEFICLET,

« [&~% (Displayname) ] : Firewall Management Center ([ZFK/RT DT /XA ADL4FTEZAT LET, ZD
AENIEHETE EH A,

s [B8%%— (Registration key) |: #I#fER & A USRI —2 A LET,
«[—E® NAT ID (UniqueNAT ID) |: FIHIERE L R Cinl+2 A LET,
[PITEHREEEtYE 42— (Analyticsonly management center) ]: = v 7 #4 LT 7E X0,

RATYT6 T ADYHREETVET,
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12: T84 ADHEALE
Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Default Access Control Policy ® v ] -+

Smart licensing
Ensure that your smart licensing account has the required licenses.

e Initial device configuration |

Is this device physical or virtual?

@ Physical device O Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
IPS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN Premier ® v RA VPN

Transfer packets

For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent.

Cancel Add device

[T/ AIL hu—LRY 2 — (Access control policy) | : BEEHFIZT /N4 ANZET DA DR
V%IRRT, HILWARY —EERLET, FHATOINERHDL Z ERDNS TNDI AL~
A RFEHORY —RT T b D BAERE, (BN (Add) (D). [TRTO NG T4 v 7 %7 ay
7 (Block all traffic) | DIHICEIR LET, B CINELER LTI I 74 v I 2T HIENTEE
ﬁ—o

s [A¥—FTF A A (Smartlicensing) |: 7 A B AZERL £,

(ZDTNARIEIMBERBEDES 5TTM? (Isthisdevice physical or virtual?) | —[[#EBT/\A
A (Physical device) ]]

[FA B A X AT (Licensetype) |: 7 /3 RZHIV Y THETA B ADX A THMERLET,
TNA AZBMLIZDL, T4 B AZEHTEET,

« 237 v b & #RE (Transferpackets) | : ZDA 7Y a L EHMNCT D E BAALRY MRRETHZW
2y T3 APRAED T2 DI/ v b % Firewall Management Center (2415 L £ 97,

BAARNZEIZ, T AZ, ANV MEBEAR M2 NI T—LTIEAT Y FEREDTZHIC
Firewall Management Center |Z25(5 L9, ZOA T T a U EBHIC LG, A4 X0 MERZ TN
Firewall Management Center (2355 &L, /37 v MIEFEINERE A,

ATy T1 [TINA ZADEM (Add device) 127 VU v 27 LET,
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Firewall Management Center 737 /NA AD/N— f B — N & g8 U CGRIE AWML T 5 F T2, MR 250005
BENH 0 3, BEPEIITHE, T ARY X MBS ET, RRLESGAE, =7 —RX vE—
VINFERENFET, T ADOBEMTRIR L2 E61E, ROEBZHAL T ZI0,
eping : T/NA ADCLIWZT Z7EAL, RO~ R&EHH L T Firewall Management Center @ IP 7 K L
A~D pll’lg %gﬂé{fi— Li‘j‘o
ping system ip_address
ping 3P L2 WA, shownetwork =~ > REMH L THXy NV =7 RELMHRLET, 754
ADIPT RVAEELTT H0ENH 585 1%, configurenetwork {ipv4|ipv6} manual =~ > K% {#
LET,

s BEkF—. NATID, I L\ Firewall Management Center IP 7 K LA : [{i 5 DT /34 A Cld] UGk —
EREHLTWHZ 2R L, AL TWAEAIINATID ZHEH L TnD Z L 28 LE T, configure
manager add 2~ > REFH LT, T30 ATHEST—LE NATID 2R ETHZ ENTEET,

NI TN a—T 4 T OFEMIZ OV TIE, https://cisco.com/go/fme-reg-error & Z MR L T 7E S0y,

| I747 97— Lor—JLEmesR ]
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