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Firepower 1010 O FEJR % 4 | HiE/ SRV DOLED TEFEB LNV AT LADAT —H AR TLH L
T, EFICEEH LWL Z k%%ﬁ?éﬁ&

VAT LAOERITER 22— FTHII SN E T, EFERRF IIH Y FHA,

P
3 *

T 7 AT U F—VEZH0CEEIT S & XX, Firewall Threat Defense O FIHLIZHI 15 ~ 30 50300 £,

T AT UMK U TEBEEOEWENZMIIGT 5 2 ENEETT (EEEREE (UPS) ZiHT
5708) o mAIDOT ¥y N T EITOIRWTEINRKRDND & Ekf£774/D/XTA®TE{E%6I%
TSRSV T, Ny 77T FTRFIZHO T o ANRFETINTNT, EHNRKbIRD
L VATAE T L —RA TNy NE T UTEERAL

1. BRI — RE2 77 A 7 U+ —VICHR L, BlFar vy MR LE T,
TR — F&22E UIAL EBFERNSHERICA Y £,

2. LED OBED AT —H A& fifEiRd LE 1,
1:LED

Power LED
‘ ‘rSystem LED
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BIRLED : S TR L TCWAEEIL. 77 A T VA= NVOEFENRF NI /oTNWA I EEERLE
ﬁ—o

AT I (S) LED : IROEELZL T2V,
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LED D&Ej1E EiBA TNA ADEREANT-RDFF
(9 #)
Tk fh T AT TV r—varynan— RKEL 15:00 ~ 30:00
FL

TV VTR (=7 =1k 77V r—varor— Rk 15:00 ~ 30:00
1) LEL

A L H—T o A U H—F oy MR LTI (7747 04— D —7 0855 (13
R—) | ABR) | VAT ALRDEER LT, PuXvFrur a0y Ty REERT —

2 AEHERLET,
2: SLED
S LED HL:L T7AT7 04— ILDERE AN
- DORM (9:#)
okt G S Cisco Cloud {2kt S, 4 15:00 ~ 30:00
R—T 4 VT ORERHTE T
EScH
TV — 2 F LI T, Cisco Cloud (285 T ¥ AT 15:00 ~ 30:00
T Lz
(=F—5%M)

Firewall Threat Defense ASA

Y —)LAR— MIEEH L, CU a7 N &9 5 Z & T, Firepower 1010 %3 Firewall Threat Defense &
TAXASA ZEIT L TV DMNE I DB T 5 B O W T L7,

Firewall Threat Defense & ASA O 5 OT ) r—a VN, "— Ry =z7 THR— SN TWET, a2
V= VR— M L, HATRRICA A R =L ENTWET 7Y r—va U ElRLET,

1. WFNPDOR— M2 A THFEA L Tar Y —bR— MO LE9,
2:

Mini USB console
RJ-45 console
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2. CLI a7 "2 LT, 77 A7 Y4 —/LT Firewall Threat Defense % 7213 ASA N FEITE N TN S0
EIOYDEMERLET,

Firewall Threat Defense

Firepower 7 7’4 > (FX0S) 'm o7 I RFREINET, BV AV LTH LVWIAT — K& Eﬁ?‘i
U562 ENTEET, al A U258 TTH50ERH DAL, Firewall Threat Defense CLI ~D 7 7
A (5R—Y) L TITESN,

firepower login:

ASA
ASA 7o o7 FIRFERENFET,

ciscoasa>

3. M7= T7 7Y r—a URNETENTWBEEIL. Cisco Secure Firewall ASA 35 12 Of Secure Firewall Threat
Defense f5 A A —AbTA REZBL T EEW,

Firewall Threat Defense CLI

VBTG UTRXOSIZr 74 L, FIDCLUIZEI W X2 578D, By N7 v 7RI TNy a—T 47
%47 5 72812, Firepower 1010 - Firewall Threat Defense CLI \Z 7 7 & 24 % J5i%,

REETI N T TN 2—=T 4 T DTOIZCLICT 7 EAT HMERDLHERH Y £7,

1. WTNDPOR— 2 A FEFEHL Ty Y —bR— MR LE T,
3:

@2}3
0
8D

\ﬂ o

Se=rel
\_lJ

Mini USB console

RJ-45 console
2. FXOS Iz L E4, =—¥—% admin & /XA U —F (57 3/ M Admin123) Z{#H L T CLl iz
TALET, fIdTu s LictE, RRAU—RKEEETLLIRDONET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1
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[...]

Hello admin. You must change your password.
Enter new password: ****xkkkk

Confirm new password: ***kxkxkxk

Your password was updated successfully.

[ooo]

firepower#

3. Firewall Threat Defense CLI (ZZ5 & L =9,

)
D =

H#A& » K7 > 71 Firewall Device Manager % fi£ 13- % 35413, Firewall Threat Defense @ CLI 27 7 &
ZLBWTLIESW (T2782T25&, CLty N7y 7RBsEnET)

Yoo Frubela=r T OE. CLIZT Z7®AL, By Ty 7R2 7V TP RE2EIT L& =T
W77 A yE—URRRINTEGEE, [NZ&RLET : Do you want to configure
IPv4? (y/n) [y] :)] BEO Ibo you want to configure IPv6? (y/n) [yl :l . F7=.
KOTa T RTT 74N OB =N R—V Y BB THLENRHY £ : [Manage the
device locally? (yes/no) [yes] : ] o

\

connect ftd

Firewall Threat Defense CLI (Z#)&h CHEfE T D &, #IlE Y N7 v 725 TT 5 LI ROBNET,

Example

firepower# connect ftd
>

Firewall Threat Defense CLI % #& 795121, exit £7-id logout =~ RE AN LET, ZDa~vr RiZk
V. FX0S 7r 7 MIREY £,

Example

> exit
firepower#

BN

RIE & BRI DR, BIED Firewall ThreatDefense ) 7 + 0 = 7 /83— 3 L Wil 5 715, B L UNFirepower
1010 % —% > bV U—RIZFHA A—bT D20 E I DERET D HIEICOWTHBALET,
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T AT U —NVERETDANIRGN—Va v 2 VA= ATHL2BRIOLET, BlOHEEL
T, B@RICT 77 L —RE2FET 7252 TEETR, REZRFTLT7 v 77— RTiE, Z0F
NEZEHT 5 L0 GNP AGE1H Y 7,

ETTHN—Tay

VI U7 Xyra—RX=UD) ) —=2RFSOMICH DL, &EADOREIFVTWS GoldStar UV ) — 2 %
EITTHZEERED L ET, https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-
743178.html THH SN TWDL Y V—XEIKA ST 52 L TEET,

1. WITNDPOR— b2 A TEFEHLCTar Y —dR — MR LET,
4

Mini USB console

RJ-45 console

2. FXOSCL T, FEfTHoNRN—Ta vz LET,
scope ssa

show app-instance

Example

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65
Not Applicable

. HLWA=T g v EA A M=ATH5EIE. ROFIREZFETLET,
a) 774N TR, BHA L H—T A AIDHCP I L £, BHA L X —T oA AITHIP T
RUVRAEZRETHVLERDHGEIL, ROa~<r ReE AN LET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOS D N7 7N a—T 4 7 A FIZRMSNTWD A A—MEDFIEZFATLET,

BHA =T 2 A RAIPET VT EATEDL = N=nOH LA A=V &2 XU n— T 508N D
DET,
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T AT I+ —NEREE LD, FXOS CLICH A LE 1,
c) FXOSCL T, BHENRRTY—FEZHERTETLLIRONET,

PoXyFrobela=r 7 ilonTE, T A2 R—T 4 735, $TIRRRAT—F
EHRELTWDEED, VXA —FKD U+ (Password Reset) [HTHd [WWirz (No) ]1Z2&RL
TLIE&E,

d 7747 U= Nelyy bEUYLET, WEARLE) 7747 U4 —/LOBROYINE (99—
V) ZRLTIESN,

Cisco Smart Software Manager 35 J: Ut Cisco Commerce Workspace < Firepower 1010 7 1 & > 2 Z K54 2 ik
WCOWTHHLET, i, BERIA v AZA T, BINOHREZRELTH720HHT57 14
VAPDORELEENET,

TA B A, VAIERIFRRREIENST AL AEEA LB, Av— Y7 by =T T4V
YT T MY 7 SRTWET, Smart Software Manager ([T 4 7 2 RN RWESIE, Vv EB Y
Uo7 LTHLWT A FERELET,

F 72 DA%, Smart Software Manager (Z Firewall Management Center % %% U £ 47, B&%% 47T 9 (21, Smart
Software Manager TX§k b — 2 U &2 T 20BN H Y £9, FEMR TN OWTIL, Cisco Secure Firewall
Management Center 7 KX = A L —3 3> A RESR LTI ZE,

Firewall Threat Defense (ZI1ZIRD T A & A3V £,
Essentials : 2425
IPS
~ T = T B
URLZ7 4% 7

Cisco Secure Client

1. HETIA o 22BNt 20BN H 5 A1, CiscoCommerce Workspace T[4 TkiZZ (SearchAll) ]
T4V REEHLET,

5:

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. A B APD 2B LET, HERPIDICONTIL, BETA FESRLTIIEIN,

3. RS, [#U5 L —E 2 (Products & Services) | Z&IR L £9°,
6:
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e All Results

T Orders 6
[E® Invoices 2
&, Software Subsc... 1
© Products & Ser... 1

FXOSCLI v % v k¥ o>z~ K& 7= Firewall Management Center O % v b X 7 U —27 7 a—%Aff
HLT, 77 ANV AT AOEE & A8 5 7212 Firepower 1010 OEIR %2 22424 7129 5 ik,

VAT AEWMUNI U Yy N UTHIENEETT, BMICER YT V2R THE, ERAT 7
ANVAT LOBEEGESIERITZENHVET, Ny 7770 FTCEIEICZEO T v ARFITI
TRBY, BRTZ7 7&Kz, BFREREZUM L0 TDL, 774 T U= NV AT AET L—RAT )b
Uy oy R UTEEE A
Firepower 1010 < v — AZIFAMBEIRA A v FIELH D A,

CLl

FXOS CLI % fif > < Firepower 1010 > v v b &AL, BWREIWV A LEZD, T ZAEZBEILZY T2
ANZ, AT AL%Z7 = IEIETE L LT HHIEICONTIHH L ET,

FXOSCLI Z 32 &, VAT LELRIIV Yy UL LTI 7 AT VA —NLOERZOIMTE ET,

1. VFRPDOR— A FEMHLTar Y —LR— MR LET,
7

Mini USB console

RJ-45 console

2. FXOSCL Tr— WVEBE— RICER L ET

o

firepower # connect local-mgmt
3. VAT LET Yy MF U LET,

firepower(local-mgmt) # shutdown
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Example

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

4. 775 AT T4 —NDI %y NETUHHIV AT AT ey e —LET, vy NETUN5ET
THE, ROTa TP IRFRENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

5. WEITSCTERT 7 72Ty — Vb WHICERZIR A 2 R TEET,

Firewall Management Center

VE—FCEHEHLTWLIHETHLT AN ADOERELZ2ICA7IZTE D L 5T, Firepower 1010 % Firewall
Management Center 7> 53 % v b & 0 45 Fik,

Firewall Management Center Zffifl L T AT A Z@UICY v v D LET,

1. 77 AT U4 —NVEryy hEULET,
a) [T/314 X (Devices) ]>[7T/\1/4 X & (Device Management) ]%®{R L £,
b) FHEENIT 27 A ZADMICH D [ (Edit) | (&) 22V v 7 LET,
c) [7/314 A (Device) | #7271V vr LET,
d [ A7 2 (System) | &2 > aT[F/f AD¥ v~ &7 (ShutDownDevice) | () %27 U v
7 LET,
e) T T IRFRENTEDL, TAALAADY Yy MU U EHERLET,

2. AV NPBLT AT VA IHH L TG EIE, 77 AT U —AB Yy NI UL L&
WV AT AT P heE=4—LET, VY N UURETTLHE, RO a7 IR RIE
7

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

V= IHER L TV RWERIE, N30MFEE- T AT AR Yy y MU LT 2R LE
Er

3. MBS L TERT 7 72N Ty — Vb WHICEREZIR A Z R TEET,
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L

Firepower 1010 2 > b U —ZIZHEE L, v R — U ¥ IR L ET,

T7AT U —NETr—T N L, 77 AT U+ —/L% Firewall
Management Center {2 &%k L £,

*  Firewall Management Center

Cisco Firepower 1010 Security Appliance | Updated NaN,



| 77 AT 07— Dr—T7 VA & B8k 13

M= =Ty N7y 7 EHFET L, RERNIR Y MY — 7 EHlc B e AR — M EHEFTE 5 L 512,
Firepower 1010 O 4 — 7 LG 1A OV CREA L £97,

FEANCOWTIE, A= FU =T RETA FEZRLTIZEN,

ey oy Frubeya = T EEATHEE NS =T oA RALEEA =T = A ADW T
=T NEHR LR TLTEE, ZOHA RIS A o4 —7 oA ATOEBIZOWTHA L T E
TR, A AEAHA-EHETYe vy F o la o V2 AT b TEET, AT e
ZyFrurya=r 7R LCEARAEEZERT 25813, BEEZRINEIPT RLAEZFHNT R
AZERTHMERDH Y 7,

Management
computer

Ethernet 1/2-1/8 Switch Ports
PoE+ on Ethernet 1/7 and 1/8

inside https://192.168.95.1
(manual provisioning)

-or- Console
Ethemst 1/1 (manual provisioning)

T
@ B @ Frrooo seRES

ullﬂl]nﬂl]ﬂn
[diiSide]

[=](=)
(o)

Internet

Modem or Router

TR RZFEAR S v N U— 7 RIEEZFTV, Firewall Management Center (288 C&x 5 L H1c, FEF7nre e
=7 mlF @ Firepower 1010 #1HE >~ N7 v 7 &5 T3 5 Hik,

FHEICTTu Y a =7 %179 %A%, Cisco Secure Firewall Device Manager £7-1Z CLI #ffH L C, 77 A
T A= VOMMREEFEITLET,

Firewall Device Manager

Firewall Device Manager % i /1 L C Firepower 1010 T#Ji#fit >~ ~ 7 v 77 ¢ #— K% 347 L. Firewall Management
Center (27 /3 A A & X457 5 AN AN R R L OVE BBt 2 Yl 5 2 HFIBIC S W T L £ 77,

COFEEERTDE, 77 AT U —NEBE LK, B A X —T =2 ATMZTRDOA 2 H—T =
A ADBFERRESNET,

A —HFv h11: 455 . DHCP 226D IP 7 KL A, IPv6 HEIERE
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VLAN1T : TPNE6) . 192.168.95.1/24

F7 4 h— b SEA v B —T = A AT DHCP %41 L THE

| 774 70— DA —T VA & k| 14

BINA > & —7 = A A : Firewall Device Manager 7> 5 DA > % —7 = A4 AEIIT X TR SNET,

oTZE (NEDODHCP h—_—, 77t R ar hra—L R — X2 UF 0V —0728) 1 3RES

nEtA,

1. I a—FENEA v F—7 =1 A (Ethernet 1/2 ~ 1/8) 28 L £,

2. Firewall Device Manager (22 7’1 > L £,
a) https://192.168.95. 1IZEA F T,

b) =—H#—4% admin &5 7 /L h 32U — K Admin123 2 L Ta 7' ( > LE,
C) N EFACRIEZE L, HBHESRT—RFELEFETL L5 koo ET,

3. By N T U= REHEHLET,
8:[ Device Setup ]

. Configure
DeV|Ce Setup o Internet Connection

S

T3 Inside Network

)}

@@
i

mn

1

1

Configure

Time Settings
/7 PoE MGMT
(e
= ©
/8 PoE CONSOLE

Smart License
Registration

& Internet

E DNS Server

ISP/WAN/Gateway @ NTP Server

%4 Smart Lice...

r

.
B =
ERERAR— FREIL, ET /ML -> TR 7,

\ J

a) MEA B —T 2 A ALEHA L X —T 2 AEZEFETELET,

9:
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Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP M

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

1. [MEpA v 2 —7 =14 A7 KL & (Outside Interface Address) | : & A O EELZ T EL T\ 5
BliE. BHIPTY RLAZHERLET, By T v 7 U o — R&H L TPPPOE 3% ET H Z &
IXCTEERA, VP — RDFETIZIZPPPOE 3% ETE £7,

2. [F8A % —7 =4 A (Managementinterface) | : /NA » H —T =2 A AT R—V ¥ T VB A%
HHALTWIEATH, BHA VH—T oA AOREMEFASNE T, =& 2F, 41 v % —
Tz AREN LTy 7 FU—URHATRESNAEE N T 7 4 v 71, N A v 2 —T =4 A
D DNS H— =TI, ZNHDEHA o H—7 = A A0 DNS Y— 3—Zf# ] L T FQDN % fi#
wLET,

[DNS#—,3 (DNS Servers) |: > AT LOEHT KL AH® DNS —/3, 7 7 4L+ OpenDNS
X7 Y w7 DNS =TT, Znbid, WFELBA v F—T oA AMDT 7B AIND T
W, BCRETDHHEA o H—T A ADDNS Jr—"— & —EFT 5 a[REMERH Y £97,

T77AT704—ILDHKRR L4

b) [FEZIF%E (NTP) (Time Setting (NTP)) | #F%E L. [k~ (Next) |22 VU v 7 LET,
10 : NTP
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Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v

Server Name

0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) &1 90 H R OFHLEAR 2 B4 (Start 90 day evaluation period without registration) ] %2R L %
TO

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager |2 & &% [ L72\y] T &V, TXTDO T A U AL
Firewall Management CenterSecurity Cloud Control T3E4T X1 E 9,

d) [#7 (Finish) 1227V v L%,
11 :
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e) [A¥ > K7 rr7 /314 % (Standalone Device) ] Z#IR L, [T (Gotlt) ] Z=IRL 7,
4. BMOA B —T =2 A4 AEFET HEEIE, [T734 A (Device) | ZRINL, [f X —T = A A
(Interface) | DY~V =DV 2% 7 U w27 LET,

5. [F/34 R (Device) 1> [~ AT LERTE (System Settings) ]> [(Eh &I (Central Management) ]
DIEZEIR L, [#ifT (Proceed) 1% 2~ Y 7 L T Firewall Management CenterSecurity Cloud Control (2%
l/iva_o

[Management Center/SCC/Details] i E L £ 7,

( A

B =

WA= 5 T, ISCCI DDV IT TCDO) ERREINDZLEDHY £,

L J

12 : Management Center/SCC

Cisco Firepower 1010 Security Appliance | Updated NaN,



| 77 AT 07—l —T7 LR L Bk | 18

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes Q No
Threat Defense Management Center/SCC
10.89.5.4 10:89.5 35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

NAT ID

11204

Connectivity Configuration

Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup v

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

6 Before you to the manag 1t center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

a) [Do you know the Management Center/SCC Hostname or IP address] ([ZxfL. IP7 FL A £ 7=
13 A M4 4% F L C Firewall Management Center (22|23 C & 535413 [Yes] % . Firewall Management
Center 23 NAT DN H D0, X7V v 7 IPT RLVAETIFARA MR WEAIX[Nol 227 U v 7
l./ \i TO

b) [Yes] #i#R L7-354 1%, [Management Center/SCC Hostname/IP Address] (Z A /1 L %7,

c) [Management Center/SCC Registration Key] ##5E L £ 7,

ZOX—L, 77 AT U A —/LEBFT D & (T Firewall Management Center TH 5 E T H{EE D 1]
BRY OXERF—TF, BERF—1X2~36 LFTHLILENRH Y £4, ARRCFITIE, 5T (A
~Z, a~z, 0~9) . BLONA T (-) RERHV ET, ZDIDIL, Firewall Management Center (2
BEkT 2BEDOT7 7 AT U4 — VIR TE £,
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d) [NATID] Z45&E L %9

Z OB 1%, Firewall Management Center THIEET 2{EE D 1 [EIR Y OLFHI T, W H DT /A
ADIPT RUABRDLNS>TWVBLIHETEH, NATD ZET 22 L ##LE L3, NATID X2~ 36 X
FTHLHLENDY T, AR CFITIE, BT (A~Z, a~z, 0~9) | BLUNA 7 (-) 72
ERHY EF, ZoIDIX, Firewall Management Center J‘Y‘ﬁﬂ‘éﬂﬁ@774’ 7 ‘77f~/1/ WEH T
XFEHAl o NATID X, IELWT NS AL OEHETHD Z EAMRT HTDIZIP T RLR LA
EbETHERHINET, IPT7T FLXINATID OFBFERIZOIH, Bk —NTF = v 7 INFET,

6. [BEpt D% E (Connectivity Configuration) | 7% L %9,
a) [Threat Defense?> 7~ A ~4; (Threat Defense Hostname) | #45@¢ L £,

ZOFQDN (I A v H—T = A AIER S IVET,
b) [DNSH-—/x—2")L—= (DNS Server Group) | Z45& L £,

RO I N—T 5 BIRT D0, LT =T EERK LET, T 74/ FDDNS 7 L—7 1%
CiscoUmbrellaDNSServerGroup & {341, OpenDNS #r— N—EENE T,

BERA% OB DNS H— N —3% E & R FF3 5 121X, Firewall Management Center CDNS 7' & ~ 7 o —
LREEBRET DLERH Y 77,

c) [Management Center/SCC Access Interface] < [Data Interface] 27 V ~ 7 L. XIZ [outside]

BN ET,
7. 7> a i [# A7~ 27DNS (DDNS) 5B/ (Add a Dynamic DNS (DDNS) method) | %2 VU v 27 L
ES AN
DDNS (X, Firewall Threat Defense @ IP 7 R L 2 325 8 X 1723541 Firewall Management Center 7 FQDN T

Firewall Threat Defense (2RI T 5 K5I LET,

8. [#%¢ (Connect) 127V v 27 LET,

[Egk AT — % A (Registration Status) | %4 7 1 778 v 77 A2, Firewall Management CenterSecurity Cloud
Control Bk DBIAED AT —Z ANRFRINET,

13:

Registration Status (7

You can now manage the threat defense using the management

center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting < e

management center configuration

CDO .','-.'Jr'.‘E-':_]I_.'liili(_i-l' guide (4 to conhgure your device.

9. A7 — ¥ A[Hij T [Saving Management Center/ Registration Settings] ® F/lE% 317 L 7= & Firewall
Management CenterSecurity Cloud Control (CBEN L, 77 A 7 U+ —LA&BINMLET, 2R TZEWN
FH TV a = P EEHLE T 7 A T Uk — DB (29—)
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CLI

CUty 7w 7R V)7 M&f#H LT Firepower 1010 EHLT KL v U T HREL, A v X —T =4
A X=X T I EREHREL T, 7731 X% Firewall Management Center |Z8&: T 5 L 5127 5 ik,

CLity h7 v 7227 VX v LT, EHOEHIPT LA, ¥—FUxA, BEORZOMDIEARSR »
FY— I REEITWVET,

1. =Y —)LiR— MZHEg: L C Firewall Threat Defense CLI (27 7 2 A L %4, Firewall Threat Defense CLI ~
DT 7EA (5R—) L TLIEIN,
2. BHA LA —T 2 A AOREHOCUEY b T v A7V 7 v E%ETLET,

( N\

B =

HEEIZ VT (e, A A—TVEREKRTHZEIZEY) LRV EY, CUtEy N7 v 7T R7
V7 NIRRT ZEIETEERA, 2L, ZTROHDORETTIX, %2°6 CLI T configure
network =~ K& fEH L CEE CT& £9, CiscoSecure Firewall Threat Defense =~ > N1 7 7 L' >/ A
LT ZEN,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

AAFUR: ZNHDEAT DT RLADDRSEH 121250 Ty E AN LET, BHEHA X —T =
AREMERAT D TENRVEETH, 7794 X—=F T RLRAREDIPT RLRAEZHRTETHLENHY F
R

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

ﬁ4§/z[$®<mmm]%LmLi¢ov* X T IR, =T oA AT D
e, DHCPIZ U AHR— FENnvET A, V=T 4 VI OMEEES 2O, 2O 2 —T 2 AN HX—
V¥ T I RVAALA L E =T 2 A ALIFE LRIV T2y EICHDZ EEHHERLTIIEIN,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]:
255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]:
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HAF VR F— N7 =A% data-interfaces [ZF%XE L ET, ZORTEIL, A X —T = A%iH
CTCN—T 4 I TEDLLIC, Rl TV —v N LTEB N 70 v 7 Bk LET,

Enter a fully qualified hostname for this system [firepower]: 1010-3
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

HAFT VR EEHA L H—T 24 ADDNS $—R"—ZHELET, ZNHIE, WhHEBIRA X —
T2 AANSLT 7 HAEIND T2, B TERETDINBA v Z—7 = A AODNSH —/3— & —3 5 /[hE
PRH Y E,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

H4A &R : Firewall Management Center % fii 1 9~ 5 %41%, no E AL ET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAFURX routed E AHTLET, A~ —T ¥ T 7RI V=T v N 77 AT U4—LET—F
TORYR—FENTWET,

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by
a
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NAT device, you must enter a unique NAT ID, along with the unique registration
key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

NIRRT B AAOIEA o H =T A AERELET,
configure network management-data-interface

Enter Z 3L A L F =T = A ZADEAN LR Y P =T BIEELITO LOITRDLTm T R R
FoRSNET,

FPIPT7 LA

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HAZT DR BEAZ IO DNS H— N—Z - FF9 5 121X, Firewall Management Center ©DNS 77 v
T A — LAREEHRETOILENH Y £7,

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n)
[n]:

Configuration done with option to allow manager access from any network, if
you wish to change the manager access network

use the 'client' option in the command 'configure network
management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP oD IP 7 LR

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n)

[n]:
Configuration done with option to allow manager access from any network, if

you wish to change the manager access network
use the 'client' option in the command 'configure network
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management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

4. Firewall Management Center Z 57 L £,
configure manager add {hostname | IPv4_address | IPv6_address | DONTRESOLVE} reg_key nat_id

{hostname | IPv4_address | IPv6_address | DONTRESOLVE}-Specifies either the FQDN or IP address of the
Firewall Management Center.Firewall Management Center Z ELf% 7 R L AF57E T & R WAL,
DONTRESOLVE Z [ L £9, ZDOGEIE. 77 AT U4 —An, BlERERIPT N AEIEKR
A NGEFSTWAOIVLERD Y 7,

reg_key : Firewall Threat Defense % %#kJ" % & X |Z Firewall Management Center CTHI5ET HEE DO T
A DG —ZHELET, BEX—132~36 LFTHHIMLENH Y T3, A7 LTI, 3=
By (A~Z, a~z, 0~9) | BRONA T (-) RERDHY T,

nat_id : Firewall Management Center CHI5ET 5. EET—ED 1 EIRY OXXFHEIEE L £9, NAT
DIX2~36 LFTHLIMLENDY ET, AR FITIE, 55 (A~Z, a~z, 0~9) . BLUAN
A7 (=) IpEnHYET, ZoIDiL. Firewall Management Center (28 &k3 B DT /S R |TIEfE
HATEEHEA,

Example

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

5. 8 A% U E— FHAITHETX A X 912 Firewall Threat Defense 2> v v h & 7 LE,
VAT AEBMUNCY Yy AT A ENEETYT, HMICER YTV 2k, BREAL v TF &
L7092 L, BERRZ77AN VAT LAOEREGEZSISRITIENRLVET, N7 7T RTIE
WSO T ANEITENTRBY, BET 7 7 &2k\Wi=0, EBREZOMLIZ045L, VAT 2%
TU—RAT Ny NEUUTERWI L ERZTRBWTLIEEN,
a) shutdown =~> REZ AN LET,
b) FBIFLED & A7 —Z ZLED ZBE LT, v v —OEENPUIMENTNDH Z L 2R LE T (LED 3

HAT)
¢) V¥ —TOERENEFICOMSNLS, LBIUSCTERT T 72K E, v — bW ER
ZROITZENTEET,

Firewall Management Center

TuyyFrueya =7 3 FEEERZ M L T Firepower 1010 % Firewall Management Center (Z %
gL, —nEHEZRBTE DL OICT A HELZHHLET,

fEH L TWa BB FIEIC CTZ 7 A4 7 7 #—/L % Firewall Management Center (2 %5k L £9°,

02—V CORRRRER L TT N, AEBEETELHEIIC, TXAADOVITAEFEFLELBIZErY T
vy a =7 Z{#f LT Firewall Management Center (25 /XA A ZiBIN4 5 Jiik,
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Yooy Fruneva=r 7 a2ERT5E, A ATHYHREEZFEITT L2, YITNLEZFTT

73A R % Firewall Management Center (Z %% C & £ 9, FirewallManagement Center |, Z O#§RED 72 81T Security
Cloud Control & #t& SV ET,
( \

B =

Firewall Management Center /3— 3 3 > 7.4 Ci%. Security Cloud Control ZfEH L CTT /34 A Z B4 5 M3
BHYFET, FEMICONTIE, 7.4 D004 REZB LTI LIV, XA 7 « 7 Firewall Management Center
U—77u—37.6 CBMENE L, £/2, 7.4 TDOZ 77 RHEAICOW T, Firewall Management
Center @ [SecureX & DA (SecureX Integration) | <—YZ#ZHM L TL Z &V,

& J

BEE DT 7 4V NERE

ey Franeva=r T 2HTLE LTOA U Z—7 = A ADBERHIG Eéhi?‘ o E (N
HODHCP H— X —, 772 arbta— LRI — BFaVUT 4 —0RY) IRESNZNI LI
EELTLLEEN,

A —Hxy 11 THEE] . DHCP 25D IP 7 KL A, IPve HEERE
A —Hx> k12 (F£7212 1010, VLANT A > & —T = A ZADHA) : THE] . 192.168.95.1/24
FI7H )V h— |k HEA X —T = A ATDHCP 24 L THS

CEN o

IR =TT 7R AMITIONA o F =T = A AEERTDERT. 7740 P TDHCP MEM SN ET, &
A HAMEE AT DEIC, P T RV AZFRNT RURICEFETHLERH Y £3, 20T, b IcE
A B =T =2 A AT LNTEET, @ AEEHA 7 EETDHCP 239 R—h S Ed,

Before you begin

TA AT Y 7 IPT KL AL 721X FQDN 2372 54 Firewall Management Center /X7 U 7 |P
TFVXMDN% REL (72L& 23 NATOBERIZHLDHE) . T ARERE G ZRETE XD
TLET, 2L TIEEN,

P7 RFLALT TN =0 oA RS 2B E/2 1T —F v b 11 D DHCP H—/3—,

OpenDNS /X7 Y = 7 DNS #r—/S—~DF > NI —27 7 7 & A, IPv4 : 208.67.220.220 35 LT
208.67.222.222, IPv6 : 2620:119:35::35, DHCP 75 Huf5 L 72 DNS $r— "— |3 S v A,

ROXFIZ RS D BENH Y £,

3: FQDN

FQDN

*.cisco.com (%< @ FQDN)

* defenseorchestrator.com (£ < ¢ FQDN)

* defenseorchestrator.eu (EU D54, £ < @ FQDN)
0.sourcefire.pool.ntp.org, 1.sourcefire.pool.ntp.org, 2.sourcefire.pool.ntp.org
1.200.159.162.in-addr.arpa

60.19.239.178.in-addr.arpa

connected.by.freedominter.net
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FQDN
time.cloudflare.com

udc.neodj.org

VI TNEGEEHLTT N, 22D BT 5841%, Firewall Management Center & Security Cloud
Control Z#EH L E T,

5
R =

Firewall Management Center 1= f] HYE~T O&& 1%, & > 4 U Firewall Management Center % Security
Cloud Control &£ #t&3 2 4EHH Y 3,

~N

\

a) [#%& (Integrations) ] > [Security Cloud Control] % &R L £,

b) [Cisco Security Cloud% 4 %h{t. (Enable Cisco Security Cloud) ]. [ Security Cloud ControlZ £ %5{t. (Enable
Security Cloud Control) 1 22 V » 27 LT, BT Z 7% % 7 %B =, Security Cloud Control 7% 7 > |
caZ AL, FRENZa— e LET,

COR=UNRy T T v T Ta vy h—llloTT7uy 7 SN TWNARNZ EE2HERLTLEEN, b L
Security Cloud Control 77 7 o b Zff o> TR WAL, ZOFIEEZETHIBENTE £,

OB DFEMZONTIE, T ZBRLTLIEEN,

Firewall Management Center & Security Cloud Control %%t & L 7=%. Security Cloud Control |34 > 7 I/ N
A @ Firewall Management Center % 4> "R —5 ¢ > L £, Security Cloud Control ZEh{E X & 5 (1
YuoXovF 7oy a =7 ®—%TFirewall Management Center /3 /5 T4, 7’_ 72 L. Security Cloud
Control % HEEE A9 2 42 XH Y 8 A, Security Cloud Control % {# 4 55 % o Firewall
Management Center DK — M, 7 /34 ADE AW, FEERGT A A 0)2'%/%\ Firewall Management
Center [ZEHERT T =47 V=7 FDFEI/R, B X U Firewall Management Center O AH A E BN [RE &

NTHET,

c) [BvxvTF7ruvya=70H%t (Enable Zero-Touch Provisioning) ] B4 iZ72>TWB I &%
EED‘LA Lij«o
d) [f&fF (Save) |22V v 7 LET,

TR ADV N TNANEESERE LET,

THRARNE 25DV I T NFES (v —v Dy U T NAEFS L PCB (ERENR) OV U T AES) BE
FRTVET, EHL0Y ) TARETHIEET 51X T,

WAERH DEAIT. TNy — DV TAREDRERINTWET,

=YDV TNERL, TAAADTRICH DAL T TAT VAT IR SN TVNET,
PCBDO LU 7 AEFIZ, [SIN] EWVWH Iy —T DT LTSN TNET,
SUTARFTROCL a~vy REFALTREATEET,

FXOS : show chassis detail |70 U 7 & GE2RLET,

Firewall Threat Defense : showinventory i3 v —> @D U 7 )LE S %/~ LE T, showserial-number
IXPCBDOT ) 7T NVEFERLET,
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B.LEDEF = v/ LT, 77 AT UA—VOBERERNTE TN LR LET,
4: SLED

SLED & BA T7AT 04— ILDERE ANT=
‘O (52:5)

okt GRS Cisco Cloud |28t S, A > A" — 15:00 ~ 30:00
T AT DN TETCNET
TN =2 d L DA RIS AP, CiscoCloud [IZ#Ei T £H¥ A TL 15:00 ~ 30:00

(o 5 —%4) s

4. [7/314 X (Devices) ]>[7/\14 XEHE (Device Management) ] Zi®{K L 7,

5. [ (Add) ] Fry 77X o A=a—nb, [T/A14 X (Device) ] Z&IRL £7-,

6. [> U 7 L& E (Serial Number) ], [#A (Basic) ]. [k~ (Next) ] DIEIZIEIN L F 7,
14 :

Add device

o Device registration method Device registration method

Registration key Serial number
Identify the same one-time registration key on the device Identify the device by serial number. On the device, you
and in the management center. don’t have to configure anything (zero-touch
provisioning).

Choose the initial device configuration method:

@ Basic

Apply basic configuration, including the access control policy.

O Device template

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before
continuing.

o Serial number registration and device templates are not supported on all models in all modes.
* See serial number requirements
* See device template requirements

o See Administration - Configuration > Manager Remote Access to set a public IP address/FQDN for the management
center (for example, if it is behind NAT), so the device can initiate the management connection in the following cases:
* The device does not have a public IP address or FQDN
« The device uses the Management interface for manager access

Cancel m

7. TR ADOFEMEREL TR~ (Next) 1227V v 7 LET,
15: Device Details
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Add device

@ Device registration method Device details

Device group
Q Device details | [Se ect a group v ]

Serial number *

[ JAD254312UA ]

Display name *

[ 3110-1 ]

Device password
Enter a new password if you have not changed the device’s default password.

D | already changed the password on the device

New password

A combination of uppercase letters, lowercase
letters, numbers, and symbols. Example:
E28@20iUrhx

Confirm password

cancel m

[FA A2 (Domain) ]: ~VF RAALVERET, V=7 FAAL U ZERLET,

[ /34 27— (Devicegroup) | : Hi— R A A VEREE T, T3 X% [T /34 27 )L—7 (Device
group) 1IZiBIIL E9,

[V 7% S (Serialnumber) |: BT AH5F AL ZDIPT RLAELIZARA NEANLET, 7
NAZDIPT RUARARALRIGEIL (NAT OERICH L5570 E) . 207 4 — REZEMOEEIC

LET,
[#¢/~4 (Display name) ] : Firewall Management Center (£ /R 55 /31 ADL4RIZANLET, ZD
LANIETETE EHA,

[F /34 2D /27— K (Device password) | : ZDF /A ANRRKREDH S, EITHHA A F—
NOBENE, [HTLWWSIZA T — K (NewPassword) |2 EL T, NATU— REMHERTINERHY £
ﬁ—o

TR A LT, AT — REEHFHAOLEE DI, [lalready changed the password on the
device] A4 LET, 5 LARTIIE, BEEBNEKRLET,

8. T ADHHREEATVET,
16 :
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Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Defau\( Access Control Policy ® v ] +

o Initial device configuration _
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device () Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
1PS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN [Premler ® v ] RA VPN

Transfer packets
For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent

Cancel Add device

[77EA=z> br—/R U T — (Access control policy) ] : BERIFIZT A AZEBT 2 RADORY
D—HBRT L0 LAY —FER L ET, T OMERD DL LR TND AL
A RFEHBORY =R T TIeh 25EakE, [[BEM Add) [(T). [TRTOF 74 v ra2Tmy
2 (Block all traffic) ] DIEIZEIR L 3, B CINEZERL TN I 74 v 7 ZFAITHZENTEE
7

[A=—1FF A4 & (Smartlicensing) |: 74 L A&ZERLFT,
COTNARIIYMEBEFRBEDOEL S TTM? -[MET/N1 X]
[ A4k 2H% A7 (Licensetype) |: T3 AZEIV Y THKETA B ADHA T MR LET,

TNRAREZBNMLTEZSL, FA4 B AZ@EHATEET,

[%% w +Z#51% (Transfer packets) |: ZOFF L a v aHNCTDHE, BALRNY FRFAETSHT-
T, TS ADBBRED -9/ » b % Firewall Management Center (Z#56 L £ 97,

RBAANR FTEIZ, TS RE, ARV MEREAR NE N T =Ly FEREDTZDIT
Firewall Management Center (23515 LET, Z DA 7Y a VE B LEEAIE. A X2 MEWRZ TN
Firewall Management Center [Z3i5(5 & 41, /N7 v MIEFEINEH A,

9. [F31 20BN (Adddevice) | %27V v 7 LE9,

Firewall Management Center 237 /34 AD/~— K B — M &R L CEIGZ ML T D £ TID, &K 2500
ZEENRHY 7,

N A B —T A AT ZyF T ya =7 2+ 5854, Security Cloud Control (% DDNS
TanNg A= U CHREL, LFEFITLET,

[FMCO % (FMCOnly) 1 5 A H L THETDDNS 282N LES, 2ok, Eun¥ v F7n
EVa =S TR, ATORYR— NENET,

HERIP 7 KL A& 7R A N4 serial-numberdocal (2~ >~ ¥ 7 LE4,

IP7 FLA[FRA M4~ » B2 7 % Firewall Management Center |[Z#2fit L, " A R4 EZELWIP T R
AfFRTED L HITLET,
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DHCP V —ANEH SNT-HAR E, IP T KL ANEE S 17-554 12 Firewall Management Center (23
MLET,

BHA v H =Tz AATERY yTFTubva=v7 2EHT 5546, DDNSIEHAR—hSInEHA,
TS ADNE R & BiAG T X 5 L 912, Firewall Management Center (337U » 7 [ZEIFER[HETH D
ERdhH 0 ET,

Security Cloud Control % 5| &z & DDNS 7' /NA & — & LT3 % Z & 4, # T Firewall Management
Center ® DDNS X E &R D FRICEFTHZ L HTEET,

TNA ADHFEARGEIZIPT KL AL Bk —, NATID % L C. Firewall Management Center |27 /3
A ADBGFRERELET,

HARREE LT, BEX—ENATDZEA L-FEH 7oy a =7 % LT, FirewallManagementCenter
\ZT A REBILET,

THNAADIPT RUAEITARA M &8 —2EH LT, FEYTY 7 A 7 7 +—/L % FirewallManagement
Center |28k L £ 97,

w

. Firewall Management Center iz 7' A > L ¥4,

a) IROURLEZ AT LET,
https://fmc_ip_address

b) 21—V —£ L RATU—-KEZANLET,
c) [mZ A4 (lLogn) 1227V v o LET,

. [7/31 X (Devices) ]>[7/314 XE# (Device Management) ] Z&R L £,
. B (Add) ] Fey X oo A=a—n5, [T/A/4 X (Device) ] Z3iR L 9,

[Registration Key]. [Basic]. [Next] DlEIZZ U v 7 LE T,
17:
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Add device

o Device registration method Device registration method

2 Device details Registration key

Identify the same one-time registration key on the device and in
the management center.

Choose the

@® Basic

Apply basic configuration, including the access control policy.

al device configuration method:

O Device template
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Serial number
Identify the device by serial number. On the device, you don’t
have to configure anything (zero-touch provisioning)

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Cancel

5. 7 ADFEMAREL T [Next] 227 V v 7 LET,

18 :

Add device

@ Device registration method Device details

Domain *

a Device details | [GIobaI/Leaﬂ ® V]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *

[ 3110-1 ]

Registration key *

Enter the same registration key you set on the
device. This key doesn't have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0~
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID @
[ 31101

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

D Analytics-only management center

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel

+ [Domain] : ¥ /VF RAAL VEREET, V—7 FAAL U ZBIRLET,
- [Device group] : H— N A A VEREET, 7 /31 A% [Device group] [ZiEM L £,
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[Hostname or IP address] : BT 5T XA ZADIPT RLAEIIHRA M EANLET, T34
ADIPT FUARERHRLGAEIL NATOERICH LG5 E) | 207 4 — REZEMOEEICLE
7

[Display name] : Firewall Management Center (2R /K357 /S AD4HIZAT LET, ZOARNIE
HTxEHA,

[Registration key] : #JHi#RL & [F U Bk —%2 A LET,
[Unique NAT ID] : #J#13%7E & [F CilkBl -2 A LE T,

[Analytics-only management center] : ,

6. 73 ADYIIREZATNE T,
19:

Add device

@ Device registration method Initial device configuration

Access control policy *
@ Device details [Defau\( Access Control Policy ® v ] +

Smart licensing
Ensure that your smart licensing account has the required licenses.

o Initial device configuration |

Is this device physical or virtual?

@ Physical device () Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
1PS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN [Premler ® v ] RA VPN

Transfer packets
For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent

Cancel Add device

[77EA=2> br—R U — (Access control policy) ] : BERIFZT A AZEBT 2R DRY
—HBRT L0, LAY —FER L ET, T OMERD DL NN TNDE AL
A REHBORY =R TIeh %A 4k, [[EM Add) [(T). [TRTOF 71 v raTmy
7 (Block all traffic) | DNEIZEIR L ET, B CINEER LTI I 74 v 7 EFRITHIENTEE
R

[A=— 1T A4 & (Smartlicensing) |: 74 L A&ZERLFT,
CDTNARIYPBERBODESL 5 TITHN?[PET/ A X]
[Z AR % A7 (Licensetype) |: T3 AZEIV Y THKETA VL ADHA T HERLET,

TNA AEBMLTZE, T4V AZBATE FT,

[%% » +Z#51% (Transfer packets) |: ZDOFF o a v aHNCTDHE, BALXRNY FRRAETSHT-
W, TS ADBBRED -2/ » b % Firewall Management Center (Z#56 L £ 77,
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BAAXR NT LI, T RE, AR MEREARVNE RY T —LTeRT Yy MEREDTZDIZ
Firewall Management Center [Z26(5 L £3, ZOA4 7 v a VA LIZGAE. 4 X2 MEBRZTN
Firewall Management Center [Zi5{8 S, /N7 v MIFEINEE A,

7. [Add device] # 7 V v 7 L7,

Firewall Management Center 737 /XA AD/~— b B — k28 L CilE 2 ML 9 5 £ TIlT, K 25000
DLEENDHY T, BEPEITHE, 7L ARY A MIBMENET, KRLELEIE, =7 —
AvB—=URNFRENET, T3 AOBEITKM L72HA1E, ROEHZHERE L T ZE0,
ping : 734 ADCLHZT 7EAL, RO =~ R&fEH L T Firewall Management Center ® IP 7 R L/
A~D ping & FEITLET,
ping system jp_address
ping 23 E%Eh L 722 W 541X, show network =~ > RZFEH L TRy N = RELZHERLET, 72
AADIPT RVAZERTHMEN D HYA1E. configure network {ipv4 | ipv6} manual =~ > K%
FHLET,
ek —. NATID, 33 2 U Firewall Management CenterIP 7 KL A : [ 5 DT /A A TR UBEkF—%

AL TS Z 2RI, AL THAEAIINATID 24 AL C\Dd Z & 2R L E3, configure
manager add =~ > RZFEH LT, 751 A THEF—L NATID 258 ETHZ ENTEET,

NI TN a—T 4 T OFEMIZOWTIL, https://cisco.com/go/fme-reg-error 25 LT 72 X0,
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+h

5

3

~r

=]
Firepower 1010 Z &) L T S E 572912, AN REX 2V 7 4 K
Vy—%RELET,

. L1

. DHCP Inininininin &@%ﬁ%{i)ﬂ L“C%ﬁé’]iﬁtﬂ?:nv'?4ﬂ‘w “/»-%%Qﬁébij—o

o NAT L0 WA B —T oA AEHNEA B —T oA A NE A v X —T =

AANWAZT 4 IIPT RLAZED YT, WA X —T A A
\ZDHCP 2 L £,

DHCPH— N—: 7 T4 7 > N OWNHEA % —7 = A ATDHCP ¥ —
N—%EHLET,

FIFIN I —h A E—T 2 A RAENLTT T+ FL—
FEBEMLET,

NAT : SN A o B —T = A ATA o H—T = A APATEAEH L £,

TR ha—)b NEDBHNAEA~D NT T v 7 BT LE
—a—o

ISSH ] U

X2V T 4R —2 D AZA AT, LD EERBRELZED D
TEHTEET,
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WESY — o LAY — 2 DEID ST, v—T7 >y FEBHOIPT RL vy 7 OfE R E . Firepower 1010
A BE =T 2 A ADFREFEZOOTHHALET,

MR EIC CU 2T 2bYIic Bn¥ vF 7 u vy a =7 %= IFirewall Device Manager % fif 4%
Gite. MDA B —T = A ANFERREINET,

A =%y M1 4561 . DHCP 2»5@ IP 7 KL A, IPv6 H#IFRE

VLANT : TPE6) . 192.168.95.1/24

T 7 H IV bb— bk AR A X —T = A AT DHCP %4 L CHfS

Firewall Management Center (2 %¢%% 3~ 5 Hij1Z Firewall Device Manager N CiBIID A > X — 7 = A A[EA DR IE &
FIT LA, TOREIIRFEINET,

VIR EIC CU 2R L= G. 731 ADOFFIREXH D TH A,

EH L0 % F RN ZADBEFENBINDA v B —T = A ARELRFATTIHMERH Y £, CLUC LD
VR EDB AL, WAL v F R —FDVLANT A » F—T = A ZAZBINTH0ERH Y £9°, BIMOH

ETIE. HEE ELT24/%TM%%7747¢¢Mw4/& Tx A RIEHL, A F—T = A A
X VT4 =B Y T, IPT RLRAEEELET,

WOFHITIEL, DHCPIZ LA AXZ T 4 w7 T RLAENL—FT v RE— ROANHA v X —T = A4 ZAEFEHL T
(Ethernet1/1) . L—TF v KE—FRONEHA X —7 A A (VLAN1) ZRELET., £7-. WNEEWeb ¥ —
NR—HDODMZ A v Z—T =4 ZAHBIMLET,

1. [7/34 % (Devices) ]|. [T/34 24 FL (Device Management) ] DIEIZEIR L, T34 AD [fE (Edit) ]
@) #2707 LEF, >

2. [1v%—7x=A R (nterfaces) | %7 VU v 7 L7,
20:

Device Routing Interfaces InlineSets DHCP  VTEP  SNMP

ICHEM  Virtual Tunnels Q. search by name ] [ Sync Device ] [ Add Interfaces v J

Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin; PortMode ~ VLAN Usage SwitchPo Virtual Router

11 Physical Disabled Global Q<

Ethernet1/1 outside Physical  outside 10.89.5.29/255.255.256192(...  Disabled Global o

Ethernet1/2 Physical Disabled Access 1

Ethernet1/3 Physical Disabled Access 1

Ethernet1/4. Physical Disabled Access 1 [ o]

3. WHARRTEIZCLU 2 L7281, AA vFR—bEHFZLET,
a) AA v FR— o [fRE NM] @) #7027 LET,
21:
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Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

Protected:

O

b) [£%) (Enabled) | F = v 27 Ry 7 A%+ NI LT, A2 X —T A A5G LET,

c) A7 aiVLAND ZZH LET, 7 74/ MI1TY, WIZ, TOIDIZ—ET 5 VLAN A > ¥ —
T A AZBEMLET,

d [OK|Z2 VU v27 LET,

4. [NER) VLAN A % — 7 = A A %8BI (F13RE) LET,
a) [1 8 —27z4 XDEM (AddInterfaces) ]>[VLANA >4 —7 =4 X (VLANInterface) ]% 7
Vo2 LET, ZOAH—T oA ANRTTIHFET DHE1F, A ¥ —7 =4 A0 [fFHE (Edit) ]
(@) #7 Vw7 LET,

22 :VLAN
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Add VLAN Interface ®

General IPv4 IPv6 Advanced

Name:
inside

4 Enabled
escription:

Mode:
[ None v ]

ecurity Zone:

inside_zone 4 I
|

MTU:

| [ 1500 ]

(64 - 9198)

| Priority:

(0 - 65535)

VLAN ID *:

| [1

|  Disable Forwarding
on Interface Vlan:

| [None V]

Associated Interface Port Mo...

b) [Ex=V T — (SecurityZone) | kv 77X U XA B BEONEEYXF2) T 4 — 0%
BRI D0, [HiH (New) |22 Vv 7 LTHLWEXR 2T 4V —0ZBMLET,

7= & 21X, inside_zone &t WO LRIDY — 2 BMLET, V—rFRd I/ N—T12K S0 TEx=
V7R r—Z2mEALET,

VLANT NERIRE SN TWAES. 2NbD 7 4 —/L ROEY OENIA T 3 > T,
c) 48 LFFETH[4HT (Name) | ATTLET,
7l xiE. A F—7 A AT inside &\ &4HTEAITET,

d) [£%) (Enabled) | = v 27 Ry s 2%+ iz LET,
e) [E—F (Mode) ]1Z[7Z2L (None) JIZEREL/=FFICLET,
f) [VLANID] 1 IR E L E 7,

F 7 AN RNTIE, TRTOAL v FR— FMIVLAN 1 ICHESNE T, =2 THID VLAN ID % 3415
DAL, FTLWVLANID OFAA v TFR— N afRETILENLY £,

A B —T x4 ABRFLIH%, VLANID 2252 L3 CTExEdA, ZTITOVLANID i, fEH
SHAVLAN Z 7L BENDA L Z—T =4 ZID DT TT,

g) [IPvd] 7 [IPv6] % 7', F/cidmiF0X 7 %27 Vw7 LET,

[IPv4]: Fey 7 X VA MNL[AXT 4 v 7IPEfEHAT S (Use StaticIP) ] ZEIRL, IPT K
VALY TRy R AT EBAT v v aRil TANLET,
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7L 2%, 192.168.1.56/24 - AL £,
23: IP

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

[IPv6] : A7 — F L ABHERRTEDOLAIL[BEERE (Autoconfiguration) | F = v 7 Ry 7 A% 4 1C
LET,

h) [OK] 227V v 27 LET,

5. SN AICE 95 Ethernet1/1 O[fR4E (Edit) | () 227V v 7 LET,
[&#% (General) | X—YRnERINFET,
24 -

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Interface ID:

Ethernet1/1

MTU:

[ 1500 ]

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O

a) [Ex=V7 4 —> (SecurityZone) | K v 77X U A SMLBEFEONREX2 T 4 —0 %
BEeRT 570, [ (New) 1227V w27 LTHLWEF 2T 4 —ZBIMLET,
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7= & %1%, Toutside_zone] L \W\HLRETDY —r ZBML 7,
ﬂﬂOD%ZIKEEfE IEE LT 7ZE, 258§ 5 & Firewall Management Center 045 BEHZ#5c 53 1T
nE7,

b) [OK]Z2 Vv 27 LET,

6. =L i, Web b—"—%FRAMTDHLIIIDMZA L F—T =4 AERELET,

a) DMZ IZHERT2H2AAL v FR—FDAAL v FR—FE— %, [AA vF KR —F (SwitchPort) ] %D A
TAXET ) w7 LTERZTDHE, B (=) ERRSINET,

b) 12 —T7xAAD[fRE (Edit) ] (&) 27V >y LET,

c) [Ex=VF ¢V —> (SecurityZone) | ke v 7 X7 A MNNOLEBFEODMZEX U7 4V —2 %
BRI D0, [ (New) 1227V w7 LTHLWEX 2 U T 4= ZBIMLET,
72L& Z1X. dmz_zone £\ D LREID Y — 2 &BMLET,

d) 48 XFFETo [4HT (Name) 1= AT LET,
FeziE. A F—T A Z2dmz & WD ARTETET,

e) [A%) (Enabled) | F =y 7Ry 7 ZA%&F N LET,

f) [E—F (Mode) JiZ[7Z2L (None) JIZ%E L= EIZLET,

) MEITIEUT, [IPva] &% 7 & [IPV6] % 7O WF R E @i a2 7 Y v 7 L, IP7 FLAZRELE
ﬁ‘o

h) [OK|z27 U7 LET,

7. [fR17 (Save) | &2V w7 LET,

DHCP

Firepower 1010 f > % —7 = A A TDHCP % — —ZFMZ L, WEZ 74 7 b3 IPT R L Ak LU
Xy NU—I R EEZBHPICZETE DL 12T D Hik

24T FTCDHCP 2L CT7 7 A T U+ — A5 P T RLAZIET 2 X 5127 53546 1%. DHCP
YA LET

1. [7/31 % (Devices) ], [7/3A A& (Device Management) | DIEIZEIR L, 7731 20 [tk (Edit) ]
(@) 27V y7LET, >

2. [DHCP] > [DHCPH#—/\— (DHCP Server) ] ##R L £,
25 : DHCP
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Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout
DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration
Interface

[ v

Override Auto Configured Settings:

Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ o+ v +
Secondary DNS Server Secondary WINS Server

[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

3. [r—23— (Server) | =V 7T, B (Add) |27 Vw27 L, UFOAT>a & ELET,
26 :

Add Server ®

Interface*

(insce )

Address Pool*

[ 192.168.1.2-192.168.1.55 ]
(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

[ —7xA4 % (Interface) |: v XX T VA RNNOLA Vv HZ—T 2 AL EBIN LT,

[7 FL 27—/ (AddressPool) 1:IP 7 RL 2ADO#HZRELET, P7 FL AT, BIR LA v
H—T 2 AAELRLY TRy b FICGFEETIVERHD, AV F—T A AHHDIPT RLA%E
OAHZ LITTEEE AL

[DHCPH#— " —% 20129 % (Enable DHCP Server) ] : R L7=A > % —7 = A A®D DHCP #— 3 —%
AN LET,

4. [OK] #2 Vv 7 LET,
5. %1% (Save) |27V v LET,
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NERYZ FA T "IN A L Z—T 2AAIPT RLAZBEHLTHE R Y NU—Z 12T 7 BATXAL9
2. A Z—7 x4 APAT (NAT) RV > —ZAERT 2 HECOOWTHBAL £,

ZOFIETIH, WE 7 AT bBPRNET RLRAENBA L F—T 2 A ZADIPT KL ADR— MIEHT
ANAT L— NN EER LET, ZOXA TONATA—NDZ LB AL X —TxA A R—F T RL ALK

(PAT) LIFUNET,

1. [T/34 X (Devices) ]> [NAT] DJIEIZER L, [#H LUK — (NewPolicy) 122V v 7 LET,
2. NV —IZAFT T, R =2 T 575 2AEBIRL, [fRfF (Save) |22V v 7 LET,

27

New Policy

Name:

[ FTD_policy ]

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates

[ Q. Search by name or value ]

192.168.0.124
192.168.0.155

Add to Policy

Selected Devices and Templates

192.168.0.124
192.168.0.155

AR U 2 —73 Firewall Management Center [ZiEI S E 9, Sl&ficx, AU U —I— V& BINT 5 MLEHR

HYET,
28 : NAT
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FTD_Policy (e (3 (=)

Enter Description

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination - . ot
" ;. Original Original Original T "
D # Direction  Type g\é?erzat:e g‘;?e':;a‘;e Sources Destinations Services Sources Destinations Services Options

~ NAT Rules Before
~  Auto NAT Rules

~ NAT Rules After

3. Jv—roiEl (AddRule) 1227V v 7 LE1,
4, RNV —NDF TV a rEHFRELET,
29 :

Add NAT Rule

NAT Rule:
Auto NAT Rule v
Type:
Dynamic V]
Interface Objects Translation

[NAT/L—/L (NATRule) ] : [E@INAT/L—/L (Auto NAT Rule) ] Z %R L £,
[# 47 (Type) 1:[#AF 2 >7 (Dynamic) ] R L £,
5. [ 1% —7xAAAT7 =2 F (Interface objects) | ~—C, [fEMFRERA >V F—T = A AF TV x

27 I (Available Interface Objects) ] I 5 [585614 > % —7 = A A4 7 =7 b (Destination Interface
Objects) | fEHIEIZAMES Y — > ZBIML 97,

30:
Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] Al outside o

. | Add to Source I
inside
Add to Destination

2

6. [Z#: (Translation) | X—C. DA T a v EHRELET,
31:
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Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ all-ipv4 v ] + [ Destination Interface IP v ]
— @ The values selected for
Original Port: Destination Interface Objects in

'Interface Objects' tab will be
used

[TCP v]

Translated Port:

[SEDXETE (Original Source) ]: [EM (Add) [(T) 22U w2 LT, +_COIPVA T 7 4 v 7
(0.0.0.0/0) DXy NT—IF TVl FEBMLET,

32:

New Network Object ®

Name

(ators )

Description

Network

O Host O Range

C] Allow Overrides

Vs

R =

HEINAT L— L3 A7 V=7 FERDO—BE L TNAT ZBIT 57280, AT AEFKRD any-ipvd
ATVl VAT HILIITEERA, $70. VAT LAERDOAT V=7 Feffd b LT

TEEH A,
\_ J
[Z5#a35 7 D %12 50 (Translated Source) | : [56561 » % —7 = A ZIP (Destination Interface IP) | % &R
Lij‘o

7. [fR1F (Save) 1227V v 7 LTL— L &BIMLET,
=L [Jb—/L (Rules) | 7—7 WMIRfFENE T,

8. NAT X—UC[{R7FE (Save) |27V v/ LTEFERELET,
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Firepower 1010 DN Y — 2 BN —0 ~D ST 7 4 v 7 3§57 78 A2y hr—/LL—/L &8
ML, A7 varoexa )7 RER) o—%2EHT 55k,

Tr7AT VA —NVERGELIZLE XL, HAD[TXTONT 7 427 %712 (Blockalltraffic) | 77 &
A ay b =R = ER LIZG AR, 77 AT U EERT A NT T v I BT 50—
ZRY =BT AMERNHY T, 77X ar ha— RY o— 2%, EEICEHE SN S8

N—NEEDDHI ENTEET,

KOFNETIE, WNE — o MBS = ~DTRTD NT T 4 v 7 ZFAT 5T 7 & AHIEL— L2 4E
RLUET,

1. [[R1 — (Policies) ]1>[tF 1) T 1K) >— (Security policies) 1> [7 5 & X #lfHl (Access
Control) ] Z3®IR L. ¥4 RZHEID Y THNTWAT 7R a2y be—L R >—o [fE% (Edit) ]
(@) #7V v 7 LET,

2. L= v %&BM (AddRule) %27 Uy 27 L, RONTA—F R TELET,
33: Source Zone

Add Rule

Name [ inside-to-outside]| ] Action e Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q_ Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

m & inside  (Routed Security Zone)

[:] o outside  (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

L ZON—VIZART T ET (728 21X, inside-to-outside) .
2.[V— (Zones) | MBI Y — L ZRINL £77,
3. [XExy —>r ol (Add Source Zone) | &7 U v 7 LET,
34: Destination Zone

Name [ inside-to-outside ] Action | @ Allow v B Logging OFF B Time Range Ru

Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Qs rity Zone Objects Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
B inside (Routed S Collapse All Remove All
m S outside (Routed Zone | ~ 10bject
& inside

Any

+ Create Security Zone Object Add Source Zone 5 | Add Destination Zone
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4.[V—2 (Zones) 1 BAMNEBY —r ZIBIR L 77,
5. 5045 — %38/ (Add Destination Zone) | %27 U v 27 L £,
fOBREIFTZFOEFICLTHBEET,

A Tvari R’y hTu TR =2 AT E2 7Y v LT, EEMSTONTEARY —E A~
A XLET,

[Zv = % (Prefilter) . [#8%5 (Decryption) ]. [E¥=V T4 427U =2 (Security
Intelligence) . BE [T AT 7 47«4 (dentity) | RV —i%, 77 &AL —/LORNZHEH S
FT, INLORY V—% NAZA RTHLEIHD FHAN, Xy NV —7O=—X %R L1z
%, BEECED N7 7 4 v 7| fastpath Zi@H (JLEEENSAR) LD 8 T 747 %7 vy 7 LT
ZDOHDUENARENIIRD L OICTHIET, Xy NIV—T DONRT =< A% M EEE5H T LN TE
*7,

35:

L' Packets » @ PrefilterRules » () Decryption » @ Security Intelligence » () Identity » @ Access Control ‘

[FL 7 4% — (PrefilterRules) ]: 574/ hDF L7 4 L ZEY —%, o — L35
I (O T5) I_XCDOMNT 74 w7 BBt ET, 72NV R =Nz 52 LR TE
HME—DEEL, bRV T T vl [Tuy s3T5 2T, TNUATE, Lo
TANERY) =2 ER LT, o8 Glis) | fastpath LFE (LI F = v 7 23 2% R) | £721%
Ty TCELT /A ay ha—)L R —ICBEfT S 2 ENTEET,

TV 4 NE AT DL, Tay 7 izt fastpath WO WNF NI LT, P T 74 v 7 RED
WCHETANZAEE T 52 & C, N7 43— RAEMESELZENTEET, HLOAKRY —TiE,
[hy ) =k [T 7408 V= VEBINTEET, PRV —NEHERTLE, 7
L—rT7 %A (FERFE L) DO/RARAL— h R V% fastpath JLEE, 7o v 7 F7203H Y — LT
XFT, TVLITANEN—NEFERHTHE, PT RLA, A—F, BLOT v ha LTl 53
MRV NT 7 4 v 7 % fastpath WWER F 7= 137 0 v 7 TE £,

7z, Fy NT—T EOFTRTCOFIP T 7 4w 7 %7y L, BHENODSSH N T 7 ¢ v
T @R ATAEAIE. LW LT o xR —FBTTxE T,

[#5% (Decryption) ]: 574/ hTlE, EEITEHSNLETA, EESZ. XY bV —2 T 7407
BT A4 —TA AR v a NIRRT AHETT, FEAEDRA. VT T 4 v 7 EEST MBI
B, HERICEF T SN TV AL EICOREFTTEET, Xy NI —7 2K KBIIRET L7012, &
B —N—=~D T T 4 w70, BEHTERWVWRY NT—T BT AL NNLDNT T 4w 7120,
BER) U —%HTHIZE2BEID LET,

[E¥=2VFT 4 427V =2 (Security Intelligence) ]: (PST7A B ARME) X220 F 4 A
VTNV AT 7 ANV B TAEDNI RS> THET, EX 2T 4 AT I V2R E, EBEOL
DT 7T AT ICKT D9 1 OORMGHEIT, OO DICHRET 7 A3y ha—
R —IZETINCEASNET, EX2 T4 40T VP2 AT, LE 2T —ar A0 T
UV AEMALT, Y AIOREA LT YV = AT H 5 Talos 2EHES 2 IP T R L2,
URL, BEORAAL 4 LR ERHICT ey 7 LET, HEISCT, IPT KLA, URL, KA
A v EIBINEFITHIBRETE £9,
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( N\

Q =

PS 7 A B ARRWEE., ZORY —F, 77ER arra—L R —THEGEFRREH
TWTHEREINETA,

\§ J

(747747« (dentity) |: 7AT T 47T 41 ET7 74NV FTIT#EHINEEAL, 778X 2
fa—V ARV —IZXD T 7 4 v 7 DUBREFFA T 2R, 22— —ICFRGEEERTX £,

4. 7 a0 T 7B AHIEAL—ALOBICEAISNAEARY —2BINL £1,

BARV =X, N7 74927 0x2) T 4@ EZRET 2ERFAHO—EHOR AR L ORA
1EF%7E T9, Firewall Management Center (213, DY AT LEEOR Y > —NEGENTEBY, D%

FENTHIELIAIYARTHIL L TEET, ZOFIATIE, VAT ARBEEORY o—%2F8)
WZLET,

a) [RARY > — (ntrusionPolicy) | ey 7% o U A &2 v 7 LET,

36 :

@ Intrusion Policy [|None A]

ags
Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

ZONE | v 10Object Maximum Detection

% inside_| Security Over Connectivity

b) VA NS I AT AREDORY > —% 1 O@IRL E3,

FEALEDZ—R T —ATiE, [RNT 20Nzt xa V7 ¢ L8 (Balanced Security and
Connections) ] Z#ELE L T\ E T,

5. A7 v a i TR AL =NV ORICER SND T 7 A NVRY —2BIMLET,

a) [77A4 AU — (FilePolicy) ] kevy 7 X URA N2V w7 L, BEFEORY —%RIRT 5
M [Z7ANERY —U R M%&BI< (Open File Policy List) ] 38R L TR Y > —ZBMLET,

37: File Policy

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

LAY —DEAIE, [[fRY ~— (Policies) ]1>[t¥a') 747K ~— (Security policies) ]
>[Iz T ET 74 (Malware & File) 1] X—U D% 7 CHE £,

b) AU T —DIEKDFEAIZ- SV TiL, Cisco Secure Firewall Device Manager = > 7 f ¥ = L—3 3 > H A
RESBLTIIEEN,

c) Pvr—oiEh (AddRule) | <X—TIZKEY, Fay 7 Xy A MNBHLIIERLERY —% ik
RLET,
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6. [Applyl 27 U w7 LET,
L=V b— v (Rules) 17— 7 /VIZiBMELET,

7. [f~1F (Save) | &2V v LET,

SSH

Firepower 1010 DA A X —T = A ZA~D SSH T 7 B AZFHNZ LT, EKRENTZIP T FLAMBHFT N
AAZVE— M CEBTZLX 2T DHIECHOWTHALET,

oI a TR ANERA v E—T 2 A A~DSSHEERE AL T, 77 AT U4 —% U E— kM
LEBTED LT D HIEICODWTHALET,

T 7 4V b TiE, PIHIERERFICSAY — RE2FRE L7z admin +—F— %2 cx £9,

1. [[T/31 R (Devices) 1>[F5 v b7+ —LERTE (Platform Settings) 1] 2% L T, Firewall Threat
Defense R U > —ZERT 20t L £ 97,

2. [SSH7 7 =% (SSH Access) | #&IR L ¥4,
3. SSHHEE A FFAI T HMBA LV H—T = A AL IPT FLAZIBELET,
a) (B (Add) 127V v 7 LTHLWL—AEBMT 50, [fWE (Edit) 127V v 7 LCEEFEDOL—
NERELET,
b) V—NDTaRT 4 BRELET,
[IP Address] : SSH #ft # FF Al T 5 AR A FETZ Ry NIV —V ZRETH Ry NT—I AT V=
NETIFIN—T, T2 M Ruay Xy Ama—pb@RIRT 50, £70X[+]22 0 >
JLTHLWR Y NU—2 47V MEBMLET,
[fERFIRE/ Y — A % —7 =1 % (Available Zones/Interfaces) | : [®#IR L7V — | v F—T7 =
A A (Selected Zones/Interfaces) |V A kD FD 7 4 — /L RIHNEY — v &8I0 50 T4 A
VE—=T A 2% NN L, BN (Add) |22V vy LET,

38: SSH
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Edit Secure Shell Configuration ®
IP Address*
[ any-ipv4 v ] +
Available Zones/Interfaces C Selected Zones/Interfaces
[ Q. Search ] [ Add ]
DMZ
inside
outside

loutside| l Add
Cancel m

c) [OKIZ27 U w7 LET,
4. [Save (R#) 127V v 27 LET,

T, [[EBR (Deploy) ]1>[ER (Deploy) 1l i8I L C, EI0 Y THT A AZHRY —%REET
X590 ES, BHEITIRY —ZRBATLIETHEDRD AL

A2 —TxA A, NAT, DHCP, BL T 7 & AHIHOFHNT /N4 A TEMNZ DL Hi1, RY —5E
B % Firepower 1010 | B4 5 ik,

REDEFZEZTANA AZBELEY, BEEZBATIETIEI. TAALETEOER LT 7T 4 712720
FH A,

1. AL [EB (Deploy) %27 V27 LET,
39:

pepioy| @ & @ \

£

2. TR EBIDEAIT. BEDT A ADF = v 7Ry 7 A4 LT[R (Deploy) 1227V v 27 L
F9,

40 :
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Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

F7ix, [TXTEBR (DeployAl) |27V v 7 LTTRTOT A AZREBELET,
41 :

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

D 1010-2 I Ready for Deployment

C] 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

C] ftd1 | Ready for Deployment
® 5 devices are available for deployment D

ZNUADOEAIL, BINORERRA T Y a o 2RET H1-0I2, [BERER (AdvancedDeploy) 1% 27 U v
7 LET,

42 :

1 device selected

v [Q Search using device name, user name, type, group or status ] Deploy time: Estimate Deploy
Pending Changes Reports
C] Device Modified by Inspectinterru... Type Group Last Deploy Time Preview
> (J fan rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> (J  ftd-cluster rboersma, System FTD Feb 22, 2024 10:36 ... ® | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B | Ready for Deployment
- v Access Control Group.
& Access Control Policy: in-out R rboersma, System
Intrusion Policy: No Rules Active 2 system
jo

Network Analysis Policy: Balanced Security and Connectivity A system
~ Device Configurations
Interface Policy R rboersma

~Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT 8 rboersma

v Security Updates
Rule Update: (Isp-rel-20240311-2013)

3. BN LI Z AR LE T, BEOAT —X 252FORTHITIE, A=a——0D[EEE (Deploy) ]
RE L ODEMCHDETAarw27 0 v LET,

43 :
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Deployments Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
© 1120-3 Deployment to device successful. 2m 39s
@ 1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s

Cisco Firepower 1010 Security Appliance | Updated NaN,



| AR Y > —DFHE | 51

Cisco Firepower 1010 Security Appliance | Updated NaN,



[1ZT®IC |52

afrar]
CISsCO

©2023-2025 Cisco Systems, Inc. All rights reserved.

Cisco Firepower 1010 Security Appliance | Updated NaN,



[1ZT®IZ |53

Cisco Firepower 1010 Security Appliance | Updated NaN,



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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