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Firepower 1010 O FEJR % 4 | HiE/ SRV DOLED TEFEB LNV AT LADAT —H AR TLH L
T, EFICEEH LWL Z k%%ﬁ?éﬁ&

VAT LAOERITER 22— FTHII SN E T, EFERRF IIH Y FHA,

P
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T 7 AT U F—VEZH0CEEIT S & XX, Firewall Threat Defense O FIHLIZHI 15 ~ 30 50300 £,
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1. BRI — RE2 77 A 7 U+ —VICHR L, BlFar vy MR LE T,
TR — F&22E UIAL EBFERNSHERICA Y £,
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LED D&Ej1E EiBA TNA ADEREANT-RDFF
(9 #)
Tk fh T AT TV r—varynan— RKEL 15:00 ~ 30:00
FL

F LU TEAT (=T 0k TN r—v g rom— RIZKR 15:00 ~ 30:00
fE BLELE

Firewall Threat Defense = ASA

oY —)LAR— ML, CLl 7'm 7 N & fki89 % Z & ¢, Firepower 1010 7° Firewall Threat Defense &
TIXASA ZFATL TV D 0 E D MERERT 2 HIEIZHOWTEBI L £,

Firewall Threat Defense & ASA O DO T7 7V r—a VN, "— R =27 CTHR— SN TWET, a2
V= LR — M L, HAHICA VA =L ENTWAET 7 r— g U aHERLET,

1. WITNDPOR— 2 A TEFEHL T Y — iR — MR LET,
2:

Mini USB console

RJ-45 console

2. CLIZa 7 2R LT, 77 A7 74—/ Firewall Threat Defense % 7= 1% ASA 2N FEFT I LTV S )
EIYMEMERLET,

Firewall Threat Defense

Firepower 2 74 > (FXOS) 'm Y 7 FRERRINET, 7 A LTH LW RAT — REREETIT,
YWiT 22 ENMTEET, a /AU 2R TTH0LENRD DAL, Firewall Threat Defense CLI ~D 7 7
A (5R—=Y) ML T Z3N,

firepower login:

ASA
ASA 7o o7 MIRFERENET,

ciscoasa>
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3. W&o/ T 7V r—ya UNETINTWBEEIL. Cisco Secure Firewall ASA %3 . OF Secure Firewall Threat
Defense i A A — b T A REBRL T &N,

Firewall Threat Defense CLI

VENZISUTXOS e 7 A L, FIDCLHZEIV B2 278D, £y N7 v IR I T NY a—T 47
%1795 =812, Firepower 1010 _ o Firewall Threat Defense CLI (27 7 & 29 % 5%,

REETI N T TN 2—=TFT 4 T OTDIZCLICT 7 8 AT H0hEROLLGENHY £,

1. WFNPOR— A THEA L Tar Y —bR— MIEEHE LE9,
3:

(cTe]

el
L_F

Mini USB console
RJ-45 console

2. FXOS 128t L4, =—¥—4% admin &£ /X2 U — K (57 4/ b Admin123) Zf#ifH L CCL o m
TA L LET, HlbTul A LiztE, RAUV—KRKEZEETHLO>RDENET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ****xki**

Confirm new password: ****xkkkk

Your password was updated successfully.

[...]

firepowert#

3. Firewall Threat Defense CLI [IZZ5 % L £,
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s N

B =

WMt >~ 7 v 71T Firewall Device Manager % i 9% 35413, Firewall Threat Defense @ CLI 127 7 &
ALBNWTLEEW (T7E8AFT2HE, CLt®y 7y 7NBEEINET) .

\ J

connect ftd
Firewall Threat Defense CLI (Z#)&h CHEfE T D &, #IHlE Y N T v 725 TT 5L ROBNET,

Example

firepower# connect ftd
>

Firewall Threat Defense CLI % #& 795 1Z1%, exit £7=iX logout =~ FE AN LET, ZTDa~wr Rk
V. FXOS 7r v 7 MZEY £7°,

Example

> exit
firepower#

FRIE & BAMET B RN, BAED Firewall ThreatDefense ¥ 7 k7 = 73— g U R4 5 J71%. 3 X OFFirepower
1010 % —4% > b U U —RIZHA A= bT D0 E I NERET D HECOWTHHALET,

T AT 4= IVERTETDHANCHBA—Ta b VA= NTHILE2BEDLET, BlOSHEL L
T, BT v 77— FRaFEITTA22LHTEEIN, REEZRFTHT7 v 77 L—FKTlE, Zo0F
EZ AT 2 L0 LFRIR PN EGENH D 7,

RITTH/1N—Tay

VIR zT Xyra—RX=UD) ) —=2AFSOMICH DL, SEAOEIFNTWS GoldStar UV ) — 2 %
EITT A EERED LET, https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-
743178.html THHA SN TWDL Y V—XBIRA ST 52 L TEET,

1. WITNDPOR— 2 A TEFEHL CTar Y — R — MR LET,
4
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Mini USB console

RJ-45 console

2. FXOSCL T, FEfTHDoNRN—Va vz LET,
scope ssa

show app-instance

Example

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65
Not Applicable

B HLWAR—=T g %A AN THEEIE, ROTFIEZFETLET,
a) T/ AN NTIE, EHA X —T A AIDHCP 2 L Ed, BHA ¥ —T = A ZITFHHIP T
RLRAEZRETHVLERHH5E61L. koa~<wr REAJJLET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOS D N7 7N a—T 47 A FIZRRBMSNTWD A A= MEDFIEZFATLET,

AL H—T 2 A ANET VT EATELF—N=00H LA A=V 52X T v a— N 5013 H
DEJ,

T AT VA —/VRFEEE) L7 5, FXOS CLINZ F R L £7,
¢) FXOSCLI T, EFHE NAV — FZHERET L L O RO LN ET,

Cisco Smart Software Manager 33 J. U* Cisco Commerce Workspace C Firepower 1010 7 1 &= > A Z BS54 5 7k
WCOWTHHLEST, 2T, BERIA B RAZ AT, BINMOHRZELT L7001 T57 4%
VAPDORFELEHEENET,
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TA B A, VAIERIFRBREENST AL AEEA LB, Av— b Y7 =T T4
YT THU MY 7 STV ET, Smart Software Manager (7 U 2 R WAL, YL B
Yo Z LTHLWT AU FEaRELET,

£ 72084 1%. Smart Software Manager (Z Firewall Management Center % %%k L £9°, &&%% 47T 921X, Smart

Software Manager CHgk h— 727 VA AR T HMERH D 9, FEM7ZR FIEIZ-OWTIX, Cisco Secure Firewall
Management Center 7 KX = A hL—3 3> A RESR LTI EEN,

Firewall Threat Defense (ZIZIRDZ A £ AN H D £7,
Essentials : W/ ZH
IPS
~ /v = 7 B
URL 7 4 &Y

Cisco Secure Client

1. HHTIA U AZBINT 208N H 5EE 1. CiscoCommerce Workspace T[4 TkiZZ (SearchAll) ]
T A=V REEHALET,

5:

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. T4 APD #HBELET, LEARPDICHONWTIE, BETA REZBRL TSN,
3. MRS, [ E Y —E 2 (Products & Services) | ZE4R L £ 9,

6:

e All Results
T Orders 6
(¥ Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

FXOSCLI D v v hF 7 v awy REIE FirewaII ManagementCenter DYy hET L T—7 Ta—%{f
LT, 77 AN AT LAOEE 2 RS 5 72912 Firepower 1010 O EJR A 22224 7124 5 ik,

VAT AEWMUNI Yy N UTHIENEETYT, BMICER YT 72K T5E ERRT 7
ANTVATLOBREZFIEEZTZENHV ET, Nv 7 7T 0 RTEEICEZHO T o ANFTIN
TRY, BRTZ 7&KV, BFREREZUM L0 T5E, 7747 94—V AT LET L—AT )b
¥y hEUTEERE AL

Firepower 1010 ¥ ¥ — I EIRA A » FixdH 0 £H A,
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CLI

FXOS CLI % fif > < Firepower 1010 2> v v b X 7 L, HBWREWVALEZD, T ZAEZBEILZY T2
ANZ, AT L%Z7 U= IEIETE L LT HHIEICONTIHA L ET,

FXOSCLI Z 32L&, VAT LELRRIIV Yy UL LTI 7 AT VA —LVOERLOIMTE E7,

1. WITNDPOR— b2 A TEFEHL Car Y —dR — MR LET,
7:

Mini USB console

RJ-45 console

2. FXOSCLl Tr— 1 /VEBHE— NICHERH L £7,
firepower # connect local-mgmt

3. VAT L EV Yy MU LET,

firepower(local-mgmt) # shutdown

Example
firepower (local-mgmt) # shutdown
This command will shutdown the system. Continue?

Please enter 'YES' or 'NO': yes
INIT: Stopping Cisco Threat Defense...... ok

4. 775 AT T4 —NAD %y NETUHIV AT AT ey N eE=X—LET, vy NETUN5ET
THE, ROTa T IRERINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

5. WEITSCTERT 7 72k Ty — Y bWHICERZIRV A 2 R TEET,

Firewall Management Center

VE—FCEHLTWAIHETHLT NS ADOERELZEICA7ZIZTESH X 92, Firepower 1010 % Firewall
Management Center 25 v v b ¥ U 35 Fik,

Firewall Management Center Zf#i il L T AT A& @Iy v v M T LET,
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1. 7747 U 4—NVETyy MU LET,
a) [T/31 X (Devices) ]>[7T/34 R & (Device Management) ]% 3R L £,
b) HEEIT 27T A ZOMIZH 2 [RE (Edit) ] (&) 227V v27 LET,
c) [7/34 & (Device) | #7527V v LET,
d [AT 2 (System) | &2 v a T[F AL ADY v v h&Z 7 (ShutDownDevice) ] (D) %2271V »
7 LET,
e) TuUT IRERINTZDL, TRAADY Y v NE TV EMERLET,

2. AV NPBT TAT VAR L T DGEIE, 77 AT V=BV y NI T L L&
VAT AT a T NeE=F—LET, Yy NI OUUVRETTLE, ROT a7 MRERENE
j‘o

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]

A=A bEER L TWRWGEIE, 30> T AT AR Yy Yy MU L2 LR LE
B

3. MBS L TEFE S 72Ty — b RIICEBRAR AT N T4,

Cisco Firepower 1010 Security Appliance | Updated NaN,



[E L 5H0C |11

Cisco Firepower 1010 Security Appliance | Updated NaN,



| 77 AT 0 =Dl — 7 N & Bk | 12

L

Firepower 1010 2 > b U —ZIZHEE L, v R — U ¥ IR L ET,

T7AT U —NETr—T N L, 77 AT U+ —/L% Firewall
Management Center {2 &%k L £,

*  Firewall Management Center
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M= =Ty N7y 7 EHFET L, RERNIR Y MY — 7 EHlc B e AR — M EHEFTE 5 L 512,
Firepower 1010 O 4 — 7 LG 1A OV CREA L £97,

Firewall Management Center 2 S fHOEFL 11 A o X — 7 = A AZEEI L £9, BEHXx Y NU—27120E, EH
DIZHDA U HE—Fy h~DT 7 BARKLETT, 72, 774 T v+—VERKREN LT (T2& 2iE,
WXy NI =78t T H 2 &I »0) BHAY NT—T %A U F—Fy MIEHRTEET,
FEIZOWTIE, N R = T RETA FESRLTIEIN,

Ethernet 1/2-1/8 switch ports Management 1/1
PoE+ on Ethernet 1/7 and 1/8 DHCP from mgmt nw

Ethernet 1/1

© B @ FPR0O sERES

nﬂﬂﬂnﬂﬂﬂn
cIsce

[Xe)
&

(‘ Internet j

Management
computer

Management center

FORS RN ZFEAR A v U — 7 FRIEZFTV, Firewall Management Center |2 &8k Tx 5 k9 1c, FE7nb s
= 7T @ Firepower 1010 ¥ > b7 v 7 &2 5%E T3 5 Ak,

Cisco Secure Firewall Device Manager £ 72X CLI ZfiHLC, 77 A 7 U+ — NV OWYRREEFEITLET,
Firewall Device Manager

Firewall Device Manager i /| L C Firepower 1010 T#I#i& >~ 7 v 77 ¢ ' — K% 347 L. Firewall Management
Center (25 /31 A Z %459 2 Bl A MER e 38 L OVE Bl Bafor & Ml 9~ 2 Bl O W TR L £97,

ZOFERERTLE, 77 A7 U+ —NEBEKLTIHE, BEA =T = A ATMATROA F—T =
A ADPFARESNET,

A —FFxy M11: T4 . DHCP 75D IP 7 KL &, IPv6 HENERE
VLANT : TPNER) . 192.168.95.1/24
FIF I h— |k A A X —T = A AT DHCP 41 L CTHS
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BINA > &% —7 = A A : Firewall Device Manager 7>5 DA > % —7 = A4 ARREIXT X TR SNET,

O E (NESODHCP ——, 77 A ar to—L R o—, FxalF g/ —r7il) TS
nEHA,

1. a2 Ea— X ENEA % —7 A A (Ethernet 1/2 ~ 1/8) Z#iki L £,
2. Firewall Device Manager (22 7' > L £,
a) https://192.168.95. iz F 3,
b) =.—H#—4% admin &7 7 #/L h 32U — F Admin123 Z{EH L T 7/ A > L £,
¢) —MEHETFATHE L, GHF AR — RELEFET S LY IkOLNET,
3. by b7y T U4 = FEEALET,
8:[ Device Setup |

i Configure Configure Smart License
Devi 2 9
evice Setup 2 Time Settings 3 Registration

Internet Connection

Vian1 : & Internet

&8 DNS Server
11 13 1/5 1/7 PoE MGMT

s @
EEEE [
alials

1/2 1/4 1/6 1/8 PoE CONSOLE o’ Smart Lice...
( A
B =
IERERAR— PREIL, ET ML TERRY £,
\. J
a) NHA A —T oA ALEIRA A —T = AR ELET,
9:
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Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP M

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

1. [MEpA v 2 —7 =14 A7 KL & (Outside Interface Address) | : & A O EELZ T EL T\ 5
BliE. BHIPTY RLAZHERLET, By T v 7 U o — R&H L TPPPOE 3% ET H Z &
IXCTEERA, VP — RDFETIZIZPPPOE 3% ETE £7,

2. [F#A X —7 A A (ManagementInterface) | : HELA > X —T = A ADIP T KL ADORET
Yy Ty T4 = RICEENEEAN, ROA T a v ZHETEET, HFHUIPT KL A%
AT Z2HENRND DG, FIEL (173—) 2L TLITEEN,

[DNS#—,3 (DNS Servers) |: > AT LOEHT KL A ® DNS —/3, 7 7 4 /L kI OpenDNS
/X7 w7 DNS H— 3T,

T77AT704—ILDHKRR L4

b) [REZIF%E (NTP) (Time Setting (NTP)) | #F%E L. [k~ (Next) |27 VU v 7 LET,
10: NTP

Cisco Firepower 1010 Security Appliance | Updated NaN,



| 77 AT 7 —LDlr—T LR L Bk | 16

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers v

Server Name

0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) &1 90 H R OFHLEAR 2 B4 (Start 90 day evaluation period without registration) ] %2R L %
TO

Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Firewall Threat Defense % Smart Software Manager |2 & &% [ L72\y] T &V, TXTDO T A U AL
Firewall Management CenterSecurity Cloud Control T3E4T X1 E 9,

d) [#7 (Finish) 1227V v L%,
11 :
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e) [A¥ > K7 r> 7,34 A (Standalone Device) ] # R L, [THE (Gotlt) ] Z =R L £,
4, T 7 g i EEHA L —T oA ATEIP T RLZAERELET, [F31 % (Device) |>[f & —
7 x4 A (Interfaces) | DEHEA L X —T = A4 ZEBRLTLTEE Y,

5. BMOA X —T oA A&EFHET DA, [7/34 A (Device) | Z#IRL, [f v F—T A A
(Interface) | DY~V —lcHsdr V27 %27 v 7 LET,

6. [T/314 X (Device) ]1>[V AT LETE (System Settings) ]>[(F%HE (Central Management) ]
DIEIZEIR L, [T (Proceed) 1%~ U w7 L T Firewall Management CenterSecurity Cloud Control {2 %5 %%
LET,

[Management Center/SCC/Details] =% E L =7,

( N\

R i

TV =T 5 TR, TSCCI PV IT TCDOJ LRRSINDHZLEBHY £,

|\ J

12 : Management Center/SCC
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Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes ) No
Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

NAT ID

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup v

Management Center/SCC Access Interface

management (Management1/1) v

Type: Static IP Address: 10.89.5.4 / 255.255.255.192 Edit

[Do you know the Management Center/SCC Hostname or IP address] (2%t L. IP7 KL A FE 7=
1T A M4 %4 L T Firewall Management Center |22 C & 2 35413 [Yes] % . Firewall Management
Center 25 NAT OIRANZ H 50>, /X7 U w7 IPT7 RV AFEZIIEARA AR RWESIZ[NOl 227 U v 7
LET,

[Yes] Z#38&4R L 72541, [Management Center/SCC Hostname/IP Address] IZ A ) L 7,
[Management Center/SCC Registration Key] Z#f57& L £,

ZOxF =L, 77 AT U —/VERET S L &\ Firewall Management Center T & 5 E 4 A1EE D 1[4l
R DOBGEF—Td, BRI —132~36 LFTHLIHRENH Y £7, AR FITIE, =57 (A
~Z, a~z, 0~9) . BLUBNNA 7 () BERHY EF, ZDIDIL, Firewall Management Center |Z
BT 8B O7 7 AT T A —MMEHTEET,

[NATID] &8 E L £7,

Z OB, Firewall Management Center T &5 E 3 2/ O 1 [EIFR Y OCFHITY, WHFDOT A
ADIPT RLUARDLPS> TWEHATH, NATID 25852 L & H#4E L £, NATID (X2~ 36 X
FTHOLULENDY £T, AR CFITIE, #8807 (A~Z, a~z, 0~9) | BLOANA T () 7Z¢
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ERHY E4, ZDIDI. FirewallManagement Center (2 8k B D7 7 A 7 7 4 —/VIIIMEM [T
ZXFEHA] . NATID (X, ELWWTRA ANLDOEHRTH D Z 2R T 572D IP T KL A &4
AbETHERAESNET, IPT7 RLAINATID ORSGERICOR, BigEF—NF = v 7 ShEd,
7. [Bpi o (Connectivity Configuration) ] 7% L %9,
a) [Threat Defense?®> 7~ A ~4; (Threat Defense Hostname) | #f57&E L £,
b) [DNS#—,3— 2" L—= (DNS Server Group) | ZE L £7,

THIEFTTIZEEL TOWETA, BEO V-T2 8RS 50, LT —TEERLET, T
7 %/ k@ DNS 7 /L — 71X CiscoUmbrellaDNSServerGroup & FEiEi1, OpenDNS ¥r— R—3 & F
WET,

c) [Management Center/SCC Access Interface] T [Management Interface] %7 V v 7 L ¥ 7,
8. [##t (Connect) |27V v/ LE7,

&gk AT — 4 A (Registration Status) | %4 7 1 778 v 7 A2, Firewall Management CenterSecurity Cloud
Control BEEDOBIED AT —H ANFREINE T,

13:

Registration Status 2]

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense gett started guide (2
management center configuration guide (2, or

CDO configuration guide (2 to configure your device.

9. X7 —# A C [Saving Management Center/ Registration Settings] ® FJlg% 517 L 7= & Firewall
Management CenterSecurity Cloud Control IZFEE L, 77 A 7 U4+ — /A ZBMLET, 2R LTI ZIN
Firewall Management Center TD 7 7 A 7 7 4 — /L DXk (223—0)

CLI

CLlzy h7 w7 A7 U7 ~%&fH L Firepower 1010 EF7 KL v o ZH2REL, INEA v H—T = A
ARF—T ¥ T I RAERE LT, 7731 A% Firewall Management Center (Z&$kTX 5 L 512325 Hik,

CUty 7y 727 VX FaA LT, EHOEHEIPT FLA, F— U =A, BLOZOMOEERT >
N — I REEATVET,

1. =t Y —)LiR— MZHEEEE L C Firewall Threat Defense CLI (27 27 & A L %4, Firewall Threat Defense CLI ~
DT A (5R—=) L TIEIN,

2. BWHRA L H —T oA ADBEMOCLUEY NT v A7 Y F 2= T LET,
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( )

B =

REEZVT (EziE, A A—VEHEERTDIZLICEY) LRwrEY, CUEy T v TR
V7 RE@YIRTZ EIETEERA, 2L, ZRODORETXTiE. %25 CLI T configure
network =~ NZfEH L CTEE T £9, Cisco Secure Firewall Threat Defense =~ > KU 7 7 L > A
LT IEEN,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[ooal
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

HAFT VR INBDEATDT RLADDLR EH 12220 CyE AN LET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]:
255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]:
10.10.10.1

Enter a fully qualified hostname for this system [firepower]: 1010-3
Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
managementO

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
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#4 4 >R : Firewall Management Center {7 535415, no & AJJLET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on
management(

Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by
a

NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

. Firewall Management Center Z 57 L £,
configure manager add {hostname | IPv4_address | IPv6_address | DONTRESOLVE} reg_key nat_id

{hostname | IPv4_address | IPv6_address | DONTRESOLVE Firewall Management Center @ FQDN 7=/ IP
7 RLUAZ$RE L £, Firewall Management Center % [H#%7 K L Zf5E T& 2 WEA I,
DONTRESOLVE Z i fH L £9, ZDOGAIE. 77 AT U4 —An, BlEGRERIPT N AEIER
AN EFFS TWDRERH Y 7,

reg_key : Firewall Threat Defense % #$k9~ % & X | Firewall Management Center THIEE T HEED T
B A LB —FHRELET, B —I122~36 LTFTHIVLENH Y T3, A&7 CFITiE, 5
¥ (A~Z, a~z, 0~9) | BXUONA 7> () BBV ET,

nat_id : Firewall Management Center CHI5ET 5. [EET—ED 1 EIRY OXXFHZIEE L £9, NAT
DIZ2~36 XLFTHLHMLENDH Y £F, AR FITIE, #5857 (A~Z, a~z, 0~9) . BLUN
A7 (=) lpEnHYET, ZoIDIiL. Firewall Management Center |28k 3 B LD T /S R |TILfE
HTExEHA,
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Example

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

Firewall Management Center

TNAADFEARGEZIZIPT LA L BEEF—B I O'NATID i/ L C. Firewall Management Center
NDTINA AR E R ELET,

HEAREROBREXF—ENATIDIC LA FEH Fu by g = 7% H L. Firewall Management Center [~ /3
A A&EBIMLET,
7 7 A 7 v 4 —/v% Firewall Management Center |2 &%k L 97,

1. Firewall Management Center |22 7’1 > L £,

a) WO URLEATTLET,

https://fmc_ip_address

b) = —H—4 2T —RFE AN LET,

c) [/ 14> (Loghn) 1227V v7 LET,
2. [T/814 X (Devices) ]>[7T/34 REHE (Device Management) ] Zi®{R L F7,
.[B (Add) ] ey F&E T A =a—nb, [T/A4 X (Device) ] &R L £,
4. [Registration Key]. [Basic]. [Next] DJEIZZ V v 7 L9,

14 :

w
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Add device

o Device registration method Device registration method

2 Device details Registration key

Identify the same one-time registration key on the device and in
the management center.

Choose the

@® Basic

Apply basic configuration, including the access control policy.

al device configuration method:

O Device template

| 7 7 A T 7 —LDr—T7 VA & ek | 23

Serial number
Identify the device by serial number. On the device, you don’t
have to configure anything (zero-touch provisioning)

Preconfigure settings using a template. A compatible template must exist (either a default template or one you added) before continuing.

Cancel

5. 7 ADFEMAREL T [Next] 227 V v 7 LET,

15:

Add device

@ Device registration method Device details

Domain *

a Device details | [GIobaI/Leaﬂ ® V]

Hostname or IP address

[ 10.89.5.41 ]

e.g. server.example.com or 192.168.1.1

Display name *

[ 3110-1 ]

Registration key *

Enter the same registration key you set on the
device. This key doesn't have to be unique per
device. Use alphanumerical characters (A-Z, a-z, 0~
9) and the hyphen (-), between 2 and 36 characters.

Unique NATID @
[ 31101

Enter the same NAT ID if you set one on the device.
This key needs to be unique per device. Use
alphanumerical characters (A-Z, a-z, 0-9) and the
hyphen (-), between 2 and 36 characters.

D Analytics-only management center

When using Security Cloud Control as your primary manager, you can use an On-Prem management center for analytics.

Cancel

+ [Domain] : ¥ /VF RAAL VEREET, V—7 FAAL U ZBIRLET,
- [Device group] : H— N A A VEREET, 7 /31 A% [Device group] [ZiEM L £,
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[Hostname or IP address] : BT 5T XA ZADIPT RLAEIIHRA M EANLET, T34
AZADIPT RUABRARARIGET (NAT OBERIZHLHGERE) | ZO7 4 —/V REZEMOEEITL
E3 N

[Display name] : Firewall Management Center (2R /K357 /S AD4HIZAT LET, ZOARNIE
HTxEHA,

[Registration key] : ¥ & Al U &gk —2 AL E T,
[Unique NAT ID] : #JHIERERRE & [ Ui+ 2 A LE T,

[Analytics-only management center] : ,

6. 73 ADYIIREZATNE T,
16:

Add device

@ Device registration method Initial device configuration

Access control policy *

@ Device details [Defau\( Access Control Policy ® v ] +

o Initial device configuration _
Smart licensing

Ensure that your smart licensing account has the required licenses.

Is this device physical or virtual?

@ Physical device () Virtual device

License type Includes

Base firewall capabilities

Carrier GTP/GPRS, Diameter, SCTP, M3UA
1PS Intrusion Policy

Malware Defense File Policy

URL Filtering URL Reputation

RA VPN [Premler ® v ] RA VPN

Transfer packets
For each intrusion event, the device sends event information and the packet that triggered the event to the management center for inspection. If
you disable it, only event information will be sent to the management center; the packet will not be sent

[72tAa>r rO—JLR1) o— (Access control policy) | : BEEHIT A RTEBT 501w
UVo—%BIRT 2500, LR —%2ERLET, HHTINERSHDZ LR TWNED A
oA RFEHORY) =BT TIChbDBAZERE, (BN (Add) 1(T), [TRTOBIEEITOYY

(Block alltraffic) |DJRIZEIRLET, B CINEERLTCIN T 74 v 7 2R TH5ZENTEE
75

[RAYX—FS5 14t RX (Smartlicensing) |: 7/ o A &R L £,

[#38 T /314 AR T /314 & (Is this device physical or virtual?) | : [#3# 5 /34 X (Physical
device) |

[SA4 2 ADFELE (Licensetype) |: T3 ACEIV B THETA B ADZ A FEHERLE
—a—o
FNRA 2B BMLTEBIZTA L 2EHWHATHZ LB TEET,

[/3% v FDERE (Transferpackets) |: ZOAF T a U EANCTDHE, BAAL RV R4S S
T2 ONZ, T ARRED 721234 » bk % Firewall Management Center (2535 L 7,
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BAAXR NT LI, T RE, AR MEREARVNE RY T —LTeRT Yy MEREDTZDIZ
Firewall Management Center [Z26(5 L £3, ZOA4 7 v a U E L LIZGAE. 4 X2 MEBRZTRN
Firewall Management Center [Zi5{8 S, /N7 v MIFEINEE A,

7. [Add device] # 7 V v 7 L7,

Firewall Management Center 737 /XA AD/~— b B — k28 L CilE 2 ML 9 5 £ TIlT, K 25000
DLEENDHY T, BEPEITHE, 7L ARY A MIBMENET, KRLELEIE, =7 —
AvB—=URNFRENET, T3 AOBEITKM L72HA1E, ROEHZHERE L T ZE0,
ping : 734 ADCLHZT 7EAL, RO =~ R&fEH L T Firewall Management Center ® IP 7 R L/
A~D ping & FEITLET,
ping system jp_address
ping 23 E%Eh L 722 W 541X, show network =~ > RZFEH L TRy N = RELZHERLET, 72
AADIPT RVAZERTHMEN D HYA1E. configure network {ipv4 | ipv6} manual =~ > K%
FHLET,
ek —. NATID, 33 2 U Firewall Management CenterIP 7 KL A : [ 5 DT /A A TR UBEkF—%

AL TS Z 2RI, AL THAEAIINATID 24 AL C\Dd Z & 2R L E3, configure
manager add =~ > RZFEH LT, 751 A THEF—L NATID 258 ETHZ ENTEET,

NI TN a—T 4 T OFEMIZOWTIL, https://cisco.com/go/fme-reg-error 25 LT 72 X0,
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b
5
3
=
=1
Firepower 1010 Z &) L T S E 572912, AN REX 2V 7 4 K
Vy—%RELET,
. DHCP WOFREEFEHA L CEANR X2V T 4R —2FRELET,
. WA B —T oA AEHNEA B —T oA A NE A v X —T =
« NAT ARZAZT 47 IPT RLAZED YT, A F—T AR

\ZDHCP 2 L £,

DHCPH— N—: 7 T4 7 > N OWNHEA % —7 = A ATDHCP ¥ —
N—%EHLET,

FIFIN I —h A E—T 2 A RAENLTT T+ FL—
FEBEMLET,

NAT : SN A o B —T = A ATA o H—T = A APATEAEH L £,
TRy hu— s NENBINBA~D N T T 4 v 7 ZFFR L E
TO

X2V T 4R —2 D AZA AT, LD EERBRELZED D
TEHTEET,
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WESY — o LAY — 2 DEID ST, v—T7 >y FEBHOIPT RL vy 7 OfE R E . Firepower 1010
A BE =T 2 A ADFREFEZOOTHHALET,

*)Jﬂ;%ﬁﬁ? CLI #{# F 9~ % 14> v |Z Firewall Device Manager Z 5 1§~ 2554, IRDA ¥ —7 = A AW EH]
RESNET,
A —HFFy 11 T4 . DHCP 5D IP 7 KL, IPve HBhE%E
VLAN1T : TPNER] . 192.168.95.1/24
T 7 4N hb— b SN A X —T = A AT DHCP %1 L CHUS

Firewall Management Center (2 %¢%% 3~ 5 Hij1Z Firewall Device Manager N CiBIID A > X — 7 = A A[EA DR IE &
FIT LA, TOREIIRFEINET,

VIR EIC CU 2R L= G. 731 ADOFFIREXH D TH A,

EH L0 % F RN ZADBEFENBINDA v B —T = A ARELRFATTIHMERH Y £, CLUC LD
VR EDB AL, WAL v F R —FDVLANT A » F—T = A ZAZBINTH0ERH Y £9°, BIMOH

ETIE. HEE ELT24/%TM%%7747¢¢Mw4/& Tx A RIEHL, A F—T = A A
X VT4 =B Y T, IPT RLRAEEELET,

WOFHITIEL, DHCPIZ LA AXZ T 4 w7 T RLAENL—FT v RE— ROANHA v X —T = A4 ZAEFEHL T
(Ethernet1/1) . L—TF v KE—FRONEHA X —7 A A (VLAN1) ZRELET., £7-. WNEEWeb ¥ —
NR—HDODMZ A v Z—T =4 ZAHBIMLET,

1. [7/34 % (Devices) ]|. [T/34 24 FL (Device Management) ] DIEIZEIR L, T34 AD [fE (Edit) ]
@) #2707 LEF, >

2. [1v%—7x=A R (nterfaces) | %7 VU v 7 L7,
17:

Device Routing Interfaces InlineSets DHCP  VTEP  SNMP

ICHEM  Virtual Tunnels Q. search by name ] [ Sync Device ] [ Add Interfaces v J

Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin; PortMode ~ VLAN Usage SwitchPo Virtual Router

11 Physical Disabled Global Q<

Ethernet1/1 outside Physical  outside 10.89.5.29/255.255.256192(...  Disabled Global o

Ethernet1/2 Physical Disabled Access 1

Ethernet1/3 Physical Disabled Access 1

Ethernet1/4. Physical Disabled Access 1 [ o]

3. WHARRTEIZCLU 2 L7281, AA vFR—bEHFZLET,
a) AA v FR— o [fRE Edlt) 1 @) #2720 vr LET,
18 :
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Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

Protected:

O

b) [£%) (Enabled) | F = v 27 Ry 7 A%+ NI LT, A2 X —T A A5G LET,

c) A7 aiVLAND ZZH LET, 7 74/ MI1TY, WIZ, TOIDIZ—ET 5 VLAN A > ¥ —
T A AZBEMLET,

d [OK|Z2 VU v27 LET,

4. [NER) VLAN A % — 7 = A A %8BI (F13RE) LET,
a) [1 8 —27z4 XDEM (AddInterfaces) ]>[VLANA >4 —7 =4 X (VLANInterface) ]% 7
Vo2 LET, ZOAH—T oA ANRTTIHFET DHE1F, A ¥ —7 =4 A0 [fFHE (Edit) ]
(@) #7 Vw7 LET,

19 : VLAN
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Add VLAN Interface ®

General IPv4 IPv6 Advanced

Name:
inside

4 Enabled
escription:

Mode:
[ None v ]

ecurity Zone:

inside_zone 4 I
|

MTU:

| [ 1500 ]

(64 - 9198)

| Priority:

(0 - 65535)

VLAN ID *:

| [1

|  Disable Forwarding
on Interface Vlan:

| [None V]

Associated Interface Port Mo...

b) [Ex=V T — (SecurityZone) | kv 77X U XA B BEONEEYXF2) T 4 — 0%
BRI D0, [HiH (New) |22 Vv 7 LTHLWEXR 2T 4V —0ZBMLET,

7= & 21X, inside_zone &t WO LRIDY — 2 BMLET, V—rFRd I/ N—T12K S0 TEx=
V7R r—Z2mEALET,

VLANT NERIRE SN TWAES. 2NbD 7 4 —/L ROEY OENIA T 3 > T,
c) 48 LFFETH[4HT (Name) | ATTLET,
7l xiE. A F—7 A AT inside &\ &4HTEAITET,

d) [£%) (Enabled) | = v 27 Ry s 2%+ iz LET,
e) [E—F (Mode) ]1Z[7Z2L (None) JIZEREL/=FFICLET,
f) [VLANID] 1 IR E L E 7,

F 7 AN RNTIE, TRTOAL v FR— FMIVLAN 1 ICHESNE T, =2 THID VLAN ID % 3415
DAL, FTLWVLANID OFAA v TFR— N afRETILENLY £,

A B —T x4 ABRFLIH%, VLANID 2252 L3 CTExEdA, ZTITOVLANID i, fEH
SHAVLAN Z 7L BENDA L Z—T =4 ZID DT TT,

g) [IPvd] 7 [IPv6] % 7', F/cidmiF0X 7 %27 Vw7 LET,

[IPv4]: Fey 7 X VA MNL[AXT 4 v 7IPEfEHAT S (Use StaticIP) ] ZEIRL, IPT K
VALY TRy R AT EBAT v v aRil TANLET,
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7L 2%, 192.168.1.56/24 - AL £,
20: IP

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

[IPv6] : A7 — F L ABHERRTEDOLAIL[BEERE (Autoconfiguration) | F = v 7 Ry 7 A% 4 1C
LET,

h) [OK] 227V v 27 LET,

5. SN AICE 95 Ethernet1/1 O[fR4E (Edit) | () 227V v 7 LET,
[&#% (General) | X—YRnERINFET,
21:

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Interface ID:

Ethernet1/1

MTU:

[ 1500 ]

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O

a) [Ex=V7 4 —> (SecurityZone) | K v 77X U A SMLBEFEONREX2 T 4 —0 %
BEeRT 570, [ (New) 1227V w27 LTHLWEF 2T 4 —ZBIMLET,
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7=t z1X, Toutside_zone| &WH&4RIDY —r&BIMLET,

VLANT BRI E STV DA, ZNHDO 7 4 — /v RO OETA T v a v T,
b) 48 XFE T [4AT (Name) 12 AL ET,

Tl ZIE, A v H—T A AT Toutside) &\ ARTEMITET,

c) [£%) (Enabled) | F=v 2Ry 7 A&EF 1 LET,
d) [E— K (Mode) ]iZX[7Z2L (None) JIZRRELZ=FFICLFET,
e) [IPva] # 7. [IPv6] ¥ 7, E7-1ZMi & 7% 270 v 7 LET,

[IPv4] : [DHCPOfEH] (Use DHCP) | ZiIR L, IROA T a v DNT A—=F & ELET,

[DHCP 2 LT 7+ /L b /L— b+ & Hf5S (Obtain default route using DHCP) ] : DHCP H—/X—
NHT 74k — b EEELET,

[DHCP/L— K A F U 2~ (DHCProutemetric) |: 7 KX =AML —T 47 5 4 AZ L A% 5H
L7z — MZEID YK TES (1~255) , FEHLEA—FDT 74NV DT RI=A FL—
TAT T AAR AT TE,

22 1P

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

IP Type:

[ Use DHCP v }
Obtain default route
using DHCP:

DHCP route metric:

[IPv6] : 27— b L AHENEREDOHAIL[HERRE (Autoconfiguration) | T = v 7R v 7 A% 40T
LET,

f) [OKlZ2 VU vr LET,

LTl ZIE, Web = N—F KA N TDHEIIIDMZ A v F—T oA RAERELET,

a) DMZ I+ AL v FHR—bDAAL v FR— E— K&, [AA v FHK— bk (SwitchPort) ] 5D =
FAZ T 7 LTERCT B L, ) (=) ERTINET,

b) 1o ¥ —TxA4 2D [fEE Edit) | (&) 227V v 7 LET,

c) [Ex=V7 1> —> (SecurityZone) | K v X JURXRNPLREFEODMZEX =T 4V — 0%
BIRT 20, [ (New) 1227V w7 LTHLOLWEXF2 )T 4 =0 2BIMLET,
7-& Z1X. dmz_zone &\ D LD Y — L &ZBMLET,

d) 48 XLFFETH[4HT (Name) |2 ATTLET,
ez AV E—T AR Tdmz W LAFTEMAITET,

e) [£%h (Enabled) 1 F=v /Ry 7 A&E4 N LT,

f) [E—F (Mode) JiZ[7Z2L (None) I EL=FEIZLET,

g) MBS LT, [IPvd] # 7 & [IPv6] # 7o WF ik -idlii2 27 Vv 27 L, PT7 FLAZHELE
‘a‘o

h) [OK]Z2 VU v 27 LET,
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DHCP
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Firepower 1010 1 > % —7 = A ATDHCP #h— N—ZHZIZ L, WEZ T4 7 FHBIP T R LR L OB
Xy NI =B EXHENICZETE 5L 02T 5 ik

AT RTCDHCP ZFEAH LT 7 7 A T+ —AnSIP T RLAZEET S L 91T 5413, DHCP

Y—=N—Z AL ET,

1. [7 /34 A (Devices) ], [7 /31 2% ¥ (Device Management) | DJEIZEIR L, 7 /31 2D [fftk (Edit) ]

@) #7Vy 7 LET, >
2. [DHCP] > [DHCP#—/3— (DHCP Server) ] %R L £,

23 : DHCP

Device Routing Interfaces Inline Sets m VTEP SNMP
Ping Timeout

DHCP Server [ 50 ] (10 - 10000 ms;

DHCP Relay Lease Length

DDNS [ 3600 J (300 - 10,48,575 sec)

C] Auto-Configuration
Interface

[

]

Override Auto Configured Settings:

Domain Name

[

)

Primary DNS Server

Primary WINS Server

[

o+ v +
Secondary DNS Server Secondary WINS Server
o+ v +

[

Server Advanced

Interface

Address Pool

Enable DHCP Server

+ Add

3. [r—3— (Server) | =V 7. [EMN
24 :
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Add Server ®
Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

[fv5—7xAR (nterface) |1: KRy TFH TR RNLA U —T x4 AL ERRLET,

[7 FL 27—/ (AddressPool) 1:IP 7 RL 2D#HZRELET, P7 RL AT, BIR LA~
B—=T 2 A ZALFA LT T Xy N FICGFEETHRERDY, A X —T A AHFDIPT RLA%H
ODHZLIETTEEEA,

[DHCPH— R —%FH%h2 325 (Enable DHCP Server) | : SR L7z A > % —7 = A AD DHCP H—/3—%
Bz LET,

4. [OK] =27 Vv 7 LET,
5. {#17F (Save) |27V v LET,

Firewall Management Center C7 7 4 /L b L— b Z a8 £ 72 13B M L. Firepower 1010 23951 > % —7 = A
AN LTT v T AN —A Ry NT—ZZRFETEX D L2 T D HEICHONTHBLET,

T 7 v hb— NME@EE, SNBA /5’ Tz A AMBEFEARERT v A M) — b= B LR LET,
DHCP 22 BAMT R L A Bt L7c & ld, 735 ANTTICT 740 bb— F &[G LT L ATREMEDN S
W¥EJ, FEITL—F %Lﬂﬂ?‘éﬁ?#%éiﬂ/\ . ROFNEEFATLET,

1. [7/34 = (Devices) ]. [7 /31 2% ¥ (Device Management) | DIEIZER L, 7 /34 20 [ffte (Edit) ]
@) #27Vv27LET, >

2. [[L—F+1>% (Routing) ]>[f#/)L— + (Static Routes) ]Z %R L £,
25
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Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Manage Virtual Routers
Global £

Virtual Router Properties

Leaked from

Network » Interface Virtual Router y T led Metric Tracked

V IPv4 Routes
ECMP

BFD
SSEF V IPv6 Routes
OSPFv3
EIGRP
RIP
Policy Based Routing
v BGP
IPv4

IPv6

Static Route

Vv Multicast Routing
DHCP — =57 7 4L b b— F &G LIEgEIE, 207 =7 MRS ET,

3. [v—hr%&E (Addroute) | %27 U 7 LT, ROA T araHELET,
26 :

Add Static Route Configuration ®
Type:

Interface*

oo ]

(Interface starting with this icon @signifies it is available for route leak)

Available Network - Selected Network

= | ﬂ
any-iov4

gateway

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

Ateway*
(oo -
Metric:

L ]
(1-254)

Tunneled: D (Used only for default Route)

Route Tracking:

[ ]+

Cancel m
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[Z# 47 (Type) |: BINTDAXT 47— DX AL LT, [IPv4] 721X [IPv6] 47 a R
g Uy LET,

[ % —7 A4 (nterface) |: HI1A v Z—T = A ZAZBIRLFT, @EIFINEPA o Z—T oA
ATT,

[ ATBE72 % >~ b U —2 (Available Network) ] : IPv4 5 7 /L hjL— bk D41 [any-ipvd] 23841 L,
IPv6 7 7 4 /b b Jb— h DA [any-ipv6] 2L, BN (Add) ][22V v 27 LTCT[EIRLIZFX> b
7 —7 (Selected Network) ] U A hMZBEhS®ET,

[7—1F v =1 (Gateway) ] E72iZ[IPv67— 7 =+ (IPv6 Gateway) ]: ZD/L— F DRI A FRy
T TChHLT— N2 AN—FEANELTERLET, PT FVAELIEIARY NT—FV[HRANET
VxJ FERETEET,

4. [OK] =2 Vv 7 LET,
V= KMRAZT 4 v 7 V— T =T NIZBMENET,
5. %1% (Save) |27V v LET,

NAT

NERTZ FAT > NI A L Z—T =2AAIPT RLAZFEHLTHERRY NU—Z 12T 7 ATXAHL9
W2, A H—7 x4 APAT (NAT) RV v —%AEKT 5 HFIECOWTCEHALET,

ZOFIETIEH. WEZ AT bBPNET RLRAENBA L H—T 2 A ZADIPT KL ADR— MNMIEHT
ANAT L— VB LET, ZOXATONATL— LD H A HZ—T A A R—FT KL ALH
(PAT) EIMEONET,

1. [T/34 X (Devices) ]> [NAT] DJEIZEIR L, [HLLVEY >— (NewPolicy) 157V v/ LET,
2. R —CL4RHIEMNT, B =2 AT 5730 2A%@IRL, [IRF (Save) |22V v 7 LET,
27 :
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New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

192.168.0.124 ERREES

192.168.0.155

Add to Policy

4

7N U 2 —7)3 Firewall Management Center [ZiBII SNV E T, Sl&kEE, AU —I0—LZBNT 2 MLEEN
HoET,

28 : NAT

FTD_Poiicy () (G (=)

Enter Description

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination - . s
" N Original Original Original T Ti "
D # Direction  Type g;]gerzatge Ig;]g;gge Sources Destinations Services Sources Destinations Services Options

~  NAT Rules Before
~ Auto NAT Rules

~  NAT Rules After

3. pv—oiEM (AddRule) 1227V v 7 L%,
4, ERNV—NVDF T a R ELET,
29 :
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Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
Dynamic V]
Interface Objects Translation

[NAT/L—/L (NATRule) | : [E#NAT/L—/L (Auto NATRule) ] Z3#R L £,
[# 47 (Type) 1:[#AF 2 >7 (Dynamic) ] IR L £,
5. [ 4 —T7 x4 A4 7 Y= (Interface objects) | =*—C, [HHARERA LV H —T = A AL T V=

27 (Available Interface Objects) ] f8IE2>5 [56561 v #—7 = A A4 7Y =7  (Destination Interface
Objects) | fEIEIZAMES Y — > ZBML 97,

30:
Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] outside o
inside Add to Source

Add to Destination

I

6. [ (Translation) | X— T, OA T a v ZRELET,

31:

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

[ all-ipv4 v ] + [ Destination Interface IP v ]
— @ The values selected for

Original Port: Destination Interface Objects in

[ TCP v ] 'Interface Objects' tab will be

used

Translated Port:

[;tDi%{E5T (Original Source) ]: [[B/1 (Add) ](+) 7w LT, $XTOIPVA T T 47
(0.0.0.0/0) Xy NU—2F TV MBI ET,

32:
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New Network Object ®
[ all-ipv4 ]
Description

Network

O Host O Range

D Allow Overrides

O FaDN

( )

R =

HEINAT L— U347 V=7 MEFRO L E LTNAT ZBINT 5720, AT LAEFKD any-ipva
ATVl VAT LIITEERA, $72, VAT LAERDAT V=7 FaefBEdHI LT
TEXEHA,

& J

[ZE#k A D E(E T (Translated Source) | : [56%61 > % — 7 = A AIP (Destination Interface IP) ] % &R
L/ij‘o

7. [f~1F (Save) 1227V v 7 LTL— LV &BIMLET,
=V [b—sv (Rules) | 7— 7 WIERIESNLE T,

8. NAT X—U C {7 (Save) 127V v/ LTEFREFELET,

Firepower 1010 DN — 2 BN —2 ~D ST 7 4 v 7 5P T 57 7 B Akl — V&2 BIN L, 4
TrarObtXa T AR =T 5k

T AT I —NERHELEXIL, BAD[TRTO NI 7 4 v 7 %7 r v (Blockalltraffic) | 77 &
Zayba—LRY) = ER LG, VAT U ERBTD N T T 4 v 7 BT DD
RY ==V ZBNTANERHYET, 778X ary ba—LRY —2F, BERICGGHESN 58
BON—NEEDDH ENTEET,

ROFINATIE, WEY = MBI — o ~DFTXTO T 7 v 7 7§27 7 & Al —n 2 4F
LUET,
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1. [[R') o — (Policies) 1> [t¥21) 747K >— (Security policies) 1> [7 7 X #lf#l (Access
Control) | Z3#IR L., S A R ZEV S THNTWALET 78R ar ba—L R >—o [{FHEE (Edit) ]
(@) 2707 LET,
2. Jv— %I (AddRule) 1227V v 27 L, IRONRNTFTA—FERELET,

33: Source Zone

Add Rule

Name [insidevto~outside| ] Action e Allow v B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

& inside  (Routed Security Zone)

D & outside  (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

1. ZON— 4 RTEFT £ (& 213, inside-to-outside) .
2.[V—> (Zones) | MHNERY — ZHIR L ET,
3. [XfE —>miEh (Add Source Zone) | &7 U v 7 LET,

34: Destination Zone

. Add Rule

W por— ) poion (@ mow ) @ loggng orF | Brimerenge [1oe 7]

Q Zones (2) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags
] Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0
Collapse All Remove All

20N | | v 10bject
% inside

Any

+ Create Security Zone Object Add Source Zone 5 | Add Destination Zone

4.[V— 2 (Zones) | NBAMEY — &R L 77,
5. 5645 — %8/ (Add Destination Zone) | %7 U v 27 L £,
MOBREIIZDOEFICL TBEET,
3473y h7u—RTRY S —F A T2 Y v LT, BT HRERY v—kh A~
A o

[Zv 7 % (Prefilter) 1. [#8%5 (Decryption) ]. [E¥ =V T 4 A7 U =2 (Security
Intelligence) |. 5L [TA T 7 47« (dentity) | RV >—%, 77 &AL — L ORHIHEH S U
FT, INOLORY —% DAL RTHLEIHD FHAN, Xy PV —7D=—X %R L1z
%, BEETCED N7 7 4 v 7| fastpath 23 H (JLERENSANR) LD 8 T 747 %7 vy LT
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FOHDUENREIZRDLHIICTDHIET, XAy I DT 3 —< AR LEIEDL T ENTE
9,
35:

L' Packets » @ PrefilterRules » () Decryption » @ Security Intelligence » () Identity » @ Access Control ‘

[FLv 7 4 v%— (PrefilterRules) |: F 74/ hDF L7 4 L ZRY —%, o /L— L7358 H
Shad (Gt 5) 3 XTCONT 74y 72 BiRESEET, 774V MR —2Mx 52 ENTE
DME—DERX, MRV NT T4 o % [Tuy 745 2T, TRUATE, FTLWT L
T4 NZRY = ERR LT, ot (@) | fastpath B (LUEDF = > 7 /3 A /8 A) | FT2iT
Tyl TELRT VA ay ha—)L R —CBHEMITHZ ENTEXET,

TV I 4 NE AT D E, Try 7 izt fastpath LELOWT NI T, F T 74 v 7 BED
DRI T 52 LT, N3 —<v AR ESEEZENTEET, HrILWLEY —TIL,
Ry —ve L7400 —NLEBINTEET, brrl—nz2FHTHE, 7
L—rT7 %A (FEREE L) O/RRA— ko Rk fastpath ALEE, 7' v v 7 F723H Y — 1L T
EFEd, LI AUNEA—NEHEATEE PT FLA, A—b, BLOT 7 ha LTS5
NV NT T 4 w7 % fastpath LB £ 72137 0 v 7 T&E £,

ez, Ay PV EDOTRTCDFTP v 77 4 v &7y 7 L, BEHENSDSSH T 7 4 v
T HEENRAT LA BILWT LT 4 Z R —EBIMTExET,

[155 (Decryption) ]: 57 4/ F ik, EEITEH SN ERA, EEIEZ XYy " T—2 v T T4 97
BT AT A VAR v a ANABRT D HETT, IFEAEDEE, VT T 4 v 7 BEST HHLEX
L, ENIZEHFRIENTWAGREICOAREETEET, Fy NV —7 2RKBIR#ET D701, B
BRY—N—~"D R T T 4 IR0, GHEHTERNVRY NT—T BT A IDLD NT 7 4 v 71203,
BER)—2EATHZ L 2BEIDLET,

[E¥=VUT ¢ 47Uz A (SecurityIntelligence) |: (PS T A B ANKLE) EX=2UT 1 A
VTV AT 7 ANV B TEDR S THWET, EX 2 VT AT I VAR, EEOL
DT 7T 4 ET LI TDHEI 1 OORMBHEIT, SoRH2NBO-OIZHERET 7 EAXA a2y ha—
AR —ICETRICEA SNE T, X2V T4 A>T VP2 R F, VEaT—var A U7
V2 AL T, YRAaDEBEA LT )= A TH D Talos DNEEETHIP T RL A,
URL, BEXORAAS £ o esEIcTr Yy 7 LET, LEIZSLCT, IP7 RLA, URL, KA
A VU EBMEIHIBRETCE £,

s N

R =

PS 7 A B ARRWEE., ZORY —F, 77ER arra— R —THEGEFRREH
TWTHERINERTA,

\§ J

(7477474 (dentity) |: TAT T 47T 41 ET7 74V FTIT#EHINEEAL, 778X 2
fa—V ARV —IZXD T 7 4 v 7 ODUBREFFA] T RN, 22— —ICFRGEE R TX £,

4. 7 g T IR AFEAL—ALOBRICEA SNSABARNY —FBINLE9,

BARV =X, NI 74927 0x2) T 4@ EZRET 2ERFAHO—EHOR AR LR A;
1EF%7E 79, Firewall Management Center (213, 28D 2T LEEOR Y o —NEENTEBY, D F
FAMCTEI LU IAA~ARXTHIL L TEET, ZOFIETIE, VAT LREORY > —2H%)
WZLET,

a) [RARY > — (ntrusionPolicy) | ke vy 7% U A 227U v 7 LET,
36 :
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@ Intrusion Policy [|None A]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

70NE | v 10bject Maximum Detection

 inside_| Security Over Connectivity

b) UA NS VAT ARIEORY v—% 1 DR L E 9,

FEAEDZ—ARr—ATIE, [RTADENTEX2 Y T ¢ LK (Balanced Security and
Connections) ] ZHELZE L T E 9,

5. A7 Va7 BRI — A ORICER SND T 7 A VR —2BIMLET,

a) [77A4/HR U — (FilePolicy) | kv 77X VA RE27 U w7 L, BEEOKRY V—%ERT5H
M [Z7ANERY —1U &2 M%&BI< (Open File Policy List) ] &R L CAHRY > —ZBMLET,

37: File Policy

Ee File Policy [None A]

Open File Policy List” |
ns and Applicatio

FLWR Y —DEAIE, [R1) o— (Policies) ]>[t¥ 2 ') 717K >— (Security policies) ]
>S[wILoxzT7ET 74/ (Malware & File) | X—U R % 7 CHE £,

b) RN U > —DIERRDFEAMZ SV TIL, Cisco Secure Firewall Device Manager Configuration Guide% 8 L <

<TEEVY,
c) Pv—r@iEN (AddRule) | X—TIZRY, Rry 7 X0 X MPBHLERLIERY o—% ik
WRLET,

6. [Applyl 27 U w7 LET,
L= V3 b— v (Rules) 17— 7 /VIZiBME L ET,
7. [fR1F (Save) | &2V v LET,

A B —7xA A, NAT, DHCP, BL U7 7 & AHIHDOEE BT A ATHEIMZ 2D L O, AU —%
5 % Firepower 1010 |2 BBA9 2 J7i%,

REDER T NA XA LES, BEREZRATLIETIE. 7/ AMALTEDELELT 77 4 712720
FHA

1. H LD [EBA (Deploy) 127V v 27 LET,
38:

Cisco Firepower 1010 Security Appliance | Updated NaN,


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

| AR Y > —DFRE | 42

2. HHREBDOELAIE, BEDTNNA ADF = v 7Ry 7 A4 A2 LT [JREE (Deploy) |22V w27 L
*9,
39 :

Q Advanced Deploy ‘ A O Ignore warnings Deploy

1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

F720%, [TTER (DeployAll) |27V v 7 LTTRTDOT A AR L £,
40 :

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

D 1010-2 I Ready for Deployment

D 1120-3 I Ready for Deployment

D 1120-4 I Ready for Deployment

D ftd-cluster1 I Ready for Deployment

D ftd1 I Ready for Deployment
® 5 devices are available for deployment :0)

FTNLA DA, BIMOREA T Y a U ERET S22, [BEZER (AdvancedDeploy) |27 U v
7 LET,

41 :

1 device selected
[Q Search using device name, user name, type, group or status ] Deploy time: Estimate Deploy

Pending Changes Reports

(]  Device Modified by Inspectinterru...  Type Group Last Deploy Time Preview
> C] ftd1 rboersma, System FTD Feb 26, 2024 11:09 ... @ I Ready for Deployment
> (] ftd-cluster rboersma, System FTD Feb 22, 2024 10:36 ... B | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... B | Ready for Deployment

~ Access Control Group

i Access Control Policy: in-out R rboersma, System
Intrusion Policy: No Rules Active R system
R Network Analysis Policy: Balanced Security and Connectivity R System

~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

v Security Updates
Rule Update: (Isp-rel-20240311-2013)
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3. BN LI Z AR LET, BHDOAT —H 22FRT 2101, A=a2——D[EF (Deploy) ]
WA ODEMCH DT A ar%r ) v 7 LET,

42 :

Deployments

H VACIE]

o

: 1010-2

1120-3

1120-4

3110-1

)

11s

Upgrades A Health @ Tasks & ‘ (D show Pop-up Notifications @
1running 6 success 0 warnings O failures [ Q Filter
Deployment - Policy and object collection 10% ==
complete.

Deployment to device successful.
Deployment to device successful.

Deployment to device successful.
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