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(Alternative) Management 1/1
Ethernet 11 management,
outside, DHCP from Modem DHCP from management nw

@m@ FPRADS0 SERES.
solnanfus
Gl2E@

Eﬂ

WAN Modem

GE) A—VFy FIR~18IFNN—FU=2T AL vTFFR—FrLLTHREINTNET, PoE+1IA —
YRy M 1/TBIR1S THHEHTE X,

n—HyFIREYa=r7E A =Ry M1/ M) TOCDO~D#EfiZ B AR— LT
WET, DUV, Managementl/1 A > X —T7 = A AT —X v FFabeva=r T EEHT
HZEHTEET,

FIE

ATFYTIN A=V Xy P UIAH =T A ANBTA R 73y hU—27 (WAN) T ALIZK > b
U— =TV EER LET, WAN BT AL, NS A 2 —Fy b~DEEFTHY
Firepower 7 7 A4 7 U 4 — b A U H—Fy h~O— MIH7e ) £,

GE) HDHWNE, T3 AD Management 1/1 4 > % —7 = A A/)DH WAN IZR Yy RTU—7
=T NI HIELTEET, O H—T oA AEMHTIHATH, A
VH—=Fy h~DI— FBBETYT, CLITIPT RLAZFEICRELIZEA. &8
A B =T oA AZIPV6 & R—FLET, [ ((£E) CLITOEHESX Y hU—7 5%
EOEF | ZBBL TSN, BHA X —T oA ZATIPV6 2+ 5121%. IPv4
T RUABBREFEZITHRE L TS IEE W, IPV6DMERET DI, T aTIVAH v 73
VETT, A —H Xy FIIAE—T A A F, a—FyFFarda=r
HDPv4d OH%EFR—KLET,

ATY T2 WET A A%FEY DAL v F "— b (BEthernet 1/2 ~ 1/8) 1285 L £9°,
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A —HYxv b 1/7BLO1/81E PoE+ R— kTI,

RDRERY
WDH AT TN ZADERFEN (14 =) IZEATLIEEW,

TN ADEREA

VAT ADEBERITER 2 — FCTHIEINET, BERZ 1IH D FHA,

FIE

ATy T BRa—RET A AR L, By MR LET,
EIF o — RZ22 LiATe L EBIRAHBIFICA Y £97,

RTYT2 TN ZAOWHEETIT EEICH HFEIR LED 2R L E T, SEAISAT LTV D58IE. 72
A ADBFEB A TWET,

Power LED
| l—Sta‘[us LED

WE @ rreommm & 4
sofnenfua =]
CI3ED
u
(=] =]
e

x%sz?ﬂ4xmbﬁit@i%ﬁ%éx%H&xum%%mbiﬁ FREIZSIT LTV B ETE
EBIRFARFZWHZ A LT ET,

RATFYTE TR, ZOEEEIT LIS D AT —F XA LED ZfER LE T, T8 AN EFITERSE) LT
Wb &, AT —H4 A LED AR TIERC S L ET,
AR B ABEIT. AT —Z A LED WA L o PEIZHIER A LET, Z0EAIE, ITH
IR LT &0,

ATFYTE FAAL ZAOYEEEIT EEDO AT —F XA LED #H8 LE T, 77351 A2 Cisco Cloud |Z#%54
HE AT —HALED BNfkIZD < Y LR LET,

BEN D 5581, AT — 52LED75>7J‘I///@&@@ JIR L. T 734 A7 Cisco Cloud 12

B Lo Elc20ET, ZOHREIE. Xy NI 5 —TNURA =YXy M1/ AV
&—7:4kaWN%?A’%ﬁéhfwé’&%ﬁiLi# ?/%7 7 =7 V%
WU, 10T B L THTF 234 A2 Cisco Cloud ICBIFE L2 WA 1T, IT ZPP IR L
T<Eéwo

Bl coos&LUD—%vFTOE Y 3 =5 %ER L= Firepower Threat Defense 0 &R



| coos&Un—%yFFOEY 3 =24 %R L1 Firepower Threat Defense O &R
coo g BAERERTTS

RDBERY

ITHSH L #A& 2 > T, MAWFO XA LTA LTI T 4 €T 4 MR LET, KD
CDOEFHEL L HhICala=r—ya VEtBZEATILENDHY £9°,

c ZDHAT HSET T DH L. CDOEHE X Firepower 7 /34 A% U £ — h Db ER L OVE
BTXALH R0 ET, “HTETTT,

CDO E¥EE . EAERBZTTI S

U T NESEMH LT CDO T /3 AEE AT 5 & 7 /34 AL Cisco Cloud @ CDO
T v MCBEEM T SN E T, OB N FTID & 7 — 7V T L CEREZ 4 1215
L. EDOT A AL Cisco Cloud IZHEe SN E T, £, 7F 2 MTT TIZBERMT 5T
5728, CDOIZL 5 TT /A ADORENBEICFE S vE T,

INT, CDOEZHERALTT A RAEZREBLIOEHTEET, 723 T, iHMig A&
AEBHLTWAEGAEIL, WEETZTA B AZEIG L, 73 AZT7A v A2 5325 FlA%
SETTCEET,

= A

TG4t ADETE
FID 1. FA L ADBABLIONT AL A F— L O—E B EARRICTHY AT A~v— |k
VI RNT 2T FABL U EERLET,

Uy — U hR BT H & License Authority 12 > T ¥ — 1 & License Authority [ D815 12 fF
HAEN2 IDFERAERBITSNET, o, @URKRET VY My y—URFED Y THR
\i—g—o

ERIFA B ATAEBMICEENE T, Av— I A BV AT, £EWAL TWRWERE O
FEREZfE T £, Cisco Smart Software Manager (Z&$kT 5 &, T<IZT7A4 B ADOfH%
s CE LT, /o, BTIA B RZMAT LI LB TEET, Zhick > T, #rEDEH
BLOMEHNFREICZRY | BEFEOREBICLDEILER R RV ET, ROTA B A EMRL
TLEZEW,

cBE X2V T7 4 A7 YUY = AL Cisco Firepower DAL IPS
CRLIIT b ENTEFR Y U= I OEER~ LY =T B (AMP)
sURL:URL 74 NVZ YT

* RA VPN : AnyConnect Plus, AnyConnect Apex, & 7% AnyConnect VPN B,

VAT AEDTA BV TOFHMIOWTIE, [FDM a7 4 7 Lb—ay A4 K] 258
LTL &,

15 H B HIIC
» Cisco Smart Software Manager (<~ A X — 7T 7 hEFHE T,
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://software.cisco.com/#module/SmartLicensing
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A4t ADEE

EETATY NEBRLTRVWERIE, 2OV 2227 )y LTHLWT AU b
v 7 v 7L TLE &V, Smart Software Manager Tl #fkO~A & — 7o b &
Ec& £,

s (a7 IAT AT I T EER L CAMEESND) HEAHFHAT I, ZHHO
VAaAZAvw— KV T NI 2T TA BT T TR 5 (3DES/AES)
FTABAEFHTEALENRDY 7,

*CDO T NA A%EA LV AR—RTDHETIHIMT A v A% H L E9, Smart Software
Manager [Z 8§k 3 2BMD 7 A & AL, CDOIZA AR — R L THEET 2 RN EER
TAVLENRDHY £7°,

FIE

ATy Tl BENDORAY—F TA® VT ThHT U M, BRERITA BV AREGEENLTWD Z L &
RBLTLEEL,

FA v AT VA IETIBGERIEN ST NS AZWA LTS, Ax— Y7 by =T
TARD T TAT MY 7 SRTWET, 2L, BETIA v AZBNT 55
D& 555 1%. Cisco Commerce Workspace T [t & Y U 22— 9 O (Find Products and
Solutions) |FREE 7 4 —/V REFEHLET, WOTA B APID ZRBELET,

K6:54 Y ABER

Find Products and Solutions

L-FPR2ZK-ASASC-10=

Search by Product Family | Search for Solutions

GE)  PID BNHEOMNLRWEEIE, HEXZTFECTPID ZEMTE £,

s B, N =T BROURL 74 £ ADOMAEDE
« L-FPR1010T-TMC=
ERROPID OWFNNZEIIEMT D & ROWT DO PIDIZH G 2 ~— 2D
YITRAI VT a v ERIRTEET,
* L-FPR1010T-TMC-1Y
* L-FPR1010T-TMC-3Y
* L-FPR1010T-TMC-5Y

* RA VPN : [Cisco AnyConnect Ordering Guide] #Z L T 72 &0,
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https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home
http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
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sttvzoiz |

AT 72 Smart Software Manager T, Z DT /A AZBINTHET o NOBEN—27 E2FRL
Tav—L%7,

a) [ >V (nventory) 127V 27 LET,

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) [&f% (General) | # 7 T, [#HH b—2 > (NewToken) %27 V7 LET,

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

Token Expiration Date Description

NWU1IMzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

ATTLTHS [ b—2 »%&{ERK (Create Token) 1 %7 U v 7 LET,

Create Registration Token -

This dialog will generate the token required to register your product instances with your Smart Account.

\firtual Account:

Description:

= Expire After: 30 Days

Enter the value between 1 and 365 but Cisco recommends a maximum of 30 days.
Allow export-controlied functionality on the products registered with this token €

« [5%B3 (Description) ]

« [EZhIBR  (Expire After) ] : #EXE{EIL 30 H T,

[ZD b= TGRS LT B Tl A BB RE 2 FF T 9% (Allow export-controlled
functionality on the products registered with this token) | : @R S{LFFAI S AL TV S
DFETRH 2 T IA T VAT T T ERICLET,

F—=2 3 A X P UIZBIE N E T,
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https://software.cisco.com/#module/SmartLicensing
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d) b= OLMCHIRAITA 2% v 27 LT[h—2 2 (Token) | XA T RI ARy
I 2FME, Fh—27 v IDEZY vy TIAR—RICabt —Tx5 L9512 LET, FID OBREEN
VB L X IZHOFIETHAT L7202, 2O F—27 0 2H#FEL T X £ 1,

B7: b= oDRR
General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
M]M3ZJIhYTITZGOdOSUDY]K2L@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions ~

X8:r—HrDaE—

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press cirl + ¢ to copy selected text to clipboard.

ATv T3 CDOT, [T/ ALV —E A (Devices&Services) |27 Vv 7 L, 74 2A&fH5T2
FTD 734 A& @R L £,
ATV T8 [THALADT 73 (Device Actions) |31 T, [T7A B AD4EHE (Manage Licenses) ]
7V w7 L, BEmEOERIZHE S T Smart Software Manager 70 H AR SNz A~— N7 14 & Y
AHE AN LET,
ATY TS [T/ AD%EE (Register Device) 127 U v 7 LET, T4 A LRMT 5 & BRRIEN
(4274 (Online) | IZZEbHY £7,

[TA & ADEE (Manage License) ] X— IR £9°, T35 ZABGEEHFITRD A v —

DERRSNET,
Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

ATV T Av— b TA B ANRFID T A AZEFICHEAEIND &, T/, AD AT —F AT [HEtik
I, 143727 A A (Connected, Sufficient License) | & F/rENF£d, LEISLT, £h
ENOF T a T4 A0 [GRE/EZN L (Enable/Disable) | A7 A X2 ha—L% 7
Vw7 LET,
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ssevzngz |

r 1
Manage Licenses fod-650-115-1843-181 )(
[} eched Last Sync: May 26, 2030 4:24:08 PM

Refresh Licensas
Mext Sync: May 26, 2020 4:34:05 PM 3
Base License G Threat
STATUS: EMABLED ALWAYS STATUS: EMARLED

They perpeptial boprne i3 inchaded with the This kcense aliows ywea b perform ininsiion
TS Of Tt YyShem. You musk hane fs e el Prevention ied b coniml Viu
e bp configure and une the deacr 1t it harwn This Bconme 5o apply ntrusion
Coreevs Bl MEBNLNES MO Eowened by SubSorgon PObCiES M BOCeSS Nobid. Vou MSO st Rdres
[Ee Excnuwﬁﬁ R ipodiciey Tral control
Inchadey: Dasn Furwaall Capatabtios, . ek o

Appheition Viiddy dnd Contnoel Irschodak: Intrusioe Prodesy

O Malware o URL License

B | staTus: ENABLED L , STATUS: ENABLED

Thes Boensa sows wou b pariorms Cios Thes boorse lgws win b Coninsd weh Mooess
Atwgncad Makwarn Protecean (AMP) with hamed on LI categronan s rapulason.
AR for Firapones snd AMF Trsst Grid. You Tt W Iy indivacusl URL alone. You must
st have they Bcpnse 50 apply by policies havg this Boenss 10 cepioy scoews nules Pl
it chenect el Dok mistwade m Bl Fitier wosly rafle Daded on Calegory B
ranamised over your network TRt

Inchades; Fibg Poboy Inchaias; URL Reputation

@ RA VPN Only License e RA& VPN Plus License
B STATUS: DISABLED @ ) sTATUS: ENABLED

ArrpConnect WPM Only Bcenss includen baslc Al onnacl Py Bcensa inciudes bass VPN
WP SiAREd SUCh B delE B D= Snaces W Wi oihed fon-APH serdces
ltluﬁ:llﬂ'mlmmmlﬂ party IKEw3 such an the f Miohwork Accasy
remote Bocess VPN Peadend suppon), nated Manager S02. 1A supplicant, the Clowd Web
netendk deticiion, Bask devics conBext Sacunty moduls, and the Cisco Umisells
Cofler Do, B Federal Infoimatan PIOCsasing R are] iPasdiuis

Seanclarch (FIPS] complance.
Inchades: HA-VPR

Inchodan: BLA-VPH

A RA VPN Anex | icense
ol > |

« [t (Enable) ] : CiscoSmartSoftware Manager 7 7 > NI T A B A& % ek L, il
SNTHEREDNAN R0 F9, T4 BV AL > THIBEIEND R >—%FHEL, BT
TET

o [M5h{t. (Disable) ] : Cisco Smart Software Manager 7 /1 7 > kDT A & L A Z B EFARER L |
T S T HEREN TERNIZ 72 0 37, HLWARY O —DOEREDRE L, TOMEEEZHHT 5
RNY—DREMS TEEEA,

*RAVPN 7 A £ ZAEFI LTeHEE, HT 2748 202 A7 ([Plus]. [Apex].
[VPN B (VPN Only) ]. 720X [Plus & Apex (Plus and Apex) ] Zi®IR L E7,

HREEBNCTHE, T T MITA B ARG [74Jzyz@FﬁH aryro4
7 > AE (License Issue, Out of Compliance) ]’\_‘/%Eﬁbt IR DIELERL A 72— V)%
FRENET,

Device Summary

Smart License

LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11:57 AM
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?
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B cozemLEF s z0EE

AT9 T [TA4 2 ADEH (Refresh Licenses) | Zi&IN L, 71 & A1EF#H % Cisco Smart Software
Manager & [FI#] L £ 7,

CDO ZERALE=TNA RADEE

FNA A% CDO AV AR— R L7#%iL, CDO AL TF A4 2&2EHTx£d, CDO T
FTD &8 T 5121, WOFIEEZETLET,

1. https://sign-on.security.cisco.com {27 7 A L £ 7,
2. #1 L\ Cisco Secure Sign-On 7 1 7 N OIERCTERR L7z —H L LT /A LET,

3. —RAREELX AT ~DY 71OV T, [Managing FTD with Cisco Defense Orchestrator.]
ZZRLTIEEN,

RDEE

INT, FIDT A AZREL, CDO WAV R—RLE L7, ZHITEY ., FID 7734 A~
DY TINIREHA B —T 2 A A7 T RT 7 BARRMEINET, CDO ZHHLTY
ThNy =T ET 7T L—RL, @AHEEZFEL, FID 73 ADT NA AR EE v K
J—7 ) —ADEREEITVET,
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firepower-1010-gsg_chapter3.pdf#nameddest=unique_26
https://docs.defenseorchestrator.com/Welcome_to_Cisco_Defense_Orchestrator/0030_Managing_Firepower_Threat_Defense_with_Cisco_Defense_Orchestrator
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