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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1
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Hello admin. You must change your password.
Enter new password: **kkkkkx
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Your password was updated successfully.

[...]
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scope ssa

show app-instance

il -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65
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YRV T 7R A (RTITNE) LI3RRL A =T oA RN T 5%
B By MYy T4 P FORTRICFH TRET 2LERHY £,

[IPv4DRE (ConfigureIPv4) |: iAo % —7 = A AfADIPv4 T KL A9, DHCP
EHAT O, FTRETFITRAEYT 47 IPT RLA, 7 Xy b~Rx7, BIY
TF=RUz2A B ANTEET, [4A7 (Off) [ZHINL T, IPv4T RLAZFHE LR
EVWIHIBRBRBELHVET, By N v 7T 4 P— NEFEH L TPPPOEXZRET HZ &
T CcEFERA, £ HF—T 2 ANDSLET L, F—TNET L, £72IL ISP ~Dih,
OEEFCICHERE ST Y, ISP PPPoE A L TIP 7 KL Az L TV A 54
%, PPPOE NULBEIZRHGENHV T, U4 P — FOETHIZPPPOE 5% E TE £
7T

[IPv6DFE (ConfigureIPv6) ] : SMEA > % —7 = A A DIPv6 7 KL AT, DHCP
EHAT 0. FEFETRAYT v JIPT RLA, L7 4 v 7 A BIOF—
YA B ANTEET, [4£7 (Off) [ZBINL T, IPv67 FLAZRELARNE W
DB L H Y T

2. [BEA 42— x4 R (Management Interface) |

1) E— b Threat Defense = & % Management Center O & .
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. Device Manager % FA L /=B /i[5 E

ATy TH

ATvT6

CLI THIMIRR E & EAT LIcha, A V4 —T =4 ZAOREFTFRRINEEA,

Fe B A =T 2 A ATIR—= X T 7B RAZAMILIEHAETH, HHA L F—
Tz A ADFENMERSINET, e, T—H A H—T A AEH LTy
TU—URBHTN—T 4 VT INDEBRNT 74w 71, T—HA L F—T A A
DNS H—_—Ti37e<, A % —7 = A A DNS $#— —%ff ] L T FQDN % fi#
WLET,

[DNSH#—,% (DNSServers) ]: VA7 ADEET KL ZAHO DNS H—3, 4 wifiEsH
W21 2LLEDODNS =07 KL AZ AT LET, 7 74 /L M OpenDNS /X7 Y
7 DNS = _Td, 74—V REREL., T 74/ MIELTZWEAIL, [OpenDNS
ZfEH (UseOpenDNS) 1% 7 U v 745 &, 74—/ FITHEIRIPT RLARY m—
RENET,

[77 AT UA4—LiKA 4 (FirewallHostname) |: VA7 LAOFBT KL ADKRA k
4 TY,

b) [REZIEXE (NTP) (Time Setting (NTP)) | ZfXE L. [IR~ (Next) 1227 U v 7 LET,
1. [#A LYV —r (TimeZone) |: VAT LDHA LY — L ZBIRL£7,

2. [NTP¥ A ALH—,% (NTP Time Server) |: 7 7 4 /L h® NTP % — & fHT 250,
HLTWANTPH—DT FRLAZFETANTL0ZBRLET, Ny 27T v 7 H
WCEBDOY—N"EZBINTEET,

c) [EEAETIZ 90 H W ORI A BA4A (Start 90 day evaluation period without registration) ]
ZIEIRLE7,

Threat Defense % Smart Software Manager [Z 8§k L 72\ T 723V, T_XTOT A AT
Management Center CHAT S E T,

d) [#7T (Finish) 1227V v 27 LET,

e) [7 77 R&EH (Cloud Management) |E721L[A 4> K7 v (Standalone) | %&EINT 5 X
IR HIE T, Management Center DEFERIZDOWNTIE, [A ¥ > K7 12 (Standalone) |
ZBEIRL T 6, [Gotlt (TH#) 1 Z&INL 9,

(WMEIZRLTC) A X —T 2 A AEHRELET, [T/3 A (Device) |>[f > F—T =
A4 A (Interfaces) | DEIA > H —T = A4 AEBR LTI IV,

BHA LA —T oA AZE, T—HFA X —T oA AIRESNTZT — N = A BDLETT,
F7 4N NTIE, BEHA LA —T 24 AXIDHCP S IP T KL AL — = 2ZE L E
T, DHCP 267 — h U = A ZZE L WGEE (e 2, BEA VX —T oA X% %Xy b
T—JZIZHR L TCWRWES) | F— MU= A X T 74NV N TT—F A 2 —T = A AT}
D, LR ETHLEEHY FHA, DHCPA L7 — T = A 22 L72GEIZ. (Vb IZ®
BALH =T oA RTHHIP T RVAZHEL, ¥— NV A 2T — XA X —T oA R|Z
RETHVLENRDHD T,

TRV T IR AMERT HINTE IS DA o H—T = f AEETBMDA v H —
T2 A AEFRET DHHEEE. [T3 A (Device) ]&EIRL, [ ¥ —7 A A (Interface) ]
OV~ —DY %7y 7 LET,

. 1) £ — b Threat Defense |Z & % Management Center O &
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Device Manager % {& /i L f=EAITEXE .

Device Manager (23172 A % —7 = A4 AOFREDFEMIT OV TIL,  [Device Manager T?D
T7AT U4 —IVORE] 5L T ZE, Management Center (27 /3 A& BEkT 5 &
Device Manager DO EIXRFF S IVER A,

ATy 7T1  [TNAR (Device) | >[PRTLERE (Sysem Settings) [>[FREE (Central Management) ]
DONAIZEIR L, [#i1T (Proceed) 1 %27 V v~ L T Management Center DA FEE L £ 77,
ATwv 78 [Management Center/CDOME¥H (Management Center/CDO Details) ] ##% & L £,

1) E— b Threat Defense = & % Management Center O & .
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1) &— b Threat Defense |Z & % Management Center O & |

. Device Manager %/ L /=A% E

5: Management Center/CDO 0 5£#A

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes () No
Threat Defense Management Center/CDO
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDOMD KRR B FEIZIPT7 FLRAZH > TLVET H (Do you know
theFMC hostnameor IPaddress) ] C, IP 7 KL A F 72134 A b4 A& f#H L T Management
Center |IZEETEZ 525 A% 1LV (Yes) 1% 7 U w2 L, Management Center 75 NAT D1y

. 1) &— I Threat Defense [ & % Management Center O FE B
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b)

c)

d)

Device Manager % {& /i L f=EAITEXE .

BIZHDD, RXT Vw7 IPT RLUAELIIEA FARLRWEAIL[WNZ (No) 1227 Y v
7 LET,

WIFIE D TLS-1.3 B SALEE T v RV & 2 BOT 3 ARICHESLT D121E, 27 Th ]
BLLEDT N4 A (Management Center & 72 (% Threat Defense 7 /34 &) (ZE|ZEFEZR IP
7 RURADBLEETT,

[V (Yes) 1 #BIRLEHGE1E, BEEUA2—/ICDODRR FRENPT7 FLREASLE
ﬁ—o
Management Center/CDO &8k ¥ — % E L 7,

Z O F—|%, Threat Defense 7 /3A A Z X5k d % & X2 Management Center C b 157E 3 51T
B AR OBERF— T, B —1L37 XFLUTICT20ENH Y 3. A7
FATIE, BT (A~Z, a~z, 0~9) . BRUOANA T2 () RENRDHYV ET, ZDID
I%. Management Center |28k T 2HE DT NA AHEHTEET,

[NAT ID] #4587 & L £ 7,

Z ® ID I%. Management Center THIFET D2EED 1 EIR Y OXLFHITT, WTNroT
INAADIPT RVADRERET DG, D7 4 —)V RIINATT, MFDOT /A AD
IP7 RLARDN->TWDHHATH, NATID 25845 Z L 2453 L 9, NATID i
37 LFLATICT 20BN S £7°, ARRCFITE, BT (A~Z, a~z, 0~9) | B
FONA 7 () ERHY ET, ZDIDIX. Management Center |25 EkT DD T /A
ANIHMEATE EH A, NATID (X, IELWT A AL DER CTHDH 2 & 2 ERT 57
DIZIPT RLAEHAGOETHEHENET, IPT KL A/NAT ID ORGEHIZD A, %
=N T v INFET,

ATY T [HEHOERE (Connectivity Configuration) ] Zi%E L £,

a)

b)

[FTDAR A R4, (FTD Hostname) ] Z45@€ L £,

Z ® FQDN X, M1 v % —7 = A A, F£7-1% Management Center/CDO 77 XA >~
B—D A RAAICERIR LA v X —T oA AR SN ET,

[DNSH—/3— 7" )L —= (DNS Server Group) ] #+5& L £,

O I N—T &R 50, L WI—T&ERKLET, T 74/ D DNS 7 /L—
7% CiscoUmbrellaDNSServer Group & FE(E4U, OpenDNS H— N—RNE FE L E T,

COREICEY, T A H =T A ADNS b—R_R—NREINET, By T v
74 P—= N THELLLEHEDNS r—_—%, BEH N 70 v 7 IEHENET, 7—4
DNS #— 3—(X, DDNS (BREINTWAHEHH) T2 —7 A AT I
28X VT 4R —IEHENET, BHRIN T T4 v I T =X N T T 4 v DMK
DIERA B —T = A ARKE T DNS = R_—(ZBET 5720, HBHIZEHLZL O LH
U DNS ==V —T % RIRT D[R H Y £5,

Management Center Ci%, Z @ Threat Defense ([ZH| V4 TH 7T v M7+ —LARERY v —
TTF—H#A B —7 x4 ADNS P — "= E I FET, Management Center |Z Threat
Defense BN 5 &, m—UAREPHEFRFSIL, DNSH— =27 T v b7 4 — L5%iE
AU —lBmsivE®A, 7272 L, DNSERIE % & Tp Threat Defense [ZE T 7 > b7 4 —
LRERY) —ZH VY THE, ZOREIZL>Tr—IAREN LHEEINET,

1) E— b Threat Defense = & % Management Center O & .
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. Device Manager % FA L /=B /i[5 E

ATy 710

ATy IN

ATvT12

Management Center & Threat Defense % [Flifl St 2 121%, Z O%EIC—HT % L 912 DNS
T N THA—LREET VT A TIIRETDH EaBEIDLET,

F72, m—H /L DNS H—s3—F, DNS H— =25 TRt S5 81c o R
Management Center CEREF S AL E T,

c) Management Center/CDO 79 2R A VB —T 4 RIZHOWTIE, IMH (outside) ] % i8R
L/\i‘a—O

WREFEHLDEEDA VA —T oA AZBERTEETN, ZOHA RTHEHANBEEHA L T
HZ EEFIHEE L TWET,

LT DOT =2 A4 =T oA AZBIRLIZGAIE. 774V M— FEBILET,

AVHE—T oA AZBBT DT 74NV IM—ERDDH I EEHERTHEIICRDDLA v E—V
MWFRSNET, SMFEZBRLUZGEIE, By My 7O 4 P—FO—BREL L TZOL— R
TTCICHESNTWET, BIDOA o Z—7 = A 2% L7285 1X. Management Center (4%
BET DRNCT 74V hb— b &2 FE)CRET DLENH Y £9, DeviceManager (23517 H A ¥
T A v 7 )— FOREDFHEMIZOWVWTIL, [DeviceManager TD 7 7 A 7 U+ —/VORE| %
ZHLTESN,

[#A 5 v ZDNS (DDNS) J:miBEN (AddaDynamic DNS (DDNS)method) %7V v 7 L
i‘ﬂ—o

DDNS (X, Threat Defense @ IP 7 K L AN 2 8 7255512 Management Center 7355 2 fEfifi K
AA >4 (FQDN) TC Threat Defense ([CR|ZETEX 5 L9 LET, [T /354 A (Device) 1> [
2T WNFRE (System Settings) ]>[DDNSH— 1t % (DDNS Service) | 2% L T DDNS % % &
LET,

Threat Defense % Management Center (23813 % AijlZ DDNS Z % &7 5 &, Threat Defense (%
Cisco Trusted Root CA /32 R/Ly 63 _RTOEE CA OFEHEA HBEIRIZEINT 572, Threat
Defense (% HTTPS #%#t0 DDNS $— S —GE #E A4 #REE T & £ 9, Threat Defense X, DynDNS
UE— b APLHAR  (https://help.dyn.com/remote-access-api/) % 9% 9T ?D DDNS ¥ —/3—
VAR —HFLET,

[#%#¢ (Connect) %7 U 7 LET, [BEFAT—F X (RegidtrationStatus) | %1 7 27 H v
7 A1Z1X, Management Center ~DY) Y HR 2 |2 T HBIED AT — X ANRERINET,
[Management Center/CDOZ £%E%E D 1RTF (Saving Management Center/CDO Registration
Settings) | D AT~ 7 O%, Management Center [ZBEEI LTV 7 A4 7 V4 —/LZBILET,

Management Center ~DU) W Bz % % ¥ /T 55E1%. [BEkDO X ¥ /L (Cancel
Registration) %2 U v 27 L7, Fv B LANEAIL. [Management Center/CDOZ §35%
ENDREF (SavingManagement Center/CDO Registration Settings) | D AT v 7N T4 5 £ T
DeviceManager D7 7 UH D 4 RUZP LW TLZEW, UGS, 7ot R E—KHsE
1t L. Device Manager (ZF-##6E L7256 DA SV E T,

[Management Center/CDO& X E D R7F (Saving M anagement Center/CDO Registration
Settings) | D A7 v 7 DI Device Manager (ZH6t L7 £ £12T 5546, £ D% [Management
Center £1=1ECDO & M IEFE R (Successful Connection with M anagement Center or CDO) | &
AT TRy 7 ARKIRIHL, Device Manager 7> LYW SivE 7,

. 1) £ — b Threat Defense |Z & % Management Center O &
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cuz@mAL-EnEE [

6: EEER

Registration Status ?

Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

CLl Z{E M L =FHIRE

ATy 1

ATy T2

ATvT3

vy N7y TP REFEHLT, BEHIPT FLA, Y~ U =A, BIXOZOMOIEAR
Xy N —=UREXITVET, PIEECCLIZHT L, BHA VX —T oA AL v R —
X TIEAA B =T 2 A ADFEDHDPRFFEIVE T, Device Manager (7.1 LARE) % ff
ALy N7 v 72FETTHE, BEHA VI —T oA ABL O —Vx T/ A A
VHE—T 2 A ADREIIIMZ T, EFELO 7= 9|2 Management Center (28] Y £ 2 72 & X2, Device
Manager C5& T L7cT_XTDOA ¥ —T7 oA AREDRFFSNET, 77X v ba—b
R =R EDMDT 7 4 /v FREIRFFESNRNT LITER LT ZE 0,

FIE

T AT U A —NVDEREANET,
(G¥) Threat Defense Z#]D CEENIT 5 & &%, #IHMLIZH 15 ~30 5000 £97,

=1 — LR — | C Threat Defense CLI (Z#55: L £,
21 —)LiR— ~E FXOS CLI (Z#5f¢ L £,

2 —H—% admin B LOVIAY— K Admin123 Ta /A > LE 7,

WHTFXOSIZu 7 A LIz &iX, WAUV—REERTLHIHIROONETST, ZO/ AT —
KiZ. SSH @ Threat Defense & 74 I bEHA S VE T,

GE) RMAT—=RRTTICEREIN T THONRLRWERIL, T, ZA&HA A =L L TR
AT —=RETFT 7NV My NTEHILERHY £, HA A—JLOFEIZDONT
X, FXOSDO T TNV a—T 407 A4 RZEZSHRLTLITEE N,

1) &— | Threat Defense [Z & % Management Center 0 J& B .
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1) £— k Threat Defense [= & % Management Center D& |

1 :

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **xkkxkkx

Your password was updated successfully.

[...]

firepower#

Threat Defense CLI (Z8E55E L £,
connect ftd

1

firepower# connect ftd
>

Threat Defense IZf]OCTu A o35 &, = Ra—F—F 4 28K (EULA) IZ[RIE L.
SSHESG A L TV AEAIL, BHE SRV —REZEFETILHCROLNET, FOH#
EEA ‘/5'~7:c4’10>3)’%7£ﬁﬁ@ CLIty N7 w7 A7 U7 "RFEREINET,

T—=HAE =T 2 A ATYX =X TV BERAEHNILEGETH, B X —T A R
DREMER SN ET,

GF) BREZZVT (TelziE, A A—VEFERLT L2 LICLY) LRWAED, CLItY
T o704 = REHYIRTZLIETEEFA, HEL, ZUHORET UL, %
225 CLI T configurenetwork =~ > RAfi ] L TZ®E T& ¥, Cisco Secure Firewall
Threat Defense =~ > KU 7 7 LU 2B LTS 7ZEVY,

T 7 4 MEETIZLENZ AT Lizf@n3 7 v aNIicFrSnE 3, UEICAN LIZfEEZ 0 F
I 285515, Enter 2 L £9,

WDOHA RT7A4 BB LTLIZEN,

* [IPv4% 3% E L E 95?2 (Do you want to configure IPv4?) ], [IPv6%i%E L £795? (Do you
want to configure IPv6?) |: TNHDX A T DT RLADMRL b 12y EZ AN LE
T, BEHA L Z—T 2 A ZAEERT L TENLWEAETH, 774 X—K T RLARED
IP7 RUVAZRET DMENRDH Y £,

«IPVA I DHCPBHAFIEIFENDEL L THRELFI N ?2IPV6 X DHCP, JL—% ., FilE
FHOENTHRELEITHI?  [FE (manual) | Z@BIRLET, BHA L H—T oA AN
DHCPIZRE SN TWDHIGA, BHHADOT — 4 A VX —T oA AERETHILILTEE
A, ZIUZL. data-interfaces THDHMENH DT 7 4/ bb— 5 DHCP r—/3— b
ZELIELV— P CLEESNDAEMERHDL72DTT,
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| 1) &— | Threat Defense [Z & % Management Center O &

cuxwmL-Baae [

EBA V=T IAADIPVAT I T — DA EANTIIEBSA V3 —T A
ZO)IPVG’f— oA %AN: 7— FU=ANdatainterfacesiZ7e s L9 IZRE L £,

DRET, ~F =V ¥ TIEVAT—Z AL H—T 2 AZ@BLTCHEETED LT,
/\/771/~/%§: LCEB NI 7 4 v 7 iRk LET,

[TNA A — NV TEBE L E7 72 (Manage the device locally?) ] : Management Center %
FHT 521X Thol ZATILET, yes& AJ1T % &, RV IZ Device Manager % fii 9
ZD — k ‘—fzﬁ D i—é«o

[T AT UA—NE— FEHRELETH? (Configure firewallmode?) ] : routed & AJJL
9, M~ F—V ¥ T 7B AR FI, V=T v R 77 AT U4 —)L T— KTOHPR— |
INTWET,

&1

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.
You must configure the network to continue.
Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do
Do

you want to configure IPv4? (y/n) [y]:
you want to configure IPv6? (y/n) [yl: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If

your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration
- add network discovery
- add system policy

1) E— b Threat Defense = & % Management Center O & .



B cuzemirsaz

ATvT6

1) £— k Threat Defense [= & % Management Center D& |

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

VR —=Ux T VR ARHOHNEA =T A AERELET,

configure networ k management-data-inter face

ZD&, IMIA L F =T = A ADIEKI R A Y VU=V BIEEIT O L OITKROLH T T B

FRINET, ZOa~xr FOEMIZOWTIE, ROFFMESRLTIZIN,

T B A E =T A AEEIMENT 556, A ¥ —7 = A A TIEDHCP 2 H
TEFEHA, 9Ty 87T v TRRICIP T RLAZFEICRIE L > 72851, configure
network {ipv4|ipv6} manual =~ > RZEH L CHANCHKETEET, BHEA ¥ —T =

A A — F U = A % data-interfaces (TR E L7g o 7o H/1E, 22 TCZoavy
LET,

bR

Threat Defense % Management Center (ZiB/19 % & | Management Center (A1 > % —7 = A

ARE A B—=T A A EPT LA, F— b7 =A ~OFH)/L— k| DNS H#—

/3=, DDNS #—s3—72 &) ZMith L TR L £9. DNS = S—BIEDFEMIC SN T
X, WEZSW L T 7Z 3V, Management Center ClX, B TR —T % 77 E8A A & —
7 = A AR AT TE £33, Threat Defense & 7213 Management Center 238 BRZ#5E D Ff

WESLZWIT D KO REFEZMARNE I LT IS, EHEER A il S iz

5ia

Threat Defense (ZiELLRTO BB 218 T3 5 configurepolicy rollback =< > R & L E

‘ﬂ—o

DDNS ¥ —/"—F D URL % ET 5 &, Threat Defense i Cisco Trusted Root CA /N2 K

NS TRTOEE CA OFEFAEA BEIIZ BN 572, Threat Defense | HTTPS #f5¢
@ DDNS H—/3—ZEBE % MEE T & £9°, Threat Defense (X, DynDNS U E— k API {1k
(https://help.dyn.com/remote-access-api/) #3259 TDDDNS —/—ZHR—F L

i‘j—o

Zoavw R, T—%] A X =T x4 ADNSY—NR—%ZHTLET, B T v

A7 U7 T (F£721F configure network dnsservers =2~ > K& L C) RELLE

FEDNS r— "3, BN T 74 v 7 IR ENET, T —% DNS — 33— X

. DDNS

(BESNTWVBES) FRIFDA v A —T oA AZBAINDIEXF 2T 4R 2—

WA S ET,

. 1) £ — b Threat Defense |Z & % Management Center O &
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Management Center CiX, Z @ ThreatDefense |2V 4 THF T v M7 4+ —AFERY v —
TTF—H# A H—7xAAXDNS P — N—P3E I FE T, Management Center |~ Threat
Defense ZiBMY % &, B—A/VBEDHERF S, DNS— =37 T v b7 4 — LIE
AU —lTBMSNEEA, 7272 L, DNSEIE % 7 ¢s Threat Defense (22 T/ 7 v h 7 4 —
LRERY —2HIVETHE, TORFEICL>Tr—IAREN EEXINET,
Management Center & Threat Defense Z [FH] S 2 121L, ZOREIZ—ET 5 L 92 DNS
TTRNTA—LREET VT ATIIRETDHEHBEIOLET,

F72, B—H/VDNS P —/3—[L, DNS H— =B TR S -8 E DA
Management Center CHREF SN ET, 72 & 21X, BEHA X —T oA AEFEHLTT A
A %84k L. £ T configure network management-data-interface =~ > K&ff L CF—
BAH—T 2 A A%FHE LT, Threat Defense #X7E & —E 7% & 912, DNS H#—
N E T T D OFE DT T % Management Center TF8) T ET DL ENH D £,

BH A #—7 = A AL, ThreatDefense % Management Center (Z88k L 727210, EHELA >
B—T 2 A AFTINDOT —H A L F =T =2 ADVTIUNICEETEET,

Ty Ny T 4P = R THELTZEQDN N DA F—T = A AEHENET,

avy RO—HE LTFAL AREREEZ VT TEXET, 04733 HAY S
FUATHATE S48, B v b7 v ZRmE ORI LR T 2 &,

T — HEH A B4 A 12i. configure networ k management-data-inter face disable =2~
Y REANLET,

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

51

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

1) E— b Threat Defense = & % Management Center O & .
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Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(EE) $FED> v b7 —7 L® Management Center ~D7 —4% A L H—T = A AT JEA
ZHIR L £,

configure networ k management-data-interface client ip_address netmask

TN RTIE, TRTORy NI =7 BFFAESNET,

Z O Threat Defense % & Fi9~ % Management Center % H5E L £9°,
configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]

« {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Management Center.Management Center % [H#27 N L Af5E TX e WAL,
DONTRESOLVE Z L 3, W7o SSL i HALfE T v 1% 2 B DT /A AMIC
ST 212i%, 272 < TH 1 AL EDT /34 X (Management Center & 72X Threat Defense
) \ZEIEFEAREZR IP 7 KL ARWMEETY, 2D~ KTDONTRESOLVE Z45ET 512
WX, BIERREZR IP 7 R U A FE /iR A b4 ) Threat Defense (2% T,

« reg_key : Threat Defense % %§%9 % & & |Z Management Center CHIFET DIER DT ¥
A LBEEF—ERELET, BEEF—1X37 XFUTICTHIXLERDH Y £9, BT
WZiE, T (A~Z, a~z, 0~9) \ BIOANA T2 () REVRHY 7,

* nat_id : Management Center CTHH5ET 5, EET—ED 1R OXLFHZHEE L £,
BFHIZT =2 A 2 —T7 oA A&MEHT 5561, B8k I Threat Defense & Management
Center D] J7 T NAT ID ZHET 24N H D £, NATID (3 37 LFLUFIC T 242N
HYET, AHRILTFITIE, BT (A~Z, a~z, 0~9) | BRUOANA T2 () 2 EDR
HVFEF, ZDIDIX, Management Center [ZEEXT HMOT A A IIEHTE EHA,

51

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

FNA A% ) T— P HAITHEE TE S L 51T Threat Defense v v FF 7 LET,

VAT A EBYNCY vy NE DT A ENEETY, BMICER T 7R\, B A

AVFEMLIEVTEE, BRR T 7AN AT LAOBRELSIER-ITZERNHYET, Ny

I 7T RTIHFICSEDO T a ANEITEINTEY, EIRT 7 7 &k \i=v, EIRZ Yk

L7Z0T25E, VAT AETL—ATN Ty y NI UTERNIEERZTEBNTLLEE

AN

a) shutdown =~ K& AHLET,

b) EIRLED & A7 —4% A LED #8£LC, Vv — Y OBFENUIM SN TND Z & &R L
x4 (LED 2NH4T)
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N |

¢ VY —YOBENIEFICUE SIS, LEISCTERT 7 7 2h&E, Yy —v b
HEIZEREZBR D A LR TEET,

XHEADA R =)L

D AKE )Y & Threat Defense 52 11 HL-> 726, A v X —T = ANDA X —F v MZ
TIRATEDLLEINE, 774 T U —NIr—7 Ve L CEBRE A T 5720 TH,
EoTBHE, FROFHEFIIREEZRE T CTEET,

274 T 94— LD — T )L

Management Center & FE 2 > B — X XU E— M OAKRMIZH U | Threat Defense (ZiFA ¥ —
o MEH CEIETE £9°, Firepower 1010 T — 7V 21T 2 121E, RO FIEEZ S L T
<TIEEWY,

7:JE— NEERBAOT —JILER

Management
Computer

Ethernet 1/2-1/8 Switch Ports
PoE+ on Ethernet 1/7 and 1/8

Ethernet 11

—

Console ports

@m@ FPRIOO0 SERES.
oofnenfue
Gl2ee

254

TWYDC =484

Modem or Router

\}

() PoE I Firepower 1010E TiI¥ AR — h STV EHA,

1) &— | Threat Defense [Z & % Management Center 0 J& B .
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FIE

VY=V EROMNTES, N RV TRENA 2SR LTIIZE N,

ATw T2 HERA v Z—T = A4 A (Ethernet 1/1) ZHNHA—Z 185 L E5,
ATY T3 NEFNA R%E AL v FAR— @ Ethernet 1/2 — 1/8 17— 7V THEE LT,

ATy T4

\f ADE

(EE) BHa a—FEary ) —LR—MEmLET,

AR, BEMICHERT A0y Y — VBRIV EDH Y $HA, 2L, T a—
T4 TICRBRIGENH Y 77,

J?iz]\

VAT LAOBRITER T — FTHEISh TS, BERAZ 13HY T A,

N

(GE)  Threat Defense Z ] CEENT 5 & 1%, MIHMEIZHKI 15 ~ 30 500 £97,

ATy I

ATy T2

1R BHHEIIZ

TN ZNZxF LT REEOEWENZHE T2 2 EAEETT (b 2, BEEEREE
(UPS) %fEMH) . BHIDOV vy N T U EITDLRWTEIN KDL &, Eﬂmew
AT LOEGEGI SR ZTAMREMERHV £, Ny 7 7T 00 RTIEEIZEZHDO T a2 %
ITENTWT, BAONRKbNDE, VAT LETV—ATI Ny y N TEERA,

FIE

B O— REF AL 208 L. BEaL bty MOESE LET,
BT — FE2ELIAT L EEABBIICAY £7,

TNA ADOHEEETIX EBICH D EIRLED 2R L9, BAICSIT LTV AEEIE. T2
A ADBIRNMA> TWET,

Power LED
| Status LED

W E @ rmon s 9|

st nanfua

GIEEE
L]
DU

. 1) £ — b Threat Defense |Z & % Management Center O &


https://cisco.com/go/firepower1010-install

| 1) &— | Threat Defense [Z & % Management Center O &
progEscks5mEE [

ATYT3 THAAAOEREINT EIBICH D AT —Z ALED Z i L £ T, #REIZALT LTV DG,
BB ARFZENC A L TWET,

PROEEABICKDFRETE

A v H—T 2 A AP U H—Fy NMIT 7 EBATEDH LIV T— FAEOEBE N
Threat Defense % 77— 7 /W #%f5i 3% & . Threat Defense % Management Center (28 6% L CT /34
ADREETET TEET,

Management Center~D 0O %5 1 >

Management Center % {# fj L C, Threat Defense % i EH L O L E5,

FIE

ATV T $AR—FINTWHT I UFEMEHLT, RO URLZALET,
https.//fmc_ip_address

ATy T2 2a—HPF—ZLXRTU—-FREZ AN LET,
ATFw T3 v A4 (Loghn) 127V v27 LET,

Management Center D 5 1 & > X DEF

FT_XTDT A AX, Management Center |Z & > T &Rk D58 122t s n x4, 47
Ta T, WOKRETA B AZATEET,

» Essentials (78) Essentials 7 1 & 2 A,

CIPS: X2 VT 4 AT VUV ALK IPS
« QI T TR : ~ v = TG

*URL Z4ILAY2YT :URL 7 4 NE VT

» Cisco Secure Client : Secure Client Advantage, Secure Client Premier, ¥ 7213 Secure Client
VPN O #

VAT A AOBMEIZOWTIEEE L <IE. cisco.com/go/licensingguide Z# M L T 7230,

15D HHEIIC
* Smart Software Manager O 7 4 7 > kBB T,

1) E— b Threat Defense = & % Management Center O & .


https://cisco.com/go/licensingguide
https://software.cisco.com/software/smart-licensing/inventory

1) &— b Threat Defense |Z & % Management Center O & I

. Management Center ® 5 1 2 > X DEF

FETHO U MEBRLTRWERIE, Vo 2&22 )y LTHLWT A Y MEREL
TL7Z&EVY, Smart Software Manager Tl kDT 17 o M ZAERCE £,

o (i T IAT AT T T EFER L CEMLEND) MEEAHEAT A2, ZHEAD
Aw—hK VT 02T T4V T THU L NTHE S (3DES/AES) 74 &
VAT TE ALERNH D T,

FIE

ATV BENODRAY— T8V T THYY ML, RBERIABANGENTNDZ L&k
LT TEEN,
TA AT, VAIEFEGERBEIEN LT AN, AEEA LB, A~— YT =T
FTA®RL YT TR MY 7 ERTWET, 2L, BEATIA B A& BNt 505
Bd HEAETE. Cisco Commerce Workspace C [T TR (Search All) [ 7 4 —/V R&EFEHL
iﬁ‘o

R8: 54 RERE

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

FEFREN G, B L Y —E A (Products and Services) | Z 3R L 77,

9:FER
e All Results
T Orders 6
[E® Invoices 2
ﬁ, Software Subsc... 1

© Products & Ser... 1

WDF A APID #HRLET,
GE) PID BEONL WA, EICTEICTPID B8 TE £,

«IPS. ~ /L7 =T, BLOURL 74 v ZADMAEDYE :

« L-FPR1010T-TMC=
EEOPID DWT N EETIZIBEINT 5 & . IROWTNHOPID Ik ST AR <— A D
Y720 T g s EEIRNTEET,

« L-FPR1010T-TMC-1Y

. 1) &— I Threat Defense [ & % Management Center O FE B


https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home

| 1) &— | Threat Defense [Z & % Management Center O &
Management Center ~ () Threat Defense ()% % .

* L-FPR1010T-TMC-3Y
* L-FPR1010T-TMC-5Y

» Cisco Secure Client : [Cisco Secure Client ZE{EH A K] #HH L T &,

AT 72 FIEOHEIE, Smart Software Manager (& Management Center % %6k L 77,

BEkAIT 9 121X, Smart Software Manager THEk b — 7 A BT D20 ERH Y £, FEMIC
DWW TIE, [Management Center 2> 7 4 7' L— 3y A R] 22 LTI,

i

Management Center ~ Threat Defense &k

fEFH L Cu 5 BEBH J77512)8 U C Threat Defense % Management Center (2 %86% L £ 97,

Yo 42yF JAED 3 =>4 %£HL - Management Center ~D 7 /3 X MDIEN

Yo 2y F Fueva=v 7 2N TLE, TAAMATHUIRELZETTHZ L, VY
T IVE 5 TT 73 A % Management Center [Z%$$% T & £7°, Management Center |, Z DHERED
7212 Cisco Defense Orchestrator (CDO) & #A SivET,

tudoyF e va=r P BERTHE UTOA X —T = AVRFARESNET, il
DOFEE NEODHCPY—N"—, 7R aryrag—LRY)— X2 TF 04— )
TRESNARNZ LITHEE LT &N,

L

e A —HXv F1/1: 48] . DHCP 2B D IP 7 KL A, IPv6 HENERE

o A —H% 3>k 1/2 (Firepower 1010 DFEIL VLANL A VX —7 = A ) [HEL |
192.168.95.1/24

e F 7 F )L Mb— |k HNEA v H—T =4 AT DHCP &4 L CTEE

Yoy FrarPa=r7 XDHCP #EHA L ET, T—F A Z—T = A A L&A A
TIEDHCP YA — h STV RN, @A AMEIIEEA V¥ — T oA AT 5551
DOHYHR—FENET,

458 HHIIZ

LT AL KW ETHZENTELL I, Al Eblo0T 78R ar br—
JL 7R Y 3 —7% Management Center ([Z5% /& S TWDH Z & 2R LET, CDOZMEH L TR
U —%BMTHZEIETEERA,

e TNRA RN T Y w7 IPT FLAFEILFQDN MR WE, I A 4 —T = A
A &9 54 1L, Management Center O/X7' Y v 7 IP 7 K L A/FQDN %R E L
(Management Center ¥ A > X —7 = A4 ZAD P T RL AL B HGE, 72L& 21X, NAT
DERIZHDGE) « T ANERBR ARG TELL2ICLET, 2R TES
VW, ZOFNEFIZCDO TRXT Y v 7 IPT RLAFQDN % ETHZ & TE £,

1) E— b Threat Defense = & % Management Center O & .


http://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-og.pdf
https://cisco.com/go/firepower-config

1) &— b Threat Defense |Z & % Management Center O & |
. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

FIE

ATy Tl VUTNANEREEMHEHLTCT A AZOTEMNT D & &iE, ROFHESRMG 27 L 0D 05
NV FET, WEILEL, A%y 7 LT, CDOICT A AZEHFBMTEET,
a) Management Center C, [T/34f R (Devices) | >[T/31 AEHE (Device Management) | %
EOET,
b) [EM (Add) ] Fevy 7 XU A=a—0b, [T/3 A (Device) | Zi&IN L E7,
) Imbeva=r7HRAD [ TNES (Serial Number) 1427 Vv 7 LET,
®10:2Y) 7ILESTT/AM REERM

Add Device (7]

Select the Provisioning Method:
Registration Key @® Serial Number

@ Step 1: Create Cisco Defense Orchestrator (CDO) and SecureX accounts
CDO and SecureX are cloud services that are required for serial-number onboarding.
If you already have separate accounts, you need to link them. Learn more
If you don't already have accounts, perform the following:
- Request a CDO tenant. Learn more
- Create a SecureX user. Learn more

@ Step 2: Integrate the Management Center with SecureX
SecureX integration is required to add an on-prem management center to CDO.
SecureX Integration

o Complete above prerequisites before registering

Cancel

d) CDO7Hvr hEERLET,

GE) BEFDOR % D SecureX 3L UNCDO 7 AV M & T TICR > TWHGEIE, £hb
EVUISELZMENRHET, THT DY 7 OFFRIZ OV T,
https://cisco.com/go/cdo-securex-link & 2 L T< 72 &1,

FET AT FRBRWEEIE, ROFIEEZFEITLTIEINY,

» Cisco Security Cloud ([H SecureX) 747> h&{ERK L E T, 1ERGFIEIC OV T,
CDO D~ =27 VEZRL TSN,

eCDOTF v rEIVIJZARNLET, HTILWCDO 7T F > FD YU 7T A MZOWTIE,
CDO D~==aT7 NVEERL TN,

e) Management Center % Cisco Security Cloud (IH SecureX) t#ALES, Vo7&V vs
L C. Management Center @ [SecureX & D& (SecureX Integration) | <— I &R E £,

. 1) £ — b Threat Defense |Z & % Management Center O &


https://cisco.com/go/cdo-securex-link
https://cisco.com/go/cdo-securex-new
https://cisco.com/go/cdo-new

| 1) &— | Threat Defense [Z & % Management Center O &

ATvT2

ATvT3

ATvT4

ATvT5

Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

[SecureXD A %ht (Enable SecureX) 147 U v 7 LCHIOT 7 U & 7 %FA X, Cisco
Security Cloud 7 7 U > MZu 7 A L, RSNl a— RefERLET, TOX—IN0%
Ry T T o7 7myN—IlLoTT7 Ry 7 SR TRV AR L TIEINY,

SRR OV TR, 2L TN,

Management Center & Cisco Security Cloud Z#t & L72#%. CDO (4 7L I A Management
Center ¥4 > AR —7 47 LET, CDOIL, EuXyFrabya=r7 Z28fESE5
722 A X | U IZ Management Center Z 422 & L £9°, CDO (T & % Management Center
DOV HR— NI, T ADOF U R—T 4 7 FERGT /314 ADFKR, Management Center
WZRHESHIT o leA 7Y = 7 FOFER, I LU Management Center OFH AR BIZBRE S 41
TWET,

((¥) Management Center /~A1 7 XA 7 U 7 ¢ X7 OEEIL, BH ¥ Y Management
Center % Cisco Security Cloud & AT HLELH Y 9,

) FEHANTWARWEAIX[CDOD#ESE) (LaunchCDO) %27 U v 73250, Hinrbr s
4 > L% : https://www.defenseorchestrator.com/,

CDONRRYy T T v 77Ty —IlkoTT7 w7 SNTWVWARNWI EEMHERL T ZEEN,

CDO #' v a/R— K (https://www.defenseorchestrator.com/) T, [4>7R— K (Onboard) ]

( + orvoors IR
[FID] %A &7 Uy 7 LET,
B 11:FTD % A4 )L

FTD

Cisco Secure
Firewall Threat Defense

[FTDT /31 A D#E A#Efii (Onboard FTD Device) | EfC, [V 7 & SO (Use Serial
Number) | %7 V> Z7 LET,

12: Y F7ILEEEER

[ | Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
= manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices

from CDO after onboarding. Learn more (£
Firewall Threat Defense

O e w 5 =
- Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
LECOIN Onboard a device using a registration Usae this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD ta a supported claud
on the device using the Command configured devices using their serlal environment: AWS, GCP and Azure

Line Interface. number.
(FTD 7.0.3+ & 7.24) {cdFMC: 7.2+, OnPrem: 7.4+)

[FMCO#ER (Select FMC) [T, U A b [ 7 L I AFMC (On-Prem FMC) | Z83&4R L,
[k~ (Next) 127 Vv 7 LET,

1) E— b Threat Defense = & % Management Center O & .
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. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

13: FMCO &R

o Select FMC Select FMC @ For more details, Click Here

[[setct -)

Cloud-Delivered FMC
Firepower Management Center (Recommended)

Connection On-Prem FMCs (7.4+) @

FMC-Securex-Onboarding-1654149835633

Password Reset
FMC-Securex-Onboarding-1658238180734

_ _ FMC-Securex-Onboarding-1681247022480
Policy Assignment
FMC-Securex-Onboarding-1681762232392

Subscription License FMC-Securex-Onboarding-1681830086235

Boulder FMC 740-48 1543

Done

@ ® 0 © o

+ Onboard On-Prem FMC

Management Center (237 U » 7 [P 7 R L A F 72X FQDN 2R E SN TWAHGA L. #IRZIC
FRINET,

14: /871 w2 IP7 KL X/FADN

o Select FMC Select FMC @ For more details, Click Here

Boulder FMC 740-48 1543 -

(IP/FQDN: fmc-techpubs.cisco.com)

@ Specify the IP/FQDN value unless the FTD is publicly reachable, running a version older than 7.4 and connected with the data
interface. Click FMC Public IP to configure FMC's FQDN.

FRA AT Y w7 IPT RLUA/EQDN BNRWEE, £ EnZyFrneya =72
BEA B —T 2 A AEEHT 554 1L, Management Center (2737 U » 7 [P 7 K L A/FQDN
DEETT, [FMC/N7 Y » ZIP (FMC PublicIP) |V > 27 %27V v 7§ %L, Management
Center /X7 U » 7 IP 7 KL A/FQDN 2R ETEET, ROXAT AT Ry 7 ANKRINE
o

. 1) &— I Threat Defense [ & % Management Center O FE B
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Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

15: FMC/X7J'") v 4 IP/FADND X E

r -

Configure FMC Public IP/FQDN P4
Selected FMC: Boulder FMC 740-48 1543

Provide FMC Public IP address or FQDN

IP Address/FQDN

[fmc-tech-pubs.cisco.com ]

FQDN preferred

@ Specify this value unless the FTD is publicly reachable, running a version older than 7.4,

and connected with the data interface.

(G¥) Management Center /N1 7 XA Z U 7 ¢ X7 DAL, B4 Y Management Center
TNRZ7 YV Z7IP7 RVAFQDN 3% ET H4EHH Y £3, CDO i L THARXE
THI LT TEERA, B F Y Management Center TRXET D LERH Y 3, %
ZRLTIESN,

ATw 76 [ (Connection) | T, T XA ADV IV TNEEELETNA AL EALET, Next] 227V v
7 L\ijﬂo

16 : $&4t

0 nnectior Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
3 h vill attel o 3 b
[ JAD253802GB J [fp-1010-1| ] onboard, then CDQ will attempt to connect to the
device
Next :
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

ATF9 Tl [INRAT—FEDYtvy k (PasswordReset) | C, [lELY... (Yes.) 227 Vv 7 LEd, , T2
AAZADHF LWRAT—REAS L, TOHLWASRRAT— REHEZRL T, [k~ (Next) | &7
Vw7 LET,

TryyFraeya =T oA, T ATFHTH L0, A A—MbSN TN L4

BHYET,

GE) 7/ 4R a7 A L THRRAT—RKE ey L, ErZyF o ya=r7 2
T DEICREEET L2261, Wz, (No.) 147 v a v 2%IRT 5
VENHVET, PuXoFrabeya=r 7 28T 53R EIIZEH D720, HA
A=V EORBERH LG EERE, TS Rl A 0T 52 LRI ESE
Ao

1) E— b Threat Defense = & % Management Center O & .
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. o 42yF FOEY 3 =25 %A L= Management Center ~0D T /31 X DB

ATvT8

ATvT9

17:18RXT—FDYty b+

Please review all the prerequisites for onboarding with a serial
number. Learn more (£

@ Password must:
- Be 8-128 characters
- Have at least one lower and one upper case letter

| Is this a new device that has never been logged into or
configured for a manager?

- Have at least one digit
- Have at least one special character.

- Not contain consecutive repeated letters
® ves, this new device has never been logged into or configured

for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding
fails.

New Password Confirm Password

TR T

O No, this device has been logged into and configured for a
manager

Use this option if you already changed the password in
the device CLI

Important: If you select this option and the device's
default password has not been changed, onboarding fails

[RY > —ED 2T (Policy Assignment) | C, KRy 77X U A=a—%2FHL T, 7,514 A
D7 7EA aybr—L R —%RR L EJ, Management Center |2 Y > —Z B L TV
720 GATX. 2 2 C Management Center [ZBEEI L, BINT 2 XERH Y £, [Next] 227 U v
7 LET,

B 18: K1) o—&|Y BT

o Policy Assignment

Access Contral Policy

[ Default Access Control Policy -

[ 7 A2 VT a A% A (Subscription License) | T, T/3 ADT A& A%ZENL
F7, Next}] 27 Vv 7 LET,

. 1) &— I Threat Defense [ & % Management Center O FE B
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Yo 42yF TAEY 3 =25 %FEA L = Management Center ~D 7 /31 X DB .

19: 9 TR ) TFoavs4E0R

© Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

GTP/GPRS, Diameter, SCTP,

v 73+F I
B carrier (7.3+ FTDs only) M3UA

IPS % Intrusion Policy

Malware Defense Gy File Policy

8 urL URL Reputation
RA VPN

Next

ATV 10 [T (Done) 1T, CDOIWCHERENDT /A AT~V &BMTE T, T4 5% Management
Center TIIEH SN EH A,

B20:47

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

Go to Inventory

Management Center C, 7 /3A A [T /34 A% H (Device Management) ] ~—IZBEME N E
To [4 X MUIZEHE) (GotoInventory) 1427 U v 27 LT, CDO NDT A ZAERKRT D
ZEHTEET, 427 LI A Management Center 7 /3 A%, EHHEAITCDO A X2 K
IR R TEET,

N A v H—T 2 ATy FTub a7 AT 554, CDOIEDDNS 72
A X —L L THREL., LT EFEITLET,

o IfmcOnly] FREZMHEH L TIHMNBTDDNS N LET, ZoHNL, Er¥ v F7rn
Va7 TR, ATORYR—FENET,

e I IP 7 R LA Z 7R A M4 serial-number.local (2~ > B 7 LET,

¢IP 7 RV A/RA N4~ v B2 % Management Center (22t L, RA RNAEZIELWIP 7
RURICERCTEX B LI LET,

*DHCP UV —ANHH INTHERE, IP 7 L ANEE i85 |2 Management Center
(A L ET,

BEHA L —T A AT Xy FTuva=rr 2HHAT 554, DDNS IV KR — kX
NWEHA, T3 APNEHERHZ Bt T 5 X 512, Management Center |/37 U » 7 (ZE|
TRETHLINENH Y £,

1) E— b Threat Defense = & % Management Center O & .
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. ZF&)(Z & % Management Center ~D T /A DB

CDO % 75| &#i& DDNS 'm A X —& L THEMT 5 Z &b, % T Management Center ¢ DDNS
HEERDOFNICEET L L TEET,

F (- & 5 Management Center ~D T /31 XA DB

TNAADIP T RUAETIIARA MMy & BEkF—Z2 M LT, F#)T Threat Defense %
Management Center

FIE

AT w71 Management Center T, [T /34 A (Devices) ]>[7 /31 A% H (Device Management) ] DJIE|Z
HEIRLET,

ATv T2 B (Add) | Fay 7 H oy URARNML, [T/ ZADBN (Add Device) | Z#IR L £,
BHRX— AN T 7L P TEIREL TV ET,

. 1) £ — b Threat Defense |Z & % Management Center O &
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F&j(Z & % Management Center ~D T /34 A DB .

21: BHFF—FFEALET/NM ADEM

Add Device &

Select the Provisioning Method:
®) Registration Key ) Serial Number

|| CDO Managed Device

Host:t
10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None ¥ |

Access Control Policy:™

inside-outside v |

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v |

Carrier .

Malware Defense

IPS

URL
Advanced

Unique NAT ID:t

I test

Transfer Packets

[ cancel

WDINT A =2 BB ELET,

o[/ A b (Host) ]:iBNN9 % ThreatDefense ®IP 7 R L AR A M A2 AJJLE T, Threat
Defense D HIDFE T Management Center D IP 7 KL A & NATID Ofj 5% 5E L 7=
X ZOT7 4=V REEOEEICLTHE ZENRTEET,

1) &— | Threat Defense [Z & % Management Center 0 J& B .
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. F )12 & 5 Management Center ~D T /31 X DB

GE) HA BREZCiL. i Management Center 73 NAT DERIZHDHHE. 774~
Management Center D78 A k IP F 72344 7(i72 L C Threat Defense & 8§k TE £7,
7272 L. Threat Defense % &% > 4 U Management Center |2 %%k % 21X, Threat
Defense @ IP 77 KL AR A A ZIRET DLENDH Y £,

[ ~4 (Display Name) | 7 4 —/V RIZ, Management Center {Z3%7~9 % Threat Defense ™
LHiE AT LET,

o [B8%*%— (Registration key) ] : Threat Defense DI AIDFHE THE L7=H D & [F UGk
F—x2 AN LET,

s[KAA Y (Domain) |: ¥/ F RAAL VEBREZFEHALTCWAEAIL. TXAM A& —7 K
A THEID HTET,

s [Z V=" (Group) |: ZNV—TZMEH L TWDLEEE, T/ AT N—F 28D Y CE
R

[T/ A Fr—/LRY ¥ — (Access Control Policy) |: #JHIAR U o —& IR L E,
FRHTDOMENRDDZENDONOTNDEHIAT A RFHLDORY =N TILH HGE
BROT, [T LW YU —DFER (Create new policy) ] IR L, [T_XTHO T T 4 v 7
71 v 7 (Blockalltraffic) | ##IRLET, BCINELEELTCRNT 74 v 7 ZFFA[T
HZEWTEET, WENOHE~D T T 4 v 7 DOFFA) ZZRLTITZEN,

B 22: 3 LLVKRY o—

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

cRT—FSA VR EHT A LB R A — N T A AEE DS TET, S
SNA BB LT, [YRTL (System) >[5/ €& (Licenses) ]>[RT— k54
2R (SmartLicenses) | ~— b £%aT 2 I T b UE— 77 EAVPNDT
Ly 2AE@ATEET,

. 1) £ — b Threat Defense |Z & % Management Center O &


firepower-1010-gsg_chapter2.pdf#nameddest=unique_26

| 1) &— | Threat Defense [Z & % Management Center O &
gxmntra) 7oy o—ngE ||

+ [~EDONATID (Unique NAT ID) ] : Threat Defense DHE#I DR E CTHE L7z NATID % &
E l./ \i j—O

s /N7 v b Oi#EE  (Transfer Packets) ] : 7 73A A7 Management Center ~0 /X7 Mgk
EHFRLET, 2O T a U EAMNIL TIPSO Snort 72 EDA X kS U H—& i
THaE. T ABRRER E LTA XY M AZ T =25 E X~ N7 — ¥ % Management
Center |Z25 LET, ZOF TV a VBN LA, A X MEHR T 23 Management
Center [ZIXE &, N7y MTF—HXITEEINET A,

AT9 73 e Register) |27V w7 L, EFICEEINZZ LR LET,
BEPKDT DL, TAALANY 2 MBS ET, KRLESGEIT, =7 —AyE—UN
FOREAVE T, Threat Defense 7238 ER(ICKRIM L 725G 13, IROEH 2R L T IZS 0,
« ping : Threat Defense CLI(Z7 7 &AL, IRD =~ N4l L T Management Center O IP

7 KL A~ ping ZF4T7 L £,
ping system ip_address
ping 23 L 72V A0E, shownetwork 2~ > REMH L CTxry NV — V7 REL MR L F
7, Threat Defense HHIP 7 KL A EZZEH T 5 MR & 5556 1%. configure network
management-data-interface =~ > K& L 7,

BEk¥—. NATID, 3L Management Center IP 7 K LR : [l DT /A A TlA] Uk
FoHMEHLTVD L aMRA L, AL TWDHEAIEINATID 2 H LT\ Z & &
7 LEJ, configuremanager add ==~ > R4 i f] L T, Threat Defense TXdkF— & NAT
ID#RETDHIENTEET,

N TN a—TF 0 7 OFERIZ DUV TIL, https://cisco.com/go/fme-reg-error & ZfR L TL 72 &
AN

ERNGEX1)T4R) O—DFE
DI T KOBREEMI L TIANRE R 2 ) F 4 Y R BIET BRI TH L
\i—a_ﬂo

A v A =T 2 A ALHHA A —T 2 A N A L H—T = A ATAZT (v 7 1P
T RLRAZEDLBTES, v K=V ¥ TV EAREDO L LTUTA L H—T =2 A4 AD
BEARBELER LE LN, FEZ0A 0 H—T 2 A Xa )T 4 —12EI) 4T
LMENRHY T,

*DHCP Y —/"—: 7 547 FOWEA »F—7 = A ATDHCP Y —"—ZfEH L £7,
«NAT : SMBA v H—T 2 A ATA U X —T = A APAT A L7,
TR hr—b NEDOIE~D T 7 v 7 ZFFAI L ET,
*SSH: ¥ —V ¥ 7 78R A F—Tx A ATSSHEZHMILET,

1) E— b Threat Defense = & % Management Center O & .


https://cisco.com/go/fmc-reg-error

1) £— k Threat Defense [= & % Management Center D& |
B s—ozrzoux

A3 —T 4 RADEFE
0—4%yF7aeya =7 E IR EIC Device Manager T 556, IROA > & —
7 = A ANHRRE SIVET,
oA —HFxy b 1/1: S . DHCP 225D IP 7 KL A, IPv6 HENRRE
« VLANI : [PNEB) | 192.168.95.1/24

e F T F IV MLb— |k AN A v F—T = A AT DHCP &4 L TS

Management Center (2% &% 2% RiflZ Device Manager W TiBID A > ¥ —7 = A A[EH ORE %
FITLIZHA, TORTIIERESNET,

WTHIZLTH, T3 ADOBEBRITEBIMDA VX —T 24 ARTEEFEITTHLENRD D £
T A H—T 2 A ADFRIREZIT> TORWIEEIL., NEBAA v F AR — M VLANL A
H—T oA A BMTHLENRSY FT, BMOFRETIE, LEISGECTAL vFR— &
T7AT TN A E =T o f AEBRL, AV F—T 2 A RAetXa VT 4 —ZED
WMCTC. IPT7T RLAEZEHELET,

WOFETIE, DHCPIZEAARAZ T 4 v 7T KL AL A—F v RE— RO A v X —T =4 A
A L C (Bthernetl/l) . L—7 > RE— RORHA > ¥ —7 x4 A (VLAN1) 2R ELFE
j‘o

FIE

ATY 1 [T314 & (Devices) . [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [#w
£ (Edit) ] () 22Uy 2rLET, >
AT T2 [ % —T=A A (Interfaces) | %27 U7 LET,

Overview Analysis Policies LR Objects = AMP  Intelligence Deploy , System Helpv admin v

Device Management NAT WPN v Qos Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing l : ii I: . Inline Sets  DHCP
Search by nam & Syne D @ Add Interfaces ~

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Etherneti/2 Physical B &
B ethernet1/3.1 Sublnterface E] y
Ethernetl/4 diagnostic Physical E] &
Ethernetl/5 Physical E 4

ATvT3 (LE) [AA vFAHR—b (SwitchPort) |FIDRATA X% 7V v LTAL v FHR—F (f—

By 12~ 18) DNFRIDAL v FHe b KBt 5 & e () v
ERINET,

ATy T4 2L vFR—FEEDTLET,
a) AAvFR—FO[#FEE Edit) | () 227Uy 7 LET,

. 1) £ — b Threat Defense |Z & % Management Center O &
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Edit Physical Interface

Hardware Configuration

AB—T 1A ADHKTE .

Interface ID:

Description:

Port Mode:

VLAN ID:

Protected:

Ethernet1/.

Access

Enabled

(1 - 4070)

QK Cancel

b) [f%) (Enabled) | T =v /Ry 7 24N LT, f ¥ —T = AHIMLLET,
(f£&) VLANID #E®ELE7, 774V MI1TYT, KIZ, ZOIDIC—HT % VLAN
A B =T A AEBEMLET,

d [OK]%7 Vv LET,

ATY TS NESVLAN A VX —7 = A ZZBIL %7,
(413 —T x4 ADENM (AddInterfaces) |>[VLANA 42— x4 X (VLANInterface) |

¢)

a)

27V v LET,

[&f% (General) | N—UNFERINET,

Add VLAN Interface

(CUUIEIE IPvda IPv6  Advanced
Name: inside Enabled
Description:
Mode: None &7
Security Zone: inside_zone 7
MTU: 1500 (64 - 9198)
VLAN ID *: 1 (1 -4070)
Disable Forwarding on MNone w7
Interface Vlan:
Associated Interface Port Mode
QK Cancel

1) E— b Threat Defense = & % Management Center O & .
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b)

c)
d)

e)

1) £— k Threat Defense [= & % Management Center D& |

48 LT F TO [4HT (Name) | Z AN LET,
ez A F—T x4 AT indde &\ S &4RTEITET,

[£%) (Enabled) ] F = v /Ry 2&F NI LET,

[E—F (Mode) J1X[72L (None) JIZREL-FFIZLET,

[Ex=VUT7 ¢ —>2 (SecurityZone) | K v 77X 7R NOOREFEONIHEF = U T «
V= EBRIRT L0 i (New) 1227 Vw7 LTHLOEXR 2T 4 —UZBINL
£7

=& ziE, Tinside] EWOAFIOY — EBMLET, KA F—T =4 AT, ¥
TAS = BIOA =T 2 A AT N—TZE S THXLENHY T, /X —T =
ARE, 120X VT4 —VIZORETLHZ L, BHOA L F—T A AT N—
TR THIELTEET, V= ERIEIN—TICESNTEF 2V T 4R — %
FALET, 72E20E, WA v —T = A AZNEY — 2B 4T, A v X —T =
ARBEI) —AZEID Y THZENTEET, ZOWHAE. 77 4 v 7 BHEDBIND
BT LH 17782 arba— LR o—%2RETDHZ LT ETN, 4T
MOWNEBICHANT TIERETE F A, FLEAEOR) =3 XF20T 4V =0 DHY
AR—FLTWVWET, NATRV > —, L7 4N Z R Y — BEURQoSHKY o —T, J—
VEREFA V=T A AT N—THEHTEET,

[VLANID] % 1 IZERE L £ 7,

F 74V R TlE, TRTOZAA v FR— MIVLAN L ICRESNET, 22 TH O VLAN
ID Z3&INT 55415, HT LW VLANID OFK A A v FR— b ERETOILENH Y 7,

AVHE—T 2 A AERF L%, VLANIDZERTHZ LidTExEHA, T I TOVLAN
ID X, R 415 VLAN ¥ 7 EBREND A X —T = A A 1D DE 5 TY,

g) [IPv4] & [IPv6] DWTNNETXTEDOR—=V %7 U v 7 LET,

s[IPv4]: Ra vy 7F XU U RRING [AXT 4 v Z7IPEMT 5 (Use Static IP) | %38
WU, IPT RLAREY TRy b~ AT BAT v afil TAHLET,

7o & 21X, 192.168.1.56/24 & ANJ1LE7,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP w

IP Address: 192.168.1.1/24| Tgé:agi'?égQSS'255'255';28 or

* [IPv6] : A7 — b L AHBREEDOSA L [HEEXE (Autoconfiguration) | T = v 7 38 v
JAEF AT LET,

h)y [OK]%7 Y w2 LET,

ATy T 6 HERICAE AT 5 Ethernetl/1 O[fatE (Edit) 1 () 227V v 27 LET,

. 1) £ — b Threat Defense |Z & % Management Center O &
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phep H—i—nzE |

[&f% (General) | N—UNFERINET,

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

YRV T IR ARCIDA v H =T 2 AEFRNCEEL TWDED, AV —T oA A
WX T TIZARIBMT SN TEY, AMbE T RLARENZE T LTCWET, b DHARE
ENWIEF LN TL &8, BH 95 L. Management Center O B NPT S E T, =
DOEETH, BBF T 74 v IR —Dx2 )T 4= EARETHLENDHY £,

a) [BEX=UT 1Y —2 (SecurityZone) | Rr vy 7 X7 U A MMOLEBHFONTEX 2 T ¢
V=V EBRINT 0, [FH New) 1227 U7 LTHLWEX=2 YT 4y —2ZBL
ij‘o

72& 21X, Toutside] EWHLARIDY —&BIMLET,
b) [OK]ZZ7 VU7 LET,
ATy 7T [R1F (Save) 1227V v 7 LET,

DHCP 5 —/\—DEE

7547 N TDHCP Z i H L CE&BICHT D 225 1P 7 RLAZESGTA L 512158
A1%., DHCP —_—ZH8c LE T,

FIE

AT T [T/34 2 (Devices) |. [T /31 A& H (Device Management) ] DJEIZRIR L, T34 2D [#&
& (Edit)] () 22V v2rLES, >
AT v 72 [DHCP]>[DHCPH—/\— (DHCP Server) | %R L £,

1) E— b Threat Defense = & % Management Center O & .
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B oucry——omE

23:DHCP H—/\—

Device  Routing Interfaces  Inline Sets ~ DHCP  VTEP
—

DHCP Server Ping Timeout

50

DHCP Relay

Lease Length
3600

DDNS

Auto-Configuration
Interface

[ v
Override Auto Configured Settings:
Domain Name

Primary DNS Server Primary WINS Server
v+ .|+
Secondary DNS Server Secondary WINS Server
v | + v |+
Server Advanced
+ Add
Interface Address Pool Enable DHCP Server

ATw T3 [H—N— (Server) | <— T, [{BM (Add) |22 Vv 27 LT, ROFTva v &RELE
B

24 :H—/\—DEM
Add Server (2]

Interface™
inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

Cancel m
(A H—T7 x4 (Interface) |: Ry I Xy YA RNLA U F—T x4 ZAEERLE
R

o [7 KL A7 —)L (Address Pool) ]: DHCP — _"—NEHTDHIP 7 KL ADE FAL D
e OB OFHZHRE L £, IPT KL AOHFEIL, BRI X —T = ALFET
7 Xy N B ETDMERHY, AV F—T A AAHFDIPT RLAZEDDHZ &
IETTEEHEA,

o [DHCPH— "—%FHWZT % (Enable DHCP Server) ]: IR L7=A % —7 = A AD DHCP
Y= R—=ZHMLET,

ATvT4 [OK] %27V v r LET,

. 1) £— I Threat Defense [~ & % Management Center D & 5
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NAT D& E .

ATY TS5 [R1F (Save) 1227V w27 LET,

NAT D E
—f%EY72 NAT b—/LClid, W7 RLRAENBA > H—T 2 A ZADIP T KL ADR— MIE
BilEdT, ZOFATONATL—ILDZ b Z AL HZ—T A A R— KT KL AZH (PAT)
EIRENE T,

FIE

ATY 1 [T/AL R (Devices) |>[NAT]#27 U 7 L, [#HLLEY >— (NewPolicy) ]1>[Threat Defense
NAT] 227V w2 LET,

RAT9 T2 RN v—IZARTEMT, RY =% EHT 731 A&V, [(R1F (Save) 127U v L
£,

R 25:3 LLVKRY o —

New Policy (7]

Name:

interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices
Q, Search by name or value 10.10.0.6 ]
Add to Policy 10.10.0.7 ]

Cancel Save

7N U 2 —73 Management Center [ZIBIISNE T, Sl&kE, RY —I— vz 8N4 503
BV ET,

1) E— b Threat Defense = & % Management Center O & .
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B wozz

26: NAT K1) 2 —

interface_PAT

Enter Description

Rules

Filter by Device Y Filter Rules

Source Destination
Objects Objects
~ NAT Rules Before

~ Auto NAT Rules

~  NAT Rules After

ATy T3 [—LDENM (AddRule) 1227V v 7 LET,

[NAT/L—/L DB (AddNAT Rule) | ¥ A 7 0 VR y 7 ANFRINET,
ATy T4 ERLV— DT T g TR ELET,

K 27: BERIL—ILDOA T3>

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects  Translation  PAT Pool  Advanced

Show Warnings Cancel

NAT Exemptions Policy Assignments (2)

X Add Rule |

ervices

« [NAT/L—/L (NAT Rule) ]: [HHEINAT/L—/L (Auto NAT Rule) ] &R L £,

s [ZA4 7 (Type) 1:[# AT >7Z7 (Dynamic) | ZE#EIR L £,

ARTYTS [A v F—T A AF T2 bk (Interface objects) |3— T, [HHAIRERA V H—T = A A
47V =2 K~ (Available Interface Objects) | fEI/ O 485 A > H—T = A A4 T V=7 b

(Destination Interface Objects) | fEIKIZAME Y — > ZBML 97,

. 1) £ — b Threat Defense |Z & % Management Center O &
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NAT 3

%
H
-

K28: €43 —TARFTPxy b+

Add NAT Rule

NAT Rule:
| Auto NAT Rule

Type:

| Dynamic

|
Ml

Enable

Interface Objects

Translation

PAT Pool  Advanced

Available Interface Objects

Q, Search by name

inside_zone
1 outside_zone

wfxAutomationZone

Source Interface Objects (0) Destination Interface Objects (1)

AT v T 6 [ZH (Translation) | X— T, WOA T a rERELET,

K29: b5 RAL—Y 3

Add NAT Rule

NAT Rule:

o outside_zone ]
| Add to Source
3 Add to Destination
Q

| Auto NAT Rule

Type: _
i Dynamic vl
cnaoie
Interface Objects  Translation  PAT Pool  Advanced

Original Packet

Original Source:*

| all-ipva

Translated Packet

Translated Source:
Destination Interface IP

@ The values selected for
Destination Interface Objects in
‘Interface Objects' tab will be used

- [FEDIET (Original Source) ] : Add () %2 U v 7 LT, +_COIPv4 F5F7 1 v
7 (000000) DXy NT—sF7 Ve FaBEINLET,

1) &— | Threat Defense [Z & % Management Center 0 J& B .
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B navons~o 574 v o0

B3:FHLWARY FO—0F TPy b

New Network Object (7]

Name

all-ipv4d

Description

Network
Host Range e MNetwork FQDN

[ 0.0.0.0/0

Allow Overrides

I el | m

GCE) HEINAT V— /W34 T7 V=7 FEEO—HE LTNAT ZiBIT D572, VAT A
EFRDany-ipvd 47 V=7 MEfEATHZ LT TEETA, T, VAT LAERD
FTV el NeRETHI EITTEERA,

o [~ D%E(E5C (Translated Source) | : [#855A > % — 7 = A AIP (Destination Interface
IP) | Z &R L E7,
RATv 1 [BRfF (Save) 127V v 7 LCTL—VEBIMLET,
Jo— L3 Pb— v (Rules) |7 — 7 WAARIESILE T,

ATY T8 NAT R—TU T [ffFE (Save) |27 U v 7 LTEEEZREFELET,

REEMNSHNERAND FS T 4 v DEFTA]
BT D 28R L& &I, BAD[TRTHONTF 74 v 27 %2711y 7 (Block all
traffic) | 77 tRA a2 ba— b R =B LTSI, T AZERTDHNT 7 4
I HFFRT DDA Y =l — AV EBINT D MERH Y £, IROFNETIE, NEHY —
MBI — 2 ~DRNTF T 4 I EHFRTHL—LEBMLET, oy —ondh 584813,
WYty NT—T~D KT T 47 EdFa[T 50—V EBMLTIES0,

FIE

AT9 1 [RY— (Policy) |. [7 7 BAKRY — (Access Policy) 1. [7 7 AR Y > — (Access
Policy) ] DNRIZEER L, BEUCKHT D ICH D Y THNTWAT 7R a2 ha—/L R
o [#RE (Edit) ] () 22V rsLET, > >

. 1) £ — b Threat Defense |Z & % Management Center O &
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v x—Sv 7oA T—8 4 va—7 14 2TnssHOEE [

ATv T2 [JL—IL%EEM (AddRule) 1227 U v/ L, IRONTA—=FERELET,
31:)L—ILDENM

“ Create Rule (]

Name | inside-to-outside Action Allow B Logging I Time Range | None Rule Enabled @)

Insert | into Mandatory @ Intrusion Policy | None B File Policy | None

Q Zones Networks Ports Applications Users URLs

Dynamic Attributes VLAN Tags

Showing 3 out of 3 Selected Sources: 1 Selected Destinations and Applications: 1
=) L inside_zone Collapse All Remove All - Collapse All Remove Al
=) <& outside_zone ZONE | v 1 object

ZONE | v 1 object

<4 wixAutomationZone

[&8T (Name) |: ZO/—iZAHiZAHT £7 (72 & 21X, inddeto-outside) .

[BEIRLT-FEIETT (Selected Sources) | : [V —2 (Zones) | MBNIL Y — U 23RN L, 1%
fETY— > %EBM (Add SourceZone) | %2V v 7 LET,

EBIRLI=FEEET T — 3> (Sdected Destinations and Applications) | : [V —Y

(Zones) | MBAMT Y — U AR L, [FEEY — 2 %EM (Add Destination Zone) | # 7
Vv 7 LET,

MOBREFZOEFICLTREEET,
ATY T3 [Applyl 227 U v 7 LET,
=L [b—/b (Rules) | 7 —7/WZBISIET,

ATy T4 -7 (Save) 1227V w7 LET,

VHR—S % FTUOHERT—2 AV B8—T 1A ZTH SSHDHEE

=]

A B —T 2 A RIpEDT —H A ¥ —7 = A AT Management Center 7 7 & 2 ZH2hiZ
L7EBAIE, ZOFIEICHE>TEDA 2 —T =24 AT SSH ZAMNITHHERHY £,

Z ZClE. ThreatDefense C 1 DLL EDF—% A v % —7 = A4 ZZ%F LT SSH 8k & %09
LI OWTEIA L £,

\)

6=

SSH (3B A v X —T =2 A AL TT 740 hTHNZ > CTWETHN, ZOmEIFER SSH
T U AL ERA,

BHA LA —T oA AL, T, ADMDA o F—T = A R LTS TV ET, Management
CenterlZ T /N AZFRTE L., BT H-DIEHEINET, —X A H—T A AD SSH
L, BEA X —T 2 A AD SSH ENHBB LN B2—F VR MEHFELET, ZOMOE
EITEPNCRESNE T, T—F AL X —T A ATlE., ZOHEHAHEHLTSSH &7 7 &
AVARNERINZILET, T—F A F—Tx2AADSSH N7 7 4 v 7 ZB@HEDON—T 4~
TREAMHAL, MEMICRESNIZAZT v 7 — F R CLI TREINICAZT 4 v
N— MIEHLEREA,
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BHA L Z—T 2 A ADE, SSHT 778 A Y A N &EMEAT 5121 Cisco Secure Firewall Threat
Defense =2~ KU 77 L > A @ configure ssh-access-list =~ > REHR LTI, AKX
T4 w7 — MEEET HIZIE, configure network static-routes =<2 REHM L T 7EE
W, T 74V N T, WIHIERERFCEE A LV H—T A AMDT T AV R b— FERELE
D

SSH #= {7 51T i BRARIPT RLAZHAITAT 7R L—VIFEHY FHA, 2D
v 27 g OFEICEST, SSHT 7 ERAEZBETAILERH BT T,

SSHIZ, EIERGERA v F—T = AZOBMATE £, SSHARR FASIMEFA o F—T = A
A DY B INRA v H =T 2 A AOEEEBEROZBIGTE £,

SSH X, DI FH LV —#z AR — L TWET,
o 551l : aes128-cbc. aes192-cbc, aes256-cbc, aesl28-ctr. aesl92-ctr. aes256-ctr

o 524 : hmac-sha2-256

o X —7H4 : dh-groupl4-sha256

\}

GE)  SSHZMA L= CLL~mr 7o iRIT28 3 [AdH: L TR 2D &, /354 A SSH #5513 #%&
TLET,

1R HHEIIZ

« SSH N —H—(%, configureuseradd 2~ > RZHH L CCLITOARE T ET, .
T 74V N T, MR ERFC S A Y — REFRE LIZAdmin——203F7E L £ 3, LDAP
F 721X RADIUS EOAEL—Y —(X, 7T v b7 4+ — L% E T [FMTFEHE (External
Authentication) | #RET DI EICL - THRETEET,

o TNA A~D SSH R EFF AT HHRA MEIEFR Yy NV =V 2 EHRTDHF Y hT—7 4
7917%ﬁ%%?¢0ﬁfﬁ:&k%fﬂy—9¥®*%kLTEmT%i¢ﬁ\E?
RLAD I N—TF 2R ET DDA TV =7 b I —T 5T 58541, Lv—/LTH
BRI N—TINT TIFAET DL 2R LET, [T kb (Objects) |>[A#T>x
2 &I (Object Management) | #IRL C, A7V =7 bERTELET,

N

(6=3) VAT AT Sany ry NU—F AT V= MIEHATE E
A, KOV IZ, any-ipvd £ 7= any-ipv6 2 L £,

FIE

RAT9 T [TINA R (Devices) 1>[FT Ty b T+ —LERE (Platform Settings) ] %3&4K L, Threat Defense
AU —EAERE T ITMRE L ET,
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=
ax

ATy T2
ATvT3

ATvT4

E DR

ATy T

ATy T2

zzorn [

[SSH7 7 R (SSH Access) | iR L 7,

SSH¥ A+ HA L Z—T 2 A AL IPT RLAZIBELET,

ZOREMHL T, SSHEREZ T ANDA LV H—T A4 A, BIOZENL Ol S

H77AT L ROIPT RUAERIBLES, HAxOPT RLRTR, Fy NT—27 T R

A TEET,

a) [BEM (Add) 1227V v 27 LTHLWL—LEZBINT 50, [fE (Bdit) 1227V v 27 LT

BEF DL — L B MR L £9,

b) N—ADOTaNT 4 EFEELET,
* [IP Address] : SSH¥E#i# 3§ DR A MEIFR Yy NTV—2 2FFET DRy RU—7
FT 2l NERIFIN—T, ATV e Ry T AT A =N HEIRT D
Iy FREHEZ) v LTHLWR Y hT—2 4TV MEBMLET,
«[EATIEER Y — A4 B —T 4 A (AvailableZonedInterfaces) | : SSH ##t % 7 ]
TEHA LA =T =2 ARG —EBNMLES, V=W U H—T =2 AT
. [BIRLFEY =243 —T 4R (Selected Zones/Interfaces) 1| U A hO T D
T4 N R v =T oA AL EATI L, BN (Add) 1227V v 2 LES, L—
TNy P A E—T oA A BNTHZELETEET, BRENTWAS X —T =
AAFEZEY =0 MNT AL RATEENTND L EIZDI, ZIEDL—LINTINA A
WEA SN ET,

) [OK]%27VUvZ7 LET,
[Save (RTFE) 127V v/ LET,

ZN T, [ER (Deploy) ]>[EB (Deployment) 1 %27 U w7 L, E Y TT /A A K
V—HBFTEL LR E L, BFEEFRY —EREATOLIETHENCR A,

RIEDEE 2 BT D0 ISR LEd, £ARZEMATLETIE, 7 A LTLEOE
VLT 7T 470 £H A,

FIE

A LD [JEB (Deploy) 1227V v27 LET,
X 32: B

somm—
l Deploy IQ @ & @ adminv

HGEAR BB OBA L, BEDT AL ADF = v 7 Ry 7 2% A LT [JRE (Deploy) % 7
Voo 2 FB0, [TRTER (Deploy Al) 122 U v 7 LTHFRTOF AL ZZEELET,
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REDER

LS OGEE, BIMORMA T Y a U ERET H7-DIC, [EE72ERM (Advanced Deploy) ]
Vw7 LET,

B 33: 9 X TERM
Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment [=2)
node2 I Ready for Deployment £
© 5 devices are available for deployment iz
34 5ELRR
1 device selected
[ @ Search using device name, user name, type, group or status I Dopioytine: Estimar
"] Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> node1 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

ATV T3 BEANSESH LI 2R LET, BEORAT =X 22FRT5HI121E, A=a——0 [EH
(Deploy) 1R v OAMCHLT A2 %7 v 7 LET,

B REART—EX

es Objects Integration Deploy Q w& @ adminv Ml cecuRE
Deployments Upgrades @ Health O Tasks .:) Show Notifications

P
0 running 5 success 0 warnings 0 failures | O, Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
9 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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Threat Defense 5 & U FX0S cLL~0 7 £ 2 ]

Threat Defense 85 XU FXOSCLI~ADT7 U X

a<v LRI A F =T A (CLI) ZHHL T AT LD Y N7 v 2TV, AL
WRYVAT LD RTINS a—T 4 T EITVET, CLITy Y a oo R U—%RETHZ
LITTEEHA, CLIICIE, v Y — L R— ML TT 7 ERATEET,

NN a—T 4 TDDIZE FXOSCLIWZT 7 BATE T,

N

GE) * 721X, Threat Defense 7 /3N ZADEH A L Z—T = A|ZSSH T CTExEd, =/ —)L
Twva IR, SSHE v g %5 7 4V kT Threat Defense CLI IZ72 Y . connect
fxosa2~ > R&EHA L CFXOSCLIIZER T $£9, SSHEHRHD A v ¥ —7 = A A& T
WAEEA, B TCT— XA LA —T A A LOT RLAICEERTEET, 5— XA F—T A
A~DSSHT 7B A LT 7 4 b TEHIZZR>TWET, ZOFIETIE, T 7%/ b TFX0S
CLL By =R — T 78 AIZOWTCHALEI,

Fig
ATFYT1 CLIICu 7 A T 5120, BHa L Ea—FEar Yy —LR— M LET, Firepower 1000

IZiX. USBAtoB I U T r—7ANtREBLTCWEYT, RO —F 47 VAT A
LB USBY Y TV RIANRNENLTA VARV LTLTEZI, 2V —)LiR— N MIT 7+
JV N TFXOSCLLIZ/AR Y £9, ROVY TAREEFHLET,

* 9600 7R —

P8 T4 By b

e NUT 4721

1 AFy7 EYEH
FXOSCLIIZHHt L £7, =—H—4 admin & FIflE Y b7 » FRHCRE LTZ/SATY— K%
EMLTCCLLICr 7 A LET (5740 MEAdminl2l) |
i :

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1

firepower#

T w72 Threat Defense CLIIZCT 7 A L%,

connect ftd
51
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B s s—orrzxcoemEEGEO ST A—F 100

_\\

ATvT3

firepower# connect ftd
>

77 A #%IC, CLI TR 2~ FOBREZMRT 51T, help £72i3? 2 A L%
4, T EEICDOWTIL,  [Cisco Secure Firewall Threat Defense =<2 KU 77 L > A ] 2%
LT EEN,

Threat Defense CLI Z##& T3 21213, exit ¥72id logout 2~ KEZ AN LET,

Zoa<wr Rk, FXOSCLI 7ur > 7 NMIEY £9°, FXOS CLI CfEfre/r 2~ RIZ
DONTIE, 22 AN LTLEEN,

1 -

> exit
firepower#

— B AR —TDIARATOEEBEGEDO NS IV a—TFTa 9

5 L DY R — b : Threat Defense

HHOEHA 2 —7 = A AZEHT 58 V2, Management Center |27 — % A X —7 =
A A& 584 1%, Management Center C BB T Dl O A v 4 —T7 =24 XL Ry b
J—7 DF Hﬂiﬂé”ﬁﬁﬁ_é EEITHEAREI LWL S ICERE LET, EREICKT 285 &
Management Center (2B L7 BRIZEBA L H —T = A AZ A T2 ERBTL5E (F—471b
BHA, FREEENLT—H~) | AV F =Tz AL Fy NT—7 OFENIE L HERK S
TR & EEEER N KDL D PR H Y £7,

DR 7IX, BEYPEREN RN SRAD NI IV a—TF o SIS B ET,
EEERAT—2 ADERT

Management Center C, [7 /31 A (Devices) |>[7 /31 A& ¥ (Device Management) ]>
[7 /34 A (Device) |>[&# (Management) |>[FMC7T 7 & ADFEM (FMC Access Details) ]
[T%‘ﬁfx 7 —# A (Connection Status) |3— Y DJEIZEIR L TEBEELO A T — X X & fife

BEEEHGR DO AT — X A& KT BIZiE, BRUTKT 585 CLI T, sftunnel-status-brief =
<~ F&2 AN LET, sftunnd-status 25 LT, LV e RE2FRTHLELTE
*9,

Z RO O N HZRITR LES, 7 Fy 20 [HEk] FRe—he—
MERPFR RSN THEE A,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC
Last disconnect time : Mon Jun 15 09:19:09 2020 UTC
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Last disconnect reason : Both control and event channel connections with peer went
down

Ty TIREOEREO MNP Z TR LET, BT Fypbban—bE— MFRNEREN
/Cl/\jz‘a—o

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'eth0O', connected to
'10.10.17.202" via '10.10.17.222"'

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to
'10.10.17.202" via '10.10.17.222"'

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Threat Defense v b7 —J FHRDO KT

BT D BAME CLI ©, & BLE X U'Management Center 77 Z A T —4 A VX —T7 = A
ADHy NT—I R EERRLET,

show network

> show network
===============| System Information ]===============

Hostname : 5516X-4
DNS Servers : 208.67.220.220,208.67.222.222
Management port : 8305
IPv4 Default route

Gateway : data-interfaces
IPv6e Default route

Gateway : data-interfaces

[ brl ]

State : Enabled
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8D
—————————————————————— [ TPV J-—————————————————————
Configuration : Manual
Address : 10.99.10.4
Netmask : 255.255.255.0
Gateway : 10.99.10.1
—————————————————————— [ IPV6 J-——————————————————————
Configuration : Disabled

=============== Proxy Information ]

State : Disabled

Authentication : Disabled

======[ System Information - Data Interfaces ]======
DNS Servers :

Interfaces : GigabitEthernetl/1
===============[ GigabitEthernetl/l ]===============
State : Enabled
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B s s—orrzxcoemEEGEO ST A—F 100
Link : Up
Name : outside
MTU : 1500
MAC Address : 28:6F:7F:D3:CB:8F
—————————————————————— [ IPV4 J-——mm——mmm e
Configuration Manual
Address : 10.89.5.29
Netmask : 255.255.255.192
Gateway : 10.89.5.1
—————————————————————— [ IPV6 |]—————————————————————
Configuration : Disabled

1) £— k Threat Defense [= & % Management Center D& |

Management Center ~® Threat Defense D& §xDHEED

BBk 2B CLI ¢, Management Center &k 52 T L7 Z L 2R LE T, ZD=
~ 2 RE, BEEROBUED AT —F A2 FRT 55D T RN Z

AN

show managers

> show managers

Type : Manager
Host : 10.89.5.35
Registration : Completed

WCHEBELTLEE

>

M anagement Center |Z ping 9%

BRICRT 2B CLI T, kO a~y FEHALT, 7= A ¥ =T = A Ainb
Management Center |Z ping L ¥ 77,

ping fmc_ip
BBUKIT DICLIC, RDa~ > REEH LT, HHA ¥ —7 = A )5 Management

Center [Z ping LET, ZhiZ, Rov 7 FL—r &N LTTF—4 A F—T oA AT)—
TATINET,

ping system fmc_ip

Threat Defense NERA V2 —T A R TD/NT Y bDF ¥ TF v
BB HKTT BB CLI ©, NNy 7 7 L—r 4 v H—T7 A A (nlp_int_tap) T/37 v
FaeXxy7F v LT, FEAT Y PRFEINTWDNE I D EHRLET,
capture nameinterface nlp_int_tap trace detail match ip any any
show capturename tr ace detail

NEBA VB —TITARADAT—R R, #fet. BLUNNTry FIORER
BT KT DB CLI ©, Wiy 7 P L—> A4 % —7 A A (nlp_int_tap)
BHREZRLTIIZI,

show inter ace detail

(ZBE9 %

> show interface detail

[...]
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Interface Internal-Data0l/1 "nlp int tap", is up, line protocol is up
Hardware is en_vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500

IP address 169.254.1.1, subnet mask 255.255.255.248

37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0O overrun,
pause input, 0 resume input

L2 decode drops

packets output, 370 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

0 ignored, 0 abort

0 interface resets

O O O O Ul o o o

(0/0)
(0/0)

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

IW—TF 4 >0 & NAT OWESR

BT AICLIT, 74/ hb— bk (S*) ABMEINh T3z
VA —T A A (nlp_int tap) |

-
—

show route

> show route

Codes: L - local, C - connected, S -

D - EIGRP, EX - EIGRP external,

static, R - RIP, M - mobile,
O - OSPF, IA - OSPF inter a

L. BLOYEHA
PR NAT V— A WNFAET H 2 L AR L E T,

B - BGP
rea

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default,
o - ODR, P - periodic downloaded static route,
SI - Static InterVRF

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

U - per-user
+ - replicat

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

1) E— b Threat Defense = & % Management Center O & .
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> show nat

Auto NAT Policies (Section 2)
1 (nlp_int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 _ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server O sftunnel ipvé intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 _intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client O ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>

Z DD TE DHERR

wKDavy FEBRLT, OTXTORENFET LI LEERALET, ZhbDax

> FDZ% <X, Management Center @ [7 /34 A (Devices) |>[7 734 AL (Device

Management) ]>[7 /34 A (Device) ]>[®# (Management) ]>[FMC7T 7 & X DFEH
(FMC Access Details) ]>[CLIH /) (CLIOutput) | <—Y CTHHERTE 7,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp_int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

DDNS DEHFMN Y L= E > M EFERT S
BTt D BAHE CLI C, DDNS O HE 3L L72& 9 ina g L E T,
debug ddns
> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225

Successfuly updated the DDNS sever with current IP addresses
DDNS: Another update completed, outstanding = 0
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DDNS: IDB SB total = 0

BN R L7255 i debug http =~ > K& debugsd =~ Fafif LEd, iEAE

DIRFENRIG LI E13, v— FREAFER T A ZZA VA P =L ENTWD Z & 2R
LET,

show crypto ca certificates trustpoint_name

DDNS OB {4 feRT 5 1C

show ddns update interface fmc_access ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

Management Center 045 7 7 A4 JLDFER
https://cisco.com/go/fme-reg-error &M L T 720,

27470+ —ILOEIRDYIEHR

VAT LEMEEYNC Y vy N T H T ENEETY, BMICERT 7 V2R 35 &
BERRT 7 ANV AT LAOREGESI R T ERHVET, Nv 7 7T FTIREIZEHK
DT EANPETINTEY, BRI 7 72\, ER2UM LYV T5E, 7747
VA=WV AT LT L — AT NV yy NI TERNWI EERATEBNTLSEEN,

Firepower 1010 ¥ ¥ — NI EIRA A~ F1LdH U £ A, Management Center D7 /34 A
BAR—VEEH L CT A AOER AW 52>, FXOS CLI ZfH T& £,

Management Center Z{ER L= 74 7o+ —ILOERED IR

VAT LEBEEYNCY vy N HZ ENEETY, BMICERT T S ARk e EIRA
A FEMLIZVTDE, BERRT AN VAT LAOREAFIZSHITZENHY £T, Ny
I 770y RTCIEFIZZHO T a v ANFATINTWT, IR 7 7%\ 0 | &EIRZ Y
L7 d2BL, 7747 03— NVETVL—AT NI Yy NET U TERWI EEZRZTEBWNT
TEEW,

Management Center Z ] L TV AT AZ@UII T v v MU TEET,

FIE

RT9T1 [T/IAAL R (Devices) | >[T/314 REE (Device Management) [& &R L 7,
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B cucosrzxomrso

ATy T2
ATvT3
ATvTa

ATy TH
ATvT6

ATy 71

BT 57 31 2A0fICH 5 [RE (Edit) ] (£) 227V v7 LET,

[T /34 A (Device) | #7 %27V v 7 LET,

[ AF 4 (System) | ©®27 3 a2 T[TNARADY vy k4™ (Shut Down Device) | (@)
7V o7 LET,

Tur T NRERENTEDL, TR ADYV Yy N T UEMERLET,

A=A T AT I — IR L TWARESIE., 77 AT I+ —ANB vy NF T
THLEWZVAT AT P eE=Z—LFE T, ROTa T IRERENET,

System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

a2 =D LEH L CWRWEEIE, K30/ TV AT ARy y N T LT b %
MR LET,

VEIS L TBR T 7 72Ty — U OB RAZR AT Z e N TEET,

CLI TOT/NA ADEIRA 7

ATvT1

ATy T2

ATvT3

FXOSCLI Zfifld 5 &, VAT AEZLZRIIV Yy N DLV L, T, ADERE A 7IZTE
F9, CLIIZIE, a2 Y —/LiR— MIEER L CT 7 &AL FET, Threat Defense 35 L X FXOS
CLI ~DO7 77 Ax (53 X—=2) LT 7ZE,

FIE

FXOS CLI T local-mgmt (285t L %9,

firepower # connect local-mgmt

shutdown ==~ > K& 34T L £,

firepower(local-mgmt) # shutdown
i -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT I —NDY Yy NET UV AT ATy " eE=F—LET, kKOTar 7
FREREINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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ATY T4 VEISUTCEIR T T 72Ty vy — UMD WBEICEREZBR D AT N TEET,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
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