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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password:

Confirm new password:

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]l: ¥

Do you want to configure IPv6? (y/n) [n]: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]: manual

Enter an IPv4 address for the management interface [192.168.45.45]: 10.133.128.47
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.248.0

Enter the IPv4 default gateway for the management interface []: 10.133.128.1
Enter a fully qualified hostname for this system [firepower]: laurel.example.com
Enter a comma-separated list of DNS servers or 'none' []: 10.33.16.6

Enter a comma-separated list of search domains or 'none' []:
If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

FLowalZ Ay 7Ty VEERLT, 777947 ACEER LET,
T7AT AV ET—REXELET, RIHERLET,

1 -

Configure firewall mode? (routed/transparent) [routed]

GE) WHRETTZ7ATUA—NVE—RFEeRETLHILEBBAOLET, 774/ FE—
RiZI—F v FTH, WHRERIC T 7 AT U —NVE—FEEESTLH L, FTa
TA4F¥ab—TarMNHESNET, FHMICOWTIE, RO~ =27 /LD [Transparent
or Routed Firewall Mode for Firepower Threat Defense| D&FEZZ M 1L T 723V, Firepower
Management Center 27 f ¥ = L —3 3 HA R

FIT IOV AT LREDNLBEEINDIOEHEHLET, o0 dZ enb 1,
B -

Update policy deployment information
- add device configuration

You can register the sensor to a Management Center and use the Management Center
to manage it. Note that registering the sensor to a Management Center disables
on-sensor FirePOWER Services management capabilities.

When registering the sensor to a Management Center, a unique alphanumeric
registration key is always required. In most cases, to register a sensor
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to a Management Center, you must provide the hostname or the IP address along
with the registration key.
'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Management Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Management Center, you must use the same
registration key and, if necessary, the same NAT ID when you add this
sensor to the Management Center.

Firepower Threat Defense 7 /3 A % & B FMC 1288k L 7,
i

> configure manager add {hostname | IPv4 address | IPv6_address | DONTRESOLVE} reg key
[nat_id]
5 DF
+ {hostname | IPv4 address | IPv6 address | DONTRESOLVE} Ci%, FMC D FELEAfiR A M
FFIP T L AZRELE T, FMC ZEHET L AEE T R2WEGAIE,
DONTRESOLVE Zffi fj L £,

reg key IX. 7 /3 A% FMC IZB T D72 DI B — B DO FEFOREERX —TT,

GE)  BEx—1L, = —FPERLEIERVERATE S -EOX—T, 37 XFL#Ex

TIX72 0 £/ A, BR7RSCFITIR, T (A~z a~z, 0~9) . BLU A7

() REVRHYET, TAALAEZFMCIZEBINT S & X2, ZOREF—% &
WHTRERH D £77,

enat_id (X, —FHDIP T RUVAZRELZ2WSEEIZ, FMC &7 31 A OBGET ot A
WA éﬂéﬂ‘7 g v OEEEFEY| T, hostname 75 DONTRESOLVE IZ3&%E SN T
WABBITHETY, FMC TRIUNATID Z A LE9,

GE¥)  NATID &, =—HPAEKD 1 [BILOMEH TE 720 F—"T, 37 XFUTICT H0HE
NI ET, AR SCFTIE, %@%(AwZziz 0~9) . BLUINA T
(-) RERBHY ET, T A% FMC ISBENT58121Z. 20 ID Z B4
VERH Y £,

1 :

> configure manager add MC.example.com 123456
Manager successfully configured.

Firepower Threat Defense 7*‘\\/*\4’ A L FMC 73 NAT 734 AL > Tl ST 28560, &

DX, BEEF—L —HII—EBEDONATID # AL, ~A MO Y |2 DONTRESOLVE
%*Eibjﬁjﬂo
B -

> configure manager add DONTRESOLVE my reg key my nat id
Manager successfully configured.
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FIE

ATY 71 FMC T, [T/31 X (Devices) |>[T/\4/4 R EIE (Device Management) | 23R L 77,
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Add Device E &
Host:t 192,168.101.10
Display Name: 1592.168.101.10
Registration Key:* 1a2hb3cads5e
Group: MNone i
Access Control Policy:® | initial ac 2
Smart Licensing
Malware:
Threat:
URL Filtering:
Advanced
Unigue MAT ID:'
Transfer Packets:

@ On Firepower Threat Defense devices version 6.2.1 onwards, AnyConnect
WPN licenses can be enabled from smart license page

Register Cancel

«[AA L (Host) 1:BITAHFIDDIP T L A& AN LET, FID OHRYDFHE T FMC
DIPT RLUALNATID Ofi FZE LTHAIL. TO7 44—V REZEOFEIZLTEL
ZLENRNTEET,

* [#27”4 (Display Name) ] 7 4 —/V KiZ, FMC IZFE/RT 2% FTD O4HiZ A1 LE T,

« &8k — (Registration key) ] : FTD OFIDOFEE THRE L7 H O & R UBEkF—%2 AT
LET,

«[RAA > (Domain) |: </AF AL VEEZHEMLTOLHEAE, M 22 ) —7 K
AA ANTEY S TET,

s [Z V=" (Group) |: ZNV—T%MEH L TWDLEEE, T/ A T A—712E Y ¥ TE
R

s [T7EAZ hr—/LR Y ¥ — (Access Control Policy) |: #JHIAR U o —& IR L E,
FEATAVERHDZERDNOTNDEIHAT A RFLDORY) O —BNTTIChHHrGHE%E
BT, [T LWAR U > —D1ERL (Create new policy) ] Z3&INL, [T_XTHO T 7 4 v 7
Z7nm v 7 (Blockalltraffic) | ##IRLET, BCINELEELTCRNT 74 v 7 HFFA[T
HIENTEET, 727 BAHBEORE 24 °—2) | 2ZRLTIZSN,
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New Policy
Name: ftd ac palicy|
Description:
Select Base Policy: Mone S

Default Action: © Block all traffic Intrusion Prevention Network Discovery

s [A~¥— KT A A (Smart Licensing) | : BT 2MEICMLE R A~— K T/ AL
LT, [vVv7 =7 (Malware) | (AMP ¥V =7 A VAR T a 2T 5 TEDY
A) . B (Threat) | (BAPHAZERT 2 FEOHA) . BLO[URL] (BT7 TV ~—
ADURL 7 4 VWE ) o T H2BESTDTEOHE) 280 Y TET,

Save | Cancel

« [~E D NATID (Unique NATID) ] : FTD ORAIDO%E THE L7- NATID ##E L %
R

« [ v b D#sE (Transfer Packets) ] : 7 /XA A5 FMC ~D /87y MRk &2l LE
T, ZOF T a rEAICL TIPS R Snort 72 EDA X2 hS R U A— SN HA,
THRAABREME LTANY N AZT=FH{WE Ty b T —4 % FMC ITEfE L&
T ZOFT v a BRI LIEEAIL. A Xy MERSZT 2 FMC IZEE S, Ny

b TF=ZIFRESNERA,

ATv T3 B8k (Register) 127V v/ L, EFICEEINTZZ E2ERLET,
BEPENT DL, TAAARY A MIBMESNET, RRLESGEIE, =7 — XA vyE—UN)
FRINET, FID BBEICKIM L7213, ROEHZHEZRE L T 230,
eping : FTIDCLIUZ T 7 AL, kD a~ 2 RZHEHLTFMCIP 7 R L A~ ping % E1T
LET,

ping system ip_address

Ping 23 ) L7254 1E, show network =~ > R&MH L Ty MU — 7 REL MR L
£9, FIDIPY RLRAZEHT HM0ENH 5541, configure network {ipv4 |ipv6} manual
av s FERITLET,

« BeEF—, NATID, BLOEMCIP 7 KL A @ i i DF /34 A TR UBGRF— %2 LT
WHZ L EMERL, AL THWDHAIINATID ZEHL TS Z & 2R L ET,
configure manager add =~ > RZ i L C, FTD CTH&F— & NATID 3% €35 Z &N
TEET, £/, 2O~ FTCFEMCIP T RLVAZAEETHZ L TEFET,

[l FMC %R L 7= Firepower Threat Defense 0 &R
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grmtexay7q Ky o—ogE |

EXMGEXa) T4 R O—DERE

ZITIE ROBREEMEH L TEARNREXF 2V T 4 R —ERET D HIEZHONTEH L
ij—o

A v H—T 2 A ALHEBA L H—T 2 A NEA A —T 2 A AZAZT v 7 1P
T RLVAZED YT, A H—T = A A DHCP 2 L £,

*DHCP H—/N: 7 747 FOWNEA ' #—7 = A AT DHCP h— A L £7,
T TANE =R AL E—T 2 A ZAENLTT 74V b b— bEBIILET,
*NAT : M A v 2 —T = A ATA U F—7 = A ZAPAT M L £,

T BRI hr—)b NENBANB~D N T 7 4 v 7 TR LET,

ERB 2w xX2 )T 4 RY —2RET DL, ROF AT ZFTLET,

ATFyT (A B =T A 20FE (153—=)
1

AT v 7 |DHCP —DOFE (19 =) ,

RTFYT |NF7HL b A—FDEBEM (20 2—) |

ATFw T NAT OFE (21 X—) |

ATy T | T EAHEHOERE 24 2—)

ATy T | REDEM (253—Y)

A B —T A RADETE

FIDA v Z—T7 = A ZAZAN L, TNHICEXF2 T 4 V=BV YS T, IPT7T FL A%
BELET, BFIT. VATATEROLD N T 74 v 7 kBilSEDL L2, el Ed2
DDA B —T 2 A AERETHHLERDY 9, @FIL, Ty 7T AR —L—FE1FA
VA =Xy MTE LT A v F—T A AL Oy =2 D 1 DL EONEA
B—T oA ZEFEHLEST, NODA L Z—T 2 A4 AD—EIT. Web P — 72 EDNRTY >
7 T RANARERT By NEEET D HEEHE (DMZ) LR55GE0H0 £,

—M Iy UN—TF 4 T ORBIE, WEA v F—T 2 A ATAET 4 v I T RV AEERR
T3 LFRIFIZ, ISP DHCP 2N L TN A v X —T =2 AT RL ARSI 52 L TT,
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OB TIE, DHCPIZLAARAXZT 47 T RLRAEAL—FT v RE— ROHNFA L Z—T A
2AHEREHALT, V=T v RE—RONEA v F—T oA AZHELET,

FIE

ATYT1 [T/84 R (Devices) |>[T/Vf4 AEHE (Device Management) | Z3®IR L, T34 ZADMRET
fav (&) 27V vr LET,
ATFYT2 [ Z—T7xAA (Interfaces) ] %7V v 7 LT,

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 (@ concer |
Cisco Firepower 9000 Series SM-24 Threat Defense
Device  Routing l : ii :: . Inline Sets  DHCP
4, Search by name ,,e“ Sync Device | | @ Add Interfaces =

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical ld<s &
Bl cthemet1y3.1 Sublnterface i 7
Ethernetl/4 diagnostic Physical [El &
Ethernetl/s Physical & Y

RATY T3 TR T A, =T oA ADFRET A 2 (&) 227U v 7 LET,
[©M% (General) | % 7 RERRIINET,

Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only

Description:

Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 3000)

QK Cancel

a) 48 LFFETO 4T (Name) |Z AN LET,
72 xiE. A Z—7 x4 T Tinside] &WOLETETITET,
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AV8—T 14 RADEE .

b) [A%) (Enabled) | T =/ Ry 7 A& A NI LET,

c) [F—F (Mode) Jix[7eL (None) JIZ&ZEL-FFIZLET,

d) [E¥=U7 ¢ Y —> (Security Zone) | Rr vy 7 X7 VX MNLEEFONTHEX = Y
T = ERIRT S0, Bl (New) 227V v 7 LTHLWEXR=2 VT 4 V—U%B
mLEd,

72=& 2%, Tinside zone] EWHOLRIDY = HBMLET, HA X —T =1 AL, &
Fa2)T 4 V=V BIOA H—T A A TN—TZE )Y THEMLENDHY ET, A
B—T A AF, 12D F2VT 4 VS —VICORBETLHZ L, BEOA L Z—T A
A ITN—=TW@tT AL TEETY, Vv FRZIN—TIESINTEF2Y T 4 R
Vo—%mALET, & X WEA v F—T = A AENE Y — 28 4T, HMEA
VHE =T oA RN =B YR THIENRTEET, ZOHE. N T T v BN
ENHOAICBEI TEX L7 78R arbe— L RY—2RETHZLILITEE
T, AR SNERICIANT TIERETE E A, FEAEORY) V—3xa T 4 V' —
YOBYR—RLTWET, NATRY >— L7 4 Z R Y — BELURQoSAHY >—
T, V=V FERIFIA A =T 2 A AT N—TEFHTEET,

-
—
-

—

e) [IPv4] # 7, [IPv6] # 7. ETEM 27520 v LET,

«[IPvd4] : Ry FHZ oy URRNE [P 232 (Use Static IP) ] 28R L,
IP7 RLREY TRy N vRATERAT v v aRil CAHILET,

7-& z1E. [192.168.1.1/24) 7 AT LET,

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use Static IP B

IP Address: 192.166.1.1/24| ';g-z'-agi-?égfﬁi255-255-'—28 or

¢ [IPv6] : A7 — b LA HBREEOL A X [BEEXE (Autoconfiguration) | F = v 7 R v
JAEA AT LET,

f) [OK]Z27 Vw7 LET,
ATy Ta4 ) IERT LA 2 —T A ADRET A2 (&) 27V w7 LET,
[ (General) | % 7 RERRIINET,
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Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

a) 48 LFFETO [4HT (Name) | Z A LET,
e ziE, A FZ—7 x4 AT loutside] &I LRTEFIT £,

b) [F%h (Enabled) | T =v 7Ry 7 A%EA NI LET,

¢) [F—F (Mode) 11X [72L (None) JIZREL=FFITLET,

d) [BE¥=U7 ¢ Y —2 (Security Zone) ] Kr v 7 X7 URX RN LEEFONBEF =Y
T4 = EBRIRT D0, B (New) 227V v 7 L THLWVWESF2Y T4 V=0 %8B
mL x4,
7=& 21X, Toutside zone| & WHLEIDY —r ZBMLET,

e) [IPv4] X7, [IPv6] ¥ 7, FIXWFOX T %27 ) v 7 LET,

* [IPv4] : [DHCP Offi ] (Use DHCP) | Z&IRL, IRDOA T a3 > D/NT XA —H B E
Li—é—o

« [DHCP %/ L C7 7 4 /L ~ /b— h ZHf% (Obtain default route using DHCP) 1] :
DHCP % — 67 7 4L b b— 2R L ET,

«[DHCP — K A U 27 (DHCProutemetric) |: 7 KIS =A ML —T 47 T«
AL AKEE LT — MBI Y TET (1~255) , FHLEA— DT 74
LWEDT RI=ZA N —FT 4T T A AX AT TT,
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pHep 4—rosE |

Edit Physical Interface

General 'i:. IPvE Advanced Hardware Configuration

IP Type: Use DHCP w

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

« [IPv6] : A7 — M L ZABEREOSLEIX [HEERE (Autoconfiguration) | F = v 7 R v
I A A AT LET,
) [OK]Z7VUv2r LET,
RATv 5 [fR1FE (Save) 1227V v LET,

DHCP H—/\DExXE
7547 N CDHCP ZHH L TFID 226 IP 7 RLAZEET S X 91T 5841%. DHCP
=G L ET,

FIE

ATYT1 [T/84 R (Devices) |>[T/\f RAEHE (Device Management) | Z3®IR L, T /31 ZADMRET
Afav (&) 27V v 7 LET,

AT 72 [DHCP]> [DHCP H—/\ (DHCP Server) | Z1®R L £7,

ATY T3 [H— (Server) |"X—T T, B (Add) 1227 Vv Z7 LT, WOATvarzZRELET,

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

s [fHF—T7 x4 A (Interface) |: K v T X VR NNLA U H—T A A%RENL
EJ RN

«[7 LA 7—/)L (Address Pool) ]: DHCP ¥— M5 IP 7 KL AD K P H ik
oMo EZHRELET, IPT RLUAOHEMHIL, BRLICA U F—T A ZALFE LY
Txy b EICHFEETDIRERNHY, A X —T =2 ZAAFDOIPT RLAZEDDHZ LT
TEFEHA,
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 [DHCP % — "% H%h2F % (Enable DHCP Server) ]: &R L7=A > ¥ —7 = A A@ DHCP
P—=RERMZLET,

ATy 74 [OK] &7V 7 LET,
ATv TS [fR1F (Save) 127V v 7 LET,

—

TI74ILEIL— FDIEM

T 74 b b— NMIEE, SN A X —T A ANDEERRRR T v S AN — A —F %
FRURLET, A v X —7 = A RZDHCP 2T 25 E1E. T3 ANTTIZT 7 4L
F—hEZE LTS AREERH Y £9, FEITL— M2 BINTH20ERD HHAT, RO
FIE%ZEIT L £, DHCP »— )55 7 4 )b b b— F &2%5 LIZSANE, [T/ R
(Devices) |>[T/\f AEH (Device Management) | > [/L—T 1 >4 (Routing) |>[A %
T4 Y7 )L— | (Static Route) | ~—® [IPv4 /L— k (IPv4 Routes) ] F721% [IPv6 /b— b
(IPv6 Routes) | 7 — 7 MZERENET,

FIE

ATYT1 [T/84 R (Devices) |>[T/\f RAEHE (Device Management) | Z3®IR L, T34 ZADMRET
Aav (&) #2707 LET,

RATY T2 [IL—T 4 >4 (Routing) |>[RE T« w9 JL—k (Static route) | Z#IR L, [/L— hZEM
(Addroute) 1227V w27 LT, ROXITHRELET,

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
5_ , Search | =2 any-ipva &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: v @

OK Cancel

[l FMC %R L 7= Firepower Threat Defense 0 &R



| FMC % {8/ L 7= Firepower Threat Defense 0 & B
NAT D& E .

[ZAT (Type) 1: BIMTDHAET 47 — DX AL LT, [IPv4] F£ 7213 [IPv6]
FTvarRE U EIY v LET,

[ ¥ —7x AR (Interface) ]: tH/1A v ¥ —7 = 4 AZRIN L E 9, BEITINLA
H—T A XTI,

s (EFAFTREZ2 %~ R U —7  (Available Network) ] : IPv4 7 7 4/ b /b— h OEE1T [ipv4]
Z®INL, IPv6 7 7 4/ bk Jb— FOHE X [any] Z3IR L, B (Add) 127 VU2 L
T®IRL7=% v hU—7 (Selected Network) ] V A MIBEISHF 7,

[F—hU A (Gateway) ]E72IL[IPv6 7 — T =A (IPv6Gateway) ]: ZD/L— hDX
TANKY T THLT— N2 A N—BE ANELITRIRLES, IPT FLAELIER Y
NO—J/RA N ATVl PEREETEET,

e [AFU w27 (Metric) ]: %855y NU—27 ~DiR v 70O E AN LET, AMEDOHPH
11 ~255T, 74/ MEIZ1TT,

ATv T3 [OK] &2 Vw7 LET,
—FNAHAT 47 — b T—=T7BMENET,

System Help v admin v

Overview Analysis Policies sISUTSEN Objects = AMP  Intelligence Deploy !

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
10 89 5 20 You have unsaved changes a Save 9 Cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device BULID.LLEN Interfaces  Inline Sets  DHCP

OsPF & Add Route
OSPFv3 _
Network Interface Gateway Tunneled Metric Tracked
RIP
ﬂ.:] BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 fal 1 & @

> [ Multicast Reuting
¥ IPv6 Routes

ATY T4 [{R1F (Save) |22 U w27 LET,

— XA 72 NAT L—/L Tk, N7 RV AEINHA v X —T = A ADIP T FLADKR— MIE
il Ed, ZOXATONATV—ILDZ L& [f L F—T x4 A R—F T KL RAZEH#H
(PAT) | EFFOVET,

FIE

ATYF1 [T/A4 R (Devices) |>[NAT| %27V v 7 L, [HHLLAKRY L — (NewPolicy) |>[ThreatDefense
NAT| Z7 U v 7 L£7,
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ATY T2 RV —ICARTEMT, KU o—2@HT 5710 ZZ2RIR L, [R{F (Save) 1227 Vw7 L

£,

MNew Policy

Name: interface_PAT
Description:

Targeted Devices

Available Devices

24, Search by name or value |

| Add to Policy |

Select devices to which you want to apply this poli

elected Devices

=192.168.0.16

| | Cancel |

| Save

R —NEMCIZIBIMENET, gl&kix, N —l—1ZBNT50ERNHD £9,

ATv T3 =DM (AddRule) 1227V v 27 LET,

[NAT /L —/L DB/ (Add NAT Rule) ] %A

RTFY T4 ERLV—NDOF T arrE/RELET,

Add NAT Rule
MAT Rule: Auto NAT Rule hd
Type: Dynamic i

Interface Objects m PAT Pool

TR Ry 7 ARFRINET,

Advanced

« [NAT /L—/L (NAT Rule) ]: [HE) NAT /L—/L (Auto NAT Rule) ] Z34R L £,

o [#A 7 (Type) ]:[#AFIv7 (Dynamic) | &N L E7,

ATV TS [f 4 —T =2 A4 7=  (Interface

47 =7 &~ (Available Interface Objects) ]

objects) 1X—C, MEMATTRE/RA L & —7 = A A
S D [ A > 5 —7 = A AAT V= |

(Destination Interface Objects) | FEIKIZAMNE Y — 2 2B L 97,
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NPETN |
. Add NAT Rule ? X .
MAT Rule: Auto NAT Rule b
Type: Dynamic hd
Translation PAT Pool  Advanced
¢ Source Interface Objects (0) Destination Interface Objects (1)

Available Interface Objects
| -4 Search by name | ei\outside zone @

oA
san /by inside_zone

— —_————

m outside_zone | SAdd to |
ource

Add to |

Destination |

QK | | Cancel

AT Y T6 [ZH (Translation) | X—I T, kDA T g Z2&FELET,

Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic it

Interface Objects Translaﬂon PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* all-ipv4 v G Translated Source:

Original Port: TCP BV

Destination Interface IP
= o ched For Nestingeiog Iotg

s [JEDE[FIE (OriginalSource) 1: BM7 A 2> (@) 227V v 27 LT, XCDOIPv4 b7
74 w7 (00000 OFy  T—27 FTV=7 NaEBMLET,

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

GE) HEINAT L— WA 7 V=7 FEZRD—HE LTNAT 2 BINT 5720, VAT
AEFRD any-ipvd 47V =7 MEFERTLHZ LIXTEERA, £, VAT LAE
ROFT V=l VaefmtET 52 LT TEERA,
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B 7 txnmons

o [ D E(E T (Translated Source) | : [#8564 > % — 7 = A A IP (Destination Interface
IP) | Z@IRL£7,

ATy TT [IRAF (Save) 1227V w7 LTA—AZBILET,
J—LH JL— b (Rules) | 7 — 7 WMITRIFSNLET,

Overview Analysis Policies JBENILEEE Objects = AMP  Intelligence y ) System Helpv adminv

Device Management =~ NAT | VPNw = QoS  Platform Settings  FlexConfig | Certificates

interface_PAT You have unsaved changes [ [=] save | [ € cancel
(6] Pol
BR Fiiter by Device @  AddRule
['s N \
# Direction Tyi ‘Source Destinati Or 1} Original 1] Original 1} Translated Translated Translated Opti
erface Objects rface Objects rees estinati Services Sources Destinations  Sarvi ices
v N
¥ au
»> Dynamic @ any &, outside_zone i al-ipva @ mtertace @@ Dnsiraise P

ATY T8 NAT X—T T [R1F (Save) 127V v/ LTEFEZREFELET,

792 AHEORE

FTD % FMC |Z%$k L= L X2, EAD [T RXTO RN T 7 4 v 7 %717 (Blockall traffic) ]
TrEA arte— R —EERLTEGEIE. T AZEWT D NT 7 4 v 7 &7
THEDIZARY ==V Z BT HALERHY £9, ROFIATIE, NEEY — B0
=D T T 4 I BT HA—VEBIMLET, I =0 0B 554613, @Yk
Xy NT =T ~DRNTFT 47 &R T 50—V EBMLTIIEIN,

LV EEREX 2V T A REENV—NVERETHHEAIE. [FMCRETA R] 2L T2
AN

FIE

AT9 1 [RY) — (Policy) |>[7 U AR — (Access Policy) |>[7 2 AR — (Access
Policy) | Z#3R L. FID IZEV Y THRTWAT 7 A a2 ha—A K S —DfithE7 A =
(@) 7Yy LET,

ATv T2 v—n%iBE (AddRule) 127 U w27 L, RONRTA—=HERELET,
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ATvT3

ATv74

5% TE O B B

ATy T

zzorn [

Add Rule 7 X
Mazme |inside_toc_outside Enabled Insert |inte Mandatory ot
Action |+ Allow v 48T

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones & Source Zones (1) Destination Zones (1)
| Z, Search by name | son /iy inside_zone B seuloutside_zone ]

a et
a /0 inside_zona
) .

Sua/4h Outside_zone

| Add to |
Source

Add to |
| Destination |

o [4A7 (Name) |: ZON—VIZAHTZTET (728 21X, Tinside to outside] ) o

o [EEILY — (Source Zones) | : [fEFIAIHEZ Y — > (Available Zones) |76 N —
EIEILL, [E50128 (Addto Source) 1527 U v 27 LET,

* [585> —> (Destination Zones) | : [ [HE72>"— > (Available Zones) |75 AMHY —
VEER L, [3ESEIZEBM (Add to Destination) 1 %227 U v 7 LE7,

MOBREIFEDEFICL THEET,

GBI (Add) 1%27 U y7 LET,
L=V b=/ (Rules) ] 7 — 7 /VIZBME I ET,

Deploy , System Helpv

Overview Analysis JLIISEEN Devices Objects | AMP Intelligence

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

You have unsaved changes | /A Show Warnings | [ Analyze Hit Counts | [ =] save | [ €3 cancel

ftd_ac_policy
Enter Description

Prefilter Policy: Default Prefiter Policy. SSL Policy: None Identity Policy: Hone

Tz Inheritance Settings | [F] Policy Assignments (1)

[EEE) scourity Intelligence | HTTP Responses Logging _ Advanced

" Show Rule Conflicts &) & Add Category © Add Rule | Search Rules

R Filter by Device
v Mandatory - ftd_ac_policy (1-1)
o Allow

T ————————————————— e
[fR1F (Save) 127 Vw7 LET,

REDEF A2 FID IZEBLET, BHEAEMTLIETIE, XA ALTEOERLT VT 4
TN E£8 A,

FIE

A LD [JEB (Deploy) 127V v27 LET,
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Deploy y System Help ¥

|__6 Cancel |

ATV T2 [RUT—DRER (DeployPolicies) %A 702 Ry 7 ATTNA AZER L, [JEB (Deploy) ]
Vv LET,
Deploy Policies Version:2019-03-05 03:17 PM
Device Inspect Interruption Type Group Current Version o3

=#152.168.0.16 Mo FTD 2019-02-28 07:11 AM

ZFVT3 EBRARSLZZ LR LET, BROAT —4 A2 HRT 5101, A= a— "—0 [EH
(Deploy) | RZ v OEMICHBT A2 %2 v LET,

Deploy || & || System Help v

Deployments O Health Tasks - ]
1 total 1 running 0 success O warnings O failures Show History
™t 192.168.0.16 Deployment - Collecting policies and objects. 10s

[ | 15%

FID XU XOSCLIADT7 U X

aw RIA4 A H =T x4 X (CLI) A LT AT LDy N7 v 7 &ITV, AL
RYATIADRNT TNy a—T 4 T HT0VET, CLITYy > a v bR —2HRETHZ
LITTEFEYAL, CLIICIE, 2 Y — L R —RFIEHLTT 7EATEET,

FTD 534 ZDEMA X —T = A A2 SSH TR TX F 4, SSHEHDOA v Z—T = A
2ZEANWTWBEES, T—F A VX —T 2 A LOT7 FL A bR CTEETT, 5—H% 1
H—Tx A A~DSSH T 7B RIXT 7 4/ h TEEHIZ/ > TWET,

Fr, NI a—TF 4 T DTHIZ, FIDCLI S FXOSCLIWC T 7 EA T A2 L T
iTO

188 BRI

EHA— FOfE, 2y — v AR— b, ER=a— K, #9725 LED OfF# L, vy —v =
LHE—R Y ROV T, SEROF AL ADA— R 27 A4 FEBRLTL 7S
AN
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D 5&UM0SCL~D7 2 [

FIE

ATV Tl CLLICu A o FA00%, Ba s a—FErar Y — L R— MR LET, 2V —L
=T NVDFHAMZHONTIE, TAAAADN—R 72T A4 FESRLTLTEEN, ROVIT
NEREEFEHALET,

» 9600 7 —

87 —X v b
e NNUT 4721
1ALy 7 EYFH

pe= 2 —)L AR— ~® CLI 1% FX0S T9,

AFwFT2 o7 T, FEXOSCLLIcua 74 LET,

ciscofirepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
ciscofirepower#

ATv T3 FIDCLIIZT 7 A LET,

connect ftd

51

ciscofirepower# connect ftd
>

1A IS, CLI T ATEe =~ > ROF# 2 BT 2 121E, help £7213 2 Z A L&
T, HEEOZEIZ DOV CIX, Cisco Firepower Threat Defense 2~ > K U 7 7 L2 R [J3E] &
ZRLTZE,

ATw 4 FIDCLI ## T3 521X, exit 7213 logout 2~ REATLET,
11

> exit
ciscofirepower#
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(F  ihT, Dmsaj7m/7h RV £9, FXOS CLI TR AIREZ: =~ & FO1E
iR T 2I1IE, ? 2 AN LET, HHEDOFEMIZOWTIX, Cisco Firepower FXOS
av R U 77 LR [HEEE] 2R L TLSEZS N,

TN A DEIRVIER

Firepower 1010 > v — NZIISNEEIRA A » FlLdH D FH A, £DIH, FIDCLI ZfEH L T
VAT LEBEEYNCY vy MU HZ ENEETY, BMICERT T S E2RKWeh . EIRA
Ay FEHLIEVTDE, ERVRT7AN VAT LAOBEEZSIXEITZERH 7,
Ny 7 7T 90 RTIEFIZEZEROT e v ANRFETINTWT, BT 7 72k, &%
Ul L7209 % & Firepower VAT L% T L—AT)L Ty y NE T TERND k%ﬁzf
BT EEW,

Firepower 7 /3 ZDOEJRZ G T 5 LE R HH5GEIL. 2O My 7 OFIEICHES T LS
AN

GE)
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This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': YES
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