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Firepower 1000 /%, B YR ADE LS, VT S, BRI T 2 BhHBRE & f2tk L £, #
I T —~ U ARG RTE LU CHER LoD, mEREBMRTEEL G TxEJ, Firepower
1000 (X, /MHUEA 7 4 2BV E— T F 0 FETIESERT—A T — ARG L E T,
7 — % /L ® Cisco Secure Firewall Device Manager i L C7 7 A 7T U+ — L& EH L £,

s T AT U A —IVDr—T VG (1—)

« 77 AT T4 —ILDBEFDOHEN (2 2—)

s A VA=A ENTWDET Y r—2 3 (Firewall Threat Defense & 721X ASA) DHER
(3=

« Firewall Threat Defense CLI ~®D7 7 & A (4 _X—)

e N—=U g VORERE A A= (6—)

s (fLE) CLITOEH Xy NT—IREDOER (74—)

e TA B ADESG (8 —)

o (WMERPE) 77 AT U4 —/LOBROUIN (10 2—)

TJ7A4AT7 94— LDy —TILiER:

FEZOWTIE, N—FR U= THRETA RESRL T 7ZE,
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B o 7or—rozrorA

Ethernet 1/2-1/8 Switch Ports
inside, 192.168.95.1
PoE+ on Ethernet 1/7 and 1/8

Ethernet 1/1 (Alternative) Management 1/
outside, DHCP and IPv6 autoconfig management,
from Modem DHCP from management nw
Np
© § @ Frrww sees L3
LT 0
S4VDC=06A m
[=]=)
on| =) 0
e e~ —

( Internet j

Modemor Router .\

Management Computer
DHCP from inside: 192.168.95.x

TJ7A4AT7 94— ILOEBREDHEA
VAT AOBEFILIER — FTHIEINET, BEAZ S 1EHD A,
N

GE)  77AT7 U+ —LZH0 CRENT S & X%, Firewall Threat Defense D #1112 15 ~ 30 437>
0 ET,

1R BHHEIIZ

T AT A — VIR L TREEEOEWE N ZMGT 5 2 ENEE T (MEEEREE
(UPS) #3572 L) . HIDY ¥ v NE DU EITORWTEINRKRDND &, R
Ty ANVAT LAOBRE SR ZTHRERENLY F3, Nv I 770 NTIEEIZEE0 >
HEABFITENTNT, BABKDND L, VAT LESL—AT MYy y MF YL TESE
A,

FIE

ATy Tl BERA—RET 747 U4/ MR L. Bt MOBRELET
I = — N 25 LiAte & BEAHBINICA Y £,

ATY T2 LED OBIEDAT — X A MR L £,

[ Firepower 1010 Threat Defense 22— k7 v FTHA K : TINA RAXR—T ¥
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AR P=LENTWST F)r— 3> (Firewall Threat Defense E7=13 ASA) DHER .

1:LED

Power LED
‘ ‘I’—System LED

¢« BIRLED : #kTHRIT L TCWAEEIE., 77 AT U= VDERNRA NI R>TNDZ L aEWRLE
7,

e AT A (S) LED : ROEEEZZRL T F &V,

£ 1:VRTL (S) LEDDENE

LED D EE SiBA TNARADEREANT-EDE
M (2 #)
ol 0, C s EEh 01:00
FL o PBTEEAR (27— |[EINZKRRLE L 01:00
Rre
R TEAT TV r—aryhn— RKER [15:00 ~ 30:00
F LIz
FLU VBT (o —REE) |7 7Y r— g ror— K2k [15:00 ~ 30:00
WLE L=

AR R=ILENTWSET7T)5— 3> (FirewallThreat
Defense E£1-1d ASA) DHEEER

Firewall Threat Defense & ASA D HFDT U r— g 0B, "— Ry xz7 THR—FEINT
WET, TR — MIEER L, RS VA =L ENTWABT Y r—a U a il
%‘éj‘ L/iﬁ‘o

FIE

AT Tl WIFNPOR— A THEALTar Yy —biR— MIE#RH LET,

Firepower 1010 Threat Defense 2 4 — k7w 7H4 K : T4 2w x—C+ |}
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B Firewall threat Defense cLi A 7 2 £ %

ATv T2

ATy 73

K2:avy—)LR—

30

Mini USB console

RJ-45 console

CLIZa 7 " a2 LT, 77 A7 7 +—/LTFirewall Threat Defense £ 7= 11X ASA BN EITEINTNAH ML
IR LET,

Firewall Threat Defense

Firepower & 71 > (FXOS) 'm 7 IR ERRINET, #7 A L THLWASATY — REREETIC
Y322 R TEET, v/ A V2R TTHLERD DAL, FlrewaIIThreatDefenseCLIf\@'}??*lz
A (A=) EZRLTIEEN,

firepower login:

ASA
ASA 7o 7 IIRERENET,

ciscoasa>

REST-T7 7V r—a UREFTINTWAEA1E. Cisco SecureFirewall ASA 3 1 TY Secure Firewall Threat
Defense fiA A —I (b HA RESHRL T X0,

Firewall Threat Defense CLI ~AD 7 Y 7 X

REETZII N T TN Y a—T 4 T DIDIZCLICT 7 B AT HUhERHLGENH Y 7,

FIE

ATYT1L WITNDDOR—Z A TE2FEH L Tary ) —bR— MR L7,

[l Firepower 1010 Threat Defense R Z — k7 v FHA K : TINf AT R —
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ATv T2

ATy T3

3:aAvY—ILR—+

Mini USB console

RJ-45 console

Firewall Threat Defense CLI A0 7 2 £ 2 [

FXOS Ic#ki L9, = —¥—4%& admin & /XA T — K (F7 4/ MI Admin123) ZfEH L CCLIica 7
AL LET, HlbTurs A Lizts, RAUV—REZEETLHILI>RDOENET,

firepower login: admin
Password: Adminl23

Successful login attempts for user 'admin' : 1

[...1]

Hello admin. You must change your password.

Enter new password: ***xkxkkk*
Confirm new password: ****xkxkxk*

Your password was updated successfully.

[...]

firepower#

Firewall Threat Defense CLI IcZ&F L %9,

G

WA~ b7 > 712 Firewall Device Manager % £ 19 % 454, Firewall Threat Defense CLI 27 27 & X L7\
TLEEW (T7®8ATHE, CLlty FT7T v 7RBBENET)

connect ftd

Firewall Threat Defense CLI IZ#]O CHefe 35 &, AIllE Y b7 v 7E25ETTH X I RDLNET,

51

firepower# connect ftd
>

Firewall Threat Defense CLI Z#& T3 % 121%, exit £7zld logout =~ RE AN LET, ZDa~vr RiZk
V. FX0S 7u 7 MIREY £7,

1 -

> exit
firepower#

Firepower 1010 Threat Defense 2 4 — k7w 7H4 K : T4 2w x—C+ |}
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B —vacommemr—vit

N o~ -~ .E. o~
N—2a3VDEREFA A—T1E
T AT U4 —NVERETDHENAREA—=Ta A VA N—LTHZ 2B LET, 5l
DHEE LT, BBIRIZT v 77— RERITT52L L TEETN, REERFEITLT v
T —FRTlE, ZOFIEZERATD L0 GEERRLLE5E1H Y £1,
=i B VAC I
V7RO xT Xura—RXR=UDY U —RAFEZORICH D, SEDENRFVTVD Gold

Star VU — A% EITT 52 & xBEIH LET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html THAA SN TWD Y V- A ST L2 L b TX

£,
FIE

ATYT1L WITNDOR— N F A TE2FH L Tary ) —blR— MR L7,

4:32—JLR—F

Mini USB console

RJ-45 console

AT T2 FXOSCLI T, ETHDON=Ya v ERRFLET,
scope ssa
show app-instance
15'] .

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper
State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

ATFYT3 FHL WA=V a B, A M= LT58E81F. ROFEEZFETLET,

[ Firepower 1010 Threat Defense 22— k7 v FTHA K : TINA RAXR—T ¥
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B cucngEry r7—s8EnzE

Q) FTAN T, BEA L H—T7 A ZZDHCP 2 L £, BHA L ¥ —T = ATHHIPT K
VARRIET B LERHBHEIL, KOaTY FEANLET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOSD NI 7Ny a—TF 47 A RIS TNDHA A —MLDOFIEEZFATLE T,

BEA L H =T 2 A APDET IV RATEDLY—N=nEH LA A=V EF T a— RTE0ERD
nET,

T AT U —ARHEER LTS, FXOS CLIZHEHRE L £7,
c) FXOSCLI T, HFHENSAUV—RNEHEZRETDLIIROONET,

(FE) CLULTOEERY FNI—VEREDER
T 74N BT, ROWTNDDA X —T 2 A ATT 7 AT VA —IVEEHTEET,
o A —H% 2> b 12 LIFE : 192.168.95.1/24
«EPL 1L : DHCP 2 HD IP 7 R LA

TI7HNVEDIPT RUVAZMEHATERWEGAIX, 2> Y —bdR— MIER L, CLITHHE v
7Y o7 HFETLTERHULOIP T FLRAZEINT RLRIZRETE £7,

FIE

AFyTL aryy— )R - MBEHELET, f oA=L ENTWELHT U A —3 3 (Firewall Threat Defense % 7-
IZ ASA) DOfER 3—) ZBBL T EE N,

R T 72 Firewall Threat Defense CLI [Z#56% L £ 3,

connect ftd

B -

firepower# connect ftd
>

RTFYT3 BHA LA —T oA ZADBREHDOCLIEY T v A7 U 25T LET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]

Firepower 1010 Threat Defense 2 4 — k7w 7H4 K : T4 2w x—C+ |}
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]: n

HABVR oD EATDT RLADDLRL & H 1DOICHONW Ty Z AN LET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAFZ R FIPT RURAZRET DX [FE) (manual) 1 23R L E7,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

HABVR A= T2 DIPT FLAZRELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

H4 4 2R : Firewall Device Manager % 3 255413, yesE AT LET,

ATy T4 HLWEHEIP 7 R L AT Firewall Device Manager (22 71 > L TL 7Z& W,

5S4t A0OME

TA B AR, VA IETERFERIEN ST AN, AEEA LRI, Av—b Y7 by =T
FAR T THYY MY 7 SRTWET, Smart Software Manager (27 7 7 2 kA3
WEEARX, Vo252 0yl LTHLWT AU MERELET,

Firewall Threat Defense (ZIZIRD T A B AR H D 9,
o FEYE : WIH
¢ |PS

[ Firepower 1010 Threat Defense 22— k7 v FTHA K : TINA RAXR—T ¥
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https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer

| ELosaic
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o 2L = T
eURL 7 4 V2V T

* Cisco Secure Client

1. BHETIA B AZBINTDHENDDHE1E, Cisco Commerce Workspace T [~ T
F (SearchAll) 1 74—/ FaMHEHLET,

K5:54 Y AB%R

= v SearchAll.. Q

A Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. WDOIFA L APID ZHMELET,

A

GE)  PIDBRAOHLRWEAIX, EXCTFETPID #:BMTE £,

«IPS, =7 =7 Bifl, L UURL OfAEHE
* L-FPR1010T-TMC=
EFEDPID OWF NN EESUTIBINT D & IROWTILHD PID I8 2 HIH -~ —
ADYT A7 Y Foa rB@RTEET,
* L-FPR1010T-TMC-1Y
* L-FPR1010T-TMC-3Y
* L-FPR1010T-TMC-5Y

« Cisco Secure Client : ['Cisco Secure Client Ordering Guidel] % ZHE L T 72 &y,

3. RS, [ E Y —E 2 (Products & Services) | Z 3R L £7°,

6. R
e Al Results
T Orders 6
[ Invoices 2
{5, Software Subsc... 1

© Products & Ser... 1

Firepower 1010 Threat Defense 24— k7w FH4 K : T4 27 2=+ ||


https://apps.cisco.com/Commerce/home
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B w=us30 57479+ —LoBREON

(BEGIEZE) T747 74+ —ILOERO Y

VAT LEMEEYNCY vy N T H T ENEETY, BMICERT T VA2 RN T 5 &

BHRRT 7 ANV AT AOREEZSIER T ZER™HVET, Nv 77T FTIEEIZEHK
DT aEANFETINTEY, BT 7 7%k, BRZEOMLEDVTHE, 7747

VA IV AT AN S L —AT Ly AT TEEE A

Firepower 1010 ¥ ¥ — I EBIRA A v FixdH Y T A,

CLIZHEITR 7747 74— ILDERDYIM

FXOSCLI #fffl 35 L, VAT LAELREIZV Yy NE UL LTI 7AT U+ —/VOEFREZY)
WrcxE9,

ATV Tl WTNDDOR— 2 A TE2FEH L Tary ) —viR— MO L7,

ATy T2

ATy T3

ATy T4

7:aA2Y—IL R—

"jlﬁﬂ

\_IJ
Mini USB console

RJ-45 console

FXOS CLI Twr —H /VEHE— NI L E£7,
firepower # connect local-mgmt
VAT L'y AT LET,

firepower(local-mgmt) # shutdown

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

: Stopping Cisco Threat Defense...... ok

T AT T4 — D%y KT UV AT AT Oy R EF=F—LFE T, VY T UNETT
L RoTa T MRFERENET,

System is stopped.

[l Firepower 1010 Threat Defense R Z — k7 v FHA K : TINf AT R —
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Device Manager £f&f L1=77 4 79+ —LoEEOE [

It is safe to power off now.
Do you want to reboot instead? [y/N]

ATy T5 MBS UCER T 72k Ty vy — O WEICERZR AT N TEE T,

Device Manager #R L= 74 7O 4+ —ILDERD VIR

Firewall Device Manager Z i/l L T3 27 A& WMEICy v v hE T LET,
FIE

RT9TL 74T U= Ny MU LET,

a) [F/34 % (Device) 1227V v 7 LThb, [V AT LG&E (System Settings) > [FHEEN S ¥ > 4T
> (Reboot/Shutdown) 1V > 7 %27V v 7 LET,

b) [*v > k&> (ShutDown) 1%27 VU v 7 LE,

RTFYT2 avI—Ninb 77 AT T4 —MER L TOWDEHAIE, 774 T V=N Yy b TH L XIS
VAT AT R T NeE= A —LET, VY Y N UUBRETTLHE, ROT T SRERSNET,
System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

A = MBEG L TOWRWERIE, R3S Ty AT ARV Yy MU LI L 2R LET,

ATY T3 BEWISUTCEIR T T 72k Ty vy — U B WBEICEREZBR D AT N TEET,

Firepower 1010 Threat Defense 2 4 — k7w 7H4 K : T4 2w x—C+ |}
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EARHK S— DB

VIR EZZE T LTHE, BIMOA L H—T 24 AL Xy NT—=TDORE, BLOKRY —b
HAL <A REFTVET,

« Firewall Device Manager ~» 1 7' A > (13 X—)
« MR EDTE T (13 °—2)
e Xy NU—IREELERY > —ORE (21 3—)

Firewall Device Manager ~O O %5 4 >

Firewall Device Manager (212 27 > L C Firewall Threat Defense % i% & L £ 7,
FIE

ATy Tl arva—¥—0EkREDAN X —T7 A4 RS T T, 77U HFIZRO URL # A LET,
o 4 —H% xR b 12 LIFF : https//192.168.95.1
« WHL 1/1 : https://management_ip (DHCP /%)

AFw T2 2—W—% admin, T 4/ k RAT— K Admin123 AL T /A > LET,

NHXEDET

AR E 258 T4 5121%. B Firewall Device Manager (1 7' > L7zt &2k y T v
VAV —REFEHALET, By N T v 7O 4= FROETHR, W ODDOERKRY —n3iEy)
CRE SN, BEIEL TV BT ARRETT,

s NE—=AEB T 7 4 v T —

o« WIS BANERA~D T X TOMWMEHDA X —7 = A A PAT,

Firepower 1010 Threat Defense 2 4 — k7w 7H4 K : T4 2w x—C+ |}
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FIE

ATV Tl —BEHFCHEEL, BHESAT—-RNEELLET,
[Device Setup] B 23 &R SAVE T,

8:[TINA RDEXTE (Device Setup) |

Device Setup o Configure 7)) Configure

Smart License
Internet Connection

Registration

1 o, ................................. :

- & Internet

&8 DNS Server
1/1 1/3 1/5 1/7 PoE MGMT

s @
FEEE O

bl
1/2 1/4 1/6 1/8 PoE CONSOLE

Time Settings

Smart Lice....

n

GE)
ERERAR— FREIX, ETMI L > THRARY F9,

RTFYT2 A v =T oA ZABIVERA L B —T 2 A ADFR Yy NT— I REXEELET,

[l Firepower 1010 Threat Defense 2 — k7w FHA K : FINA TR —T %
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Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP N

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

a) [Outsidelnterface] : f —H % v b UL, T34 ADOHHFRERHZHIOINEA X —T = A AZRINT D

ZEIETEEE A,
[Configure IPv4] : PPPOE B G51E, V4 P — FOETHRICHRETE T,
IPv6 #E%XET 5

b) [Management Interface] : EHDOEEH UL AV F—T = A AD/NNT A= ERELET, CLITIPT R
VAZEELIEGE, 2D ORETT TITHE A DI ORI NEE A,

[DNS Servers] : 7 7 4 /L K& OpenDNS /X7 U & 77 DNS H#—/3—"T7,
T7AT7 04— ILDEKRR B
¢) [k~ (Next) 127U >7 LET,
RATYT3 VAT LA EHRELET,

Firepower 1010 Threat Defense 2 4 — k7w 7H4 K : T4 2w x—C+ |}
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X 10 BRIHE (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

Q) AL YV—V
b) [NTP Time Server]
c) [k~ (Next) 127 U7 LET,

ATvT4 A= T BVRAERELET,

[ Firepower 1010 Threat Defense 22— k7 v FTHA K : TINA RAXR—T ¥
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Register with Cisco Smart Software Manager

Register with Cisco Smart Software Manager to use the full functionality of this device and to apply
subscription licenses.

What is smart license? (2

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

@ Register device with Cisco Smart Software Manager

Please register your device at this time. If you do not register now, you can
register later from the Device > Smart License page.

@ Create or log in into your Cisco Smart Software Manager account.
N2

@ On your assigned virtual account, under “General tab”, click on “New
. Token” to create token.

@ Copy the token and paste it here:
Token
MDM4MTdhNWEtNmEXMCOONzMyLWE3YWMtMzY 1MWViOTM2Nm
EOLTE3NDUOMzI2%0ANjQyM;jV8dUNPZnRLWDJhSFJ6bWcOYkFqVW
ZWQzJzd2JDN2dwRkxhbUhQeHhj%0AZUtnUT0%3D%0A|
i
(D Select the region in which your device is operating.

Region

US Region v

@ Enroll Cisco Success Network.

Cisco Success Network enablement provides usage information and
statistics to Cisco which are essential for Cisco to provide technical
support.This information also allows Cisco to improve the product and to
make you aware of unused available features so that you can maximize
the value of the product in your network.

Enroll Cisco Success Network

@ For a more detailed overview on Cisco Licensing, go to
cisco.com/go/licensingguide (2

BACK FINISH

a) [Register device with Cisco Smart Software Manager] #7 V v 7 L £,
b) [Cisco Smart Software Manager] V > 27 %27 U v 7 LE7,
c) [Inventory] #7 VU v 7 L&E7,

Firepower 1010 Threat Defense 24— k7w FH4 K : T4 27 2=+ ||
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Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

d) [General] # 7 C, [NewToken] #7 U v 7 L&,

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0 of 10

e) [&#k h—2 & 1ER (Create Registration Token) 1 %A 7 1 7R v 7 2T, LU FOREMEZ AL TH
5[ b—2 o %ZVERk (Create Token) 127 VU v 27 L£7,

Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

« 5B
o [H2hHAIR (Expire After) ] : #E53EIX 30 H T3,
o e RAFFE%EL (Max. Number of Uses)

o [ZD b= ATEER S AT B Tl A P RE A #7195 (Allow export-controlled functionality on
the products registered with this token) ] : @& ERE S FF T S TWHEOB ST =2 77147
VAT T T EAENILET, ZOWRBREMEHT LI TEDSLSE, TOF T arE I I TERRT D
VERDHY T, B TIOEREAEDNITLIHGIE. T AEH LT m X7 b F— TR
L. A A&V —RT530ENHYET, ZOF T arBDERRENBWEAE, THhU b
IR EISREZ AR — P LTV ER A,

F—=2 3 A X P UIEMES N ET,
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) b= OFEMNCHBERATAar %7 )y 7 LTC[h—22 (Token) |[¥A T /Ry A%,
=22 IDE7 U v 7R—Rlcar —Cx5 L9 LE T, Firewall Threat Defense DGk LB /e &
FWHBOFIETHERT RO, ZO =7 U ZHHLTEBE 1,

B 11: b= oDRE

Product Instances Event Log

General Licenses

Virtual Account

Description:

Default Virtual Account:

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled

OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) Allowed

0of 10

Ki12: k=Y 2DaE—

@ X

Token

MjM3ZjIhY TRZGQ40500Y]k2LTgzMGIRMThmZTUyYjky
NmVhLTETMDISMTI1 %0AMTMxMzh8YzdQdmgzMja2V
mFJN2dYQjI5SQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTNSA3N%ANA

Press cfrl + ¢ fo copy selected text to clipboard.

g) Firewall Device Manager ©, h—2 > % h—27 7 4 — /L FIZIED 1T E9,
hy oA 7 v a v Ze&E L, [Finish) 27 U > 27 LET,

ATFYTE By T v T4 P —FERTLET,
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

a) [StandaloneDevice] %~ U+~ L T Firewall Device Manager % £/ L %9,

b) [Configurelnterfaces]| %~ U v 2 L T [Interfaces] ~*— ICE BB 57>, [ConfigurePolicy] 272 1 v
7 LT [Policies] ~— 2B HET 50>, [GotlIt] Z#2 U w2 LT [Device] *—IZBE L 7,
AVE =T 2 A ZAELEFRY U—REZOWVWTE, Xy FU—=IRELRY —ORE (21 <—
V) 1 ZBRLTIEEN,

ATvT6 T AEAEMELET,
a) [Device] ~X—7>5 [Smart License> > View Configuration] ®JEIZZ U » 27 LET,
by ZTNENDATv 3T A AD [EnableDisable] 2> ~u—v%27 Vv 7 LET,

‘SUBSCRIPTION LICENSES INCLUDED

IPS ENABLE Malware Defense ENABLE

This License allows you to perform intrusion detection and prevention and file control. You This license lets you perform malware defense. You must have this license to apply file policies
must have this license to apply intrusion policies in access rules. You also must have this that detect and block malware in files transmitted over your netwaork.
license to apply file policies that control files based on file type.

Includes: Cg File Policy
Includes: T Intrusion Policy

URL Cisco Secure Client Type Advantage v

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased to enable remote access VPN. Note that
than by individual URL alone. You must have this license to deploy access rules that filter web Secure Firewall device manager does not support any of the advanced features covered by the
traffic based on category and reputation. Advantage license.

Includes: URL Reputation Includes: RA-VPN
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) WHERu vy 77X o URA MG [EEOFRD (ResyncConnection) ] % #&4R L C. CiscoSmart Software
Manager & 7 A & > A EHR A A S £,

Go to Cloud Services

Resync connection

Unregister Device

) ° A
Y RI—=OFBEER)O—DEE
BIMDA 5 —T 2 A A DHCPH —N—ZZEL, X2 VT 4R —% W AF~ A XL
£7.

FIE

RTYTL AL TFR—b"ET7AT T =V A U F—T = A AEWBT 5861F, [Device] ZiI L, [Interfaces]
OWEDY 7 %27 ) v 7 LET,

Q) AAvFE—romET a2y @) 22097 LET,
b) €— K% [Switch Port] 7> [Routed[IZZ& % L %77,

Firepower 1010 Threat Defense 2 4 — k7w 7H4 K : T4 2w x—C+ |}
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4. E—FOERE

Ethernet1/3

Edit Physical Interface

Interface Name Mode Status

Switch Port

Passive

Description

IPv4 Address IPv6 Address Advanced ° VLAN

Protected Port

Usage Type

Access VLAN

inside (Vlan1) o

c) AHIE IPT FLAZRELET,
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d)

5: 48— 14 ADHE

Ethernet1/3
Edit Physical Interface

Interface Name

dmz

Most features work with named interfaces only, although some

require unnamed interfaces.

Description

IPv4 Address IPv6 Address Advanced

Type

Static Vv

IP Address and Subnet Mask

192.168.1.4 / 24

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

/

e.g. 192.168.5.16

[OK] %2V v 27 LET,

w2y ko—saEeRys—onE [

Status

@

MLNT 7 AT V=AU Z—T = A AT 25513, [Objects], [Security Zones] DJIEIZIZER L %

j—o

VEIS U TH LW — o 2REEFIIMER L, AV —T a2 AA AZFDY — 2BV Y TES, KA
H—Tx A A, RV —FHRETHY =B L TWALENRH D F7,

WOHITIE, #H LV dmz_zone 2Bk L, T dmz A > ¥ —7 = A A&EV Y TEHEERLET,
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Add Security Zone

Name

dmz_zone

Description

Mode

@ Routed O Passive O Inline

Interfaces

©® > @ dmz (Ethemet1/3)

> inside (Ethernet1/2) SANCEL

> management (Management1/1)
> outside (Ethernet1/1)

> unnamed (Ethernet1/8)

1 item(s) selected

Create new Vv CANCEL

ATFY T3 NEZ T4 7 b TDHCP 2 L TF /31 25 IP 7 RLAZEGT 58413, [Device> System
Settings > DHCP Server] OJIEIZER L T2 [DHCP Servers] # 7 #3 R L £,

T TICHNEA v X —T = A AFHITHER I TV D DHCP ——2RH 0 £9°,

[l Firepower 1010 Threat Defense 2 — k7w FHA K : FINA TR —T %
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17:DHCP H—i\—

Add Server P

Enable DHCP Server e

Interface

dmz (Ethernet1/3) v

Address Pool

192.168.1.50-192.168.1.254

e.g. 192.168.45.46-192.168.45.254

RTw T4 RV — (Policies) | ZFRL TRy hTV—27 DX T4 KU —EHERLET,
THRA Ay b7 v 7 U4 F—= FTIE, FiE/L—/L 2 LT, inside_zone & outside_zone [H i@ (E ~
0—ZFANCTEET, BELV—LTIHRARY >—2@HA LEYA, BAZGERT I, —ITk
LCHRT 7 arzEELET, R —Zid, A ¥ —T = RZANH EEDTXTOAL L H—
T2 A ADA L H—T A APAT b G ENET,

K18: TN EDEF2I YT 4R I—

@ Security Policies

0 SSL Decryption  —> Identity —> Security Intelligence —> @ NAT — W WSSOt > & Intrusion

o Y Filter a @ +

NETWORKS APPLICATIONS ~ URLS

Default Action Access Control @ Block & [, v

L, By — A v HE—T oA AR DLGRIEL. ENHD Y — 2 EOMOBEETFTHT7 7k
AN — L DILBE T,

EHIZ, BV —E AT A7 DIORY) O —2REL., AL ELTIRELZTET 5720
WNATBLEOT 7 BANL—VERET L ENTEET, V- ANR—TRI =X AT H T )7 TBHZ
LT, RORY —%FRETEET,

* [SSL#E 5 (SSL Decryption) ]: 1R A, w7 =T 72 EIC oW T B L SNz (HTTPS 72 &) &4k
BT HHGIE, BEREEE T 2UERS Y £, EOEREESTLLERS 202§ 5121%
SSLIEERY =2 LET, VAT L%, MERICHEREZBER S LET,

[TATT 4T 4 (dentity) |: flxD2—H—lZxy NU—7 TIT7 4 €7 4 2# 1T 5, £/
a—Y—F - — TN —TDRA L NR—= oy SIS Ry hT—T T 7 v A& HET 55
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B, BEDOY —AIPT FLRICHEEMIT LN TWE 22— —ZHETAZDICTAT T 4T 4
Vo—%EALET,

o [Security Intelligence] : (IPS 7 A B ANRME) 7T v 7 U A MNEEFEAD IP T KL A E721L URL
DR H T2 1EHIZ Ny 7T 51I00%, BEX 2 VT4 ATV Pz ARV =2 A LET, BERoO
RERYA b7 Ty 7 ) A MIBETUE, 77823 ba— R o—TENLEEET DS
%75%& 720 FF, Cisco T, X2 VT4 AT VP2 ADT Ty 7 U A NPREMICERIN
HE 902, BEMOARIERT L AL URL 0);&%@%%‘%74’w REfRELTnET, 70— FEHEHTS
L. 77 /7 UANDOIHEHEZBMEZITHIBRT D720 R ) U—%RETLILENDH Y T A,

«[NAT] (R FU—2 7 RLAZEH)  NEBIP 7 KL RZAEON—T 4 FARER T R L AT Ha
THIZDITNAT RY —ZHH L F9,

o [7 7 & A4 (Access Control) ]: %~ bU—2 ECTHFA[TDHEHDOITEICT 7B A a2 ha—/L K

Vo—2EHLET, X2V T7 0 V=0 IPTRLVA, e bhail, K=k 77UV r—var,
URL, 22— —Fmida—HF— I N —TIZ Lo TT7 4 VFUBTEET, £/2, 778Xl —n
EHALTRARLTZ 7 A (v =T) AU v—%@EALEST, ZORY >—%MHLTURLY «
NE Y T hERELET,

s [12A (Intrusion) 1: RARY > —%MHL T, BEMOEGREMRELET, 77 & A6l#EL—L2H
LTRARY v—%d#A LETN, BARY O—Z26HE L TREDR AN — IV EBIRICE B E 121
M TE FT,

OB, 77 & AHI#EIAR Y 2 — T inside_zone & dmz_zone DI DIBIE Z A4 2 Hika R L TWET,
ZOFITIE, B O &% T (AtEnd of Connection) ] 2@ IR ENTWDHHA, [EX 2 (Logging) ] % Bk
WTHOWT DX T TH AT v a VTEREINER A,

®19: 7Y ER Ay bA—LKRY S—

Add Access Rule @ X

Order Title Action

Source/Destination Applications URLso Users o Intrusion PoHcyo File pollcyo Logging

SOURCE DESTINATION

Zones +  Networks +  ports +  SGT Groups Zones +  Networks +  Ports +  SGT Groups

@ inside_zone G ANY. ANY 8 dmz_zone L e

[7/34 % (Device) ] #FIR L THh 6, [EH (Updates) ] 7 /v—7 T [EEDFE (View Configuration) ]
IV I L, VATFATF—BER—2ADEFAr V2 — L EZRELET,

BARY —ZFEHL TWAESIE. L= EVDBDTFT —Z RXR— 22 EMM L EHFL2HELET, BFa
VT 4157 4 — FEHERAT2HE81F. TNOOEHAFTVa—a2RELET, —HEEL L TExa
V7 4R o —CHENVEFREEATIHEE. TOT —A_XR—ADEHFAr Va2 —VERTELFET,
A= 2—0 [Deploy] K% %7 U w7 L. [DeployNow] K& > (‘28) 220 v LT, EENEETA
AIERLET,
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BRI, TNOZRBETLETT A ATHMNIRY FH A,
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