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TJ7A4AT7 94— ILOEBREDHEA
VAT AOBEFILIER — FTHIEINET, BEAZ S 1EHD A,

B

GE) T AT U F—)LEHOTERT S & XX, Firewall Threat Defense D FIHILIZHKI 15 ~ 30 43>
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. Firewall Threat Defense CLI ~D7 ¥ X

ATy T2

ATvT3

K2:avy—)LKR—

kg

Mini USB console

RJ-45 console

CLI7a 7 "2 LT, 7747 Y4 —/L T Firewall Threat Defense £ 72 1L ASA NETEIN TV HNE
IINEHER L ET,
Firewall Threat Defense

Firepower 2 74 & (FXOS) 7B U7 IRERINET, v /A LTHLWART — RERETTIC
Y322 R TEET, v/ A V2R TTHLERD DAL, FlrewallThreatDefenseCLIf\@')’?‘lz
A (A=) BBRLTIEIN,

firepower login:

ASA
ASA 77 IIRERENET,

ciscoasa>

MEEST-T7 PV —2a URFETEIN T AEE1E. Cisco Secure Firewall ASA 33 2 T8 Secure Firewall Threat
Defense fiA A —I (b HA RESHRL T X0,

Firewall Threat Defense CLI ~D 7 7 £ X

ATv T

BEETII RTINS a—T 4 T DEDICCLIIT 7 B 2T HULERHLEENH Y £97,

FIE

WPFNDDOR— "2 A TEFEALCa Y —iR— MR L E9,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
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ATy T2

ATy T3

Firewall Threat Defense CLI ~D 7 7 # X .

K3:avy—J)LKR—+

Mini USB console

RJ-45 console

FXOS IZ#5#%t L £9, = —V—4 admin £/X2A T — K (F7#/L M Admin123) #fiH L CCLIica
A2 LFET, FlOTal A Lizd&, RAV—FREZETITEL9ROBNET,

firepower login: admin

Password: Adminl23

Successful login attempts for user 'admin' : 1
[...]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

Firewall Threat Defense CLI [ZZ5 % L £ 4,
GE)
WA~ b7 » 71T Firewall Device Manager % 19~ % 5513, Firewall Threat Defense CLI {27 7 & A L 72
WTLEEW (T278ATDE, CLI®y b7 v 7NRBRBENET) |
connect ftd
Firewall Threat Defense CLI (2] CHEfe o &, Wl Yy N7 v 7Z2%E T 5 L9 RO ET,

51

firepower# connect ftd
>

Firewall Threat Defense CLI Z#& T4 51213, exit 72l logout =~ FEZ AN LET, ZDa~vr RZ L
V. FX0S a7 MIED £,

1 -

> exit
firepower#
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X G B VAC D N

Y7 hUxT Fyru—R_X=Y0) ) =AFKTOMIIH D, @OOEPTNTH S Gold
Star U U — A& FE(TT 5 Z &2 BEID LET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html TR SN TV 5 U U —RAEIKZ BT 52 L TX
i—a_o

FIE

ATYT1 WITNDOR— N Z A TE2FEH L Tary ) —bR— MR L7,

4:a3>— L KR—F

Mini USB console
RJ-45 console

ATw T2 FXOSCLI T, FITHDONR—=Ta v 2FRLET,
scope ssa

show app-instance
£

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper
State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

ATFYT3 HLWA—Ta B, A M= LT 588 ROFEEZFETLET,
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https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
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a) F 74N T, HHA L —7 = A AILDHCP MM L& T, HHEA L ¥ —7 =4 AP 7 K
VARRIET B LERHBHEIL, KOaTY FEANLET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway
commit-buffer
b) FXOSD FT 7Ny a—TF 47 WA FICEBESNTWDFHA A= MLDOFIRZETLET,

BEA L H =T 2 A APDET IV RATEDLY—N=nEH LA A=V EF T a— RTE0ERD
nET,

T AT U —/LFERE L7- 5, FXOS CLIICFHERER LET,
¢) FXOSCLI C, BHENRAUV—-RNEHERETHIIIIROLNET,

(FE) CLTOEERY FNI—VERENDER
T 74N R TIE, ROWTNDDOA X —T 2 A ATT 7 AT U+ —VEFHTEET,
o A =2y b 1/2 LI : 192.168.95.1/24
« P 1/1 : DHCP 6D 1P 7 K LA

T4V EDIPT RUAEMHTER2WGAIL, a2 Y —/LR— MIEEE L CCLI THlii& v
N7 THRETL, FEHUILOIP T RLAZENT FLACHRETEET,

FIE

ATVl a V=)L R—MIBEHRELET, A VA=A ENTWAET Y 7 —3 3 (Firewall Threat Defense % 7-
I ASA) O 3 —) 2B LTLIEE N,

AT 72 Firewall Threat Defense CLI (ZH5%: L £97,

connect ftd

B -

firepower# connect ftd
>

RATFYT3 BEHA LA —T A ZADBREHDOCLIEY N T v A7 U E252T LET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]

e


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]: n

HABVR oD EATDT RLADDLRL & H 1 DIZHON Ty 2 AN LET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAFZ R FOIP 7 R AZRET HI21E [TE) (manual) | 23R L 7,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

HAFR =" T2 ADIPT RLAZHFRELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

H4A 4 2R : Firewall Device Manager % 3 25513, yesE AT LET,

ATv T4 FHLWERIP 7 K L AT Firewall Device Manager (21 7 > L TL 72E0,

5S4t A0OME

TAB AL, VA ELFRERBEEN LT A, ZEMEA LB, A~v— MY 7 by =T
TAR T T MY 7 ZHTWET, Smart Software Manager (27 77 T 2 R 37
WEEAIE, Vo227 0y 7 LTHLWT AT MERELET,

Firewall Threat Defense (ZIZIRD T A L ANRH D F7°,
o PEYE . WZH
* [PS

| EY


https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer

| ELosaic

(BELSE) 7747 9+—L0ERF7 ||

o 2L = T
cURL 7 4 V2V T

¢ Cisco Secure Client

1 5 B TTA B AZBNT 20BN 56 1%, Cisco Commerce Workspace T [T
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DOTaEANETEINTEY, BT 7 725k, BREGKLZVTHE, 7747
TV AT AT L—A TNy hE T TEER AL

Firepower 1010 > ¥ — IS ER A A v FiddH Y £ A,

CLIICHIFTAT 74724+ —IILOEIRDYIE

FXOSCLI ZMfifd 5 &, VAT ARZLZRIIV Yy NE UL LT T 7 AT U4 —LDEREEZY)
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FIE

ATYT1 WITNDPDOR— 2 A TE2FEH L Tary ) —viR— MO L7,

B7:avy—I)LKR—F

\_|J

Mini USB console

RJ-45 console

AT F2 FXOSCLI Tu—h/VEHE— N LE£7,
firepower # connect local-mgmt

ATFYT3 VAT LEV Yy NEUVLET,
firepower(local-mgmt) # shutdown

1 -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

ATV T7 AT T4 =DV ¥y hETUICV AT AT 0 P et X—LET, Yy NETURETT
Hi,. OTa T INIRERRINFET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

ATY TS REIJSUTERT 7 72Kk Toy — v bR ER AR A 2 LN TEET,

Device Manager A L =7 74 7V 4+ — LD ERVIET
Firewall Device Manager Zf#H L T AT AZ#UNI v v R D LET,

FIE

RTFYT1 TZ7 AT 04— %S vy NET L LET,
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ATy T2

ATvT3

Device Manager Z{Ef L 1= 7 7 1 7 0+ — LD ER LB .

a) T/NM R (Device) #7 U7 LThb, YATLRE (System Settings) > BiE&/S vy bFH Y
(Reboot/Shutdown) V> 27 %227 U v LET,

b) [¥¥ v &7 (ShutDown) 1%27 U7 LEd,

AUV AMBE T AT T A VZHR L CWAGARIE, 77 AT U= AR Yy hE T T HEXIC

VAT LATu T N —LET, VY M UUBRETTLHE, ROT BT EREREINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
ALY =AMBEHRE L TWRWIEEIE, K3aMF-o Ty AT AR Yy MU LI L 2R LET,

MBS CTEBRT 7 72k Ty — U O BERICEREZ RO AT Z LN TEET,

e
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