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BN A S TOET,
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Threat Defense CLI ~0 7 7 £ 2 ]

K2:avy—J)LKR—+

Mini USB console

RJ-45 console

ATFvwFS2 CLIZVa 7 b aBB LT, 77 A7 Y4 —/LT Threat Defense £7213 ASA BNFETENTWNENE Ik
R LET,

Threat Defense

Firepower 2 271 > (FXOS) 7Ry 7 "RFRENET, B LT LWARATY — REREETIZ,
G452 LNTEET, ul A 28T TH0ENRD HHA1E, Threat Defense CLI ~D7 7 &2 (3
N—=) EBRRLTLIEEN,

firepower login:

ASA
ASA 77 IIRERENET,

ciscoasa>

ATV T3 WEST AV r—va UNETESNTWABEAIE, Cisco Secure Firewall ASA 3 & U Secure Firewall Threat
Defense F1A A — b A RESHR LT 7ZE0,

Threat Defense CLI ~D7 o7 X

REFETIZI N T TN 2a—T 4 T DDIZCLIIT 7 B AT AUENDHEENH D 9,
Fig

ATYT1 WITNDDOR— 2 A TE2FEH L Tary ) —vR— MR L7,
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ATy T2

ATy T3

K3:avy—J)LKR—+

Mini USB console

RJ-45 console

FXOS IZ##%t L £9, = —V—4 admin £ /X2A T — K (F7#/L FX Adminl23) #fiH L CCLIica
A LFET, FlOTaIl A Lizd&, RAV—FREZEFTITEL9ROBNET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

Threat Defense CLI IZZF L £,

GE)
W >~ 87 v 71 Device Manager #3258 E X Bng vy F o ya =7 2EHT 556
X, Threat Defense CLIIZ7 7 ZAL72WTLESW (T 278AFTHE, CLItYy N7 v 7RG ENE
7).

connect ftd
Threat Defense CLI (ZAID CHEE T D&, My NT v 7 2% TT 5L OIZKROBNET,
1

firepower# connect ftd
>

Threat Defense CLI Z##& 792 121%, exit E/zidlogout =~ RE AN LET, ZOa~vwr RiZk Y, FXOS
Tur7 MIRY £,

% -

> exit
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firepower#
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N—=2aVDEREBA »—21t

FIE

T AT U A —NVEFRETDANIHGNA—=Ta e VA N—NLTHZ LD LET, §
DHEL LT, B#RICT v 77— RE2FETTH2 b TEETH, REZRRTL7 v 7
ZL— T, ZOFEEZENT 2L SRR DN 5603 H Y £7,

EIT9HN—Pay

VIR T Zyra—= R N=Y0) Y =AFELZOICH D, BEDOEPFNTN D Gold
Star UV — A% F(T79 5 Z &2 BEID L ET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html TSN TW5H U ) — AR Z ST 52 L H TE
£,

ATYT1 WTNDLDOR— s F A TE2FEH L Tar Y —vR— MO L1,

4:aY—ILR—F+

ATy T2

Mini USB console

RJ-45 console

FXOS CLI T, E{THoNN—=T a3 VE2FRLET,

scope ssa

show app-instance

1 -

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper

State

1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable
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ATYTI LAV a A VA N—AT 8551, ROFIEEZFEITLET,

a)

b)

c)

d)

774/ T, FHEA U H—T 2 AIDHCP 2 L £ 4, FHA L H—T = ATHNIPT R
L ZAARETOHLENH LB, kDa~<vy REAHLET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway

commit-buffer

G
WDT T —NRAET LT, AFE2 Iy 2012 DHCP 282 5 %3235 Y £3, DHCP
NI HI2IE, ROFIRIZHENET,
firepower /fabric-interconnect* # commit-buffer
Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.
Either disable DHCP server first or config with a different ipv4 address.]
firepower /fabric-interconnect* # exit
firepower* # scope system
firepower /system* # scope services
firepower /system/services* # disable dhcp-server
firepower /system/services* # commit-buffer

FXOS D N T TNy a—TF 47 A FICRBESINTWBEHA A= LD FIEEZFITLET,

BHA =T 2 A ADET IV EATELY == LA A=V %X T n— RTL50ENH
D\i‘a_(]

T AT U —/LNERE L7725, FXOS CLIIZHERER LET,
FXOSCLI T, BHE AU — REZHERETDILIITRDOENET,

O—X o F Ty a = TORRIE. TAA A G UR—FT 4 7T B TTCIIRNA Y — R
EINTWAEED, [RATU—FD Yty b (PasswordReset) | =V 7 THT Wz (No) ] &3EIR L
TLIEEW,

Tr7AT A —NETryy NI LET, WERELEES) 7747 U4+ —/LOEBEROYIW: (8 —
V) BEZRLTLIEIN,

FAELVRAZTZMET B

TAB AT, VATETIFREREIENLT AL ZAEZEA LRI, A~— Y7 hy=T
TAR T TAT MY 7 ENTWET, Smart Software Manager (27 7 W 2 K372
WAL, V2% 70y LTHLWT AU FEaRELET,
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F72DOYA 1L, Smart Software Manager (& Security Cloud Control % &k L £7°, Bika17 912
I%. Smart Software Manager CTX§k h—72 U AT H2MENH Y £9, FELWVFIRIZHOWT
I%. Security Cloud Control D~ == 7 /L ZHRL T 7Z&W,

Threat Defense (ZIZIRD T A B AN H Y £,
* Essentials : 2
« IPS
o Ly = TR
*URL 7 4 V2 U 7

¢ Cisco Secure Client

1. HETIA B AZIBINT 20N H 55541, Cisco Commerce Workspace C [T THi
& (Search All) 17 4 —/V R&EHEHAL £,

K5:54 Y ABER

Q

= v SearchAll..

Subscriptions & Services Software

f Catalog Estimates Deals & Quotes Orders

2. WDOIFTA L APID ZHMELET,

A\

GE)  PID BROMLZWEAIE, EXXCFEH TPID BN T £,

«IPS. ~ /LU = T, B L ONURL OFAEHHE -
« L-FPR1010T-TMC=

EEED PID OWF N EESTITIBEINT S &, KOWTIHD PID I3 2 B~ —
ADYT ATV T a rEBRINTXE T,

* L-FPR1010T-TMC-1Y
* L-FPR1010T-TMC-3Y
* L-FPR1010T-TMC-5Y

» Cisco Secure Client : [Cisco Secure Client Ordering Guide] &M L T 72 &0,

3. MRS, [ LE Y —E X (Products and Services) | Z3&R L £ 7,
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(WEBLZIFER) 7274704 —ILOEREDYIBE

VAT LEMEEYNC Y vy N T H T ENEETY, BMICERT T V2R 35 &
BRRT7ANTVAT LAOREGESI R T ERHVET, Nv 7 7T FTIRHEIZEZHK
DT ANFETINTEY, BRI 772k, EREZULIEVTDHE, 7747
U=V ATFAE T L — AT Ny NE T TEER AL

Firepower 1010 > v — NZIISNBEIR A A » FiLdH D 5 A,

CLIICHIFTAT 747 74— ILOEIRDYIE

FXOSCLI T2 &, VAT AEZLRIIV Yy MU LTI 74T U4 —/VOEREY)
WrcE$£9,

FIE

ATYT1 WTNDLDOR— 2 A TE2FEH L Tary Yy —vR— MOz L1,

7:32Y— L R—

Mini USB console

RJ-45 console

ATFTw 2 FXOSCLI Tu— U /LEHE— NI L £,

firepower # connect local-mgmt
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ATvT3

ATy T4

ATy TH

Management Center ZEA L1774 70+ — LD ERD LI .

VAT LYYy T LET,
firepower(local-mgmt) # shutdown
il -

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

T AT I —NADYyy NETUIFIZV AT AT O T e —LFT, Vv NETUNRETS
He, OTar T MINERENET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

VBEIZSCTEBRT 7 72N Ty y — O BEICEREZ R AT Z LN TEET,

Management Center Z{FFH L= 74 7O+ —ILDERD IR

FIE

&M

ATy T2

ATvT3

Management Center Z [l L CU AT AE@UNZ v~ M D LET,

TrAT =Ty NI LET,

a) [T/3 R (Devices) | >[T/34 RAEHE (Device Management) % i&R L £,

b) HEREIT LT A ADHICH D [k (Edi) ] (£) 227V yr LET,

¢) [T/3 A (Device) | ¥ 7% 27V >v7 LET,

d) [ A7 2L (System) |BZ a2 T[FAAL ADY % v &7 (ShutDownDevice) | (@) %2 VU v
7 LET,

e) IRUTIMBERINTESL, TNAADY vy MU U EHERLET,

A =ANBT AT VAR L TV D5 EE, 77 AT UA— By NI T EEIC

VAT ATR T NeE= A —LET, V¥ MU UBRETTLHE ROT T SRRRINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
A=A BHEERE LTV RWGEIE, K3 TO AT AN Yy MU LT L 2R LET,

VBEIZSCTEBRT 7 72Ty y — O EICERZ R AT 2 LN TEET,
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T AT AV — T )VEEHGE L. Security Cloud Control (24 > AR — R LET,
c T AT U =D —T N (11 =)
« 77 A 7 U 4—/,V% Security Cloud Control (Z4 > R—RKLEJ, (123—)
c MIHWIREDFET (FEyZ7rEYa=7) (18 ~—2)

TJ7A4AT794+— LDy —TILiER:

FEIZONWTIE, "= FU = T7REN A F2ZRLTIZE0,

tuXyFruvrya = S CRAAEEEHT GRS, BHA VX —T oA A%
=T N 72V T T2 &, Z DAL, Cisco Security Cloud Control @7 7 o7 K#gfit
7 Firewall Management Center % {i [l L 7= Firewall Threat Defense D& B A S L T 72X
W TOHARTIE, BuadoFTaePa=r T ONEA v F—T A AZDONTDOH
A LET,
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Management

inside https://192.168.95.1
Computer

(manual provisioning)

Ethernet 1/1, outside

O @ @ Frriooo seres 2]
nﬂﬂﬂnﬂﬂﬂn
€IS€O

[=]=)
(=)=]

I R
i}
Console ports
Security
Cloud Control A |

Modem or Router I

2 7 A 72 4+—JL % Security Cloud Control [Z#4 > 7/R— K
LFI,

Yoy Froeva=r i3 FH o Ya = S EEALC T 7 AT U —EL
AR—RKLET,

TRy FIOEYDIZUJIZKET7ATOA—ILEFVR—F
Yoo Fruobera=r T TN ADY Y T IVEFEFEH LT Threat Defense % 38 A Y
LET,

Fig

ATw 71 Security Cloud Control DF B/ —2 a4V RUTEFAUTATNAREZ ) v L, FODOTT

ARH () 70 w7 LTCT /A A% [A2AR—F (Onboard) ] L7,
ATw 72 [FID] ¥ A VEERL £,
ATFv T3 [HHE—RF] T, [FID] MEIRENTWAZ L E2MRLET,
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ATv74

ATy TH

ATvT6

ATvIT1

tRgvFIAETa= kB T774 79— LEF R~ |

BHE—RNELTFID] Z#IRNL7-ZIXNDOTH, [AY— 74 B ADOEH | 227 ) v 7 LT, T2
A ATHEHAFREREGFDOA~Y— b T A BV R ELIFEETEET, FHAER T A B A ZOW0
Tk, 748220575 (6-3—) 2L TSN,

FrR—T 4 T HEE LT[ T AE G EMH (Use Serial Number) ] 23R L £,
8: VU TFILEBESEER

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning
method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,
you must configure the policies from the corresponding manager.

Firewall Threat Defense

=] =] (=] =]
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

[FMCOER (Select FMC) ] T, U A 6 [Z7 T U REFMC (Cloud-Delivered FMC) ], [Firewall

Management Center] DIEIZEIR L, [k~ (Next) %27 U v 7 LET, >

9: FMCOE R

o Select FMC Select FMC @ For more details, click here

[ Select v ]

Cloud-Delivered FMC

Cloud-Delivered FMC (Recommended)

e Connection On-Prem FMCs (7.4+) @

e Password Reset

firepower_10.10.0.5

+ Onboard On-Prem FMC

[#%#¢ (Connection) =V 7 C, [T A AD Y 7 /L#&EE (Device Serial Number) | & [7 /31 A4, (Device
Serial Number) | # AJJL., [k~ (Next) 1|7 U v 7 LET,

. £
B 10: Hfx
o Connection Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
h ] h
[ JADI53802GE ] [ fp-1010-1 J unb.oard‘ then CDO will attempt to connect to the
device
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

[/SRT—F®DY+ty b (PasswordReset) 1 T, [I&Ly... (Yes.) 227 U7 LET, T/ ZADH LW
NMAT—=READL, ZOFHLVWWSAT— REMER LT, [k~ (Next) 1227V v 7 LET,

YrsyFrueya=vr O5G, 7L RIFHRTHLD, HAA—IILSNTOVDLERDH Y
R

G¥)

Firepower 1010 Threat Defense X % — ~7 v FH4 K : ¥ 5 Fi2{#%! Firewall Management Center [



T7AT I —LDr—TLEREA VR—F |

B trso5oneEvazsvizes 7747 94—LEAUR—F

ATvT8

ATvT9

TNRARNZB T AL L TNRRAT—=REVEy ML, BuX o T Tt ra=r 7 2EHCTH L5108

ERERE Lo T-8BA81E, Wi, (No.) (47 v a v 2RRTA0ERHY £3, Pug yvFFo
Va7 e Ya s S RENIT AREILSZES D7D, HA A= EONEND B 5E
PhrE. FAL RIS A T A EIFHERINER AL

B11:/XRT—FDJ+tv b

e Password Reset o : Ioias : : . © Password must:
(1) Please review all the p}rerequmltes for onboarding with a serial - Be 8-128 characters
oumber Leain mare L= - Have at least one lower and one upper case letter

- Have at least one digit
- Have at least one special character.
= Not contain consecutive repeated letters

(2) Is this a new device that has never been logged into or
configured for a manager?
@® ves, this new device has never been logged into or configured
for a manager

Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding
fails.

New Password Confirm Password
[icsisamnss: n s

O Mo, this device has been logged into and configured for a
manager

Use this option if you already changed the password in
the device CLI.

Important: If you select this option and the device's
default password has not been changed, onboarding fails.

[R Y —%ID 5T (Policy Assignment) JIZDOWTIL, RrRy XU A=a—2HLT, 74 2D
TrEA Ay br— LR —ERIRLET, R —DRREINTWRWEEE, [T 74V 0T
Jw Az ha—/)LR Y 2 — (Default Access Control Policy) ] Z 3R L £7°,

B 12:RY o—EIYHT

o Policy Assignment Access Control Policy

{ Default Access Control Policy ~ ]

[ 7 A2 VT aT A+ A (Subscription License) ] (Z2OW I, AT HEMEET A B A%
FrxvZ LET, Next] 227V v 7 LET,

Il Firepower 1010 Threat Defense X 2 — k7 v FH A K : 4 59 FiZ#£E! Firewall Management Center



| 77479+ — LDy —TLEHES LK~ F
FHIOECa= 8577479 —LEAVR—F [}

1B: TR TLavs4€oR

© Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.
Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
& urL URL Reputation
RA VPN
Next

ATV 10 (EE) [BEF¥=2VUT 147 /31 A (Security Devices) | 2— DI~z & 7 4 )V ZMBLIHNLD T ~L

BTN ABMLET, VB ANL, HWTTARK () ZEIRLET, 7-ULE, Security
Cloud Control ~DE AHE(FZIZT /A A ZH#H S vET,

B 14:47

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

]
( ; |+
(]

RDBRY

[BEX=UT 17 /314 A (Security Devices) ] X— M5, BAYER L7ZIENY OFT /A X %55
WL, AENCH 2 [EFE (Management) | A VN —EXRRINTWNWELT T a roOnTiu
BERLET,

FETOAED I =TI KB T 7ATI94A—ILEAVR—F

CLI ®&kx—%2HFH L 77 AT U —NEF A" —RKLET,

FIE

AT wF1  Security Cloud Control DF &4/~ a7 4 RUTHEFaAYTFATNAREZ7 Y v I L, FOOTT

ARG () Uy 7 LTTNA A% [A AR —F (Onboard) ] LET,
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ATy T2
ATvT3
ATy T4

ATvTH

ATvT6

ATy 71

TPATIF—LOTr—TLEHREF VR—F |

[FID] % A NV%& 27 Y v 7 LET,

[BHE— K] T, [FTD] MBIRSINTNDZ L &R L ET,

F R —T 4 7 HEE LT [CLIBSF — % (Use CLI Registration Key) ] Zi#R L 7,
15: CLI BHF—ZER

A Important: After you onboard the threat defense device to cdFMC or the Firewall Management Center using the zero-touch provisioning

method, the device will be managed by the corresponding manager it is onboarded to. Note that the firewall device manager will no longer
manage the device, and all existing policy configurations on the device will be lost except for the basic interface configurations. Therefore,

xou must confiﬁure the ﬁolicies rom the corresponding manager.

Firewall Threat Defense

(=) (=] (=] (=)
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud Bulk Onboard using CSV File
Onboard a device using a Onboard a factory-shipped FTD environment Use this method for adding multiple
registration key generated from 7.2+ device to cdFMC or a 7.4+ On- Deploy a device to supported cloud devices to cdFMC by uploading a
SCC and applied on the device Prem FMC using zero-touch platforms: AWS, GCP, and Azure. .csv file, with template assignment.
using the Command Line Interface. provisioning. (FTD 7.4+)

(FTD 7.0.3+ & 7.2+)

[7 /34 24 (Device Name) ] Z# AJJL T, [k~ (Next) 1227V w7 LET,
16: T/8 1 R4

LW Device Name Device Name

[ far ]
=

[R YU —%&IY 4T (Policy Assignment) JIZDOWTIL, KRRy XU A=a—2FHLT, 7/ 20D
TI7EAarbr— R —EFFRLET, KU V—DREINTWRWESIX, [T 74 DT
Az hua—/LR Y 2 — (Default Access Control Policy) ] Z3%R L %9,

177: 70X arrO—JLKRY—

@@ Po Assignment Access Control Policy

l Default Access Control Policy ~ ]

[T A7 )T arT A+ A (Subscription License) 1122\ Tik, [#EFTD 7 /31 A (Physical FTD
Device) | 7 VA RZ %7 U w7 L, BT L8/ WEIA B 22T =2y 7 LET, [Next] 2 U >
ﬁ Liﬁ—o
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18: TR )T avs4€oR

Please indicate if this FTD is physical or virtual:
® Physical FTD Device
(O virtual FTD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

ATw T8 [CLI Bfk¥— (CLIRegistration Key) ]Z-2\ Tk, Security Cloud Control |L, *§kF— & ZDfthd/1F
A=A EFHLCa~vy FEERLET, ZDa~vr Rz ab— LT, ThreatDefense DR & Tl
TOMENRD Y £,

B 19: CLI &8+ —

Y
"\l/' Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more .

-Z:-z;l Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyIZoaT@ew1JTpCOPZw3xEBnVVkfZv x7R7dwemd3JCMzwGY3ZzCfoFmZhWI7my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add Security Cloud Control_hostname registration_key nat_id display_name
CLI T®, F721% Device Manager Z{HH L7 EDE T

« WIHARRE : CLI (25 X—)  AF— b T v T A2 YT h&5 T L7=#%. Threat Defense CLI TZ
Da<wry RFrxav—LET,

cHIHIRRE T AR —T v (18 4—2) v KD scc_hostname, registration_key, 3 kO
nat_id ™43 % . [Management Center/Security Cloud Control D73 A 44 /IP 7 F LA (Management
Center/Security Cloud Control Hostname/IP Address) ]. [Management Center/Security Cloud Control ¢ %%
#%*%— (Management Center/Security Cloud Control Registration Key) ]. 3 X OV [NATID] 7 1 —/V R{Z
ar—LEd,

1 -
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CLIty hT vy 7OV avw s R

configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFXIOE
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
GUILEY FT vy 7 DH 7))L avy RaryiR—xr b

20: configure manageradd 1< > Fa U R—3 > k

scc_hostname registration_key

I Il I
configure manager add accountl.app.us.scc.cisco.com KPOOP@rgWzaHrnjlV5ha2g5Rf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com

nat_id

ATFYT9 FUR—=FT 4T 4P —=RKTR~ Next) 1227V v 7 LT, T/ ADBEEBMBLET,

AT 10 (EE) [BX=VUT 17T /31 A (Security Devices) | X— D ~_FEZ L7 4 )V H BN D T L
TR ZTBMLES, FULEASL, HFNTTFTARE () ZBRLUET, T7-ULE, Security
Cloud Control ~DE AHE(GZIZT /34 AZH#EH S E T,
X 21:4%°7

Your device is now onboarding.

@ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @

Enl = /= O AN SRNY —_— IR
PEAREDRIT (FF§T7OE>a=2))
FEITT oY a =7 %2479 %A1, Secure Firewall Device Manager ¥ 72 1% CLI Z{# 1 L C.
TrAT U —VOHIREEZFITLET,

WEAERTE : TINA AR —T ¥

ZOHEEENTLL, 77 AT U — VR LR, BHA X —T oA ZITINA TRD
A H =T 2 A ADRFERRESNET,

e A —H v F1/1: 48] . DHCP 226D IP 7 KL A, IPv6 HEERE
* VLANI : TH¥B) . 192.168.95.1/24

« 5T 7 F )L hL— b ANEA v H—T = A AT DHCP 4 L CHES

[ Firepower 1010 Threat Defense 2 2 — 7 v FH A K : ¥ 59 Fi244t%! Firewall Management Center
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wmzE : Fr12zx—or ||

«BNA % —7 = A A : DeviceManager 7"H DA L H —T7 = A AFEILT X THREFSNE
TO

Mo E (NEO DHCP —_—, 772 arbo—L K — X254/ —07
E) RSN E A,

FIE

ATV TN avEa—ZENEA ¥ —7 x4 A (Ethernet 1/2 ~ 1/8) (Z#ki L £7,
AT 72 Device Manager (21 7 A > LET,

a) https://192.168.95. 11ZHEA F 7,
b) —%F—% admin &7 7 4L hRAT— K Adminl23 ZEH L Tr /A v LET,

) —MHKNEFATREL, EHERRAT—RE2EFTLLIITROONET,
ATYT3 By T v T U4 = REHFEALET,
B 22:[T/31 RDERTE (Device Setup) ]

Device Setup Configure 2) Configure 3 Smart License
Internet Connection Time Settings Registration

\ %
& Internet

/1 13 S Pol MGM
s @
@&

b Smart Lice...

GE)
IEREZRR— MREX, FET VT > THRARY £T,

a) MEA v H—T oA RLEEA L H—T oA ARFRELET,

Firepower 1010 Threat Defense X % — ~7 v FH4 K : ¥ 5 Fi2{#%! Firewall Management Center [
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R23: 4 VB8 —%y hADT 74 794+ —ILDES

Connect firewall to Internet

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP N

Configure IPv6

Using DHCP N

NEXT Don't have internet connection?
Skip device setup

1. [ERA v 2 —7 =A AT KL A (Outside Interface Address) ] : & a] iPEDFEEE FEL TV 5
Bl FIPT RLAZERALET, By b7 v 70 4 F— &M L TPPPE R ETHZ &
TTEEEA, Vg — FOFETHIZ PPPOE X ETEET,

2. [E#A X —T A A (ManagementInterface) |: IMHBA v F—T7 2 A AT X =V ¥ T 7 BA%
FEHLTWAHATYH, BHA VA —T =2 AORENMEHASNET, 72L& 2E, sMEA o 2 —
T2 AN L TNy 7 T L— VBB THRESNDER N T 7 4 v 713, SN v 2 —T =4 AD
DNS B — =TI, TNHDEH A X —7 = A AD DNS Y — 3— %4 ] L T FQDN % fif#ik
LET,

[DNSH—,3 (DNSServers) |: VAT ADEBT KL A DNS %—/3, 5 7 4/ ;Z OpenDNS
NT Y 7 DNSH—/3TE, Zhbid, MGFLbINTA X —T oA AMET 7 BEAINDT2D,
B CRIET DINEA > ¥ —7 = A AD DNS h— 33— & —HT ZA[REMENH Y £7,

T77AT704+—ILDHKRR L4

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L., [k~ (Next) 1227 U v 27 LET,

[ Firepower 1010 Threat Defense 2 2 — 7 v FH A K : ¥ 59 Fi244t%! Firewall Management Center
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X 24 :BSZIERE (NTP)
Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC v

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

c) [BEHETIZ 90 HEOFHLEAR % BA4A (Start 90 day evaluation period without registration) ] % &R L &
‘j‘o

Register with Cisco Smart Software Manager
Register with Cisco Smart Software Manager to use the full functionality of this device and to apply

subscription licenses.

What is smart license? (3

O Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

Threat Defense % Smart Software Manager [Z %8k [ L72\v] T 723V, T_XTD T A & 2 R Security
Cloud Control THEATENE T,

d) [#&7T (Finish) 1227V vy 27 LZE7,
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The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

@ Configure Interfaces E]

Connect inside ports to internal devices

@ Configure Policy 07

Manage traffic

GOT IT

e) [A¥ v K7 r>7 /31 A (Standalone Device) | Z#IN L, [THE (Gotlt) | Zi&INL £,
ATy T4 BNOA U H—T 2 A AERETDHHAIL. [T/54 A (Device) [EZRIRL, [ ¥ —7 =A A (Interface) ]
O~V —=lobb V2% 7 )y LET,

AT9 75 [T/INA R (Device) 1> [P ATLEKTE (System Settings) | > [SEHFEIE (Central Management) | DJIEIZE
W L. [#1T (Proceed) 1% 7 VU v LT Security Cloud Control |28k L £ 77,

[Management Center/CDO Dl (Management Center/Security Cloud Control Details) | ##% € L £ 7,

[ Firepower 1010 Threat Defense 2 2 — 7 v FH A K : ¥ 59 Fi244t%! Firewall Management Center
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26 : Management Center/Security Cloud Control 0 3£

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) [Management Center/CDO DR A A E 721X IP T R X &5 TWET A (Do you know the Management
Center/Security Cloud Control hostname or IP address) ] T, [IZV (Yes) 1227 VU v 7 LET,

Firepower 1010 Threat Defense X % — ~7 v FH4 K : ¥ 5 Fi2{#%! Firewall Management Center [
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Security Cloud Control % configuremanager add =~ > RZ4AK L £, a~ > ROAERKIZOWTI,
FH T g Sk T AT I =N E A AR— R (153—) 2L TSN,

configure manager add _hostname registration_key nat_id display_name

51

27 : configure manageradd 1< > K UR—2 > k

cdo_hostname registration_key

| Il I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmIHOynhVUWhXYWz2swmk j2ZWsN3Lb accountl.app.us.cdo.cisco.com
I I

nat_id

b) =~ R cdo_hostname, registration key, nat_id @45 % [Management Center/CDOD AR A N4 /IPT R
L A (Management Center/CDO Hostname/IP Address) ]. [Management Center/CDOM % &%k — (Management
Center/CDO Registration Key) ]. [NATID (NATID) ] 7 4 —/L KiZa & —LE7,

ATYT6 [#HOE (Connectivity Configuration) | Z5%/E L £,
a) [Threat Defense ™78 A ~4 (Threat Defense Hostname) | Z#f8E L £,
Z @ FQDN (I A > & —T7 = A AR SN E T,
b) [DNSH—s3—2L—=7 (DNS Server Group) | #fiEL £,

BEAFD I N—T % BIRT B0, HLWITN—TEERLET, T 74/ hDDNS 7 —71%
CiscoUmbrellaDNSServerGroup & FEiE41, OpenDNS H— _R—nEEh £,

BERAZ TN DNS B — R —FRE & RFF 7 5 121X, Management Center T DNS 7' 7 v b 7 4 — AGKE %
HRETOLERHY £7,

¢) [Management Center/CDO 7 7 B A A 4 —7 = A A (Management Center/CDO Access Interface) ] 2D
WTIE, [T—# A% —7 A A (Datalnterface) 1 %727 U 27 L, [FMF (outside) ] ZINL F5,

ATv 71 (EE) [#47F > Z7DNS (DDNS) SXDiEN (AddaDynamic DNS (DDNS) method) 1% 7 VY v 7 L&
D

DDNS %, Threat Defense @ IP 7 K L A HE Xi17235E 12 Management Center 7% FQDN C Threat Defense
WCRETE L L DI LET,

ATv T8 [##t (Connect) 127V v 7 LET,

[Bgk AT — 4% A (Registration Status) ] %A 7 17 277K w7 A2, Security Cloud Control Bk DEILED A T —
ZANFRINET,

[ Firepower 1010 Threat Defense 2 2 — 7 v FH A K : ¥ 59 Fi244t%! Firewall Management Center
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28: [EE R

Registration Status

ssful Connection with th

Succe
Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

AT w79 A7 —% A[Hf T [Management Center/CDO %§kaX & D17 (Saving Management Center/Security Cloud Control
Registration Settings) ] FNEA 52T L 725, Security Cloud Control (IZBEI L, 77 A 7T U4+ —/L&BIML F
T, FHTueYa = ST AT U= NEAVR—R (155-) 2BRLTIZEN,

19—
#EAERE - cU
CLIty h7 o727 V7 2L, EHOEHIPT KLA, F—bFtvxaf, BLOZED
DIy N — T BREEZITVVET,

FIE

ATy T1 2V —LR— MTHEER: L T Threat Defense CLIWZ7 7 22 L%4, Threat Defense CLI ~D7 7 & & (3
N—=) ERRLTIEEN,
ATy T2 EHA LA —T 2 ADOFREMDOCLIT Y b7 v 7 A7 U7 b5 T LET,

GE)
WEEIZ VT (L2, A A—VEFERTHZEICLY) LALnEY, CLIty NT vy 727 V7
FEfDIRT Z EIXTEEEA, L, ZRHDORET N TIL, #7526 CLI T configurenetwork =~ >
FAEFEH L TEE T& £9, Cisco Secure Firewall Threat Defense 2~ KU 77 LU 22 L T 7EX
A

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]

Firepower 1010 Threat Defense X % — ~7 v FH4 K : ¥ 5 Fi2{#%! Firewall Management Center [
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

ﬁ%ﬁpx::n%w&%f@Tvawmﬁ<&%1o:om1y%ﬂﬁbi¢ R LB —T o A
AEMHATETFTENRWVEAETHL, 794 X—=F T RLRREDIPT RLVRAERETHLENHY £77,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAF R [FE) (manval) | ZEIRLFE T, 7*~9%77ﬁx’%%4V&~7:4xéﬁ%¢6%
A. DHCPIZVR—FENFHA, V—T 4V ITOMEZYTZDIZ, 2O EZ—T 2 AN —T %
TIRAAL LV H =T 2 ALITRLAV TRy b EICHDZ EE2MHER LTI EE N,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

HAZUR : F— b7 = A % data-interfaces ICERE L £, ZOREIL. A v F—T A A ZELT
N—F 4V T TELEIC, NI TP L—r BN LTERNT 740 v 7 ZlEELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

TABVR AL H—T 2 ADDNSY—R—Z2RELET, TSI, Wlie b A X —T =
A AZAMBT I ERZAEINAT-D, B TERETANBA L Z—T = ADDNS Y —_— L —FF B HEMEN H
D ET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

A4 H 2R : Management Center ZfEH 3 55415, no L A LET,

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

HAEURX crouted E AN LET, A~ —T % T 78R F V=T v R 77 A4 T U4 —/LE—RKTD
BYR—FENTWET,

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information
- add device configuration

[ Firepower 1010 Threat Defense 2 2 — 7 v FH A K : ¥ 59 Fi244t%! Firewall Management Center
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- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add

this sensor to the Firepower Management Center.
>

YR—=UXT IR AMONEA L F =T = AERELET,
configure networ k management-data-interface

FDH%, HEA B —T oA ADERRK R F Y T —2
j‘o

FHIPT LR

ExZATO XKD LT v T FRFRENE

o

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

HAFT VR BEALITHNE DNS — 3 —Z R FF9 5 121X, Management Center CDNS 77 > K 7 4 — Lg%
EEHRET DMNENRDY £7,

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCPM™L®DIP7 KL R

> configure network management-data-interface
Data interface to use for management: ethernetl/1l

Firepower 1010 Threat Defense X 2 — k7 v 744 K : 4 5 FiZ#tE! Firewall Management Center [JJ]
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Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://dwinchester:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to change the
manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Security Cloud Control 234:5% L 7= configure manager add =~ > R& il L C. Z @ Threat Defense % & ¥
9% Security Cloud Control Z#s L £7, 2~ ROERKIZONTIE, FEiZVreya=v7Icks7 7
AT A =Nt R—FK (15X=V) 2L TIEEN,

1 :

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2q5Rf8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

TN A% ) E— M HHITEETE D K HIZ Threat Defense #> v v hE 7 LET,

VAT LEWYNC Y vy NE DT A ENEETY, HMIZER YT S 2RV, BRAAL v T2

Lic 3 5L, EBRRTZ7 7 ANV VAT LAOBEES|IERITZENRDVET, Ny 77 T70 0 RTEFIC

EEOTav ANFETENTEY, BRI 72k, BRZEMLIZVT5L, VAT LE T L—

ATV ¥y NI UTERNIEERATENTLIEEN,

a) shutdown =~ F&Z AN LET,

b) FEJHLED & A7 —X ALED 8L T, vy —YOERNMUIMsNTWDL Z L2 LE7 (LED
DAHEAT)

¢) V¥ —VOBEFENEFICUMESNTZS, VEISCUTERT 7 72k, ¥y —2 0 LYEANCER
EROATZENTEET,

[ Firepower 1010 Threat Defense 2 2 — 7 v FH A K : ¥ 59 Fi244t%! Firewall Management Center



.3

i

EAXR) O—DERTE

ROFBEZFHH L TEAN X2V T 4R —2RELET,

A v H—T 2 A RALIEA L H—T =2 A NEA L HZ—T =2 A RAZAXT 4 v 7 1P
T RLURZEO YT, AL X —T = A AT DHCP 2 L ¥4,

«DHCPH#—1_— : 7 IA T FONEA v F—7 =2 A ATDHCP Y —"—ZFEH L £7,
e T 7 F VI —bk A H—T 2 A AN LTT 73 bb— b EBEMLET,
*NAT : SMEfA v X —T =2 A TA L H—T A APAT ZHH L £,
T AT Fa—)L NEHNOLHEE~DNT T (v 7 E2FRLET,
X2 VT AR V=N AIVAXLT, IVEERREEZEDDLILHTEET,
s f B =T 2 ADFKE (29 X—)
« DHCP H—_—DFHTE (35 2—7)
* NAT OFE (36 —)
o TV AKINA— NV DFRE (40 RX—)

PSMIBA 25— T A ATO SSHOAMIE (43 <)
CREDRY (44 <)

A1 23—T x4 ADEKTE
MR EIC CLL ZEHT 20V ICEry vy F 7 r Yy a = 7 E7-1IDevice Manager % fifi
AT 268, RDOA L H—T oA ANREFRESNET,
A —HFFv 11 S . DHCP 225D IP 7 KL A, IPv6 HENRRE
« VLANI : [TPN¥E) | 192.168.95.1/24

«F 7 F )L hL— b AN A B —T = A AT DHCP 4 L CHES

Management Center (Z %8k 3 2% RiflZ Device Manager W CiIBIND A > ¥ —7 = A AEHORE %
FAT LT, E . ZOREITRFISNET,
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HIEENS CLL 2 L7236 73 ZAOFEREREIZH D A,

ELLDO%E D, 7A4z@%ﬁ&_km@4/& T2 A AREEFITTHLERDHY F
9, CLIZ X 2 W% Alx., WEBAA v F AR — D VLANL A »Z—7 = A A& BT
LHUENDHY ET, EJJH(D Eﬂi MBS L TCAAL v T R— T 7 AT T —V A
H—=T oA AIEB L, AV F—T 2 A A2 X2 VT4 =BV YTT, IPT KL A%
ETELET,

WOFITIE, DHCPIC LA AXT 4 v 7T KL AL L—FT v RE— ROHWEA v H—T = A A
ZfiH LT (Ethernetl/l) . L—F v RE— RONEA X —7 =1 A (VLAN1) ZHELF
T, £72. N Web b —_X—HDODMZ A > F—7 =4 A LBIMLET,

FIE

ATYF1 [T314 A (Devices) . [T /31 AEH (Device Management) ] DJEIZEIN L, T34 2D [#iE (Edit) ]
(£ &2r7VvrLET, >

AT T2 [ % —T=xAA (Interfaces) | %27 U7 LET,
K29: 48 —T (4R

Device Routing Interfaces InlineSets DHCP  VTEP  SNMP

m Pem— Q Search by name ] ((synepevice ] [ addntertaces - |
Interface Logical Name Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin: PortMode ~ VLAN Usage SwitchPo Virtual Router
[@ Management1/1 management Physical Disabled Global Q<
@ Ethermeti/1 outside Physical  outside 10.89.5.29/255.255.255192(...  Disabled D Global 174
Ethernet1/2 Physical Disabled Access 1 [ o] 0o
Ethernet1/3 Physical Disabled Access 1 [ o] o
Ethernet1/4 Physical Disabled Access 1 [ o] o

ATy T3 PMRECCLI Z A L=HAIX. A vTFR—bEahLET,
a) AA v FR—bO[FRE (Edit) | (F) 22707 LET,
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A8 —T 14 RADRE .

30: 24 v FR—rOEHIE

Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

Protected:

O

b) [H%) (Enabled) | F = /Ry 2A%&4 NI LT, A Z—T x4 252HMELET,

¢) (EE) VLANID Z2ZEHLET, T 74/ ME1TT, ®IZ, ZOIDIZ—T 25D VLAN A > ¥ —
Tz A A&BMLET,

d [OK]ZZ7VUvZ LET,

ATy T4 TR VLAN A v 2 —7 = A Z%BM (£7-136mE) LET,

a) [M13—7 x4 RADEM (AddInterfaces) |>[VLANA »2—T x4 X (VLANInterface) |27 U v
JLET, ZOA L E—T oA ARTTIHEETHHEIE. A V¥ —T =4 ZAD [ (Edit) 1 (£)
7V LET,
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b)

d)

f)

Il Firepower 1010 Threat Defense X 2 — k7 v FH A K : 4 59 FiZ#£E! Firewall Management Center

R 31:VLANA >3 —7 =4 ADEM

Add VLAN Interface
General IPv4 IPv6 Advanced

Name:

inside

¥4 Enabled
Description:

B )

’ Mode:
[ None v ]

ecurity Zone:

’ linside_zone ¥
MTU:

- [s00 ]

(64 - 9198)

| Priority:

(0 - 65535)

VLAN ID *:

| Disable Forwarding
on Interface Vlan:

| [None V]

Associated Interface Port Mo...

[E¥= VYT 4 —> (SecurityZone) | K v 77 URXNPLBEGFONT X2 YT 4V — 2 %k

W20, HHl (New) 1227 U vy 7 LTHLOEF=2 YT 4V —ABMLET,

7= & 21X, insde zone WO ARITO Y — v EBIMLET, Y—rF @I/ A—TICE SN TEx 2V

TARY =2 LET,

VLANI WHERREINTWAES., b0 7 41—V ROEY OHSITA TS a3 T,

48 LFF T [4HT (Name) ]2 AN LFET,

Lz A X —T x4 AT indde E VO &4RTEITET,

[F%) (Enabled) | T =27 HRy I A% A4 N2 LET,

[®E— K (Mode) 1iX[72L (None) JIZ¥XELZEFIZLET,

[VLANID] % 1 IZf% & L £,




| &%Kys—0uE
AV8—T 14 RADEE .

FI7 4 M T, T_RTDOAAL vFAR— MIVLAN L IZEESNET, Z 2 THIO VLAN ID 2384k 4
HEENE. LW VLANID OFAA v FR— N EHETILHERNH Y £,

AHE—T 24 AERF L%, VLANID A ET 52 L3 T FEHA, 22 TOVLANID &,
FAEND VLAN & 7 EBENDA o Z—T =4 A 1ID O )7 TI,

g) [IPv4] Z 7, [IPv6] ¥ 7, ETIXl DL T%2 7Y v 7 LET,

s[IPv4] : Ry T X T URRNG [AXT 4 v 7IPEMiHT % (Use StaticIP) [ #ER L, IP 7
RLVALEH TRy NSRRI BAT v 2R TANLET,

7= & 21X, 192.168.1.56/24 & AJ1LF T,
H32:REBIPT KL ADRE

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

¢« [IPv6] : A7 — b L A HBEREDOSE X [HEIEXE (Autoconfiguration) | F = v 7Ry 7 A%k H
ZLET,

hy [OK]%#7 V> LET,
ATy F5 SEICAE T 5 Ethernetl/l O[fFE (Bdit) 1 (£) 227U v 27 LET,
[&#% (General) | _X—YNFRENET,
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ATvT6

X 33: —#%

b)

Name:
outside

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Description:

[ |

Mode:

(ens 5

ecu one:

[ outside_zone| v ]

Interface ID:

Ethernet1/1

MTU:

(1500 )

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O
[E¥= VYT 4 —2 (SecurityZone) | K v 77 URXMNPLEEGFOINNTEX2 YT 4V — 0 %k
T D0, FiHl New) 1227 V7 LTHLWWEXF 2V T 4V —rZBMNMLET,
7= & %1%, loutside zone] WO LFIDY —>ZBMLET,
MOFEARREITATE LTSV, AR 5L, Management Center D BEEERE S T S v E 77,
[OK1 %27 U v Z LET,

72 21X, Web b —R_R—%Z2 KA T BEHIIDMZA v X —T =24 AR ELET,

a)

b)
¢)

d)

DMZIZfEHT AL v FHR— b DAL v FAHR—hE— K%, [AA vFHR—F (SwitchPort) 151D A Z
AXET Yy 7 LTENZT DL, B () ERRINET,

A B —T A AD [ftE (Edit) | (£ 22V vr LET,

[E¥=VU7 4> —>2 (Security Zone) | Ry 77X 7 A NNOEFODMZ X2 7 4V —2 %
BIRT 20, [FH New) 1227V w7 LCHLOEXF2 T oY —vEBIMLET,

7o & 21X, dmz_zone & W I ARTD Y — 2 ZBMLET,

48 LT F TO [4HT (Name) | Z AN LFET,
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DHCP H—/\— DR E .

FeziE, AV F—T A2 dmz & WO LARTEATTET,

e) [f7%) (Enabled) | F =y /Ry 7 2eF i LET,

f [E—F (Mode) [IF[%L (None) JICRHE L7 EEIZLET,

g) WMEIIRLT, [IPV4] Z 7 & [IPV6] Z 7 DWTHMNEIEW %227 Vv 7 L, IP7 RLUAZRELE
hd‘O

hy [OK]%#27 U v/ LT,

ATy T [R1F (Save) 1227V w7 LET,

DHCP H—/\— D&

34T FCDHCP ZFEHLCT7 7 AT U4 —NGIP T RLAERET L L5127 258
A%, DHCP %—R_—%FZh L ET,

FIE

ATYF1 [T34 A (Devices) . [T /31 AEH (Device Management) ] DJEIZEIR L, T34 2D [fi#E (Edit) ]
(£ &7V vrLET, >
ZF w72 [DHCP] > [DHCPH—s\— (DHCP Server) | %#3®R L £,
[%] 34: DHCP H—/\—

Device Routing Interfaces Inline Sets DHCP VTEP SNMP

Ping Timeout

DHCP Server [ 50 ] (10 - 10000 ms)
DHCP Relay Lease Length
DDNS [ 3600 ] (300 - 10,48,575 sec)

D Auto-Configuration
Interface

[ ]

Override Auto Configured Settings:

Domain Name

[ ]

Primary DNS Server Primary WINS Server

[ o+ ¥ %
Secondary DNS Server Secondary WINS Server

[ o+ v +

Server Advanced

+ Add

Interface Address Pool Enable DHCP Server

ATFY T3 [—s3— (Server) | =V T T, B (Add) 1227 V27 L, UFDA 7V ara&ELET,
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35:H—/\—miEMm

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel u

[ H—T7xAA (Interface) |: Ka vy XTI LYV RAINLA L F—T 24 AL ERNLET,

«[7 RLAF—/L (Address Pool) ]:IP 7 RL ADOFPHZZE L E£T, IPT7 FL AL, BIRLIZA v
B—=T 2 A RALF LY T Hy N EIFETHUNERSY, A X —T A AHHDIPT KL AZED
HZLIITEERA,

 [DHCPH— N—%H%hZF % (Enable DHCP Server) |: &R L7-A > ¥ —7 = A AD DHCP H#—/3—
EHZLET,

ATy T4 [OK] 227V vr7 LET,
ATY TS5 [{R17FE (Save) |27 U w27 LET,

TOFETIZ. NEZ FAT 2 FBWNET RLRAENFA X —T =2A ADIPT KL ADR—
MZIZH T B NAT V— L ZERLET, ZOXA TONATL—LDZ LB A B —T (A
AR—F 7 KL A% (PAT) EMEONET,

FIE

RAT9 71 [T/A4 R (Devices) |>[NAT] DJEIZEIR L, [FLWLKRY >— (NewPolicy) 1227V v 7 LEd,
AT9 T2 RV o—Z4uiattid, R o—2EHT57 34 A2/ L, [fR1F (Save) 1227 U v 7 LET,

[ Firepower 1010 Threat Defense 2 2 — 7 v FH A K : ¥ 59 Fi244t%! Firewall Management Center
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NPETN |

X 36: 5 LLVKRY >—

New Policy ®

Name:

[ FTD_policy

Description:

[ )

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates Selected Devices and Templates
[ Q. Search by name or value ] 192.168.0.124

—_— 192.168.0.155

192.168.0.155

Add to Policy

)

NV 2 —73 Management Center (B SVE T, BIEHE, NV = — VBT 20ERH Y £,

37:NATR) > —

FTD_POIiCy [ Show Warnings ] m [ Cancel ]

Enter Description

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination o - s
i i Original Original Original T T .
D # Direction  Type Igtt,?ergge Iglt’ie;‘f;:e Sources Destinations Services Sources Destinations Services Options

~ NAT Rules Before
~ Auto NAT Rules

~ NAT Rules After

ATy T3 [—?EM (AddRule) 1227 VU v LET,
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ATFYTd EAL— NS a BB ELET,
38 ERIL—ILDAFT a3y

Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] %R L £,
s [# A7 (Type) 1:[#AF > (Dynamic) ] &R L £,
ATYTS [f v F—T A A4 7 =7 b (Interface objects) ] X— T, [EHARERA LV H —T =2 A AL T V=V

I (Available Interface Objects) ] fEIRM O [564c A X —7 = A AA 7Y =7 |~ (Destination Interface Objects) ]
FEIRICAMNER Y — 2B L £,

®39: 48— ARFTSzH b+

Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] outside g

T Add to Source I
inside
Add to Destination

2

AT w6 [£H (Translation) | X— T, WOA T a rERELET,
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40: %
Interface Objects Translation PAT Pool

Original Packet

Original Source:*

[ all-ipv4 v ] +
Original Port:
[ TCP v ]

NPETN |

Advanced

Translated Packet

Translated Source:

[ Destination Interface IP v ]

@ The values selected for
Destination Interface Objects in
'Interface Objects' tab will be
used

Translated Port:

« [TTDEIETT (Original Source) | : [1BMN (Add) ](+) Vw7 LT, $XTOIPVE N T 7 v 7
(0.0.00/0) DF v hT =27 4TV NEBIMLET,

B4:FHLWARY FO—0FTDOH b

New Network Object
Name

[ all-ipv4 ]
Description

Network

O Host O Range

C] Allow Overrides

(O FQDN

GE)

HEINAT L— /U347 =7 FEFRO—HEE L TNAT ZiBINT 5720, VAT AEFKD any-ipvd 4
TVl VAT HZEIETEERA, £, VAT LAERDOA T V=7 NERETHZ LILTE
FHE A,

o [BHLE A DE[ETE (Translated Source) ] : [FE5A % — 7 =+ AIP (Destination Interface IP) ] % %R
L/ i bﬁ‘o

ATV TT URIE (Save) 1227 U v 7 LTA—LZBMLET,
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=D b—/ b (Rules) | 7 —7 MITRAFSIVET,

ATV T8 NAT X—T T [R1fF (Save) 127V v/ LTEFEEZREFELET,

T U AHEHIL—ILDERTE

FNRA AR LI &I, RO [TRTO T 7 4 v 7 %71y (Blockall traffic) 17
7 A aryba—LRY —EERLIZEAIE. T AZERTDHNT T 4 v 7 BRI
DDA ==V EBMTALERHY FT, 77Xy be—/LRY —(ZiF,
BN G SN A EHDON— N EEDDH Z ENTEET,

WDOFNETIL, NE — o MBI — o ~DT X TDO NT 7 v 7 AT 5T 7 A
=V BB L E T,

FIE

ATy 1 [R)I— (Pdicy) 1>[72 AR — (AccessPolicy) 1> [7 YRR — (AccessPolicy) ] DJEIC
BIRL, TS ZRTEV S THRTWET 78R 3y ba—A R o—o [fE (Edit) 1 (#F) 2270 v
7 LET,

ATwFT2 Pv—%iBI (AddRule) 1227V v 27 L, IRONRNTA—HERELET,

42:3%1Et YV — > (Source Zone)

Add Rule

Name [ inside-to-outside] ] Action B Lc
Insert |into Mandatory v @ Intrusion Policy | None

Q Zones (1) Networks Ports Applications A Users URLs Dynamic Attributes VLAN Tags

Clear Selections [ Q Search Security Zone Objects ] Showing 2 out of 2 | Selected 1 Selected Sources: 0

& inside (Routed Security Zone)

(O swoutside (Routed Security Zone)

Any

+ Create Security Zone Object 3 Add Source Zone

L ZONLV—NCEARIEMATET (728 21X, insideto-outside) ,
2.[— (Zones) | MHLWERY — IR L ET,
3. [EfFY — > ?iBh (Add Source Zone) 1227 U w27 LET,

[ Firepower 1010 Threat Defense 2 2 — 7 v FH A K : ¥ 59 Fi244t%! Firewall Management Center
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7o ezsimr—nonze [

43:%8%J —> (Destination Zone)

. Add Rule

Name [ inside-to-outside Action

nsert |into Mandatory @ Intrusion Policy B File Policy | None

Q Zones (2) Networks Ports. Applications A Users URLs Dynamic Attributes VLAN Tags

Showing 2 out of 2 | Selected 1 Selected Sources: 1 Selected Destinations and Applications: 0

Collapse All Remove Al

Z0NE | v 10Object

+ Create Security Zone Object Add Source Zone

4.[V—> (Zones) | MOBAERY —  HEIR L E T,
5.[565E > — > %iBI (Add Destination Zone) ] %7 U v 7 L7,
MOBEIZZOERICLTEEET,
ATvT73 (ER) ~ry b7e—TRY =2 AT %2V 7 LT, Bl bNZRY o= D AZ <A XL
£,

[FL7 4% (Prefilter) ], [{E7%5 (Decryption) ], [EF=UT 4 A7V Y= A (Security Intelligence) ].
BLO[TAT T 47 4 (dentity) RV > —i%, 727 AH#EA—LVORNZEHE INET, ZNHOR
Vo= NAZIA AT HMEZTHY FEAN, Xy N =7 D=— %2R LI2tk, BETED T

7 4 v 7T fastpath Z i (LEEE NSARR) L7eW b T 74 v 7 %70y 7 LTEDHRDOUIENAREEC
BRLHEICTHZET, Xy MU= DRI 4 —<V AEMEEEDLENTEET,

4: 79 RAHEOFISER SN LR o—

L' Packets » @ Prefilter Rules -+ O Decryption » @ Security Intelligence - O Identity > @ Access Control ‘

[V 7 4 H—)b (PrefilterRules) |: 7 74/ hDF LT 4L ZR) —iE, O —L3E S
no i d2) IXCONI 74y 7 Z2@BBSEEST, 774NV PRI —IZMADZENTED
ME—DEFIX, oIV NI T 4w % [Ty 35 Z&TT, ZNUANTIE, FriLnwrL 7 g
NWERY —FER LT, o8 (@) | fastpathLB (IO T = v 7 B /XARR) | Filzid7m v
JCEBT IR ary b — R —ICHEMTEZENTEET,

TV 4N EFRTDE, 7 vy 7 Eizidfastpath LEEOWNT NI L T, b T 74 v 7 BRI HIT
LRI T D2 LT, AT 3= AEAEITEEZENTEET, HILRY —T1E, h
VRN =l [T g VB =V EBINTEET, R — A BT E, TL—
TX AL GERF L) O/RA A — kU RV E fastpath JLEE, 70w 7 F723E Y — b TE T,
T ANEN—NVEFERATHE IPT RLA, A—h, BIXOT v ha v TlplsnsIE R xu
N7 7 4 w7 % fastpath WP E 72137 0 v 7 TXET,

22, Ay VU= EOFTRTCOFTP V7 74w o % T7ny s L, BHENSDSSH N T 7 4 v
U EEHERAT AL, BILWWT L7 4 RY L —FBMNTxET,

[#8+% (Decryption) ]: 7 74 /L hTid, HZXEH I EHA, EZIE, XYy NIT—2 8T T 407
BT A—TAVART v a NIRRT HHIETT, BEAEDEE. NI T4 v EEFT HLEIR
| EMICHFRENTWAEARICOAESTEET, Xy NV —7 2R KBICEH#ET H7-0I12, &
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B2RRY S—0FEE |
B 7/exnmr—roms

B —N—~D T T 470, BEHTERWVWRY NI BT AL LD NT T 4 v 7120,
BER)—2HHATHZ L 2BEIDLET,

c[BEX=2VUT 4 A7 YTz A (Security Intelligence) ]: (IPS 7A B ANME) EX=VUT 1 A
VTV AFT 7 AN N THENCRSTVWET, EX a2V T 4 AT VR, EEOHD
TI7T4ET AT 2H 9 1 DORMPBGEIT, 5ROl RE T 78X 2> be—Lb
R —ICETHCEHASNET, X2V T4 ATV V2 A L, VEaT—varArT
VL AEMHALT, YAaDEREA LTV YV AR TH D Talos BT HIPT R LA, URL,
BLORAAS 4 L0 wREZRRIZT ey 7 LET, REIDSUT, IPT FLAX, URL, FAA %

BANEZIZHIBRTE £,

G¥)

IPS SABUABRWES, ZORV—E, 7782 a3y ha—LRY S —THEFRREINTW
THERINEE A,

[ TAT T 4T 4 (dentity) 1: TAT T AT 4T 74/ b TIT#EHENETAL, T78A 2
fa—= RV —ILD T 7y 7 QDU ZFFAT LRI, 22— —IZRGEE ERTE E T,

ATv74 (EE) 77 vAHEAL—NAORIEASNDRARY —2BMLET,

RARY =13, bT7 74 v 270tx=2l T ERERET D ERFAHOHORAM I LORABIE
FXE T, ManagementCenter ([Z1X, ZHED T AT LREORY =N EFENTEY, TOEEHENITD
ZEBNAZTARXTHIEHTEEY, ZOFIETIE, VAT LERHORY —2HMMLET,

a) [EARYU I — (Intrusion Policy) ] Ky 77X U A 227U v 7 LET,

45: AT LRBORARY —

@ Intrusion Policy [|Nome A]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

JoNE | v 10bject Maximum Detection

% inside_| Security Over Connectivity

b) UAINLYATARMORY —% 1 OBIRN L F9,
ATvTSs (LE) 77 AHEAL—LVORIHERSND 7 7 A VRY —%BIMLET,

a) [Z77ANRY T — (FilePolicy) | FryFX O URXANE7 Y w7 L, BIEORY > —ZRIRT 59,
[Z77ANVARY —U A2 ~&BI< (Open File Policy List) ] Z3#R L TR Y > —ZBL 7,

[ Firepower 1010 Threat Defense 2 2 — 7 v FH A K : ¥ 59 Fi244t%! Firewall Management Center
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46: 7 74 LR > — (File Policy)

Ee File Policy [Nune /\]

Open File Policy List” '

ns and Applicatio

FLWRY —0gAIE, [RY) — (Policies) | >[YIL™2 7 & 774 (Malware& File) ] ~<—

UNRD K T TRE £,

b) RV T —DIERRDFEMIZ DV TIE, Cisco Secure Firewall Device Manager Configuration Guide % 28 L C
<TEEV,

c) [V—/vDiEN (AddRule) | X—VIZREY, Fry 7 X7 U A RPBEHLAER LIZARY & — 28R
Li‘a‘O

ATv 76 [Applyl 227 Vv LET,
L= Jb—/b (Rules) 17— 7 /WIZIEME L ET,

AT TT [#RT7F (Save) |27 U w27 LET,

HERA B —T 24 ATH SSHDEFIE

T TIE, ANEBA B —T = A A~D SSH B A BN T 5 B OV T L E9,
T 7 4V b TiE, IR ERICRA Y — REFRE L7z admin 2 —H%F — &2 HT& £,

FIE

AT9T1 [TINA R (Devices) | >[FT Ty kT +—LEEE (Platform Settings) ] #5884 L, Threat Defense U > —
EAERCE T2 ITMmE L E T,
RTw T2 [SSHT 7 A (SSH Access) | ZINL £,
ATw T3 SSHE AT AT DA L X —T A AL IPT FLAZRELET,
a) (B (Add) 12727 U v 27 LTHLWAL—AZBINT 50, [fW%E (Bdit) 1227 v 27 LTEAFDOL—
N LET,
b) N—ADTENRT 4 EFRELET,
o [IP Address] : SSH ¥t #7373 DR A hEFRry NU—V 2FETH Ry NV—I 4T V=V
NEZIN—T ', ATV 27 Ve Ry Xy A= a—0nb@IRT 50, £2IXHE27 Y >
JLTHLWRY NU—I 3T V=7 FEBMLET,
s fEHAREZR Y — /A o H —T = A A (Available Zones/Interfaces) | : (R L7=V — /(v X —T =
A A (Selected Zones/Interfaces) |V A FD FD 7 ¢ — /L NITHER Y — 2 2B B0 THME) A >
B—T A AL ANTIL, BN (Add) 127V >y 7 LET,
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Edit Secure Shell Configuration ®
IP Address*
[any-ipv4 v ] -~
Available Zones/Interfaces (65 Selected Zones/Interfaces
[ Q_ Search ] [ Add ]
DMZ
inside
outside

outside I Add
Cancel m

) [OK]%Z7 VU vz LT,
ATy T4 [Save (RE) 127V vr LET,

T, [[BFE (Deploy) |>[REA (Deployment) | %27V w27 L, EI0 Y ThT A AZHRY v—%EH
TEXDLE2IERVEL, BHREFIRY O—%EHTIETHEDRY EHA,

Y ]
=X TED R
REDEF 2T NAAZEHLET, BRZREATHIETIE, XA ALTEODEL LT 7
T4 TR £ A,

FIE

ATy T HLEO BB (Deploy) 1227V 27 LET,
= 48: FERE

£

peploy| @ & @ \
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AT 72 BERREMOLEIE. HEDTNAADF =y 7Ry 7 Z%A A LT [EBHE (Deploy) 1227 U v 2 LE
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49 ZRLE=LDERRE

Q Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2 I Ready for Deployment

B <

5

D 1120-3 I Ready for Deployment

F2lE, [TXTHEB (DeployAll) 1227 U v 7 LTTRXTOT /A AZEALET,
X 50: 9 N TRERH

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

(7] 1010-2
(] 1120-3
(7] 1120-4
(] ftd-clustert

(1) fta1

Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

Ready for Deployment

® 5 devices are available for deployment D

TNLSNOGEIE, BIMORERA T v a U EFET HT-OI, [@E/RER (Advanced Deploy) 1 %7 U >
7 LET,

51: @ ERRE

1 device selected

Search using device name, user name, type, group or status Deploy time: Estimate  [SSIS
9 ype, group ploy

Pending Changes Reports

() Device Modified by Inspect Interru..  Type Group Last Deploy Time Preview
> [ fan rboersma, System FTD Feb 26, 2024 11:09 ... 5] | Ready for Deployment
> (J  ftdcluster rboersma, System FTD Feb 22, 2024 10:36 .. B | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22,2024 11:09 ... B | Ready for Deployment
o= ~ Access Control Group
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active K System
R Network Analysis Policy: Balanced Security and Connectivity R system

~ Device Configurations
Interface Policy R rboersma

~ Flex Configuration

Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

~ Security Updates
Rule Update: (Isp-rel-20240311-2013)
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AT T3 BEPKLIZZ L 2B LET, BEOAT =X ZA2FRTHITIE, A=a2——0 [EH (Deploy) ]
REOFEMCHLTAar%7 ) v LET,

K 52:BEART—42 X

Q search Deploy e @ @ ‘ v
VN
Deployments Upgrades A Health @ Tasks 2 ‘ C’ Show Pop-up Notifications (@
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
2 1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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