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Management
VCN

10.10.0.0/21

Public IP Mgmt 0/0
SSH & FMCv Ul ®
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Open Ports
22,443 & 8305
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OClI FMCv FMCv
Management Center

FMCv VCN
Oracle
Oracle Managing Compartments

1. OClI

OcCl
2. [ Networking ] > [ Virtual Cloud Networks ] [VCN

Create VCN ]

3. VCN FMCv-Management
4. VCN CIDR
5. [VCN Create VCN ]
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VCN
VNICS VNICS

1. [ Networking ] > [ Virtual Cloud Networks ] > [

Virtual Cloud Network Details ] > [ Network Security Groups ]

[ Create Network Security Group ]

2. FMCv-Mgmt-Allow-22-443-8305
3. [ Next ]
4.

a. SSH TCP/22
b. TCP TCP/443

c. TCP 8305
Firepower Firepower Management Center HTTPS
8305 Firepower Management Center 443

5. [ Create |

1. [ Networking ] > [ Virtual Cloud Networks ] > [
Virtual Cloud Network Details ] > [ Internet Gateways | [
Create Internet Gateway ]

2. FMCv-IG
3. [ Create Internet Gateway |
4.
a. [ Networking ] > [ Virtual Cloud Networks ] > [
Virtual Cloud Network Details ] > [ Route Tables ]
b.
c. [ Add Route Rules ]
d. [ Target Type | [ Internet Gateway ]
e. CIDR 0.0.0.0/0
f Target Internet Gateway ]
g [ Add Route Rules ]
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VCN 1 VCN
1. [ Networking ] > [ Virtual Cloud Networks ] [
Virtual Cloud Network Details ] [ Subnets ] [ Create Subnet ]
2. Management
3. [ Subnet Type ] [ Regional ]
4. CIDR 10.10.0.0/24 IP CIDR
5. [ Route Table ]
6. [ Subnet Access ]
7. [DHCP DHCP Option ]
8. [ Security List ]
9. [ Create Subnet ]
VCN FMCv FMCv VCN 2 FMCv
5
2 FMCv
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Oracle Cloud Marketplace  Cisco Firepower Management Center Virtual FMCv - BYOL
OCl  FMCv CPU

1. OCI

2. [ Marketplace ] > [ Applications ]
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3. [ Marketplace 1] Cisco Firepower Management Center Virtual FMCv
4, [Oracle | have reviewed and
accept the Oracle Terms of Use and the Partner terms and conditions. ]
5. [ Launch Instance ]
6. Cisco-FMCv
7. [ Change Shape ] FMCv CPU RAM
VM.Standard2.4 1 OCI 1
8. [ Virtual Cloud Network ] [ VCN Management VCN ]
9. [ Subnet ] [ Management subnet ]
10. [ Use Network Security Groups to Control
Traffic ] VCN
11. [ IP Assign a Public Ip Address ]
12. [SSH Add SSH keys ] [SSH Paste SSH Keys ]
SSH
Linux SSH
Linux Managing Key Pairs on Linux
Instances
13. [ Show Advanced Options ]
14. [ Initialization Script ] [ Paste Cloud-Init Script ]
FMCv  day0
[ Cloud-Init Script ] day0
{
"AdminPassword": "myPassword@l23456",
"Hostname": "cisco-fmcv"
}
[ Create |
[ Create | [ Provisioning ] FMCv
FMCv [ Provisioning ]

Running ]
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SSH
] UNIX SSH
B Windows 10 Windows Server 2019 OpenSSH
Oracle Cloud Infrastructure SSH
] Windows http://www.putty.org SSH PuTTY
[ IP [ Instance Details ]
[ Core Infrastructure ] [
Compute ] [ Instances ]

APl ListVnicAttachments GetVnic

]
SSH
Linux Managing Key Pairs on Linux Instances
Day0O FMCv

SSH FMCv

UNIX FMCv SSH

$ chmod 400 <private_key>

<private_key>
2. SSH

$ ssh -1 <private key> <username>@<public-ip-address>

<private_key>
<username> FMCv

<public-ip-address> IP
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OpenSSH FMCv

Windows FMCv OpenSSH
1.
a. Windows Explorer [ Properties |
b. [ Security ] [ Advanced ]
c. [ Owner ]
d. [ Disable Inheritance ] [

Convert inherited permissions into explicit permissions on this object ]

e. [ Remove ]
f. [ Full Control ]
g-

2. Windows PowerShell

S ssh -1 <private key> <username>@<public-ip-address>

<private_key>

<username> FMCv

<public-ip-address> IP
PuTTY FMCv
PuTTY Windows FMCv
1. PUTTY
2. [ Category | [ Session ]
- P

<username>@ <public-ip-address>

<username> FMCv

<public-ip-address> IP
- 22
- SSH
3. [ Category | [Window] [ Translation ]
4. [ Remote character set ] [UTF-8]
Linux UTF-8 PuTTY
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5. [ Category | [ Connection ] [SSH] [ Auth ]
6. [ Browse ]
7. [ Open ]
the server's host
key is not cached in the registry [ Yes |
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