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vCPU RAM GB
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GCP FMCv

2

vCPU RAM GB
n1-standard-8 8 30 GB
n1-standard-16 16 60 GB
n1-highmem-8 8 52 GB
n1-highmem-16 16 104 GB
n1-highcpu-32 32 28.8 GB
n2-standard-8 8 32GB
n2-standard-16 16 64 GB
n2-highmem-4 4 32 GB
n2-highmem-8 8 64 GB
n2-highcpu-32 32 32 GB

GCP FMCv

https://cloud.google.com  GCP
Cisco Cisco Software Central https://software.cisco.com/
— Firepower Management Center

- Firepower Management Center Configuration Guide Licensing
the Firepower System

[ |
- Firepower Firepower Management Center
[ |
— Firepower Management Center Virtual IP
B Firepower Management Center Virtual  Firepower System Cisco Firepower Compatibility
FMCv  GCP
B GCP Compute Engine
[ | 8 vCPU

] BYOL


https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html

Google Cloud Platform

Firepower Management Center Virtual

m  |Pv6
® FMCv HA
]
[ / /
]
GCP FMCv
13 GCP 1 FMCv
1 GCP FMCv
Management
VCN
10.10.0.0/21
Public IP Mgmt 0/0
55H & FMCv UI
! FMCv:
H 4
Open Ports
22,443 & B305
GCP FMCv
GCP FMCv
VPC
FMCv VPC 13
1. GCP [VPC VPC networks ]
2. [ Name ] VPC
3. Custom ]
4, [ Name ]

GCP

FMCv

Create VPC Network ]
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5. [ Region ]

6. [IP IP address range | CIDR 10.10.0.0/24

7. [ Create |

GCP FMCv

GCP FMCv
1. GCP
2. [ Marketplace ]
3. [ Marketplace ] Cisco Firepower Management Center Virtual FMCv BYOL

4, [ Launch ]

a. [ Deployment name ]
b. [ Image version ]
c. [ Zone ] FMCv
d. [ Machine type ] GCP 1
e. [SSH SSH key ] SSH
GCP

f. SSH

Google Allowing or blocking project-wide public SSH keys from a Linux instance
g [ Startup script ] FMCv  day0

[ Startup script ] day0

{

"Hostname": "cisco-fmcv",

"AdminPassword": "myPassword@123456"

}

JSON day0
h. [ Boot disk type ]
[ Standard Persistent Disk ]
i. [ GB Boot disk size in GB ] 250 GB
250 GB

j- [ Add network interface ]
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- [ Network ]

[ IP External IP ]

22

8305

GCP FMCv

[VPC network VPC 1 vpc-branch-mgmt

External IP to Ephemeral ]

SSH Allow TCP port 22 traffic
SSH
FMC GUI Allow HTTPS traffic from the Internet
HTTPS
SFT ]
SSL
[P IP Forwarding ] [ On ]

VM instance ]

P
- Done ]
k. [Firewall ]
-1 TCP
from the Internet (SSH access) |
- [ HTTPS
(FMC GUI) ]
- [ TCP
FMCv
L. [ More ]
5. [ Deploy ]
GCP [VM
IP
GCP FMCv
SSH 22 TCP
FMCv
] IP
- SSH
]
— Gcloud
Google
DayO

IP

Connecting to instances

FMCv


https://cloud.google.com/compute/docs/instances/connecting-to-instance#console

Google Cloud Platform

Firepower Management Center Virtual

GCP FMCv
P FMCv
FMCv 1P IP IP FMCv
1. GCP [ Compute Engine ] > [VM VM instances ]
2. FMCv [VM VM instance details ]
3. [ Details ] [SSH]
4. [SSH]
FMCv
- SSH
Google SSH from the browser
- SSH Google
Connecting using Third-party tools
FMCv
1. GCP [ Compute Engine ] > [VM VM instances ]
2. FMCv [VM VM instance details ]
3. [ Details ] [ Connect to serial console ]
Google Interacting with the serial console
Gcloud FMCv
1. GCP [ Compute Engine ] > [VM VM instances ]

2. FMCv
3. [ Details ] [SSH]
4. [gcloud

[Cloud Shell]
overview

View gcloud command ] > [Cloud Shell

[VM VM instance details ]

Run in Cloud Shell ]

Google gcloud command-line tool

gcloud compute ssh


https://cloud.google.com/compute/docs/ssh-in-browser
https://cloud.google.com/compute/docs/ssh-in-browser
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh
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