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A4 AT, DeviceManager Cid, /MR > NU—7 Tt —MIEHEINE Y 7 by =T
DIEABEREZ R T TE ET, £/, Z4UEZE < O Threat Defense 7 /31 A & E e KRR »
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)

()  Device Manager % #7"— k9% Threat Defense 7 /31 AD U A MIDOWTIX, [Cisco Secure
Firewall Device Manager Configuration Guide] Z#ZM L T 72 &1,

Google Cloud Platform ~ @ Threat Defense Virtual 0 & B .


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
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o ST R N OIS VPC,
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[8#1 (Name) | 7« —/Vv RIZ, $FEDOLHTIZ AT LET,
P77 Fy MERE— KT, [WAHX L (Custom) 227V v LET,
HLWH IRy FT[&ET (Name) | 7 4 —/L FiZ, FFEDOLHIZ AN LET,

[#g (Region) | Re v FZ 0 U X Mhn, EHRICHE L HIRARIRLET, 4 oOXy NT—27 13T
RTCRCY =Y a v NIZHAHIVERHY T,

[IP7 L A4iPH (IP address range) ] 7 4 —/V R C, &AIDOF v hVU—2 DY 7R v % CIDR JE
(10.10.0.024 72 &) TASHLET,

ZTOMIT_RTOREIFT 74V bOFEET, [ERL (Create) | %27V v 27 LET,
2Ty 1 —TEBMOVELT, BYOD3IODOVPC Xy NI —27 2{Ek LET,

274 T794—ILIL—ILDERK

Threat Defense Virtual £ > A ¥  ZADRRTIC, FHA L X —T 2 A ADT 74T 7 4 —)L)L—

DA LEd (Management Center & @ SSH 3 £ OF SFTunnel i#{5 27 Al 95 72%) , Threat

Defense Virtual DE A (11 X—2) 2B L T 7ZE0, BEHIS U T, AR, #M6, B &
N A L H—T 2 A ADT 7 AT T — NI — L EVERT AT L TXE T,
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ATy T2

ATvT3
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ATy TH
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ATy 717
ATvT8

Threat Defense Virtual D& A .

GCP 2>V —T, [*Yy bT—F 24 (Networking) ]>[VPC v kTJ—% (VPC network) 1>[Z7 74
T7o4+—I)L (Firewal) 1Z&RL, [F74T724+—ILIL—I)ILDOERK (CreateFirewall Rule) 1 %7 U v 7
LET,

[Z8T (Name) | 7 4 —/LV R, 77 AT 74 —b—LDpbh) 0T WARTE AN LET (f
vpc-asiasouth-inside-fwrule)

[y kT—% (Network) | Koy 7# 7 U 2 kv, 7747 74— b—LEEFT S VPC X v b
U— 7 DA FIE#RIRLET (] : ftdv-south-inside) .

[2—4v b (Targets) | ey 7 X7 UR MG, 7747 U4 —Wb— W ZHEHARER AT v a %
BIRLET (fl: [Fy FT—IHDTRTOA X2 VR (All instancesin the network) ]) .

[E{E7T IP#EE (SourcelPRanges) 1 7 4 —/L RIZ, #ELIP 7 R L 2D % CIDR JFsUCA I LET
(%1 : 0.0.0.0/0) .

N7 74971, ZHHEDIPT RLAGEBHNOREGE LML OHRFFAIINET,

[FA kaJL&R— b+ (Protocolsand ports) 1@ FC, [HEESNf-TA ka)L&R— b (Specified protocols
and ports) ] Z#IR L £,

X2 YT 4L EBIM LT
[fEE% (Create) 1227V v 7 LET,

Threat Defense Virtual )& A

FIE

ATy I
ATy T2
ATFvT3

RTvT4

PLFOFNEIZHMEHS T, GCP<—4 v h T LA AN LIt X35 Cisco Firepower NGFW {48 7 7
A7 7 x—)L (NGFWv) Z{#H L T Threat Defense Virtual f > A ¥ A # B CT& £,

GCP 2 Y —zu /A4 LET,

FEF—=aAZa—>D[I—4 7y FTLA4R (Marketplace) |27V v 27 LET,

~—/% v b7 LA AT [Cisco Firepower NGFW {42~ 7 4 7 v +—/L (NGFWv) (Cisco Firepower NGFW

virtual firewall (NGFWv)) | ZfEE LT, ®EE28RL £,

[fEs% (Launch) 1 %27 VU > 27 LET,

a) [EREI®& (Deploymentname) ]: AV AHX LV AD—EDOLFIZHREL £,

b) [V —> (Zone) ] : Threat Defense Virtual & JERH3 2% Y — 23R L £,

¢) [ vB 4T (Machinetype) ]: 27 L8k (2 2—) [THEASWTIELWWS Y & A T &1ER
LET,

d) [SSH*— (SSHkey) | (AT 3>) :SSHFXF T NDLARF—ZRY 1T FET,
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2)

h)

F—_T1E, GCP BREFTHAMRF—L, 22—V DR ETIMEF—T7 7 A L THRINET, =
NHEE—MEHEHTEE, AV AX U RIERIZER TEET, F—XT1EA U AX 2V A~DOERIC
VB L 72 570 TEBEMOBFNIREL T EE W,

DA VAZLALT VAT HI2ODT 0T 27 NRKD SSH ¥ —45 AT 507 0y 7T 50 E
R LET, Google K¥F = Ak [Allowing or blocking project-wide public SSH keys from a Linux instance.]

AL TLTEEN,

[BBEIRXS ) T b (Startupscript) ]: AV AZ U AREETLH-CICHBMLENTZ X 27 2 F4TT 57
1T, Threat Defense Virtual A > A X ADKENA 7 ) 7 M ZERTE £,
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{

"AdminPassword": "Cisco@123123",
"Hostname": "ftdv-gcp",

"DNS1": "8.8.8.8",
"FirewallMode": "routed",
"IPv4Mode": "dhcp",
"ManageLocally": "No"

}

ek
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B Overview - autoscale-cicd-ftdv-deployment

w [ Autoscale_Parameters ftdv_template jinja

cicd-pransm-ftdv-instance-template vm instance template

B cicd-pransm-ftdv-instance-group

compute.v1.regioninstanceGroupManager

B cicd-pransm-ftdv-autoscaler compute.v1 regionAutoscaler

B cicd-pransm-ftdv-backend-service-elb

compute.v1.regionBackendService
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B cicd-pransm-ftdv-fr-elb forwarding rule
B cicd-pransm-ftdv-elb-ip address
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B cicd-pransm-ftdv-ilb-ip address
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Overview - autoscale-cicd-ftdv-deployment

Deployment properties

ID 6509426199080067142
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Manifest Name manifest-1633967785070
Config View

Imports ftdv_template.jinja

Layout View

Expanded Config View
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P N— L RBHE L VPC R
NO—JRIDONT T 4 %
WS 25 a7 X D4,

5] : demo-test-vpc-connector

adminPassword

pa2dl

Threat Defense Virtual -7 > X %
VADPAZT — R, % T
ZDNNTA—HZX

mewFtdPasswordSecret] (228

BahEd,

bucketName

pa=ll

7777 RESRED ZIP /8w ir—
UuET v 7 r— K35 GCP A
l\ 1/**:‘/\/*\7‘) ]\O)Zlﬁﬁo

5 : demo-test-bkt

coolDownPeriodSec

F—= MR =T NFH LA
AR AINDIEROINE % B
a9 5 F TR D0

%1 : 30

cpuUtilizationTarget

0 #E%k (0,1]

A= N AT —T —PHEFFT 5
VW HDHA LV ARZ AT
JL—7 O VM O CPU f#
I,

%l : 0.5

deployUsingExternalIP

7 — UE

Threat Defense Virtual O H#
RTY T IPT RLABRKLE
MEIMERELET,

5] : true

true |[ZFXE SAL TV D55
Threat Defense Virtual {21337
Uy Z IPT RUABMET
7, false IR E STV DY
G RXT YV I IPT RLRIE
VEHY EH A,

diagFirewallRule

pall

2l VPC HIZIER ST 7 7
AT 7 F—I)LL— )L DL HET,

51l = cisco-ftdv-diag-firewall-rule
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NS A—H % ERTE5E/42147 REA
diagSubnetworkName SR BWrA A —T A AR
IhD VPCH 7 xRy b
Allo
5] : cisco-ftdv-diag-subnet
diagVpcName pe WA B —T = A AHEH
D VPC D4R,
%1 : custom-ftdv-diag-vpc
elbFePorts B ELB 7 7 A A —HF v b
R—h,
il : 80,22
elbIpProtocol pasl i &% ELBIP 71 k=2
b
i : TCP
elbPort R ELB ~"— &5,
% : 80
elbPortName b=l ELB 7~ — F D4 Hi,
i @ tep
elbPortRange R ELB " — ks O#iFA,
il : 80-80
elbProtocol T &5 ELB 7' 1 k2L,
i : TCP
elbProtocolName =il ELB 7' k 2L D4 i,
i : TCP
elbTimeoutSec T FPHNLD ELB % A L7 7 hEf
.
Bl s
elbUnhealthyThreshold G SIVATF o 7RG RO
L & UM,
il - 2,
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INS A=A Z FERTESME247 HL:L
fmclP pac=il| Management Center ® IP 7 K L
A
# : 10.61.1.2
fincPasswordSecret & B LV | CF5 B SNz —7 Ly D4
FtdPasswordSecret BT,
fmcUsername =il Management Center Virtual @
a—H—4
ftdvCheckIntervalSec b ASIVATF = 7 DERRE,
51 : 300
ftdvHealthCheckPort B Threat Defense Virtual 0~/ A
7: T y @ﬂ‘o”— ]\ %‘é%‘o
il ;22
ftdvHealthCheckProtocolName | s52%| ANIVAF 2y JIHERHENS
=1 =
i : TCP
ftdvPassword ezl Threat Defense Virtual /XA
7— K,
ftdvTimeoutSec ekl Threat Defense Virtual $%#5t D 4
A LT Tk
i : 300
ftdvUnhealthy Threshold L NIVATF o J REREEIED
L &V VE,
5] ;3
grpID SCEFH) Management Center C/ERK & 4L
12T IS AT —T DRI,
% : auto-group
healthCheckFirewallRule S| NNVAF oy 7 TFa—TOIP
NSOy N EFFAT
577 AT U A —ILIL—LD
44Tl
5] : custom-ftdv-hc-firewall-rule
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NS A—B% ERAT=5ME/247 B

healthCheckFirewallRuleName | 5757%1 SNIVAF 2w 7 T a—T 0 IP
FEHN B DRy N EFFT
57 7AT VA=) D
27,

5] : demo-test-health-allow-all

ilbCheckIntervalSec I ILBEfi & T = » 7 3 A R,
B : 10

ilbDrainingTimeoutSec B P NL A DZA LT T b
7 FH]

%1 : 60

ilbPort HH ILB R— h& 5,
5] = 80

ilbProtocol bl FRHENAILB 7’1 =L,
5] : TCP

ilbProtocolName ezl ILB 7’2 k24,
5] : TCP

ilbTimeoutSec HHG ILB %A &7 v R,
) : 5

ilbUnhealthy Threshold LSy NIVATF o 7 ANEFEEIE D
L& UM,

) : 3

insideFirewallRule SCFH| WNEZ 7 A4 T 0 4 —/L)L—)L
DA Hil

5 : custom-ftdv-in-firewall-rule

insideFirewallRuleName Vil Wl VPC TOlfE 23 el 35
Ty AT A —VIL—LDH
i

5] : demo-test-inside-allowall

insideGwName K| NER7— b 7 = A DL HI,

1 : inside-gateway
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Anrisx—4 |

NS A—H %

ERAT=51ME/247

B

insideSecZone

pa2 7l

NEEX 2T 4 = D4
ﬁleO

151 : inside-zone

insideSubnetworkName

pa2l

WERY 7% > kDA,

5] : custom-ftdv-inside-subnet

insideVPCName

Pl

¥R VPC D4 R,

5 : demo-test-inside

insideVPCSubnet

P2

WESS 7%~ kD4R,

5] = demo-test-inside-subnet

licenseCAPS

CFS

BEHT L5 A48 AD4LH]

% : BASE, MALWARE. URL
Filter, THREAT

v AT

padl

Threat Defense Virtual VM @~
AT,

5 : nl-standard-4

maxFTDCount

B

A VARB AT N—T THFR]
X415 Threat Defense Virtual -/
VAR ADFREL

23

maxFTDReplicas

HEW A r—1 7 7 —TH
@ Threat Defense Virtual 1 > A
B A DEREL

22,

mgmtFirewallRule

Pl

BT AT T —L—)b
DA R,

fl . cisco-ftdv-mgmt-firewall-rule

mgmtFirewallRuleName

Pl

B VPC TOBEEIFT 5
T AT T F—)LIb—LDH
7\\0

5] : demo-test-mgmt-allowall
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INSA—H %

ERAT=5ME/247

B

mgmtSubnetworkName

pa2 7l

EHEY TRy FOL4HEI,

%1 : custom-ftdv-mgmt-subnet

mgmtVPCName

pa=ll

BHLVPC D4 T,

5] : demo-test-mgmt

mgmtVPCSubnet

pall

EHY T Ry hOL4HEI,

5] : demo-test-mgmt-subnt

minFTDCount

B

TR O TA VAL VR
Jb— 7 T FI ATRE 7 Threat
Defense Virtual D&g/INA > A 4
A

5] 1

minFTDReplicas

HEhA 7 —1 77 L—"7N
@ Threat Defense Virtual - > A
2 AD /N

B2 2,

natID

Pl

B3 DB T
Management Center % &% 9" %
L X E I —E DO NATID,

outsideFirewallRule

pa2 7l

NERT 7 AT T F—)LL—)b
DA,

5] : cisco-ftdv-out-firewall-rule

outsideFirewallRuleName

pa2l

NS VPC TOBIEZ 45
Ty AT T F—)L)L—)LDH
7,

5] = demo-test-outside-allowall

outsideGwName

LFS

ST — B = A DAHT,

fl . outside-gateway

outsideSecZone

pa2 7l

NEEx=2 T 40— D4
ﬁleO

5] - outside-zone

outsideSubnetworkName

pa2l

AN A S R A (18

5] : custom-ftdv-outside-subnet
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IND A=A FRTE5ME/247 ERBA
outsideVPCName = SEE VPC D4 |,
5] = demo-test-outside
outsideVPCSubnet S| 4SS SN T TN
5 : demo-test-outside-subnt
policyID pal ACL R U v —D4 i,
publicKey bzl Threat Defense Virtual VM @
SSH &% —,
sourcelmageURL ezl vy =7 b TEHT 5 Threat
Defense Virtual f A —3 D
URL,
sshUsingExternallP 7 — Ul Google #EEIZ L > TRT Y »

JIPT RLAL T T4 _— |
IPT7T RLADEL LA HEHS
NN ERELET,

5 : true

true IZEXTE STV A A
Google B§REIZ/ N7 Y v 7 1P T
]\ VAR LET, false IZ
WESINTWDEE, Google
% X774 X—RFIPT RL
AEAEHLET,

Auto Scale V') 12— 3 VD ER

FIE

ATY Tl Gt VAP ) EZa—hL7 3 ER L £,

git clone git url -b branch name

RATwF2  geloud CLI T7 v h&{ERKR L £,

gsutil mb -c nearline gs://bucket name

GE)

VAT KA A =L EF TS Google Cloud Shell & 7213 Google Cloud SDK C, = O FIADLE D
gsutil F721% gcloud =~ REFITL £ 7,
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ATvT3

ATy T4

ATy T5

ATvT6

ATy T17

Zip WD > r— T ZAER L E7,

a)

b)

ftdv_scaleout B LW ftdv_scalein 74 /ALZ b, LLTFDT7 7 A LT IND Zip BT
WS r—V B L £7,

* main.py
* basic_functions.py
 fmc_functions.py

* requirements.txt

GE)
WHEBIP 7 R L A &3 285415, mainpy 7 7 1 /L C ssh_ip = response] ‘networ kI nterfaces’] [2]
[‘networkIP] 2~ R LET, SMHIP 7 L AZMHT 255613, ssh_ip=
response ‘networ ki nterfaces’] [2] [‘accessConfigs’] [0] [‘natIP’] =2~ REALET, £/, OB
BClx2 oo — R BN ET, #HiL— MEEET 5121, fmecreate static_network_route
(vm_name, ‘outside’, ‘any_ipv4’, os.getenv(“OUTSIDE_GW_NAME”), metric=1) 8 L
fmc.create_static_network_route (vm_name, ‘inside’, ‘any_ipv4’, os.getenv(“INSIDE_GW_NAME”),
metric=2) 2~ > R&HL 7,

Zip WD EME/ > r— Y D4R % ftdv_scaleout.zip B LV ftdv_scalein.zip ICEHE L F
R

Gx)

TANENEBE L TEIRT L2774 VEL2 Y v 7 U, [EMET —H A7 (compress | archive) ] %
BINT 2D &, GCP M@ s zip BMMERR S E T,

Zip RO ERE/ X > r— (ftdv_scaleout.zip 8LV ftdv_scalein.zip) 77V K7 4 ¥
DT —J A=A ZT v 77— RLET,

LR @7 7 A )V % Deployment Manager D7 > 7' L— KB T KT 4 X DT —F ANX—R|ZT v
r—FLEY,

* ftdv_predeployment.yaml
* ftdv_predeployment.jinja
* ftdv_parameters.yaml

* ftdv_template.jinja

Zip BRDJEMi /Ny r—V %Ny RA ML —VlZabt—LET,

®* gsutil cp ftdv scaleout.zip gs://bucket name

®* gsutil cp ftdv_scalein.zip gs://bucket name

NS, A, H BWiA v X —7 A ZAHDO VPC W7 % NEERR L ET,
BHLVPC TIX, 28V 7 x> b (#:10.8.2.0/28) NHLI T,
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ATvT8

ATvT9

ATv 710

ATy N

ATV 712

ATy 713

ATy 714

Auto Scale V') 2 —< 3 VD ER .

WNER, SME, BHEL, WAL A —T oA ARICA DD T 7 A4 T U 4 — A BRETT, £z, EF
WF =y T a—T%HAT257 747 U4 — A= LRBETT,

Secret Manager GUI 2 L T, kD2 >D>—7 L v h&{EK L EJ, https://console.cloud.google.com/
security/secret-manager 2R L T< 7230,

* fmc-password

* ftdv-new-password

VPC 27 X #{ER L E T,

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>

1

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28

Create request issued for: [demo-vpc-connector]

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.

Created connector [demo-vpc-connector].

NTV TP HFRALEDO/RXT U v 757 K75 > N7 4 — AIZ Management Center Virtual % BB L
FT, KTV 77T T K STy N7 4 — A2 Management Center Virtual % 595 1A OFEHIC
DWW TIX, [Cisco Secure Firewall Management Center Virtual Getting Started Guide] #Z M L T 72 S0y,

GE)
Management Center Virtual Z B L7 A VA X VA TRAT v 712705 16 ZFATLE T,

Management Center Virtual f > A % > A : fmcpassword > —7 L v MIBRFSNTWDH LD LR LA T —
K% f# F L C. Management Center Virtual T — ¥ —restapi & {Ek L £, st VW T, T=2—H—)
AL TLIEEN,

Management Center Virtual £ > AX LA . TNA AT N—TF TR arba—LK)vr— BLY
TR AR — VR LES, FEHICOWTIE, [T 27— o) . TEARZRT 7
Zayhr—ARK) =0/ [ BEIQ 77223y hr—A—LOERB LOWRE] 2L
TLEEN,

Management Center Virtual 4 > A% A : LLFDOA 7V =7 M {ERK L £7, Management Center Virtual
TAT V=7 FEAFRT 2 TEOFMICO VW, 147 V=7 MER] 2ZRLUTIEEN,

» ELB-IP

« ILB-IP

* Application-IP

c VA F =y 7 O 1P (4)

o A KT —% (Metadata)
object network hcl
subnet 35.191.0.0 255.255.0.0

object network metadata
host 169.254.169.254
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/710/management-center-admin-71/system-users.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/get-started-device-management.html#ID-2242-000007cf
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/access-policies.html#ID-2176-00000240
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/access-rules.html#ID-2190-00000090
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/objects-object-mgmt.html#ID-2243-000000f2
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object network ilb-ip

host 10.52.1.218
object network hc2

subnet 130.211.0.0 255.255.252.0
object network elb-ip

host 34.85.214.40
object network hc3

subnet 209.85.152.0 255.255.252.0
object network hcéd

subnet 209.85.204.0 255.255.252.0
object network inside-linux

host 10.52.1.217
object network outside-gateway

host <>
object network inside-gateway

host <>

A7 715 Management Center Virtual f > AX VA 1 ¥ X2 VT 4V —v (A F—T A AFT Vs V) #EK
L%, [Creating Security Zone and Interface Group Objects|] ZZ M L T 72X\,

* inside-security-zone

* outside-security-zone

AT w716 Management Center Virtual f > A% L A : NAT 7R U 2— & NAT b— L &AERR L £§°, FEMC OV T,
[Network Address Translation] ZZM L T 720y,

nat (inside,outside) source dynamic hcl interface destination static ilb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (inside,outside) source dynamic hc2 interface destination static ilb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (inside,outside) source dynamic any interface

nat (outside,inside) source dynamic hcl interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc2 interface destination static elb-ip metadata service
SVC_ 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc3 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc4 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic any interface destination static elb-ip inside-linux

Source Destination - 2 .
R Birection Type | iaeriace bty grlglna\ Original Original Translated Translated Translated Options
- Sources Destinations Services Sources Destinations Services
Objects Objects
o1 X D..  inside-zone outside-zone By het R ilb-ip VO;’ iginal Interface Ry metadata Qriginal Drsfalse £ W
o2 X D inside-zone outside-zone B hc2 B ilb-ip VO'E.‘P?,', Interface By metadata Vor‘gllﬁ‘?'P Dnsfalse 4 W
] 3 X Dz inside-zone outside-zone B any-ipv4 Interface Dnsifalse 4w
e X D..  ousidezone inside-zone  Fg hcl B elb-ip VOT iginal Interface Fy metadata VO.’ idinal Drsfalse £ W
s X D outside-zone inside-zone b hc2 B elb-ip VD’E.‘I‘,“]?;', Interface R metadata VO'E.‘IC‘?'D Dnsfalse W
e X D..  ouside-zone insidezone B hc3 R elb-ip e Interface Ry metadata e Drsifalse  #W
7 X D... outside-zone  inside-zone &g hca & elb-ip 70”3‘1’1?,', Interface B metadata Vo.”ﬁ‘#ﬁ', Dnsfalse W
] 8 X D... outside-zone inside-zone g any-ipv4 g elb-ip Interface By inside-linux Dns:false su

AT v P11 EARTE X O Threat Defense Virtual Auto Scale 3 A ® Jinja 7 7 A /L & YAML 7 7 A VDT A —H %
BHRFLET,

a) ftdv predeployment.yaml 7 7 A /LEZHE, IRONTFA—=ZEZHEHLET,
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b)

©)

Auto Scale V') 2 —< 3 VD ER .

* resour ceNamePr efix: <resourceNamePrefix>
* region: <region>
* serviceAccountMaill d: <serviceAccountMailld>
 vpcConnector Name: <VPC-Connector-Name>
* bucketName: <bucketName>
« fmcl P : <Management Center-IP-address>
* reglD : <registration-ID>
* natlD : <unique-NAT-ID>
* grplD : <device-group-name>
* palicyl D : <acl-policy-name>
* licenseCAPS : <licenses>
« fmcPasswor dSecret : <Management Center-password>
» newFtdPasswor dSecret : <new-Threat Defense Virtual-password>
» fmcUsername : <username>
« ftdvPassword : <password>
+ outsideGwName : <outside-gateway-name>
+ insideGwName : <inside-gateway-name>
+ outsideSecZone : <outside-security-zone>
* insideSecZone : <inside-security-zone>
 sshUsingExternall P : <true/false>
ftdv _predeployment.jinja 7 7 A /ViX, ftdv predeployment.yaml 7 7 A L) H/NT A —
Z S THD £97

ftdv_parameters.yaml 7 7 AV EHE, L FONRTA—=FZHHLET,
VPC and Firewall Parameters

» mgmtVpcName : <mgmt-vpc-name>

« diagVpcName : <diagnostic-vpc-name>

+ outsideVpcName : <outside-vpc-name>

* insideVpcName : <inside-vpc-name>

» mgmtSubnetwor kName : <mgmt-subnet-name>

« diagSubnetworkName : <diagnostic-subnet-name>
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+ outsideSubnetwor kName : <outside-subnet-name>
+ insideSubnetwor kName : <inside-subnet-name>
» mgmtFirewallRule : <mgmt-firewall-rule>
« diagFirewallRule : <diagnostic-firewall-rule>
« outsideFirewallRule : <outside-firewall-rule>
« insideFirewallRule : <inside-firewall-rule>
« healthCheckFirewallRule : <healthcheck-firewall-rule>
» adminPassword : <initial-Threat Defense Virtual-password>
+ deployUsingExternall P : <true/false>
Instance Template parameters
» machineType : <machine-type>
« sourcel mageURL : <source-image-URL>
FTDv Health Check
« ftdvHealthCheckPort : <port-number>
« ftdvCheckIntervalSec : <interval-in-seconds>
« ftdvTimeoutSec : <timeout-in-seconds>
« ftdvHealthCheck ProtocolName : <protocol-name>
« ftdvUnhealthyThreshold : <threshold-count>
FTDv Autoscaler
« cpuUtilizationTarget : <percentage-in-decimals (5] : 0.7) >
« coolDownPeriodSec : <cooldown-period-in-seconds>
» minFTDReplicas : <min-number-of-FTDv-instances>
» maxFTDReplicas : <max-number-of-FTDv-instances>
EL B Services
« elbPort : <port-number>
« elbPortName : <port-name>
+ elbProtocol : <protocol-name>
+ elbTimeoutSec : <timeout-in-seconds>

+ elbProtocolName : <protocol-name>
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ATv 718

ATv 719

Auto Scale V') 2 —< 3 VD ER .

 elbUnhealthyThreshold : <threshold-number-for-failed-health-checks>
« elblpProtocoal : <IP-Protocol>

+ elbPortRange : <port-range>

* elbFePorts : <fast-ethernet-ports>

ILB Services

« ilbProtocol: <protocol-name>
« ilbDrainingTimeoutSec: <timeout-in-seconds>

* ilbPort: <port-number>

ilbChecklnterval Sec: <interval-in seconds>
* iIbTimeoutSec : <timeout-in-seconds>

* ilbProtocolName : <protocol-name>

ilbUnhealthyThreshold : <threshold-number-for-failed-health-checks>

GE)
Threat Defense Virtual Auto Scale D354, cpuUtilizationTarget: 0.5 /37 A —X BNFRESINTEY ., &%
BEIZG U CHRETE £4, ZOfEIL, 3T O Threat Defense Virtual 1 > A &% > A 7' )L—7F " CPU
ERRN 50% THHZ EERLET,

d) ftdv template.jinja 7 7 A /LI, ftdv parameters.yaml 7 7 A /VINDH/NT A —F 25T
DET,

AT YAML H§A % BB L £ 97,

gcloud deployment-manager deployments create <pre-deployment-name>
--config ftdv predeployment.yaml

1 -

gcloud deployment-manager deployments create demo-predeployment
--config ftdv predeployment.yaml

The fingerprint of the deployment is b'9NOy0gsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c]...done.
Create operation operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c

completed successfully

Threat Defense Virtual Auto Scale @ BB & 1% L F 4,

gcloud deployment-manager deployments create <deployment-name>
--config ftdv_parameters.yaml

1

gcloud deployment-manager deployments create demo-asav-autoscale

--config ftdv parameters.yaml

The fingerprint of the deployment is b'lJCQi7I1-1aWOY7vOLzalOg=="

Waiting for create [operation-1624383774235-5c55e51d79d01-1a3acf92-4£f3dafl6]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafl6

completed successfully.
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RTYTN NET TV r—varnbf 2 —Fy My bafaikd 5 ILB O— F&fERlR L ET,
gcloud beta compute routes create <ilb-route-name>
--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule-name> --next-hop-ilb-region=<region>

1

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside
--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall

Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global
/routes/demo-ilb].

Auto Scale O < v %

oA — IR —FF, ¥—47 v FCPUMARLNLE, AV AX AT L—THNO—EH
R 722 T _XTCTO vCPU OIFEHfEHEDO —F & L THRWET,

o B FFVCPU OEBME RN Z — 7y MEFIREZ B2 DL, A— M AT —FI 2L >2TVMA
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saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww Function execution started

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww FTDv Name: saaanwar-new-ftdv-instance-vxtc IP for Login: 10.4.2.217

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww First run of function

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww Trying to Login to FTDv

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Policies deployed on cisco-ftdv-vxtc

saaanwar-new-ftdv-scaleout-action  1p58z4quils5d Response body(rest_get): {"links":{"self":"https://34.86.149.90/ap

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Configuration is deployed, health status in TG needs to be checked

saaanwar-new-ftdv-scaleout-action  1p58z4quils5d Deployable devices:{'links': {'self': 'https://34.86.149.90/api/fmc

saaanwar-new-ftdv-scaleout-action  1p58z4quilsd Function execution took 346329 ms, finished with status: 'ok'

bR AR —LT 7 MERED 1 7 ClX, Function execution started & Function execution
took 346329 ms, finish with status: ‘ok’ @+ U i, H¥fEn 7 OBtE L& T 22N EIoR
LCWET, FIEIOMFESEIT, Threat Defense Virtual ~D 1 7' A >, R U U —DRERHZ: &,
L OBSEZ BT 2 2 & b TEET,

o« Ar— )b A U RED T

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Function execution started

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Deregistration of FTDv: cisco-ftdv-vxtc

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Getting a new authToken

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Response Status Code(rest_get): 200

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Response body(rest_get): {"links":{"self":"https://34.86.149.9

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Deregistration Successful of cisco-ftdv-vxtc

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Function execution took 56852 ms, finished with status: 'ok

FEROR—LT 7 MERED 1 7 TlE. Function execution started & Function execution

took 50852 ms, finish with status; ‘ok’ > b U %, HRET 7/ DFtE & KT 2N LR
LCWET, BEERT 7 2OBG, BEMRO AT —Z A FLWERGE M —727 > OH
Bl thoEz B+ L TEET,

— AN] ~ — ~ N
kSIS a—Fq42
RIZ, Threat Defense Virtual Auto Scale for GCP O — g7 =T —>F IV A LF Ny e vk
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-ifcs-overview.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html
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