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9 Azure Cloud VHD BL QYY) VY —2F 7L — b & L7z Azure 726 DO JERH -
Threat Defense Virtual 7 7 4 7 U +—/L &R L ¥ 7,
10‘ Management Center | Threat Defense Virtual 2% # L £9°,
| E£721%Devi
Manager evice » Management Center % f# ] L 7= Threat Defense Virtual 0% B
* Device Manager % fifi | L 7= Threat Defense Virtual %% ¥

Y )a—30F70TL—bEFERHALIzAzure ¥—4
LA RS DER

WDOFIEIL, Azure ¥v—7% v N7 LA AT TZ % Threat Defense Virtual ® Y J = —3 3 >
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[T NEAT (Accounttype) |: BLEIZIL U T, Fry XU A k)b [Standard HDD],
[Standard SSD], ¥ 7213 [Premium SSD] Z 3R L £79°,
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i%. [Cisco Secure Firewall Management Center 7 /A A4#§RLH A K] @ TConfigure NAT for Threat Defense]
DFNEEZIR L TLIZE W, KON, RN T 7o —F 2R LET,

8:NATR ) > —n 45|

Device Management  WAT  VPHv Q5 Platform Settngs | FewConfy  Certficates

autoscaleNAT Sim e 0 cannl

& 1o by Do
r Y F A
Bareats Ll Sarwrie bviganal Drwgnal rardated Aramlated Arenslated gl
e o Imterface Chjocty Imterface Ohjocts Sources Desbinatizm Sarvices Sowrces
T B B
. Prpe— 3 = o a
= @ e 3 e & 9o 3
o
+ & = a
AT Bk
GE)

EHORESS N T TNy 2 —T 4 VT REEERRREZRET D720, =TI TEBE TIN5
CEAHEE L T, NAT 2 EET AN SRS BT 5 2 E NEETT,

ATV 76 [fR1F (Save) 1227 U w7 LET,

ATINT A—4
WOFEIZ, 7o T L= RITA=FZRBIOPEZRLET, KT A—ZDEERDTZ5, Azure
YT 2A7 VT aIZARM T o7 v— NERET S L EIC, &/3F A—% Z i LT Threat
Defense Virtual 7 /34 A Z/EfC& £9, [AutoScale ARM 7 7 L— sDJER (43 ~<—
V) | BERLTLLEEN,

R2:TVITL—bNRF A4

INTA—R fERTE 5B/ |EREA 1) —RD1E
247 BaA 7
resourceNamePrefix LFEHNE B~ |FTRTOY V—RT. DO | BrEERK
10 3CF) L7 4y 7 A @GR T
S AvET,
W T oREHEHALTL
EEW,
%1 : ftdv
virtualNetworkRg SCFA ARy NT—2 DY V—A |BEAF
7 V—T7 D4R,
i : cisco-virtualnet-rg
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INTGA—RZ ERTE 518/ |H5HA )Y —RD1E
247 BaA7
virtualNetworkName oA FAEx N T2 4 (ERH | BT
#)
fl . cisco-virtualnet
virtualNetworkCidr CIDR JE= A8+ > hU—2 OCIDR (1E | BETF
X.XXX/y PR 72)
mgmtSubnet Py BWEYT Ry M (ERE | B
7)

i : cisco-mgmt-subnet

diagSubnet pe 27y MMy (BRI | BEFF
#)
5] = cisco-diag-subnet

insideSubnet SRS WY 7Ry b (TR | BEAF
7)

5] = cisco-inside-subnet

internalLbIp A WEY 7 % v bOWNEr— K | BEfF
NRTUYDIPT KLU A (MERE
HEH) .
1 :1.23.4
insideNetworkGatewaylIp peil N7y hOF— o = |BEE
AIPT RLA (MERLHE &)
outsideSubnet LFH SNERY T R ML (TERRYE | BEFR
)

5] : cisco-outside-subnet

outsideNetworkGatewaylIp LA N TRy N — b= A |BEE
P (fERCA 2)

deviceGroupName prasl Management Center D7 /A A | BEAF
TN—7" (VERRWE )

insideZoneName CFH Management Center D N> — | BEAF
4 (TR 77)

outsideZoneName CFF Management Center D> — | BEAF
4 (TR 77)
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INSA—H %

ERTE 5B/
847

B

)Y —AD1E
BaA7

softwareVersion

pa

Threat Defense Virtual 73— =
v (BB Fay &2y
M5 EER)

BETF

vmsSize

pa2dl

Threat Defense Virtual 1 & A #
VADY A X (BRI R
0y ST B TER)

L L

ftdLicensingSku

pa=ll

Threat Defense Virtual 7 1 & >
A%F—F (PAYG/BYOL)

£ : PAYG 13/ ¥%—Y 3 > 6.5+
THHR—FEINTWET,

ML

licenseCapability

Vil dr Rl
pac2l

BASE, MALWARE,
URLFilter, THREAT

7 L

ftdVmManagementUserName

LB

Threat Defense Virtual VM & ¥
DEMF 2 —Y—4,

ZHuX Tadmin [ZIXTEFEE
Ao VM B HFH 22— —4 D
HA KT A 2DV TH,
[Azure] Z#ZM LT
VY,

HRERR

ftdVmManagementUserPassword

SCFH

Threat Defense Virtual VM & #
DEBEHEL—F—D /AT —
R
WNRAT—ROEZF12—-72
SCFC, ST, ORI, B
TR R T DM
BHYET, iz, XFOH
DIRLIZ2EIETIZT HHE
N FET,

GE)

T L— NI, ZONT
A=A TFTAT A
Fx v 7HEREIIHD FH A,

HHAERL

fmclpAddress

pa2l

X.X.X.X

Management Center /37 U
7 IPT RLA (R )

BETF
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Anrisx—4 |

NS A—H %

ERTE 5B/
847

B

)Y —XD1E
BaA7

fmcUserName

pa ]

& PIMERR A £F-> Management
Center =—%—4  ({ERHE )

BETF

fmcPassword

pe2d

Hijak © Management Center == —
' —% ™ Management Center /¥
AT — R (TER 7+)

BE17

policyName

pa=ll

Management Center CTERR S 41
X2 U7 oARY v— (E
FSCi 77

BE 17

scalingPolicy

POLICY-IPOLICY2

POLICY-1 : 3%/ S i/ A
12 WA d Threat Defense
Virtual DA R 7 — L
TUMLEWEEZEZ D EA
T=NT T RN T—E1
*9,

POLICY-2 : %€ I 7=H#if
\Z. AutoScale 7 /L—7" N9
~C ® Threat Defense Virtual
INA A DR A A — )L
T MLEVWEEZEZD EA
=TT RB M) H—EN
£7

ELHLDOEEL, AT —nA
Yy 7R UEETT,
BOE SN, TRTo
Threat Defense Virtual 7 /31 A
DSBS A —1 A L
SVMELE TRED & A7 —1A
UMM AT—INET,

BALdP

scalingMetricsList

pa2l

A=V T OWFEIMET S
nNoHAMI vz,

Al CPU
CPU, A&V
77 4/ bk : CPU

AL
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NS A—HH ERTE 5B/ |5HA 1)y —ZDE
247 a4 7
cpuScalelnThreshold SCFH CPU A MU v 7 DR —)A %47 L
VLEWVME (S—t v hH
i) .

T 74K 110

Threat Defense Virtual £ kU
7 (CPUEHIR) 28 ZDfE%
TES E, AT—IbA VR K
UH—3nET,

[Auto Scale =¥~ 7 (59
N—=) | BERLTLLES

VY,

cpuScaleOutThreshold LT CPURXARNY Y ITDOATr—)LT |57 L
7 hLEVWE (ON—k MH
hr) .

T 74K 180

Threat Defense Virtual £ kU v
7 (CPU =) 28 Z Dfi%
kRIS E, A= T T R
MY T—SNET,

l'cpuScaleOutThreshold] (%,
#1Z TcpuScaleInThreshold] -
WRELTOMENRHY F
ﬁ‘o

[Auto Scale ¥~ 7 (59
N—=) ] EBRRL TS
AN
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Anrisx—4 |

NS A—H %

ERTE 5B/
847

B

)Y —XD1E
BaA7

memoryScaleInThreshold

pa ]

AEY AN ITDRFr—)L
A LEVE (X—k2 R
L)

FT7FNVEk 0

Threat Defense Virtual £ kU
7 (CPUEHIR) 28 ZDfE%
TES E, AT—bA Nk
UH—3nET,

[Auto Scale =¥~ 7 (59
N—=) | BERLTLLES
AN

BALP

memoryScaleOutThreshold

pa=ll

AEVARN) T DRT—)L
TURLEWE OS—kVF
AT

FITHILER 0

Threat Defense Virtual # kU v
27 (CPU =) 28 Z Dfi%
kRIS E, A= T T A
MY T—SNET,

ImemoryScaleOutThreshold |
. Wi

I'memoryScaleInThreshold ] &
WRELTLHLENRDHY F
B

[Auto Scale ¥~ 7 (59
~N=) | EBRRLTLES
AN

ML

minFtdCount

B DB S TAr— Lt v b
Cf# FH Al BB 72 A%/ Threat
Defense Virtual f > A & &
.

Bl 2 2,

BALdP
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NS A—B% ERTE 5B/ |5RHA 1)V —ZAD1E
247 BaA7

maxFtdCount i A=)y NTHFRESND |41
#% K Threat Defense Virtual 1 +
AR A,

%l 10

GE)
Z ®#E Management Center
DEREICL > THIBRS L E
ﬁ‘o

Auto Scale 2w 7 TIXZ D
EEOWMAIIT = v 7 Sz
Wiz, HEIZA LT
W,

metricsAverageDuration b3S g Fa o FZ o0 nh@IRLUE [%47 L
‘g‘o

ZORIEIE. A R v AVE
B I HRef] (0 HAfAD) &
FLET,

ZOEBOENS (557) DY
4. Auto Scale Manager 23 A
Va—EhbHE, ARy
7 DR 5 3RO
Fxy 7 i, FORRITE
ST AT — Y & 7 OH|Wr A
ITOIET,

G¥)
Azure DFIRIZ L0 . Bz
ik 1, 5. 15, BX N30
A VRSE
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INTGA—RZ ERTE 518/ |H5HA 1) — XD
247 BaA7
initDeploymentMode BULK/STEP
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NS A—B% ERTE 5B/ |5RHA 1)V —ZAD1E
247 BaA7

FITHRA ORI, £7213A
r—)L%& v FZ Threat Defense
Virtual 4 > AX  ANEEN
TWeWEEICHE Sh E
R

BULK : Auto Scale Manager
1Z. TminFtdCount| f#®
Threat Defense Virtual A & A &
CAZFIRFICEB L L9 & L
EJean

GE)
BT L TfThivES
73, Management Center ~ D%
#ki% Management Center Dl
FRICE VIERFEITSNET,

STEP : Auto Scale Manager /X,
AT a—)LINTRIET &
(\Z minFtdCount] i@ Threat
Defense Virtual 7 /3 A A% 1 D
FTORMLET,

GE)

STEP # 7' = T,

IminFtdCount| fEDA > A%
> A7 Management Center C
EEIBS L ORE SN T, #8fF
AIRBIZ 72 5 E TR 030 D
FITN, TRy ZIELDL E
R
BULK A 7> = >k, (QF
1T3ATDT=9)

[minFtdCount| {3 <XTCT®»
Threat Defense Virtual % fZ &)
5 DIZ 1 2@ Threat Defense
Virtual £ &) & [7] URF# 23737
Y F 9%, Management Center
DRGRITMAR EAT SN E T,

IminFtdCount] & Threat
Defense Virtual % B9 5 7=
WOEFHF = (1-20 Threat
Defense Virtual
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Auto Scale V') 2 —< 3 VD ER .

INTGA—HBZ ERTE 518/ |5k 1)y —ZAM1E
547 a4
DO FLEIEL] + 1 -2 Threat
Defense Virtual Bé%1 L %
TEFFME * minFtdCount)

*Azure (Z1E, HT LW Y Y —=ZAD0mABANCET MRS H 0 £9, HIRZMERT D0, £
FTRTNCFEEH L TLEENRAR—Z P ZOMDFH/RFFIFERALLGENTLEEL,

Auto Scale V') 12— 3 > D ER

BANYF—OOAO0—F

Threat Defense Virtual Auto Scale for Azure ¥ U = —3 3 1%, Azure BNEfd 20— —1L 2 o
¥ 77 A7 7F % (LogicApp. Azure ¥, v — KT % i~ v A r—nty 73
) &35 Azure Resource Manager (ARM) 7 > 7 L — h_"— A DRI T,

Threat Defense Virtual Auto Scale for Azure Y V = —3 g V ORENIVER 77 A LV E2 X T 10—
RLET, 4T 3—Va VHOREBRAZ V7 eT o7 L— M, GitHub UARY R U5
AFTEET,

)

ZFB  AutoScale HO VAR OBAR T VT NRBIOT T L— NI, A—T L —2DHE L
THRAEENTE Y, BHE D CiscoTAC VR — FOFFHNTII I ANA—ENR N2 LICEELTL
77&V, HH L ReadMe DO FNEIZ-DWTIE. GitHub Z EMANIHER L T &V,

ASM_Function.zip 7~ > 77— Y DAERRTIEIZOWTIX, TV —ZA 32— R 6D Azure BIEL O A EE
(63 ~—2) | ZBRLTLIEI,

Auto Scale ARM > 7 L— + D ER

: ARM 7 > 7' L — | azure ftdv_autoscalejson % ffi FH L C. Azure H Threat Defense Virtual Auto
Scale (ZMER Y YV —AZEALET, FFEDY VY —ATNL—THTIE, ARMT 7 L—h%&
BT 252 & TCIROABRDIERSNET,

A~ A=y b (VMSS)
< SME— KN T

c e — RN T

* Azure Function App

* Logic App

X2 VT AN —T (F— B A B —T oA ABLIONEEA L —T = AH)
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B Avoscalearm 7> TL— o EE

FIE

ATy T
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1R BHHEIIZ

* GitHub U A" ¥ b U (https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure) 7>
5, ARM7 7L —bhaFrvra—RNLET,

13D Azure ' — T Threat Defense Virtual f ' A X o A& BT HZULENSH HHEEE. BV —Y 3
THAARER Y — AW T, ARM T VU7 L— N EfREL T,

1 -

"zones": [
nyn,
non,
n3m

1,

oW, 3OO0V — & FD [Central US| UV — 3 V&R L TCWET,

SN — RANT U TRBER T 7 4w I =NV ERELET, 2D ljson) BN ZILET 52 LT, T
BEOBEDON—VEBINTEET,

{5
{
"type": "Microsoft.Network/loadBalancers",
"name": "[variables ('elbName')]",
"location": "[resourceGroup() .location]",
"apiVersion": "2018-06-01",
"sku": |
"name": "Standard"
}I
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName'))]"

:| ’
"properties": {
"frontendIPConfigurations": [

{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {
"id": "[resourceId('Microsoft.Network/publicIPAddresses/"',

variables ('elbPublicIpName')) "
}
}

}
:|I
"backendAddressPools": [

{

"name": "backendPool"

}
:|I
"loadBalancingRules": [

{
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Auto Scale ARM 7> 7 L— 0 EE [

"properties": {
"frontendIPConfiguration": ({
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),

'/frontendIpConfigurations/LoadBalancerFrontend')]"

}I

"backendAddressPool": {

"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
' /backendAddressPools/BackendPool") 1"

}I

"probe": {

"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
'/probes/lbprobe') 1"

}I

"protocol": "TCP",

"frontendPort": "80",

"backendPort": "80",

"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"

}I

"Name": "lbrule"

GE)
DT A NERELRWVESIT, BARIC Azure R—FANLRETHZ L TEET,

ATw 73 Microsoft 7 17 hD2—H—4 L XA T — K& LT, Microsoft Azure IR — X Mz 74 > LET,
ATy 74 [VY—AZN—7 (Resource Groups) ] 7 L — RIZT 7 AT HIZIL, P—EADA=a—nb [/ —
AT NV—"7" (Resource groups) | &7 Vv 7 LET, h 7 A7 VT a v NOTXTOY Y= T L—F
W7 L— R -RERSNET,
FLWY Y =R T NV—T 2GR T D0, BEFDZEDY V= A 7 N—T%3IR L ET, =& 21E, Threat
Defense Virtual_AutoScale,

9: Azure R— 43 )L

E Microsoft Azure

ROV Ausstenle

{is] FTOV_AutoScale 2 %

& oecamt ame Trpe T4 Lomon 4
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B Avoscalearm 7> TL— o EE

ATYv 75 [UY—ADfER (+) (Createaresource(+) %27 U > 27 LT, 77 L —MNEBRHAOEH LN V—2X
PERLET, [V Y —ATN—TDfERK (Create Resource Group) ] 7 L— RRF RSN ET,
ATV T6 [v—4r v b T LA ADHTE (Searchthe Marketplace) 1T, [T 7L — DR (WAX LT T L—
& L7-J&BA) (Template deployment (deploy using custom templates)) | & AJJ L. Enter Z#f L &
7

10: hRE2 LTV TL— FDOER

i+ Template deployment (deplay using custom templates)

Template deployment (deploy using custom templates)

N i
O

leploy t (deploy using custom templates) = <.

Overview  Plars

Applcations nusnng i Micredah Azere usually rely on 3 combination of nesowces, Bos databases, SIS, nd wab pPE. ATure ReScurck Mansger bemgplates enabhe you
10 deploy 53 MINBOE hELE MESCUTCRS 31 3 Grovg, uiing B ISON SESETiption of the FesouCEs and This deploymint semngs

Ecit your template with inteliSene and deploy i 10 & hew of Exiiting resource. Foun.
Usetl Links

ATy F1  [1ER (Create) 1227V v 7 LET,

ATYT8 TUTVU—bEERTHIEOOF T a AIEEHV T, [T X THBOT T L— N EEKRT D
(Build your own template in editor) ] 23R L £9°,

1M:BEDTYTL— FDER

e > FIDV_AutoScale » New > Template deployment [deploy using custom template

5) + Custom deployment

Custom deployment

Learn about template deployment
1 Read the docs ot
& Build your own template in the editor

Common templates
Bl Cre

.o

_reate a SQOL database

ATy T [Tr7L—bOfEE (Edittemplate) 1V 4> KU T, $_XCOF 74V a7V aHlRL, BHL
7= azure ftdv_autoscalejson a7V Ea b — LT, [f&1F (Save) 1 #27 VU v 7 LET,
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ATy 710

ATvIN

Auto Scale ARM 7> 7 L— 0 EE [

12 : Edit Template

Microsoft Azure

N

WDET v a T, TRXTCONRTIA—=ZEANLET, &/3T7 A —FDOFEMIZ OV T,
A (34—) | #ZRL TSN, ®iZ, A (Purchase) 227V v 7 LET,
X 13:ARM T > T L— hINS A—4

[ATINT A—

[pr—

GE)
[/3F A —X% OfE (Edit Parameters) ] %27 UV v 27 LT, JSON 7 7 A )V EIRET D H, £2ITFRTIAT
SNlar T ET vy In— R TEET,

ARM 7 > 7 L— MO ATTBIFERIZBE SN TWD 72D, ANTEBRIET 2DIE2—F —DOHFETT,

T L— s ORI S & Threat Defense Virtual Auto Scale for Azure ' U = —3 g TS EEART
RTOY Y —=AMEEINET, ROKDY VY —REZH L TIIEEW, [ZA4 7 (Type) 15IZIE, Logic

App. VMSS, B—RNXF o4 RTU w7 IPT RLAREDK Y VY —APNREINET,
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. Azure Function App O &

14: Threat Defense Virtual B/ X 77— LT > T L— F D ER

IOV atoScale

4| FTOV_AutcScale

Azure Function App 0 E B

ARMT 7' L— N ERT 5 &, Azure 2 &> TAZ /L k> Function App BERESNET, =
D7 7 UL, Auto Scale Manager 2 ¥ 7 (TR 2 H L TFEBI CHEIIB LORET D
dz‘gfﬁé?) @ i‘@—o

LY o RsY- 1] b

« ASM_Function.zip /X 77— % EV R LET, [V —223— b0 Azure B ORELE
(63 ~—2) | ZZML TS,

FIE

ATYF1 ARM 77 L — h &R L7 & & I21ER L7- Function App (2B EI L. BABMNEFE LW & 2R L%
T, 77UV TIROURLIZT 7 A LET,

https://<Function App Name>.scm.azurewebsites.net/DebugConsole
[Auto Scale ARM 7 > 7' L— DR (43 <—2) | OBIOHE, RO L H I £,

https://ftdv-function-app.scm.azurewebsites.net/DebugConsole

ATV T2 77ANVT I AT —F T, site/wwwroot (B L 9,
AT w73 ASM Functionzip &7 7 A VT A7 —TFDHEMBIZ KT v 7T R Ray 7 LET,

. Azure T Threat Defense Virtual 0 R



| Azure T® Threat Defense Virtual 0 EFH

15 : Threat Defense Virtual Auto Scale #8ED 7 v 70— K

Azure Function App 0 E .

/ wwwroot +

Hame

0 items

#

to upload
ard unzip

ATYTE 7o Tu—RREAT L, TRTOV— A= L AR RENET,

[ 16 : Threat Defense Virtual 0D —/3— L X #45E

..wwwroot + 21 items

Name

= [ = [ [
00O0O0O0
LB LB LN L LR

0
N

ft

(¥ ]

Modified

872472019, 12.19:56 PM
Br24r2019, 12:19:56 PM
8/24/2019, 12:20:08 PM
872452019, 12:20:08 PM
8/24/2019, 12:20.06 PM
872472019, 12:20:08 PM

B/2472019, 12:20:00 PM

Use old console

ATy TS5 PUTTYSSHZ A4 T7 v ha X ra—RLET,

Azure B%X. SSH #55: %4/ L T Threat Defense Virtual IZ7 7 ¥ AT 2AMLENH Y £9°, 7=72L, ——
VAa— RCTERENDA—T 2V —AF A7 F U iL, Threat Defense Virtual T &35 SSH F—A5#4
TNTY XLEHR—RLTOETA, LEBST, FRNCHESNTZSSHY 74T v hae g ra—R

ﬁ”éd\é\gﬁS‘&) D jij‘o

www.putty.org 7> 5 PuTTY 2~ > KT A4 2V A4 > X —T7 = A A% PuTTY /Nv 7 =2 K (plink.exe) (24 7

n—RLET,
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B zcoumz

17:PUTTY DA D A— K

g cwnlead a el x +
< c a
P

Alternative binary files
The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta
(Not sure whether you want the 32-bat or the 64-bit version? Read the EAQ entrv.)
putty.exe (the SSH and Telnet client itself)
32-bit: Rutty.exe (or by ETP) (signature)
64-bit: Rutty.exe (or by FTP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)
32-bit: RESR.EXE (or by ETP) (s1znature)
64-bit: CHERT (or by FTP) (signature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTFP)
32-bit: reftp.exe (or by ETP) (siznature)
64-bit: peftp.exe (or by FTP) (signature)
puttytel .exe (a Telnet-only client)
32-bit: Ruttytel exe (or by ETP) (signamure)
64-bit: Ruttytel.exe (or by FTP) (signature)
plink.exe (a command-line interface to the PuTTY back ends)
32-bit: plink,exe (or by ETP) (siznature)
64-bit: [ link.exe | (o by FTP) (signature)
pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

Azure T O Threat Defense Virtual DB |

ATYT6 SSHZ T4 7 bDFEIT7 74 )L plink.exe D4 i % ftdssh.exe (CZEF L £,
ATy T ftdsshexer 7 7 A V=7 A7 0 —FDOAM (FidD AT~ 7 TASM_Function.zip 27 v 7 1 — R L7=357T)

WCRIw7 7 RRkary P LET,

ATV T8 SSHZ 747 hH FunctionApp & & BITFET HZ L AR LET, NEIE L TR—U2EHLET,

RTE DWERE

Auto Scale Manager ZFHIE L7720, Ty 7 THEH LIV T 572D TX 23EN NS
ONHVET, TNOEOF T a i, ARMT 7 L— MIEFEFE RSN EH AL, Function

App THREECTE £,

188 BRI

Y

GE)  BWERFVOTLRETEET,

SN

AxX AE

* Function App # fE2hlZ L £ 9,

BFDAT D 2= ERZ AT BT T HETHLET,

REEmWE L TRIEFLET,

* Function App # HZhz L ¥ 9,

ZET 2% E1E, WROFIRIHENET,
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FIE

AT w71 Azure R — 4 /LC, Threat Defense Virtual Function App % f& 5% L TR L £ 9,

18 : Threat Defense Virtual #8e7 1) r—> 3 >

ATy T2

 DeletetinfegisteredFTD

# DeployContiguiation

80T -S4 ERE0BALBARITES  Coneral US

Configured features

»
»

»

v

0

»

¥ 9
b Dusblersathirobe
¥ Fudscaein

b FufScaleOut

b Geerdpubip

b f MinkmamCosligerifcation
b Wit cebeploymenttask
.

§ WaitfoeFraTolemelip

="

saocale

reouRz i

ZIZTIHE,. ARMT U7 b— 2N L TEINIEHREORETEET, BHL4I1Z. ARMT 7 L—hEiX
BAABEENH Y 30, BEOBENILFINOEHEICHETE £,

K19: 7 F)5r—2 3 > DERE

prr—
Configuration

) Rabesh

Application settings  Function runtime Wetngt

Application settings

APDLCHTOS SETIIS are #5CTYDUN L ST 3 I

+ Mew sppicatien witng S Sowvakees

APPRBGHTS BTN AT CHREY

AT Ty,

DRETE FAATHFID

DOACE, GROUR, NAI

N DO AR

g

PR PSR

FUC SR

FID passwons

i

aamitted over an ncryped chasnel You

Atvarced et Y Fier

i thosse 10 diapiay them in plan 1est in ye

EEAEDA TV g 0F, LEiE ATy £, RICHERLET,

R OR R R R R R R B B R @ ?

L T T T T T T V. T S S 8
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. REI VR 7=ty FTOHIAM O—LOEE

s [##§5%4: (Configuration Name) ]: [DELETE FAULTY FTD| ([7 7 #/V Mi] (Default value ) ] :
YES)

AL —)V T 7 FHIZ, #1 LU Threat Defense Virtual 1 > A & > AHSELHE) L, Management Center, &%
DR LTI=SGE. ZO4 7T 3 23D T, Auto Scale Manager 73% @ Threat Defense Virtual A > A
B A RFET 20, HIBRT 20020 ELET,  ([IFW (Yes) |: FEFE D& 2 Threat Defense Virtual
ZHIFRLET, [\ %2 (No) ]: Management Center |28 $k T X 72854 C%, Threat Defense Virtual
AAZ U RAERFFLET)

» Function App i€ Cld, Azure Y 7 A7 U 7y a3 N7 78 ATE L 2—W—F, TXTOLEHK

( Tpassword] 72 EDEX a7 2 LFHNEEZATWILEREET) 227 V77X A MEX TR RTE
7,
CORICETL2EX2Y T 4 EOBERHL5HE (& 213, Azure 7 227 U 7L a UHNHIEN O
EWHERR Z Ff o —HF—[ TIAE IN TV D 5H) . = — P —I% Azure D Key Vault —E X & H L
THNAV—RERETEET, ZORELTHE, BHORETZ VT 7THF A MDD Ipassword] % A
TR0V IC, 2—PF—F, NRAT—= FRRIFEIN TV D Key Vault iZ K> TAER S L, BF =7
IR NI D ER DD £,

GE)
Azure D KX 2 AV hERBLC, 77V r—va v T — R RilETHIODRANT T 7T 4 2%
RO T 7EE0,

RETORAS—I)LEy FTOIAM O—JLDRTE

Azure Identity and Access Management (IAM) X, Azure Security and Access Control D—i & L
TS, 2= —D D Z2EFHABLIOHEI L E3, Azure U VY —2D~ 33— FID (3,
Azure Active Directory CTHBIJIZ~ 3 — K ID 2% Azure — B A IZfEfE S 9,

UKD BURMZRERGEER 7 A FE#RDY 2 < T, Function App MR~ A —k
F (VMSS) Ziilil T £,

FIE

AT YTl Azure F—Z /)L T, VMSS IZBEI L EF 1,
ATy T2 [77AH#E TAM) (Access control IAM)) %27 U v 27 LET,
ATY T3 EM (Add) 1227V v 7 LCar—L0E Y CEBEMLET,

ATy T4 [m—LEY Y TOENM (Addrole assignment) | K2 v 7 &7 vt [FEVERKAE (Contributor) ] % 3R
L/\i‘é—o

ATV TS [7T78ADED HTH (Assignaccessto) | K1 v 7 & 775 [Function App] &R L £,
AT 76 Threat Defense Virtual Function App % 4R L £,
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Azure ¥ 2 ) T4 JIL—TDEH .

20:AIMB—)LOEIY 1T

—

By Frdv. Access control (LAM)

et fenctiack?

% Ovenies Checkacons Role assignments Doy assgrments  Clatsic sdminsitralors  Rskes

CEreT N o

Rt e bevtd 1 300K 3 WS, QPON, 3HTCH Principal,
* T o7 manaped aestity hat 10 the. re1owTe, Les et

& Buagness and ol probiim nd

B view role assignments

M 7 [ ————
ettt Ao ro
i

[ Selecsed merbers

o Comteues debry y, hovfunctionspp

9 msgres

ATy T [B7TE (Save) 1227V v 7 LET,

GE)
F 72 Threat Defense Virtual £ > A% V ANEE L TWRWZ & LR TILENDH D £7°,

Azure LX) T4 IL—TODEH

ARM 7> 7 L— b, BEHA =T 2 A AL T —H A X —T =2 ZAFAD 25Dk F =
VFr 4 IN—T%2ER LET, BtV 7 4 7 —71%, Threat Defense Virtual EHE T 7
TAETACHMBR N T T4 v I OREFAILET, L, T—HA X —T = ADE
X2 VT4 I N—FET_RTCDONT T 4 v 7 ZFFA] LET,

FIE

EEHO MR 7 PV r— a3 D=—X 2N TEeX a2 VT 4 T —T DO/ — )L 2R L1,
GE)

TR AR =T 2 ADCX2 T 4 TN—T1F, DR b —RRXTZ Y NEDSSH N T 7 4 v 7
AT AMLENDY FT,
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. Azure Logic App D E

Azure Logic App D E#7

FIE

ATy T

Logic App IX. Auto Scale ##E® Orchestrator & L THEL £9°, ARMT 7' L— MZ X - TR
77V k> Logic App MERENE T, ZDOT7 U r—a U AEFEITEH LT, Auto Scale
Orchestrator & L CTHERET & 7o OICL R G AT D2 LERH Y 77,

UARY MU ME, LogicApptxt 7 7 A L —A NV AT MBS L, RO X HITHREL 9,

R 3
FIEZ T RTHATHME L THOHATLTIZEI VY,

FEIOFIEIX, ARM 7 7 L— N TIEHEE I 72\ 728, Logic App D&tk CRERBNZT v 77 L— KT
%iﬁ‘o

a) WZH: 3XTd [SUBSCRIPTION_ID) #FE L, 727 U7 a v IDERICESHRZ 7,
b) MH: T XTO [RGNAME| #BEL, VY —AT N —THITEEZHRZ ET,
¢) MH: TXTD [FUNCTIONAPPNAME| %5 L. Function App 4 2@ & ez 3,

WOHENL, LogicApp.txt 7 7 A /VDITO— &R L TWET,

"AutoScaleManager": {
"inputs": {
"function": {
"id":
"'/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAME/providers/Microsoft . Web/sites/FUNCTIONAPENAME/ functions/AutoScaleManager"

}

} 4
"Deploy Changes_to FTD": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
"'/subscriptions/SUBSCRIPTICN ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE,/ functions/DeployConfiguration"

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"idv:
"'/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAME/providers/Microsoft . Web/sites/FUNCTIONAPPNAME/ functions/DeviceDeRegister"

}
}l

"runAfter": {
"Delay For_ connection Draining": [

. Azure T Threat Defense Virtual 0 R
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Azure Logic App D E .

d (EE) MY V—RREZREET DI, T 740 ME (5) OFFICLET, Tk, Auto Scale FHEREN
EMEIZ b Y A — SN B RERIMRETT, ROFIL, LogicApp.txt 7 7 A L DITO—F &R L TWET,

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5

}l

e) (EE) RLA VT 2REZMRET LN, 774V ME (5) OFFICLET, Ziud, A7—nA v
BRI T A 2 ZHIBR4 A RMIZ. Threat Defense Virtual 2> HEEFE O 2 KL A ¢ AR T

+. WOBFNE, LogicApp.txt 7 7 A L DIFO—E A< L TWET,

"actions": {
"Branch _based on_Scale-In or Scale-Out condition": {

"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

EE) 7—NE o B ERET DI, T 74V ME (10) OFFICLET, i, A7—AT

f) 5
¥ N5E T #IZ NO ACTION % FAT4 5 TY, IROFIIE, LogicApp.txt 7 7 A /L DATO—E AR LT
I/\i—a—o

"actions": {
"Branch_based on_Scale-Out_or Invalid condition": ({
"actions": {
"Cooldown time": {
"inputs": {
"interval": {
"count": 10,
"unit": "Second"
}

G¥)
INHDOFIEIZ, Azure R—Z LinbHFTTE T, FFMICONTIE, Azure D FF =2 A 2B LT
<TEEW,

AT w72 [Logic App=— Rt =— (Logic App code view) JIZBEIL, T 74/ hOWNEZHIFRL T, fWELZ
LogicApp.txt 7 7 A VL DOWNEZ AV FH1F, [R17F (Save) 1227V v 7 LET,
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. Azure Logic App D E#H

& 21: Logic App 13— FE 21—

*  Rov-lge-app | Logec app code vies
¢f» fidv-logic-app | Logic app code view =

Doare -
@ syl L)
aetast ezetred sy
* ugp
& Diagaarie and sobve peoblems
Euvriopment Tooks a8
s 521 £160 F0- 4040 45T Hadh- S SOUB1TEE rancur cwirs ™ 4 mmtonfig)
o tog o duigaar
al s
e o
AP eoneactonn
527
a4 Crack start g 52
s2p
W Rebease sotes. 131
Settings a
[Eyr— o
® s 5
taartay ¥
sa
Proparses =
Y -
41
W Export e a3
Monitining .
[ s
"1 W
e . ' B
B Clagroite g s 4

AT T3 Logic App #{R17F9 5 &, [ME%) (Disabled) ]IRAEIZ72 Y £9°, Auto Scale Manager # BT 251X, [H
#h{t. (Enable) 122 U > 7 LET,

X 22: Logic App DAL

7 Movlopeape
) frdv-logic-app

B ciont & tmpont

1o 1 igger, 34 csns
[y + Cantral US. tates * Drsalbded

i @ Anse Enterp i 10 setorsih, O laded

[r—
5 60 Te- aat-dad -Bad-DL IEDAREITES

# T x
¥ Diagrone and solee problems Summary
Deveiopment Baok Trigger PR
& Loge ap deigoer RCURRING o]
- Recamence 35 actian
0 Logi app code view Vit i Lo s

W [

ke FORLLATION
o itk e gides Erauated 2 bmes, bre | mes i th lact 24 s
W Ralesse sctes

ATy T4 AT HE, XA OFTRBBINET, [ETH Rumning) |AT7T—X A&7 V7 LT 7T 4E
T A4 ERALET,
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Threat Defense Virtual 7 v 745 L— K .

23: Logic App DEFTAT—E2 X

] Rums history % Logic app ren X
4 -
E Eacumenoe L]
J' -]
-+, [EEE——— ™
St e - |
¥
g s L
- . o ™
l °
) L L
\l' o
| [ &
J .
B o rscmes s et )
.
-] ("
|-~ — DUl - Ly "

AT w75 Logic App BEEENT 5 &, BABEEOT X CTOFIENZET LET,
R 76 Threat Defense Virtual £ > A Z » ARERR SN TWA Z L& VMSS THER L F7,
24 : 3218 O Threat Defense Virtual 1 > X 3 X

e > fidv-mas | instances

0 fedv-vmss | Instances

--------

B Overven

B sy Hame Status Hiealth state
‘Access control QAMY 0 e @ Creating (Rusning)

# ng O ram @ Creating (Runring)

o
L]
i

& Diagnose and sobve problems
Sattings

B instances

i Metworking

4 Scaing

= sworage

ZOFITIEE, ARMT 7 L— FORERMT MminFtdCount'] 7% 3] IZERE S 4, [initDeploymentMode] 2%
BULK| IZRESNTWAHT=®H, 3 D0 Threat Defense Virtual f > A X » ANEB S E T,

Threat Defense Virtual D 7 v 745 L— K

Threat Defense Virtual 7 > 77 L — KL, (KB~ v 27—ty b (VMSS) OA A =TT v
T L= RFOEXTORYR— I Ed, LA - T, Threat Defense Virtual % Azure REST
APl A VB —T 2 A AN LT v 7 7L —RLET,

)

GE) {EEDREST 7 74 7 > k%M L C Threat Defense Virtual 7 v 7 7' L — R T& £,
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. Threat Defense Virtual 7 v 74 L— K

188 BRI
« i CAFAJHEZ2 HT L\ Threat Defense Virtual £ A —3—2 g VARG LET () :
650.32.0) .

s LD A —)bt >y FOEBICHEHA T2 SKU #H45 L E7 (# : ftdv-azure-byol) .
s U =2 N—F LR~ A — Ly M EBRIGLET,

FIE

RATYT1 TP TROURLIZT 7 EALET,
https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0
ATY T2 [/3F A—4% (Parameters) | &7 ¥ a AZFEMEZ AN L £,

25: Threat Defense Virtual D7 < 745 L— K

imeters e eiroptane’  FrdAs MR

: Body

v bl Msich o e ok

AT w73 #H LV Threat Defense Virtual f A —3 73— g > SKU, kU #—RUN %41 JSON A% [AX (Body) ]
v a I AN LET,

{

"properties": {
"virtualMachineProfile": {
"storageProfile": {
"imageReference": {
"publisher": "cisco",
"offer": "cisco-ftdv",
"sku": "ftdv-azure-byol",
"version": "650.32.0"
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Auto Scale A 2w & .

ATv T4 VMSS RETZZFAND &, Azure 7> S RIDISE N K > TEx F 1,
HLWA A—=DF, Ar—nT v MEEO—E L L CRE X715 #H LV Threat Defense Virtual 1 > A X 7

ATHEHINET,
o BE17 D Threat Defense Virtual £ > A X > A X, A7 — )by MIFELTWAR., YWY 7 o7

A A=V MR LT £9,

« iR OEERZ EEE L, BEAED ThreatDefense Virtual f A X L A& FETT v 77 L— RKT&x £,
INEITHITIE, VMSS D [T v 77 L— K (Upgrade) | R¥ %27 U v/ LET, #R L7z Threat
Defense Virtual £ > A X  ANFREI SN T, Ty 7L —RFIhET, 7 v 77 L— FZi7- Threat
Defense Virtual f > A % AL FEITHEGRB LOHHET H2LERHY £7, COFKRSHEREINE

Hh,

Auto Scale A<~ v 4

A=A r)wy
ARM 7 7 L — b4, Threat Defense Virtual Auto Scale V' V = —3 3 VIR Y V— R & &
BT A0S NET, ARMT 7 L— FDERFIZ, A=V 7 X Y v 72RO

FFarnbEI,
« CPU
«CPU, AFYU (IR—T a3 670K .

A\

GE)  CPU A MU wZidAzure 225, AE VU A~V v 7 (% Management
Center 2" HIUEE S NVE T,

RFy—)ILTF7orkADYY
FE SN WIRIZ, WLWFhd Threat Defense Virtual DA TN R 7 —/L T 7

« POLICY-1: &E
FLEVWVMEABXD EAr—NT U NN H—ENFET, [CPU, MEMORY] A/ —

Vo AN w7 BFRTRIES, A/—AT 7 FNLEXVWHEIZ, 27—ty NNOIEE
@ Threat Defense Virtual O3] CPU £ =X A U FEHE T,

« POLICY-2 : & X 7= HIMIZ, 97X TD Threat Defense Virtual 7 /34 A D F-HJE fif 53 A
T=NVT TR LEWVEZEZ D EAT—AT U B M T—EET, [CPU, MEMORY
A =0T AN I EMERT 6. A7—AT U FLEWVHEIZ, A7—Lty A
DF R T D Threat Defense Virtual 7 /34 2D CPU £f=E AT VHHRTT,
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. Auto Scale DAFX LT ET N Y

RF—lL4oayy

FE SN T=HIBIZ, T D Threat Defense Virtual 5734 A D CPU fif { RN HRE Sz A
r—nA v LEWMIEE Flalo 724, [CPU, MEMORY| A4 —U Y7 X NV w7 Zfli
AT 2548, 27—ty FRNOT T Threat Defense Virtual 5734 A CPU $ &K U A
FUMHHER, RESINTHIBICRESNIZ A —LA V LEWELZ FlES &, CPUDHA
17 73 B¢ /N Threat Defense Virtual 2388 T HIZER SN FE T

:I:n
[=]
LT

o A — VA AT — T T MI1OToIThNET (OF Y. —FEIZ 1 > Threat Defense
Virtual 72N A — v A CFERIFI A=A T T hENET)

* Management Center 2> 5525 L2 AT VIHBRED A MY v 7%, BRFICEHR SN2
AR, BENRAT Yy 7Y ay NPT IUETT, LEER->T, Ar—U 7%
WETHBRCAEY A N w7 ETEEET L LT TEETA, BEAKICAEY DHOD
AN w7 BERTLIA TV a s iddb o A,

Auto Scale DAX > 5 & TNy 5

P—R—L 22— KDL AV R—F ML, MBOOX LU T AI=XLBHY 5, F/-.
aEZT ) r—var A YA MIT ) vy SnET,

o fHl % D Azure DO v JHFRRTEET,

26: Azure BE% O 4

[T ———

fedhe-function-app - AutoScaleManager

* Logic App & Z D x DAL K= FOFTTLICFAKOR 7 2 FRKRTEET,
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Auto Scale DH A K541 L HIHEIE .

27: Logic App DETO Y

2ory Lokt app nn

.| Runs history < % Logicapp run

£ Retresh

r > = g -
= : [ [ .
a \
L]
EC'\«- # Scabng s Reguired or Not o
—
L] o
[ P B || Wk S e &

o 0o 0o 00 0 0 0 0 0 0

« BRI, LogicApp TEIFTO X 27 2o ThIEILEFIHE T T EF, 1271,
HAEFEFTHH O Threat Defense Virtual 7 /3 ABNEENEZI1ZK T T 5L, —EMED 2RV REE
2720 9,

s BFEITETNTME 2 D H AT T Do T2 REfi]IZ, Logic App THERR CTX £ 97,

e FunctionApplE, ¥iL\zipZ 7 v 7/ me—R$T52 L TWHOTHLT v 77 L— RTEET,
Logic App ZfF1E L, 3 XTDOX AT DFET ZfF-> TH b, Function App &7 > 77 L —
]\‘\[_/i‘j‘o

Auto Scale D HA K54 > L HIFIEIE

Threat Defense Virtual Auto Scale for Azure B AT B2LEIL, ROTA RT7 A v EHIIRFHEIZIE
BELTLEEN,

o (RN—=U g 6.6l Ar—1U 2T OPEIL, CPUMHARICESEFT,

o (N=Ta 6Tl AF—U T OPREIZIE, CPUDAHRDMEHARE, F7215 CPU & A
TV DOEHAREREHEHTEET,

» Management Center D F B3 V3C9, Device Manager 1V 7H— s I TWEHA,
» Management Center (213737 U » 7 [P 7 KL ARME T,

s Threat Defense Virtual ¥ A X —7 = A A1X, XTV w7 IPT KL RAEZEFDOL I ITHE
INFET,

cIPVA 2B AR— s ENET,

» Threat Defense Virtual Auto Scale for Azure (X, 7 /3 AT NV —T|ZHWAH I, Ar—1LT v
[ & 317~ Threat Defense Virtual f > A X > AAiESINDET 7B ARY > — NAT RV
V=, Ty N T A AREREORED A Y AR —F LEF, Management Center % fifi
ALTT AL AT V=T DREOHERCTEET, 7/A AFEOREE YA — b ET
WEH A,
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kST a—
KIZ . Threat Defense Virtual Auto Scale for Azure D— 572 —>F U F EF Ny T vk
R LET,

Azure T O Threat Defense Virtual DB |

cARM 7 7 L — F D ANBIHEREIZR SN TV A=, ANEZIELLBIET DI —
PF—DELTT,

* Azure FEEF X, Function App BREENOMEIE T — & (FBLE 0 7 A UEHRSC/ AT — R
E) 7 —r 7 XX MNEATHERTE £7, AzureKey Vault r—E 2 ZfEH LT, B
VT4 T TR ERETEET,

cBEOLEHE T, TTICETHOA VAZ L ATITHBICKB SN E A, ZHEITH LWL
THRARZDOHRIEENET, ZOL I REFIF, BFOT A ACFHTT v a$D
VERDHY ET,

cHEEDA U RAZ L ADBREEFHTERH LTS & S ICRERRE LEBAE. 2b0
A VAR AR =Y T TN—TNHHIBE L, il VAZ U RICEE XA L
EHEREL £77,

Ta4Y

« Management Center ~D eI Z T 5 : Management Center O IP £ 72131 71 U1 % He
7 LT 72 &V, Management Center 23 fEFERAE F 721X BERRIRIETH 2 0 ER L £ T,

Threat Defense Virtual |2 SSH 855t C& 72\ 1 MR RAT— KRBT 7L — R &N LT
Threat Defense Virtual [ZJE SV TCWAMER L ET, BX =2 U T ¢ Z/L—7 T SSH #55H°
HFAIEN TV DR L £,

o — RAT YDA~V AF = v 7 5 — : Threat Defense Virtual 357 —H A X —7 = A
ADSSHIZSBELTWOD MR LET, EX a2 VT 4 7V —TORELXHERLET,

N7 74 w7 OFE : 52— K37 3 /L—)L Threat Defense Virtual CTi% & S 4172 NAT
N=IVBIOAZT 4 v I — R LET, 707 b —betFa T4 7 L—7
=)L TIREE SN D Azure (IER Y NU—27 /T Xy M — NU = A OFME R L E
R
Threat Defense Virtual Z Management Center |Z%$§% T X 72> @ 7 L\ Threat Defense Virtual

T NA AT T D 7291 Management Center DX B R L E T, 74 B AZMERL
%9, Threat Defense Virtual /N\—3 = > O HHaMEZfER L £7°,

« Logic App 73 VMSS [Z7 7 E A T&E 72\ : VMSS @ 1AM = — /L EANIE LW ) ilERd L E
T
« Logic App D FATHRFHINETE S « A7 —/L 7 7 ks 47 Threat Defense Virtual 7 /3 AT

SSHT 7 & A Z i L £ 7, ManagementCenter T7 /31 ABERORE AR L £, Azure
VMSS "C Threat Defense Virtual 7 /314 A DIRAEZ fER L £ 77,

e T A7 VT aIDEED Azure DA —T— . TAT L NTT 7 4L hOY
TAZ VT arPERINTWDLZ L 2R LET,
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Y—R3O— KM Azure B DIEE .

o« Al — LA UBHVED R : Azure TOA VAKX LV ADOHIBRICITEFR MDA 2 0350 £
T, ZOXIRIRITIR, A=A VEMERZ A LT T ML, =T —NEESNET
D REHNCIEA A Z U AREIBRENE T,

FRE &S 3 S EIC, Logic App & HEZNIZ L,
%ij—o

FATHOTXTOZ AT BETT HE TH

Y—XO— 5D Azure BEELDIEEE

VAT LEH

A\

* Microsoft Windows = A2 ~ w717 v 7 kv,

« Visual Studio (Visual Studio 2019 /S—<0 5 > 16.1.3 TF A MFH)

GE)

Azure BAEIT C# 2 L CREad S E -,

o [Azure Bi3&] U —27 o — K% Visual Studio {24 VA h—L T B0 RH Y £97,

Visual Studio Z{EHAL-EI/L F

1
2.

fcode] 7HNFEu—N~vAlxyrm—RLET,
[FTDAutoScaleManager| 7 4 /L% (ZBE) L £7,
Visual Studio T7’'v =7 7 7 A /L [FTDAutoScaleManager]| % B & F 7,

7V =7 w7 LTEN KT BITIE, Visual Studio DAEREFNEZHH L £9,
[ 28 : Visual Studio E )L R

oQ Fl¢ Edit View Project | Build | Debug Test Anshze Took Edensions Window Help  Search Visual Studio (Creles ] FTDAutoScaleManager ° = a *
(00| -aES g S i w3 " 14 lveShore &7

Rebuild Schation
[ e Opeoes s (TR .
| FTDAutoScakeManager | Run Code Analysis on Soluticn AsF11 per ~|2 Run{HttpRequest req, ILogges log QE- B-%@
= using system; + =
Build FTDAwtoS Manager Shift+F6 Solution E -
using System, Threading B4 B0l FTDAutoScalebdana; ! h Soh £
using Microsoft.Aspiet Rebuild FIDAutoScaleManager 21 Schution FTDAuteSealeManager' (1 &
using Microsoft.Azure, Clean FTDAustoScaleManager 4 [ FTDAutoScaleManager
sing Microsoft.Azure) '
a8 Pack FTDAutoScaleManages b2 Dependendes
using Microsoft.Aspiet B e
using Microsoft.Exteny & Publish FTDAutoScaleManager r”'
itignore
using Microsoft.Rest.d § 9
Batch Build.. . i
using Microsoft.Azure, . b Anire Operations.es
using Microsoft.Azure, Configuration Manager_.. b FMC Operations.cs
i 3 frdssh.ex
using Microsoft.Azure) ‘Configans Continuous Dulivery fo Az E cks. e
using Microsoft.Azure. &) hostjson
using Microsoft.Azure. Managesent.Monitor; b€ Managercs
using Microsoft.Azure.Managesent.Monitor . Madels; b oo Unses
wsing Microsoft.Azure.Managesent . Network;
using NetworkManagementClient = Microsoft.Azure.Managesent.Hetwork. NetworkManagesentilient;
using fmchuth;
‘ »
=/* Scaling Logic: Solution Explorer E
* If current Scale set capacity = O, Start Scale-Out (increase VM count by 1 or by "MIN_FTD_COUNT' durati
* POLICY-1 : ScaleOut : *SCALE_OUT_THRESHLD® for Properties
* POLICY-2 : Scaledut : If a ge of scaling group goes beyond 'SCALE_OUT_THRESH
* Srala-Tn :  TF all the WW's sape et helow “SCALF TH THRFSHID® for SAMPITRG o o B,
5% =@ Nolssues found Fr 4 b A

5 ENVRRIEFIZa AL Sz 5, \bin\Release\netcoreapp2.l 7 4+ /L X ICBEN L £7,
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. Threat Defense Virtualf * — X+ v T3y b

6. TRTONEZERL, [%EIES% (Sendto) |>[EME (ZIP) 7+ LA (Compressed (zipped)
folder) | DIEIZZ U v 27 LT, ZIP 7 7 A /L% ASM Function.zip & L TIRAEL 3,

29: ASM_Function.zip ® E )L F

» ThisPC > MewVolume (0 » gitrepo > cloud_autoscale > Azure » FTOV » Code » FTDAutoScaleManager » bin » Debug » netcoreappll »

AutoScaleManager
bin

L ConfigureFtdinterfaces 13-05-2020 Pin to Quick access
{ CreateStaticRoutes 13-05-202007, & Add to VLC medis player's Playlist
DeletelinRegisteredFTD 13-05-202 & Play with VLC media player
DeplayConfiguration 13-05-2 & Move to OneDrive
ScaleMana DeviceDeRegister 13-05-2020 07 7-Zip »
DeviceRegister 13-05-2020 07} CRC SHA b
l hP! 13-05-2 T - 2
- DisableHealthProbe @ Cisco AMP For Endpoints >
FrdScaleln 1
FrdScaleOut = Send to 2| D Bluetocth device
GetFrdPublicip 3-05-20200 Cut 1 Compressed (zipped) folder
MinimumCenfigVerification 13-05-2 i Copy B Desktop (create shorteut)
WaitForDeploymentTask 13-05-2 Paste 5 Documents
Wai 13-05-2000 0 4@ Fax recipient
I ...\'aﬁFolfldToComeUp 3-05-20200 e e o :
= FTDAutcScalehar deps.j 3-05-2020 07 Mail recipien
:._.h cScaleManager.deps.json Dot
=] host} g ,—“_—
g SR Rename
- Properties

Threat Defense Virtual f * — X+ v F 3w k

Azure R—H )V TCAF w7 ay b A—T%fEH LT, Threat Defense Virtual & {ER IS S OVE
BICEET, A A=V RF T gy bMi, WET—X D7, B X172 Threat Defense
Virtual f A —3A VAKX ATT,

Threat Defense Virtual X v 73 3 v D=

Threat Defense Virtual f > A X L ADAF v 7T a v bA A=V 5AERT 2 7 v & 1%, Threat
Defense Virtual 33 X ONFSIC IZ%f L CEITSNAHAIDO T — M FEEAF v 752 L12K 0
W 2T D OFHUCRE & B/ NRICI 2 5 DICENL L E T, AT v gy A A—T0,
FHNC AT & 72T — & ~X— A L Threat Defense Virtual #Ji#1 7 — b 7o A TR S E 9,
Tz LY, A A—1X Management Center & 72 (XE OMOEFEE o Z — D v A7 AID (ZBE
T5—EDID (UUID, ¥ U7 V&S) aBEKRTEET, 207k Xid, BER S —/VE
BHIZ AR A K 72 Threat Defense Virtual 0 LB 2 584E 4 2 DI L B £9,

EEXNERA A —H 5 DThreatDefenseVirtual R+ TS 3w A A —
T DIER

Threat Defense Virtual DA A — A F > 729 v N OVERKIX. Azure 38— #Z /L C Threat Defense
Virtual f > A% > ADEFOEBRA A —V BT 57 a2 2T,
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FIE

ATy T

ATy T2
ATvT3

ATy T4

ATy TH
ATvT6

ATy 717

ATvT8

ATvT9

BHERZ A A —Ih 50 Threat Defense Virtual 2+ T+ 3 v k14—t ]

1R BHHIIZ

Azure R—# )L CLinux VM @D Azure A b L— 7 7 hNOD a7 FI2H A XZEH L= VHD
A A= %7 w7 a— R LT, Threat Defense Virtual /X —<7 3 > T2 LI DOE N RA A —T%
ER L TR MERH D 9, I XZEF L2 VHD A A — OfERIc >V Tk, [VHD B &
WY V=27 T — &M L7 Azure 2B DR (17 5—2) | 22 L T EE,

ARA=V AT v T gy NOUE[FZE LT 5 Threat Defense Virtual f > A % > A % Management
Center X Device Manager 72 & D~ R— T ¥ [ZBEK LRV TS TZE 0,

Threat Defense Virtual A > A% ADE X RA A —TJ BB L72 Azure R—Z /VIZBEN L F 97,

GE)
#8495 & D Threat Defense Virtual 1 > A # > A 7% Management Center [Z 8§k SALTWRWNWZ & F700%
OB =N~ F =V X ICHESN TN & FREREDHEHHAIN TN LR LET,

[VY—AZ)—7 (Resource Group) ||(ZF6HE) L, Threat Defense Virtual f > A X A &N L £,
Threat Defense Virtual f > A X L ADFT A — g L ~_X—I T [UTnhnary— (Serial Console) 1% 7
Vw27 LET,

WDOAZ )T FEEHLT, ZXAR— b2 BT LA Sy T vay b 7R eF T LET,

> expert

admin@FTDvbaseimg:~$ Sudo su
root@firepower:/ngfw/var/common# prepare snapshot
Do you want to continue [Y/N]:

AT )T }"(“prepare_snapshot a<wy REHEHTAHE, A7 VT NOETOHEREZ RO AZFMA vE—
DERRSINET, A7 VT NEFATTHIE, [YIZHLET,

iﬁ’_fi\ root@firepower:/ngfw/var/common# prepare snapshot -f DX 5 Iz, ZThavsyv NIz -f %JEJJH L
T, 2=V —DERA v E—VEAX Yy L TAZ VS N EEEETTHI L TEET,

Z DAY U ML, Threat Defense Virtual f A X > A BEEAHT S 3727 X CTOEKRHRE. B IR
Jo—, BESNZ~F—T v, UUID ZHIBRLET, LEN5E T35 &, Threat Defense Virtual A > & ¥
VATV MU ESRET,

[FF¥7Fx (Capture) |27V v LET,

[f A—YDFERL (Create an image) | ~—C, BEFD YV VY —RA 7NV —T % EIRT 50, [V YV —ATN—
7 (Resource Group) | KR v X T UZXRNROHLNWY V=27 V—T%2AE L ET,

[f > A% ADFEH (Instance Details) | ® 27 2 a > TWW 2, HHREA A=V DB A2y I F v LE
9 (No, capture only a managed image) | %7 U v 27 LT, FEMNGA A=V DOHEERLET,

Threat Defense Virtual f > A X ADEFRRA A=V aHEH L HERT D AT v v ay b A=V D4
iz E LET,

[LE=2— LR (Review+Create) 1% 2 Y » 7 L C, ThreatDefense Virtual £ > A X ADH LA T >
vay b A—VEERLET,

Azure T Threat Defense Virtual O & RH .



Azure T Threat Defense Virtual 0 E R |
B #2972 3y F&ERA LI Threat Defense Virtual 1 > 2% > X DR

RDBERY

2FwTay bA A= %R LT Threat Defense Virtual £ > A X L AZRBELET, A
A=V A F w7 a v h&EH L7 Threat Defense Virtual £ > A%  ZADORER] 22 LTL
fiél/\o

A A= RFw T3y bEFAL = Threat Defense Virtual 1 > X 4
> ADRER

1R BHHIIZ
WD L ERERELET,

« Threat Defense Virtual f > AX LV ADAF v T gy hA A=V 0MEHFRETHDHZ & %
MR L F9,

FIE

ATFY 1 Azure R—Z)ica 74 LET,
ATV T2 FHUAMER LIZA T v Ty ay MM A—VDY Y =2 ID &2t —LET,
GE)
Azure TliX, HHWHV YV —R (RAF v T vay M A=) BNU Y —XIDIZEEMITHATWET, #r
L\ Threat Defense Virtual f > A% A ZBRITHI21Z. AF v T vay hA A—=YDU YV —ZID BME
TTO
a) Azure " —% /LT, [ A— (Images) | ZZ=NL E T,
b) EFEHBAA—TEMFEHALTCERLEZAT YT v ay b A=V EBRBNLET,
c) [MEZE (Overview) 1227 Vw7 LT, A A=V DT T 4 H#FRLET,
d 7V vy FR—=FIZYY—RID&xat—LET, JY—RID ¥ v 7 ATROMEICESNE
9, /subscriptionsg/<subscription-id>/resour ceGroups/<resour ceGroup>/provider sMicrosoft. Compute/<container >/
<vhdname>
AFvT3 A F v T gy A A= % LT Threat Defense Virtual £ > A% ZDERZHITL£9, VHD B X
RN —AT T —bEHHA L Azure S5 OERE (17 X—) 2R LT &N,
GE)
Threat Defense Virtual = > >/ — /L)% CLI =2+ > K show version 3 & O show snapshot detail % %179 % & |
L < BBA & 4172 Threat Defense Virtual f > A X L ADNA— g o LA HERTE £,
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