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VMware vSphere Web Client & vSphere Client /%, vCenter Server, ESXi A A I, L UMEE~ >
YDA B —T = A ATT, VSphere Web Client & vSphere Client % {# 1 L T, vCenter Server
12U E— MEERETE £9, VSphere Client Ti, {LE D Windows > A7 A7)y 6 ESXi ([ZEH:HE
fedHZ &b TXEJ, VSphere Web Client & vSphere Client |%, vSphere BgHE D3 ~=CTO i
EEHTOILOOTERA I =T 2 A ATT, ZhbiFary—rlaEB~sr~o7
7 AbEMELET,

vSphere Web Client TiX, T X TOEHEREAZ ] TZ £7, vSphere Client Ti&L, T4 H DO
RRO—fzfEHTE£7,

IRY—IRDFIE

WD 7 —F ¥ — ~iL, ESXiA A MZ Threat Defense Virtual % BT 2D T — 7 7 o —% 7R
LTWET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)



| VMware ~® Threat Defense Virtual ® &
zvrv—zrozE

@ Downlqad
Local Machine OI\E,,S:);'IQ
Template
® (3 (2)
| T optonay 7 (Optora)
e ost Hypg';ﬁiidng orySupon. e
@ v
Complete the
Threat Defense initial
Virtual CLI configuration
Management @ Manag‘e'ihreat
Center defense virtual with
or the management
Device Manager cen:;a;g;g::/ice
—9 AR—R Fig
1) Local Machine ESXiOVF 7 > 7L — h®D X 7 a— K : Cisco.com /> 5
— ATl A—7 M7 4 —~ > b (OVF) /v /r—
A a—RLET,
2 ESXi KA A  (ESXi (EE) v A7 AT : Threat Defense Virtual & 32174
Host) DY AT BDONAN—=RA Ly T 4 T E ML ET,
3 ESXi A A k (BSXi | AT A Linux 2~ K74 %L T, CPU
Host) N— Ry =TT A ERE G TEET,
4 ESXi " A~ (BESXi |vSphere ESXi 75 A k~® Threat Defense Virtual @ &R :
Host) Threat Defense Virtual 777 A 7 o A % H—@ ESXi 7k A
MZEBRLET,
(5) Threat Defense Virtual | CLI % ffiJf] L 7= Threat Defense Virtual D& > F7 > 7
CLI ESXiOVF 7> 7 L— h &4 L TR L7234, CLI
Zf#Fl L T Threat Defense Virtual i EJ 2 LENH Y
i —é—o
(6) Management Center ¥ 7= | Threat Defense Virtual & ¥ L £ 9,
\2/ .
3 Device Manager » Secure Firewall Management Center % fifi F§ L 72 Secure
Firewall Threat Defense Virtual D& (437 ~_X—3)
» Secure Firewall Device Manager % {# J L 7= Secure
Firewall Threat Defense Virtual D& ¥ (455 ~_X—3)

Cisco Secure Firewall Threat Defense Virtual R 2 — 7 v THA K ()\— 32 14) .
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VMware ~ Threat Defense Virtual DB |
. vSphere vCenter ~® Threat Defense Virtual 0 R

W@ 7 v —F % — ML, vSphere vCenter {Z Threat Defense Virtual # BT 2OV —27 7 o —

ERLTWET,
@ Download
Local Machine Ov\gfile
Template
J/” % ‘/ '\“ i/;\\
vSphere 2 ( gpt/%r:a/) 3 (Optional) 2 Deploy the
vCenter Hypelsﬂre(ee\dng CPLYeSrllJfgport = three\:l/?r;if;ense
e
Center or Device the management
manager center or device
manager
D—JAR—X Fig
(1) Local Machine VIOVE 7> 7' L — h®Z 7 u— R : Cisco.com 725
— ANFARERA—T MAB 7 +—~ v b (OVF) Ry /r—
VEX T r—RLET,
5 vSphere vCenter (f£&) A7 LEE : Threat Defense Virtual % 3173
DBYAT LDONAN=AVL T 4 T PN LET,
3 vSphere vCenter VAT AEME  Linuxk 2~ > K7 A > &#H LT, CPU
N= R =TT L EHREBGTE £,
4 vSphere vCenter vSphere ESXi 75 Ak~ Threat Defense Virtual ® B :
Threat Defense Virtual 7 77 A 7 > A Z H—@ ESXi 7~
A MBI LET,
(5) Management Center % 7= | Threat Defense Virtual Z & 2 L £ 97,
R 3. Device Manager » Secure Firewall Management Center % f#i | L 7= Secure
Firewall Threat Defense Virtual D4 B (437 ~<—7)
» Secure Firewall Device Manager % fifi i L 7= Secure
Firewall Threat Defense Virtual D& H (455 ~2—3)

vSphere vCenter ~ @) Threat Defense Virtual O &

ZOFNEZEAEH LT, Threat Defense Virtual 77 A 7 . A % VMware vSphere vCenter (Z i[5
L $£7, vSphere Web Client (£ 721% vSphere Client) % fi/] L T, Threat Defense Virtual =3 >
L, RETEET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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ATy I
ATy T2

ATvT3

ATy T4

ATy Th

ATvT6

ATy FT17

ATvT8

ATvT9

vSphere vCenter ~® Threat Defense Virtual 0 &R .

1R BHHIIZ

» Threat Defense Virtual %3 A9 5 FiIZ, vSphere (‘EFEEH) ThR b 12Oy hU—
I HRELTBLMERHY £7°,

vSphere Web Client (& 721% vSphere Client) (2227 A > LET,

vSphere Web Client (% 721 vSphere Client) ZfEfH L., [Z 74 )L (File) ]>[OVFT>7L— FDEM
(Deploy OVF Template) | %2V v 27 LT, BRNCH V> m— RL7ZOVF 7T 7' L— 7 7 A V% [
L/iTO

[OVF7 > 7L — h®#E A (Deploy OVF Template) | 7 « ¥ — KA F RSN ET,
T7ANVATATOVE T 7 L— R =AM EZR L, [IR~ (Next) 1227V v 7 LET,

R @ Threat Defense Virtual VIOVF 7 > 7' L — h &38R L 7,
Cisco_Firepower_Threat Defense Mirtual-VI-X. X. X-xxx.ovf

TIT, XXX, Ao —RLET—IA T 77 ANDNR— g L L REESERELET,

[OVF7 > 7' L — hDFEfll (OVF Template Details) | <— % fEid L. OVF 7 7' L— hofFi#R (B4
G, N—=Vary RuHL— Fura—RIA X T4 A7 EOVA X G EERL T, K~
(Next) 1227 U v 7 LET,

[Ty Ra—H—F 1 & 2A8H)E (End User License Agreement) | X— Y NF/RENET, OVF 77
L—h (VIT> 7L —FhDH) TRy r—IbIniz 74 B AZKELZHER L. KR (Accept) ] %
7V w7 LTIARVADEFEMHFIZFEL, K~ (Next) 1227 U v 7 LET,

[4 A1 &% FT (Name and Location) | X— T, ZDEBD4AI%E AJI L, Threat Defense Virtual % &5
BA LR NYNOBT (FA MERIZZ T AX) EBIRLT, [k~ Next) 1227V v 27 LET, 4
AHEA N P T AENT—ETHIUERD Y | K80 LFEMATEET,

VSphere Web Client Tl, A > X FJ B a—(ZEFBEMRA TV x 7 NOMBEREIERINET, 1
~Y b UlE, vCenter Server £7213AHR A hWEBXMNRA T V=7 N EFEHET 5B THEAT 5 EEHEET
I, Z ORI, vCenter Server (25 DT X TCOEMRMNBAT V27 FINEENTWET,

Threat Defense Virtual (732U YV —A2 F—/VIZBE) L TRINL, R~ (Next) |27V v 27 LET,
GE) ZON=VE, FTALIZY V= AT AREEN TV EHAICORERINET,
[EAFXE (Deployment Configuration) ] Z#&fR L £7°, [XE (Configuration) | K v X U X k)
b, PAR—=FZINTWNDH3DDVCPU/AEVEOWTEZEIR L, R~ (Next) 227V v LET,
BE Threat Defense Virtual (%, FHFEFRTHE/R vVCPU B L UOIAEY U VY —R &2 L TR SNET,

B~ 7 7 A NVERIFT D [IRAF (Storage) 1 %2R L, [k~ (Next) 1227 U v 7 LET,

ZOR—TT, BRI FTAZELIIARA R TTI TCREREENTWVETF—Z XA N T LB RLET, 48
AT A4 X a2l —var Ty ANVBIWNMERET A AT T AN, ZOT—HARNTITRFESN
FT, K~ EZDTRTCOMBT 4 AV 77 A NVERGFTE DRV AXDT —F A NT %5k
RLTLEEW,
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. vSphere vCenter ~® Threat Defense Virtual 0 &R

ATy T B~ OEET 4 A7 ZRFET D200 15 4 27 FR] 23R L, [k~ (Next) |22V w7 L

ATvIN

£,

[v 7 7B EY a3 (Thick Provisioned) | Zi&IRTH &, T XTOA ML —IF, 2EBICEID S TS
NET, [ 7 mEY 3 (ThinProvisioned) | Zi&IRT D&, T —FBNRMET 4 A7 IZEZIAEND
EXIC, MBS LTA ML—UREIVYTCoORET, £, v FrEvVa=rZicky, 877
TAT VADRERICET LR ZEfE CE £,

[y hU—27~ v E L7 (Network Mapping) ]“X—3C, OVF 77 L — hCTHRESNIZX Y hT—7
AN MNINOFRy NU—2ICvy B 7L, [k~ (Next) 127 U7 LET,

Management 0-0 1 ' % —7 = A AN, A U Z—X >y NPLEGEARER VM % v U —7 LBEMAIT B
TWAZ R LET, FEHA X — 7 oA RAF, EELE— FIZi U T Management Center & 7213
Device Manager 7Dk E CX 97,

BE Threat Defense Virtual VMware TlZ, RART A A& ERT 5 & 12, 7 7 4/ b)Y vimxnet3
A F =T 2 A0 F L, LANE, 774/ FiZel000 TL7z, el0001 > % —7 =A
AL TWDLEEIE, UIVER D2 LA HELET, Vmxnet3 DT /3 A RT AN
Xy P =7 BITESXiNA N—= A P LB SN TN D720, T LY Y =20k
KD, Fy NI—=I T g —< U ANAELET,

Xy NU—=Z1ZT7 V7 7y MEIZR > TWRWATEBER SV £3, Xy NI =2 Z /215 Z L9k
WICIREEZ G501, % T [REDOWE (EditSettings) | XA T 2Ry 7 ANGLFRy NT—7 #EHTX
9, BT, ThreatDefense Virtual f > A% v A& 4527 V) v 7 LT [REDHE (Edit Settings) ] % 4R
L4, 72720, ZOM#EIZid Threat Defense Virtual ® ID (IR RSN FHA (XY NU—=2 T X7 % ID
DH) o

DL FIZ7%9 . Threat Defense Virtual £ > X —7 = A ADF >y NT—7 T HFX  EE1LHRy NT—2 . %8
TRy MU= ORIEESBRLTLLZED (IBiEvmxnet3 T 7 4V DA L H—T = ATT)

RIFZETMLEERY FT—I DTV EY : vmxnet3

Yy D=0 T7FTHE  |EETRY TS BESRY T—D 113

Network adapter 1 Management(-0 Management(0/0 g

Network adapter 2 Diagnostic 0-0 Diagnostic0/0 Z W

Z* v hU—2» 7 %% 3 | GigabitEthernet0-0 GigabitEthernet 0/0 IRE T — A

X v NU—27 7 %74 4 |GigabitEthernet0-1 GigabitEthernet 0/1 N T — &

Z* v NU—2» 7 %% 5 | GigabitEthernet0-2 GigabitEthernet 0/2 F—R N7 40w T (F

g )

x v NU—2 7 %74 ¢ |GigabitEthernet 0-3 GigabitEthernet 0/3 F—E R NFT 4T (F
Fay)
* v NU—2» 7 %7 % 7 |GigabitEthernet 0-4 GigabitEthernet 0/4 F—E N7 4w (F

g )

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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ATvT12

vSphere vCenter ~® Threat Defense Virtual 0 &R .

Yy bD—=OT7HTH |EERRY TS FERY KT—7 HERE

Z* v NU—2» 7 %% § |GigabitEthernet 0-5 GigabitEthernet 0/5 F—R N T 40vr (F
ZFay)

% v NU—2 7 %% 9 |GigabitEthernet 0-6 GigabitEthernet 0/6 F—E R NFT 4T (F
Fvay)

Z v U —27 7 X7 % 10 | GigabitEthernet 0-7 GigabitEthernet 0/7 F—R 5T 4T F
Tay)

Threat Defense Virtual % B3~ D B521L, GRF1I0EDA > X —T = A REFETEET, T XA ¥ —
T A RZONWT, FETLRY NI = PIELWSESER Y N =2 IZv vy B TS, T — 47—
T2 A AP—BOV TRy NEIIZVLANIZVY v B 7SN TS Z &R LET, 33T Threat
Defense Virtual f > % —7 = A ZA&FEHTHLEILIH Y A, FHTDLITER VWA F—T =1 AT
DU TCIX, Threat Defense Virtual X EWN TE DA VX —T =2 A A BHOE FIZL T THEWEE A,

[7'm 37 ¢ (Properties) ]X—3 T, OVF 7> 7L —F (VIT>7L—brDH) TRy r—IfbEh
7o, A=Y —REARER T RT 4 ERELET,
a) /NRXTJ—F
Threat Defense Virtual 7 7 B A DR T — A2 EL £7,
b) *y rI—5

ERIERM KA A 4 (FQDN) . DNS, MR RAA >, Xy hU—2 7 v ha (IPv4d 721X 1Pv6)
REOFR Y NI IERERELET,

c) B
FHE—REZRELET, [~V Y ZHANTD (Enable Local Manager) | D K&~
2R &7 U w7 L, Web ~X— 2 ® Device Manager #t &% E *ll/%ﬁ"iﬂﬂ@”éfa/\ [

(Yes) 1%i®IR L EJ, ManagementCenter Zfffl L TZ OT /A ZAZFHT 521X, Wz (No) ]
FENLET, BEHA T g COBPGEOHEIZOWTIL,  [Secure Firewall Threat Defense Virtual
FRA ADEBRTE Q=) | ZBRLTLIFEEN,

d Z7A4AT724+4—ILE—F

7 7 AT 04— NE—REXRELET, [77A4 T VA —/LE—FR (FirewallMode) ]® Ka v~
AR E7 ) w7 L, PR—=FENTNDE2O00F—RTHD [V—7T > F (Routed) ] 721
[FF7 AT L2 | (Transparent) | D EL L ZEIRL ET,

[@— DN~ F—T ¥ /T 5 (Enable Local Manager) ] T [IE\ (Yes) ] Z#iR L7-5A0T
[b—7 v K (Routed) |7 74T VA —/bE— ROALZRINTEZEF, 7 —H/LO Device Manager
EHEHALCRIVART LU N 77 AT U4V EF—ROA X —T = ATRETEERA,

e) BARAT

BANSA T H[AZ 2 KT (Standalone) | £721L[27 7 A% (Cluster) I ELET, [/ T AH
(Cluster) | Z@IRL T, 7 7 AZHIHY 7 ITHERT ¥ VAR T7 L—LOTRIZHENILET, A
2 RT7arEidEm Ao REICIE, [A¥ > F7 a2 (Standalone) ] ZiERLFEJ, AX UK
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. vSphere vCenter ~® Threat Defense Virtual 0 R

ATV 713

TarFRL R LTREBLESATLZ IAZ THATEETR, BRI I2Z Y THO
VxR T =BT AL, BEBALEIZRSZ EICEELTLIEE,

B

[@— D N~F—T ¥ EHhZT % (Enable Local Manager) ] T\ 2 (No) ] ZIEIR L7=5E 1.
EHLAIT 5 Firepower Management Center (2 Z D7 /34 A ZXERT HDIZMEER T LT v v L&
ETDMENDY £3, ROEFEHREATILET,

o [/&BE% 1T 9 Defense Center (Managing Defense Center) ] : Management Center D75 A k44 & 7213 IP
T RLVAZATILET,

o B8k — (Registration Key) ]: B#k¥—1L, = —F =04 T 5F—T, 1 [ERVEHTE,
37 XFLLTFICT 20N H Y £4, AT, 885 (A~Z, a~z, 0~9) . BLOA
A7 (1) BRERHY ET, T /31 A% Management Center (ZIBIIT 5 & T, Z OB —%
BT HERH Y 77,

+ [NAT ID] : Threat Defense Virtual & Management Center 73 % v h U —7 7 KL AZEH#2 (NAT) 7
A AT L o THEE STV T, Management Center 73 NAT 7 /3A ADERIZH D51, — &
DONATID Z AN LET, Zhiud, 2—HF =2 4EMT 2% —C, 1ERVEHTE, 37 CFUT
CTD2REND Y £, AT, BT (A~Z, a~z, 0~9) | BRUOANA T2 ()
RERHY ET,

g) [k~ (Next) 127 Vw7 LET,

[#Efii52 T (Ready To Complete) | &7 > a > C, RARINTIEHMEAMHERLET, ZNOOREEMBEHL
TREHZHEMGT 2120%, &7 (Finish) 1227V v 27 LEd, EFEEZIMZ5I121E, [ED (Back) 1 %7
Uo7 LCHIOKBEEIZRED 7,

FT7 v a T, [EB%ICEIRZ A (Power on after deployment) | 47 'Y a NI TF = v 7 ~—7 ZfHT
C. Threat Defense Virtual D&EJR%Z A2 L, [# 7T (Finish) |27V v 27 LET,

U 4 W — RNB5E T35 L., vSphere Web Client |2 L » T~ U BNUBL SN E T, [/ — VUE#H
(Global Information) | fEIk®D [FxdTf#H L7-% A2 (Recent Tasks) ] > C [OVFEBDHIMFRE
(Initialize OVF deployment) ] A7 —# A &8 T £9°,

ZOFIEDBKE TS DL [OVFT 7 L — FOJER (Deploy OVF Template) |58 T A7 — X ANRKR I
EJspe

Threat Defense Virtual - > A X ANA Ry R NOFRESINTZT =X X —D FIZERINET,
FLW VM ORENTIE, K300 ENH 7,

Gx) Cisco Licensing Authority {Z Threat Defense Virtual % 1IE 5 {288k 5 121%, Threat Defense Virtual
WA 2=y NT 7 BARRETT, A F—Fy MIER L TIA B ABERET T &
5T, BARITEBMORENLBEIZRDZENHY 7,

RDBERY
ROFMEIL, BIRLIZEHE— Lo TERRY £7,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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55245 EBAO Day0 R 7 7 4 Lok

s [B—HN=F2—T ¥ EANTT S (Enable Local Manager) ] T [\ %2 (No) ] &EINL
72354 1L, Management Center % {# ] L "C Threat Defense Virtual Z&PE L £7, [Secure
Flrewall Management Center % i ] L 7= Secure Firewall Threat Defense Virtual D& 2 (437
N=V) | EBRLUTIEEN,

BHAT Y g OB FEOMEEEIZ DWW TIL,  [Secure Firewall Threat Defense Virtual 7 /3 A A
DEBEFE 2—=) | 22RLTL 73,

SRS EMBDODay01ER T 7 1 LD (R

Threat Defense Virtual ZEE T 5H1IZ, FFOBHOa 74X alb—a 77 A VEHEFHET
TET, ZOT A M, BT OEARICEN SN OWIIRET —F 2G0T F A b
T ANTT, ZOMWEREIEL,  (day0-config] £ WO THFA LN 77 Al LTHREDIEE
T4 V7 PV, & B IZ day0.iso 7 7 A A~ ERPLSET, D day0.iso 7 7 A /b
NRAIOEREIFIC~ Y > &N TEHRARONLET,

| o

BE  day0.iso 7 7 A /WL, BAIDOT — MREIEHCTE D LENH Y 7,

ORI Day 0 DL T 7 A VAT 5 & A7 1 & & T Threat Defense Virtual 777 A
T AR EE T X TIFATTEET, REBETDHIENTEET,

s TR a—Y— T4 AR E (BULA) DK,

« VAT LDRA N,

EEET AU OB LWVERE SAT — K,

« %P — K, Secure Firewall Threat Defense Virtual 7 /314 ADEH F1LE 2 X—V) &%
LTS IEEN,

Management Center 7 f —/L K ([Fmclp], [FmcRegKey]. [FmcNatld]) (Z1H# %= AT L E
T, AL TORWERE— FTIX, 74—V FEZEDOEFICLET,

= A=

T IIAT UAPERR Yy NI =7 TBETLILEHTT 2%y U —TRE,

» Threat Defense Virtual % 7 7 A% L L CRET A0 AX > KT ur CTREAT2NEIEET
Ry D

\}

GE) Z OB T Linux 2MF I S0 TWET 2, Windows OBSICHLERO2—T 4 VT 4350 £
j—o

FlEDHE
1. Threat Defense Virtual Z BB 7% Linux A A hizu 74 > LET,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K ("—2a>14) ||
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B />x528m00ay 0887 7 1 LR

F IR D

ATy T
ATv T2

ATvT3

RTv74
ATy TH
ATvT6

ATy 17

2. ThreatDefense Virtual FiZ TdayO-config)] & WO THFA N7 7 A NV EERLET, ZOTF

ARNT 7 AN, 7 T AZRBORIE, > MU —2F5E, ¥ LU Management Center

OEICET D IHMA BT 2 MERNH Y £7°,

THEAN T ANEISO 7 7 A WA L TRAECD-ROM Z LR L 7,

A —7y hOESXi RA a7 A LET,

7 7 A X FE— RC Threat Defense Virtual Z BT oA~ A VA F A EFE £7,

AR~ > v OB A A AT DRI, ER L7z day0 DISOA A —Y 7 7 A )V ESB LT,

[/~— K7 = 7#%5% (Hardware Configuration) | DEXED FiZdH 5 [CD/DVD K7 A 71
(CD/DVDdrive 1) | 7 4 —/V RIZT % v FLET,

7 R~ OEREA LT, 7 7 AKX E— KT Threat Defense Virtual % &R L £ 97,

o asw

Threat Defense Virtual % B9 % Linux 8 A Mlza 7oA » LE9,

Threat Defense Virtual fIZ TdayO-config] EWH T HF A N7 7 A VEIERLET, ZOTFA N7 7 A 1IZ
X, 77 AXEBRORE, v MU—73%E,. LM Management Center O FRIZ BT 215 &2 1819 2 &
ERHY ET,

1 -

#Firepower Threat Defense

{

"DeploymentType": "Cluster"

Management Center 7 4 —/L K ([FmcIp]. [FmcRegKey]. [FmcNatld]) (ZfE#HZASH L ET, FEHL W72
WEBA TV a OBEIT. IRHbDT 4=V REZEADEEICLET,

TXAN T 7 ANEISO 7 7 A MIEHE L TIIECD-ROM &£/ L £,

151 -

/usr/bin/genisoimage -r -o day0.iso dayO-config

A —77 RO ESXi R A Mzu 7 A v L&,

2 Z A4 FE— FT Threat Defense Virtual Z BB $ 2 fl~ > A o AZ A2 £7,

WA~ v OB A A T DRI, 1B L= day0 DISO A A—V 7 7 A VESBL T, [N~ FRv=7T
1% (Hardware Configuration) ] DF%XED FIZ&H 5 [CD/DVD K7 A 71 (CD/DVDdrive 1) | 7 4 —/L RiZ
THEyFLET,

A~ v DOERE AN LT, ¥ 7 AHXFE— KT Threat Defense Virtual %2 BB L ¥4,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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vSphere ESXi 7R X k ~® Threat Defense Virtual O f& B .

vSphere ESXi 78 Xk~ @ Threat Defense Virtual O & [

PLFOFINEZEH LT, Threat Defense Virtual 777 A 7 > A% H—D ESXi 8 A MIJER L £
9, VMware Host Client (37213 vSphere Client) ZfEiH L T, H—®ESXih A M & EFH T,
Threat Defense Virtual = 3 D REEICFRE & W o 7oA L D AR 0 BB/ FOE B X A 7 %
FITTEET,

\}

(3¥£)  VMware Host Client (% vSphere Web Client & —H'—A > X —7 = 4 AL TNET R, o7z
SERLDHLEDTHDZ LITHEE L TL7Z SV, vSphere Web Client X, vCenter Server |ZH2#t L
THELD ESXi A A R &EHT 554 EM LET, —J. VMware Host Client [ZH.— ESXi
RA N EERT DGEIEN L ET,

vCenter B#$5|Z Threat Defense Virtual 7 77 A 7 > 2 & J&BA T 5 H1EIC DWW T, TvSphere
vCenter ~~@ Threat Defense Virtual DJERH (24 X—) | 2L T &,

1R BHHEIIZ

» Threat Defense Virtual %8 A3~ 5 HijlZ, vSphere (FHLH) TH7< b1 2DOFRy hU—
7 HERELTBLMERHY £7°,

X2FTw 1  Cisco.com 75 VMware ESXi 1 Threat Defense Virtual £ > 2 h—/L Xy r—2 % F 7 o — LT,
n—HVEBRa o — X RFELET,

https://www.cisco.com/go/ftd-software

Cisco.com ~D 1 7 A L & v A aV— RN METT,

ATYT2 tar 77 ANEEET AL PVICELET, T4V 27 PUDDLT7 7 A VEHIBRLARNWTS 7ZE0, &
D77 ANPNEENRTNET,

* Cisco_Firepower Threat Defense Virtual-VI-X.X.X-xx.ovf : vCenter /& B H

* Cisco_Firepower Threat Defense Virtual-ESXi-X.X.X-xx.ovf : ESXi J& B H

» Cisco_Firepower Threat Defense Virtual-X.X.X-xx.vmdk : VMware (K487 + A2 7 7 A )V

* Cisco_Firepower Threat Defense Virtual-VI-X.X.X-xx.mf : vCenter Bl ~=7 ==X F 7 7 A /L

* Cisco_Firepower Threat Defense Virtual-ESXi-X.X.X-xx.mf : ESXi B H~=7 A F 7 7 1)L

ZIZT XXX, #ovm—RL7eT7—=IAT 77 ANDN—=Va L eV RESERLET,

ATwF3 T Z YT, hitp://host-name/ui E 7= 13 http://host-IP-address/ui DR T, x50 ESXi A8 A M4 £ 721X IP
7 RLRAEZATILET,

0 7oA VEEPFERINET,
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. vSphere ESXi 7R X ~ ~® Threat Defense Virtual D &

ATvT4
ATvT5

ATvT6

ATy 17

ATvT8

ATvT9

ATy 710

ATy 71
ATvT12

BHEDZ—YP L LR T—REASNLET,

[227 A4 (Login) 127 Vv 7 LTHATLET,

INT, =7 v hOESXiARA Mzua /A LE LK,

VMware Host Client DA > x> kU T, [ARA F (Host) 1247V v L, [VMOAER/EEk (Create/Register

VM) ] &@RLE7,

[FTHE~ > > 7 ¢ — F (New Virtual Machine Wizard) ] 2388 & £,

[ER 2 A 7 D3I (Select creation type) | ~— T, [OVFE7IXOVAT 7 A Vi DAREE~ v &8 A

(Deploy a virtual machine from an OVF or OVA file) ] ZE&R L, [IK~ (Next) 127V v 7 LET,

7 4 F— KD [OVFEB L OVMDK 7 7 A /L DI (Select OVF and VMDK files) | ~X— 3 TR OEIEEAT

l/ A i j‘o

a) Threat Defense Virtual ~ 3 > O£ #iE A LET,
B~ AT LFETED LI ENTEET, vV AFBESXi A LV AF S ADPT—E
T D ERHY £,

b) HFWXA %7 YU w7 L., Threat Defense Virtualtar 7 7 A VERK L7274 L7 U R L T,
ESXiOVF 7> 7L — b &AJfET % VMDK 7 7 A /L &8 R L £7,
Cisco_Firepower Threat Defense Virtual-ESXi-X.X.X-xx.ovf

Cisco_Firepower Threat Defense Virtual-X.X. X-xx.vmdk
ZIT XXXxxlE, Zouva—RLieT—HAT 77 ANDNR—=a eV REEERLET,
EB W3 ESXi OVF 2@ L TS 72 &0,

R~ (Next) | &7 Vw7 LET,
FRHLTWAE—H LI AT AR RN L —U0BXFE9,

VAP = RO[A M L—V DN (Selectstorage) |X— T, 77 EAWRRRT —F AT DU A )b
T—RARNT H@ERLET,

AR~V DBRET 7 ANETRTCOFRIET A AN, ZOF—FZANTIREINET, T—F A K
TiIEFENEN., YA X, WE, AR 0T a T o RERRDGENRHY 9,

[k~ (Next) 127 U v 7 LET,

Threat Defense Virtual @ ESXi OVF & —##Z/3y 7 — AL SN T 5 [BFHA 72 2 > (Deployment

options) ] Z&XE L7,

a) [*y hT—27~<v 2 (Network Mapping) ]: OVF 7> 7' L — N CIEINTRry NU—T %A
VRNV DOX Yy NU—ZIZw v 7L, IR~ (Next) |27V v 7 LET,
Management 0-0 1 > % —7 = A A0, A U F—F v MPLEFEWREZR VM Xy b U —7 L BT
ODNTNWDLZ e LET, FFEHA L F—7 = A A, BFHE— FIZIL U T Management Center
F 721% Device Manager 2> L% E TX £,
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| VMware ~® Threat Defense Virtual 0 &
vSphere ESXi 7R X k ~® Threat Defense Virtual O f& B .

BEE Threat Defense Virtual VMware Tlid, RAET /N4 A &21EKT 5 & 12, T 7 4 /L b vmxnet3
A HE =T 2 A AR E LIz, VHNE, 77 4/L MiZel000 TL7Z, €1000 A > & —
T oA AEMEHLTOWAEEIE, UV L2 R LET, Vmxnet3 DT /34
ARTANEFR Yy NU—=THHEIIESXi A R—=_A P LFEAEINTNDD, EHTH
U —2ARNL7lip), Xy hT—=7 T 3—<2ARMHELET,

2y MU= F TNV 77Xy MEZR S TWRWAEERHV 9, Xy hY—27 F /RO 52 &
DIEFE IR R AR, T [RREDHE (Edit Settings) | ¥ A TR 7Ry 7 ANSLFRy NI —T %
EWCTXF9, EHH%. Threat Defense Virtual f > A X > A% 47 U v 7 LT [REDHE (Edit
Settings) | &#®IN L E 9, 7272 L. Z OMWimEZIL Threat Defense Virtual D ID (ZF RS NEFA (R
NT—0 727 52IDDH)

PITFIZ7RT . ThreatDefense Virtual f v X —7 = A AD Xy NI — I T X TR FEILRXY NT—7
ity FU— 27 ORGEBRL TSN (ZhbiEvmxnet3 T 7 /L hDA X —T = A AT
T) .

REFZETMOEERY FT—I DTV EY : vmxnet3

Ry D=9 TETE |REERLY T ERY FT—5 Hae

Network adapter 1 Management0-0 Management(0/0 g

Network adapter 2 Diagnostic 0-0 Diagnostic0/0 2k

v NU—2 7 X% | GigabitEthernet0-0 GigabitEthernet 0/0 ST — A

3

* v NU—2r 7 X 7% |GigabitEthernet0-1 GigabitEthernet 0/1 NEF — &

4

v NU—2r 7 X% | GigabitEthernet0-2 GigabitEthernet 0/2 F—H NS T 4w (F
5 Fvay)

*x v NU—2 7 & 7% |GigabitEthernet 0-3 GigabitEthernet 0/3 F—E N NFT 47 (F
6 Ta )

Z* v NU—2» 7 %% |GigabitEthernet 0-4 GigabitEthernet 0/4 F—R NS T 4w (F
7 Tay)

*x v NU—2 7 &% |GigabitEthernet 0-5 GigabitEthernet 0/5 F—E N NTFT 47 (F
8 Taly)

* v NU—27 7 X% |GigabitEthernet 0-6 GigabitEthernet 0/6 F—R N NS5 T 4w (F
9 Ta )

v NU—2 7 X7 % |GigabitEthernet 0-7 GigabitEthernet 0/7 F—E NS T 47 F
10 Ta )

Threat Defense Virtual 2 BB 2121, 10O A v X —T =24 AEEETEET, T—F AV
H—T 2 A AZHONWT, EETLTRYy U= NIELVWEERy hU—2 vy B 7 &n, &5 —
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VMware ~ Threat Defense Virtual DB |

. CLI Z {5 A L = Threat Defense Virtual Dty F 7 v 7

ATy 713

BA L HE—=T 2 AN—FEDOH T Fy FELIZVLAN IZ v B 7 ENTWAZ 2R LET,
§-XC D Threat Defense Virtual f > % —7 = A4 AZMEHT 208 IH Y A, FEHT L TERZN
A B —T = A AZOWTIE, Threat Defense Virtual ZXENTEDA VX —T = A A MWHOFE FIZ
LTBWTHWERA,

b) [T A7 7ty a=7 (Diskprovisioning) |: R~ DIRAET 4 27 HRIFT DT ODT 1
A7 R EBIR L 7,
[>> 7 (Thick) | 7mbEYa=v 7 %EBRTLHE, TRXTOANL—UREEBIZHV Y TOHNE
T, [¥> (Thin) | 7RrEVa=V 7 52RNTEE, T—FBNRET 4 A7 ICEZIAEND L X
VNS CTA ML —URED B ToNET, £/, Yo7 rEYa =7k \ﬁﬁ7774
T ADRERICE T SR A BN TE E T,

Ein==4

R~ > T ¢ P — RO [¥#Ef5E T (Ready To Complete) ] ~— T, A~ v O ELMR L E

j—o

a) (LEE) VA4V —FORTCEMEREZIIEET DL, [ED (back) 1227V v 7 LTRED £7,

b) (EE) 1ERZ A7 ZWEL T 4P —FEHLI2E., [Fry kL (Cancel) 227V v 27 LE
7

¢) [#7T (Finish) 1227V v 7 LUTHERZ AV 25T L, V4P —FEKTLET,

T4 —FKRETTHE, ESXiRA ML T VM MRS E ¥, BEAD AT — & A3 [Hilifk
FIL7=% A7 (Recent Tasks) | CHERRCX E7, EHIKIIT 5 &, [FEFR (Results) 15 [IEHFIZ
587 (Completed successfully) ] MFERINFET,

#r LU Threat Defense Virtual liA8~ 22 o XX 2 Z73, ESXi R A hORME~ oA " U D
TICRRENET, HLWMAE~ > ORI, mR30001ND2ERHD £7,
G Cisco Licensing Authority {Z Threat Defense Virtual % 1E 7 (28 $% 3 5 (Z1%, Threat Defense

Virtual 124 >V Z—% v N T 7 BEARMLETT, L FZ—F% v M aﬁﬁbfﬁ4'-k‘/7\>}1"<
GEASE T EF A2, BEABRIZENORENVEIZRDZ ERH D 4,

RDBERY

cCLIZERH L THRAET A 2Dty N T v 7 &25% T LET, 2L, ESXiOVF7 > 7' L—
k % A L C Threat Defense Virtual % B3 255 DORO FNEIZ /Y £9, [CLI 2 H
L 7= Threat Defense Virtual D& >~ b7 v 7 (34 X—) | 2SR L T 7ZEV,

CLI Z{# A L 7= Threat Defense Virtual Dt v k7 v 7

ESXi OVF 7 > 7' L — M &ffi Hl L THRBA L7258 1%, CLI Z{£H L T Threat Defense Virtual %
Ty T o 7T HMENSH Y F£9, Threat Defense Virtual 7 77 A 7 > AIZIE Web A & —
TxAARHY FH A, T2, BEFFICVIOVF T 7 L— &R L, By T v 7 U4
P—REFEH L7286, CLIZHHAL TV AT AMIMERBRELXITHI) LN TEE
7
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| VMware ~ () Threat Defense Virtual D E B
CLI %A L 1= Threat Defense Virtual Dty F 7 v 7 .

\)

GE) VIOVFT U7 VL— L&A LTCERBEL, oty T v 7 U4 P— &2 LI5S
BTN ANEREFRATHY . TNULEOT A AFRTEIILEDLH Y A, u[ﬁnp@%J 5]
T AEHE— NIZL->TRAY 1,

ﬂi

B LS BRESNET A RZHH TR I A 5 & X2, EULA #5A CRET 26828 H 0
FT, R, By FT v I T T Mo THEHART — REEH L, 731 A0 % |
D SRR LT 7 AT e — RERE L ET

Yty T T T a7 MR D BT, BEEOBREEN H 5B/ T, BRI (yn) DXL H I
FEIMCHENTRINET, 7740 MEIL, [yl DX IICKT vy aNIZFZEI L ET, #IR
PHEE T HI2iX, Enter ¥ — 28 L £ 9,

ATFYv 1 VMware =2 Y —/LZBE£9,

AT w T2 [firepower 7 A > (firepower login) ] 7’2 > 7 kT, —H%—4 admin & /X2 Y — K Admin123 OF 7 %
VDI VT vy rTRIA U LET,

AT w73 Threat Defense Virtual > 2T AREENTH L, By F T v 7 U 4 P — R TU AT LAOREICHERKRDOE
HOANIBRDBENET,

o Bl IRFAE S OO [F
T LWEBE SAT — R
« IPv4 F 7213 IPv6 DK
« IPv4 %7213 IPv6 ¢ DHCP 3% /&
cEHAR—FDIPVAT RLAREHF TRy bR T F2EIPV6 T RLAET LT 4w T A
« VAT LA
T ITHNIT =T = A
*DNSt v b7 v
« HTTP 711 % &
« EPE— K (72— /L& T Device Manager % fi )

ATYTE By N T T4 P —RFORELMHRLET, ?7¢/bM FIELENC A LTS B a NIZFE R S
NFET, UBNCAN L2 FOF FHEHT A1, Enter L E 9,

RENFELEINZLZFIZ, VMware 22 Y —JLIZA v E—UNERINDIEENH D £9,

RT9TE Tar 7 Mo TV AT AREXITVET,
ATV T6 TV —)L) firepower # 70T MIRDH L X2, REDEFIATONZZ L 2R LET,
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VMware ~® Threat Defense Virtual ® &R |
B esximcoior—<ozont

GE) Cisco Licensing Authority |Z Threat Defense Virtual % 1F 7 |28 $% 3" 5 1Z1%, Threat Defense Virtual
WAV E—Ry TV BABKETT, A F—Xy MR LTI U AREREZE T IH
HITIE, BARICBMORENLEIZRD Z ERHY £7,

RDBRY
WOFNEIL, BIRLUEHEHE— ML TR 7,

s [R—IN<F—T ¥ EAHZNZT S (Enable Local Manager) ] T [\ %2 (No) ] &EINL
72354 1%L, Management Center % {#i ] L "C Threat Defense Virtual Z&#E L £7, [Secure
Flrewall Management Center % i f} L 7= Secure Firewall Threat Defense Virtual D& 2 (437
~N=2) | ZBRLTIEEN,

BHA T Y g v OEIRTEOHEIEIZ W TIL,  [Secure Firewall Threat Defense Virtual 7 /XA A
OEHIE Q=) | 2L TN,

ESXi B TOD/INTA—I 2 ADMAEL

ESXiA A b CPURRREFOFNE Z iiTE T 5 Z L1121 » T, ESXiBBHEN O Threat Defense Virtual
DINT f—< A% ESE5HZ LN TEET, [Scheduling Affinity] 7> a 2k > T, K
ﬁvavmxmu%$x%@%@37(%iwﬂ4ﬂ%xv/?4yﬁﬁﬁ@’ﬁofwé%
BDONAN—ALy R) IZEDX IS EL0EHIETEEd, ZOMREEEHTIUL.
A~ B FBELET 74 =7 48y FAOT Ry HICEHIV Y TLHZENTEET,

FEICOWTIE, BUFO VMware R a2 A P 2B L TIES0,
« [Administering CPU Resources| M % ( [vSphere Resource Management] ) .
+ [Performance Best Practices for VMware vSphere]

» vSphere Client D42 7 A >~V 7,

NUMADHA FS5 4>

Non-uniform Memory Access (NUMA) (%, v~V F7at v+ 272070t v Hixd 2 A
AVAEYEY 2= VOREICOWTHRTH2HAEAEY 7 —F 7 7 F ¥ T, Faky¥Rn
HED/—FK (VE—FAEY) WIFELRWAEVIZT 78 ATL8AIE. a—h A€
VIZT 78 AT 58558 50 HIKEHOHEE T, NUMA #5270 LT — 4 2k 2 08N H
nET,

X86H— =T —F T I F ¥ X, HEOY Yy bBIOY Y NNOEEO a7 THK ST
WET, £CPU Y7y hEZDAEIRBIOTVO M, NUMA / — REEENRES, AE U M»n
STy B EIRICHEARDIZIE. FANT 7N = a B XOBEEA T STV E

s (NIC 72 ) MFEILC/ — FRNIZEETILERH Y £7,
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| VMware ~® Threat Defense Virtual ® &
SRIOV A v 2 —T x4 2nFnECa=ys [

B¢ 1 72 Threat Defense Virtual /N7 +—~ > A ZEH T 5120

« Threat Defense Virtual VM 1%, 1 2D NUMA / — R FCETTAHMLERH Y T, 1 oD
Threat Defense Virtual 232 2D Y /7~ F TEITEIND L OB SN TWBAEE, X7 4 —
~ AT RIBICIE T LET,

+ 8 =1 7 Threat Defense Virtual TiZ, ;A K CPUDE V7~ b, TNEN 8L LD a7
A TCWDRENRH Y £9, == ETEITINTWHDHMDOVMIZOWTHLEET D
VERH Y £,

« 16 =17 Threat Defense Virtual Ci{%. " A k CPU L&V 7> b3, ENEF 16 [HLL ED
AT EHATCWDYERHY 9, —_"—ETETEINTVDHMOVMIZONTHEE
THMLENDY FT,

« NIC /%, Threat Defense Virtual VM & [6] U NUMA / — R EIZH DA MLERH D £5°,

NUMA ¥ 27 A& ESXi OfEHICET 5FEMIZ OV TIE, VMware R¥F = A > & [vphere
ResourceManagement)] ., i D VMware ESXiN—Y 3 VA S LTS ZE, 20O R¥=
AV MBI OZEOMOREE K% o A NORE=T 1 ¥ a »E2ERT 521,
http://www.vmware.com/support/pubs &S L T 72 &0,

SR-IOVA U2 —J (A RDTAEY 3=V

Single Root I/O Virtualization (SR-IOV) 2LV, EEIERT AN AL —FT 47 VAT A
EFEITLTWDEEDO VM 3, KA R = —HNOHE—~D PCle v bV —7 T X 74 % Itfg
TE5LE912720 E9, SRIOV TiE, VMR y NU—7 TH T X2 L O TEHET — 4 %
BTEX, NA RN PFENRNNNNRTHIET, Xy NI =T DANL—T > RN LY—
N—@ CPU AR MET LET, HUID x86 —/3— 7t v 2L, SR-IOV IZHERZ A
L7k AEY OEERSEDMOBIEEZRZIZT D Intel VI-d T 7 /o o—7 Y Fy 7y k
DOYLEMERE R STV ET,

SR-IOV HAETIEZ, KD 2 ODFNA R XA THNEHRINTNET,

o FRERE (PF) : EEARRIIC A Z T ¢ » 7 NIC T7, PFIL., SR-IOVHfEAZ & 55472 PCle
TR ATY, PFIL, #H O PCle 7734 A& L TR, BB, RESNET, H—PF
I, —EORAERE% (VF) OFBEBIUORELRILTE E7,

s Virtual Function (VF) : # A+ > 7 yNICIZELTWET, VFIZ, T — X BENIVE ik
KIRD Y Y — R T 25, TR EITREDOIRAIEPCle 7 /34 A TY, VFIXEEMIZIX
FHINT. PPEN L CEERIOEHINET, 1 DU EDVFZ 15D VMIZEID 4
THIENTEET,

VF X, (REEfb SN A XL —F 4 7 2 2F N 7 L—2AU— 27 NO Threat Defense Virtual {i

FH~ 3 U NTHK 10 Gbps D#ERi 2l CE 9, Z D& 7 v 3 »Tld, VMware 8855 C VF %
RETHHECOWTHHALET,
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VMware ~ Threat Defense Virtual DB |
B srioviis—czqzroRzETSHF4R

SRIOVA A —TITA ADRRA TSSO T4 R

SR-IOVA A —T A RIZEHTBH4 KS4 >

VMware vSphere 5.1 EAED U U — 2%, FFE O EDEREE T L2 SRIOV Z 7R — K LERA,
vSphere D —EFDFEREIX. SR-IOV BNAWNC/ > T D LHEREL £H A,

Threat Defense Virtual & SR-IOV (28T 5 2 A7 AEARITI 2 T, VMware & SR-IOV (2855
ZHE, BAR— S TWD NIC, #EEDF AN, BXOT v 77 L— FEADFHHIZONT
X, VMware ¥ == 7 /LIN® [Supported Configurations for Using SR-IOV | THERT D LE R H
DET,

Zov 7 v a T, VMware VAT A LD SRIOV A X —T A ADTaya =7\
I3 E8E Rty M7y FFIRLREFIRZ RLET, Z0k7 v a NOFRIT,
VMware ESXi 6.0 & vSphere Web Client, Cisco UCS C U —X #—/3—_ 35 J. (" Intel Ethernet
Server Adapter X520 - DA2 Z i/ L7245 ED 7 RERNDOT /34 ANBIER S L7z b D TT,

SR-IOV A 42 —D x4 AT B 4IEEIF

Threat Defense Virtual Z & #95 &, ESXi TE/RINDNEF & IXW DNEF T, SR-IOV A > & —
Tz ANERINDIGERDHVET, ZHICED, /X —T A ARTEZT—NREL,
¥#7E @ Threat Defense Virtual =3 > ~D R » s U — 7 RN KT 28550350 £,

A

A& Threat Defense Virtual ¢ SR-IOV % NI —27 4 X —T = A ADOREZXZFIET DRI, 1~
B =T 2 A Ay T EMERTHIEREETT, T2k, Xy hT—F S F—
T2 A ADHEEND., VMAEARDELWHEMACT RLAAL LV EZ—T A AW INET,

Threat Defense Virtual ’EEEN L7~ 5, MACT RL AL A U H—T 2 AD~ v VU T HMERT
T E 7, showinterface a2~ FZEHLT, 1 F—T7 2 ADMACT RL AR E A
H—T 2 A ADFFMEREHRLET, A1 F—T =2 AEV Y THRIELWZ & 2RI HIC
I%. show kerndl ifconfig =~ > FOfESR & MAC 7 KL A& L £,

ixghe-vf f 2 —J = A4 ADFEADHIPREIE
ixgbe-vf £ V' F —T = A AEFEHT HGE. ROFIRFERH Y 7,
o FARVM T, VFEZESERE— NICRETEEHA, TDO0, ixgbe-vif O ARET b
FGUART Lk = RN R—FENFET AL

¢« FAKNVM TiX, VF L CMACT RLRAZRETEERA, £DOH, HAHFIIMACT

FL AN SN EE A, Mo Threat Defense Virtual 77 » b 7 4 — Lo A o % —7 =
AABATEER LG A FEESNET, HAZ7 = — LA —N—X IPT KL RAEZT
TATINOAZ U NAIIBITTHZ LI Lo THREL £,

\}

Gx) ZOFIRIX, i40e-vE A U H—T = A AT HbEAINET,
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| VMware ~® Threat Defense Virtual ® &
esxi 2  Blos iz ]

s Cisco UCSB #—/3—(J ixgbe-vf ® vNIC # VA~ — F LEHA,

. 71»*/1/7\1‘**/*‘** v b7 v TIX, XTI > TV 5 Threat Defense Virtual (777 A ~
UAEE) ICEENEET D L A X /34 Threat Defense Virtual 2E@E 237 7 A < U IEE O
*‘/V’i’gl%ﬂ_%\ FDOALHE—Tx2A AP T KL ANAHZ /A Threat Defense Virtual
EEOH LWMAC 7 RVATEH T SN ET, £ D%, Threat Defense Virtual (% Gratuitous
Address Resolution Protocol (ARP) B Z#EE LT, /¥ —7 =4 AIP7 KL ADMAC
7T RUVADEFEZFE LRy NT—27 EOMOT A 2 Z@mLEd, 72720, £ ¥ —
T oA ALX A TOIEEHMEIZ LD | Gratuitous ARP EFTIL, /1 X —T7 A AIPT KL A
%ﬁu~ﬂwm7va’Wm#étw®NHEKMMWXT FA P TERSN
TWb 27— VLIP T RLRICEEESERHA,

ESXi R X ~ BIOS D &R

JR 8O HHEIIZ

VMware |Z SR-IOV A > % — 7 = A A %1 2 7= Threat Defense Virtual %238 A4 221, 48[k
EYHR—=FLTADNCTI2LERH Y 9, VMware TlZ, SR-IOV VR — MBI 47
A > @ [Compatibility Guidel] 7217 C72 <, AL A ES N ZMRINT 5 X U7 v — R
7% [CPU Identification Utility] &7 T, ALY R — M OXFMERFE LML TWET,

F7-, BSXiRA Mza /A o352 L2k > T, BIOSHN TRIIEDN AN > TWEMNE S
MEHWMTEZ EHTEET,

ATV T RONTNOOFEEZHEH LT, ESXi = /mcn /1 LET,

c RAMADEEET 7 EAROLGEIT, A2 2L T, v~ roiar Yy —ron 7 r~"—
X ET,

e RAMIVE—FTHERL TWDEHAIX, SSHERITMOY E—bF a Y —A8a AL T, KX
FEDEvYyT s oEBEBLET,

ATYT2 FAMIE > TR#WESNL2—FHL AR =R AN LET,
AT 73 Run the following commands:

esxcfg-info|grep "\----\HV Support"

« HV Support =~ > RO L, FEHATRERNA N—N_A P R— DX A TERLET, FREEOSH
DEDHAELLTITRLET,

+0: VI/AMD-V X, Y FR—FRZDON—FRy =27 TIHMEHATE NI EE2RLET,

1 : VI/AMD-V {%. VT £721X AMD-V ZffHC& TN, ZON— KU =7 TiZ¥FR—rEnpnz
LERRLET,

«2: VI/AMD-V %, VT £7213 AMD-V T 925, BE, BIOS N THZ > T\ Z
FRLET,

*3: VI/AMD-V [%. VT £721% AMD-V 23 BIOS WCHZNI 72> THBY, fEHCTE 2 L2 RLFET,
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VMware ~ Threat Defense Virtual DB |
B == rpE7 575 Lco SRV oA

~ # esxcfg-info|grep "\----\HV Support"
| ====HV SUPPOTL ..ttt ittt ettt 3

ED 3 1%, AR YR —F S TEY, AMNIR>TNDH I EaRLET,

RDRERY
RA NPT X7 Z T SRIOV ZHENMC LET,

KRR NET A T2 ETO SRIOVDERIE

AR~ o v B AARRERE I 85553 D RiTC, vSphere Web Client 2 f L C, SR-IOV Z A% L.,
BRA N EOREEEOHARELET,
188 BRI

¢ SRIOV H#aAR >y NU—T f v H—T A A H—FK (NIC) B"A VA= ENTWNAHZ
CEMELET, [VATLEMYE 5—) | 2R LTIIEIN,

AT w71 vSphere Web Client T, SR-IOV #HNZT 25 ESXi R A MIBEIL 7,
AT w72 [Manage] ¥ 7 C. [Networking] %72 U > 7 L. [Physical adapters] % &R L £,

SR-IOV 7B RT 4 & THZ IR0 T X7 ZHSRIOV ZH R — b L TNDHNE ) NEERT
TET,

ATw 73 WET X7 K &38R L, [Edit adapter settings] 2727 U » 7 LET,
AT w74 SRIOV O F T, [Status] K2 v 7 X7 A ==a—7/5 [Enabled] 23R L £7,
AT 75 [Number of virtual functions] 7F A "R v 7 A2, T X T HITHET HIEEIEO A AT L E T,
GH) AH=T2A 2B 2OULED VF LGN 2@l LES, Wi, 2—T =
A AZRBEOFAEERETIEET DL N7+ —< AR T T LR H Y £7,

ATv7T6 [OK]ZZ7 U7 LET,
ATvT71 ESXi R A EHEE LT,

WELT X752 T N CRBLENNIC KR — N CERARSEEN T 7 7 4 71220 £3, Zhbid, mA D
[Settings] % 7' @ [PCI Devices] U A MZERENET,

RDERY
« SR-IOV HEHE & R E &2 B HLJ 2 72D OFEYE vSwitch Z1EE L £,
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vSphere X 1 v F DR .

vSphere X 1 v FDIERK

ATy
ATvT2
ATvT3
ATvT4

ATy TH
ATvT6

ATy F1
ATv7S8

SR-IOV A V' #—7 = A AZEHT 572D vSphere A A v FZ{ER L £7,

vSphere Web Client T, ESXi &R A MIB#EIL £,
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Secure Firewall Threat Defense Virtual 7/\14 XD EE A%

Secure Firewall Threat Defense Virtual 7 /XA A DEFIZIIRD 2 DDA 7L a V HERTE E
7,

Secure Firewall Management Center

DT INA A EB L TWBIEA. F721% Threat Defense CTHFr] Svd ., X 0 HMEAHEAESC
RIEZER LToWGaIE, #lAiAZ D Device Manager DX ¥ |2 Management Center % {5 /f] L
TT NN, ABRELET,

X

Device Manager & Management Center i /5 % ffi F§ L "C Threat Defense 7 /3 2 & &35 =
LIXTEEH A, \WWoTlzA Device Manager DG EIREZANZT H L. v— T /VE % )
{2 L C. Management Center 2 72 X 5 IZE B4 FHRE LRV RY . Management Center %
f# ] L C Threat Defense 7 /N1 A A EET 5 Z L 1L T/ <720 9, —J, Threat Defense
7 73A A% Management Center (Z%8%7 5 &, Device Manager DA AR — RE B — B & | L
720 E£9,

pe3

ol

BIfE, ¥ A 221X Device Manager (D% E % Management Center ([CEATT 547 2 a Vidd v %
Hh, TOWHEELTT, ThreatDefense 7 /3 A ITRET DEHD X A 7 %2 IS DFRIT
IDZLEEBEFLTILES,

Secure Firewall Device Manager

Device Manager 134 > R— A~ —Y v TT,

Device Manager | —i® Threat Defense 7 /XA A (ZH5#H K472 Web X—ADREA ¥ — 7 =
A AT, DeviceManager Tid, /MRy NT—27 Tled —fICER SN Y 7 b =T
DIEARBEREZ R E T F T, F/2. ZHUELZE < D Threat Defense 7 /31 A &G Te KR %
NU— 2 T 5 7o OITBR NI 72T N A~ X=X BEHT S Z R0, BT
WA ZFETNIRONTZID T NA A Gie Yy N —7 O OITRICRIF SN TWET,
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A\

() Device Manager % ¥ 7"— k3% Threat Defense 7 /3NA AD U A MIZ2OWTiX, [Cisco Secure

Firewall Device Manager Configuration Guide| ZZM L T 7230,

HIR SR

» Cisco.com 7> 5 Threat Defense Virtual gcow2 7 7 A /L% Z 7 > v — K L, Linux /" A MIHE
MLUES,

https://software.cisco.com/download/navigator.html

Y

GE)  Ciscocom D 7 A U BLOV AT —E RN NE T,

« IV =T VDEAMTIL, = ——2 Ubuntu 18.04 LTS AL T\5 Z L 2RI L
L CWFEF, Ubuntu 18.04 LTS &5 A b D LEICR DN r—T % 4 VA M=V LET,

* gemu-kvm
* libvirt bin
* bridge-utils
* Virt-Manager
* virtinst
« virsh tools
* genisoimage
CNT F =R U RFRA N EXZOREDOKBEZT LT, A MEZHRHET LI LT, KVM
T Threat Defense Virtual D Z/L—7" &g KL TE 9, —MAVRAE X MO

\Z2W T,  [Network Function Virtualization: Quality of Service in Broadband Remote Access
Servers with Linux and Intel Architecturel] %2/ L T< 72 &0,

« I FO#%EEIZ Ubuntu 18.04 LTS D& E{bIcESsEH F 1,

s macvtap : EPERED Linux 7'V v ¥, Linux 7' U v PO Y IZ macvtap ZFEH T F
9, 7272 L. Linux 7 U v ORIV IZ macvtap ZEHT 255G, FFEOREEIT
IMENRDHY T,

» Transparent Huge Pages : A€V ~X— ¥4 X4 M £, Ubuntu 18.04 TiL, 7
T A B TH IR TOET,

» Hyperthread disabled : 2 2® vCPU% 1| DD > 7L a TIZHIK L £7,

s txqueuelength : 7 7 4 /L k @ txqueuelength % 4000 /3%~ MIHEIMS®, Fry 7 L—
AR L £
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://software.cisco.com/download/navigator.html
https://builders.intel.com/docs/Network_Builders_RA_NFV_QoS_Aug2014.pdf
https://builders.intel.com/docs/Network_Builders_RA_NFV_QoS_Aug2014.pdf
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zvrv—zvrnFE [

« pinning : gemu 35 X O vhost 7' m B A ZKFEDCPU 27 [TV 45kt LET, FrEDSR
EFTIE, BEVERICE > TR T3 —< 2 ARKIEIZH ELET,

*RHEL X—ADT 4 A M E2—v 3 »rOiE{bizonCid,

[Red Hat Enterprise Linux6

Virtualization Tuning and Optimization Guidel| Z &M L T 72 &0,

e KVM & o 2F 5D HIMHNZ ST,

ZZRLTIEEN,

[ Cisco Firepower Threat Defense Virtual Compatibility |

s RDFIET, B~ VB KVM ZFEITLTWNEINE I 2R L ET,

elsmod ZE4T LT, Linux I —FNVDEY 2 — L DO—E4F R LET, KVMBETS
NTWAEESIE, ROMADBRFERENET,

root@kvm-host:~$ Ismod | grep kvm

kvm_intel 1236750
kvm 257361 1 kvm_intel

o Is-I /devikvm D3RO VM IZTEE L2 WS IE, BF5H< QEMU 2FEITLTE Y, KVM
N—=RU 7T A MERBREFIALTHEREA,

root@kvm-host:~$ Is -| /dev/kvm

Crw------- 1root root 10, 232 Mar 23 13:53 /dev/kvm

DA~ REFETLT, RARSIURKVMEZTR—FLTWENE I DL IERLE

R

root@kvm-host: ~$ sudo kvm-ok

cKVM T /7T L —yarvafldsz b TaxEd,

ITVRFY—IVFDFIR

WO 71 —F v — I, Day 0 DR 7 A VEMHH L TKVM A > A F > Z|Z Threat Defense
Virtual & BT 5OV —27 70 —% /R L TWET,

O) @ ©) @
\.l ) Download & 3) prepare the (4 ) Launch the threat
and save the (Optional) Day 0 defense virtual
Linux Host threat defense ——  Install Support ——p e alration — using deployment
virtual gcow2 package (day()g.iso) file script or
file open-source GUI
5 M
anage the threat
Management defense virtual using
Center or Device the management
manager center or device
manager
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https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
http://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#id_37873

B zorv—zoroFE

Threat Defense Virtual ® KVM ~DER |

J—9AR—X |FIE

“'_"\: Linux 78 A k AitESRME (54 ~X—27) : Linux A8 A K IZ Threat Defense Virtual
— qeow2 77 A NEZ 7 u— KL TRFELET,
(7)) |Linux &5 A k ARSI (54X—) B R— b r—V% A VA=V LE
R
(3) |Limx A% ] HOHOaY T 4 Fal—ray 7y A O
{: 4: Linux 78 A k Threat Defense Virtual O #2 )

N CHARZ YT AR L)

T TN =P — A H =T x4 A (GUD) DOEB
5 Management Center | Secure Firewall Management Center % fifi | L 7= Secure Firewall Threat

Defense Virtual 0%

RD7 v —F x— ML, Day0 DL T 7 A NV ZERETICKVM A A & 2 Z|Z Threat Defense
Virtual BT 2DV —2 7 m—%2/RLTWET,

<1 / Download (/2 ‘>
" and save the | (toﬁ“o”a/) -
) nstall suppo
R e B el
file
30 Deploy the
threat defense
Threat Defense virtual using the
Virtual CLI setup wizard
(a)
Management h //dgz:zgiit:jeflhziar:g
Center the management
or center or device

Device Manager manager

D—HAR—R |F@E
71 |Linux A8 A b ARGt (54 ~<—27) : Linux 78 A ;|Z Threat Defense Virtual
— qeow2 77 A NEZ T u— LU TRFELET,
) |Linx w2 kWA (545—2)  FH— hRy = DR A LA R LE
R

3 ThreatDefense FHOHOary 74 FXal—vay 774 FHLRWES :
Virtual CLI vy N7 v 7T Y — RZ&fER L T Threat Defense Virtual Z B3 L

\ij_O
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#0A0av T+ ¥aL—var 771 00%E [

D—9AR—R | FIE

:_./4"\.: Management Center | Secure Firewall Management Center % fifi | L 7= Secure Firewall Threat
N Defense Virtual 0%

FEOHDOVIA4FXaL—23Y T74ILDER

Threat Defense Virtual Z &3 57512, O HHO a7 4 Falb—vay 77 A VEHEFT
EET, ZOT7 7 ANMT B OBARHTHET SN OPMRET - 25T F A B
T ANTT, ZOPMEREIX. lday0-config)] EWHTHFA K 77 AL LTHREDIEE
T4 L7 b UK S . é% day0.iso 7 7 A W~ EABRIVET, T D day0.iso 7 7 A /b
DA OEEIRFIC~ 7 > h SN TRARDILET,

|

BE  day0iso 7 7 A /UL, BHIOT — MEHEHCTXALERS Y 7,

B AKFZ Day 0 DIERL T 7 A NV Z2EH 5 & AT 1 X T Threat Defense Virtual 777 A
T AR EE TR CIATTEET, WERETHI LN TEET,

e N a—HW— S48 28KE (EULA) DEER,
e VAT LADEKR A N,
EHET AT NOFH LWEEEZE NA T — R,

« ‘WHE— K, Secure Firewall Threat Defense Virtual 7 /XA ZADOEHIE 2 2—) 2=
LT 7EEN,

[2—H B (ManageLocally) ] % [I1X\ (Yes) ]IZERET 572>, F721% Management
Center 7  —/L K ([Fmclp]. [FmcRegKey]., ¥ & OF[FmcNatld]) (Z1E#HE AT13 52 &N
T&Ed, FEHLTWARVWERE—FTIE, 74—V FZZEOFEIZLET,

RO T AT U F =N T— R, MUIDT 7 AT VA= =K b—Tv FELiF b
TFUARTLYUN) ZRELET,
1 — 71 /L@ Device Manager Z i L TRHZEHT L5 TEDLEIL. 77 AT U+ —/b
E— RIZIII—T v FOZREZFRETE £7, DeviceManager #fH L TKT7 2 AT L
NT77AT T4 —VE— DA U F—T = ATRETEEEA,

T TIAT UAPERR Yy N =7 TlETL5Z L& 5%y MU —7RIE,

s Threat Defense Virtual & 7 7 A ¥ E— RCRETH2NAF > K7 e T— NCEMIT I,
HIEECEHEIAY A,

HFIC Day 0 DR T 7 A NV Z2ER L7220 ald, EEIRICC AT LAONERELZEET D
VENRH D F9, FEMIcO VTR, [FOADay 7 X2 —ary 77 AEFHLRN
EE) (64 X—) | LT EEW,
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B zoe00 7 %a—var o7 ok

\)

GE) Z OB T Linux 2MF I S TWET 2, Windows DS ICHLEO2—T 4 VT 42350 £

@—O
FIEDHE
1. [dayO-config)] & V)97 F A Kk 7 7 A JLIZ Threat Defense Virtual ® CLIGXE ZFEA L £ 77,
F v NU— 27 F%E & Management Center OE FRIZB 3 2 1FH 2B L £97,
2. TXALT77ANEISO 7 7 A MTEH L TRAIECD-ROM %4/ L £ 77,
3. FlEZ#VIKL T, AT 2 DeviceManager = & IZ—FH DT 7 /v ha% €7 7 A V& VERK
L/i‘j‘o
FIEDFHH

RATw 1 Tday0O-config] L\»H 7 F A K 77 A /LT Threat Defense Virtual ® CLIFZEZFEALE T, *v hU—7
A% & Management Center OE BLIZ BT S 1F# A2 BN L £7,
i

#Firepower Threat Defense

{

"EULA": "accept",

"Hostname": "ftdv-production",
"AdminPassword": "r2MS$SO"Uk69##",
"FirewallMode": "routed",
"DNS1": "1.1.1.1",

"DNS2": "1.1.1.2",

"DNS3": "M,

"IPv4Mode": "manual",
"IPv4Addr": "10.12.129.44",
"IPv4Mask": "255.255.0.0",
"Ipv4Gw": "10.12.0.1",
"IPv6Mode": "enabled",
"IPv6Addr": "2001:db8::alll:b221:1:abca/96",
"IPv6Mask": "",

"IPveGw": "",

"FmcIp": "",

"FmcRegKey": "",

"FmcNatId": "",

"ManageLocally":"No"

11— 71 /L @ Device Manager %4 21213, Day0 DK ~7 7 A VAT [r—B/WIZEH (ManageLocally) ]
WRFL T (Yes) 1&E AN LET, F721X. ManagementCenter ® 7 ¢ —/L K ([Fmclp]. [FmcRegKey].
F LU [FmeNatld]) (AN LET, EHLTOWRWERF T a VORAIE, ZbD7 4 —/L RE2EH
DEFIZLET,

RATYT2 THAL 77 A% ISO 7 7 A /WS L THARCD-ROM Z Ak L £,

&1

/usr/bin/genisoimage -r -o day0.iso dayO-config
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Threat Defense Virtual (D FCEf .

EJ S
51 -

/usr/bin/mkisofs -r -o day0.iso dayO-config

ATy 73 FlEEZMEYIKL T, AT S Device Manager = & Z—E DT 7 4V b€ 7 7 A WV EVERK L £,

RDZERY
o virt-install 2 L T\ 28561, virtdinstall =< > FIZIROITEEMLE 9,

--disk path=/home/user/day0.iso, format=iso,device=cdrom \

« virt-manager % ffi ] L TW 554, virt-manager @ GUI % /] L T/4E CD-ROM % 1Ei% C
FEY, (V9740 a—P— A F—T 242 (GUD) O (61 2—) | &%
LTS IEEN,

Threat Defense Virtual DC &
BARXRYVY T rE2FERLEES

virt-install ~<X— ADEAAZ U 7 | &{# ] L T Threat Defense Virtual Z&Z#) C¢& £9°,

BREICKEZR AR Yy v/ T—FREBIR L U7 —~ AR T&E b2 LIk
BELTLEESY, HHTOXy v o T— R, T—FHRENEETINE I DCEEL S
Z. XY via T—RET A ATDNRT 3 —< L AT HHEBLET,

HFKVM T AR TART A B =T =2 AT, HEINTEZVTNNOF Yy v 2F—R
(writethrough, writeback, none, directsync, F7-iXunsafe) #f5E T £J, writethrough €—
RIZFEARY ¥ v v 2 2846 L £, writeback [ZFiAH 0 /EEiIABLT v v 2 4L F

9, directsync [ZIHFA =V F ¥ v 2B NA NZALET, unsafe TT X TOa TV E

Fyrvval, FANNDLDT T vy 2 8RABEST NN H Y 7,

« cache=writethrough (%, R A F CZRDIEBENRELIZGEDOKVMZ A h <> v EO7 7
A VAR 2K C & £ 97, writethrough & — RO %2 BEID L £,

« 7272 L. cache=writethrough /%, cache=none £V 7 ¢ A7 1/0 EXIALNZ W=D, T «
ARG RT f =< VR TETHAEELH D 77,

o« -disk &7 2 D cache N T A —Z HHIRT D56, 7 7 4V MME writethrough (272 0 F
R

Xy v a AT arEBRELRWVE . VM EIERT D 72 DI MBI & RIE I e S
nNa2%abH0E9, 2k, HVRAIDZ Y Fa—F (21X T 4 A7 F % v THENIN
BNbORHLZ ENRKTT, ZOD, T4 AV v v 7 HEGHICLT (

ache=none) . writethrough% 7 7 4+ /L MIRRET D &, T — X OEEMEZ R TEET,
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B s xou7rzEmLrED

» Threat Defense Virtual /38— 2 & 6.4 LAFRIL, FREEFIREZ vVCPU B L AEY U VYV —R %
ERA L CEB SN ET, 6.4 L VAETD/N— g > ® Threat Defense Virtual 1%, [ EHEK D 4
vCPU/8 GB 7 /3A A & L TR &4 TV E L7z, % Threat Defense Virtual 77~ b7 % —
LA XD -—vepus B L W -ram /X7 A —Z THHR— F STV HHEIZONTIX, IROEZ
ZHRLTLLIEEN,

% 12:virt-install THR— b ENBvCPUB LU AT N5 A—4

--vepus --ram Threat Defense Virtual 7’5 v b 7+ — LD A
z

4 8192 4vCPU/8GB (77 # /v |)

8 16384 8vCPU/16GB

12 24576 12vCPU/24GB

ATw 71 lvirt install ftdv.sh] &9 virt-install 227 U 7 k& ER L £9,

Threat Defense Virtual VM D4 FiIL, 2D KVM R Z k EOMOFEE~ » (VM) 2KICBNWT—ETH
52 EMNMETY, Threat Defense Virtual X K 10 HOFR Y hTU—F £ VA —T = A AP HR— b TxF
T, ZOFITIE, 40D v F—T A ZAZFEHLTWET, KA NIC IX VirtlO I T2 MLERH Y £9°,

G¥) Threat Defense Virtual D5 7 # /b R EIZ. BEHA L X —T 2 A, ZA ¥ —T =24 A B
FORNEA v 2 —T 24 ZAZR YTy b EICRET S 2FHREE LTET, VAT AT
1T, Dl b 400 0 H—T 2 A ANEFITEBTEILERHDET, Xy FT—T~D
AVE—T 2 A ZADEN B TIX, KOIRFETHDHZ ENRMETT,

c()EHA X —T = A A (WZH)
QWA E—T A A (WIH)
BV A v H—T = A A (WFH)
(@) NEA B —T = A A (WZH)
c(5) UER) T4 A H—T A A kK6

[N

Sy

51

virt-install \
--connect=gemu:///system \
--network network=default,model=virtio
--network network=default,model=virtio
--network network=default,model=virtio
--network network=default,model=virtio
--name=ftdv \
--arch=x86 64 \
--cpu host \
--vcpus=8 \
--ram=16384 \
--os-type=linux \
--os-variant=generic26 \

P
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7574 a1—H—428—7z4% @) oen [

--virt-type=kvm \

-—import \

--watchdog 16300esb,action=reset \

--disk path=<ftd filename>.gcow2, format=qcow2,device=disk,bus=virtio, cache=none \
--disk path=<day0 filename>.iso, format=iso,device=cdrom \

--console pty,target type=serial \

--serial tcp,host=127.0.0.1:<port>,mode=bind,protocol=telnet \

--force

ATFw T2 virt install A7 V7 N EFETLET,
11
/usr/bin/virt install ftdv.sh

Starting install...
Creating domain...

T4 RURHE, VMO Y —ARERRENET, VMREEBIFTHD I AR TEET, VMO
BB FE TS0 D F4, VMABAEEBLZH, 2 Y —/VEEHNS CLI 2~ REETTEE7,

RDRARY
WOFNEL, BN LZEHE— NIk TRRY £9,

o [R— A VIZEEL (Manage Locally) ] C[WWh 2 (No) ] #32IN L72346 1%, Management
Center % fifi F§ L C Threat Defense Virtual & ¥ L £, [Secure Firewall Management Center
Z{#i L 7= Secure Firewall Threat Defense Virtual D& B (437 X—7) | 2B L T E X
A

BWHA Y g v OER TFIEOEEEIZ DWW CIE,  [Secure Firewall Threat Defense Virtual 7 /34 A
DOEBFE Q=) | 22RLTI7EE,

G574 A—HY—AL203—Tx4 R (GUI) DITEN

GUI Z il L CKVM AR~ v v BT 572D DA =T ) —=ZAF T2 a RN Db Y
£7, LAFOFNATIL, virt-manager (Virtual Machine Manager & & FEiE40%) % L C Threat
Defense Virtual Z f2#) L 9", virt-manager |Z, 7" A MEE~ > U ZEREB L OVEBLT 57200
VAo NI A s

)

GE)  KVMIZ, SFE&EAREHEOCPUEZTI 2L — FCTXET, VMDA, BHIIFA M AT
LD CPUIZEEIZ—HT 270ty XA TERIRTHIMLENRHY 7, ZHicky, KA
h®D CPUBEHE (CPU 7 7 7 L M ENET) BRVM THEHATZ XL 51272 £9, CPU XA
THRRAMIRET HDLENDY T, ZO5HE, VMIZHAA M AT A& E -7 < [H L CPU
777 RbLET,
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B /5o rra—v—vgos—7:42 GU) oew

AT 1 virt-manager ZEE L £9 (FTU4r— 3> (Applications) 1> [ AT LY—IL (System Tools) ] >
MR~ U< HR—T ¥ (Virtual MachineManager) ]) .

INAR=RAPFDORIR, BLOL—F RRAT— RO AN ZRDLNDAHEENH O 9,
ATFwT2 EEMORZ %2277 L, [VMOBFHAIERK New VM) 17 4 — R&2B& £,
AT T3 T OFEMEALET,

a) AXNL—T 4T VAT LAOEE, [BFEOT 4 AT A A—T %A R — K (Import existing disk
image) | ZI®IRL £7°,

TOFETTFAAT A A=Y (FRICA VA M=V ENT-, T — MNABEREASXL—F 4 T 2T
LEEATNBEHLD) A v AR—FTEET,
b) [k~ (Forward) 1% 7 U v 7 LTHATLET,
ATYTd TAAT A A—=VEu—FLET,
a) [ZM.. Browse..) |27 Vv 7 LTA A=Y 77 A VEERLET,

b) [0S% A 7 (OStype) 1iZiX [ILH (Generic) | #ERL £,
c) [k~ (Forward) 1 %7 Vv 27 LTHATLET,

ATFYTE AEFVBIVRCPUA T a v EZHRELET,

BE Threat Defense Virtual i3, BEEAEAFICESW TR B A L—7"» F L~ & VPN IR %
T IR T =~ AW A2 A Y HR— L TOET,

% Threat Defense Virtual 77 v k7 4 — A --vepus 3 LW --ram /X T A —Z THHR— h I
TWDHNT f—~ 2 AMEE L EICOWTIE, ROEXEZBRL T EEW,

R1IBAEEILUIR—C XY THR— L ENDBVPUB S U AT INTA—4

CPU AEY Threat Defense Virtual 75y k 7+ —LDHY A X
4 8192 4vCPU/BGB (77 # /L )

8 16384 8vCPU/16GB

12 24576 12vCPU/24GB

a) ThreatDefense Virtual "7 > F 7 4 — LA XZxHET 5 AEY) (RAM) RIA—ZEFELET,
b) Threat Defense Virtual 77 > b 7 4 — L% A XTKkHET 5D CPU RN T A —F R ELET,
c) [k~ (Forward) 1 %7 Vv 27 LTHATLET,

ATYT6  [A VA N—IVHNIHEE AKX~ A XF 25 (Customize configuration before install) | F = v 7R v 7 A%
A LT, [4ET (Name) (2 EELCHH [T (Finish) 1227 UV v 7 LET,

ZOEEERAITO L. O T 4 = RRHE, B~ D= R = TRELIBIN, IR, RETDHZ
EMTEET,

ATYTT1 CPUMHAERD L HIZEFLET,
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ATvT8

ATy

ATv 710

ATvIN

7574 a1—H—428—7z4% @) oen [

FEA D SB[ at ¥ (Processor) | #83ER L, [E&XE (Configuration) ]>[ KRR FCPURERL®D 3
E— (Copy host CPU configuration) ] Z##R L £,

TS T, WHEARAX MO CPUETF AL LHREN VM ICEHAINET,

BT 4 A7 R ELET,

) EBOSAFANE [F 4221 (Disk1) ] 20 LET,

b) [FEMIA 7L 3 (Advanced Options) 1 %27V v 7 LE7,

c) [7 4 AZ/NZ (Diskbus) ] % [Virtio] IZ5XE L £,

d) [A L —UBA (Storage format) | % [qeow2] [IZFRE L E T,

VUTN Ay —LEHRELET,

a) DS F)E [22 Y —/L (Console) | 3R L E£9,

b) [HIFR (Remove) | ZEIRLTT 74/ b 2V —LEHIFRLET,

¢) [~ R7 =7 %8/ (AddHardware) | %27 Vv 7 LTY U TV TNA AZBMLET,

d)y [T/ A¥ A7 (Device Type) ] T. [TCP net console (tcp)] ZZR L E 77,

e) [E—F (Mode) ] T, [——F—F ()1 F) (Servermode (bind)) ] ZERL 7,

f) [FAADF (Host) ]I imoomkkﬁb IP7 RLARL-BEOR—FESFEZATLET,

g) [TelnetZffifH (Use Telnet) | R~ A% A LET,

hy TNRARANRTA—ZEFZELET,

KVMZ A RSN TEITI Ty v a LI L EIUTEnDT 7 a U HNEBITRI T—SND Lo v+ v
F Ry TNARERELET,

a) [/»N— KU =7 %M (AddHardware) 1 %27 Vv 7 LTUFvF Ry 7 T4 A&BMLET,
b) [EF /L (Model) ] T, [T 74/b bk (default) ] Z3EIRL F,

¢) [77ar (Action) | T, [ A ME@EHIFICY &~ b (Forcefully reset the guest) ] ZER L £ 77,

DI EbADDIIER Yy N =7 A U F—T =2 ZAEFRELET,

[/N— KT =7 OB (AddHardware) |27 U v 27 LTA X —7 A A%BI L, macvtap #i%&RT 5
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c5d.4xlarge 16 32 8
cSn.xlarge 4 10.5 4
cSn.2xlarge 8 21 4
cSn.4xlarge 16 54 8
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FTDv20 4 27/8GB 3Gbps 250

FTDv30 8 = 7/16 GB 5 Gbps 250

FTDv50 12 =27 /24 GB 10 Gbps 750

FTDv100 16 = 7 /34 GB 16 Gbps 10,000

NI+ —I 2V ADEFEL

Threat Defense Virtual D E D /X7 3 —~< L A FEB T AH72012, VM &R A Ol )7 2 74
THZENTEET, FEHICOVLTIL,

SV,

[AWS TORAYE DT & fifk) 22 L T2

Receive Side Scaling : Threat Defense Virtual |& Receive Side Scaling (RSS) & AR — K LT\ &
T ZHE Ry NI T H TR o THEO T n ey aTIicry N —UZFE LT
T4 w7 BT AR ENST 7/ aY—TF, X—=Tar T0LLUBKETHR— SN

TWET, FEHIC VLTI,

STEEW,

Threat Defense Virtual D %|[EE 18

[Receive Side Scaling (RSS) FADHEE DO RX F =2 —] 2B LT

HELEI N DA L AHZ AT ¢Sxlarge TY, c3.xlarge £ V' AX L ATILAWS UV —2 3 T
DR AHERHIR SN ET,

EBIRFIZIT, 2 0DEEA U —T 2 A AP IS TV DMENRH Y £,

BT AITIZ. 20D RNTF T AT A B —T oA AEL2ODEBEA L E—T A2 (&

FH4ODA U F =T A R) PLETT,

N

(G¥)  Threat Defense Virtual (X2 D 4 DDA 2 —7 = A ZAN2FUEEE L EH A,

*AWST KT 74 w7 A B —TxA AERET H5E. [FEILAEHLEOE L O (Change

Source/Dest. Check) |4 7Y a v M THLERH Y 7,

IP7 RLA (IPv4 B L OVIPve) %X EIX (CLI D HEEE L7z b @ TH Management Center 7>

LIERELIEZELDOTH) AWS 2 VY — LV THERSNZb D L —ETH2XLERHY 5, B
BHEFICRRE 2 EEIHO TN,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K ("—2a>14) ||


https://docs.aws.amazon.com/lambda/latest/operatorguide/perf-optimize.html
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B awszEsoms:

* Threat Defense Virtual Z%§k L7-1%., 1 ¥ —7 = A A% #wt L. Management Center CH
INCTHRERHY ET, IPT RLAL, AWS TRESN/A v F—T =24 AL —HL
TWDMENRGH D Z LIZEBR LTSN,

¢ NFUART LU N E—FR, £ T4 F—F, Ry 7 £— RIHFLETHR— K&
WTWER A,

A UH =T oA REEFET DI, AWS 22 Y — LB ER LTI LERSH Y £5, AWS
Z1 Y —)L T, Management Center 75 A > ¥ —7 = A ADXEREMEER L, AWS AMI = —
P A v H =T 2 A ZAEFHLTVDA LV AZ A EEIELET, RIZ, BHETLHA
F—=T A AEGIVEEL, LA v Z =T = 22 LET (BET 2123, 2250
NI T4 I AE—T oA RAEL2ODEEA L E—T 2 A AVPKLETHDLZ LITHERL
TLEEW) , ZIZTC, A AF A% HE) L, Management Center (2388 L £,

Management Center 7>, 7 /3 A VX —T = A A&REL, AWS 22V — /L) BHITH5
TERE—ETHEIC IPT FL A (IPvABLUIPV6) LD/ T A—Z ZJEH L F
R

N

GE)  IPvelX., TaT VAKX v (IPvd+IPv6) E— RCTOAFHTE
F7,

« T MRICA VU E =T 2 A A EBEMTHZ LITTEEE A,

e Snort D ¥ v M T IATEEREIR N7 0 . VM BNEERINCEL 7Zeo72 0 o 7 B
REENR R ONDHEC, FFEOT B ANRFEITIND & X121, Threat Defense Virtual
iscto“VMTx Erbr 72 ELET, 2FN7R CPUMEAE, A€, VOMAE, B

Ot M0 /EEIABREO e 7 OWEIL, BED T TNV a—TF 4 U TITEL DL E
?‘o

*Snort D ¥ v hH T URHZIX, CPU & VO OEHAENEL 20 3, +o2 AT U N7
<. HHOCPU R WHE—DKR A b EIZEE D Threat Defense Virtual A > A Z 7 A DBMERL
INTWBEETL, Snort D v v b & 0 AZHEEI 23 )03 5 T Snort 2 7 AMERE S £ 77,

AWS IZIEDEETE

Threat Defense Virtual 2 AWS [ZJEBA3 21213, RBIZEA O EAFI X ORE 2 H L T Amazon
VPCERET DHMENDH Y FF, ZFLAEDRETIE, By N7y 7 U4 = Ricit-oTky
N7 w7 HEITTEET, AWS Tk, BEGIEFMKEICEDS £ T, —EvRIZHETHHH
ERERST-F T4 R¥a Ay MEREL TOET, FEIC OV T,
https://aws.amazon.com/documentation/gettingstarted/ Z 2 L T 72 &0,

AWS O N7 v FEBEYNZHEIIET B 7=9H12, %< =27 2 a3 > Tk, Threat Defense Virtual
VAH U ADEEENRTO VPC 3 X OVEC2 #EUIC DWW THEIA L £,

« VPC OERL (79 ~—2)

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)


https://aws.amazon.com/documentation/gettingstarted/
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VPC D {ERL

ATy T

ATvT2
ATvT3
ATvT4
ATvT5

vee ot

A E—Xy b T—= U= ADEM (80 R—)
7Ry OB (81 X—)

e Jb— K F—=TLOBEM (81 X—)

X2 UT 4 FNA—TDIERL (82 —)

c Xy NU—7 AU H—T A ZADMER (83 ~X—)

* Elastic IP DfERK (83 ~—72)

XL B
cAWS 7T Hh v b EERLET,
« AMI % Threat Defense Virtual f > A X LV AMEHATE 52 L 2R L E T,

BT 74—k 77T K (VPC) X, AWS T H U v hHEHORER Y NV —2TT, Zh
X, AWS 7 7 7 RNOMORAE R » 8T —27 22 Him BRI /0B STV E 9, Management
Center Virtual X Threat Defense Virtual f > A X A7 ED AWS U YV — R % VPC |[ZEZE T Ja“ ES
T, VPCEBRETEET, DI, ZDOIPT FLAFEPAZENL, 71y MEERL,
NT—=TN, Fy b= F—F Uz, BILOEXF2 VT A HELIERTEET,

VPC &7 %> FTIPv6 CIDR 7 1 v 7 Z AT 5 A OV TIE, AWS D R A b
[Enable IPv6 in a VPC with a public and private subnet] %S/ L T 72X,

http://aws.amazon.com/ {21 74 > L, HURA SR L £7,

AWS T HWMZ

DT RO HIIC Bl STV E T, Hisid, EiEoL LR RISNET, & 5 ik

WO Y Y =213, BIOHBIZITFRRSNEE A, BROHIBNICHFEL TWD 2 & 2 EHRICHR LT

TZE,

[—E R (Services) ]>[VPC]DIEIZZ Y v 7 LET,

[VPC# v ¥ 27— R (VPC Dashboard) 1> [fiH7 5 VPC (Your VPCs) | DIEIZZ U v 27 LET,

[VPCOYERK (Create VPC) 1% 7 VU w7 LE7,

[VPCOAERY (Create VPC) | # A TRy 7 AT, RDOLDOEASLET,

a) VPC #ikhl 3 52— —ERKD [4A1% 7 (Nametag) ],

b) IP7 KL ADIPVACIDR A w4, CIDR (7 T AV A RAAL UEN—T 4 7)) OFRTLEZ, IPT
RUREZNZBEEMNTONTWDINL—T 4 T TV T 4 7 ADa L Xy "NRRITYT, & z23,
[10.0.0.024] A LET,

¢c) IP7 RLADIPVGCIDR 7Aw#4, CIDR (7 T AV A RAAL UEN—T 42 7) OFRLEZ, IPT
RLRAEZNCBEEMTONTWDA—T 4 > 7 VT 4 7 ADa g NeRBTT, [2/0] 23] &
LCETLNET,

Cisco Secure Firewall Threat Defense Virtual R 2 — 7 v THA K ()\— 32 14) .


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6.html#vpc-migrate-ipv6-example
http://aws.amazon.com/

AWS T Threat Defense Virtual DER |
B s+ vrs—rozqsoem

d) BT T4 =K T 7 RTIPV6 ZHENIT HIZIL, Amazon 2D IPv6CIDR 7By 4 & L TIPv6
CIDR 7Ry Y &##iR L E7,

e) [T 74/ F (Default) 1D [7TF > b+ (Tenancy) 7% E, T VPC CRENINIZA AKX AN, #
BRI RES N T o NEEEAT L LI LET,

ATYT6 [T, ELFE9 (Yes,Create) |22 U 27 LT, VPC Z1ER L 7,

RDZRY

)

GE)  IPv6e7ZEMHLT, (XY hU—2, BT Ry b, A X —Tx2—AREEBETDHZ L
IXTEFEHA, T 740 b TILIPvE BEH S, IPve b —fEICAcTE £,

KDt 7 gy THAINTWA LI, VPCITA v F—Fy N F— T A BB LFET,

A3 =y b T—r A DIENM
VPCH A H—Ry MIEERT 272018, A1 V¥ =Xy M= U =A ZBINTEET, VPC
DIBDOIPT RLAD NT T 4 v I A B =Ry M= T oAV —TFT 4 VT TEET,
L& B
* Threat Defense Virtual DA > A & > 2D VPC #1ERK L £ 9,

ATvF1 [h—E & (Services) 1>[VPC]DIEIZZ Y v 7 LE T,

ATwF2 [VPC ¥ v 2R — K (VPC Dashboard) |>[A > ¥ —F v % — kD=1 (Internet Gateway) | DJEIZ Y
Uy Z LThb, [ ¥—3%v b — b= A DOFER (Create Internet Gateway) | %72 U v 27 LET,

RT9 T3 2—F—ELZD 4147 (Nametag) |2 AN LT — T =A ZFEL, [1TV, fERLET (Yes,
Create) | %7 Vo7 LTHF = o=A ZERLET,

ATV T4 BIOAT v 7T TERLEY— MU oA 238N L F9,
AT w75 [VPCIZHHE (Attachto VPC) &7 U v 27 LT, LIRNI/ER L7z VPC 28R L £,
ATYT6 [TV, B LET (Yes, Attach) 1227V v 7 LT, =T =A% VPCIZBIMLET,

T7HN TR, F— b= PEREINTVPCIZER SIND ET, VPCTEEISNIZA V AH AT A
=3y hEEETEEE A,

RDRARY
WD 7 varyTHAINTWAESIZ, VPCIZH TRy hEBIMLET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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e |

I3y FDIENM

ATy T
ATy T2

ATvT3

ATvT4
ATy TH

IL—Fk

ATvT1
ATy T2

ATvT3

Threat Defense Virtual DA > A X L ANEERHETEX D VPC DO IP 7 R LU A§IHEZ® 7 A > MET
HIENTEFET, EXx2V T4 BIOEHO=—XZEL T, A VY AZX A5 T NV—T{bT
B2 DY T % M EAVEMR TE £9, Threat Defense Virtual Tlx, EHHADOYV TRy F&E T
T4 7 HOY TRy NEERTOILERH Y 7,

X C&H B

« Threat Defense Virtual D1 > A X > A D VPC Z1Ek L £,

[F—E A (Services) ]>[VPC]DIEIZZ V27 LET,

[VPCH v ¥ 27”h— K (VPCDashboard) ]>[% 7 %> & (Subnets) JDIAEIZZ UV v 7 LT, [V7 >y hOIE

ik (Create Subnet) | %7 U v 27 LET,

[F7 %> FOFERK (Create Subnet) | XA 7 a2/ Ry 7 AT, MOLDOEANLET,

a) V7 Fy bEHNT LI —YP—EFRD [4H1¥ 7 (Nametag) ],

by ZOV TRy MIEHT S [VPC),

) ZOV TRy NWBEFEET D [AHMEY —2 (Availability Zone) ], [%E72 L (No Preference) ] % i&R
L. Amazon 2S&ERT LY — L 2 ERET,

d) IP7 KL A®[CIDRZ 77 (CIDRblock) ] (IPv4 B L ONIPv6) , 7 %y hDIP 7 KL ADHiH
X, VPCOIP 7 RLRFFHDOY 7y N CTHLMLERHD £F, 7rvy 7 + A4 XL, /16 X hT—
I RATIPD 28Ry NU—2 v A7 OFFHATHRET H2HLERHY £3, 7Ry hOH A XL VPC
DY ARXERULICTDHI ENTEET,

[, B L ET (Yes,Create) [#7 Vw7 LT, # 7%y FE{ERRKLET,

MR OV T Xy MZOWT, FIEEZEVELET, N7 7 40 v 7123073y &KL,

T—H NTT 4y TICHERBEOY TRy NEERRLET,

RDBERY
DY 7 g THBAEN TS L HIC, VPCIZLV— K T—7 Bl ET,

T—JILDIEN
VPC ICERE LT — 7 =210V — b T—T N2 T& £, £/, oY 7 %y b
Z1ODON—F T—TNVCEEMTLIZENTEET, LML, 1 20T 32y MI—EIZ 1
ODN— bk T—=T I ULNEEMIT D ERTEERA,

[—E 2 (Services) ]>[VPC]DIEIZZ YV v 7 LET,

[VPCH v 27”"— K (VPC Dashboard) ]>[/L— k7 —7 L (Route Tables) | DIEIZZ U v 7 LThb,
[V— R T —T7 /VDIERL (Create Route Table) 1 %7 U v 27 LE7,

N— K T—=TNEHBNT D —F—ERD [4AT1F 27 (Nametag) | Z AT LET,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K ("—2a>14) ||
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B cx2050v0—Fokm

ATYT4 ZON—F T—TNEMHTS[VPCl 2 kuy 77Xy JARNPLEIRLET,

AT 5 [T, fERLET (Yes,Create) 127 U w27 LT, V—h T—T7NVEERLET,
ATvT6 ER L7z — b T—7 NV %BIRL £7,

ATvTT b—bF (Routes) |7 %27 U w7 LT, A i — MEREFRLET,

ATy 78 [ME (Edit) 1227V v 7 LT, [Blo/— -%BEM (Add anotherroute) ] %27 VU v 7 LE 1,

a) [#84% (Destination) ] #lZ, 10.0.0.0/0] . F7=Ii%, IPv6 b7 7 4 v ZIZOWTILTXT [:/0] AT
LET,
b) [#—7% > & (Target) [ FIT, F'— U =A ZRIRLET,

ATY T [fR17FE (Save) |27 U 27 LET,

RDERY
WDt s varyrCuATsEIC, Ex=2U T4 ZA—T7%ERLET,

X)) T4 JIL—TDIERK
s a han, R—b, BECIPREEZEET A2V L EFHLT, EX=2U T4

TN—TEERCTEET, HEA LV AZ L RZEIN Y THI LN TES, SEIFRELRLL—
NEFALT, BEOeX=2 VT 0 JV—TEERTEET,

ATy T [—ER (Services) 1>[EC2] DIHIZZ U~ 7 LET,
ATw 72 [EC2¥ v 2R — K (EC2Dashboard) ]>[t =V T ¢ 7 /—7 (Security Groups) | DJEIZZ UV v 7 LE
T
ATV T3 [EXa VT 4 7 NV—TDVER (Create Security Group) %2 U v 7 LET,
AT T4 [BX= VT 4 7 N—TDFERK (Create Security Group) | Z A 707Ky 7 AT, WONEEZANILET,
a) X2 VT4 IN—TEHBNTD2—V—ERD X2 T 1V /V—T4 (Security group name) ],
b) ZoOtX2VT 4 FA—T7O[#B] (Description) ],
) ZDkX2VUT 4 F—FICEEMNT b7 VPC,
ATY TS [BXx a2 VT 4 7 /L—7)b—/b (Security group rules) ] Zi% & L %7,
a) [A1> N7 K (Inbound) | ¥ 7 %27 Vw27 LT, Pb—/r®iB (AddRule) 1227 Vv 27 LET,
GE) Management Center Virtual 22 AWS OS2 HEH$ 5 (21%, HTTPS B L U'SSH 7 7 £ A0
VBT, ZRUCHESWT, RETIPT FLAZRET OLENH Y 3, Fiz,
Management Center Virtual & Threat Defense Virtual O[] 5 %2 AWS VPC W T & L T\ 55
G TTAR— N IPEHRY TRy b7 IR AEFAITDLEND Y T,

b) [77 T F (Outbound) [ # 7 %27V w7 LTHEL, Pb—/LDENM (AddRule) 1227V v L
T, TURMNGURRT T4 T D= VEBINTHN, 774V D [TXTORTT7 17 (All
traffic) | (A 7 (Type) 1DHA) BLORHUEED%ESE (Anywhere) | ([565¢ (Destination) ] DA
DEFIZLET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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ATvT6

b=y 108—7x1 20tk |

X2 VT 4 IN—TEERT B, [fEKR (Create) 1227 U v 7 LET,

RDERY
WD 7 aryTHASINTVWE LT, Fy NT—F A2 —T A4 ZAZERLET,

Y RIT— 4203 =T 14 ADERK

ATy T
ATy T2

ATvT3
ATvT4

ATy TH

ATvT6
ATy 17
ATvT8

Threat Defense Virtual DR > "V —27 A LV Z—T = A A1, HIOIP 7 KL A (IPvd BLW
IPv6) FE72ILDHCP Z#fiH L CIECE 7, ERMREBHOMLEIIZC TRy hTY—2 A
V=T A A (NEEB LU 21ERR L FT,

[YF—E A (Services) |>[EC2]DIEIZZ U v 7 LET,

[EC24 v+ =" — K (EC2Dashboard) [>[**ry hU—27 A ¥ —7 = A A (Network Interfaces) ] DIEIZZ

Vw27 LET,

Ry hT—0 A B —7 A ADVERL (Create Network Interface) | %27 U v 7 LET,

[Ry NT—=T A4 —T x4 ADERKL (Create Network Interface) | ¥ A 72 7Ry 7 AT, ROHLD%E A

HLET,

a) Ry M= A H—T 2 RAIETEAF TV a v Oa—F—EFZD [ (Description) ],

b) Rey7X0Ur JRXRING [ 7Ry b (Subnet) | Z8R L £ 7, Threat Defense Virtual A > A % L A
ZERKT 2 VPC OV 7Ry PABRSNL TV D Z & 2R L £ T,

c) [FT7A_X—=PHFIP (PrivateIP) |7 KL AZ AN LET, HHIPT FL A (IPv4 B L O IPv6) F7/-1EH
4k (DHCP) ZfHT& %9,

d) [Bx=UT 17 N—7 (Security groups) | % 1 DL EBIRLET, ¥X=2 VT 4 Z—TDNER
A= IR TRTEHNTND Z AR LET,

[*y bU—2 A2 —T7 x4 ZADVER (Create network interface) ] %27V v 27 LT, X hU—27 A

2 =T A ZAFLET,

B L2y NI —7 A v F—T o A%BIRLET,

A7V w7 LT, EEILAELEDETE DM (Change Source/Dest. Check) 12N L F 4,

[EE T F 72 ITRE e OfERR  (Source/destination check) 1 D T2 5 [A2ME (Enable) | F =y 7Ry 7 A

ZATZIZLTC, [R1FE (Save) 1272V v 7 LET,

RDARY
WDY 7 aTHAT AL 912, ElasticIP 7 R LA &2ERR L E T,

Elastic IP D{ERK

AVABRUAPMEREND L, RXT YT IPT RLAZEDA L AZ  AZBEMT O E
T, AV AB AL THLHSGTHE, Z0O/X7 Y v 7 IPT KA (IPv4 3 L OVPv6)

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K ("—2a>14) ||
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BB AER I NE T, ZOMBEZMIT HI20E, ElasticlP 7 Ly o 7 &R LT, K
W72 XT ) o JIPT RV AZZFDA L AKX L AZEY Y4-CFE 9, ElasticIP1d, Threat Defense
Virtual B XD A V AH o ZA~D Y T—F T RRERAINAT7 Y v 7 1P HICTRE
nFE7,

\}

Gx) 7<%, ThreatDefense Virtual @¥A X —7 = A AH L 2ZMWA % —7 =14 ZHD Elastic
IP7 RLURAZERHR LT IZE0,

AT9 1 [h—E R (Services) |>[EC2]) DIAIZZ V> 7 LET,

RATw T2 [EC2¥ v v 27— K (EC2 Dashboard) ]> [Elastic IP (Elastic IPs) | DIEIZZ U v 7 LET,
ATV T3 [HHT FL2ADE Y YT (Allocate New Address) | %27 U v 27 LE7,

AT T4 VB Elastic IP B LUOVIT U w7 IPIZONWT, ZOFIREMHEYIELET,

ATY TS5 [T, #YYTET (Yes, Allocate) %2 U 2 LC, ElasticIP Z1ER L £9°,

AT w76 BRIV Elastic [P IZDW T, ZOFIEZBEVIELET,

RDZERY
WDOE 7 g THAINTWS X 912, Threat Defense Virtual 2 B L £97,

Threat Defense Virtual D& A

theb BHEIIZ
WD L EREERELET,

c AWS BB E (78 X—30) OIBIIHE-> T, AWSVPC BLOEC2 D=L AL % &
H/E_’Li—é—o

o AMI 79 Threat Defense Virtual f > AX VA THATE 52 L MR L F 9,

ATw 71 https://aws.amazon.com/marketplace (Amazon ~—%47 > F 7 LA A) [ZBEILTH A A LET,

RATv T2  Amazon ¥v—7%7 v b7 LA RlZua FA %, Threat Defense Virtual (Cisco Firepower NGFW Virtual
(NGFWv) : BYOL) Hlicf#EfishTnwa V72270 v 7 LET,

GE) TTICAWS A L TWEGAE, V728075123, WoltAthrA 77 LT
b, YA U AV LETHVERNDY £97,

ATwv 73 [KAT (Continue) 1% 7 VU 7 LT, [FEhHEE) (Manual Launch) 1% 7 %27 U v 27 LET,
ATy T4 [RHICFEET S (AcceptTerms) 127 VU v 7 LET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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| AWS T Threat Defense Virtual O E R

ATy TH
ATvT6

ATy 71

Threat Defense Virtual D& A .

[EC2z > Y — V&Ml L CEHEI§ 5 (Launch with EC2 Console) 1 %7 U v 27 L&,

Threat Defense Virtual TH AR — b S5 [f > AX A X A7 (Instance Type) | Zi®IN L E 9, HELEHX A
7% c4.xlarge T,

HH FEIWCHD K A AX L AOFEMOFETE (Next: Configure Instance Details) | R ¥ %27 U w7 L
ESc AN

s BNCAERC L7 VPCIZ—E T 5 L2112 [Fy T —2 (Network) | Z#ZH L E7,

 BICHERE L2 By 7 Ry MC—ET 25 L9127 %> b (Subnet) |ZEHLET, IPT FL A
PIRET D0, £ EEARAEATE £,

s [»37 VU ZIP (PublicIP) ] (IPv4 3 XV IPv6) @ [HEERL (Auto-generate) | A %NCT 25 Z &3
T&EET,

sIPV6 I EMFHAL T, Ry hU—F TRy b AU H—T 2 — AR EEEETHZLILT
EEHA, T4 FTIHIPVAMEA S, IPve b ICANCTE £9, IPv6 BITOZEMIZ DU
Tix. TAWSIPv6 OffZE| & TAWS VPC] #ZMRL T 72 &0,

[y NU—27 4% —T A A (Network Interfaces) ] D FliZd 2 [T /34 ADEN (Add Device) ]
RE &7 V7 LT, ethl Ry NT—F A B =T = ZA&BIMLET,

sethO[ZFEFASND ., FANSMER LZEHY 732y M-I 251912, [M7 x> b (Subnet) %%
FLET,

GE) Threat Defense Virtual (21 2 DDOEBLA X —T = A ADBNETT,

o [R5/ (Advanced Details) | D T T, 774/ hou s A AFREBIMLUES, T34 A4 &
NAY— ROEMEZEDET, LTOflzZAZHE LTI ZEu,

AR [ME7FEM (Advanced Details) | 7 4 —/L RIZT —# 2 AT 5BRICIE, 7L—rTF A hO&K
EHEALTLESY, TFANIFT A4 EZNLI0EREIE—TIHE, FL—r TFAMELTOR
ot —LTLEEN, [EERIEM (Advanced Details) ] 7 4 —/b FIZ Unicode 7 —# (ZZEE%&Te) %
AE—TBHE. A VAXANBETAAREERSHY £, B LGSR AV AX U RAEKT L
T, AR LETRERH Y £7°,

Management Center % {# ] L "C Threat Defense Virtual Z&BJ 570D 7w 74 VRE -

#Sensor

{
"AdminPassword": "<your password>",
"Hostname": "<your hostname>",
"IPv6Mode": "dhcp",
"ManageLocally": "No",
"FmcIp": "<IP address of FMC>",
"FmcRegKey" :"<registration passkey>",
"FmcNatId":"<NAT_ID if required>"

Device Manager % i L C Threat Defense Virtual 2835720 DY 7 vw 74 VEIE -

#Sensor

Cisco Secure Firewall Threat Defense Virtual R 2 — 7 v THA K ()\— 32 14) .
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ATvT8

ATvT9

ATv710
ATy 7IN

AT 712
ATv713
ATv 714

ATv 715
ATv 716
ATwT11

ATy 718

ATv 719

ATv7T20
ATFvrT2N

"AdminPassword": "<your password>",
"Hostname": "<your_ hostname>",
"ManageLocally": "Yes"

[k : AR L—Y OB (Next: Add Storage) %227 U v 7 LE T,
T 7 A METRITTE ET,

(WK: %7 A AH A (Next: TagInstance) ] =27 U v 7 LET,

B TIERLT LN TFEXT DX —LHEOT THEASINET, =& 2E, [F— Key) |=4n1. [fE
(Value) 1= 77 AT VA —/VTHITEERTETET,

(K :EXx=2VUT 4 Z—7DOi%E (Next: Configure Security Group) | Z#R L £,

[BEFEOEX =2 VT 4 7 —7 %N 5 (Select an existing Security Group) ] % 27 U > 27 LT, LIATIZER

ESNTEX2 VT 4 FVV—TEEBRT L0, T3 HLWVEX2 T 4 I —TE2ERTExET, &

X2 T 4 INA—TDERDOZEMIZHONTIZ, AWS O&R AR L T IE &0,

[MEFR L CH#LEN 35 (Review and Launch) %727 U v 27 L £,

(L) (Launch) 1%#7 VU v 7 LE7,

WEFEOF— X7 2 RIRT 500, HLF— XTE/ERLET,

GH) BFEOXF— T EBRTHZ0, HILOF— XT2ERT L2 b TEET, F— 7
T AWS BMRAFT D RBAF— & 22— =D REFTLMEF— 7 7 A LTRSS ES, 2
NoZ—fIERT DL, AV AZ U AZERITEHITEET, F— XTI1FA L AF A
DN MEE RDGEN D D20, LT EEROBGFNIIRAF L T IEE W,

[ > A% ADEH) (Launch Instances) [ %727 U v 7 LE7,

(B DR (View Launch) 1 %727 U > 27 L, a7 MIEWVET,

[EC24 » ¥ 2 7”h— K (EC2Dashboard) |>[R> U —2 A % —7 = A A (Network Interfaces) ] DIJIEIZ

70y 7 LET,

AWS BEZOFRE (78 X—) TUBNHER LTeA v X —T =2 A A b T 7 4 w7 ZHE L, [k

(Attach) 1% 72 U v 27 LE£7, Ziid. Threat Defense Virtual f > A X A LD eth2 f V¥ —T =4 &

2720 E9,

AWS BB DR E (78 X—) TLRNIIER LA v F—T = A A T 7 4 v 7 ZHFE L, [

(Attach) 1227V v 27 L$9, ZiuL. Threat Defense Virtual f > A X A LD eth3 4 X —T7 = A A

(2720 £

GE) 4ODA B =T = A ZAERET DLERDY 7,
EE T e ANET LEE A,

FRE L7 & | Threat Defense Virtual &

[EC2%4 v+ = 7R— K (EC2 Dashboard) ]>[A > A% A (Instances) | DIEICZZ V v 7 L9,

AVARBE AR Y 7 L, [ AZ L ADOEE (Instance Settings) 1> [V AT L1 7 OEE (Get
System Log) | DIEIZEIRL T, AT —X A&F R LET,
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| AWS T Threat Defense Virtual O E R
A A= RF v FL a3y bEHER LT Threat Defense Virtual .

GE) Rt ORI T 2B ENFRSNDATREMR H Y £9, TN TRINDDIE, EULA 73
SETTHETeth0O A F—T oA ANT 7T 4 TITRHIRNTZDTT,

AT w722 20/3t%. Threat Defense Virtual 2 Management Center (2 84% L £,

RDBERY
WOFNEIL, BIRLIEHE— X TERY £,

c[B—HIN"R—T ¥ EANZT S (Enable Local Manager) ] C [z (No) ] ZIRINL
7= 8561, Management Center % f# ] L "C Threat Defense Virtual 2% ¥ L £7°, [Secure
Firewall Management Center % {# J] L 7= Secure Firewall Threat Defense Virtual D45 B (437
N—=) ] ZZRLTITEEN,

(BN R— ¥ EHNTT S (Enable Local Manager) ] T [1ZV (Yes) ] Z R L7z
BalE. A STV 5 Device Manager % ffi ] L C Threat Defense Virtual Z &2 L £,
['Secure Firewall Device Manager % fifi ffl L 7= Secure Firewall Threat Defense Virtual 0% ¥

(455 ~—2) | ZZRLTIESVY,

WA Y g COBIRTEOETEIZOWTIE,  [Secure Firewall Threat Defense Virtual 7 /34 A
OEIHE Q=) | EBRLTIEIN,

A A—TRFw T3y bEFEHL = Threat Defense
Virtual

AWS 7R —# JL"C Amazon Machine Image (AMI) A v 7> = v k% L T Threat Defense
Virtual Z/EEB L OB TEE T, A A=Y AT v 7 gy M, RET—Z0R0n, HRX
U7z Threat Defense Virtual f A —3A AKX AT,

Threat Defense Virtual X 7y 73 3 v FDEE

Threat Defense Virtual f > A L AD AT w7 a v A A=V %BA{EKT 57 v& A%, Threat
Defense Virtual 3 X OVFSIC (2K L THFITSNOBA DT — FFIREZ A X v 752 L1280
WS AT L OB 2 B/ NRIZIZ D2 DRSNS HET, ATy T Tay b A=V,
FHANCAT) & 7zT — & ~X— A L Threat Defense Virtual #]#1~7— k7’0 A THL I E T,
ZHUZ XY A A—1X Management Center £ 72 (XE OMOEERE o Z —D v A7 A 1D (ZBHE
T5—EDID (UUID, ¥ U7 NLVER) HERTEET, 207 ntxid, AR —LE
BHIZ A AR 72 Threat Defense Virtual OB EF 2 K9 5 DR B £97,
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. Threat Defense Virtual X5 7> 3 v k AMI DERL

AWS T Threat Defense Virtual DER |

Threat Defense Virtual X+ 7> 3 v ~ AMI D{ERK

ATy I

Threat Defense Virtual DA A — A > 72 g v hOFERIL., BETED Threat Defense Virtual
A= MELL T, Azure ;8 — 4 /L C Threat Defense Virtual D 7' L— 2 A VA X o A& AERR T
L7k ATT,

1R BHHIIZ

s Threat Defense Virtual /3— 2 > 72 LIBEZ R L CWA 0223 H D £9, Threat Defense
Virtual DEBIIZDOWTIiL, TAWS T Threat Defense Virtual DR (69 _X—) | &%
LT IEEN,

e A A=V A F v T gy FOWE(FE LTV 5 Threat Defense Virtual > A % 2 A %
Management Center Virtual <> Device Manager 72 & D~ 32— ¥ IZEFK LR T 720,

Threat Defense Virtual f o A% A ZEF L7Z AWS 22V — LIiZBEh L E3,

G¥) ARA=VRAF T vay b& L TERT 5 TED Threat Defense Virtual A & A % ‘/7\75§ Management
Center [ZB RSN TWRWZ & 2T m — )b~ 32— ¥ [TERIE S T2 D BREDEH
NV LTI EaERLET,

ATFYT2 ROAZ YV REFEHLT, ZF A= a2 LAFy Fay N P2 2FETLET,

ATvT3

> expert

admin@FTDvbaseimg:~$ Sudo su
root@firepower:/ngfw/var/common# prepare snapshot
Do you want to continue [Y/N]:

A2 U7 | T prepare_snapshot A~ F&ffiflT5 &, A7 U7 FOFTOMRBEZRD L HHA v —Y
WERSNET, A7 V7 RT3, [YIZMLET,

E s N root@firepower:/ngfw/var/common# prepare snapshot -f DEIHIZ L ZDa=wy NIZ -« ML

T, 2= —OBA v E—V 2 AFy T L TR VT N EHERTTHI L L TEET,

Z DA Y 7 i, Threat Defense Virtual A > A & o BB D2 T X TCOEFERE. B IR
Vo—, WESINT~Y3—T %, UUID ZHIBR L E3, WHENFET 3% & Threat Defense Virtual A > A ¥
VAFV vy R EUET, Threat Defense Virtual 1 & A X AL, AWS IR—H )LD [ VA X A
(Instances) | —VIZ—ERRINET,

http://aws.amazon.com/ |21 7 A > L, #2318 L £ 7,
AWS [FEWZ 3 IR OHIBIC B S TOET, Hillid, vy > FUofA EBIcRRSnET, &

HHEIEN O Y v — 2%, BloHEICIZFRENEE A, BRIOHIEICE L TW\WD Z & 2 EHICHER L T
<IEEW,
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http://aws.amazon.com/

| AWS T Threat Defense Virtual O E R
AF v T 3w+ AMI ZEF L 1= Threat Defense Virtual 1 > X2 > XD ER .

RDBERY

2 F w7 g b AMI Z{#EH L T Threat Defense Virtual f ' A X A BB L E 4, & 2
F v 7 a v ; AMI 1 H L7z Threat Defense Virtual A > A X o ADREEH (89 ~X—)

)

(GX)  Threat Defense Virtual =2 —/L7>5 CLI =< > K show version 3 X U' show snapshot detail %
21795 &, {ERk L 7= Threat Defense Virtual DA A — A F v 7 gy hOR—T g L FEH
FiRETEET,

AFvw T 3w bk AMI Z{EH L 1= Threat Defense Virtual 1 > X 42 > X
DR

1R BHHIIZ

WD L EREERELF9,
c AWS BB E (78 2—) OIS T, AWSVPC BLUEC2 D=L A M2
ELET,

o AMI 7° Threat Defense Virtual £ > A Z L A A TE 52 L 2R LET,

ATw 71 https://aws.amazon.com/marketplace (Amazon ~—%47 > F 7L A A) [ZBEIL YA A LET,

ATvF2 [EC24 v P aR—F (EC2Dashboard) ]>[4 Y RAZ X (Instances) |DIAIZZ YV 7 LET, A A—
VDAF v ay MEIERT D7 OICEBY Lic Threat Defense Virtual A > A X AN [ VAKX A
(Instances) | X—IZFRRNINET,

GE) AA=VDAFT T gy AT DITE, BfEAT =22 ([ 282 24K (Instance
Status) 1) 2% [{5 1k (Stopped) ] @ Threat Defense Virtual A > A ¥ o A % 8 (2R 9~ 5 LB A
HYET,

ATV T3 [AAX A (Instances) | —T T, ®HET 5 [ AX L ZfRAE (Instance Status) ]23 [{521E (Stopped) ]
LR E TV D Threat Defense Virtual 1 > A X A& FE L GRIRL F7,

ATv T4 [TZ7ar (Actions) | KRy T H T A=a—nh, [ A—VET 7L — 1 (Imageandtemplates) ]
ZARA ML, [ A—VOERK (Create Image) | %2 YV v 7 LET,

ATYTFTE [ A—=VDIERK (Create Image) | X—Y T, f A=V DAFT w7 ay hOARTERAEZ AN LET,

ATy 76 [FHEH L (Noreboot) 1'£7 v a D FIZHD AWML (Enable) 1T = 7Ry 7 A4 LET,

ATw 71 [Create Image] %7 VU >~ 7 L %9, Threat Defense Virtual DA A — A F v 7 3 v b AMI BNMERKR S E
ﬁ‘o

AT T8  [4+4A—T (Images) |>[AMI (AMIs) [DIEIZZ V27 LET, ZOX—=UTlE, HLAER LA A—
VDAV ay b AMI ZFRRTEET,
ATYTY A RA—VRF v T gy b AMI 2R L E7,
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AWS T Threat Defense Virtual DER |
. Amazon GuardDuty ¥— E R & Threat Defense Virtual D#i&

ATv 710 [#EE) (Launch) 1|27V v 27 LT, f A=Y AF v av b AMI Z{#H L TH L1 Threat Defense
Virtual f > A% A& ERLET,

AT w71 Threat Defense Virtual A > A X > ZADJERA % #ifT L £ 9, Threat Defense Virtual DA (84 ~—7) F7=
IZAWS T® Threat Defense Virtual Auto Scale Y U = —3 5 A2 HWNWT (114 2—2) BB L TLFE
AN

Amazon GuardDuty H— E X & Threat Defense Virtual D&

Amazon GuardDuty |2 AWS B521235\V\ T, VPC 7 7', CloudTrail HEA X kv~ CloudTrail
S3T—H AR brY DNSBZ LWolzSEIERY—ANLOT —ZEAUFE LT, RIE
DAREMENH LZBEEOH DT 7T 4 ET 4 2 ET DEE— A TY,

S

RAATE, BEHEV X — LT A A7 32— ¥ &4 LT Amazon GuardDuty — B X & Secure

Firewall Threat Defense Virtual #5795 YV Y a2 —3 a U AREEL TWET,

2OV VY a— 3Tt Amazon GuardDuty 7> 552 T B o T2 & BT T — Z O HHAE R (&

B, W EERERTHIEEOHLHIP) ZEH LT, Z20HEHR CEEOHDHIP) Z~vX—T%
(Secure Firewall Management Center Virtual 33 2. 0" Secure Firewall 7 /3 A~ 3 —Y ) &M T

Secure Firewall Threat Defense Virtual IZ7 4 — KL, 26D Y —A (EEOH D IP) MHRAENR

ERDIFRDBEN I L DRy NIRRT SV r—a VER#ELET,

IVFY—TITY FDFIE
WOMEY Y a—arkT—r7a—0E, Amazon GuardDuty @ Secure Firewall Threat

Defense Virtual & DA 2 EAET 5 DIZHKIL B E T,

X)) TAAOTIDT VR RY FID—9 T 4— % {HER L 1= Secure Firewall
Management Center Virtual & D#i&

DT =7 7ua—Mix, EX=2V 74 ATV V2 A Ry NI —2 74— RURLZMEAL
7= Secure Firewall Management Center Virtual & Amazon GuardDuty O#t& Y U =2—3 3 VAR L
TWET,
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| AWS T Threat Defense Virtual O E R
Yy bI—=9 F TP b JIL—TF%FEH L= Secure Firewall Management Center Virtual & D& .

Amazon Amazon AWS Amazon Cisco Secure
GuardDuty CloudWatch Lambda S3 Bucket Firewall Management Center

T* --------------------------- 9
U

]

4
Amazon = : : =
SNS - - - -
- - - -
Managed Devices
________________ -
| !
| |
|| App 1 Appn | |
| |
L |

457809

(1) |GuardDuty =L, EHEOHLT 7T 4 LT 4 ZRIT S & AMOBIHARE
\/ CloudWatch |25 L £,

(9 |CloudWatch <> MLV AWS Lambda B3 7 7 7 1 7S£ §,

(3) |LambdaP#%iE. S337» FOLVHR— 7 7 A VNICRBSNTEEEOH HRA M
| EHTL. SNS REH TN A %(E L E T

,:";l_"\j, Secure Firewall Management Center 7 7 & A2 212 hu—/L R v —k, EINT
T a IlESNWT R TI 7 4y BT 2 X OITHRT A AR LET,
72 & 2%, GuardDuty (I X » THESNTEEDOHL LKA NNLD N T T 4 v I &7
a2y 7 LET,

TOTITEARI—TIE, X2 VT4 AT IV ARy NT—F T 4—F
73, Lambda BABUIZ K-> TR ENTZEZOHDIP T RLALR— K774 /LD S3
F7Y =27 FURL &I ENET,

FY D=0 A TPxH kT IL—T%{EMA L Iz Secure Firewall Management Center Virtual
L DIRE

WU —r7a—ix, Xy NIV —27 FT7 V=V b TA—7 %M L7z Secure Firewall
Management Center Virtual & Amazon GuardDuty D&Y V2 —3 a3 v Z/RLTVET,
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AWS T Threat Defense Virtual DB |

. Fy b= FTP Y b JIL—T%ERA LT Secure Firewall Device Manager & D&

Amazon Amazon AWS Cisco Secure

GuardDuty CloudWatch Lambda Firewall Management Center

1 2 - . () (L)

|

Managed Devices
ok

Amazon Amazon
S3 Bucket SNS

457811

GuardDuty 4 —E R L, BEOHLT 7T 4 T 4 T D &, BEOBRHERERZ
CloudWatch IZ3%12 L ¥,

CloudWatch £ X M XY, AWS Lambda BB T 7 7 4 7{bEn £,

()

Lambda B8%i%., S3 X7y FDLAR— M7 7 A VNI EINTZEEOHDHEA M
FH L, SNSRI CEEEEELET,

Lambda B#1%, EEOHHAA NPT KL A% B/ LT Secure Firewall Management
Center Virtual DR v T —27 7=l b FNV—T 5B EETITEHLET,

Secure Firewall Management Center ©7 7 Z A 2 hu—)L R Y —F, FHEIN
T aEONT T T 4y 7 BT D KD ITHRT A, AT R LET,
7o & 21X, GuardDuty IZ X > THESNTEEOHLFRA NN D N T T 4 v 7 % T
ny 7 LET,

ZOT A aybhar—/L R Y —i%, Lambda BEIZ Lo THE EN-EEZDOH
HIPT RUARNBIMENT Ry NI—7 ATV =7 b I A—T%FEHLET,

*YybITI—=0FTOx

49 k4 )IL—F%{E A L - Secure Firewall Device Manager & D#&

WDOT—r 7a—Hix, Xy NV—2 A7V =2 b ZV—"7%f/ L7 Secure Firewall Device
Manager & Amazon GuardDuty OFi5 Y U = —3 3 U Z/RLTWET,
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| AWS T ® Threat Defense Virtual O & B

comanxsEavk—xot |

Cisco Secure

Amazon Amazon AWS Firewall device managers
GuardDuty CloudWatch Lambda
1 2 4 g comm g s crmm g
& S vy R e -
(:g T ml A - my 4 -
- - - -

Amazon Amazon
S3 Bucket SNS

457810

GuardDuty ' —E 21X, BEEOHDHT 77 4 T 4 2T 5 &, BEOBRFEREE
CloudWatch (2265 L £,

CloudWatch 7 X2 MZ XV, AWS Lambda 3037 7 7 4 7L SN E 1,

Lambda B8%0i%, S3 X7 v O LER— 7 7 A VNICHHINTZEEDOH DK A M &
BT L. SNS M CHlEEZ X ELET,

Lambda B#%1, TEDOH DK A NP 7 KL A% BN L T Secure Firewall Device
Manager DR > NI —2 A7 V=V N TN —T B EFTITHEHTLET,

Secure Firewall Device Manager D7 7 & 2 = hu—/L R o —(F, RESNTT

72 aNIESWT R T T o v 7 BT D KO ICEHERT A AR LET,

7= & Z21E, GuardDuty IZ X > THESNTZEEOHLFANNOD N T T 4 v I &7
2y 2 LET,

ZOT7 A ary ha—/LARY S —X, Lambda BAEIC L > TR EN-EZDH
HIPT RLANBMENTZRY NU—7 T2 h IA—T2FHLET,

COMENDEEaAUR—FRU K

aAVER—RT b+ Bz

Amazon GuardDuty | =D ) — g > (EC2, S3. IAM 72 E) DS EEERAWS U VY —2R

IZ2OWT, BRI ROAKEZIT 9 Amazon —E &,
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AWS T Threat Defense Virtual DER |
B -oscozzack— ot

Amazon Simple YV a—va BT I EIERT =T 4 777 VERGETHED

StorageService |z ffifi &5 Amazon H—E A I F D LB Y T,
(S3)
* Lambda B3%L D zip 7 7 1 /v
«Lambda L' A YD zip 7 7 A /L
* Cisco Secure Firewall Management Center Secure Firewall & Device
Manager fD AT 7 7 A /v (.ini)
» Lambda B K > THE SNTZEEOHDHIP T RLADY A R
RIS NTH VA= R 7 740 (ixt)
Amazon Amazon —E R IO B THEA SN E T,
CloudWatch

¢ GuardDuty — B X Tt S o ifERIC O W TE=2 U 7 L,
Lambda B3%% b U #— L TRRHIFE R ZEE L £ 57,

* CloudWatch & 7' 7 )L —=7"C Lambda B35 BAET 27 7 T 4 BT 4
aXo 7 LUET,

Amazon Simple B A VBN E T v 2T H7DIEH SN D Amazon—E A T9,

Notification Service | - &7 2 — L@EICIT. RONEN S ENE T,
(SNS)

« Lambda BI30IZ & o TIEH 2L X 4172 GuardDuty % HifSE SO FHA,

+ Lambda B4%%1Z & 5 T Cisco Secure Firewall Manager T3{T S #17- &
R OFEM,

e Lambda PAEIC K- TRALZEKRE= T —,

AWSLambda Bt |AWS —N—L 2 2o ¥a—F 47 —ER IRy MIE LT
aO— REEITL, Bt arta—T 407 Y — A HHCE
L %9, CloudWatch 1 ~X> kL — L%\ GuardDuty O HifkE FL 2 Fa-Su

CLambda %% U ' — L ¥4, Lambda %L = o@E#ETLL T 2 FE4T
Lij‘o

* GuardDuty O HfERZEL LT, ERE, #ehm, BEDOH D
IP7 RUADFERE, MERTXTOREEN SN TND I &
ZhER L E T,

. (éﬂ.u—'—»

REIZSLT) BEOHDHIP T R A&ZIEML T, Cisco Secure
Firewall Manager D% v NI —27 7 =7 N FV—7%TH L E
‘a‘o

e SINNT Y FDLR—F 77 A NTEEOHLIPT FLAZEHL
iﬁ_o

« Cisco Secure Firewall DEFHEICKH LT, S Fh~R2—JvDHE
PR T—ZoOWNWTEMLET,
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| AWS T Threat Defense Virtual O E R
g—rshdYI b7 759 r74—4 ||

CloudFormation 7 |AWS TOEEIIMER I FIERD VY —RAF BT H-OIEHA SN
‘Jjol/_ I~ iﬁ‘o

CloudFormation 7 > 7' L — hMMZiZ, ROV VY —ANREENTNET,
« AWS::SNS::Topic : B A —/ViliFZ 7 > ¥ 2§ 572D SNS |k
vy 7,
« AWS::Lambda::Function, AWS::Lambda::L ayer Version : Lambda B
BerAvrrA0,

« AWS::Events::Rule : GuardDuty D& HIfERA < MZESWT
Lambda B%5% ~ V ' —79 2% CloudWatch £ X hJL—/L,

« AWS::Lambda::Permission : Lambda B8%t% ~ V % —3 % CloudWatch
AR "NV—)V DT 7t AFFA],

* AWS::IAM::Role, AWS::IAM::Policy : %-fE AWS U~/ —Z ® Lambda
B A~DSESERT 7 A T2 5T 5 IAM e — /L LR Y —
Vy—2,

ZOTUT— M, BEHEIARAEIART RO —Y— A& HL
DiAAET,

HR—bEShBYIT D7 TS5V b IT+—LA

s GuardDuty #t5 V =—3 = X, Secure Firewall Management Center Virtual ¥ 7= (3 Secure
Firewall Device Manager (= 2 > CTHBL X415 Secure Firewall Threat Defense Virtual (23 H C

=FET,

e Lambda f#1. BB L X4 —Dxy NT—27 T V=27 h F—FL  EEORES
T b7 A —AICEREINEZT A, A3 =V v 2 WH T £9, Lambda 137 ) o
TJIPT RLAZN L TCINGDYR—U Y IZHEHRTEDZ LR LT EEN,

FRFEEHNWER

s Lambda BA%iZ,. BEOHDHIP T KL A& BHN L7z Cisco Secure Firewall ¥ 3 — 3 ¥ DR v
NO—0 T2l N ITN—TOEFORLEFEITLET, LIENR-T, INHOEFE
TIIE T 2 ERRNRT A AT A2XLERH Y £,

s ZOMETHEHIND AWS OV —E R XV —Va VEBETT, LeBn-T, b —
¥ a @ GuardDuty i HIFE R ZEH T 55618, V—Ya VEROA U AX R ERT
DENRH Y FT,

» Lambda f%%1%. REST API %#4 L T Cisco Secure Firewall ¥~ 32— v #EH L9, Lo
Mo T, MDFFER~F— % (Cisco Defense Orchestrator 72 &) Z{FHEHTAHZ L I1LTX
FH¥ A,
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AWS T Threat Defense Virtual DB |
. Amazon GuardDuty & Secure Firewall Threat Defense D#i &

e NAY = RRX=20u A OHEEHTEEY, MORBRESTNTIR—FShThEt

/‘-/O
AN T 7 ANTHEALENTZARAT = F2A L TV 5581, ROFIEELTES
Wy,

 XIFRKMS ¥ — % L7z S5k OB N R — I ET,

o TRTOHO/NAT— RiE, LambdaPIEKIC T 7 & A A[REAR L — D KMS F— &2 ] L Th
BT BERERHY 7,

Amazon GuardDuty & Secure Firewall Threat Defense D&

KD H AT %3447 LT, Amazon GuardDuty & Secure Firewall Threat Defense % %t L £,

Local Machine

N
\\2/ Download the

I

N\
‘\4/‘ Prepare the

—~
AWS (1 )Enable 5 )Upload Deploy the
Management Amazon the integration integration
Console GuardDuty files to Amazon solution

S3 bucket

N\
(6 ) Collect input

scripts and ~ Amazon ~ parameters
template from GuardDuty for the

the Cisco integration files CloudFormation
GitHub for deployment template
repository

- .
Secure Firewall | (3 ) Configure your
Management z‘a'.‘age? ‘
Center/ wiﬂf;azg\rllor
Device Manager GuardDuty
J—9 AR—R FE
1 AWS EHLz v Y — )L AWS T® Amazon GuardDuty — & A2 D F
— e (97 ~—2)
5 Local Machine Secure Firewall Threat Defense Virtual 35 X O
Amazon GuardDuty #5 Y U = —3 =5 U R
VhIoFyra—F (97 ~—)
fé N Secure Firewall Management | Amazon GuardDuty & #4592 7= 5 0 4 Bl 5t

~— Center % 7= {%Secure Firewall
Device Manager

BT A ADHRE (98 ~—)

4 Local Machine JEBRIZ AT 72 Amazon GuardDuty U V — &
77 A VOHE (101 ~—3)
:;/"5"\] AWS FHl > — )b Amazon Simple Storage Service ~D 7 7 A /L

DOF v Fra—RK (105 2—)
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| AWS T Threat Defense Virtual O E R

AWS T ® Amazon GuardDuty 4 — E X DH L .

D=9 AR—R FIE

Local Machine

CloudFormation7 > 7 L — b D A SJ/XNT X —
X2 OIEE (105 =—)

AWS BEFla ) — )L AL 7 DR (108 X—)

AWS T® Amazon GuardDuty —E X D F L

Z ZTIX. AWS T Amazon GuardDuty ¥—E R Z G2 $ 25 HEICOWTHH L £,

1R BHHIIZ

TRTDOAWS VYV —=ZARFR LY =V a L lhHiHr L ad LET,

AT 71 https://aws.amazon.com/marketplace (Amazon ~—7%7 > N7 LA Z) [ZBHLTHA A LET,
ATwF2 [h—E R (Services) ]>[GuardDuty] 3R L £,

AT v 73 [GuardDuty] ~X—C [FIHZ LTS (GetStarted) 1227V v 7 LET,

AT 74 [GuardDuty® A%t (Enable GuardDuty) 1%~ Y » 27 LC, Amazon GuardDuty ¥ —E A ZH L ET,

GuardDuty O HF L DOFEMIZ SV TIE. AWS ¥ = A > F @ [Getting started with GuardDuty] [$£35] 2%

RLTSIZE N,

RDBRY

Cisco GitHub Y A8 b U 735 Amazon GuardDuty Y J = —2 a7 7 AV (T 7L —F LR
7 V7N XU rm—RNLET, SecureFirewall Threat Defense Virtual 35 X U8 Amazon GuardDuty
HEYVa—varI R MIoFyrr—R (975—) #ZRLTIEEN,

Secure Firewall Threat Defense Virtual # & U* Amazon GuardDuty &/

O 8

J)a—o 32 )Ry

NUXOE Ay uEolN

Amazon GuardDuty ¥ U = —3 3 VNIMBER T 7 A V& X 7 a— RLET, Secure Firewall
Threat Defense Virtual D% %435 3—2 a VHDOEARZ V7 T o7 L— M, RO Cisco
GitHub U AR R U DB AFTEET,

https://github.com/CiscoDevNet/cisco-ftdv
PUFIE, Cisco GitHub YARY R U U YV —ZAD Y A FTT,

741

B

READ.MD

ReadMe 7 7 1
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https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://github.com/CiscoDevNet/cisco-ftdv

AWS T Threat Defense Virtual DER |
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lambda/ Lambda B84 ® Python 7 7 1 /L,
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Lambda B8#%/% Amazon GuardDuty O HHfE R A ALBE L, CloudWatch A X2 b & MU I — L7z
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ZOEBWT — 2 EZELET,
RV RT=0 FTVOTY b TIL—TOEH : Lambda BEUIL, EEOHDLIPT FL 2%
BIMLTYRX—VY DXy NI—=2 A7 V=7 NI A—TZH8HLET, RIT, ZOXRY
NID—=0 ATV N IN—THERH LTI 74 v 7 BT 57 78R a0 ha—
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Firewall Device Manager 23 %4 C9,

ctEFAYTAAVTIDI VA RY NT—Y T4 —F : Lambda B%UIE. BEOH D IP
7 RLAZBIL TAmazonS3 /37 > MND LR — K7 7 A VEAERE I IT TR L E T,
LR=FZ77AVDURLEZHEHL CTEFXF 2V T 4 AT VTV AT 40— REREL
ZO74—REFERALCI NI 74 v 7 20BTET7 72X ar ha—/L R /“—78‘“”'_’
TEE9, ZDOHEIE Secure Firewall Management Center Virtual O 723544 T4,

LR—F 774 ILOURLEFERAL-EX2 Y TAAVTIYDIVRRY NIT—D T4 —
N DERTE

Z Z TlE., Secure Firewall Management Center Virtual CEX¥= U7 4 £ 7 U V= A R b
U—2 74— FERETLHHEZOWTHHLET,
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» Secure Firewall Management Center Virtual TER 7 1 £ ANFN /2> T\ D Z & il
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AT w71 Secure Firewall Management Center Virtual (212 74 > L ¥77,
AT9 T2 AmazonS3 N7y FOLKR—F 77 AV URLEZHEHALT, EX2VT7 4 AT IV ARy NT—7
T4 —=FEERLET, EF% 2V T4 ATV P20 A Xy bU—2 74— REFEITERT 2 HIEIC
ONTE, AL X2V T4 AT IV AT 40— F] 22RLTIEEN,
RTYT3 NI T4 v BUET X2 )T 4 AT VP2 ARy NU—2 74— FRURLZHHLT, 77+
Z Ay b= RN =7 7t AN — VA ERRE T LES, [FEURL 74 2 Y 77
Tvarv] BEXO 7782 a3 bo—L b—LOERERE] BB LTIEEND,
GE) BEOMELZIZBIZ, ¥X2V T4 A>TV V2 A Xy NI—27 70— REERL, 77
X arber— LR —OURL ZHEHFTEET, AmazonS3 N7 v MZHIILEA— 7 7
ANVEAER L TODHEEIE, BRRNCEX 20T 4 AT IV ARy NU—T 74— R
PERCTEET, BHZIZEX 2V T4 AT IV ARy NI —F 74— REMERLT
WA AL, Amazon GuardDuty 7> B IO HAE ROE+ A — Ll a 2G4 5% THb, £
DEFA— /BN CTHRESINZURLEZHFHALTEX 2 VT A AT IV ARy NT—7
T4 — REFRELET,

AT 74 Secure Firewall Management Center Virtual I[ZF%EDE LA B L E 3, [RELLORE] #2ML T2
S,

RDEZRY

JEBAIZ AT T Amazon GuardDuty ¥ — 2 7 7 A /L Z2 #fiii L £ 47, JEBHIZ A1 72 Amazon GuardDuty
VY =277 A NVORfE (101 X—2) ZZRLTIEIN,

FYRT=0FTOH b TIL—TDER

Secure Firewall Management Center Virtual 35 X O" Secure Firewall 7 /3 A~ 3 — "% T Lambda
By NI—2 77 b ZNV—T%3%EETIIEM LT, Amazon GuardDuty (Z L >
TRHENTZEZEOHSHIPT RLAZEHTILENH Y £7°,

Lambda BTy NI —2 ATV xs b I N—TRFEELRWGAE, 774V MM
aws-gd-suspicious-hosts D%~ b U —27 47V =7 k 7 —773 Lambda B2 X - THERL &
N, BEOHDHIPT NLAREFINET,

Secure Firewall Management Center Virtual TO Xy k7 —9 T xH b GIL—TDIER

Z Z T, Secure Firewall Management Center Virtual TRy I —27 A7 V=7 N T A—T%
BT 2 FIEIC W TRBA L £,

AT w71 Secure Firewall Management Center Virtual {212 7' > L7,
AT T2 ¥I—OIPTRLARAEFEAL TRy NT—0 A7V =7 N IN—T%ERLET, Ty hT—2 47
Va7 M 2BRLTIESN,
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ATy T4 REEFLEHERMRT A AR LET, [RELEOREM] 22 LTI,
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EYk Lambda BN EEOHDHIP T RLAZBML TRy NI—7 ATV N I A—T%FH L
TWAZ L BERLI-BIZ, T/ A3y ha—LRY o—07 7 & 2L — L 2 VER £ 7
TEHTAZ LB TEXET,

ATV T8 RELEREZERGRT A AR LET, ERORERM] 2B LTI 7ZE0,

RDBERY

JEBHIZ AT T Amazon GuardDuty ¥ — 2 7 7 A /b Zz #fiii L £ 47, JEBHIZ M1 72 Amazon GuardDuty
U Y =277 A NVOUfE (101 X—2) ZZBRLTIEIN,

Secure Firewall Management Center Virtual T Lambda f$( % A3 5= D1—HF—7 H
D kDER

Lambda BIKIZ 1%, BBIE Y 5 — LT/ A R— VX TRy U= 4T V= b S A—T
BEHT B 7D DEBBHIR S oo —F—T H 7 NBBRETT, LERo>T, Bt
B L TS A R D TR AR OPRI A — Y — T 0 o bR BT B B

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/getting_started_with_access_control_policies.html#ID-2176-00000349
https://www.cisco.com/c/en/us/td/docs/security/firepower/610/configuration/guide/fpmc-config-guide-v61/access_control_rules.html#ID-2190-00000090
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/policy_management.html#task_75E181687ECF4EFC8EB6AF4509C20C0B
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-objects.html#task_49CC5243743F4921AAF00CF6AB0264BE
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-objects.html#task_49CC5243743F4921AAF00CF6AB0264BE
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-access.html#id_11408
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-access.html#task_68A29B520CFF46608A8E88D8DFE7AEC0
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-get-started.html#task_BEE4E37389B64E518EE91FF3824476A9

| AWS T Threat Defense Virtual O E R
B 1zxo—rorst [

HNFES, 2=V =T HU L bOERIZ, XY M= T2 N INA—TDHEFA Y v
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FMERTHRAT—RFZEETLHI LB TEET,
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$ aws kms encrypt --key-id <KMS-ARN> --plaintext <password>
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJIvY/x/rfHnKI3clFPpSXUU7HQRNCAFWEfXhXHJAHL8tcVmDqurALAAAAaJBoBgkghki
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TELLENRDHY £77,

ATv 71 Amazon GuardDuty V YV —A 7 7 A VX ra—RLiza—hil~vyoicn s LET,
AT w72 ngfwv-template> configuration 7 + /L Z &M L £,

ATY T3 XA MTT 4 XY —)L T ngfwv-manager-config-input.ini 7 7 A L& B & £,

ZDT7 7 A MIiE, AmazonGuardDuty Y U = —3 3 U ORE EBEEZFE L WA EHE X —F 700137

S AT F— T % OFMEANT 2 RED DY ET

ATV T8 HBNRNTA=RIRET HEIE 2 —F 73T A A 2=V v ([T H LT OFEMAE AT LET,

INTA—4 &5 EA

[ngfwv-1] I vard EHE A —FRIET A, A R—
T D—EOHHA,

public-ip BV A —F I T A, AR =T XY DIPT N

Ao

device-type

BHEL X —FET A AR =V ¥ & LT
Amazon GuardDuty ' U = —3 = > % FEBR 9 2 & Hixt
BT NAADE AT, EHTEHEILFMC 7213
FDM T,
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a2, BHY X —ERT A, ARV yicn s A
T HIHO—F—4,

SRR — R BHE X —F TN A=V xvicn A v
TAHEDDONRNAT— R, RAT— RiZix, FL—r
T X% A MERXEITKMS 2 L T E{bEhiz
LFHNEFEHTEET,

object-group-name Lambda BIENEE Db 58 A b IP 4380 LT o5
TEHERY NT—27 F TV N T —T D4R,
BEOFRy NTI—0 F 72 N I A—T %A
NT25681F, W or~RKYVEICZR>TWLZ %
MR LTLEEW,

AT v F5 ngfwv-manager-config-input.ini 7 7 A VEHREEFELCH L 7,

RDBERY

Lambda BIEDOT = A4 77 7 A NV ZEAEK L E T, Lambda B DT — 714 77 7 A /LD HEfji
(103 ~—2) ZZMLTIIZEN,

Lambda B8 D7 —H 4 T T 7 1 L D%
Z 2T, Linux 85T Lambda BT 7 A V& T — A4 79 5 FIEICOO TP L £,

)

CGE) 7—bAT77utvRE, TrANDT —IATEFITTHu—Inr~T DL —F 47
VAT AL S TRRDGEND Y FT,

AT w71 Amazon GuardDuty V ¥ — A& X v n—RLlg—h /L~ CCLl a2y Y —L&Ef&EET,
ARTY T2 /lambda 7ANFIIBEIL, 77 ANVET — AT LET,

PLIFIE, Linux R A SOV TV NT A7 Y 7 R T,

$ cd lambda

$ zip ngfwv-gd-lambda.zip *.py

adding: aws.py (deflated 71%) adding: fdm.py (deflated 79%)
adding: fmcv.py (deflated 79%)

adding: main.py (deflated 73%)

adding: utils.py (deflated 65%)

$

zip 7 7 A/ ngfwv-gd-lambda.zip DMERK SV E T,
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ATYT3 KTLTCLL=>Y—LZALET,

RDIRY
zip 7 7 A /¥ ngfwv-gd-lambda.zip ZfEH LT, Lambda L' A ¥ D zip 7 7 A /L EZAERK L E
9, Lambda L' A ¥ 7 7 A )L DHEfF (104 ~—) ZZHLTIZIW
Lambda L 14 ¥ 7 7 1 LD #Sg
22T, Linux BREECLambda V' A Y 7 7 A V% T —h A T I 5 HECHONTHALET,

N

CE) 77— A77utRE, TrANDT —IA T EFETTDHDu— AN~ DAL —T 4T
VAT AL TRRDGENRDH Y T,

AT w71 Amazon GuardDuty V Y —A% X 7> u—RKLiza—h L~y CCLl 2v Y —LER&ET,
AT T2 CLIaYyY— L TROT 7 v arzRrLET,

LUFIE, Python3.9 34 VA b —/L ZL TV 5 Ubuntu22.04 72 & @D Linux R A N TOH TV TR 7 Y
7R TT,

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3.9 install cffi==1.15.0

pip3.9 install cryptography==37.0.2

pip3.9 install paramiko==2.7.1

pip3.9 install requests==2.23.0

mkdir -p ./python/.libs cffi backend/

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r ngfwv-gd-lambda-layer.zip ./python

U 0 i 0 0 0 i 0

zip 7 7 A1 )V ngfwv-gd-lambda-layer.zip DER S IVE T,
Lambda L A ¥ Z{ERT 2121E, Python3.9 & T DIKIFERZ A VA F— AT HMERHDH T LITEELT

KTEEW,

PUFIX, Ubuntu22.04 72 £ @ Linux A8 A MZ Python3.9 %A VA =N 570DV TV NT A7 )T
kT,

$ sudo apt update

$ sudo apt install software-properties-common
$ sudo add-apt-repository ppa:deadsnakes/ppa
$ sudo apt install python3.9

$ sudo apt install python3-virtualenv

$ sudo apt install zip

$ sudo apt-get install python3.9-distutils

$ sudo apt-get install python3.9-dev

$ sudo apt-get install libffi-dev
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RDEZRY

Amazon S3 /347 =~ hTliL. Secure Firewall Threat Defense Virtual DO#% %~ 7 1 /L. Lambda BJ%&
Dzip 7 7 A/, BLWLambda V' A YD zip 77 A NVET v 7R — RTHLERH Y £,
Amazon Simple Storage Service ~D 7 7 A )L DT w7 —F (1053—) &L T a0

Amazon Simple Storage Service ~ND 7 7 A )LD T v FTO—F

9_XTD Amazon GuardDuty YV = —a > 7T—7 4 777 NEHEELTZL, AWS R—F /L
7 Amazon Simple Storage Service (S3) /X7 > N7 A NANFIZT 7 A NVET v 7 u— N 508
B ET,

AT w71 https://aws.amazon.com/marketplace (Amazon ~—7%7 > b7 LA Z) ITBELTHA 14 LET,
ATv 72 AmazonS3 =22 Y — L& X £,

AT w73 AmazonGuardDuty 7 —7 4 7 7 7 & T v a— K3 57290 AmazonS3 /37 b Z{ERK L £7, Amazon
S3 DAFRL [#65E] L T E a0,

AT w74 KD Amazon GuardDuty 7—7 4 7 7 7 N % Amazon S3 /37w MIT v Fu—RKLET,
» Secure Firewall Threat Defense Virtual##§fk ~ 7 1 /L : ngfwv-config-input.ini

GE) BHY L X—TXa2 VT4 AT IV ADRy hIT—7 74— K XAV y R&fEH
L TAmazonGuardDuty ¥ U =—3 a3 V2 REATLIHEG. ZO77AVET v 7 u— 4%
VEITH D /A,

s Lambda L 1 ¥ zip 7 7 1 /V : ngfwv-gd-lambda-layer.zip

* Lambda Bd%% zip 7 7 1 /L : ngfwv-gd-lambda.zip

RDBRY

Amazon GuardDuty U V' — XA DJRBHIZEH T % CloudFormation 7 > 7" L — h Z#EfiF L £ 7,
CloudFormation 7 > 7 'L — h D AJJ/XT A =X DILE (105 2—) ZHRLTLEIN,

CloudFormation 7> 7L — FDAH/INS A —2 D&

A TIE, AWS @ Amazon GuardDuty V V =—3 3 VIS BR Y V— R & RBEET 5 BRI
9% CloudFormation 7> 7' L — F 242tk L T\ E 3, JEBBET DR1IC, RODT T L— kT
A—ZDEENELET,
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JEBA4 *

Z DT A—=FIZANTIT DA
X, Cloud Formation 7 > 7 L-— b
ko TER SN DT RTDY
V—=ADT VT 4y AL LT
HEhEd,

cisco-ngfwv-gd

GD FHFE R D e/ NOBEKE L
JL*

Amazon GuardDuty D Hi i J TAL
BHOXGR & 72D R/NERE L~V
X, L0265 8.9 DHEIFHIZT B MEE
WY FET, WE IR
DERKED /NI X0 IR
HlEEHEENET,

HREOHFIFIRO LB TT,
K
th

:1.0~39
:4.0~69
:7.0~8.9

I

4.0%

BHHE DB A —/L ID*

BHE X —F X TN A
F—% O Lambda Bz k- T
FAT SN HHCBT 2l &%=
f§9 % Secure Firewall Threat
Defense Virtual ¥ % — ¥ OEH
FEDBFA—NLT FL A,

abc@xyz.com

S3 /N7y M

Amazon GuardDuty 7 —7 4 7 7 7
k774 (Lambda BI¥L D zip
7 7 A4/, Lambda L A ¥ @ zip
7 7 A, I Secure Firewall
Threat Defense Virtual 5% &~ 1 —
X T 7 AN) BREHS I
Amazon S3 /N7 N DA,

%1 : ngfwv-gd-bucket

S3 Ny NI ANKEIINAT R 7 7 A VRISV TWWD | T FE721% Tdscongfwv-gd/ |
TA T A Amazon S3 X7 v N DO/RAFETZIX

TANEL, T AT INTIRNGE

X, 2O7 44— )V REZEADEE

WZLET,
Lambda L' A Y@ zip 7 7 A /L44* |Lambda L' A ¥ D zip 7 7 A V4, | :

ngfwv-gd-lambda-layer.zip
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NS A—4H EBA 51
Lambda BA$( D zip 7 7 A V44 * Lambda BA%(® zip 7 7 A V4, 5l : ngfwv-gd-lambda.zip
Cisco Secure Firewall Management | Cisco Firewall Threat Defense Virtual | {3 : ngfwv-config-input.ini
Center Secure Firewall & Device D~ X — ¥ & E DR S
Manager ¥ % — ¥ O T 7 A |l *ini 77 A (KRXT U w7
N4 IP, =% =4 NAT—R 7
NWNARBZAT Hy NT—T F7
VN TN—TLIRE)
GE) ZD7 7 AL,
Amazon GuardDuty &
DHETRY hT—7
FTxed N ITN—T
DEFHA Y v R
L TWAEEICDO I
BT,
X2 VT4 AT
AT 4 — K R
Vo REFEHLTWD
e, TOATEA
X FTEET,
INAT — RORERIZHER NS |BEEOKMS (/X2 T — RomEEb | 4

KMS F—® ARN

I S D AWSKMS F—) @
ARN, Secure Firewall Threat Defense
Virtual DFERRAT 7 7 A /LT
L= T XA RRRAY— RMEE
ENTWAHEAIE. 20T A —
FaZZOFEFIZLTBLZENT
TET, FHETDH%A. Secure
Firewall Threat Defense Virtual O
AT 7 7 A VR STV D
TRTO/NRNAT — RERF{bT 5
VRS F£F, NAT— RO
FAEIZIE, FRE Sz ARN D7
EAERTA2MERHY £, K5
{bXA D — RDOAERL : aws kms
encrypt --key-id <KMS ARN>
--plaintext <password>

ananskms<raja<ansaanuntic>kgked>

Ty a7 O/ N L*

CloudWatch ¢ Lambda B>
Ny 7 72 GNEITEDCL
i ﬁ‘o

5] : enable £ 7-1Z disable
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AWS T Threat Defense Virtual DER |
B <5 r0mem

* L WMHAT 4 —IV R

RDEZRY

CloudFormation 7 > 7L — h 2 L TAZ v 7 BB LE T, A¥ v 7 OREH (108—)
LTSN

AR DREH

Amazon GuardDuty ¥ U =2—3 3 Y ABAT 57200 T X TCORHERGE T 0B A 25%E T LIz
(2. AWS CloudFormation 2 % > 7 Z{Ek L3, MLET L7 FIDT T L— 77 AL
(templates/cisco-ngfwv-gd-integration.yaml) ZfEH L. [CloudFormation 7 >/
T —=bFDANRT A—=ZDOINEE] TRELERTFA—FEEELET,

ATFYyT1 AWS a2V —cua /A4 v LET,

ATw T2 [h—E A (Services) ]>[CloudFormation]>[A % v 7 (Stacks) ]>[A % v 7 OVERL (Create stack) ] (BrL
WU Y —2%HH) >[7 7 L— hO#Ef (Prepare template) ] (77 L — MIZ ALV EHICH Y £9)
>[7 7 L— FOFEE (Specify template) 1>[7 > 7 L — kY —A (Templatesource) | (¥ —% v b7 1 L
7 bV templates/cisco-ngfwv-gd-integration.yaml 67 L — 77 A V& T v 7 E—K)
>[AH w7 DVERKL (Create Stack) ] DIBIZEEEZI TV E T,

AWS TRAH v 7 & BT 2 HEOFEMI OV TIE, AWS R o A2 b [FE5EE] 22 L T 7EE0,

RDBERY
PR ZMGE L £97, BREAOKGEE (109 ~—2) ZZMLTIZSW,

F 72, Amazon GuardDuty |Z & o CTHE SN BB OEHICET 28 7 A — Vil a 2E
THEOICHEELET, BEFA—LEMOEE (108 <—) ZZBLTIEEND,

BF A —ILBHDER

CloudFormation 7 > 7' L — K Tl&, GuardDuty D& HfE RO T HICET 2@ %2 25T H L9
2. BFA—/VID BRIESNTOET, Zhid Lambda BEIZ K> TEITSNET, AWS (T
CloudFormation 7 > 'L — M Z J&BA9 % & | Amazon Simple Notification Service (SNS) #—FE
A% LCZOEFA—/VID IZEF A —/VBEINERE S, BROTH 28T 5 & 9 Ic%
REhFET,

ATFY 1 BFA—/EAMEHETET,
AT T2 BEAA—IVBEATHAAELRG IR TFoav) o rx27) v 7 LET,
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| AWS T Threat Defense Virtual O E R

ez [

RDBERY
JRBHZMREE L £ 3, BBAOMEE (109 ~—2) ZZRLTIZEW,

R BDREL

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

ZOWHTHMHAIN TS K HI1Z, AWSIZ1E Amazon GuardDuty V' V = — 3 3 U ZRGET 547
T aryhRdH Y £7, CloudFormation DEFMNTE T L b, LLFICARTREOMAETFIEL 17T
TET,

18 HHIIZ

BZRBIET 27200 a<y FEFEITTHICE, AWS A< R 94 A v X —T A A
(CLD) DA VAP —NLBIUORESNTWHZ 2R LET, AWSCLID R¥ =2 A MZ
ONTIE, AWSDa~> R T4 A X —T oA A [HFE 25 L T E X0,

AWS EH o vy — a7 v LET,

[F—E A (Services) ]>[GuardDuty]>[#%¢7E (Settings) ]>[GuardDuty®#f% (About GuardDuty) |>[7 «
77 Z1D (Detector ID) JIZBEIL T, 747 7 X ID #EXHEOET,

ZOT 477 % ID X, Amazon GuardDuty DY > 7 /U HFE R &2 T 25 T2 DI BTT,
AWS CLI 22> Y — V& & | IRD =3~ R& 3T L T Amazon GuardDuty D > 7 /R G R 2 £ L &
bd‘o

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

Amazon GuardDuty =2 > Y — /L DFEFR Y 2 K TH U 7N OBGER AR L £,

T TR RICIX, TV T 0 v 7 A[sample] BEFENTWET, B, UE—RPT RL AL
DEMEEZZRL T, Vo7V ROFEMZ R TE £,

Lambda BN EITS N D DEFFH £ T,

Lambda B33 F U T—ane b, AT &R L E T,

* %15 L7z Amazon GuardDuty O S & . Lambda BA%%(Z & > THEAT 7= Secure Firewall Threat
Defense Virtual ¥ Rr— % ORFICET 25503508 S 72 E A+ A — /Ll A,

« LIR— 7 7 A /L) Amazon S3 N7 v MIAERINTWLMNE I AR LET, LR—F7 7M1
(Zi%, ¥ 7LD Amazon GuardDuty OREHFERIC L > THRE SNEEEOH DL IP 7 FLARE TN
TWET, LR—F 77 A 141, <deployment-name>-report.txt OEHUT/ > TWET,

Xy NI—=7 FTV =T b IN—TDOEFFAY v ROGE  RIES NI~ F—T v (Secure Firewall
Management Center Virtual & 7213 Secure Firewall 7 /34 A~ 3 —T %) T, 7 VOB RNOHE
HSNTEEBEOHDIPT FLAZBIML TRy NI—27 A7 2=/ b TA—TREHFENTND Z
LEMER L LT,
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AWS T Threat Defense Virtual DER |
B scovy-—amBRoEs

X2 VT A AT IV AT 4= R Ay FOBFE : LIR— M7 740D URL BNEFLE L ¥ —
OFETCREICEFH SN TNDENE I D EMRLET, VA= 77 A VURLDOHREEGFZ A LAX
TiE, BHE A —DRONATRRITEET,

[ 7Y =27 F (Objects) [>[AF7 V=7 MNMEEL (Object Management) |>[EFX=UT 4 A7V
¥ x A (Security Intelligence ) |>[% v hPV—2 U X k&7 ¢ — K (Network Lists and Feeds) ]>
RE LT 4 — REER

Fl2lE, 74— REFEITEH LT O, [&EH (Last Updated) | DX A LAAS 7 Z T
LHZEHTEET, RONRATT 4 —REBIRL TEHTX T,

(47 Y =27 & (Objects) >[4 7 =2 MEEL (Object Management) |>[EFx=2U7 4 A7V
¥ x A (Security Intelligence ) 1>[ > hU—2 U A &7 ¢ — K (Network Lists and Feeds) ]>
[7 4 — FOHEHF (Update Feeds) ]

ATv 76 [AWS= Y —/L (AWS Console) ]>[%—E A (Services) ]>[CloudWatch]>[ 2 (Logs) ]>[v ¥ 7 /L —
7 (Log groups) JIZBEIL, » 7 7 —7 %@L T, CloudWatch = > —/L"C Lambda = 7 Z 7 L £
¥, CloudWatch D1 7 7 )L —741X, <deployment-name>-lambda DERIT/L > TWET,

ATy T1 EBEEZMGELZHE, ROX D ICH U TABREERIC L > TERINET =222 V=0T v 7252 L%
HELEL £,

a) AWS 22V — /b [Yh—E A (Services) |>[GuardDuty] > [#5%: (Findings) ]> [#&3: % 3R (Select
the finding) 1>[7 7 > =2 > (Actions) |>[7—H A7 (Archive) | IZBENL T, ¥ 7 /Lo
T—HERRFLET,

b) Xy NIV—2 FT7T =27 N INA—TIZEBMSNTZEEDHLIPT FLAZHIFRLT, Frvyiad
77— # % Secure Firewall Management Center Virtual 2> H{H 25 L £,

¢) AmazonS3 N7 FDVAR— KT 7 A NE T V=T v 7 LET, U7V ORMKBRTHE S
BEOHDLIP T FLAZHIFRT DI LT, 77 A VEEHRTEET,

BEDOVY) 1—2 3 VREBBOEHR

JEBRTZIZS3 N7y hRS3 ANy RT3V Z ENRRAT VLT 4w 7 ZMEETH LW L aH#ELE
LET, 72720, BBALEZY U 2= a VOMRE TR T 5LERH LT, AWS a2 Y —
JL® [CloudFormation] ~<—C [A % v 7 O (Update Stack) | 47> a VA fHL £,

ITFDNTG A= 2 THTEET,

INTA—4H EBA

Secure Firewall Threat Defense Virtual ¥ % —3 ¥ | Amazon S3 /X7 v F O#ERN 7 7 A V& BINE
DIERL T 7 A V4 TIEEH LET, LARTO 7 7 A L & [R T4 R
TI77ANEREHRCTEET, W7 7 A V4
DEBEINTHET, AWS 22 Y — LD [A
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| AWS T Threat Defense Virtual O E R

BEnyvy1— 3 ERERoES ]

B

%7 OFH (Updatestack) |4 7> a v &
ALT, Z2ORTA—ZE2FHTEET,

GD MR HIAE R D e/ N D RS L~ L+

AWS 12 Y — D [AZ X v 7 DFEHF (Update
stack) 1A 7 a VEMEHLT, NTA—HH
AR LET,

BHEZEDEF A —/L ID*

AWS 22V — )LD [AH v 7 OFH (Update
stack) | A7 a AL T, EFA—L
ID D/RNT7 A —ZfEZEFHLET, SNSH—E
Aay)—=NENLTCEFA—NDOYT A
V7 yavBMERIIEHRTL52 LT
EJcaN

S3 Ny N4

AmazonS3 /N7 NND zip 7 7 A LV EH LD
AHICHEFHLTHD, AWS 22V —/LD [A
X7 OFH (Update Stack) | 47> a v %
BEHL TN A= E2EHLET,

Lambda L' ¥ ® zip 7 7 A /L4 *

Amazon S3 /37 FN® Lambda L A ¥ zip
T AN EF LWARTTER L TG, AWS
Y= )VD[AY 7 OFH (Updatestack) ]
FFvarvEHEALT, ZORTA—ZEE
FETLET,

Lambda B D zip 7 7 A V44 *

Amazon S3 /37 v NN ® Lambda BI%k zip 7 7
ANEH LOARTTEF L THE, AWS =2
V=D [AZ v 7 O (Update stack) |4
TrarEFHLT, ZORTA-FEEE
FLET,

AT — RO SAIZHEH S D KMS % — D
ARN

AWS =1 Y — LD [A X v 7 OFEH (Update
stack) 1472 a EAMH LT, NTA—FHE
R LET,

FNw U a 7 OE /R

AWS 222 Y — )LD [AH v 7 ODFH (Update
stack) | A7 a v EMEHL T, NFA—FHE
EHEHLET,

ATy T1 AWSBEH oL Y — LICER F T,
ATFY T2 VEISEUT, :iLWnWAry e 73 L EEZVER LET,

ATVT3 UTNCRTT =T 4777 EBRHATy b EH LWy MZabt =& TWD 2 L2 LET,

» Secure Firewall Threat Defense Virtual#s%~ 7 1 /L : ngfwv-config-input.ini
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AWS T Threat Defense Virtual DER |
B =covy—a rmmRoEs

e Lambda L' A ¥ zip 7 7 A /V : ngfwv-gd-lambda-layer.zip
» Lambda Bd#% zip 7 7 1 /V : ngfwv-gd-lambda.zip

« Output L/ R— h 7 7 A )L : <deployment-name>-report.txt

ATy T8 RTA—FEEEH T 5HI21E, Services> CloudFormation > Stacks > > Update (Update Stack) > Prepare
template > Use current template > Next > <update parameters>> Update Stack (28 L £ 77,
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B,
=% =R

AWS ~ @) Threat Defense Virtual Auto Scale
Y )a—I 32 NDEA

Z D RF¥ = A2 hTIE, Threat Defense Virtual Auto Scale V' V = —3 3 > % AWS ([ZJEBT 5 )7
HEIZOWTHBILET,

+ AWS T Threat Defense Virtual Auto Scale /' J = —3 3 22N\ T (114 X—)

*NLB Zf# ] L7= Auto Scale ¥ U =—3> 3 > (115X—)

*NLBZfi[l L TAutoScale VU =2—> a VA EMT LD RY—2 0 ROT &R

(116 =—2)

« GWLB % L7z Auto Scale Y U == —3 =3 > (118 X—)

*GWLB #ffHH L T AutoScale YV =—> a U ZREATH-DO= L RY—= 2 RO ek
A (119 =—)

« Threat Defense Virtual 33 X TOVAWS O A KT A > LHIREE (120 =X—)

« GWLB F 721X NLB Z i/ L7z Auto Scale ¥ V = —3 3 Y OFREICMNIER 2T R —F 2 K

(122 =)

* GitHub @ CloudFormation 7 > 7 L — | (125 ~_X—)

* GitHub 72 H 1 —H VIR A hA~DUEEIRT 7 A V& CFT DX T m—F (142 X—)

« NLB % 1{# ] L 7= Auto Scale / U =.—3 = > : Amazon CloudFormation = > > —/L"C?% NLB
AVTITARNTITF ¥ T T— R OAAZwA REREA (142 <—)

*« GWLB %1 L 7= Auto Scale U =.—3 = > : Amazon CloudFormation =2 >/ — /L CD
GWLBA LV 7 TANT I F % T FL— DA AZ~A XLER (143 ~—2)

» Management Center TD Xy hU—2 L 7T A RNT 7 F ¥ OFE (144 ~X—)

+ Configuration.json 7 7 A /LD FHT (150 ~=—3)

cAWSCLI ZEH L7cA v 7T AT 7 F v arR—Fr hOFE (151 X—2)

e target 7 4 /L Z OERL (153 ~—)

e Amazon S3 N7 h~DT 7 A NDT v T r— R (153 X—)

*NLB Z{# ] L7= Auto Scale ¥ U =—3 3 > : NLB #{#H L 7= Auto Scale ¥ U == —3 5
DR (153 <—)

« GWLB Z{# ] L7- AutoScale ¥V ==—3 3 > : GWLB Z{#J L 7= Auto Scale ' ) =.—3 3
Y DOER (154 ~—2)

« VPC DIL—F 4 » 7 DOFEE (155 ~<—)
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |

. AWS T ® Threat Defense Virtual Auto Scale /') 2 —3< 3 2 [ZDVT

* Auto Scale 7 /L — 7 OfFE (156 ~—)

« BEHOMGEE (156 ~—)

cAUTF AR (157 =)

s N TTNTa—=T 4T (161 =)

« A : AWS C GWLB % 1{# F L T North-South 7 7 ¢ v 7 Zfi# 7 % Threat Defense
Virtual @ Auto Scale Y J = —3 3 > (163 X—)

AWS T Threat Defense Virtual AutoScale /') 21— 3 >

[Z2DULVT

AWS 72 ED/RT Y w7 7T REREEIZERA & 4172 Threat Defense Virtual A A & 7 A T,
Xy NT—=I NI T4 T TANAL I T 4 v T RRET L RS T TV r—a w3y
R—=haINFET, NTT7 4T DAL 72XV BB 472 Threat Defense Virtual 1 > A ¥
VADEN AR Y NT—2 NT T 4 v OBREIZIEHS TR W U AR AET DRSNS
DET, VT T4 v TNT 4 v 795 L, Threat Defense Virtual A > A X o AN T A R/VIREE
W20 REER A NRRETLAREENRH D £,

Auto Scale YV =— a U id, bT T 4 v T INASA T LT84 Threat Defense Virtual 1 &
AL ADEE BB A T —VT v 7T L, 8T 74w 7 B/MRIEL TS &I A
ADEHE AT — NV E T T DDIENDTeD, Ry NT—2 U Y — R &R LT, i#
Hax MEHTE 7,

AWS @ Threat Defense Virtual Auto Scale iZ. AWS B Threat Defense Virtual f A % 7 AT
Auto Scaling BERE A B INT 2 52272 — "— L AL TT (Z oo BEkicBA G325~
N=VM IV EFHA) .

NR—Tar 64, 2y hU—27a— AT 4% (NLB) X—Z® Auto Scale YV =—> 3
>IX. Management Center {Z & > T P X415 Threat Defense Virtual CHAR— h ZfLEF, N—
Var12UBETIE, bV =A m— N7 % (GWLB) ~X—2ZD AutoScale ¥ U = — =
YHPR—FINTWET,

A aClX, Lambda, Auto Scaling 7" /L— 7", Elastic Load Balancing (ELB) . Amazon S3 /3
7 K. SNS, CloudWatch 72 £ Ot AWS — B A %l L T, Threat Defense Virtual 7 7
A 7 U # —/L® Auto Scaling 7 /b — 7 % B3 % 72D CloudFormation 7 > 7' L— b & A7 I
T haREELTWET,

Threat Defense Virtual Auto Scale Y U = —< 3 1%, L FONEZ AT 5 CloudFormation 7 &
T L— FRX—=2DEATT,

« Management Center (Z JX % Threat Defense Virtual 1 > A &% A DX Gk & B ERAREFR O 524272 A
g1k,

o« 27— )L 7 7 b X7z Threat Defense Virtual £ > A Z LV A~DNAT R o—, 77 &R
ayvhe—LRY — BLUOUL— O HBhE A,

s 10— RANT L L F R Y — DY AR— b,
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA
NLB %{#F L = Auto Scale ¥/ ') 2 — 3 > .

* Management Center COAE)E L, Device Manager ($H 74— F %54k,

Auto Scale MHEREYLIR (/N\—2 3 > 6.7)

o AKX LREENT ) w2y 0 H LU Lambda BI%iE,. Auto Scale 7 /L — 7 NOFT T
Threat Defense Virtual { > A % > 2D A E U {HE 825V T Management Center % 2 77 =
WZAR—Y 7L, ZDffi% CloudWatch £ NV v ZIZAB L 9,

c AEVHBEICESHLWAS—Y U7 RY v—E2 i TEET,

« Management Center ~® SSH 35 X UM ¥ = 7~ > % /L @ Threat Defense Virtual 77 A ~<—
I IP #t,

« Management Center 3% & D ik,
*ELB TEVZL DY A= 7 R— &L TEODHR— |,

o VUV AL 7 RBEIZETE, T_XTO Lambda B AWS U VY — %, AE L&
BT DIC TNV AZ 7RIS ET,

NLB #{EFH L1- AutoScale V') 21— 3>

AWS T — RT3 A Ny o R TR SN TR DA ETF [T 570, R TERIN
7= T 7 4 > 7 ®IHM Cisco Threat Defense Virtual 7 7 A 7 7+ —/LFRH CHNEH Z BB T £
KR

A H—Fy MZE LT — RRZ %, Rry NU—ra— R KRZ B EET7 7Y r—
vara—RKAZUHTT, WThOEES, AWS DT X TOEM: L FEREH S ET,
UTO R YOFTRINTWD X DT, AFEOL M 71X Threat Defense Virtual 7 > 7' L —
e LTSN E T, Al —V—EROH S TT,

\}

CGE) 70— a BB L7=T U 3T K NT 7 4w 7 1% Threat Defense Virtual Z i@i@ L £
A,

N7 47 OR— bR—ZADFIENAEETT, T DIEIE, NAT L—/UZ L > THERIATE
%9, ManagementCenter T [FRA A7 V=7 FOERL) . T34 27 —7DEM] |
INLB ZfffH L7~ AutoScale ¥ U =— 3> : X hU—27 7 RLAZH (NAT) R —D
RELEH . EAMRT 72 ary ha— L RY —OfERk (1493—20) | THERHRT
JEA arybe—)L R —0FER] 2R LTIEIN, e, A ¥ —Fy MZHE
L7ZLBDNS, R—h: 80D T 7 4w 7%, 7TV r—valilh—T 47 TE, F—
N8 DT T 4w IT TV r—2a 2l—T 4T TEET,
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
B nBEEALTAScale vy 1~ 3 L ERBET AEHDTY FY—I Y FOTA+R

kRO DA

[ 3:NLB %1 F8 L 1= Threat Defense Virtual Auto Scale ) ') 21— 3 >

-
Management Center o
Virtual -

—

Availability zone - 1

Threat
Defense
Virtual 1

Application Infrastructure

Threat
Defense

Virtual 3
Inside Outside
Threat Defense Virtual

Autoscale Group

Cisco NGFWv Autoscale Solution

Internet
Facing NLB

NLB Z{EFH L T AutoScale V) 11— 3 VBT 57-

ODIURFY—IFOT7aER

w71 —F v — L, Amazon Web Services (AWS) (Z NLB % {i# | L C Threat Defense Virtual
Auto Scale Y U =— g VERTAYV—7 7u—%2/r L TWVET,
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA

NLB %/ L T AutoScale v ) 1— 3 2 BB 300> Fy—Iv ko7nex [l

1 4 5 Configure 6 i
l Local Host Download — cOrL\j{E]cf:ﬁion  — Iggf:t::éﬁg —_— %?;;j = . UP'W; e
the required files JSON file uzing Folder AB\,\\:SRE?
AWS CLI
2 Cusmlmizc 8
Amazon and Deploy the
CloudFormation Deplay Auto Scale
Console Infrastructure solution
Template
-
Management Cﬁ;""?ﬂ‘ﬂe L
Infrastructure
Edit
Auto Scale
Group
10 Configure
Amazan Routing
VPC Console for
VPC
J—9 AR—R FE
o . GitHub 725 v — A VIR A b ~DRHETR 7 7 A /b & CFT
A 0)&\‘]7:/3‘_‘]\\‘
2 Amazon CloudFormation = |NLB % fi ff§ L 72 Auto Scale ¥ U =—< =2 > : Amazon
=) CloudFormation = > —/L CONLB A > 77 A KT 7
Frv T T L= DA RE~vA XLER (1423—)
|/§\'| Management Center Management Center TO Ry 8T —2 4 T T A KT
\-—/ F v OFGE (144 =)
(1) °—J1 LR A R Configuration.json 7 7 A /L O FH (150 ~—)
NG
(5) B =R A b AWSCLI 2 LTsA > 75 A F T2 F v 2 K—x
~— v ROBE (151 ~—2)
(6) 72— LR A b target 7 4 /L X OYERL (153 ~<—)
Ny
:-/}“\.‘ a—A /LR A b AmazonS3 N7y hA~D T 7 ANDT v T a— K (153
M N
~N—)
8 Amazon CloudFormation = |NLB % i }j L 7= Auto Scale ¥ U = —3< =2 > : NLB &l
Y= L7z AutoScale ¥ V = —3 9 VDORERE (153 2—)
(9) Amazon EC2 = —/L | Auto Scale 7 /L — 7 Dt (156 ~—)
h P
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
B owezsmLEAtoScale vy 21—y

D—9 AR—=R FIE

[ ‘|--0. Amazon VPC =2V —)L |VPC D)—TF 4 T DORTE (155 X—)

GWLB Z{#fH L7- AutoScale V') 21— 3 >

AWS 7 — b7 x A B— R 37 (GWLB) ZHEMT L E, AR T Rk e TV by
v RO T 2] TE 57120, WELEINBTAR S L= N7 7 « v 27 73 Cisco Threat Defense
Virtual 7 7 A 7 7+ — )Lk TN &2 Bl T & £ 77,

N7 7 4 v 271X GWLBe 705 GWLB 255 S 4L, £ D%, A D 7= ®IZ Threat Defense Virtual
WIEEEINET, WTHhOHES, AWS OT X TOEMFLFENEHINE T, AR
IRENTWD X DIT, ERROEERSY T Threat Defense Virtual 7 7' L— h &4 L CEBI &
U7z Threat Defense Virtual GWLB Auto Scale ' V = —3 3 > C¢, AlImEIl 22—V —EH
DHERGTTT

(=AY
4:GWLB % {# 3 L 1= Threat Defense Virtual Auto Scale ) ') 1 —< 3 >

Created and Configured by
Managed by customers Cisco CloudFormation Template

= Management Center Virtual
-
-

Application VPC |

-
Ei;‘ - . Threat Defense Virtual
iF—Q By ===
gig

Application GWLBE GWLB

Mam

Internet | Subnet | Security Subnat Serverless Storage

Gatew, Groups Component 53
i o -

Groups resources probes distribution

| Route
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA
GWLB £ L T Auto Scale v J 12— 3 V£ RBIT 500> Fy—Iv ko7nex [l

GWLB #{EFA L T AutoScale V) 21— 3 U #ERT 3
OO RY—IoFO7OEX

WD 71 —F ¥ — L, Amazon Web Services (AWS) Z GWLB % {# ff§ L T Threat Defense
Virtual Auto Scale YV = —v a VA REHET AV 7 —%RLTWVWET,

[ ! Yo D O e Dipesris
Local Host me?::::;:::dmes — c(?gg;;r::;on —_— ch:‘;;;.;cms — 'I_I'i:gitr — A;:fkif
= AWS CLI
. 2 ) Gustomize 8
Amazon and Deploy the
CloudFormation Deplay Auto Scale
Console Infrastructure solution
Template
.
Configure
Marlcaeg;:‘lrem Network —
Infrastructure
(9)
Amazon i Edit
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA

NLB % L= Auto Scale V') 12— 3 > .

INTA—4H

ERTE=5ME/247

B

ngfwPassword

padl

$ T D Threat Defense Virtual 1 > A &
212i%, #EE#T 71— (Auto Scale 7
N—") O [2—H—F—4% (Userdata) ]
74—V RIZANENTT 7 4V DI
U— FBRFEEINTWET,

ZDOANZT XY, Threat Defense Virtual (27
JHATEDLLHITRDE, NAT— RN
LN R — NIZEF IR E
9,

KMS ARN 2MER SN T RWEAIX, 7
L—2TFH% A RONRAT— REFHLTL
72&\, KMS ARN 2MEH STV 58545
X, B b Sz XA U — R&fERH3 50
EHRH Y 7,

fil : Cisco123789! F£721%
AQIAgcQFAGtz/hvaxMtIvY/x/rfHnI31PpSXU

fmcServer

el

Lambda B8%% & Threat Defense Virtual & 1
V=T A ADMHIZBIER R
Management Center & ELH D IP 7 KL X,

1 :10.10.17.21

fmcOperationsUsername

Pl

Management Center % & B3 2 BRIC/ERL S U
7= Network-Admin PA_b D RsHE 2 —H—
a—HF—B LN — L OIEROFERIZ O
Cid. Cisco Secure Firewall Management
Center7 /3 A a7 fFal—arH
A4 R[] 2L T IEE 0,

51 : apiuser-1

fmcOperationsPassword

Pl

KMS ARN FE# SILTWRWEAX, 7
L—VTFHFARDRAT—REEHALTL
FEW, THENTWAEAIL, Kb E
NIRRT — REFEHTHIHERDY £
7T

5] : Ciscol23@ F7-1%
AQICAHgQAzhvaxMtvY <mKIBdFPpSXUHQRnCAaB

fmcDeviceGrpName

pas 2l

Management Center D7 /NA A 7 )L—"T4,,

5] : AWS-Cisco-NGFW-VMs-1
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
. NLB %#{# M L 1= Auto Scale V') 2 —> 3 >

INT A—45 ERATE=5ME/247 |HiHA

fmcPerformanceLicenseTier | 57525 Threat Defense Virtual 7 73 X % Management
Center Virtual (2883 D BRICEEH S 7o
TA—R U ARBET A A,

EHTE 50 :
FIDvFTDvSFTDVIOFTDV20FTDV30FTDVS0FTDV00

fmcPublishMetrics 7=/l [TRUE] IZEET D L, fRESNTZT AN
A AT —T WO EKYE F Threat Defense

Virtual & > —D X £ U W EEZ BG5S
722, 24312 1 [F13E(T Z 41 % Lambda B

BOER S vET,

5 FTREZ2 i : TRUE. FALSE
5] : TRUE

fmcMetricsUsername pel AWS CloudWatch (Z A MU v 7 Z/ABHT 5
723 D —E D Management Center ~.— " —
%, —HF—F Lo —/LOIERDFEMIC
DWW TX, Cisco Secure Firewall Management
Center 73 A a7 4 FXal—a i
A RG] 2R LT Za0,

[ fmcPublishMetrics] 7% TFALSE] IZF%/E
ENTVWBEAIEL., ZDOANELTH MBI
HFEEA,

4 : publisher-1

fmcMetricsPassword pas=l AWS CloudWatch (Z A MU v 7 ZRBHT 5
72 ¥ @ Management Center /N A U — R, KMS
ARN DR SN TR WEAT, T L—
THXARDONRAT—=REMFHL T
WV, RSN TV DA, Bafkahiz
NAT— REfEMT 2 0ERHY £7,

[fmcPublishMetrics] 3 TFALSE] Z5%E
ENTWAEAIE., ZOANZET O LT
HEHEA,

5 : Cisco123789!

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

| AWS ~ ) Threat Defense Virtual Auto Scale */

Ja—I3 > DEA

GWLB %M L= AutoScale V) 2 —> 3> [

INTA—4H FRTEME/247 |58

CpuThresholds H = XYY CPU L EVMHED TR E CPU L VWMED L
FR, f/MEIX 0 T, AAKMEIX 99 T,
FZ7 3Lk 110,70
LEVMED FRIZLEVED EFRL D &/
ST HRENRHY £,
%l : 30,70

MemoryThresholds B < XG0 MEM L X\ MED TR E MEM L X UWMED

BB, Fe/MENL 0 T, BORMENE 99 T,
F 7 4Lk 40,70

LEVEDO FRIZLEVED ERE D &/

ST HRERDH F£7,
[fmcPublishMetrics| /3T A — 43
[FALSE| D&, BT H Y £ A,

il : 40,50

GWLB #{# L 71- AutoScale V') 21— 3>

GitHub THIARIEELZ TV T L—k

* infrastructure_gwlb.yaml

* deploy ngfw autoscale with gwlb.yaml

R18:TUTL—bIRSA—=EADY R

NG A—7H FERATZAE/4 |5RHA
147

PodNumber | ZHUEIAR » RE5 T, Auto Scale 7 /V— 74
S8 (Threat Defense Virtual-Group-Name) D FKJEIZB

v Md{1318

MESNET, 72exiE, ZoER 1) OFsE, 7
JL— 7413 Threat Defense Virtual-Group-Name-1. |2

A= i
LHILLE3HIA T OB T THILERH D £77,
STk 1
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
B owezsmLEAtoScale vy 21—y

INS A=A ERTZ5{E/45 |t
47
AutoscaleGrpNamePrefix | 57574 ZHF AutoScale S V—T /LT 4w 7 ATT,
RNy REERS 7 v 7 AL LTEMNESNET,
R 18

5 : Cisco-Threat Defense Virtual-1

NotifyEmaillD S Auto Scale f X2 MIZDOEFA—/LT FLAIC
REEINET, PTR7 VS a VEFAVE
KREZITANLDVERDHY £F,

5] : admin@company.com

Vpcld XF5 TNA AFERTHMENSH D VPCID, ik
AWS OEHZHE > TRET DM ERDH Y 97,

2 A7 AWS::EC2::VPC::1d

linfrastructureyaml | 7 7 A VEMH L TA v 7
TANTZ 7 FxrRHTLE, AZ vy 7Ot
73 a AT OENRRESIVET, £ O
LTL7EENY,

LambdaSubnets DI N Lambda BB SNV 7 % v K,
A A 7 . List<AWS::EC2::Subnet::1d>

linfrastructureyaml] 7 7 A L ZEA L CTA > 7
TANTZ I FyxEHTLE, ZAF vy 7Dt
7 a NZZOEPRESNET, TOMEHEH
LTL7ZEN,

LambdaSG Uz bk Lambda #6RED X =2 UV T 4 T —F,
% A 7 . List<AWS::EC2::SecurityGroup::1d>

linfrastructureyaml] 7 7 A LV EFRHLTA 7
TANT I F v ERATLE, AX 7 DHTIE
7a I OERRESNET, EOMEEEEH
LTL7ZE0,

S3BktName =l T AND SINT y MM, TiuE, AWS O}
WS TT AT MIEETDHLENRH Y £,

linfrastructureyaml | 7 7 A VEMH L TA v 7
FALNT VT RATLE, AX vy 7Ot
7y a NZZOENRESNET, ZOMEMEH
LTL7ZEN,
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA
GWLB %M L= AutoScale V) 2 —> 3> [

INS A=A FERTZ5E/42 |5HA
147
LoadBalancerType SCEEA| A H—Fy NMZELza— KT o307
(7Y r—vary) £72F Ry hU—
71)

Bl 7S r—a v

LoadBalancerSG CFF n— R oYDeXa VT4 70— X b

U—27 m— RNZ oY OREIEEHR S EEA,

7277l EX a2 VT4 7 V—TIDERET HHME

N £,

% A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZEH L TA > 7

TANTZ I F v xBHTLE, AF vy 7 OHIE

73 a AN ZDOENRESNE T, FOMAEEH
LTLEEN,

LoadBalancerPort TR 0— RARFUHR—F, ZOFR—MI. BIRLE
2= RNZ Y Z A FIZHESNT, Frhanre
L C HTTP/HTTPS % 7=i% TCP/TLS #{#fH L T LB
THE £

R— EBNEZRTCPAR—FTHDHZ L 2R LE
4, ZhiIue— KART U3 U A —DOVERICE
ENnEd,

FZ7 3Lk 180

SSLE&: S T o 7 AR — MO SSLAEIED ARN, $77E L
WG A. B— RART YT D R— ME

TCP/HTTP (272 W £¥, f8E L72HA. =— KA
Z TR D AR — ME TLS/HTTPS (272 V) %
7
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
B owezsmLEAtoScale vy 21—y

INTA—4H FERTZE5ME/4% |5
147
TgHealthPort FH ZOR— MNE, EFEETe—T DX =4y NI —

AL > T S E 7, Threat Defense Virtual ®
ZOR— MIRIET L EFET 7 —7 1L, AWS 2
HT =B — = V—T 4 T ENDHT=0, b
T4 v IR LN TLEE N, ZOR—
MIBEZR TCP R — R THDHLENH Y 77,

TV =y a ARBEFRE T v — TN ET
5 E T HE5EX. FHUTIE U T Threat Defense
Virtual DNAT b — L2 ZHETEES, ZDEI7R
e, 77V =2 a UnRE L7 & Threat
Defense Virtual /% Unhealthy £ > A Z 2D L &E W
7 Z7—A2k, FEFELTY—27 S, Hl
PrafvEd,

151 : 8080

AssignPublicIP 7 — Vil ltrue] ZBIRTH L, TV o7 IPBREIYHT
HiLE T, BYOL % A 7°® Threat Defense Virtual
DA, X https://tools.cisco.com (28T 5 7=
DIZLEETY,

5] : TRUE

InstanceType pa==l Amazon v ¥ A A— (AMD 1E, S FZFEeA
VARV AZA T Y HR— ML TWET, A
BUABALTIZE ST, A VAZ L ADY A XL
WHIp AT Y KENRED £7,

Threat Defense Virtual %77 — 35 AMI A > A
BUABATDORHREHEHTHLERH Y £,

Bl = c4.2xlarge

LicenseType Pl Threat Defense Virtual 71 &> A% A 7 (BYOL &
721X PAYG) . BS#E T %5 AMIID BRRIL T A &Y
AEAL T THDHI LR LET,

5] : BYOL

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)



| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA

GWLB %M L= AutoScale V) 2 —> 3> [

ERATESES
47

Bl

Amild

pasdl

Threat Defense Virtual AMI ID (%7 Cisco Threat
Defense Virtual AMI ID)

5 A7 . AWS::EC2::Image::1d

P N O Sl R= N S [ VAT SR ING fal e
T, IELWAMIID Z##R L T< 7Z2& VY, AutoScale
BEREIZ. /X— 3 2 6.4+, BYOL/PAYG A A —
ZHAR—FLET, WTHLOHEL, AWS v —
ry h T LA ATIA B AZRET DLEND
DET,

BYOL O, #%E JSON 7 7 A /LD
MMicenseCaps] ¥—% [BASE] .
MALWARE] . [THREAT| . [URLFilter] 72
EOBERETER L TS EE0,

NoOfAZs

B

Threat Defense Virtual % B3 2 BN & 5 7 M
S—rD¥ (1—3) . ALBEADES., AWS T
Wi/ IMETE 2 T,

B = 2,

ListOfAzs

H < XYY 3L
FH

= DONEFO N ~REY U A R,

GE) V—r D) A MEZEETY, 7
Fw b Y A NMIFE UNEFECIEET 54
ERHY F9,

linfrastructureyaml] 7 7 A VZfEA L CA > 7

TANT I F v HREEATLE, AX Yy 7O/
7y a NI ZOENRESNET, ZOMHEEEM
LTLEEN,

5 : us-east-la, us-east-1b, us-east-lc

MgmtlnterfaceSG

pe=ll

Threat Defense Virtual ‘A > % —7 = A 2Dk

X UT 4 T N—T,

X A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A L ZEA L CTA > 7

TANTZ I F BT LE, AF vy 7 DOHIE

7y a Al ZDOEPRESNET, TOMEEFEH
LTL7Z&EW,
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
B owezsmLEAtoScale vy 21—y

INTGA—4H FERATE5(E/Z |28
147
InsideInterfaceSG pra==v| Threat Defense Virtual NEEA > % —7 = A4 AD&

X2 VT4 N—"7,

% A7 . AWS::EC2::SecurityGroup::Id
linfrastructureyaml] 7 7 A VZEH L TA > 7

TANTZ I F v x2BHTLE, AF vy 7 OHIE

7 a NI ZOEPRESNET, TOMAHEH
LTL7E&EW,

OutsidelnterfaceSG CFF Threat Defense Virtual M & % —7 = 2Dk

3'\,; U 3: A 7\\/1/»—700

%A 7 . AWS::EC2::SecurityGroup::Id
linfrastructureyaml] 7 7 AV &FRHLTA 7

FARNT IV TF v wERTALE, A¥ v I DHETIE
7 a I OENFRESINET, FOMEAEMHH

LTLEENY,
1 : sg-0c190a824b22d52bb
MgmtSubnetld < FEY Y \\EHEY TRy NIDOK < XEIY YA K, YR L
Z WX, RIS DAY — v LR UIEFR IS 5 B
NHYET,

2 A 7 List<AWS::EC2::SecurityGroup::1d>

linfrastructureyaml] 7 7 A VZEA L CTA > 7
TANTZ IV FyxRHTLE, AF vy 7Ot
7 a NZZOEPRESNET, TOMEHEH

LTL7EEN,
InsideSubnetld = X0 U | NELGig00 Y7 Ry NIDOH < XEID U A K,
N UA NI, fHST 2R AMEY —2 LR CIEFFIZT
HVENRHY F7,

% A 7 . List<AWS::EC2::SecurityGroup::1d>

linfrastructureyaml] 7 7 A VZ2EH L TA > 7
FANT IV FYERATLE, X2y 7 OHE
72 a NI ZOENRESIVET, FOMEAEEH
LTLEEW,
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA

GWLB %M L= AutoScale V) 2 —> 3> [

INTA—4H

ERATESES
47

Bl

OutsideSubnetld

B o= Xgny
P

SMERIGig0/1 BT % RIDDH <~ XY U A K,
U M, s d 2w ey — > LR AR

HILENRDHY £T,

% A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZ2EH L TA > 7

TANTZ I F BT LE, AF vy 7 OHIE

7 a AZZOEPRESNET, TOEZHEH
LTSN,

KmsArn

padl

BEAFD KMS @ ARN  (fRAFIFICHE LT D720 D
AWS KMS %—) ., & L7254 . Management
Center & Threat Defense Virtual /XA U — R & #f 5
T 20ERHY £3, NSAT— FOREE{bIL,
FBESNTCARN DA A L TFEITT D LERNH
DET,

W5/ XA T — ROAERA] " aws kms encrypt
--key-id <KMS ARN> --plaintext <password>" ¥k ® &
IR INTERAT = REFEHLTIEIN,

5] : arn:aws:kms:us-east-1:[AWS
Account]:key/7d586a25-5875-43b1-bb68-a452¢2{6468¢

ngfwPassword

pe=ll

$ T D Threat Defense Virtual 1 > A & 7 AIZI,
BE#7T 7L —h~ (HBIA T — VI —") O

[2—H%—F—% (Userdata) |7 4 —/L RIZAT &
NIeT 74V RO/SRAT — RPRFRESILTHNET,

ZDAJIT LY, Threat Defense Virtual {27 7 & A
TEX5X21hd e, NAT—RRHLEME
NIRRT — RIZEEINET,

KMS ARN Ml STV ARWESIR, FL—r
TXFARNDNAT— REFEHLTLESI, KMS
ARNMEH SN TWAHEAETE, BEbShiz "
U— REMFHATIHLERNDH D T,

1 : Ciscol23789! F7-i%
AQIAgcQFAGtz/hvaxMtIvY/x/rfHnl31PpSXU

fmcServer

Hefim 3551

Lambda B8%% & Threat Defense Virtual & B A > % —
7 = A AD J7IZE|E#E A HE 72 Management Center &
HHDOIP T RV A,

1 10.10.17.21
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
B owezsmLEAtoScale vy 21—y

INTGA—4H FERATE5(E/Z |28
147
fmcOperationsUsername | 57774 Management Center % & P19~ 2 BRIZ/ERR S 47

Network-Admin LA _EDOSHEL—H —, 22— L no—
IVOVERDFEERMZ OV CIE,  [Cisco Secure Firewall
Management Center 7 /XA A 327 4 F 2 L—3 '3
A R] SR TIIESN,

51 : apiuser-1

fmcOperationsPassword | sz57%| KMS ARN 220 S TV A0 A L. FL—
THEARDNAT—=REHEA LT ZE, fisl
ENTVLHEIF, LS/ A T — N2l
T 5 0E DD T,

il : Ciscol23@ F7-1%
AQICAHgcQAhvaxMivY//mKI3cFPpSXUHQRNCAaiB

fmcDeviceGrpName pasl Management Center D7 /NA A 7 )L—"T4,,

5] : AWS-Cisco-NGFW-VMs-1

fmcPerformanceLicenseTier | 575~ 5] Threat Defense Virtual 773 A % Management Center
Virtual (288 DEICHEH ST 4 —< A
Bl 7 A & R,
FERTE 51 -

FTDv/FTDv20/FTDv30/FTDv50/FTDv100

GE) FTDV5 3 X OVFTDV10 /87 4 —~ 1 A
BEfEZ A & AT, AWS ' —bh D =
A — R KRZ Y TIEIR— ST
WEH A,

fmcPublishMetrics 7 — Ul [TRUEJ IZRET DL, FBESNTZT A AT

JL— T N D B4k % 2 Threat Defense Virtual & > H—
DAEVHEEZIGT D720, 24012 1A%

TS 4 % Lambda BIELMERL SV E T,

{F F W BE72fili : TRUE. FALSE
5] : TRUE
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA

GWLB %M L= AutoScale V) 2 —> 3> [

INTA—4H

ERATESES
47

Bl

fmcMetricsUsername

pasdl

AWS CloudWatch (Z A b U v 7 Z/RBAS 572D D
— . Management Center = —H%—%,, = —4 L
1 —/LOVERRDOFEAMZ SV TIE,  [Cisco Secure
Firewall Management Center 7 /XA A 27 4 ¥ =
L—=yar i4 R 22 LTIEa,

[fmcPublishMetrics| 7% [FALSE] IZRRE I TV
LZ%EIE. ZOANEITOREZTH D XA,

%1 : publisher-1

fmcMetricsPassword

pe=ll

AWS CloudWatch (Z A b U v 7 Z/RBAS 572D D
Management Center /N2 U — R, KMS ARN 723 fC#
ENTWRWEEE, TL—rTFR hD/SAT—
REfEHLTZEn, Bl SNTHD5HAE.
WA kSN NAT— R 2 0ERH D £
R

[fmcPublishMetrics| 7% [FALSE] IZRE I T
DA, ZOANNEITHIMEILIHY FHA,

5] : Cisco123789!

CpuThresholds

H =Xy
e

CPU L ZVMED FFRE CPU L & WMED EFR, /b
fEIX 0 T, HKAEIF 99 T,

F 74k 110,70

LEVED TRIZLEVED EREY H/hE <9
LRMERDH Y £,

il : 30,70

MemoryThresholds

H <Xy &
P

MEM L & WMED TR E MEM L& VWMED FRR, &
AMENX 0 T, RKAEIZ 99 T,

T 7 4V k140,70

LEVED FRRIFLEVVED LREY /<7
HMEENH Y £9,  [fmcPublishMetrics] /3T X —
%73 TFALSE] O¥f, 2BIIH 0 £8 A,

il = 40,50
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
B it roo0—HLhR bAOBBELRIFALECTOS Y O— K

- ~ ~ ~
GitHub ™5 O—AHIILRRA FADRBELZ T 7A4ILE CFTD
AoAa—Fk
GitHub 7> & lambda-python-files 7 + L ¥ & X 7 a— K LET, ZO7 4V XIZiE, ROT 7
ANDBEENTHET,
* Lambda L 1 ¥ OERICMEH 415 Python (py) 7 7 A /b,
cMEITL LT, AAT 4w I N— R EBIML, 2y NT—I RFGA—HEDAF <A AT
%72 S 415 configuration.json 7 7 A /L,
GitHub 7> 5k ® CloudFormation 7 > 7' L — k& X v — KL E T,
*NLB Z#ffiffl L7z Auto Scale YV =—> g v OF 7T L— |k :

e Infrastructureyaml : AWSERBED 2 Vi R— v hE W AT~ A AT DDA SN
£7.

» deploy_ngfw_autoscaleyaml : NLB ' U =—3 3 » & {#i ] L 7= AWS Auto Scale ® FBf
WA S ET,
*GWLB #ffH L7 Auto Scale YV =2—+ a2 DF 7L — | :

« Infrastructure_gwlb.yaml : AWS BREED 2 L iR— %> N2 W AX ~ A X T 57202 ff
HEnET,

« deploy_ngfw_autoscale with_gwlb.yaml : GWLB ¥ U =—3 = > Z i L T AWS Auto
Scale Z BB 5 72O H S E 7,

\}

CE) ARG EIE, Ty T L= I TA—FOEERRELET, IWETH L, AWS Bila Y —
WTT T = FEREBT 2 L0, BT HRICA TE £,

NLB #{EFH L /- Auto Scale V') .—< 3 > : Amazon
CloudFormationa > —JLTONLBA VTS A SV F ¥
TFTUOTL—FDAREZTA X EREH

NLB ZfiH L C AutoScale YV V = —3 a3 U ZREETHHEIL. ZOHEICEHINLTWD FIEL
FITLE T,
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA

GWLB %5/ L 1= Auto Scale /') 1 —< 3 > : Amazon CloudFormation 3> Y —)LTHDGWLB A > ISR SO FX¥ FUoTL—FDARETA I
XEEH

ATY 1 AWSHEH L Y — )T, [H—ERX (Services) |>[EE & H/\F 2 X (Management and Governance) |>
[CloudFormation] DNEIZERIN L, [R2 w9 DYERL (Createstack) 1> [FH LW YV—RXZFEHA (1E#)
(With new resources (standard)) [DIEIZZ Y v 27 LET,

AT9T2 [TV —=br 7 7ANDT v 7 r— R (Upload a template file) ] ZHER L, [7 7 A /L DBEAR (Choose
file) ]27 Vv 27 LT, ZrA V&L ra—RKLET7 402005 infrastructureyaml 3@ L 9,

RATvF3 [k~ (Next) 127U vr LET,

ATy T4 [AZ v 7 OFMOIRE (Specify stack details) | X— T, A% v 7 OL4RiE AN LET,

AT w75 Infrastructureyaml 7> 7 L— rDASINT A —F DEZRIEE L £7,

ATFYT6 [k~ (Next) 1227V v 7 LET,

AT9 Tl [AHX v I AT a3 DFE (Configure Stack Options) 7 4 > R T[R~ (Next) 1227 U v 27 LET,

ATv T8  [#EE (Review) ] X— Y T Ea MR L CHET L E9,

AT9F9  [AH v 7 DIERKL (Create Stack) ] %7 Y v 2 L Cinfrastructureyaml 7> 7 L— 2B L, AX v 7
ZERR L E 7,

ATy 710 BENZET L5 [ (Outputs) 1IZBEIL, S3/837y FEEZZEEDET,

GWLB #{& A L /= Auto Scale V') .—< 3 > : Amazon
CloudFormation > Y —J)LTOGWLB A > TS5 X 359
F TUOTL—FDAREZTAXEERH

GWLB Z{#i [l L T AutoScale YV V = —3 3 U Z BT 2HAIE. ZOBEICE#HEIN WD FIA
FEITLET,

ATy 1 AWSEH oL Y —/L T, [H—ERXR (Services) |>[BE L H/\F 2 X (Management and Governance) |>
[CloudFormation| DJIEIZEIR L, [R 2 v Y DYERL (Createstack) | >[FTLWLV) YV—RZEFER (1Z#)
(With new resources (standard)) (DIEIZZ U v 7 LET,

ATvT2 [TUTVL—b 7744 0DT v 7 r— K (Upload a template file) ] ZEIR L. [7 7 A /L DRI (Choose
file) ]2 Vv 27 LT, ZrANVEX T ra—RKLIE7 42005 infrastructure gwlb.yaml %3 L &
—a—c

ATYF3 [k~ (Next) 127U v o LET,

ATY T8 [AH 7 OFEMOLRTE (Specify stack details) | ~X— T, A¥ v 7 ODL4HIZATILET,

AT w75 Infrastructure gwibyaml 7> 7 L— F D AR T A =X DEEIREE L £T,

ATFYT6 [k~ (Next) 1227V v 27 LET,

AT T1 [AEZ AT 3 DFE (Configure Stack Options) 17 4 > R Tk~ (Next) 1227 U v 27 LET,
ATy 78  [#ER (Review) | N— Y CREEMR L CTHTELET,
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
. Management Center TORY hT—Y A VISR SV FrDERTE

AT9F9  [A¥ 7 OIERK (Create Stack) ] %2 U v 7 L Cinfrastructure gwlb.yaml 7> 7' L— hZEBI L, *
27 HERLET,

ATy 710 ERAMNETLES [ (Outputs) 1ICBEIL, S3/\yy hEEZEIROET,

Management Center TRy K J—D0 A VTS RXA NS
F v DERTE
B 435 7~ D Threat Defense Virtual ¢ Management Center T7 /XA AV )L—T AT V=7 b,

ANNVAF 2 JR—F, NATRY > —, BXOT 7 EBARY O —Z2ERB L ORE L E1,

BIDHP—N— ETEITIND T IUVBIED~ LT T A A~ 32— ¥ T 5 Management Center
% F L C Threat Defense Virtual %% P C & £ 7", Threat Defense Virtual /%, Threat Defense
Virtual [RAR~ 2 2 NZEN 0 4 T A > % —7 = A A [0 Management Center % %6k L Cilif3
L/ i ‘é—o

FEAMIZDUWNTiE,  TCisco Secure Firewall Management Center % {if % 7= Cisco Secure Firewall Threat
Defense Virtual |22\ T 5L T EE0Y,

Threat Defense Virtual ZR EIEA SN 247V 27 MITRT, 22—V —=2MERTA2HLERH
nFE9,

| &

BEE FAANRIN—TEERL, A—AEZERTOMERDY T, 7L AT =TI S h
72 R TOFRED Threat Defense Virtual A ' A X 2 AT v ¥ 2 SET,

TINA ARG IL—TDENM

Management Center #5525 &, T34 A& T V—T{L LT, BEDOT A A~DKRY 32—
DIRFASLEH DA A b=V ZMBRICEITTEET, JV—TIZRTL2T7 M 2D Y X M
B E 713 R R TE E T,

RATY 1 [T/AL R (Devices) 1> [T/ 1 AEHE (DeviceManagement) | OJIEIZIER L FE 7,

ATv 72 B (Add) | Rey XXy A=a—nb, [Z—7 08BN (Add Group) ] Z=IRL 7,

ATV T3 BFEOITN—T2MmET HI20E, WETH 7N —TOME (Edit) | GRETA =) 227V v 7 LET,
ATV T4 LRk AN LET,

RATv 5 [ERAFEE/RRT /NA A (Available Devices) |35, T /3 A Z—TIZBMT 5T /31 A% 1 DLL BB L
T, BEHOT S ZAERIRT D541%, Cul £21E Shift Z#L722Rn 527 U v 7 LET,

ATvT6 B (Add) 1227V w27 LT, BRLET AN, RAZT AL A T —TITBMLET,
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA
#w2r470zs rotes ]

ATy TT [OK] %27 Vw7 LT, T4 A7 N—T%BILET,

RRA AT FOER

AT 71 Management Center {212 74 > LE T,
ATF9 T2 [TV b (Objects) |>[#TPxH FEE (Object Management) | ZE4R L £,
ARTYT3 ATV N XA TDY AN [y T —2 (Network) ] 23R L £,

ATY T4 [Fy hU—7 ZEN (AddNetwork) | Ky 7 X4 A=a—T, [A7 V=27 F®ENM (Add Object) ]
IR £,

ATvTS LHiE AT LET,

ATV 76 SHEATLET,

AT T [Fv hT—2 (Network) | 7 4 —/L RT[HAAF (Host) | A7 arZ@&IRL, ROEEZANLET,
Q) ATVl NEATDAH] . aws-metadata-server,
b) RA T hardH A ST, IPvd D IP 7 KL A 169.254.169.254 2 A L £,

ATv T8 [R1FE (Save) |27 U w27 LET,

R—bAToxH FOERK

AT w71 Management Center (212 74 > LET,

AT9 T2 [TV b (Objects) |>[A#TPxH FEE (Object Management) | Z 8 L 7,

ARTFYT3 TV b BATDY A S [R—F (Port) | Z#IRL £,

ATy T4 [R—=boBM (AddPort) | KRRy XU A=a—"T, [A7 V=7 OB (Add Object) ] Z R L &
D

ATV TS LRk AN LET,

ATw 76 [7u bzt (Protocol) | ZEINLET, [FA L (Host) | AT V=7 MFATICATILT=T 1 haLki@
RIDZMENRHY 7, BINL7Z7 0 b2 IS C T, [A— K (Port) | THIBRT 22>, £/ ICMP ©
[ZA47 (Type) ]BL[=2—F (Code) ] ZEHEIRL £7°,

AFvT7 880 L AN LET, ZZTANTEHR—FESIL. BEHIIJSUTHIAZ A A TEET,

GE) [T (Al) (o7 8\ hale:—HIXE5Z LEE2RIRLEGEIE, [ZOM (Other) | Fu v
B AREERLT, K= TAHT7 V27 bEHIBT2LERH Y £,

ATY T8 [fRT7F (Save) |27 U w27 LET,
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
B o205 V—oBE0A08—TARIN—TFTF TSI Y F DR

X)) T4V BLEUVAEA—T AR ITIL—T ATz H k
DYERK

AT [T b (Objects) |>[ATPxH FEE (Object Management) | Z 3R L 7,
RTFYT2 T2 NEATDYAINS, [ ¥ —7 A A (Interface) ] ZEIRL E7,

25y T3 [GEM (AdD) ]>[€F2 YT+ Y—> (SecurityZone) (ONEIZZ U v 73375, [EM (Add) >[4 24—
x4 AT IL—T (Interface Group) |DIEIZZ U v 7 LET,

AT w74 [4H] (Name) ]: inside-szoutside-sz & AfJ L £,
ATY TS [A X —T A AHX A7 (Interface Type) ]: [/V—7 » F (Routed) ] 2R L F7,
ATYT6 [fR17FE (Save) |27 U w27 LET,

ANAFzvsTO—TDHR— FOEDIE

NNVAF 2y 7 Fa—TOR— b 22 (SSH) F7/213A— bk 443 (HTTP) ZHNCTE £,

ANIVRFzvoTO—TDHR— k22 (SSH) OFEE

ANNVAF 2y 7 T u—T IR — 122 (SSH) ZHHALTCWAEAIE. ROFINEEZFEITL T, ~
NAF w7 TFa—TOR— NG LET,

AT YT [T R (Devices) 1> [T T b T+ —LEE (Platform Settings) ]>[SSH7 ¥t X (SSH Access) D
JIEIZ 8841 U FE 9,

ATy T2 [+Add] 227V v 7 LET,
ATY T3 Fay 7 Xy YR RNpLEET 5 [IPT KA (IP Address) | ZBR L £7°,

ATy T4 [EHAEERY — /A % —T7 =4 A (Available Zones/Interfaces) |1 7 4 > K7 T, GWLB F /2 I134ME 7
T MRS IVTWDOHNA  F—T oA AZBIRL E T,

ATv TS B (Add) 1227 Vv 7 LT, BRLIEA LV E—T oA AZ[EIR LTV =0/ F—T A A (Selected
Zones/Interfaces) | 7V 4 > RUIZiBMLET,

ATy T6 [OK] 227 V7 LET,
ATY T [T (Save) 1227 U w27 LET,

ANVRF v TO—TOR— b+ 443 (HTTP) OEIE

ANIVATF =y 7 Fa—T7 TR — ~443 (HTTP) Z#fEH L TCWAEAE. ROFIEEFEITL T,
SNNAF = 7T —TOR— N EEMTLET,
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA
NLB %I L7 AutoScale V) 1—3 3> : vy kT—5 7 FLRZHR (NAD KUsv—nzeEn |

ATV 1 [T/IAA4 R (Devices) 1> [T T v b T+ —LEEE (Platform Settings) ]>[HTTP7 ¥ X (HTTP Access) ]
DIEIZEIN L £ 7,

ATw T2 [HTTPY——DFH%Wt (Enable HTTP Server) | F = v 7Ry 7 A% 41 LET,

AT T3 [KA—F (Port) 17 4—/LFIZ, 43 L AN LET,

ATy 74 [+Add| 27V v 7 LET,

ATY TS Fay 7 Xy VR RpLEET 5 [IPT KL A (IP Address) | 23R L £7°,

ATy F6 [HEHAGERY —2 /A % —7 =4 A (Available Zones/Interfaces) |1 7 4 > K7 T, GWLB F /2134 M7
Fv MBSV TWDHNRA v —T = A A& L £7,

ATy 71 B (Add) 1227V w7 LT, BRLIEA VA —T = A A [BIRLIZY —2/ A v F—T =14 A (Selected
Zones/Interfaces) | 7 4 > R7IZiBIMLET,

ATy 78 [OK] &7 Vv 7 LET,
ATY T [{R1FE (Save) |27 U w27 LET,

NLB Z{#F L 7/- AutoScale V') 12— 3> : XY RIJ—H9F7 FLRE
# (NAT) 7R O—DERTE & ER
— )72 NAT L— /L Clix, W7 RLVAZNBA X —T 2 A ADIP T RLADKR— MIE
BLET, TOXALATONATLV—NVDIZtEA LA =Tz AKR—KT KL RAZEH (PAT)
EFEONET, NAT A Y & —DFEMIZ DWW TIX,  ICisco Secure Firewall Management Center % fiff

JH L7 Cisco Secure Firewall Threat Defense Virtual D& | @ INAT OF T R L TLFE
/AN

NAT R Y > —IZ1X 1 DOMENV— VB ETT, LAFIZ, NAT LV — /v Ofl %2R L ET,
e &{EZ75 Y — > (Source Zone) : #ERY —
o 565 — 2 (Dest Zone) : WY —

« JLDE(EIC (Original-sources) : any-ipv4

I

s TOX(ETLA— b (Original source port) : Jo/7 7 4 /b k

palll

s JLO%EYE (Original Destinations) : A > % —7 = A A (Interface)

« JLO%ESEAR— b (Original-destination-port) : 8080 F 7= (X — W — MK ET H IEFH AR — b

LWk 15150 (Translated-sources) : any-ipv4

T 255 0" — K (Translated source port) : J&/7 7 4 /L b

IR 564  (Translated-destination)  : aws-metadata-server

WK A 55" — b (Translated-destination-port) : 80/HTTP
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
B v zEmLAuoScale v a— a0 Ry D=4 F FLRZHE (NAD KY & —DRE & EE

FIERIZ, Z DFREMN Threat Defense Virtual 7 /34 A7 v 2 Z3NDH LI, T—H T T 4 v
7 D NAT L— L& BIICE £,

| o

BE (ERENENATRY V—id, T30 AT N—FIGEAT 208N H Y £9, Z080%, Lambda
B84 % {8 F L 7= Management Center DRRFEIZ K > THEES L E T,

AT w71 Cisco Secure Firewall Management Center (21 7' > L E7,
ATv T2 [FT/NAA (Devices) | A==2—TI[NAT] %7 VU v/ LET,

AT9T3  HLOWKRY —EERT 5I12F, [FLLAERY >— (New Policy) ]1>[Threat DefenseNAT] %2 U v 7 L
£7,

ATY T4 NATRYU S —DA4FTEFHHEZ AT LET,
ATy TE  [{RAF (Save) 1227V v 2”7 LET,
FLWARY —BME LT, [NAT] X—VICR RSN ET,

ATvT6  [L—/LDEM (AddRule) 1227V v 7 LET,

ATvTFT1T [NAT/L—/L (NATRule) | Ku v 77X U A Rovd [FEINAT/L—/L (Manual NAT Rule) ] Z388R L
iﬁ—o

ATv T8 [HEA (nsert) | kmy 7 X UARNnS, [#7FUN (InCategory) |3 KO [ATONAT/L—/L (NAT
Rule Before) | Z&IRL 97,

ATYFT9 [ZA7 (Type) | Kuv 7T HZ T A== [H) (Static) ] 23K L £,
AT 710 FHEASLET,

ATY9TIN [ ¥ —T=AAFT V=7 b (nterface Objects) | A ==—"T, HEFL L5477 haiB
L/i‘a‘o

ATy 12 [Z# (Translations) | A ==2—T, /37 A= ITROMEEBML £7,

INT A —4 i

JCDIE(EIC any-ipv4

[Jtd%6%% (Original Destination) ] 7 FL % (Address)
[JEDEETEAR— bk (Original Source Port) ] HTTP
[JED%E%EA— F (Original Destination Port) ] 8080

YN RS any-ipv4

[ Wik #5150 — b~ (Translated Source Port) ] | J0/7 7 4/ k

[ Hass #D%i%e (Translated Destination) | aws-metadata-server
[ZE ¥ A DFE AR — b (Translated Destination 80/HTTP
Port) ]
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA

ATv7T13
ATy 714
ATv 715

axmuroez ayra—n Ky s—oks i

[fRTF (Save) 1227 Vw7 L, = EHEFELTEMLET,
Threat Defense Virtual (2B 5 7= DITERR L72#T LWL — L 2RI L £ 77,

[EBEA (Deploy) 1>[EEl (Deployment) |DIEIZZ U w7 L, BV ECTHET A RIRY) —%2RBEALE
T BRIRY O —Z AT LETHENIRY A,

ERXWLGZT72ER arba—I)L R O—DERK

ATy
ATvT2
ATvT3
ATvT4

ATvTH
ATvT6
ATvT1
ATvT8

ATvT9

WSS DA A~D N T 7 4 v 7 R T57 7 v AHEEZRELET, LERTXTORY
VBT VAR V=2 ERTE LT, ZOR—FDO T T4 v I BRBETELH LD
W2, EFEMER— N7V NEFFRAITOMERH Y T, 727 B8ARY —DFEMIZ DN T
L. [Cisco Secure Firewall Management Center % {# ] L 7= Cisco Secure Firewall Threat Defense
Virtual DEH ] O 7 7 Z{HORE] 228 L TS,

LT 78R ary ba— VR —2ERT5 L, ORI =T 74NV bOT 7 v 3
VERENTENE T, R —ZENT DL BEHICADLE TR —2fETE D L5,
FLICmEE Yy v a VITBITLET,

[RY) >— (Policies) | >[7 9 A #fH (AccessControl) ] ZiEIR L £,

[BrLWARY 2 — (NewPolicy) 1227V w27 LET,

—BOART A E A LET,

OO [T 74NV T 7 ar (Default Action) |: [TXCHO T 7 4 v 7 %7 w7 (Blockall traffic) ]
HRELET,

[PR17 (Save) 1227 Vv 27 LET,
TERS U728 LWAR Y o —o [#R&%E (Edit) | 7A 222270 v 7 LET,
L— DB (AddRule) 1227V w7 LET,
WDIRTA—HERELET,

« Z4Hij : inside-to-outside

« ffi A : into Mandatory

T a v

c KFY — ks — v EBIMLET,

@A (Apply) 1227V >y 27 LET,
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
. Configuration.json 7 7 1 JLDDE

Configuration.json 7 7 1 JLDE#H

configuration.json 7 7 1 /Li%, GitHub 225 # > v — K L7= lambda_python_files 7 + /L 4 (Z
&Y F9°, Management Center T E L72/37 A —# Z{fH] LT, configuration.json 7 7 1 /L
DRT A =L HH LET, JSON F—([TEET LN T ZS0,

configuration.json 7 7 A VIND A7 U 7 MIKD LB Y TT,

{

"licenseCaps": ["BASE", "MALWARE", "THREAT"], //Management center virtual licenses
"fmcIpforDeviceReg": "DONTRESOLVE", //Management center virtual IP address
"RegistrationId": "cisco", //Registration ID used while configuring the manager in
the Threat defense virtual
"NatId": "cisco", //NAT ID used while configuring the manager in the Threat defense
virtual
"fmcAccessPolicyName": "aws-asg-policy", //Access policy name configured in the
Management center virtual
"fmcNatPolicyName": "AWS-Cisco-NGFW-VMs", //NAT Policy name configured in the Management
center virtual (Not required for GWLB-based deployment)
"fmcInsideNicName": "inside", //Threat defense virtual inside interface name
"fmcOutsideNicName": "outside", //Threat defense virtual outside interface name
"fmcInsideNic": "GigabitEthernet0/0", //Threat defense virtual inside interface NIC
Name - GigabitEthernet for c4 instance types, and TenGigabitEthernet for c5 instance
types)
"fmcOutsideNic": "GigabitEthernet0/1", //Threat defense virtual outside interface NIC
Name - GigabitEthernet for c4 instance types, and TenGigabitEthernet for c5 instance
types
"fmcOutsideZone": "Outside-sz", //Outside Interface security zone name that is set in
the Management center virtual
"fmcInsideZone": "Inside-sz", //Inside Interface security zone name that is set in the
Management center virtual
"MetadataServerObjectName": "aws-metadata-server", //Host object name created for the
IP 169.254.169.254 in the Management center virtual (Not required for GWLB-based
deployment)
"interfaceConfig": [
{
"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "Inside-sz"
}l
"mode": "NONE",
"ifname": "inside",
"name": "GigabitEthernet0/0"
}l
{
"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "Outside-sz"
}l
"mode": "NONE",
"ifname": "outside",
"name": "GigabitEthernetO/1"

}

1, //Interface-related configuration

"trafficRoutes": [
{
"interface": "inside",
"network": "any-ipv4",
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA

AWS CU 2RI LA 75 R k54 Fv avk—x rokE [

"gateway":
"metric": "1"

}

wn
’

1 //This traffic route is used for the Threat defense virtual instance's health check

}

Z D7 7 A /LD trafficRoutes /T A — X ZIEF 45 Z L T, Threat Defense Virtual D A ¥ 7 1
JN— b NERETEET, AXT 4 v 7 V— bOREBERITT LET,

{

"interface": "inside",
"network": "any-ipv4",
"gateway™: "M,
"metric": "1™

AWSCLl ZERL-4 VI S5A SV F vy aviKR—Y

k DERTE

7 7L — K TClE, Threat Defense Virtual 35 & Y Management Center @ Lambda L1 ¥ & K551
SNTeRAT— RiIfEl s vEF A, ROFIREEZMEHL T, FarR—x MERELET,
AWS CLI DFEAICOWTIEL, TAWS o~ RIA v f v ¥ —T =4 2] ZBRL TS

AN

AVEa—Ta VT )Y—REEET S0 Lambda L 1 Vzip 7 7

14 ILDERL

Linux A8 A [T Python 7 #+ /L& ZER L. Lambda L1 ¥ Z{ER L £77,

AT w71 Linux 5 A2 hZ Python 7 # /L4 (Ubuntu 22.04 72 &) Z/ER L £,

AT w T2 Linux A MZ Python3.9 # 1 A b—/L LEF, BLFIZ, Python3.9 %A VA b—/LF 57D 7L
27 VT NERLET,

sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

Uy i 0 i i i i i i

AT w73 Linux 8857 C Lambda L ¥ zip 7 7 1 /L (autoscale layer.zip) Z1EmL £,

apt update

apt install software-properties-common
add-apt-repository ppa:deadsnakes/ppa
apt install python3.9

apt install python3-virtualenv

apt install =zip

apt-get install python3.9-distutils
apt-get install python3.9-dev

apt-get install libffi-dev

BIZARATR 72 Python 74 7 7 U 8L £ 7,
WDAZ Y7 N%&JFAT LT, autoscale layer.zip 7 7 A /L ZER L 97,

#!/bin/bash
mkdir -p layer
mkdir -p python

D7 7 AL, Lambda B4
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |

. ({£%E) Threat Defense Virtual 3 & U* Management Center DRSS 1t/S X 7 — KDERK

virtualenv -p /usr/bin/python3.9 ./layer/
source ./layer/bin/activate

pip3 install attrs==23.1.0

pip3 install bcrypt==3.2.2

pip3 install certifi==2022.12.7

pip3 install cffi==1.15.1

pip3 install chardet==3.0.4

pip3 install cryptography==2.9.1

pip3 install idna==2.10

pip3 install jsonschema==3.2.0

pip3 install paramiko==2.7.1

pip3 install pycparser==2.21

pip3 install pycryptodome==3.15.0

pip3 install PyNaCl==1.5.0

pip3 install pyrsistent==0.19.3

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install six==1.16.0

pip3 install urllib3==1.25.11

echo "Copy from ./layer directory to ./python\n"
cp -r./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale layer.zip ./python

AT w74 autoscale layer.zip 7 7 A WV EVER L 725 . GitHub 75 ¥ 7 > 1 — K L 7= lambda-python-files 7 4 /L %2
autoscale layer.zip 7 7 A V& a b — L E T,

({£&) Threat Defense Virtual & & Uf Management Center DRES1E/\ X

7 — FDERL

Infrastructure_gwlb.yaml 7 > 7 L — K 7 7 A JLIZ KMS ARN 23 A ) 23TV 54 1%, Threat
Defense Virtual 35 J: U Management Center TR ET D/ 3NA YV — REZESLT 2 LERH Y 7,
AWSKMS =2 Y — /L& L TH— ARN Z4¢E 7 51Z1%, Finding the key ID and key ARN [ 5%
B AL TS EE N, B— UK ART, ROAWSCLI 2~v 2 REZFATLTHAY— R%E
b LET,

$ aws kms encrypt --key-id <KMS-ARN> --plaintext
'MyCOmplIc@tedProtectloN’
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJvY/x/rfHnKI3clFPpSXUUTHORNCAFwfXhXH
JAHL8tcVmDgurALAAAAajBoBgkghki
GI9w0BBwagWzBZAgEAMFQGCSGSIb3DQEHATAeBglghkgBZOMEAS4AWwEQQM4 5
ATkTqgjSekX2mniAgEQgCcOav6Hhol
+wxpWKtXY4y121d0z1P4£fx0jTdosfCbPNUExXxmNJI4zdx8=""

}
$

[CiphertextBlob] DfEIZRE 5L X7z RAT— RTH, ZDO/NRRAT— R,
infrastructure_gwlb.yaml 7 7 1 /L. ™ NGFWv /XX J— K (Threat Defense Virtual /XA 7 — )
F 721X Auto Scale BEIED FMC /NXJ— K (Management Center /XA T — R) /XT 2 —H D
fEe LTEMLES, Zo/327— &, CloudWatch T4 M w9 & AT 516D FMC
NRRAT—FOfEE LTHEATEET,
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA
target 7+ )L & DIERK .

target 7+ JLZ DIERL

O—H)LARANTROa< REERH LT, AmazonS3 X7y MIT v 7 a— KT AMLER D
57 7 ANEET target 7 4 NV F EER L ET,

python3 make.py build

0 — LR A MC Ttarget] & WIHLFTO 7 /W EBMER SUE T, target 7 4 /L Z 121, Auto
Scale YV =—a VORBICKNER Zp 7 7 AV E yaml 7 7 A ARG ENTWVET,

Amazon S3 /N4>y kAD T 7AILDF7 v JA—K

0—HVHRARNTROa~ Y REFH LT, target 7 4 L7 PV ICHDLTXTOT 7 A V%
Amazon S3 /N7y MIT v r—RLET,
$cd Jtarget

$aws s3 cp . s3://<bucket-name> --recursive

NLB % {#F L /= Auto Scale /') 2 —< 3> : NLB {5/
L 7= AutoScale V') 12— 3 > D ER

NLB Z# i L CAutoScale VY V =— 3 3 U ZREAT AHEIL. ZOHRICEHINLTWS FIEE
EITLET,

ATy T AWSEH 2V —)L T, [H—ERX (Services) | > [BEE L H/3F 2 X (Management and Governance) | >
[CloudFormation] >[RX & w4 (Stacks) [DIEIZEINL, 77 L — MZXoTER SN A Z v 7 &7
Uy 7 LET,

AT9 T2 [R2 v DR (Createstack) 1>[HTLWNJY—X#HEH (12%) (With new resources (standard)) 19
Bz 27 U > 7 LET,

ATV T3 [TV V=774 N0DT v 71— (Uploadatemplatefile) ] %R L, [7 7 A /LD (ChooseFile) ]
27V w7 LT, target 7 4 /L X5 deploy_ngfw_autoscaleyaml 8 L &5,

ATy T8 [k~ (Next) 1227V w27 LET,

ATYTS [AZ v 7 OFMOFEE (Specify stack details) ] X— T, A¥ v 7 DA4RIEZATTLET,

AT v 76 deploy ngfw autoscaleyaml 7> 7L — F DA ST A —Z DEEFRE L £7,

ARTF9 Tl [AZ v I F T aDOE (Configure Stack Options) |17 4 > R T [k~ (Next) |27V v 27 LET,

ATv T8 [HEFR (Review) | _X— YV CiREEMERL CHEEL T,

RT9 T [AH v 7 OIERK (Create Stack) 1% 2 U » 7 L C deploy_ngfw_autoscaleyaml 7> 7' L — b Z BB L, A
27 EERLET,
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. GWLB #{#F L= Auto Scale ¥/ ') 12— 3> : GWLB %#{/H L 1= Auto Scale ¥ ') 1 —> 3 > D ER]

ZN T, NLB #1{#J L 7= Threat Defense Virtual ® Auto Scale YV = —> 5 V2R ET H72HDIC
MR G OT 7T — NOREAMNET LE L,

GWLB #{#fH L /- AutoScale V') 11— 3 > : GWLB % {#
FAL 7= Auto Scale V') 21— 3 > D ER

GWLB #f#H L C AutoScale ¥ V) = —3 a3 U Z RT3 5481%,. ZOBICHEHEIN WA FIE
ZFEITLET,

ATy T AWSHH 2V — LT, [H—ERX (Services) | > [BEHE & H/3F X (Management and Governance) | >
[CloudFormation] > [R & w9 (Stacks) |DNAIZEIRL, 7> 7L — MIXoTHERR SN AZ v 7 &
Uy 7 LET,

ATYT2 [R2 v DR (Createstack) | >[# LW Y—XEHER (1E#) (With new resources (standard)) ]
EizZ Uy 7 LET,

ATV T3 [T L—bT77A4LDT v 7 ur—F (Uploadatemplatefile) %R L, [7 7 A /L DER (ChooseFile) ]
27V w7 LT, target 7 4 /L X5 deploy_ngfw_autoscale with_gwib.yaml 38R L &5,

ATy T4 [k~ (Next) |27 U7 LET,

AT TS [AX v 7 OFMOETE (Specify stack details) ] X— T, A¥ v 7 O4RIEZ A LET,

AT 76 deploy ngfw autoscale with_gwlbyaml > 7 L — FDAS)/RT A —F DEEIEE L £7,

AT T [AHX v I F T aD%E (Configure Stack Options) ] 7 4 > K7 Tk~ (Next) ]2V v/ LET,

ATv T8 [ (Review) | X—V CTREEHERL CHELET,

AT9 79 [2% v 7 OVER (Create Stack) 1% 27 U 7 LT deploy_ngfw_autoscale with_gwlb.yaml 7> 7 L — k & J@
BAL. A& v 7 Z{E L E7,

ZN T, GWLB Zf# ] L T Threat Defense Virtual F§® Auto Scale Y VJ = —> 3 VA RET H 7=
DB RB T OT 7 L— FORBENZET LE LT,

GWILBY !)a— 3 #{#EALT-AutoScale : GWLB T > KRk1M > +D
Y& Rk

GWLB &l L C AutoScale Y ) = —3> a3 V2RI 25481, ZOEICHEHEIN WA FIAE
EEITLET,

ATY T AWSHEHa LV — LT, [H—ERXR (Savices) [>[#y bT—F 5B LUTa T U VEE (Networking
& Content Délivery) 1>[VPC]>[T Y KR4 > k¥ —E X (Endpoint Services) |DJEIZEIR L £,

ATv T2 [ RKRA Y M —ERADERK (Create Endpoint Service) 1 %7 UV v 7 LET,

ATv T3 [B—FNRT %X A7 (Load balancer type) ] T[7— h 7 =4 (Gateway) ] Zi®IR L F7,
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ATvT4
ATy TH
ATvT6
ATy T17
ATvT8

ATvT9

ATv710
ATy TN

ATvT12
ATy 713
ATy 714

ATv 715

ATv 716

vweor—7+ o508 ]

[l FTAE72 1 — K XF > (Available load Balancers) ] C. Auto Scale ®JEBID—#E & L CTIERR S 7=
Tz — RNRT P EERLET,

[ RARA > R OEGRMN LT (Require acceptance for endpoint) | C [ZAFEA 43 (Acceptance required) ]
ZIEIRLET, BIRT 2L, = FRA U M —EROERERE FHTRIT ANDILERH D 77,
[PAR—=FENTWDBIPT KL AX A7 (Supported IP address types) | C [IPv4]Z &N L F 9,

[YER (Create) 1227 VU v 27 LET,

BBk Liem RARA V M —E RO —E A4 Za—LET,

[P—EX (Services) |> [y bT—F 5B LU T U YEME (Networking & Content Delivery) |>
[VPC]>[T Y FA&RA >k (Endpoints) |DIAIZER L ET,

[ RARA > FOYERR (Create endpoint) 1 %227V v 7 LET,

[—EAA7 2Y (Service category) | T [Z DD KA A > b —E A (Other endpoint services) ]
IR L F7,

[Yh—E A4 (Service name) ]IV —EADLHIZ AT L, [—EADMR ( Verify service) | Z %I L
7,

[VPC] 7 4 —/V KT, = KA > M &EA{ERRT D VPC i8R L £7°,

[7 %> b (Subnets) ] T, =2 RARAV FEERT A7 3y FEBBIRLET,

[IP7 KL A% A7 (IPaddresstype) ] C[IPv4] 47> a b Z@RL T, = FRHRA > b FXy hU—7 A
VHE—=T 2 A AZIPVAT RLAZEID B TETS,

[ RARA > FOER (Create endpoint) 1 %27 U v 7 LET,

VPCDIL—T 4 T DEE

ATY 1 AWS EFHa L YV — LT, [H—EX (Sarvices) |>[Ry bT—F 2 5EXUPaT Y (Networking &
Content) 1> [{R¥E TS5 4 R—+%- S K (Virtual Private Cloud) ]>[JL— k7—7JL (Routetables) |®
NEIZZEIR L £

ARTF9T2 A 28—y M= Tz A DNV— T —TNVEBERL, ROFIEEZFITLET,

1.

2.

3.

[72 <32 (Actions) | >[IL— FD#EE (Editroutes) JDIEIZZ U > 7 LET,

IPv4 DA 1X, V— FOiEN (Addroute) (%7 U v 7 LET, [585C (Destination) ]2, 77U 7r—
varh—nN"—OH% TRy hOIPV4CIDR 70 v 7 % AJJLET, [#—% > b (Target) ] C, VPC =
Y RARA R ERIRLET,

[Z® DFEAF (Save Changes) 1 &7 U v 27 LET,

AT9T3 7TV = arh—=n"=3HoYV T Xy hOL— T =TV aBR L, ROFIEEZFEITLET,

1

2.

[7% 23> (Actions) 1>[)L— +D#HwE (Editroutes) |DIHICZ U v 7 LET,

IPv4 DA, [b— bOEM (Addroute) 1227 UV v 27 LET, [s85 (Destination) ](Z. 0.0.0.0/0 &
ABLET, [#—% > b (Target) ] T, VPC =2 RARA > FERIRLET,
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. Auto Scale /' )L— T D#wE

3. [EHDOAF (Save Changes) 157 U v 7 L%,

ARTVT4 = oz A0 —RRZ PO KRSV IRHLTF TRy hOL— T =TV EBRR L, ROFIEE
FATLET,

1. [72 <32 (Actions) ]>[)IL— FD#EE (Editroutes) JDIEIZZ U > 7 LET,

2. IPv4 DAL, v— OB (Addroute) 1% 2 Y v 7 LET, [585C (Destination) |12, 0.0.0.0/0 &
ANLET, [#—7 v b (Target) | T, AV F—Xy M= oA Z@IRLET,

3. [EHEDORIF (Save Changes) | %7 U v/ LET,

Auto Scale 7 IL— T DiR&E

5 7 4L h T, Auto Scale 7' /L — 7 Threat Defense Virtual { > A % > A D fx/NE & e KEK
IZENEN0 E2ICRESNTVET, BEHHIOSUTHEEEFT LET,

ATy T1 AWSEHLa L YV —)L T, [H—EX (Services) |>[aAvEx1—TFT 4245 (Compute) |>[EC2]DIEIZEIR
L. [Auto ScalingZ /L —=" (Auto Scaling Groups) ] %27 U v 7 LET,

AT T2 B L7 AutoScaling 7 /b —7 % &IR L, [fatk (Bdit) 127V v 7 LT, ERIS U TLERAR (Desired
capacity) |, [F/P#& & (Minimum capacity) ], [fx K% & (Maximum capacity) |7 4 —/V ROfEZZH L F
T, AfEIEX. Auto Scaling F§HED 7= DIZELE)J~ 5 Threat Defense Virtual 1 A % ADEIZHIE LET, [
225 % (Desired capacity) | %, H/NAEE & RREREOFHNOMEIZHRE L LT,

ATw 73 [EH (Update) 1227 U v 7 LT,

A\

(GE)  Threat Defense Virtual A > A X > A% 1 DT HEHEIL, ZOA L AX U ANBE LBV ICEE
LTCWONERT D L 2R LET, TO%, BHIS U TEMNDA LV AZ U AL iE)T&
i‘g—c

R B DIREL

T L— FOREMMNEKII L7 5, Amazon CloudWatch = > Y — /LI EI LT, o 7ML S
., VERT T —ANMEREINTWD Z EE2MR LET,
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04

077 7 A VAR L T, Management Center DEEREIZBAT AEEZ N F TV a—T 4 7
L/i'ﬁ‘o

ATy AWSEE 2 YV — LT, [H—ERXR (Services) | >[BEE H/3F 2 X (Management and Governance) | >
[CloudWatch] DJEIZZR L £ 7,

ARTFwT2 [m7 7 V—7 (Loggroups) %7 V> 7 L, ERrIhTWdWFiuror 7 I7v—7%27 )y LTr”
ERRLUET,

75—L

VB2 T 5 — A7) Amazon CloudWatch =2 > Y — /L THERR SN TWA Z L 2 iR L F 1,

ATy 1 AWSEE 2L YV — /LT, [H—ERX (Services) | > [BE L H/VF 2 X (Management and Governance) | >
[CloudWatch] DJIEIZiER L F 7,

AT 72 [75—L4 (Alarms) [>[TRTOT75—L (AllAlarms) DJEIZZ U v 7 LT, A7 —1LT 7 hBLUA
A HReE N T —T 55T T =DV A NERRLET,

AOTFTFURBZRY

ARy—1)2570€X
ZD Ny 7 T, AutoScale Z/L—TF D 1 DL EDO A —Y L Fat Ak —WREIE L TH
SEBETAFEICOWTHALET,
RT—IVTFTY L a OB EFEL
R —T 7 a rERBBIOMEILET A2, ROFIEEZFEITLET,

cAWS BN A — 1) U T DS« A=A T 0 N7 7 v a rEAEMEEITENET 5
EIZOWTIE, kDY 7 2BRBLTLIEEN,

2= 7T at AD—RHEIER L EHER

AN)IAREZHZ—

60y Z & 12, CloudWatch Cron ¥ = 7' 1%, Health Doctor <E ¥ = — /L ® Auto Scale Manager Lambda
MY T—LET,
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
B s o5onovromni

» %75 Threat Defense Virtual VM (ZJ& 92 BLH 72 IP 3% B354, Threat Defense Virtual ™
RPN | B 282D L. ZOA A X A FHIBRENE T,

« FNBHOD IP A X7 Threat Defense Virtual ¥ 3> @O IP TIXAR WA, IPEUT N Z—4
T N—T I BHIBRENET,

NVAE=L =X, TOARTN—T T EARY — BLONAT /L—/L D Management
Center K HRFE L £3, [P0 A 2 AX U ANIER TROWYA . % 721X Management Center O
BREDRIE LT, ~NVAE=H — 3o — P —ICE T A=V EEEFE LET,

NLRAEZZ—DEMIE
ANVAE = H— T T 521X, constant.py CTHEEEZ [Truel (Za%E L E T,

NLRAEZZ—DEMIE
ANIVAT =X —Z TSI, constant.py TlEEM % [False] IZRELET,

FATHA4IILT VI DEME

FUS, FA TV A INT v 7 BENTHMLENDY F9, WHTHE, AV AX AT
BIMOA B2 —T = A ANBIMENER A, F7-. Threat Defense Virtual A A ¥ o A D EEH
WL CRT A2 b 9,

Auto Scale Manager M #E%h1t

Auto Scale Manager & #2{t. 3" 2 121X, £ E 41D CloudWatch 1 X2 | Inotify-instance- launchJ
& Inotify-instance-terminate] # #MLT 2 MENH Y £F, T HDA X2 hEEHHIC

Ho LA RO LambdalL Y H—SEH A, 72720, TTIZIATESNTND Lambda
T U a I TS VE T, Auto Scale Manager NZERE LT L Z L IEH D FHA, AX v
DHIBRETZIZY Y —ADHIRIC L 5288 DIE L2 A5 &, REREBIZR D FREENRSH £
D

A— KNS DR —45vy k

AWS 0 — RNRT B TiE, HEDOR Yy NI =T A H—T 2 AEFFOA L AZ L AITH L
TA VAR ARATDHE =7y NBRFFAI SN T2, Gigabit0/1 > X —7 = A A 1P
B—IFy NI NV—T DX~y N LTRESNET, 2720, BIEOLE Z A, AWS Auto

Scale D~NVATF = v 7| \WTi&<\4/29/2947®§%5VFKﬁLT@A%%
LET, F/2, ZNHDOIPIEXY—F v NI A—TmEBEFHIBEMENZY ., HIRENZY
LEHA, L= -> T, AutoScale YV a— a3 if, TNOWMFDOEZ A7 %271 75 L THL
FLET, 2750, AT F AR NI TN a—T 4 V7 OBEIT. FEITEITT HMEN
HDHZENHY ET,
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1vznvznzavng |

BR—=1Fy FTI—T~DE =5y b DER

Threat Defense Virtual f > A X > A% 11— R3T A EERT 5121, Gigabitd/1 A > A X 2 A
IP QUMY T Ry ) 22 —0y he LTHE =Ty T NV—TITBINT 2 0ERH Y £7,
P 7 FLAIZXDH =7 v bOBREEITBREMER) 2ZR LTSN,

B—4y FIL—THBDE—4 Y FOBRMER

1 — R/NZ %9 % Threat Defense Virtual 1 > A % > A D&k % fEERT 5121, Gigabit0/1
ALVAL AP BT Ry b)) A=y NTNA—T DX —4y & L THIBRT D EN
HVFET, NPT RLRIZEDH =7 v hOBGEE T IX8EMR] 22 L TEE,

AVRBZVDRADAZ INA

AWS TlE, AutoScale 7 /V—7TDA L AZ L ZADOFEENIFF T SNEEAN, 2 —F—|3A
VAPV RAE AR NARBEIC L CHER T 7 v a v EFATTEET, Jhut, m— R
YDL =5y NIA U AF U AZA T OEEITR BHEEE L £33, Threat Defense Virtual = 3
NI EBOFRY NI =0 A B =T 2 A ARDDLTD, A VABAZATDE—5 > h&
LTRETEETA,

A VARBVRERZ VINAIREIZT B

AVARBUAPARZ RARBBIZ 2D & EFRET =T RNRTHET, F—F v T —
TRHDOFEDA L AZ L ADIPIFFRICUREOE FIZRVET, 20D, f VAX L AERH
UNAARBEIZT DRI, X =7y b NA—TMEZENEND IP 2B &R T 5 Z &2 BEID
LET, Sz WTIE, =T H0X—47 v kb (1583—) #2HLTI7ZE0,

IP HIFRE 7= 5, TAuto Scaling 7 /b—7 6D A AR ADO—IFHY72HIER ) 2B L T
<7EEWN,

ARAINARENSDA VR E 2 ZDHIBR

FIERIZ, AV ARZ U AB AL NAMRIEN L FITIREBICBATTE T, AZ A RENDH
BT be, AVAZLADIPNE—HFy NIV —TDE—4y MIEESNEST, To—FR
NI YPDOH—4 b (1582—) | ZBRLTLEEN,

N TN a—T 4 L TRA T F U ADTZDIIA VAR R A A ARBEIZT 5 ED
FEAIZ OV TIE, AWS News Blog & L TL 72& 0,

Auto Scale JIL—TMWS5 DA VRS U ZADHEIBRE =358

Auto Scale 7 /L—TINHA U AL U AZKIRT DITIE, ETA AL A AL A RIEIC
BATTHOMERHV ET, AV RAFRAERAZUANLRIBICT D) 2L TLESN, R
B UNRAWEIZ ol A VAL A, BIBREZIToBECE £9,  [Auto Scaling 7 /b— 7"
HBECQAVAZ L AERTHyTFT5H] ZBRLTITEEN,

Management Center illCZE R (XH Y A, LEREFIIFH TEITTHLERNH Y £,
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-enter-exit-standby.htm
https://aws.amazon.com/blogs/aws/auto-scaling-update-lifecycle-standby-detach/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/detach-instance-asg.html
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
B x5 zcer

AR RATRT

AVAB U AEKE T T HITIE, AZARAREBICTHIMERDVEST, AV AX L ADAT
N (1593—=2) 2L TLIEE N, AV AFZ U ANAZ XL IRBEIZRoT26, KT T
%i‘j‘o

A2ORBUVADAT—)LA ViRE

Auto Scale 7L —TINBHFED A AKX L ANES THIRENZ2WE S I2T 57201, DA
VAB AR — A AL L TERTE ST, AV AX AR A T — LA MREINT
WABBE, A=A U AX IRFEKTERTTHZEEH 8 A,

A VARG R A=A ARERBEIC T D ITIE, ROV 7 2ZRLTIES 0,
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html

| o

BE FW ECQAVAF VAT TRL, X—7y NIPINIEH) A VAN ADE/NE A lr—
NARHEE L TRET DI E2BEIOLET,

Mo
i}
S
R
il

REOEEL, T TIZFEITHOAL AX AT HBICK S EE A, ZBHFITH LWLT A
A RZDOBRIMENET, TOXIRETIL, BEFOT A RZFE TS v 2T 508 R™H
Di‘é—o

BEEOA VAZ LV ADREE FETHEHF L TND & XICHERRELZEEIX. Thbo (v
AR AT A=V T T N—TNHHIBEL, FILWA VAF U RACEEHZ DT EEHELREL
S

Management Center D 1—H—% L /XX T— FDERE

Management Center O [P, —H—4% F72|Z/ AT — REE LT 541X, Auto Scale Manager
Lambda BE% & 7 A % L$545E/37 U » ¥+ Lambda B O BRIREA M CENENOEE % FAT3
2UENHY EY, [AWS Lambda BREZBOMHN ] 22 R LTI EE0,

Lambda DOREIEATRFZ, BH SNIBREAEDIZREINET,

)

GE) BREZAEII Lambda BAEICERESINE T, RAUV—ROHEMEIIITF = v 7 SNNEHEA,

Threat Defense Virtual D EBE/NNX D —RFEZEBELET,

Threat Defense Virtual /’SRA VU — REERTH L [ VAX U AZFITTDHDIIET /N, AT
NAT— R FEICERT HMENH Y £9°, # L\ Threat Defense Virtual 7 /341 A % 4 L 7R —
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA
7ouzKy—eNTRY > —0zE ]

K9 %354 . Threat Defense Virtual /X A 7 — K% Lambda Bz 8L BG SN E T, [TAWS
Lambda BREEAE O] 22 L T X0,
Z4%ID &E NATID DZEH

#1 L\ Threat Defense Virtual 7 /3 2 % F72 288k ID & NAT ID THA VA — R 554,
Management Center %¢§% > 723 (2, Configurationjson 7 7 A /L CZ DIEREZEE T HLENH Y
%9, Configurationjson 7 7 - /L%, [Lambda] V ¥V —A_X—IIZH Y F7°,

FOERAR)—ENATRY O—DEE

TIRBARY —FTENAT R O —~OETIL, T AT N—=TDEYETITEY, &
HBOA AR AZBEICEA I NET, 7272 L. BEFED Threat Defense Virtual 1 > A X o/
AEWHT DI, RELFE A THE T v 2 LT, Management Center 7> 5 2R3 2 ML FEA
HFET,

AWS )Y —RIZxtT BER

AWS O A%, AutoScale 7 /V—7° HLEIFLE, CloudWatchA X2, A7 —U o FRY v —
. Z<DEREZEHTEX£J, CloudFormation A % v 72V VY —A %A ViR— hT 5D,
BEFD Y Y —AMBH LWA Y v 7 ZERTE ET,

AWS U YV — A TEITINDHEL 2 EBT 5 HIEOFMIcO W T, [BEFY Y —AD
CloudFormation EHE~DOE Y JAI] 2L T &V,

CloudWatch O 5 DURE S L U HT

CloudWatch = 7 Z =7 AR — M4 %121L, TAWS CLI Zffi[f] L 7= Amazon S3 ~Dr 77—
Dx7 AR— ] ZBRLTITEEN,

NS JILoa—T4 25
AWS CloudFormation 2 > —)/L

AWS CloudFormation = & >/ —/LC CloudFormation A % v 7 ~D ANJJ/XNT A — X F R Cx F
T, ZIUTED ., Web 7T UWInD AKX v 7 A EBEER, BER, E5. HiBgTx ¥,

HIYD AL » 7 IZE L, [787 A—4 (parameter) | ¥ 7 Z e L £ 9, [LambdaB%ER 528
%t (Lambda Functions environment variables) ] % 7 C Lambda B9t ~D AN 2R TH 2 & H T
& ¥, configuration.json 7 7 A /L1%. Auto Scale Manager Lambda Bt H A CTHF R TE £,

AWS CloudFormation = > Y — /L DFEMNZ D\ TCiL, [AWS CloudFormation = —H%— 4 A K
(AWS CloudFormation User Guide) ] #Z&M L T 72 &\,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3ExportTasks.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3ExportTasks.html

AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
B sonva—>50y

Amazon CloudWatch 0 %'

{El % @ Lambda B# > 1 7' % £ R TE £9, AWS Lambda (T EHEDRD Y (2 Lambda B% %
HEIRIZEERL L, Amazon CloudWatch B U CA MU v 7 2|E L £, BKOBEED FF 7
N a—T 4 U TIESED K 91T, Lambda (TR & - TREL SN2 T X TOEREZ 1= 7|
Fe#k L. Amazon CloudWatch 2 7 2@ U Ca— N Lo CAEk SNz 7 HEIMICRE L E
e

Lambda = > ¥ —/1 CloudWatch = > —/L_ AWS CLI, F72i% CloudWatch API Z{#H L T,
Lambda O v 7 %K /R CT&xEd, v/ 7 /—7L CloudWatch 2>V — L& Liza 77—
~DT 7 ADFEAMZHOWTIE,  [Amazon CloudWatch == — % — % K (Amazon CloudWatch
User Guide) | TE=#—V IV VAT A, 77V r—vary, BIXOWARZ LT 75740
WZOWTEHRLTLEENY,

O— KNSUHDAILRAF T v DERK

0= RRTZ YDV AF 2w ZI20E, 7 a hajk, pingdR— b, ping/SA, JREXA LT T
, ~"NATF = 7R EDERPEENET, ~NV AT = v Z7HBENIZ20000E 22— K%
WG, AV AZ L ATER ERBRENET,

—HEREINLTRTOA V AX L ZADOBUEDIRIEN outotservice THY . AT 4 —/L RIZ TA
VAR APV AT 2y 7 OFEE L EWEORLL R L TR L £ L7 (Instance has failed
at least the Unhealthy Threshold number of health checks consecutively) | &9 A » B —URHKR
ENT B, A VAL AFR—= RART P ONVAF = ZITRIRL TOE T,

Management Center #5 D [E #4710 — 7 NAT /L— /L 2 8§ 2 BN H Y £9, FEMIIZ OV
T, [Troubleshoot a Classic Load Balancer: Health checksl] &M L T 72 &0,

cS24 v o DME
Threat Defense Virtual f ' A X L AD NT 7 4 v 7 OREEZ VT TNy 2 —TF 4 74 511X,
o — RAZ P )L— L NAT /L—/ L, $ X 1O Threat Defense Virtual f > A X L A TREINT
WDAZT 4 v N— NEMERTILENRNDHY 7,

X VT4 TN—TDON— 72 BT V7L — FTRMEIND AWSIAER Y hTU—7/
YTy M= U = A OFM bR T HILERSHY £7, &z, [EQQ A AHX A
D KNZ TNy a—T 47 (Troubleshooting EC2 instances) | https://docs.aws.amazon.com/AWSEC2/
latest/UserGuide/ec2-instance-troubleshoot.html7z &, AWS O K2 X b 22452 L T
i ﬁqo

Management Center ~ (D85 (2 5k BX

PR NP SN GEIR, REL v VA U REMERT H20ENH Y £3,  [Firepower
Management Center Configuration Guide] @ [Requirements and Prerequisites for Device Management
AL TS IEEN,

TN AHFMC ~ D &£k 2 BX Management Center

7 734 Z 73 Management Center |2 %58k T & 72\ 551X, Management Center fAICFEE 23 & 5 )
BIFEARETH 520>, F 721X Management Center [ZH LWVT A AZIWNET DX v X0 T 403D
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https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/ts-elb-healthcheck.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html

| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA
BB : AWS T GWLB %R L T North-South ~5 7 1 v £1%& ¥ % Threat Defense Virtual O Auto Scale V') 1 — 3 > .

HNE I DEHIMTT HMENEH Y £9,  [Firepower Management Center Configuration Guidel]
@ TAdd a Device to the FMC] ZZf L T 7230,

Threat Defense Virtual [Z SSH #&#: T= 4Ly

Threat Defense Virtual 1~ SSH ##5: CEX 2 WEASIEL. T 7L — 2N L TEMER /SR T — )
Threat Defense Virtual (ZJE SN2 E 5 D EERL ET,

E A : AWS T GWLB Z{%F L T North-South ~ 5 7 1 v
4 %#¥:2Z& 9 5 Threat Defense Virtual @ Auto Scale V') 1 —
vay

ZHUE, AWSERREE T/ — b U= A v — RANTZ % (GWLB) %f#fiH L T Threat Defense Virtual

AV AH L AD Auto Scaling Zi%E L, North-South 7 7 ¢ v 7 &S 5 HikE AT 5
=R —ARF a2 X hTT,

AWS T GWLB #{#F L T North-South 5 7 1 v %##2& 9 5 Threat
Defense Virtual Auto Scale V') 21— 3 > DHRTFEAE
AutoScale VY VU = —va v EMFHATHE, T T 4 v VRERIZA AR R X3 TV 5 Threat Defense
Virtual f > A X L ADTN—T DR, A7r—U o7, BIOEERTEET, hTT74v7
F. RN 73— U AEHIEAREICS U T, B—F 721385 @ Threat Defense Virtual A > A
BRI ENET,
GWLB /I, WHB IO TERENTZ T 7 4 v 7 2B BT H—0 P B LIRS
T RIA L MELTHEEL. NT 7 0 v 7 ARFITIHE-SUNT Threat Defense Virtual A & A & >
ADEEVTINVEALLNTATY—IVT v TEIIAT— N E T LET,

)

GE) DEAFITHEA SN TNWEHENNT A= @IV T METT, B8 TREE2EERE L E

-
—
ao

kRO DH
ZORFRaTORlE, A NI RBEOT Y AT RORy NI—F NTT7 4w 7a—
73 GWLB %41 L T Threat Defense Virtual f > A % > A @S, 77U 44— 3> VPCIZ
—F 4 T ENTHE, WHRICA—F 4 v TSN HEEZ R L TWET,
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AWS ~ ) Threat Defense Virtual Auto Scale ¥/ ') 1 —> 3 > OEA |

B rxocon

5:GWLB % {5 F L 1= Threat Defense Virtual Auto Scale *) ') 1 —< 3 >

Internet

—aD

p——————— Outbound Flow
(1] B —— Inbound Flow
App VPC (10.0.0.0/16)
Destination Target

10.0.0.0/16 local

10.0.1.0/24 vpce-1234
(GWLB endpoi
‘ endpoimt Security VPC Auto Scaling group

App subnet (10.0.1.0/24)

Ingress Route Table

e m——————
1
{ e ;
Egress subndgt|(10.0.2.0/24) 1
8 | |
i I
g 1

Ic C@\ (D) — e

—0
o > —vl'L— -0
\/ GWLBE Endpoint Swils —a
| ? f vpce-1234 H
1
| i
1
4 |
EC2 Instances i
i
1
Destination Target Destination Target
10.0.0.0/16 local 10.0.0.0/16 local
11.100.0.0/16 |vpce-1234 11.100.0.0/16 Internet
Gateway

Application Subnet Route Table Egress Subnet Route Table

ANV RS T4 9O BRE

A H =3y b=t =A (IGW) B, A X F—Fy bbb T 7 4 v 7 &%f5
L/iﬁ_O

NS T4, ASINN— R TF—T DN — NI TH — R T = fa— RKNRF
Yo RKiRA v » (GWLBe) 12V —T 4 7 & E7,

GWLBe®, X2V T AT T4 X—127F0 F (VPC) DT RRA > fih—
ERICHERSNE T, GWLBRZE LI N7 7 0 v 7 &2 h 7wkl REDTZD
|Z Threat Defense Virtual Auto Scaling 7 /L— 7 1ZHR1% L £ 77,

Auto Scaling 7 /L —7IZ L > THREINTZ N T 7 4 v 73 GWLB IZIRE TN D
GWLB = FRA » MRS ET,

GWLB== Y RRA LV I, TF U r—a TRy NRAOY V— 2 —F 1
TENDHLT Y r—2 a2 VPCIZ N T 7 4 v 7 2L LET,

TORNDURRS T4 v 0BE

T =gy TRy N U Y —=ZANSD T 7 4 v 75, [6 T VPCHN D GWLBe
=T 4 T ENET,
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA
zvrv—zrozE

TFORNODURRS D49 BRE

&! GWLBe 23, EF¥F=2UT 4 VPCOZ RARA v b —vRICHEmENET, GWLB
MEAELIE NI 74y 7 &7 vAEL, RAEDTZHIT Auto Scaling 7 /L— 724
ELET,

‘g Auto Scaling 7 /L —7IC K> THREINTZ T 7 4 v 7B GWLBIZIRESNL T D
GWLBe [ZIEENE T,

" EEILVPCIZBIEFE LI N T 7 4 v 203, WV TRy M— T —T7 L TEHRSN
72— RMTHE-> T IGW ITHEEE SN E T,

Ei IGWR T 7 4 v %A EZ—Fy MIEELET,

IURY—IVFDOFIE

WD 7 a—F v — L, Amazon Web Services (AWS) 2 GWLB % f# f§ L C Threat Defense
Virtual Auto Scale YV = —3 3 VAR THV—7 70 —%2R L TCWET,

1 4 5/ Configure 8 7 Upload Files
Download Update Infrastructure Create to
Local Host . r—>* Configuration ——» Components ——* Target —_—
the required files 2 % AWS 53
JSON file using Folder Bucket
AWS CLI
2 | Customize 8
Amazon and Deploy the
CloudFormation Deploy Auto Scale
Console Infrastructure solution
Template
3 l
Management Configure
Center Network |
Infrastructure
(9)
Amazon i Edit
EC2 Auto Scale
Group
10 Create the 11 Configure
Amazon GWLB ____» Routing
VPC Console Endpoint for
VPC
o
T—9 AR—=R FIE
— Sz
1) 2—A LR A b HEESEE
L4
2 Amazon CloudFormation = | Amazon CloudFormation 2> Y —/b : £ ¥ 77 A KNT 7
Y= Fx¥ T TL— b DOARY <A X &R
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |

D—9 AR—=R FIE

( "'3'\-:, Management Center Management Center : Threat Defense Virtual @ Management
’ Center TRy NT—0 A LT T AT I TF ¥ DFRKIE

(2) o—H kA~ 2= VAR A b GRE JSON 7 7 A /L O FHT

= OBk R H—H LR A b m—H LA A R TO AWS CLI &4
LAV TITARNTIF v a2 R—FK2 NORE

() o—H kR R 2— A VR A B target 7 A4 L H OERL

7 o—H kA R 2 —J LR A K Amazon S3 /37 v b ~?D AWS GWLB

N AutoScale V'V 2 —>a VEMTZ 7y A NLDT vy T H— R
8 Amazon CloudFormation = | Amazon CloudFormation = >~ —/L : GWLB &l L 7=

=)L Threat Defense Virtual @ Auto Scale Y U = —3 3 » DJE
B

(9) Amazon EC2 =Y —/V |Amazon EC2 =2 —/L : Auto Scale 7 /L — 7 DA > A
. B AR DR

10 Amazon VPC = > Y —/L |GWLB > RaRA > b OIERL

Amazon VPC =1V —)L | B AXZ~—VPC D)V—TF 4 VT DHRE

* GitHub 725 lambda-python-files 7 + VX & X 7o m— R LEd, ZOT7 4+ /FITiE, K
D77 ANDBEEINLTNET,

* Lambda L1 ¥ OERUCE ] 415 Python (py) 7 7 A /b,
e MEITIG LT, AZT 4w I N— R ZBEIL, Xy NT—INRNFGA—FENAZ~A
ARG 5T DI 45 configuration.json 7 7 A /L,
* GitHub 7>% K ® CloudFormation 7 > 7' L — f & X v m— R LET,

« Infrastructure_gwlb.yaml : AWS BEE D =t U iR— % > b & D A F <~ A XF 5720l
HAshEd,

+ deploy_ngfw_autoscale with_gwlb.yaml : GWLB ¥ U =—3 = > Z i L T AWS Auto
Scale ZJEBBAT A 7= I H I E T,

o (EE) FRERBAHIE. T L —RTIA—ZOEEFIELET, INET D L. AWS
BHa =L TT o7 L— hERET L&, He e AN TEET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/aws/templates

| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA

Amazon CloudFormation 3>V —J)L : 1 VISR MSHFv TUTL—brDHRETA X ERHE .

AmazonCloudFormationa >V —JL : 1 VISR NSO FNv T TL—
FDOARETAXEER

AVTITANTIF X T T = e AZ <A XL TRERMT LI, ZOHEIEHISATY

ATy T

ATy T2

ATvT3
RTv74
ATy TH

D FIMEZFATLET,

AWSEH L YV — /LT, [H—ER (Services) |>[BE & A/ 2R (Management and Governance) |>
[CloudFormation| DJIEIZEIR L, [R 2 v Y DYERL (Createstack) | >[FTLWV) YV —RXZ#FER (1Z#)
(With new resources (standard)) (DIEIZZ U v 27 LET,

[TV — b7 7AVvDT v 7 r— K (Upload a template file) | ZiBIN L, [7 7 A /L DER (Choose
file) 1227V v 27 LT, 774 NEX T a—RLIET 4205 infrastructure_gwlb.yaml % 3%&R L &

‘j_o
[k~ (Next) 1Z227 YV 7 LET,

[A% v 7 OFEMOIEE (Specify stack details) | X— T, A& v 7 OA4HiIEZATLET,
Infrastructure_gwib.yaml 7> 7' L— KD AT T A —Z OfEERE L 7,

NG A—4 B

Ry FOEE

Ny R4 infrastructure
Ny R&S 1

S3 N\ v & demo-us-bkt
VPC CIDR 20.0.0.0/16
"M — > DK 2

ListOfAzs (R[> —r DU & )

us-west-1a,us-west-1b

BHY TRy ORI

MgmtSubnet-1,MgmtSubnet-2

MgmtSubnetCidrs

20.1.250.0/24,20.1.251.0/24

WEH 7% v DA H]

InsideSubnet-1,InsideSubnet-2

InsideSubnetCidrs

20.1.100.0/24,20.1.101.0/24

SR 7 R v b DA

OutsideSubnet-1,0utsideSubnet-2

OutsideSubnetCidrs

20.1.200.0/24,20.1.201.0/24

Lambda %7 % v k D4R

LambdaSubnet-1,LambdaSubnet-2

Lambda 7 % » ~ CIDR

20.1.50.0/24,20.1.51.0/24
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
. Management Center : Threat Defense Virtual ) Management Center TD v bk T—9 A VIS RA LSV F Y DHRE

ATF9T6 [k~ (Next) 1227V v27 LT,

ATy T1 [AEZ v AT aDFE (Configure Stack Options) 17 4 > R T[k~ (Next) %27 U v 27 LEd,

ATy T8 [ (Review) ] — T CREEMER L THEEL 7,

AT9 T [AH 7 DIERL (Create Stack) ] %7 Y v 2 L Cinfrastructure gwlb.yaml 7> 7' L— hZEB L, A
Z 7 w2ER L £,

ATy 10 BENZET LS [ (Outputs) [ICBEIL, S3/A Y hEEEXEDOET,

Management Center : Threat Defense Virtual @ Management Center T®
2YRI—=DAVIZAIVFDERE

Bk A Threat Defense Virtual @ Management Center T, 47 Y =7 b, T/ AT )L—7,
SNNAF I AR— N, BEOT 7 EBARY) O —2ERBLIOERELET,

RARFTOLI FOERL

AT w71 Management Center (212 74 > LET,
AT9 T2 [TV b (Objects) |>[A#T Py FEE (Object Management) | Z R L 7,
ARTYT3 AT V=27 N ZATDYARNNPL [Fy T —2 (Network) ] 23R L F7,

ATv T4 [y FT—27%ZBM (AddNetwork) | KRy 7 XU A=a—T, [A7 V=7 FOEAI (Add Object) ]
IR L ET,

RATw 5[4 (Name) |: aws-metadata-server & AL E7,

ATV T6 SHEATILET,

AT T [Fv hT—2 (Network) ] 7 4 —/L RT[HAL (Host) | A7 aZ@ RN, IPvd 7 KL A :
169.254.169.254 = A L £7°,

ATy T8 [fR1F (Save) 1227V w7 LET,

R—bFT2xH FDOER

AT 71 Management Center {212 71 > LE T,

ATwFT2 [T b (Objects) 1>[#T ¥y FEE (Object Management) | Z R L £ 7,

RFYT3 ATVl k BALTDY A D [FEe b (Port) ] Z BN LT,

ATy T4 [R—=bDBEM (AddPort) | FR Yy XU A=a—T, [A7 V=7 OB (Add Object) ] ZER L %
ﬁ‘o

AT w75 [4H] (Name) ] : test-port-object & AJ1 L %9,

ATv 76 [7ra bz (Protocol) | ZTBIRLET, [FA K (Host) | A7 V= A TICASI LT v haLkiE
WRTDMENRSHD FT, BIR L7 2 baliZsC<C, [A—F (Port) ] CHIBRL F9,
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA
LT Y-V BEUALE—T AR TN—T A TSz Lot |

ATvTF7 880 L ANLET, ZITANTLHAR— FMEZIE, BEROSCTHAZ A A TEET,

GE) [T_T (Al) JOo7r hane—FIE5 2 LaRIRLEGEIL. [ZOM (Other) | Ru v~
B UAREERALT, A= TH7 V=7 FEHIRTIMLERH Y £T,

ATY T8 [fR1FE (Save) |27 U w27 LET,

LX) TAIV—VBEEVA R —T AR ITIN—T AT H FOERK

ATy TN [#TTxH b (Objects) |>[A#T P FEHE (Object Management) ] Z 3R L £,
RT9T2 7020 NEATDIV AN, [ ¥ —7 A A (Interface) ] IR L 7,

ATy 73 [BEM (Add) 1>[EF2UF o Y—>2 (SecurityZone) DIEIZZ V v 7957 [B (Add) >[4 25—
T4 AT IL—T (Interface Group) |DIEIZZ U v 7 LET,

AT v T4 [4HE1 (Name) ]: inside-szoutside-sz & AfJ L £,
ARTYTS [f v H—T A A%AT7 (Interface Type) ]: [/L—7 v K (Routed) ] ZE#IR L £,
ATvT6 [fRTF (Save) |27 U 27 LET,

TINA AT IL—T DB

Management Center #5155 &, T34 A& T V—T( LT, BEOT A A~DKRY v—
DEFASLCHERH DA A b=V ZMHBICETTEES, V=R T L7 ZAD Y X M,
SRR E 213 N R TEE T,

ATYF1 [T/IAA R (Devices) 1> [T/\1 AEHE (DeviceManagement) | OJIEIZER L FE 7,

ATY T2 B (Add) | Fa vy 7 E oy A=a—nhb, [Z—70EM (Add Group) ] 2R L £,

ATV T3 O N—TERET DT, WETHIINV—TOfHEE (Bdit) | FRETA=2>) 227007 LET,
AT w74 [4H7 (Name) ] : aws-ngfw-autoscale-dg & A7Jj L %9,

ATw 5 [HHATREZ T /31 A (Available Devices) /25, T34 A ZN—FIBINT 5T /54 2% 1 DL EEIRL
F9, BEEOT A R EIRT AT, Crl 721X Shit #FLan 27V v 7 LET,

ATv 76 B (Add) 1227V 27 LT, BRLIET AL RAET A A T A—TITBMLET,
ATy FT [OK]Z27 V7 LT, TARTN—FEBIMLET,

ANILAFzv o T7A—TOHR—F 443 (HTTP) OERE

ATz y 7 T H=T IR 443 (HTTP) ZEA L TS5 EE, ROFIREFEITL T,
ANNAF z I Ta—TOR— NEAEHILET,
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |

B =x057542 30 bo—u Ky s —otks

ATy T

ATvT2
ATvT3
ATv74
ATvTH
ATvT6

ATy 71

ATvT8
ATvT9

[T/34 R (Devices) 1>[FT5 v b T+ —LEEE (Platform Settings) | >[HTTP7 Y X (HTTP Access) ]
DNEIZEIR L E T,

[HTTPY — X—DF%h (Enable HTTP Server) | F = v 7Ry 7 A4 2 LET,

[R—F (Port) 1 74 —/V RiZ, 443 & AL %,

[+Add] 227V v 7 LET,

FayFHZ U 2 NS EEST S [IPT FLA (IP Address) | %R L £7,

[BEFREZ e — /A % —7 = A A (Available Zones/Interfaces) |V « > K7 C, GWLB F 72134MA ¥~
Ay MIHFRSILTWDINBA v F—T = A AZBIR L E 7,

GEM (Add) 1227 Vv 27 LT, BRLIEAF—T oA AEGRBIR LY —2 /A H—T x4 A (Selected
Zones/Interfaces) | 7 4 > R7IZiBIML £,

[OK] %27 Uv 27 LET,
[fR7F (Save) 1227 U w7 LET,

EXRMGTIOR ar bO—IL RY S—DERK

ATv I
ATvT2
ATvT3
ATvT4

ATvT5
ATvT6
ATy 71
ATvT8

ATvT9

FHLnwrreR artae— N R —%ERTHE, ORIV =T 74NV DT IS
VERENEGENET, N —%ERT D E, BHICAEDE TR V—2E T 559,
TR EE Yy a SIIBITLET,

[R1) >— (Policies) 1>[7 2 X #ll{Hl (AccessControl) ] 2R L £,
[T LWAR Y 2 — (NewPolicy) 1227V w27 LET,
—EO4HT (aws-access-policy) EatBla AT L £,

WD [T 7 A/ 8T 7 3 (Default Action) ]: [TXCHO KT 7 4 v 7 %717 (Block all traffic) ]
ZHRELET,

[fR1F (Save) 127 Vw7 LET,
ERR L7728 LR Y —o [ffE (Bdit) |74/ 2> %227 ) v 7 LET,
V= DEM (AddRule) 127V v 7 LET,
WDINT A= ERELET,
« £ Hi] : inside-to-outside
« i\ : into Mandatory
e 77 v al : Allow

EXfEILY =iy — B LET,

A (Apply) 1227V >27 LET,
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA
a—nLkR ke ISoN 77 A LoES ]

O—AIIKRR L FREJSON 7714 ILOEH

configuration.json 7 7 1 /L&, GitHub 775 # & > u— R L7= lambda_python_files 7 #+ /L (2
&V £9, Management Center Cax & L72/3X7 A —& Zfi ] L T, configuration.json 7 7 A /L
DIRTA—=BEFFHLET,

configuration.json 7 7 A JVIND A7 U 7 MIKRD LY TT,

"licenseCaps": ["BASE", "MALWARE", "THREAT"], // Management center virtual licenses
"fmcIpforDeviceReg": "DONTRESOLVE", // Management center virtual IP address
"RegistrationId": "cisco", // Registration ID used while configuring the manager in

the Threat defense virtual
"NatId": "cisco", // NAT ID used while configuring the manager in the Threat defense

virtual
"fmcAccessPolicyName": "aws-access-policy", // Access policy name configured in the

Management center virtual
"fmcInsideNicName": "inside", //Threat defense virtual inside interface name
"fmcOutsideNicName": "outside", //Threat defense virtual outside interface name
"fmcInsideNic": "GigabitEthernet0/0", // Threat defense virtual inside interface NIC

Name - GigabitEthernet for c4 instance types, and TenGigabitEthernet for c5 instance

types)

"fmcOutsideNic": "GigabitEthernet0/1", // Threat defense virtual outside interface NIC
Name - GigabitEthernet for c4 instance types, and TenGigabitEthernet for c5 instance
types
"fmcOutsideZone": "Outside-sz", //Outside Interface security zone name that is set in
the Management center virtual
"fmcInsideZone": "Inside-sz", //Inside Interface security zone name that is set in the
Management center virtual
"interfaceConfig": [
{
"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "Inside-sz"
} r
"mode": "NONE",
"ifname": "inside",
"name": "GigabitEthernet0/0"

"managementOnly": "false",

"MTU" . "1500"’

"securityZone": {

"name": "Outside-sz"

}7

"mode": "NONE",

"ifname": "outside",

"name": "GigabitEthernet0/1"
}

1, // Interface-related configuration

"trafficRoutes": [
{
"interface": "inside",
"network": "any-ipv4",
"gateway": ",
"metric": "1"

}

] // This traffic route is used for the Threat defense virtual instance's health check
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
B o kxRt Bk R FTOAWSCU EERLIA VTSR FS59F ¥ avR—% > bORE

A—AIAKRRA b+ : B—AILEKRRX FTOAWSCL ZFERBLI-A > 75X
FSOF a2 ER—R2 FDERTE

7 7L — [ ClE, Threat Defense Virtual 35 & Y Management Center @ Lambda L ¥ & K51k
SN AT— RIME SN EFEAL, ROFIELHET LT, Fa o R—x FERELET,

AWS CLI OFEHIZ W T,
W,

AT 1 Lambda LA ¥ zip 7 7 A LV ZAERK L £ 7,
Linux 78 A MZ Python 7 4 /b # Z{ER L. Lambda L A ¥ Z{ER L £7,

a)

Linux 75 A N Z Python 7 #+ /L4 (Ubuntu 22.04 72 &) Z{ERK L £ 7,

[AWS ax  RIA A B =T x4 A #BZRLTES

b) Linux A" A FZ Python 3.9 Z A > A h—/L L EF, LLTIZ, Python3.9 A A b=/ 357D H

TNAT Y T v ERLET,

$ sudo apt update

$ sudo apt install software-properties-common
$ sudo add-apt-repository ppa:deadsnakes/ppa
$ sudo apt install python3.9

$ sudo apt install python3-virtualenv

$ sudo apt install zip

$ sudo apt-get install python3.9-distutils

$ sudo apt-get install python3.9-dev

$ sudo apt-get install libffi-dev

Linux 3832 C Lambda L 1 ¥ zip 7 7 1 /V (autoscale layer.zip) Z{Epk L F9°,
BAEUZ AN AR 72 Python 7 A 77 U 284 L £ 97,

WDAZ Y 7 ~&FELT LT, autoscale layer.zip 7 7 A V& 1ER L £ 7,

#!/bin/bash

mkdir -p layer

mkdir -p python

virtualenv -p /usr/bin/python3.9
source ./layer/bin/activate

pip3 install attrs==23.1.0

pip3 install bcrypt==3.2.2

pip3 install certifi==2022.12.7
pip3 install cffi==1.15.1

pip3 install chardet==3.0.4

pip3 install cryptography==2.9.1
pip3 install idna==2.10

pip3 install jsonschema==3.2.0
pip3 install paramiko==2.7.1
pip3 install pycparser==2.21
pip3 install pycryptodome==3.15.0
pip3 install PyNaCl==1.5.0

pip3 install pyrsistent==0.19.3
pip3 install requests==2.23.0
pip3 install scp==0.13.2

pip3 install six==1.16.0

pip3 install urllib3==1.25.11
echo "Copy from ./layer directory to ./python\n"

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale layer.zip ./python

./layer/
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https://aws.amazon.com/cli/

| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA

ATy T2

A—HJLERR b : target 7 4 ILE DR .

d) autoscale layer.zip 7 7 A V& AERK L 725 | GitHub 725 &4 w7 > m— K L7z lambda-python-files 7 /v
Z\Z autoscale layer.zip 7 7 A V& 2B — L £,

(fI:E) Threat Defense Virtual 35 JX UF Management Center D 5k N AU — REZ/ER L 97,

Infrastructure_gwlb.yaml 7 > 7" L — K 7 7 A JLIZ KMS ARN fE2N A1 E TV 5355 1&. Threat Defense
Virtual 33 J: O Management Center TR & 5 /3NA U — K& 5L T H2MERNH Y £9°, AWSKMS =22 —
VEFEA L CT%— ARN ZF5E 3 5IZ1E. Finding the key ID and key ARN [#5E] # 2L T3V, B—
JINVAHRART, IO AWSCLI 2+ > REFATL TR — RER S LET,

$ aws kms encrypt --key-id <KMS-ARN> --plaintext 'MyCOmplIc@tedProtectloN'
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJvY/x/rfHnKI3clFPpSXUUTHORNCAFwEXhXHJAHL8tcVmDqurALAAAAajBoBgkghki
GI9w0BBwagWzBZAgEAMFQGCSgGSIb3DQEHATAeBglghkgBZOMEAS4wEQQOM45ATkTq]j SekX2mniAgEQgCcOav6Hhol
+wxpWKtXY4y121d0z1P4£x0jTdosfCobPNUExXxmNJI4 zdx8=""

}
$

CiphertextBlob DEIIME S SNTZ/SA TV — R TY, ZO/SAV— KL, infrastructure gwlb.yaml
77 40D NGFWv 78X J— K (Threat Defense Virtual 72 7 — ) F7-1% Auto Scale H#){t.0> FMC /32
7 — R (ManagementCenter /NA Y — R) NZ 2= DL LTHEHLET, Z0/X27— RiX, CloudWatch
[CA M) YO ZDRTDEOHDFMC/IRRT—ROfEE LTHBATE £,

O—AJLARX b+ : target 7 4 )L X DIERL

WDa<y REHEHALT, AmazonS3 /37y MIT v 7 a— RT3 0ERHL 7 7 A VEETe
target 7 4+ VX HAERL L £T,

python3 make.py build

2—J VAR A MT Ttarget] &WOARTD 7 4 /X HPERREAVE T, target 7 4+ /LA 1TIE. Auto
Scale Y U =— a Y OEBICHE R zip 7 7 A VL yaml 7 7 A AR EENTNVET,

A—AJL7RRX k : Amazon S3 /N4y b~ AWS GWLB Auto Scale ¥/
Ja—S a3 VERIZ27AILOT7Ty JA—FK

WpDa~<y REFEHALT, target 7 4 V27 M UIZHDHTXTDT 7 A /L% Amazon S3 /37 K
W7y 7u—RLET,
$cd Jtarget

$aws s3 ¢p . s3://demo-us-bkt --recursive

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K ("—2a>14) ||


https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html

AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |

. Amazon CloudFormation 1 > %/ —)L : GWLB % {# f L 7= Threat Defense Virtual @ Auto Scale ¥V ') 21— 3 VD ER

Amazon CloudFormation 31>/ —)L : GWLB % {£F8 L = Threat Defense
Virtual @ Auto Scale V') 21— 3 VD ER

ATy T

ATy T2
ATvT3
ATv74

ATy TH
ATvT6

AWS FHla V) — /LT, [H—E X (Services) | >[B¥E & H/3F 2 X (Management and Governance) | >
[CloudFormation] > [R & w9 (Stacks) |DNHIZEIRL, 77 L — MIXo THER SN AZ v 7 &7

Uy 7 LET,

[RE Y DR (Createstack) [>[FhF LWV Y —REHEH (%)

g7 V7 LEY,

(With new resources (standard)) ™

[T 7L —h 77 A4LDT v 7 ur—FK (Uploadatemplatefile) ]ZER L, [7 7 A /L D& (ChooseFile) ]
7V w7 LT, target 7 4 /L X M5 deploy_ngfw_autoscale with_gwib.yaml Z 38R L £,

[k~ (Next) 1227V 7 LET,

[A% v 7 OFEHOFEE (Specify stack details) ] ~X— T, AHX v 7 DA4HIEZAT LET,
deploy_ngfw_autoscale with_gwlbyaml 5> 7L — kDA ST A —Z Dl ERE L £T,

R K~ 74« Threat-Defense-Virtual

INSA—4

Ry FORE

Auto Scale 7 /V—TH VLT 4 w7 A

NGFWv-AutoScale

Ry N&EE

1

Auto Scale &1 A — /L@ %l

username(@cisco.com

AVITSRAMSOF Y DEM

VPC ID

vpc-05277£76370396df4

S3I NNy M

demo-us-bkt

Lambda B D% 7 % > &

subnet-0f6bbd4de47d50c6b,subnet-0672f4¢c24156ac443

Lambda B DX 2 VT 4 7 N—7F

sg-023dfadble7d4b87e

"M — D%

2

AN —

us-west-1a, us-west-1b

NGFWv FH A v X —T =2 A ADH T x> U A k

subnet-0e0bc4961de87b170

NGFWv WNEA v 4 —T =2 ZADH T F v b U A b

subnet-0f6acf3b548d9e95b

NGFWv S A v 4 —T7 = A ADH T Fw b U A K

subnet-Occ7ac70df7144b7e

GWLB D FE
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| AWS ~ Threat Defense Virtual Auto Scale v/ ') 2 —< 3 Y DEA
Amazon CloudFormation 21 >/ — )L : GWLB % {1 L 7= Threat Defense Virtual ) Auto Scale /') 1 —< 3 VD REH .

INS A=A &
NGFWv A »V AZ L AD~NVAF = v 7 DR — % |22

AT

CiscoNGFWV £ Y X 3 U ADE&TE

NGFWv A V AH AL AT C4.xlarge
NGFWv A V AZ LV A FGA B R BT BYOL
AWS IP 7 — /L5 O NGFWy D237 » 7 TP Ol Y |true

BT

NGFWy A VAR L ZADEx =2 )T 4 T )—F

sg-088ae4bc1093f5833

NHEBD NGFWv A V AZ L ADEX 2 )T 4 T—7

sg-0eOce5dedcd9cd4f3

HNED NGEWY £ v AX L ADeX 2V F 4 T )—F

sg-07dc50ff47d0c8126

NGFWv AMI-ID

ami-00faf58c7ee8dl11el

KMS = 2 Z —%— ARN ($ff+%)

NGFWy /N AT — R Wlnch3sterBrOs
FMC BEMEDERE

FMCRA RIPT RLA 3.38.137.49
Auto Scale B E){LD FMC =—%—4, autoscaleuser
Auto Scale HELD FMC /XA T — K Wnch3sterBrOs

FMC T /3 AT V—T4

aws-ngfw-autoscale-dg

FMCy T A £ ¥ AD/RT 4 — 2 APEE O FTDV20
FMC TINA AT I—T A L9 DRFEDEE

FMC B DR AF LA MY w7 DU TRUE
CloudWatch (Z X t U » 7 ZABHF % 72 @ FMC = — | metricuser
P4

CloudWatch |2 A kU v 7 Z/AB$ 57280 FMC XA | Winch3sterBrOs
J—R

Rr—1) 2T DHRE

TIRB LT LR CPU L&V ME 10,70
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |
B Amazonec2 oo U— )L - Auto Scale T L—T D1 V28 U RBORE

INTGA—4H &

TRELVLEREAEY LEVME 40, 70

AT T [AX v I F T aDE (Configure Stack Options) ] 7 4 > K7 Tk~ (Next) |27 VU v/ LET,

ATv T8 [Hel (Review) | N—V TRELZMAR L THELET,

RT9 T [AH v 7 OIERK (Create Stack) 1% 7 U » 27 LT deploy_ngfw_autoscale with_gwlb.yaml 7> 7 L — | % &
BIL, A% v 7 Bl LET,

ZN . GWLB Z1{# il L T Threat Defense Virtual A Auto Scale Y V = —3 3 U ZRET D72
DB RB T OT 7 L— FORBENZET LE LT,

Amazon EC2 3> —/L : Auto Scale V' /L— T DA VAR U ABDIRE

57 %)V TliL. Auto Scale 7 /L—7"® Threat Defense Virtual f > A X o A D/ N & i K
FZENENO0 L2 ICRESNTVWET, B THMEEERLET,

ATy T1 AWSEFLa L Y —)L T, [H—E X (Services) |>[aAvEax1—TFT 4245 (Compute) |>[EC2]DIEIZEIR
L. [Auto ScalingZ /L —=" (Auto Scaling Groups) ] %27 U v 7 LET,

RTw T2 B L7 AutoScaling 7 /b —7 % &IR L, [fatk (Bdit) 127V v 27 LT, ERIS U TLERAR (Desired
capacity) |. [f/A & (Minimum capacity) ], [fx KA & (Maximum capacity) | 7 4 —/V ROEZZHE L E
7, AMEIE. Auto Scaling F§HED 7= DI ELE)J~ 5 Threat Defense Virtual 1 A % ADEIZHIE LET, [
27245 % (Desired capacity) | %, H/NAEE & RAREREOFIHNOEIZHRE LE T,

ATv 73 [E#H (Update) |27V v 7 LET,

\)

(GE)  Threat Defense Virtual f > A X > A% 1 DT HEIL, ZOA L AX U ANBE LBV ICEE
LTCWONERT D 2R LET, TO%, BHEIS U TEMNDA LV AZ AL iE)T&
i‘g—o

AmazonVPC A v aR—Ka>yY—I)L: GWLBIT > KR4 > FDERK
BELUHARAT—VPCDIL—T 4 VT DKRE

i 5 @ CloudFormation 7 > 7 L — h & &%, GWLB = RARA > F&EEML, I AZ~—
VPC DV—T 4 VT HRET HHENRH D £,
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA

ews T k1 v rotes [

GWLB T FRA > FDERK

ATv T
ATy T2
ATvT3
ATy T4
ATy T5
ATvT6
ATy 71

ATvT8
ATy

ATv 710

ATy I N

ATv 712

ATy 713

ATy 714
ATy 715

AWSEHLa Y Y — LT, [H—ER (Services) 1>[*y hT—F 5 ELUVaLTUVEIE (Networking
& Content Delivery) ]>[VPC]>[T Y KR4 > k¥ —E X (Endpoint Services) |DIEIZEIRN L £,
[T RARA > F ¥ —EADIERK (Create Endpoint Service) 1 %27 UV v 7 LET,

[@— RXZ & A7 (Load balancer type) | CT[7— b7 =4 (Gateway) ] &R L ET,

[ FIRE72 7 — K 3F > (Available load Balancers) ] C. Auto Scale ®JEBID—#8 & L CIERR S 7=

T Uz — RNRT P EERIRLET,

[{ER% (Create) 1227V v 7 LET,

I AAER LIz RARA v Y —E 2D —E 242 ar’— L% T,

[—EX (Services) |>[ry b7—F 25 ELVa T U YEIE (Networking & Content Delivery) 1>
[VPC] >[I > K#A > (Endpoints) JONEIZEHI L%+,

[T FARA > FOfERR (Create endpoint) 1 %2 U > 7 LET,

[h—E A7 2Y (Service category) | T [Z DD KA A > b —E R (Other endpoint services) ]
ZIERLET,

[h—E 24 (Service name) | IZH—E ADLHTA AT L, [V —EZADHER ( Verify service) ] Z 3K L
EJc AN

[VPC] 7 4 —/V R C, = RKAKRA v hEEKT 5 VPC, [7 7V 7 — 2 > VPC (App VPC) | ZEIRL
£

[F7 %> b (Subnets) | C. =¥ RARA > MEAERKT D07 %y b, [H)H 7 %> b (Egress subnet) ]
B ET,

[IP7 KL 2% A7 (IPaddresstype) ] T[IPv4] 47> a v Z@IRLT, =2 RRA U b Xy bT—2 A
VHE—=T 2 APV T KL AZEEID Y CTET,

[ RARA > FOERL (Create endpoint) 1 %227 U v 7 LET,

[P—EX (Services) |> [y bT—F 5B LU T U YEME (Networking & Content Delivery) |>
[VPC]>[T Y KR4 > ¥ —E R (Endpoint services) |DIAIZER L, [ RARA > i (Endpoint
Connections) ] # 7 %7 U v 7 L, FANIMER LT [T KA A > D (EndpointID) ] #ER LT, [T
73 (Actions) ]>[T RiNA v MEEGESR O 1T AL (Accept endpoint connection request) ] DJIE
W27 Vv LET,

HRET—VPCDIL—TFT 14 VI DEXRTE

ATY 1 AWS EFHI o YV — LT, [H—EXR (Sarvices) |>[Ry bT—F0EXUParT2Y (Networking &

Content) |>[{RETZ A4 R— 45 F (Virtual Private Cloud) ]>[/JL— kT—7JL (Routetables) ]®
JEIZERIN L E 5,

AT T2 AS—+T—=TNVEERL, WOFNEEZETLET,

[72 32 (Actions) ] >[)IL— FD#REE (Editroutes) JDIHIZZ U > 7 LET,
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AWS ~ 0 Threat Defense Virtual Auto Scale V') 1 —> 3 VDB A |

. Amazon CloudWatch : EBIDRE

ATvT3

RTvT4

IPv4 DA 1X, V— FOiBEN (Addroute) (%7 U v 7 LET, [585C (Destination) ]2, 77U 7r—
Yarth—n_"—OH% Ty FOIPVACIDR 7 1 v 7 (10.0.1.024) ZASILET, [#—% > b (Target) ]
T, VPC =Y RARA » R E@IRLE T,

[£¥E DOfRT7F (Save Changes) 17 Vv 7 LET,

[= v VORERHT (Edge Associations) | % 7 C [ v Y OBEAT T Ofm%E  (Edit edge associations) | %
7V w7 L, [Av¥—Fv b —h7=A (Internet gateway) ] ZER L E T,

[EF DLEAF (Save Changes) 1 &7 U v 7 LET,

TV = ar = nN—=RNeLY T Xy hOL— T —T7 NV EER L, ROFIEEFETLET,

1

2.

[7Y 23> (Actions) 1>[)L— FD#wE (Editroutes) |DJEIZZ U v 7 LET,

IPv4 DA, b— FOBN (Addroute) 12727 U v 27 LEd, [5645 (Destination) ]2, 0.0.0.0/0 &
AN LET, [#—5 v b (Target) ] T, VPC > R4 > bR LET,

[£¥E DOfRTF (Save Changes) ]2 Vv 7 LET,

F—=R Tz A B =R KRT YD RRA L "RHLY T Xy hONLV— T —TNEFRL, ROTFIEE
FITLET,

1
2.

3.

[72 23> (Actions) |>[/L— bD#ESE (Editroutes) |DIEIZZ UV v 27 LET,

IPv4 D51, V— b OB (Addroute) 1% 27 U v 27 LET, [585C (Destination) |12, 0.0.0.0/0 &
AHLET, [#—F v b (Target) | T, £ F—Fy NF— b U= BRINLET,

[ % DA (Save Changes) 1 %727 U v 7 LET,

Amazon CloudWatch : BRI DL

T 7 L — FORNEKZI L7256, Amazon CloudWatch = > Y —/LIZEBEI L T, 1 ZBNINE X
., MERT T —ANMERENTWD Z EE2MRLET,

v 77 7 A VAR L T, Management Center DFEEREIZBAT A8 EZ N TV a—T 4 7
L/iﬁ‘o

ATy AWSEHE 2 YV — LT, [H—ERXR (Services) | >[EBEE H/3F 2 X (Management and Governance) | >
[CloudWatch] DJEIZZR L £ 7,

ARTY T2 [m7 7 —7 (Loggroups) %7 Vw7 L, RENTWDINT ORI I N—T%7 )y L TRrY
EERRALET,
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| AWS ~ Threat Defense Virtual Auto Scale /1) 2 —2 3 »DEA

VB2 7 F — A7) Amazon CloudWatch =2 Y — /L CHER ENTWA Z & ZHER L £ 1,

ATy 1 AWSEE = YV — /LT, [H—ERX (Services) | > [BE L H/V\F 2 X (Management and Governance) | >
[CloudWatch] DJIEIZ IR L E 7,

ATY T2 [75—L (Alarms) |>[TRTOTFT5—L (AllAlarms) |DJEIZZ UV v 27 LT, A7 —1LT DU hEBLURA
F—A UHREE P T —FT 550 EHITIT—LDU R N ERRILET,
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=6~
=% =R

Azure T Threat Defense Virtual @ EEH

ZOETIX, Azure ;R — # )L/ 5 Secure Firewall Threat Defense Virtual % JEBA 32 FEIZ DUV T
AL E 9,

o HEE (182 X—)

o« BIERSRIE (182 —2))

« HEFHHEELHKEE (183 X—)

» Secure Firewall Threat Defense Virtual 7 /3 A DEHL L (187 ~X—)

* Azure | Threat Defense Virtual D> R U —27 kAR P Of] (188 <X—)

B ARFITER SN DY Y —RA (188 X—2))

» Accelerated Networking (AN) (190 ~X—)

c Azure V—7 4 7 (191 =—)

Ry T =T NO VM O)V—T 4 73%E (191 2—)

«IPT7 KL (192 3—Y)

» Threat Defense Virtual D& A (193 ~X—)

e TV RY—x ROFIE (193 <—)

eV Va—varrFrFr— L Azure~—7 v N7 LA A HORER (195 —
V)

*VHD BL O V=27 7 L— &M L7z Azure 226 DR (199 ~—7)

» Azure TORZWIA X —7 = A A% L 72\ Threat Defense Virtual D EBIIZ DWW T (203
~N—=)

» Azure COBWIA > ¥ —7 = A A%fFH L 72\ Threat Defense Virtual DJERI D H A KT A
v LHIRFIE (204 RX—2)

s Azure COPBWIA o ¥ —7 = A A% fEH L 72\ Threat Defense Virtual DJERHICE T 57—
BA B =T 2 A~DNIC vy BT (204 2—2)

o Azure COZMWIA v % —7 = A A ZA{#HH L 72\ Threat Defense Virtual DR (205 ~<2—3)

T T T L—FROUF A (207 R—)

s BWiA X —T = A A& L72\> Threat Defense Virtual 7 7 A % £ 7213 Auto Scale /
Ja—va O (208 X—)

c NI TNVa—=T 4T (208 X—)

» Azure "C® Threat Defense Virtual @ Auto Scale Y U =—3 3 > (208 ~<X—7")

» Azure Virtual WAN ~@ Cisco Secure Firewall Threat Defense Virtual D &R (257 ~<—7)
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Azure T O Threat Defense Virtual DB |

» Azure T IPv6 ¥ 73— k%4 Secure Firewall Threat Defense Virtual D JEBR] (278 ~<—7)

* Azure TP IPV6 Z V7R — b L EBAICHOVNT (278 =)

* Marketplace f A — VS MBAEGTe N A X L 1Pv6 7 > 7 L — M &/ L7- Azure 705 D&
(280 ~—2)

*VHD 5L O A X L IPv6 7 7' L— M & L 72 Azure 725 DJEBH (287 _X—2)

e Threat Defense Virtual f A —Y 2 F v 7 g9 v b (292 ~2—3)

S

Secure Firewall Threat Defense Virtual 1%, Microsoft Azure ¥~ —7%7 > k7 L A RIZHAE S, RD
A VAR AR TP R—FLET,

» Standard D3 (4 -2® vCPU, 14 GB, 4 ->® vNIC)

+ Standard D3 _v2 (4 2@ vCPU, 14 GB, 4 ->® vNIC)

« Standard D4 v2 (8 2™ vCPU, 28 GB, 8 2™ VNIC) (/A— 3 6.5 DHHEHEE)
« Standard D5_v2 (16 ® vCPU, 56 GB, 8 O™ yNIC) (/A—< 3 > 6.5 DEHLEE)
« Standard_D8s_v3—8 vCPU, 32 GB, 4vNIC (/\—< 3> 7.1 D#FHHEE)

« Standard D16s_v3—16 vCPU, 64 GB, 8WNIC (/A— 3> 7.1 DFtkkE

« Standard F8s v2—8 vCPU, 16 GB, 4vNIC (/A\— 3> 7.1 DEkse)

« Standard F16s v2—16 vCPU, 32 GB, 4yNIC (/A—2 3> 7.1 D#F AL

BRI

* Microsoft Azure 7 % 7 > I, https://azure.microsoft.com/en-us/ C 1 DEHRTE £7,

Azure TT B > R EAERR LTI, v/ A > L T~v—% > b7 LA A5 Cisco Firepower
Threat Defense % #%5% L, [Cisco Firepower NGFW Virtual (NGFWv)] Z &R L 97,

* Cisco A~— h 7 H 7> bk, Cisco Software Central CTIERK T F 9,

Threat Defense Virtual D7 A B A, ~VTF VoI 2T L OELET 7 AT T4 —ILI A
TATHEATE DWEET A B AOZEIZ OV TIL,  [Cisco Secure Firewall Management
Center H¥REZ A B 2] ZZML T E S0y,

» Threat Defense Virtual & 3/ 27 5O A EEIZ- DUV Tid, [ Threat Defense Virtual Compatibility
Guide ] ZZHL T2 &0,

o HHLA ¥ —T = A A : Threat Defense Virtual % Secure Firewall Management Center {25t
THEOIEHINET,
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| Azure T® Threat Defense Virtual 0 EFH

N
~
x

sesmennszd

\}

GE)  6.7LIETIE, HEITIELT, BHA V=T = ZADRDYIT
T —H4 A ¥ —T = A A% Management Center D& HZfli [ T
FT, BHA LY =T 2 RIT —F A B —T = A AEHOH]
LM THITD, PIHBRECINERETILENDHY £,
Management Center (27 7 B AT 572 00DT —H A X —T x4 A
DO EIZBT DFEMIZ OV TlE,  [Cisco Secure Firewall Threat
Defense =~ > KU 77 L > A ] @ configure network
management-data-interface =~ RAZSMH L T 7230y,

B A L E—T A A — MBI AR - MUERASNET, @l T 7 4 > 723

HTEEHA,
s WHRA v H—T = A A (WZH) : WERA A FIZ Threat Defense Virtual % B2f5¢ 95 72 12 M
AEnEd,

e HNERA X —T = A A (WZH) : Threat Defense Virtual 2 /X7 U v 7 X v bU— 7 [T
THEDIHEHAINET,

ERIALHINEIR

HR— b Eh HH8E
=Ty R T7 AT T r—)LE— RDH
« Azure Accelerated Networking (AN)
EHT R RO 200N TRNERIRTE 1,

» Secure Firewall Management Center % f#i § L "C Threat Defense Virtual % &89 2% Z & 73
T& %9, [SecureFirewall Management Center % ffi ] L 7= Secure Firewall Threat Defense
Virtual DE L (437 X—) | AL T E 30,

* ¥4 Secure Firewall 7 /34 A~ % —3x Z{#Jf] L T Threat Defense Virtual %4 232
Z LB TEET, [Secure Firewall Device Manager % {# ] L 7= Secure Firewall Threat
Defense Virtual DEFEL (455 X—2) | 2B LTI 7Z&WN

P T AV T (N—=Ta U 730KE) L, FERCOWTIR, X7V v 2770 RickT
% Threat Defense Virtual 27 7 A% U 7] LT 7EE0,

« /N7 Y w7 IP7 KL A : Management 0/0 33 & O} GigabitEthernet 0/0 (237 Y > 7 IP 7 K L
ANREID B THNET,
VNS LT, Z2OMOA =T oA ATV w7 IPT RLAZE DK TH LN
T&FET, "7V v Z7IPT FUADOERK, £E, HIbRZ2E, <7V v 7 IPIZBT % Azure
DA RTANZONWTIE, N7 Vw7 IPT FLA[FEFE 2SR L TLEIN,
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Azure T O Threat Defense Virtual DB |
B sssacsnss

* [Pv6

IPv6 % %7 — K9 % Threat Defense Virtual Z BT ABICEETHOLERSH DT A KT A
v EHIRFEEE, LFIRLET,

¢ IPv6 AR — b D7=DIZ Azure CLI A Vv REEH LT 0 77 M XD REHAA 7T =
VEAEMIT BHE . Threat Defense Virtual A > A% ADFEFHE N IILNEH D £
%Vo

s IPVAHIPV6 T KLy v U JIZFEITTY v 77 L— R L7 b D & A U VnetlZ, Azure
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— A5 DOFERR : Threat Defense Virtual Z BB L ¥ 97,
5 Management Center | Threat Defense Virtual % 4 2 L &7,
F 72 1¥Device
Manager « Secure Firewall Management Center % fii /| L 7= Secure Firewall
Threat Defense Virtual 0% B
» Secure Firewall Device Manager % {#i H L 7= Secure Firewall Threat
Defense Virtual % B

W7 —F ¥ — ML, VHD &V VY —R7 7 L— k& H L T Microsoft Azure {Z Threat
Defense Virtual 2 JER4 2O T —27 7a—% 3 L COVET,

)

@ —— 3) Boniond the @‘ Copy the threat
Local Host iﬁgﬁ%‘:ﬁ: theat defense de'ezﬁg%uﬁ:w
image Azure
\é\‘ l (5) l (5) Createa (7) Create the threat (8) (9
Existing Linux VM Unzip and R/ L/ \°/ customize JSSON ~ \Z/
Azure Cloud gsg;gggg' Irnat J pooaitte N moreed oo NN LS T e I peranelerueng ey gl
Caciond virtual VHD image to and aquire the image and resource template HiGwall
a container resource 1D template l
@1 Manage the
Managemenl threat defense virtual
Center or using the management
Device Manager cen::;s;;;me
D—9ZAR—R | FIE
(1) |P—AAEAL |VHDEBLOY VY —RAF7 7 L— b L7z Azure 725 DB -
— JSON 7> 7 L— K ENTGA—=HT 7 4 )VEAERR L E T,
5 |Azure Cloud VHD B L) V=T 7 L— b & L7 Azure 705 DB
BEA7 O Linux VM 282 T9, FIHTE WAL, Linux VM %
TERC L £
e Azure CLI |Z X A Linux (A8~ > > OAERL
o Azure 7R —Z )L X A Linux (A8~ > DAERL
(3) | BT AARAN  |[VHDBLQY V=27 7 L— b &M L7 Azure 720 5 DJER
e SRAAaADY T w2 T Ay a— K ~X—I5 5 Threat Defense
Virtual VHD A A —Y % X7 o— R LET,
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Yya—varvFoIL—rEEALEAmev—4y kTLA 2 0ER [

J—HAR—R | F|&
4 g—H/LARALN |[VHDBLIRY VY —RAT 7L — c&2fH L7= Azure 225 DJER
Azure @ Linux VM |Z Threat Defense Virtual VHD A A — % a1 &' —
LET
5 |Azure Cloud VHD B LY V=27 7 L— b & L7z Azure 75 OB :
Threat Defense Virtual VHD A A —C &L, 2T 7 v 7
n—RLET,
6 |Azure Cloud VHD BL Q) V—2F o FL— &2 L7 Azure 7> D D JER -
VHD 2P BEBHRA A=V EAER L, A A=Y DY Y —Z1ID %
BELET,
7 Azure Cloud VHD BNV VY —ATFT 7 L— h i L7z Azure 7> 6 O R -
BHSRRA A= L ) V) —RAT T L— h&ffH L T Threat Defense
Virtual 7 7 A 7 U 4 —/VEAERC L £ 7,
8 Azure Cloud VHD B XY V—RAF 7 L— & L7 Azure 705 O JEB -
INTGRA—=2FT T L— il L TISON/XT A —F BN AF~<
A ALET,
g) |Azure Cloud VHD BL Q) V—2F o FL— F &2 L7 Azure 75 DO JER -
Threat Defense Virtual 7 7 A 7 U 4+ —/L &2 BB L £79°,
/1~ | Management Center | Threat Defense Virtual &8 L ¥4,
(10) )
~ | ¥ 7213IDevice ) )
Manager * Secure Firewall Management Center % {# ] L 7= Secure Firewall
Threat Defense Virtual % ¥
» Secure Firewall Device Manager % {3 ] L 7= Secure Firewall Threat
Defense Virtual %5 #

Y )a—30T70T—bEFERHLz-Azure T—4 v
KTLA AN DER

WOTFNEIL, Azure ~—77 » N7 LA A THEH T X % Threat Defense Virtual Y U =—3 3 >

T L— NERET D HEAR L TWET, L. Microsoft Azure B28% C Threat Defense

Virtual & > N7 v 755 FIAOBRE T, Azure Dt > N7 v 7 OFEM 72 FIEIZ OV TIE,
[Azure Zfli > CTH b | ML TIZEW,

Azure |Z Threat Defense Virtual B AT 25 L, VY —2 RXT Vw7 IPT7 LA (IPvd BEW

IPv6)

= T =T REDSESERBENHBMNAERSNET, BAKIC, b0

REZSHIEHTEET, L2 7A RVEA LT Y MiZ, 774V FOENE A L
TUNPOEERST LI ENTEET,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K ("—2a>14) ||


https://azure.microsoft.com/en-us/get-started/

Azure T O Threat Defense Virtual DB |
B a5 Tde—rsEALE A R—S Y F T LA 2D L OERE

\)

GE)  GitHub VARV FY THEATE A2 AZ~A RA[HE/R ARM 7> 7 L — MMZHOW ik, [VHD
BN Y =257 7L — "2 AL Azure 2D ORER (199 2—) | 2B LT &
Y,

AT 71 Azure Resource Manager (ARM) R—%/Lizu /A > LET,

Azure N—H Vid, T—H B HX —OGEANCERRL, BIEOT Aoy MV T AT YT a ZBEEA
JHENTIREZEEFR R LET,

RATY T2 [Amure~—74 v b7 LA A (Azure Marketplace) ]> [{i48~ > (Virtual Machines) | ZEIZEIR L E 7,

ATvF3 ~—4 v b7 LA AT [Cisco Firepower NGFW Virtual (Threat Defense Virtual) | %58 L CE#R L, [1ERk
(Create) | #27 U v 27 LET,

RATv T84 EARNERELTOET,
a) AR~ DOL4RIEANLET, ZO4RITAre T A7) T a b NTETHHILENDHY £
R

BEE MDA ZER L TWD5E, AT ET,
b)  Byol £72I1Z PAYG OWWT DT A U AR ERRLET,
YRAAZAv—hF FA48 AT AU MiHT % Byol (Bring Your Own License) % &R L £,

VA Av— K TA VT EEATTICHEEFIRSE T VEMEHT 521X, PAYG (PayAs You
Go) TA B AEBRLET,

BE PAYG (%, Management Center % {3 ff] L C Threat Defense Virtual % 4 #2325 8512 D AfH
MT&EET,
¢)  Threat Defense Virtual EEEE D2 —HF—H 52 AT LET,
GE) ladmin] &V DAL Azure TPRISHTEY, HIHTEEE A,
d) FREEFA 7L LT, RAUY—=FEZIEISSH X —OW Tz @IRL £,
INAY— REBRINLTGA1E, SATV—REZ AN LTHELET,
SSH F—Z B L2583, VE—h 7O RSAXHF—2HELET,

e)  Threat Defense Virtual DFR ERFIZ 7 7' A »F HBRICAdmin 2 —H =7 7 > N CHEHT 52T — R
e LET,

f) [FTDVE 2 (FTDv Management) | K& v 7# 7 U X k726 Threat Defense Virtual & 8§k %
Management Center % &R L ¥ 7,

[FMC: Firepower Management Center] % 7 /3 A @ Management Center & L TR L TW A 51E, &K
DA T a v EFH L TT /31 A D Management Center % 7% & T £7°,

c[1F (Yes) 127 U v 27 LT, [FMCBEIFHH (FMC registration information) ] Z AJJ L £,
1. [FMCIP]7 FL A& AHLET,
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ATy TH

Yya—varvFoIL—rEEALEAmev—4y kTLA 2 0ER [

2. Threat Defense Virtual - o A % X &8k 9 5 728 O [FMCE Gk % — (FMC Registration Key) ]
EANSTLET,

3. (ER) A A ZAOBERHZEH S 415 Management Center NAT ID 2 A ) L £77,

g VI AZELTERTIEE~Y VEZFEALTHWAEAIE. [IXV (Day-07 7 A X kA4t L £
) (Yes (provide dayO cluster configuration)) % 27 U v 7 LC, FARM 7 Day-0 % & 1ERL L CTREM
EANNLET,

s [Day-07 7 A Z % (DayO cluster configuration) ]~ « —/v F{Z Day-0 #& Otz A LE T,

Azure @ Day-0 B DIERDOFEHIZ DWW TIE,  [Azure ~® Threat Defense Virtual 7 7 A ¥ O &
Bl T4 R [Azure [A]1F Day-0 #ELOIER] 2SR L T30,

G¥) BRI 72 Day-0 # Rk (7 7 A X ##E%) @ "Cluster": {...} OR "run_config": [...] DFEMID
HRETEET,

hy HT7RI7VTvarEmRLET,

i) HLWUY—RITN—TEERLET,
Threat Defense Virtual [XFr L\WNY VYV — 2 7 )—F 28 AT AHAVENH Y £, BEFEOY VY —R T )L—
FICBHT AT a v idk, BIEOY VY —R T —TNEDLEAIZDOBERE L £77,
7272, BOFIETHRy NU—7 372 a v ERET DBEIZ, Threat Defense Virtual 250D UV — A
TN—TRNIZHFEL TWAEER Yy hT—7 ~BfiTx £,

j)  HEARur—a U ERIRLES, Zonr—vad, BATHEAEINDSEY Y —A (Threat
Defense Virtual, X hU—27 A ML =T H T MRY) TR—TAHERH Y £4,

k) [OK]ZZ7 Vv LET,

Threat Defense Virtual O EHEH 3R E L E T,

a) R~ OV A XEBRLET,

b) ARL—UThU REERLET,

GE) BEFEDOA ML= T vy bEERT 21T, FHIERTAZ b TEET, AL —
T AT MR, INLFEBTOREFEHTE 9,

o) NTVwIZIPT RLAZERIRLET,

BIRLEY TRV Fvavbalr—a  THERAFERRASTZTY v Z7IPT7 RURERINT 50, [#Hil
YER% (Createnew) %27 VU v 7 L£7,

FHLVWWXT U w7 IPT R AZAERRT 55E 1. Microsoft AT 2 IP T RLADT a v 7 o)
51 OBETA7D, FEDOT RLAZBERIRTAZ LITTEERA, /10X —T A AZEDYHTH
TENTEDERT Y w7 IPT FLADERKREIL, Azure 7 A7 U 7 g AZESWNTHNET,
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Yya—2avyFrIdL—brEERALIzAwreYx—47 v FTLA ANSOERA

BE Azure X, T 7 ANV N THAFTIv I R_XT Y7 IPT RUAZEHRKLET, VM Zf5E1ES
TCHE#TLE, XT V7 IPREDLLZERHY ET, EEIPT FLAZMHHAT L
Bl AXT 47T RVABERT HHLERHY £3, BARKRIZNST Y 7 IPT KLA
EERLC, XA4AFTI VI T RUANDAET 4w 7T FLVRIIERTHZ EHTEET,
VM T/X7 U w7 IPv6 7 KL AZE D Y THMENH HEAIL, IPv6 /X7 U v 7 IPT KL
A DFEHERIG [RFE]) #SRL T S0,

d) DNS Z~LZBiNL £,
GH) SFEARMER R A A 4 1%, DNS 7L & Azure URL OFLAGHHE T,
<dnslabel>.<location>.cloudapp.azure.com OFERUZ 72 V) F7,
e) ARy NU—7 ZIRL £,

BEAF O Azure Virtual Network (VNet) ZERT 57, LW HDZ{ERK L T, VNet D IP 7 N L R ZZf]
ZANJJTEET, 7 74/L FTlE, Classless Inter-Domain Routing (CIDR) @ IP 7 R L A% 10.0.0.0/16
<7,

IPv6 7 R Ly L ZITRB~ 2 Y ISR 8 d, RBR Yy NU =7 TENZANCT L LENRH Y
F9, fl: 774/ N TiX, CIDRIPv6 7 R L A [ace:cab:deca::/48] T,

G¥) IPv6 7217 2 A LT, (KB hU—2 TRy b, A X —T x2— R E RS D
ZlFTEEYA, T AN RTIEHIPVE BEH &L, IPve b —EICAENICTE ET, IPv6
DFEIZ DWW TIL, Azure IPv6 OBEEE [555E] 2L T2 &0,

f) Threat Defense Virtual Ry NV —27 A L H =T 24 A T4ODOH T Xy &KL ET,
*FTIDVEBEA ¥ —T7 x4 A FE1H 7Ry~ (Azure D Nic0) ZHzfE)
*FTDVEMiA v ¥ —7 x4 R FE2H 7%y~ (Azure D Nicl) 1ZH5Hk0)
cFTDVAERA > H—T =A A (3 V7 F v b (Azure D Nic2) (Z#Eft)
*FTIDVRAER A > Z—T =A X (54 Y 7%y b (Azure D Nic3) (ZHt)

G¥) FROVT Ry MZHOWT, 7Ry FOFERHIZ IPv6 DX E N M ERGA L, 1Pv6 4
Va EBIRL T, AV F—T A ADIPv6 7% v &AL L £,

g) [T Vv I ANy RAR—F (mgmtinterface)  (Public inbound ports (mgmt.interface)) ] O AJ) %5
ELT, A= &7V v 7 HICHL N EI DERLET, 774/ T, [72L (None) ] 358N
SHTVET,

cAzure DT 7N DEFXF 2V T 4 V= VEZEHL TRy bU—2 X2 VT 1 T —TZAFERK
L., BEA X —T oA AT DI, [72L None) 227 Vv 7 LET, 20T ar
EERTHE, FUREARY NU—TNOERFILENLD T T 4 v 7 & Azure B — RXT 80
DO T4y RIS ET,

e A UH =Ry NTT 7 BATHLEDIZHS A N T RR— N E2FRoREBE L ONEBRT 51213, BN
L7cAR— F &7 (Allowselectedports) |27 U > 7 LET, [ 3T Ral— h DR (Select
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VHD 5& VY Y—2Fo T L— kEERA LK Are 1> 0ER ]

Inbound Ports) | Rz v X0 U X bipnb IROWTNNPOR— PR LES, 774/ FT
¥, SSH (22) MNERSNTVET,

+SSH (22)
* SFTunnel (8305)

« HTTPS (443)

hy [OK]%27YUv2 LET,

ATy 6 WY~V 2B L, [OK]Z27 VU v7 LET,
ATw 71 A& EZ#ZE L, A (Purchase) 1227 U v 27 LET,

AR Azure 12 Ko THE7Z2 Y £9°, Threat Defense Virtual VM 23 FE{TI N TV A Z & 2% Azure 2> 5 i
SNDETHHEL ET,

RDBRY
WOFNEIL, BIRLTZEHEHE— NIZX-o TR 7,

s [R—IN<FR—T ¥ EHZNZT 2 (Enable Local Manager) ] T [\ %2 (No) ] &EIL
7o % & 1%, Secure Firewall Management Center % i H L C Threat Defense Virtual % & 8 L &
9, [Secure Firewall Management Center % {#i H L 7= Secure Firewall Threat Defense Virtual ¢
BHL (437 =) | ZBRL TSN,

s [R—HN<R2—T ¥ EAZNZT S (Enable Local Manager) ] T [I&\> (Yes) | &ER L7z
BEE, HA ST D Secure Firewall Device Manager % {# ff] L C Threat Defense Virtual
ZEBLLE9, [Secure Firewall Device Manager % {# H L 7= Secure Firewall Threat Defense
Virtual DEFHL (455 X—) | SR LTIEIN,

BWHA T g v OBEIRGTIEOEEEIZ DWW CIX,  [Secure Firewall Threat Defense Virtual 7 /34 A
DEBFE Q=) | 22RLTI7EE,

VID BLUVYY—RFTL— rZERALT= Azure /5
DR

VA APRPET BJEHE VHD A A — T &2 LC, A DA A H 2 Threat Defense Virtual 4 A —
VEAEKRTEE T, VHD A A=V 2 LRI 21213, Azure A FL—U T AT MT

VHD A A=V %7 v 7 a— RTH50ERHD 3, WRIZ, Ty 7 a—RNLET 4 AT A A—
V¥ L OV Azure Resource Manager 7 o 7 L — R &Ml LT, HFHARA A —V 2 FNTE £,

Azure 7 7L — M, U Y —=ADW ENT A —=F DERNPEENTND JSON 7 7 A LT
7
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B vioss00y—2F0TL— FEER LT Are h > OEB

ATy T

ATvT2

ATvT3
RTv74

ATy TH

1R BHHEIIZ

« Threat Defense Virtual 7~ > 7° L — b O EBHIZIL, JSON T 7L — B L OET % JSON
NG A—=RT 7 ANVPRLETT, TNHDT7 7 A/E, Github VR M) mb Xy a—
FTE £,

« ZOFNETIE, Azure |Z Linux VM BEEL TWAMKENRH Y £, —FAY72 Linux VM
(Ubuntu 16.04 72 &) ZFEH LT, Azure IZEHEVHD A A —T % T v 7 — R§T52 &%
HRLET, 2O A—T%MHET DI, HS50GB DA ML —URRETT, Fio,
Azure @ Linux VM 725 Azure A N L—~D 7 v 7 u— REFREE S L E T,
VM ZAERT 2 BN B H581E. IROWT IO HEEZMH L ET,
o Azure CLI IZ X % Linux (A8~ > > DAERY

o Azure 7IN— % W2 L % Linux 8~ > OIERL

e Azure 7 A7 U 7L g 1L, Threat Defense Virtual % B9 25T CEFH A[HE7R A b
L—UT s RSB,

vAa KX yrua—RK YT Ny T ~X—) 5 Threat Defense Virtual JEff§ VHD 4 A —Y &2 X 7 m— R

L%,

a) [ (Products) 1>[E¥=VUF 1 (Security) 1>[7 74 7 74—/ (Firewalls) ]>[R#HK T 74
74— (NGFW) (Next-Generation Firewalls(NGFW)) ]>[Cisco SecureFirewall Threat Defense
Virtual] DNEIZER L £,

b) [Firepower Threat Defenset 7 b =7 (Firepower Threat Defense Software) | #27 U » 7 L&,
FIEIZE S TA A=V E X T r— RLTLIESN,

7= & 21X, Cisco Firepower Threat Defense Virtual-7.1.0-92.vhd.bz2 T3,

Azure @ Linux VM IZJE#E VHD 4/ A —Y 2o — 1L £9,

Azure L DR TT7 7 AV ERVIRY THIOIHEHTE 247V a P EE<HY £F, ZOFITIE,
SCP (¥ a7 at'—) ZRLET,

# scp /username@remotehost.com/dir/Cisco_Firepower Threat Defense Virtual-7.1.0-92.vhd.bz2 <linux-ip>

Azure D Linux VM IZa 7 A4 L, JEM VHD A A—Y 2 ab—L7=TF 4 L7 FUICBEIL £,
Threat Defense Virtual VHD A X — Y 2R3 L £,

77 A NERBRRE T IIEMER T 27D TEL AT v a U EL BV £, Z OFITIE Bzip2
2—F 4 UF ¢ &R LETA, Windows X—AD—F ¢ U F ¢ HIEFICHERELET,

# bunzip2 Cisco_Firepower Threat Defense Virtual-7.1.0-92.vhd.bz2

Azure A N L—T AU hOa T FHIZVEHD #7 v Fa—RLET, BMEORA ML —UT7 w0 b
T 210, FHICERTDLIZEHTEET, AML—UT AUy MR, DNCFEBRTORELE
HTEET,
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ATvT6

VHD 5& VY Y—2Fo T L— kEERA LK Are 1> 0ER ]

ARL—=UT AT MIVHD 27 v 70— FT5DIEATEL 47Ty a i< H Y £,
AzCopy. Azure Storage Copy Blob API, Azure Storage Explorer, Azure CLI, Azure AR — Z /L72 & T3,
Threat Defense Virtual VHD I E DB ENRHD 7 7 A MZiE, Azure R—F )V EFEA L2 L2 H#ELE L+
—a—o

ROBNZ, Azure CLI ZfEH L7 L 2R L TWVE,
azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
—-—account-key yX7txxxxxxxxldnQ==
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

VHD 7 HEB G A A =P 2 FRR L £,

a) Azure R—X /LT, [ A— (Images) | ZHIRNLET,

b) [EM (Add) 1%227 V> 27 LT, HLOA A=V EERLET,
) KOEHREATILET,

[T A7 U al (Subscription) |: KRy XU YR RINNLYT AT YT a B8R L
iﬂ—o

o[V YV —ATN—7 (Resourcegroup) ]: BEFDO VU YV —ATN—T%IEINT 50, HLWY V—2R
TN—TEER L ET,

« [4HT (Name) ]: BESGBA A=V D2 —P —ERZOLETEZ AT LET,
c[U—v 2 (Region) ]: VM DBEFIND Y —Va 2B IRLET,
«[0SZ A7 (0OStype) 1:0S %A 7 & LT [Linux] Z3#IR L £7,
s [VMODO 1R (VM generation) ] : [H:AX1 (Gen1) ] ZiEIRL £,
G¥) [ff2 (Gen2) 1IFHAR—FERTWEHA,
«[AbL—2 717 (Storageblob) ]: A FL—U T H Ty FEBLT, 7 v 7 r— K L7 VAD
BRI ET,

[T NEAT (Accounttype) |: BHEIZIL U T, Fry 7 XU A hHb [Standard HDD],
[Standard SSD]. F 721 [Premium SSD] % & L £ 77,

TDOAA=VORBMAICTEL TS VM ¥ A &3 IRT 281, BIRLET T R A
TNFDOVM VA A THR—F SN TWAEZ L aERLET,

s [RARM¥¥ > 2 (Hostcaching) ]: Ry X T U R KD [fAED /EHZ AL
(Read/write) ] Z R L E T,

[F—4F 4 A7 (Datadisks) 1: T 74/ hDEFICL T, T—FFT 4 A7 ZBIMLRNTLZ
0,

d) [fEH& (Create) 127 U > 7 LET,
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B vioss00y—2F0TL— FEER LT Are h > OEB

[ A=V NIEFICIER SV E L7z (Successfully created image) | &9 A v &— 708 [[@%
(Notifications) ] % 7 D FIZEKREINDETHLET,

GH) BHEMNBRA A=V IMER SN, Ty 7a—RLZVHD &7 vy 7 r—RK AL —U T h

v M EHIBRTE £,

ATYTT  HHUMER LB A A=V D) V=2 D #Bf5 L E T,

Azure DINETIE, HHDBH Y V=20 V=X ID IZEEMT N TWET, VY —XIDIX, 0%
XA A — 538 LU Threat Defense Virtual 7 7 4 7 0 +— /L Z BT 5 & ZCHBEICR Y £,

a)
b)
¢)
d)

Azure IR—H )L T, [f A— (Images) | Z&#INL £,

AID AT v 7 CHERL L2 BB R A A — U &R L 7,

MEZE (Overview) 1 %227 Vv 7 LT, A A—=YDO7T 0T 2R RLET,
7Yy TR—=RIZ)Y—XIDEar—LET,

1)) —ZRID X, ROBXELEY £,

/subscriptions/<subscription-id>/resour ceGroups/<r esour ceGroup>/provider Micr osoft. Compute/<container >/
<vhdname>

ATy T8 FHHEAA—VEBIOY Y—RFT 7L — F & LT, Threat Defense Virtual 7 7 A 7 7 4 — /L % ¥

%Liﬁ‘o

a) R (New) [ZBINL, A7 a v NoBINTEALHIZRDET[T 7 L— MER (Template
Deployment) | Z#Z L £7,

b) [fEk (Create) ] ZINL E7,

¢) [T 4 X THADOT V7 L— F &S5 (Build your own template in the editor) ] 28R L 7,
HNALIA ATEDLHEADT T L— FPMEENET, 77— 77 A LITONTIL

[Github] ZZM L T ZEVY,

d) WAZ~<AAXLIZISONT »F'L—ha—FRzv ¢ RUZRED T, [BR4F (Save) 1227 U w2 L
*9,

e) Ry 7X o URKNG [V 7 A7 U7z (Subscription) | #BIN L FE T,

f)

2
h)

BEfFD[Y Y —A 7 )V—7 (Resourcegroup) |ZiBINT B0, LW YV —RATNV—TF%ERRK L ET,
Ky Xy ) ARG e —3 3 (Location) ] R L E5,

HiAT v FINbDEFNHRA A—D[Y V) —RID (ResourceID) | % [VMEH IS A A —2ID (Vm
Managed Image Id) | 7 ¢ —/L RIZRED fH1F £ 97,

ATwF9 [ W AZLJEB (Customdeployment) | — YD EERIZSH D [23T7 A —H Ot (Edit parameters) ] % 7
Vo7 LET, DAZSTARXTELNRIGA—ET T L— bIMERSNET,

a)

b)

[Z77AVvDua—FR (Loadfile) | %7 Vw27 L, 7 AH~A X L7z Threat Defense Virtual /37 A — %
TrANESRLET, 77— I TA=ZZOWTIE, [Github) Z2ZL TS 7ZE W,
HABR <A R LTZISON/RT A —H a— RKEv ¢ RUZBE0 15, [fR1F (Save) 1227 U v 27 LE
‘é‘o

AT HAXLRBOFEMEZME L9, [FEA (Basics) ] & [XE (Settings) ]DEH ([V Y —AZID (Resource
ID) 172&) 2, ELLEMREIC BT HZ L 2R LET,
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"AdminPassword": "E28@20iUrhx!",
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@ Outbound flow leaves the
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the gateway load balancer

Flow is inspected by a firewall
and returned to the gateway
load balancer
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load balancer
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INTGA—RZ ERTE 518/ |H5HA 1)V —ZAD1E
247 BaA7
cpuScaleOutThreshold bzl CPURXARNU Y ITDOAr—)LT |47 L
URLEWE (=t hH
i) .

T 74K 180

Threat Defense Virtual £ kU
7 (CPUEHIR) 28 ZDfE%
kEIDE A —T T KR
MY T—ESNET,

lcpuScaleOutThreshold] (%,
W12 TepuScaleInThreshold] J:
DRELTOHMERHY F
j—o

[Auto Scale =~ 7 (251
N—=) | EBRRLTLES

7AW
memoryScaleInThreshold S| AEFYARN) T DOAIr—) L |31
A LEVE (R—k FH
L)
FT7F) k0

Threat Defense Virtual £ kU
7 (CPUEHIER) 7" ZofE%
TEIS &, AT —bA DR
UH—SNET,

[Auto Scale @~ v 7 (251
N—=) ] EBRRL TS
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| PR

INTGA—=5% ERTE 5B/ |5RHA 1) — XD
847 a4
memoryScaleOutThreshold SCEEA| AFEY AN ITDORr—)L |47 1L
TURLEWE (=t b
HAL) .
T7FLNR 0

Threat Defense Virtual £ kU
7 (CPUEHIR) 28 ZDfE%
kEIDE A —T T R
MY H—ESNET,

l'memoryScaleOutThreshold |
(ES A
l'memoryScalelnThreshold] J:
WRELTOHLENDHY F
R

[Auto Scale m v 7 (251
N—=) | EBRRLTLEE
Uy,

minFtdCount Eiceq TEOHETAr—LEy b |41
Cffi /AT RE 72 /% /)> Threat
Defense Virtual £ o A ¥ &

@O
B : 2,
maxFtdCount R Rlr—)ty NTHFRESND |47 L

% K Threat Defense Virtual 1 >

AN A,

1 : 10

GE) ZOEIX

Management Center
DOREIT X > THI
fREAvET,
Auto Scale = ¥ v
7 TIXZ DED

{flifiq‘:l:“/7 é
nipnieo, [EE
WAL TLES
AN
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Anrisx—4 |

NS A—=5% ERTELfE | HA 1) — 2D
847 47
metricsAverageDuration #t Fey FPZ oMb @EINLE (3557 L

D

ZORIEIE, A Y v
B I ol (0 HAAD) &
FLET,

ZOEBOMENRS (557) DY
& . Auto Scale Manager 73 A 7
Va—nshdbeE, ANy
7 DWE 5 sy HOFE0
Fxw 7 It ZORERITE
DNT AT =Y 7 OHWrA
ThiEd,
GE) Azure ORI KL
0. BRI BUEIE
1. 5. 15, BIW®
30 7217 T,
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INTGA—BZ ERTE 5B/ |H5HA 1) —ZXD1E
247 BaA7
initDeploymentMode BULK/STEP

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)



| Azure T Threat Defense Virtual 0 E R
Anrisx—4 |

NS A—B% ERTE 5B/ |5RHA 1)V —ZAD1E
247 BaA7

FITHRA DR, £7213A
47—/ v FZ Threat Defense
Virtual 4 > A X ANEEN
TWeWEAICHE Sh %
R

BULK : Auto Scale Manager
1Z. TminFtdCount| f#®
Threat Defense Virtual A & A &
CAZFIRFICEB L LD & L
EJean

GE) EENTIAT L TIT
DIVET D,
Management Center
~OARERIE
Management Center
DOHIFRIZ & 0 A
FEITSNET,

STEP : Auto Scale Manager /3.,
AV a— VIR L
{Z TminFtdCount] f{i& @ Threat
Defense Virtual 7 /3 A% 1 D

TORMALET,
GE) STEP 47> a3 v
T,

‘minFtdCount) {#
DA AL AN
Management Center
TEBIB LUORE
ST, BhfERTEE
(272 % £ T2
ARV S NN
Ny TN F
B

BULK # 7Y = >
Tix,  QFATSET
DI=)
'minFtdCount] 1
F T D Threat
Defense Virtual %
EBET 50121 D
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. Auto Scale V') 1 —2 3 VDR

IND A=A ERTE 518/ |5k )y —XD1E
247 BA4A T
@ Threat Defense
Virtual &) & [F T
BERI 0 £

73, Management
Center DX ERITIE
WEITSNET,

'minFtdCount] 1
@ Threat Defense
Virtual % 269 %
7o D DA FHREH] =

(1 2@ Threat
Defense Virtual @
ELENREE + 120D
Threat Defense
Virtual ki L
B E R *
minFtdCount) ,

*Azure |[ZiE, BTLWY Y —ZAOMARANCEET SHIRAH Y £97, HIREZHERT 20, £
FTRTPCFEEH L TLEENRAR—ZPZOMDFH/RFEIFERALLGENTLEEL,

Auto Scale V') 12— 3 > D ER

BANY—OOAHYO—F
Yo KA v F hanm V& H L7z Threat Defense Virtual Auto Scale for Azure V' VJ = —3 3 i3,
Azure DRET 5 — =L 2 4 T F X NF 27 F ¥ (Logic App. Azure BA%, v — KA F
Y. R~ A=ty R ) ZfEHT % Azure Resource Manager (ARM) 7 > 7 L —
r_R—Z2DJEHTT,

Azure GWLB YV U = —3 3 % {# i L 7= Threat Defense Virtual Auto Scale iX. GWLB., X > b
J—7 75 A K77 F %, Threat Defense Virtual HE) A 7r—1 7 7 )—7F H—s—1L
AaR—% b, BXOMMONERY) V— 252 EETH ARM 7> 7 L— h_R—Z DR T
-éAO

WHDYY 2= 3 > ORMFITZER LT,

Threat Defense Virtual Auto Scale for Azure Y V = —3 3 VORENIVNER 7 7 A VA X7 0 —
RLET, 4 TH5—=Ta VHORERAZ V7 eT o7 b— M, GitHub U RY R UMb
AFTEET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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| Azure T® Threat Defense Virtual 0 EFH

Auto Scale ARM 7> 7 L— 0 EE [

ZFB  AutoScale OV AaREHOBEAR 7 VT N RBIOT U L— NI, A—F Ly —2DHE L
THREEINTEBY ., @ O CiscoTAC AR — hO&HNTII I NA—ENnRWNnZ LizEE L TL
72& v, HH L ReadMe DOFNEIZ-DWTIE., GitHub ZEMANCHER L T &,

ASM_Function.zip /X v 77— Y OIERIFIEIZON TR, [V —RA 32— 6 O Azure BIEOHEEE
(255 ~—=2) | ZZRL TS,

Auto Scale ARM > 7 L— kD ER

YU R4 yF RO D E[HER LT Azure A Threat DefenseVirtual AutoScale : ARM 7 > 7 L —

I azure ftdv_autoscalejson % fiffl L C. Azure H Threat Defense Virtual Auto Scale {Z %72 1
V—A%RBEHLET, FFEOY Y —AT N —TATIE, ARMT7T 7 L— M RATH52LT
RONEPMERL S E T,

v A=ty b (VMSS)

S — RN T o

« N — RN Z 4

» Azure Function App

* Logic App

X2 VT4 IN—T (T—HA A =T 2 A ABIOEHA 2 —T =4 2 )
Azure GWLB #{# M L 1= Threat defensevirtual Auto Scale : ARM 7> 7' L — h
azure ftdv_autoscale with_ GWLB.json 2/ L T, Azure GWLB Y U = — 3 2 /{2 & 5 Threat

Defense Virtual Auto Scale |24 872U VY —2A B LET, BFEDV V—RA T NL—THNTIL,
ARM 7 7' L— N & BT 5 Z & CIRONKFIMERR S IVET,

A (VM) E72id i~y A —nt v b (VMSS)
N N E AR N 2

*» Azure Function App

* Logic App

Xy NIT—=F T A TTANT I F %

BENCKE R X2 VT 4 I N—TBIOZOMD a2 R—x 2 b
Iash BRI

« GitHub Y AR R U (https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure) 7>
5, ARMT7 7' L—haZvrn—RLET,
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Azure T O Threat Defense Virtual DB |
B Avoscalearm 7> TL— o EE

AT 1 BED Azure V' — I Threat Defense Virtual £ ' A ¥ A BT AMNERH DAL, BEHY —a v
THEATRE/R Y — SN T, ARM T 7 L— hZfREL £,
1 -
"zones": [
nn
non

n3n
1,

BN, 35D — & [CentralUS] UV —Y 3 &R LTWET,

ATY T2 HHa—RKRTUoYTUER N T 7 4 v 7=V ERELET, 2D ljson B ZIETHZ & T, £
BEOBONL—VEBMTEET, 2 R4 v F hARa UE M L7-Auto Scale DE AR TOHENTT,

1 -
{
"type": "Microsoft.Network/loadBalancers",
"name": "[variables ('elbName')]",
"location": "[resourceGroup() .location]",
"apiVersion": "2018-06-01",
"sku": |
"name": "Standard"
}I
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName'))]"

:I ’
"properties": {
"frontendIPConfigurations": [

{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {
"id": "[resourcelId('Microsoft.Network/publicIPAddresses/"',

variables ('elbPublicIpName'))]"
}
}

}
:|I
"backendAddressPools": [

{

"name": "backendPool"

}
:|I
"loadBalancingRules": [

{

"properties": {
"frontendIPConfiguration": ({
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),

'/frontendIpConfigurations/LoadBalancerFrontend')]"
}I
"backendAddressPool": {

"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
' /backendAddressPools/BackendPool"') 1"

}I
"probe": {

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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Auto Scale ARM 7> 7 L— 0 EE [

"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
'/probes/lbprobe') 1"

}I

"protocol": "TCP",

"frontendPort": "80",

"backendPort": "80",

"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"

}I

"Name": "lbrule"
}
] ’

G¥) DT ANERE LRSI, BAKIC Azure F—Z AN DORET LI TXE T,

ATv T3 Microsoft 7 1 7Y hD2—H—4 LA T — K& LT, Microsoft Azure R —# /a7 A > LET,

ATy T4 [V J—AZN—7 (Resource Groups) ] 7 L — RIZT 7B AT B2, P—EADA=a—nb[U V—
A7 N—"7" (Resource groups) | &2 U7 LET, W7 A7 VT a v NOTXTDY Y —AT—T
N7 L— RIC—ERRINET,

FLWY Y =2 T N—T2AERT D, BEFDZEDY V=R T7N—T% IR L ET, =& 2iE, Threat
Defense Virtual_AutoScale,

15: Azure R—% )L

RT9TS  [UY—ADERK (+) (Createaresource (+) 1% 27 U v 7 LT, 77 b— NERHAOH LN V—2
PERRLET, [V Y —ATZNV—TDIER (Create Resource Group) | 7 L — RBFRINFET,

ATFYT6 [v—F v T LA ADKFE (Searchthe Marketplace) 1 C. [T 7L — DR (WAX LT T L—
k&M L7=J2B)  (Template deployment (deploy using custom templates)) | & AJJ L. Enter L &
R

Cisco Secure Firewall Threat Defense Virtual R 2 — 7 v THA K ()\— 32 14) .



Azure T O Threat Defense Virtual DB |

B Avoscalearm 7> TL— o EE

16: h R LTV T L— FDER

= Microsoft Azure i S TR T

AusioScale » Mew © Template deployment (deploy using custom templates]

Template deployment (deploy using custom templates)

I ploy (deploy using custom templates) = <.
{ﬁ} Microsoh
| creae |

Create

Overview  Plars

Applcations nusnng i Micredah Azere usually rely on 3 combination of nesowces, Bos databases, SIS, nd wab pPE. ATure ReScurck Mansger bemgplates enabhe you
10 dploy B ManagE theds (ESOWICES &1 3 GRoup, uiing B ISON SHSCrEtion of the rESOWEES dnd Thiir deployment S4mngs

R your template with inteliSente b deploy i 10 & hiw OF exitling resource group.

Usetl Links

ATwF1  [fEk (Create) 1227 VU v 7 L%,

ATYT8 TUTVL— b EERT DO T a L FEEHY T, [T 4 X THMBEBOT L — N EERT D

(Build your own template in editor) ] Z3#&R L £,
17: BT TL— FDER

Mome » FIDV AutoScale > New > Template deployment [deploy using custom templates] » Custom deployment

Custom deployment

Learn about template deployment
0 Resd the docs ot

& Build your own template in the editor

Common templates
B Create a Linu
B Create a
@ Create a

B Create a SQL database

machine

tual machine

AT T [Tr7L—bOfFEE (Bdittemplate) 17 4 > R T, $T_XTOF 74 harToyZEIBRL. BHL
7~ azure ftdv_autoscalejson /25 T oV A a bt — LT, [ (Save) | 227 VU v 7 LET,
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Auto Scale ARM 7> 7 L— 0 EE [

18 : Edit Template

Microsoft Azure

N

ATFYFTN0 KOEZ a3 T, TRTCORT AL EANLET, KT A—=FOFEMCHONTIE, [ATIT A —
(224 RX—7) | EZRLTLLEEN, Wiz, [EA (Purchase) | #27 U w7 LET,
X 19:ARM T > T L— kNS A—4

[/3T A =% OfFtE (Edit Parameters) | %7 U > 7 LT, JSON 7 7 A V&#wET D0, F£7=
FFEMAN SRy T oY ET v u— R T&ET,

ARMT 7L — DO ASTTRGEREIZBE SN TWA T2, ANZRHREET 2 02— —DEHT
*(“TO

ATFYITN TUo7L— FNORBRNKET S &, Threat Defense Virtual Auto Scale for Azure V' U = — 3 3 T HBEL /R
RTOY YV —=ABPMERENE T, ROKDY V=2 B LT IEEW, [#A4 7 (Type) 15IZiX. Logic
App. VMSS, B—RXXF o4 RTU o7 IPT RLAREDE Y VY —ANRENET,
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. Azure Function App O &

20: Threat Defense Virtual B/ X 77— L7 > 7T L— D ER

FIDN_ AutaScale

4| FTDV_AuteScale

Azure Function App 0 E B

ARMT 7' L— N ERT 5 &, Azure 2 &> TAZ /L k> Function App BERESNET, =
D7 7 UL, Auto Scale Manager 2 ¥ 7 (TR 2 H L TFEBI CHEIIB LORET D
dz‘gfﬁé?) @ i‘@—o

LY o RsY- 1] b

« ASM_Function.zip /X 77— % EV R LET, [V —223— b0 Azure B ORELE
(255 ~—) | ZZRL TS,

AFYvT1 ARM T 7L — b &R L7- & & IC/ER L 72 Function App (CB8E) L. PIEAIEIE LW T L 2R L £
T, 7TV TROURLIZT Z7EALET,

https://<Function App Name>.scm.azurewebsites.net/DebugConsole
[Auto Scale ARM 7 7' L— FDEBE (235 <—) | OHIDEE, WO X2y £,

https://ftdv-function-app.scm.azurewebsites.net/DebugConsole

AFYvT2 Ty ANy AT 10— T, sitelwwwroot [CBEI L £,
AT w73 ASM Functionzip 2 7 7 A VT AT 0 —FOLEBIZRT v 7T RRkaey 7 LET,
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21 : Threat Defense Virtual Auto Scale gD 7 v 70— K

/wwwroot + Oitems & @ &

Hamer Madfed Sae

to upload
unzip

ATYTE 7o Tu—RREAT L, TRTOV— A= L AR RENET,

[X] 22 : Threat Defense Virtual (Dt —/\— L X #8E

~.Iwwwroot + 21items & @ A

Name Modified Size
L9 — 812472019, 12:19:56 PM
LN —J 8/24/2019, 1219:56 PM
ey — 8/24/2019, 12:20.08 PM
19 — 8/24/2019, 12:20:08 PM
19 — 8/24/2019, 12:20:08 PM
e — 8/24/2019, 12:20:08 PM
19 - 8/24/2019, 12:20:00 PM

Use old console

ATy TS5 PUTTYSSHZ A4 T7 v ha X ra—RLET,

Azure %1%, SSH #%: % /i L C Threat Defense Virtual (27 7 B AT ANERH Y £4, 7=72L, hr—s3—
LAa— RCEHENDA—T Y —AF 477 UL, Threat Defense Virtual T H 4125 SSH F—%2 i
TNATY ALEPR—PLTOERA, LERST, FHEESN/IZSSHY FA4T7 v Faeyyra—FR
THVLERDY FT,

www.putty.org 7> 5 PuTTY 2~ > KT A4 2V A4 > X —T7 = A A% PuTTY /Nv 7 =2 K (plink.exe) (24 7
m—RLET,
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B ==onmz

Azure T O Threat Defense Virtual DB |

X 23:PuTTY D& oO0— K

Alternative binary files

The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta
(Not sure whether you want the 32-bat or the 64-bit version? Read the EAQ entrv.)

putty.exe (the SSH and Telnet client itself)

32-bit: Rutty.exe (or by ETP) (siznature)
64-bit: Rutty.exe (or by FTP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: RECR.exe (or by ETP) (s1znature)
64-bit: CHERT (or by FTP) (signature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTFP)

32-bit: reftp.exe (or by ETP) (siznature)
64-bit: peftp.exe (or b ETP) (siznature)
puttytel .exe (a Telnet-only client)

32-bit: Ruttytel exe (or by ETP) (signamure)
64-bit: Ruttytel.exe (or by FTP) (signature)
plink.exe (a command-line interface to the PuTTY back ends)

32-bit: plink,exe (or by ETP) (siznature)
64-bit: [ link.exe | (o by FTP) (signature)

pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

ATYT6 SSHZ T4 7 bDFEIT7 74 )L plink.exe D4 i % ftdssh.exe (CZEF L £,

ATy T ftdsshexer 7 7 A V=7 A7 0 —FDOAM (FidD AT~ 7 TASM_Function.zip 27 v 7 1 — R L7=357T)
WKRIZ w77 Ry 7 LET,

ATV T8 SSHZ 747 hH FunctionApp & & BITFET HZ L AR LET, NEIE L TR—U2EHLET,

RTE DWERE

Auto Scale Manager ZFHIE L7720, Ty 7 THEH LIV T 572D TX 23EN NS
OBV ET, ZN6DAF T aiE, ARM T U7 L— MIEERRINFEHEAD., Function
App CHRETE 7,

188 BRI

\}

GE)  REFVOTHRETEET, RELZHIET 2HE1E. WOFIHIIENET,
» Function App % E2hi2 L ¥ 9,
WEFDART Y 2= VIERB AT PET T HETRHLET,

RELWEL TRIFLET,

» Function App A ZhZ L ¥ 9,
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sronnz ||

AT v T 1 Azure ;R—# )LC, Threat Defense Virtual Function App Z 5% L CER L £,

[X| 24 : Threat Defense Virtual #8c7 7)) 75— 3 >

ATFYT2 22T, ARMT 7L — 2N L CESNERELRETE £, 2841, ARMT 7L —hET
BDEAENHY TN, BHOBTLAFIGRMEIZHEN T £,
B25: 77— 3 VDBEE

--------

Application settings

APDLCHTOR SETIIS are #5CTYDURD 3L NEST 2 ARSI v 0 encryTted Chasnel Fou Gin CRODSE 10 GRSpEay hem in DL 1810 yOur Drcwabs By Utine The CORPOE bekow, ADDRNON SEITNJS A6 EXD0DHS 45 BTATHNT vasabies or DRSS Dy YOur ADEBCILAON 1 Funtime, Lam mare

Town [T———

@ ® @@ @ f

W% %% OB %W RN A% N F

R R R R OB B B

FEEALDFT v a U d, ARTERNVTOD»Y £, RIHEZRLET,

o [f#p%4 (Configuration Name) ]: [DELETE FAULTY FTDJ ([7 7 #/V M#] (Default value ) ] :
YES)
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. REI VR 7=ty FTOHIAM O—LOEE

Ar—)v 7 7 MHIZ, #Hi L\ Threat Defense Virtual A > A 2 > A3 fL#) L, Management Center |2 5§k
SINFET, BENKRMLIZSGE., 2047 a3 ZESW T, Auto Scale Manager 73 @ Threat Defense
Virtual f &~ A X LV AZREFT 500, HIBRT 2020 ELET, ([T (Yes) ]: FEHEDH 5 Threat
Defense Virtual ZHIFR L E£7, [WW 2 (No) ]: Management Center {238k C& 2\ 545 T, Threat
Defense Virtual f > A% L AZREFLET)
* Function App X ETIE, Azure Y 7 A7 U7 a7 7 BATE b 2—H—iL, T XTOEHEK

( Tpassword] 72 EDEX 2T 72 FHN e GATWILIEREETe) 27 VT TF A MEKXTERTE
*7,
ZORICETL2EFX 2V 74 LOBERHL5E (L& 21E Azure 7 27 U 7L a AR O
RVHERZ FF oo — P —[ TIF SN TN D5E) | = — % —I13 Azure D Key Vault —E 2 2] L
THRAV—RZ2R#TEET, ZORELXTDILE, BEORETZ VT TF A D [password] & A
TR0V IC, 2—PF—F, NRAT— FRRIFEIN TV D Key Vault iZ K> THER S, %27
IR 2 N1 2B B Y £,

GE) Azure D RF¥F a2 ALV "NEBRB LT, TV r—a v r— R 52 #ETH-ODORA NS5
TT 4 ABEROIFTTLLIZE0,

RETUAS—I)ILEy FTOIAM O—)LDETE

Azure Identity and Access Management (IAM) |%, Azure Security and Access Control D—# & L
THEMsn, 2= =D ID ZEHBIOHIE L £7, Azure V Y —ZAD~ 33— FID 3,
Azure Active Directory CHBIf{JIC~ F— R ID 28 Azure V—E A ICHRft S v E 3,

ZHUC XY BIRZeRREE R 7 A D 2 < T, Function App MEE~ A — Lt
~ (VMSS) ZHl#ETs £,

ATw 1 Azure R—% /)L T, VMSS IZBE L £,
ATv T2 [77 A HI#H JAM) (Access control IAM)) 1% 27 U v 27 LET,
RT9 T3 EM (Add) 127V 7 LCr—/LOFI Y TEBEMLET,

ATy T4 [m—/LE Y TOENM (Addrole assignment) | K2 w7 & 72t [FEERKE (Contributor) | % B3R
LET,

ATY TS [7T72ADE Y BT (Assignaccessto) ] K2 7 & 7 /5 [Function App] & EE4R L 9,
AT w 76 Threat Defense Virtual Function App % #4R L £ 97,
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26:AIMB—)LOEIY BT

Check aoess Roleassignments  Deny ssgrments  Clasic adminatratoes  Roles

Check aceess
it the el 0F BE0HES 3 sk, QPOUE, Service principal
o managed idestity has 10 the neiowTe. Lo :

ATv Tl [1R#7F (Save) 227V v 27 LET,
GE) % 77 Threat Defense Virtual f > A% ANEEH L TWRWI & BbHERTILENHY £9°,

Azure EX ) T4 IL—TDEH

ARM 7> 7 L— b, A LV F—T oA AFLT—H A F—T 2 A ZAHD2 OO X =
V74 I N—T%ER LET, BEYEX=V T ¢/ /L—7X, Threat Defense Virtual EF 7 7
TAET AR E IR NT T 4 I OBREHFALET, ZEL, T4 A F—T =AD&
2T 4 N—TIIT_XTCDOINT T 4w 7 BHFTLET,

EEO MR 7 PV r— a3 D=—X2HENWT X2 VT 4 T —T DO/ — )L 2R L £1,

Gx) Fe BB =T 2 A ZADEX 2T 4 T NA—T1%, Dl tbu—RRZ U050 SSH
T4 T ETATAMLENRDHY T,

Azure Logic App D E#7

Logic App I%. Auto Scale #HE D Orchestrator & L THEL £9, ARMT7 7' L — MI L > TR
7V kv Logic App MERSNE T, 20T 7V r—va & FETEH LT, Auto Scale
Orchestrator & U THERET 2 72 OIZ LB IF R A f2 it 3 2 LB H V £,

ATYT1 VAT MU, LogicApp.txt 7 7 A Va0 —H )V AT KMIEHF L, RO LI ITwRELET,
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Azure Logic App D E

-3

a)
b)
<)

d)

FMEZ T THA THAEL THOHHATLTIIZEN,

FHOFIAIX, ARM 7 7' L— FTIIHB LI L72 728, Logic App D&% CTRBNZT » 7
71— RT&xET,

WZH: 3T TSUBSCRIPTION ID] ZfRFE L, 727 V7 a v IDHERICESHZ FT,
W TXTO [RGNAME] ZBE L, VY =R N—TAITEESHRZ ET,
WZH: 9T [FUNCTIONAPPNAME| % fi%% L. Function App 4 (J (& & # 2 £,

WORFNE. LogicApp.txt 7 7 A L DITDO—ERZ R L TWET,

"AutoScaleManager": {
"inputs": {
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE,/ functions/AutoScaleManager™

}

}I
"Deploy Changes_to FTD": ({
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
""/subscriptions/SUBSCRIPTICN ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPENAVE/ functions/DeployConfiguration”

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE,/ functions/DeviceDeRegister"

}
}I
"runAfter": {
"Delay For connection Draining": [

(EE) MU AT—HRERET D50, 774/ ME (5) OEFITLET, ZiiE, Auto Scale BEREN
EHIINC b U A — SN2 IEEBRTI, ROBIE, LogicApp.txt 7 7 A L DITO—¥Z R L TWET,

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5

b
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Azure Logic App D E .

e) (LE) NLuA T oWMERET SN, T 74V ME (5) OFFICLET, ZhiE, AF—iA
BETIZ T A 2 ZHIBR4 A RMIZ. Threat Defense Virtual 2> HEEF O Z KL A L A RN T
T, WOHIL, LogicApp.txt 7 7 A VDITO—FZ R L TWET,

"actions": {
"Branch based on Scale-In or Scale-Out condition": ({
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

) UER) 77X U URHERET L0, 7740 ME (10) OFFICLES, ik, AF7—L7
U RFE T #IZ NO ACTION % FA4T 9 25 T, IROBIIL, LogicApp.txt 7 7 A /L DIT Dz~ LT

b\\i‘a—O
"actions": {
"Branch_based_on_Scale-Out_or Invalid condition": ({
"actions": {
"Cooldown time": {
"inputs": {
"interval": {
"count": 10,
"unit": "Second"
}
GE) ZNHDOFIEIL, Azure R—F A6 B IATTEET, FHEMICOWNTIE, Azure® R¥F =2 A2 b

ZZR LTS TEEN,

AT w72 [Logic App=— Kt =— (Logic App code view) JIZBEIL, T 74/ hOWNELZHIFRL T, fWEL:Z
LogicApp.txt 7 7 A VOWNEZHE D fFiF, [#-1F (Save) 1227V v 27 LET,
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. Azure Logic App D E#H

& 27: Logic App 13— FE 21—

*  Rov-lge-app | Logec app code vies
¢f» fidv-logic-app | Logic app code view =

* ugp
& Diagaarie and sobve peoblems
Euvriopment Tooks

A Loge mop deiigrar

arioes

Jrpm—
P
B Reace notes
-

[ER —

L

AT T3 Logic App #{R17F9 5 &, [ME%) (Disabled) ]IRAEIZ72 Y £9°, Auto Scale Manager # BT 251X, [H
#h{t. (Enable) 122 U > 7 LET,

[ 28: Logic App DAL

PR T——
&) fedv-logic-app
O raesn 7 6ot 8 owee [ o |1 D choe @ bpon

A Resource g thange £ 1O Autsese P 1 igger, 34 csns

 Cotravs b : Diabled
B acriog

b P 5 10 seccosid, O taded

Access controd (A
5 60 Te- aat-dad -Bad-DL IEDAREITES

# T x
¥ Diagrone and solee problems Summary
Deveiopment Baok Trigger PR
& Logc agp designer RCURRING o]

” Recumence 36 actions
o Loge agp code vew i I g St &

W [

ke FORLLATION
o itk e gides Erauated 2 bmes, bre | mes i th lact 24 s
B Rulease notes.

ATy T4 AT HE, XA OFTRBBINET, [ETH Rumning) |AT7T—X A&7 V7 LT 7T 4E
T A4 ERALET,
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Threat Defense Virtual 7 v 745 L— K .

29: Logic App DEFTAT—R X

- ; w0 oy
o [ "
2ttt D g |
-~ [+ |- = n®
! .
. ——— -
|
e i =
|
[ EE T - -
i
[ il e s w

AT w75 Logic App BEEENT 5 &, BABEEOT X CTOFIENZET LET,
R 76 Threat Defense Virtual £ > A Z » ARERR SN TWA Z L& VMSS THER L F7,
30: 3218 R O Threat Defense Virtual 1 > X% > X

e > fidv-mas | instances

0 fedv-vmss | Instances

--------

T Owraen
B aiyiog Hame Status Halth state
‘Access control QAMY 0 e @ Creating (Rusning)

# ng O mavm @ Creating (Runring)

o
L]
i

& Diagnose and sobve problems
Sattings

B instances

i Metworking

4 Scaing

= sworage

ZOFITIEE, ARMT 7 L— FORERMT MminFtdCount'] 7% 3] IZERE S 4, [initDeploymentMode] 2%
BULK| IZRESNTWAHT=®H, 3 D0 Threat Defense Virtual f > A X » ANEB S E T,

Threat Defense Virtual D 7 v 745 L— K

Threat Defense Virtual 7 > 77 L — KL, (KB~ v 27—ty b (VMSS) OA A =TT v
T L= RFOEXTORYR— I Ed, LA - T, Threat Defense Virtual % Azure REST
APl A VB —T 2 A AN LT v 7 7L —RLET,

)

GE) {EEDREST 7 74 7 > k%M L C Threat Defense Virtual 7 v 7 7' L — R T& £,
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. Threat Defense Virtual 7 v 74 L— K

188 BRI
« i CAFAJHEZ2 HT L\ Threat Defense Virtual £ A —3—2 g VARG LET () :
650.32.0) .

s LD A —)bt >y FOEBICHEHA T2 SKU #H45 L E7 (# : ftdv-azure-byol) .
s U =2 N—F LR~ A — Ly M EBRIGLET,

ATYT1 77U THROURLIZT 7 EALET,
https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0
ATw T2 [/XF A—4 (Parameters) | &7 > a NZFEME AT LET,
31: Threat Defense Virtual D7 v 745 L— K

imeters rerver el mphane’  FiA MR

: Body

v bl Msich o e ok

AT w73 #H L\ Threat Defense Virtual f A —/3— 3 > SKU, kU #—RUN %12 JSON AJ1% [AX (Body) ]
7 va it AN LET,

{

"properties": {
"virtualMachineProfile": {
"storageProfile": {
"imageReference": {

"publisher": "cisco",
"offer": "cisco-ftdv",
"sku": "ftdv-azure-byol",
"version": "650.32.0"

ATY T4 VMSS WEEZZIFTAND L., Azure BRI DISENIE > T&E £,
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Auto Scale A 2w & .

LA A—=DL, Ar—T v MEEO—B & L CRE X715 #H LV Threat Defense Virtual 1 > A % 7
ATHEHEINET,

« BE17 D Threat Defense Virtual £ > A X > A X, A7 —)bEy MIFELTWAR., WY 7 o =7
A A=V EMGEH LT £,

« iR OEIERZ EEE L, BEAED ThreatDefense Virtual f A X L A& FETT v 77/ L— R T&x £,
INEITHITIE, VMSS D [T v 77 L— K (Upgrade) | R¥ %27 U v/ LET, B4R L7 Threat
Defense Virtual f > A X  ANRFEB SN T, Ty 77 b —RanEd, 7 v 77 L— K&z Threat
Defense Virtual £ > A X VA X TFE THEFRB L OHRET HILENH Y £3, COFETHERINE
A,

Auto Scale A<~ v 4

A=A r)wy
ARM 7 7 L — b X, Threat Defense Virtual Auto Scale Y V = —3 g VTN ER Y V— A& B
BT a7l ET, ARMT U7 L— rOREBFIZ, A=V 7 XA RNY v 72RO
FTarnbn 9,

« CPU

+CPU, AEU (IX—Tar67L) .

\}

G¥)  CPU A MV v ZiZAzure 2>, AE YU A RV v 7 (X Management
Center 2> HIVEE SN ET,

ARF—IL7orOTyY
¢« POLICY-1: &E SN-HREIC., LT b Threat Defense Virtual D LGRS 2 o7 — LT o7
FLEVMEABXD EAr—NT U NN M) H—ENFET, [CPU, MEMORY] A/ —
Vo7 A NY w7 5B ERTEE. AZr—AT %k LEWVEIL. A7y —1Ltvy NNOEE
@ Threat Defense Virtual ™) CPU £ 1= A F UV EHEKTT,

+ POLICY-2 : % &N 7-HIMIZ. § TP Threat Defense Virtual 7 /34 R DA A A
#—wTW%L%wﬁ%ﬁzékxﬁ—wYWF#b)ﬁ EnEd, [CPU, MEMORY
ARg—=0 Tk M) w7 2T 6. A7—AT U FLEWEIZ Ar—Aty A
DG R T D Threat Defense Virtual 7 /31 A D) CPU £z IE ATV HFEHETT,

b S i) |V g m DAVEY)

o« RTEINT-HIMEIZ, §XT D Threat Defense Virtual 7 /31 A2 D CPUfEH RN R E I iz A
&~w4/bgwf%TEotﬁmoFam‘Mmmqub')/ﬂx%J/a%ﬁ
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. Auto Scale DAFX LT ET N Y

AT 584, 2 /r—t vy RRNOT T O Threat Defense Virtual 7734 2D CPU B LU A
T UHHARR, RESNEHMICHRESNIZATr— A v LEVWEEZ TES &, CPUDOEA
TR /N Threat Defense Virtual 23#& 7T HIICEIR I £

:I_'Er_
=]
LS

o Al — A A — LT T NMI1OToToNET ((0F D, —FIZ 12D Threat Defense
Virtual 720 WA — A U EIIA T —AT U FENET)

* Management Center 2> 555 L2 AE VEHEED A MY v 7%, REFICEHR SN2 FEY
ETIER < BEMR ATy T v ay MU VETY, LichosT, A=Y 7%
RETDHEECAETY AN v I RETEZETHZ LT TEERA, BEHIFIZAETY OHD
ANV BFERHT LAV a iddh o EHA,

Auto Scale DAX >S5 &F/\v 5

P—N—L 23— RFDE I R—R MZE, MEAORX U T A=A LNHY £, £7-.
aZEZT ) = ar A YA MIT ) v ENET,

o il & D Azure B DO v J B FIRTE E T,
X 32:Azure BA3 04

P [ ——
fedhe-function-app - AutoScaleManager

* Logic App & XD x DAL R—% 2 FOFETTLICFAKOR 7V 2 FKRTEET,
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Auto Scale DH A K541 L HIHEIE .

33: Logic App DETOY

2ory Lokt app nn

.| Runs history < % Logicapp run

£ Retresh

= = L "4 -
e = [ - =
. !
L]
EC'\«- # Scabng s Reguired or Not o
i
L] o
[ [ - B 8

o 0o 0o 00 0 0 0 0 0 0

s WELIRGATE, LogicApp CIATHDO X A7 N OTHEILEITKR T TEET, 27120,
HAEFELT O Threat Defense Virtual 734 AREENEZITR TT 5L, —EHMEDRVREE
2720 9,

s BFEITETNTME 2 D H AT T Do T2 REfi]IZ, Logic App THERR CTX £ 97,

e FunctionApplE, ¥iL\zipZ 7 v 7/ me—R$T52 L TWHOTHLT v 77 L— RTEET,
Logic App ZfF1E L, 3 XTDOX AT DFET ZfF-> TH b, Function App &7 > 77 L —
]\‘\[_/i‘j‘o

Auto Scale D HA K54 > L HIFIEIE

Threat Defense Virtual Auto Scale for Azure B AT B2LEIL, ROTA RT7 A v EHIIRFHEIZIE
BELTLEEN,

o (RN—=U g 6.6l Ar—1U 2T OPEIL, CPUMHARICESEFT,

o (N=Ta 6Tl AF—U T OPREIZIE, CPUDAHRDMEHARE, F7215 CPU & A
TV DOEHAREREHEHTEET,

» Management Center D F B3 V3C9, Device Manager 1V 7H— s I TWEHA,
» Management Center (213737 U » 7 [P 7 KL ARME T,

s Threat Defense Virtual ¥ A X —7 = A A1X, XTV w7 IPT KL RAEZEFDOL I ITHE
INFET,

cIPVA 2B AR— s ENET,

» Threat Defense Virtual Auto Scale for Azure (X, 7 /3 AT NV —T|ZHWAH I, Ar—1LT v
[ & 317~ Threat Defense Virtual f > A X > AAiESINDET 7B ARY > — NAT RV
V=, Ty N T A AREREORED A Y AR —F LEF, Management Center % fifi
ALTT AL AT V=T DREOHERCTEET, 7/A AFEOREE YA — b ET
WEH A,
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kST a—
KIZ . Threat Defense Virtual Auto Scale for Azure D— 572 —>F U F EF Ny T vk
ZRLET,

Azure T O Threat Defense Virtual DB |

cARM 7 7 L — F D ANBIHEREIZR SN TV A=, ANEZIELLBIET DI —
PF—DELTT,

* Azure FEEF X, Function App BREENOMEIE T — & (FBLE 0 7 A UEHRSC/ AT — R
E) 7 —r 7 XX MNEATHERTE £7, AzureKey Vault r—E 2 ZfEH LT, B
VT4 T TR ERETEET,

cBEOLEHE T, TTICETHOA VAZ L ATITHBICKB SN E A, ZHEITH LWL
THRARZDOHRIEENET, ZOL I REFIF, BFOT A ACFHTT v a$D
VERDHY ET,

cHEEDA U RAZ L ADBREEFHTERH LTS & S ICRERRE LEBAE. 2b0
A VAR AR =Y T TN—TNHHIBE L, il VAZ U RICEE XA L
EHEREL £77,

Ta4Y

« Management Center ~D eI Z T 5 : Management Center O IP £ 72131 71 U1 % He
7 LT 72 &V, Management Center 23 fEFERAE F 721X BERRIRIETH 2 0 ER L £ T,

Threat Defense Virtual |2 SSH 855t C& 72\ 1 MR RAT— KRBT 7L — R &N LT
Threat Defense Virtual [ZJE SV TCWAMER L ET, BX =2 U T ¢ Z/L—7 T SSH #55H°
HFAIEN TV DR L £,

o — RAT YDA~V AF = v 7 5 — : Threat Defense Virtual 357 —H A X —7 = A
ADSSHIZSBELTWOD MR LET, EX a2 VT 4 7V —TORELXHERLET,

N7 74 w7 OFE : 52— K37 3 /L—)L Threat Defense Virtual CTi% & S 4172 NAT
N=IVBIOAZT 4 v I — R LET, 707 b —betFa T4 7 L—7
=)L TIREE SN D Azure (IER Y NU—27 /T Xy M — NU = A OFME R L E
R
Threat Defense Virtual Z Management Center |Z%$§% T X 72> @ 7 L\ Threat Defense Virtual

T NA AT T D 7291 Management Center DX B R L E T, 74 B AZMERL
%9, Threat Defense Virtual /N\—3 = > O HHaMEZfER L £7°,

« Logic App 73 VMSS [Z7 7 E A T&E 72\ : VMSS @ 1AM = — /L EANIE LW ) ilERd L E
T
« Logic App D FATHRFHINETE S « A7 —/L 7 7 ks 47 Threat Defense Virtual 7 /3 AT

SSHT 7 & A Z i L £ 7, ManagementCenter T7 /31 ABERORE AR L £, Azure
VMSS "C Threat Defense Virtual 7 /314 A DIRAEZ fER L £ 77,

e T A7 VT aIDEED Azure DA —T— . TAT L NTT 7 4L hOY
TAZ VT arPERINTWDLZ L 2R LET,
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Y—R 33— FH 50 Azure BABIDIEE .

o 27— A VEMED KL Azure TDOA A X 2 ZAOHIRICIZER2 D 2 EnH 0 £
To ZOXIRRMTIZ, AT—nA VEIERZA LT U RL, =7 —RHE SN ET
D, FHENIFA VA X ARHIBRSIVET,

« XEZEEET DA, Logic App ZHENIZ L, FEITHDOTRXTOHX AV N5ET T 5 F TH
‘L’D\iﬂ—o

Azure GWLB & Z{# [ L 7= Threat Defense Virtual HE) A 77—V o I ENR A L2856
DRI TN a—T 47Dy MIRODERBY TT,

*ELB & GWLB O BHEAfT I /58 L £ 7,
«GWLB CEFMTa—7 DOATF — X AR LE T,

o Threat Defense Virtual DA o X — T 2 A AB L OGHREA L X —T =2 Af ATRT T 4 v
7 7ua—%R LT, VXLAN % EEMRLE7,

X2 UTF A TN—TDON— VAR L ET,

> ~ 3 o
Y—RXO— KH 5D Azure B DIEE
SRTLEH
* Microsoft Windows & A2 kv 717 v~ v/,
« Visual Studio (Visual Studio 2019 /X—< 5 > 16.1.3 TT A M FH)
A

GE)  Azure PAEUL C# 2 L TRtk s E 97,

o [Azure BR%] UV —7 o — K% Visual Studio |24 > 2 h—/L T B UERH Y £,

Visual Studio ZfEA LF=EIL F

1. fecode] 7N HFEa—N<w Ay ra—RKLET,

2. [FTDAutoScaleManager| 7 #+ /L& IZ8EI L 7,

3. Visual Studio TF’'m =7 b7 7 A /L [FTDAutoScaleManager| % B & £9°,
4. 27V —=r7 v 7L TEN R LTI, Visual Studio DEEHEFIRZ MM L £,
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. Y—Ra— KM 5O Azure B DIEE

34 : Visual Studio £ )L K

Cisco Secure Firewall Threat Defense Virtual R 2 — 7 v THA K (/31—

using Microsoft.Azure.Management . Network;
wsing Ne
using facAuth;

5 /% Scaling Logic:-

entClient = Microsoft.Azure.Management .Network . Netwo

* If current Scale set capacity = B, Start Scale-Out {increase VM count by 1 or by "MIN_FTD_COUNT' duration based on

* POLICY-1 : ScaleDut : If any VM's average usage goes beyond "SCALE_OUT_THRESHLD® for
* POLICY-2 : ScaleOut : If average usage of scaling group goes beyond 'SC
* Srale-Tn : TF all the VM s averape usase enes helow “SCAIF TH THRFSHID®

CE Mo issues found CAMNE

E_OUT_THRESHL
for 'SAMPITNG TTMF MIN' duration and current scale
v

AMPLING_TIME_MIN'
for "SAMPLING_TIME

"INITIAL
and curr
N' duration

Project | Build | Debug  Test  Anabyre FTDAutoScaleManager °
VT ;
PRl Build Solution
Rebwild Sohition
Clean Sohution
. dotolucs’ | Run Code Analysls oo Solution AlteF11
—using System; + ’ .
Busld FTI toScaleManager hift+F6
using System.Threading = DL S
using Microsoft.Asphel Rebuild FIDAutoSealeMarager
using Microsoft.Azure, Clean FTDAutoScakeManager
using Microsoft.Azure,
using Microsoft.spue] "ok FIDAUScaleblanager
using Microsoft.Exteny &  Publish FTDAutoScaleManager
using Microsoft.Rest.d F
Batch Build.. . o
using Microsoft.Azure) b <. Azure Operations.cs.
using Microsoft.Azure, Configuration Manager_.. € FMC_Operations.cs
i i ¥ % fidssh.
using Microsoft.Azure, Configure Contiwosss Delvery fo Az B8 dss. e
using Microsoft.Azure &7 hostjson
using Microsoft.Azure Managesent.Monitor; b€ Manager.cs
using Microsoft.Azure.Managesent.Monitor . Madels; b oo Unses

BV RABIEFIZa 31 LSz 6, \bin\Release\netcoreapp2.1 7 + /L 7 I8 L £ 7,

TRTONFEZRINL, FEIESL (Sendto) |>[EHE (ZIP) 7+ LA (Compressed (zipped)
folder) | DNEIZZ U » 2 LT, ZIP 7 7 A /% ASM Function.zip & L CIRTF L 7,

[ 35: ASM_Function.zip D E )L K

» ThisPC » Mew Volume (0) » gt repo » cloud autoscale » Azure » FTOV » Code » FTDAutoScaleManager » bin » Debug » netconappll »

Name 5
24
AutoScaleManager
bin
ConfigureFtdinterfaces
CreateStaticRoutes
* DeletelnRegisteredFTD
DeployConfiguration
DeviceDeRegister
DeviceRegister
DisableHealthProbe
FrdScalein
FrdScaleQut
GetFrdPubliclp
MinimumCenfigVerification
WaitForDeploymentTask
e WatForFtdToComellp
[ FTDAutoScaleManager.deps.json
4 hastjoon

SealeMana

ce

Date medified

13-05-2020

13-05-2020

13-05-2020 07
52020 07,
2020 07,

2020 07,
2020 07,
13-05-2020 07
13-05-2020 07}
13-05-2020 07,
06-05-2020 02

202007 _

T',Ft
Fille folder
Fila faldae
Fin to Quick access
Add to VLC media player's Playlest
Play with VLC media player
Move to OneDrive
7-Zip >
CRC SHA >
@ Cisco AMP For Endpoints >
Sendto o
Cut
Copy
Paste
Create shorteut
Delete
Rename
Properties

0 Bluetooth device

¢ Compressed (zipped) folder
I Desktop {ereate shoreut)
15 Documents
2@ Fax recipient
4 Mail recipient

s N

arie)

T
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Azure Virtual WAN ~ Cisco Secure Firewall Threat Defense Virtual 0 &5 .

Azure Virtual WAN ~ @ Cisco Secure Firewall Threat Defense

Virtual ) & RH

Azure Virtual WAN T @) Threat Defense Virtual D&

Microsoft Azure Virtual WAN TiL, NI TV RAKR—=Z | T—F% 77 F ¥y DN EHAIN TR,
SEIEREEXR Y NI =2 LTI Fnr—a B2 DO NT 7 4 v BERTEET,

Azure Virtual WAN PN Cli3. Threat Defense Virtual & Azure Virtual N7 & #E&9 25 2 & T, Mk
DAL TVIRA (RR—2) Ry bU—2 (Ktt, 77 0F, VE—ha—HF—7RL) 1%
BENTZNT T4y I PNTEHBEEL, Azure %> bU—727 ED VnetlZ7 7 & 2 F 5RO
M7 E A NR S 1T 0 £9°, A L. Threat Defense Virtual #AE% 7 7 A4 7 U 4 —/L &
LTHEHTHZET, EHOBERT v XV EN LRy NU—2 N T 7 40 v 7 OFHE R,
TUNE) T BXOV—F 4 U IRESITR0 £7,

)

=)

Azure Virtual WAN Tlt, A > F—7 = A AN 3 -2721F @D Threat Defense Virtual iE A E 5 /L7935

R—FSNTWET,

Azure Virtual WAN /~7'|Z Threat Defense Virtual # B35 & D X9 flmiz G o E T,
TR SNIEE AR T 7 AT U — Y U a—a 2T H0ENRRN,
« Wiz — R3Z >4 (ILB) @ Azure DFFAAFLKEREZTEA CT& 5,
c ERARFOHEMERSNTCREICL DA VAZ U ADA = V7,

1A WAN /N7~ Threat Defense Virtual D BRI DUV TiX,  [Azure Virtual WAN ~~@ Threat
Defense Virtual D] 22 L T 7230,

Azure Virtual WAN _t ) Threat Defense Virtual Z* L= 574 v 2 IL—F 4 24
AzureVirtual WAN TD bS5 74 v I DIL—T 4« VT Fik

Azure Virtual WAN 1%, V—T 4 V7T —T NV EHICEFBIOEF LN S, BirD Azure
Iy NT—=JWITRT 7 4 v 7 BRET DD O — M ERET DOIHELSZ AT
S IN=T 4T TR AL THLR—F— = U= 7 u hair (BGP) afeftl &
T AR WAN T, BGP =2 RRA > b (A HTEM) &AM 2T L% 5 (ASN) O
oy FEEMLLE9, ZiuHI1E, Management Center C Threat Defense Virtual ® BGP A /73—
ELTRETDLEND D £,

AT 4 I N—T 47 )7 & FH LT, Threat Defense Virtual T/V— b & FECTHRET D
ZEHTEET,

Azure TON—T 4 > T OFEMITOWTIE, Azure ¥ = A2 h® BGP 3 &L Y VPN Gateway
(ZoOWNWT) ZZRLTIIZSN,
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https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-bgp-overview
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-bgp-overview

Azure T O Threat Defense Virtual DB |
| BEEIET

W—Ta2T4>T2k

N—T 4 T AT I, MBEDOZDIZNTIZEE] & 17z Threat Defense Virtual 7 7 1 7
A=AV E =R MO " T T 4o 7 T TAR— N T T 4 v 7 iRk T H TR
ZFET 5. Azure Virtual WAN N7 D JL—TF ¢ o THERE T,

FEA A2 DWW TIE, Azure R = A > h® Routing Intent [#35] # 2 L T &V,

DATLEH

Rbr—1) U Bk

I RAN—T" NEEERT A7 0ICNER A — U 7%, Azure Virtual WAN /7 TO JEBH
BFIZIRIR $ 72 135X €7 5 Threat Defense Virtual £ A% A (NVA) OV A XL L > THR
e FET,

f5l : D3 V2 1 X ®D 2 > Threat Defense Virtual £ > A % > AT 2.8 Gbps &R — K T&E 55
A, NVA A2/Lb—7» b Scale-Unit-4: 28 Gbps & L CEF SN E T,

R2:4 VAR VAR A TIZE D Threat Defense Virtual A )L— 7 kL R)JL

Rir—)VEL Threat Defense Virtual |4 X422 X 84T |ZRI—TF vy FOHHR—
AR VA FLARJL
4 2 Standard D3 v2 3.2 Gbps
10 2 Standard D4 v2 4.8 Gbps
20 2 Standard D5 v2 12 Gbps
40 3 Standard D5 v2 18 Gbps
60 4 Standard D5 v2 24 Gbps
80 5 Standard D5 v2 30 Gbps

HIREIR

A7 —T14R

Azure DHIRIZE D, NVA THR—FTELRy NU—F A U F—T oA AT K3 D7D
C. Azure Virtual WAN /~7 @ Threat Defense Virtual Tix, BERHICI > DA v —T = A A
N HR—hrEINET,

\)

GE) 350 B —T7 A ZAEF/NE YR — T B Threat Defense Virtual /S— 30 = > 7.4.1 DL,
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Azure Resource Manager (ARM) R—Z/vicm /4 LET,
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Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © | cisco-secure-fw-virtual-dev v l

Resource group * © | v |

Create new

Instance details

Region * © East US v

Managed Application Details

Provide a name for your managed application, and its managed resource group. Your application's managed resource
group holds all the resources that are required by the managed application which the consumer has limited access to.

Application Name * | |

Managed Resource Group * | mrg-test-cisco-tdv-vwan-nva-preview-20231207100744 v |

Previous ‘ Review + create
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Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA  Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create
VWAN Hub @ ( V]
Cisco TDv NVA Name * © [ ciscoTDvNva ‘
Scale unit * © [ 4 Scale Units - 2.8 Gbps (2 x Standard_D3_v2 instances) v ‘
Virtual Appliance ASN * @ [ 65222 ]

ATy T BT ENVA OFEMEZRELET,

a) [VWAN/~NZ (VWANHub) | Ku v 7 XU A R BAAE WAN /7 % 884R L C, Threat Defense
Virtual f > A% v A& ER L £,

b) JEBA L T\ % Threat Defense Virtual f > A % > A Dbl a4 mia AJJLET,

¢) JEBA9 % Threat Defense Virtual f > A X L AD & EFeT D A7 — VAL 2R L 77,
WEIRNVA ANV—"T >y N LV BB 5 - OB R A — VHEL A BRI TE E9, 7L 2,
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GE) AS1T % ASN fEilL. 64,512 ~ 65,534 DFPFANOETH 5 LB N H Y £3,

ATvF8 [k~ (Next) ]%7 U 7 LT, [Threat Defense Virtual : 3%/ (Threat Defense Virtual - Configuration) ]
RV EFRRLET,
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Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration  Tags  JIT Configuration Review + create

NVA Software Version * © | 7.4.1-139 v ‘

Admin Password * © l l

Confirm Admin Password * O | ‘

Do you want to enter FMC registration @ Yes
information * © O No

FMCIP* O [ ]

FMC registration key * © | ‘

FMC NATID © [ |

INVAY 7 h 7 =7 /38— 2 > (NVA Software Version) | K v 7 XU R i, @bl BBEMED S
HNR—Ta EERLET,

G D7 4 —V RiZiX, BB L T\ A9 5 Threat Defense Virtual /X —3 5 > & H#ED H 5
NVAY 7 R T7 "= a DY A NBRERRINET, VR IPLEERN—T 9 & 3RIN
LTLIE&EW,

Threat Defense Virtual f > A % A &G eEBRR Y V — AT NV—T12T 7 B AT H O ERERE
INAT — RZ2AER L, R L E7,

[ (Yes) 1227 YU v 7 LT, [FMCEEkEH (FMC registration information) ] 2 AJ) L £7,

a) [FMCIP] 7 KL AZABDLET,

b) Threat Defense Virtual A A ¥ A Z X8k 9 5 72 D [FMCE k% — (FMC Registration Key) ] % A7)
L%,

GE) « FMC %8k — 13, 1~ 37 XFORBF LTI THLLERH Y £9, ZOF—IF,
Threat Defense Virtual Z18/17" % & % (2 Management Center TAJJ L £,

c) (EE) A AH U AOAEFRFIMHE A S 415 Management Center NAT ID % A ) L7,

GH) * NAT ID I 1 ~ 37 LFEOFIFILFH|TH 505735 ¥ . Management Center & 7 /3
A AMOBEET T AFIZ, —HTIPT RUAPEESIL T RWEAEICOAEH
SNFET, NATID (ZHEARICT o F A LAV = RO T—ETHOILENRDHY
BEAEFHEL TV AT A A E > THA SNV E S ICTE2HERH Y £7,
Beogk %l th S 5 121%. Threat Defense Virtual ZiB19° 2% & |2, FMC T[A U NAT
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AT F12 [k~ (Next) 1227 U7 LT, [#7 (Tags) | ZixELET,

= Microsoft Azure L Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same
tag to multiple resources and resource groups. Learn more about tags

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name © Value ©® Resource

l : | Microsoft.Network network virtue

ATYT13 [k~ (Next) 127 U 7 LT, [NITOFXE (JIT configuration) | X—T & FRLET,

= Microsoft Azure R Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags  JIT Configuration ~ Review + create
Enable JIT access O ® Yes
O No

Customize JIT configuration

Previous Review + create
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Cisco Secure Firewall Threat Defense Virtual - NVA

VWAN Hub hub-eastUS
Cisco TDv NVA Name ciscoTDvNva
Scale unit 4 Scale Units - 2.8 Gbps (2 x Standard_D3_v2 instances)
Virtual Appliance ASN 65222
Threat Def Virtual - Configuration

NVA Software Version 74.1-139
Admin Password ~ kkkkkksmkke
Do you want to enter FMC registration i... Yes

FMC IP

FMC registration key Xyz

FMC NAT ID 651234

JIT Configuration

Enable JIT access Yes

JIT approval mode Automatic

JIT maximum access duration 8 hours

Previous
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Management Center T Threat Defense Virtual 1 > X 2 > X D&% .

Management Center T () Threat Defense Virtual 1 > X 2 > X D& %k

{RAE WAN 7 IZJEBR &4 TU 5 97X T D Threat Defense Virtual A > A % > A % Management
Center DIHEDT NA R T N—TITRGBET DMERSH Y £T, BT DL, KA UV AF AT
RY = EREZTITORATE XTI,

1R BHHIIZ

+ Azure Virtual WAN /N7 [ ZJEB & 31TV 5 4 Threat Defense Virtual f & A % > ADE /T
Uo7 IPT7 RUARKETT, TOT KL AL, Management Center (27 /XA A%+ v k
Ty LUTRET ARSI ET,

* Management Center T7 /3 A7 NV—T7%AF LEd, [T3A 27 V=T 0N 2%
BLTSIZEN,

TR aryha— L R U—FERLET, TEARNRTI7EX a2 bha—L KR
DR ZBL TSN,

» /N7'|Z Threat Defense Virtual & BB /B S 4172 FMC B ék % —,

ATw 71  Management Center |21 7 A > LE T,

AT9 T2 [T/34 A (Devices) ]>[7 /3 AEH (Device Management) ] Z 3R L £,

ATv 73 [BM (Add) 1>[T/31 R (Device) |DIEIZZ V7 LET,

ATy T4 ANTITER ST S Threat Defense Virtual f > AX L ADNRT Y v 7 P T RLAZ AT LET,
AT w5 Threat Defense Virtual £ > A X v ADRRLERE L ET,

AT v 76  T7I|Z Threat Defense Virtual % &5 1 IZ{EAK L 72 Management Center D& 8g¥—4% A ) L £7,

AT9F1 [V —T (Group) | Ku w7 Z U A KhE, Threat Defense Virtual A > A ¥V A &BINT 5T /3 A
AT N—T %R ET,

ATy F8 [T/ A=ar hur—1LKRY 2 — (Access Control Policy) | K2 v 7 # 7 U Z k)35, Threat Defense
Virtual A > A% AT 2R Y — 2R L5,

ATwT9  MESUT, ZOMOFEME AT LET,
ATv 10 [BEE (Register) 127 U v 7 LET,
2T w711 {h® Threat Defense Virtual f > 2 X% 25288k HI21%. AT v 71~ 10524 0RLET,

RDARY
Threat Defense Virtual f > AZ L ADA B —T = A AZZELET,

AA—TLARADETE

Threat Defense Virtual f > A Z > 2 &%k L7 5, Management Center TL DA AKX L ADA
YH =T 2 A AERET DMERD Y T,
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B s—7z1z00—trozE

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvT1
ATvT8
ATv7T9

ATy 710
ATy TN

ATvT12
ATy 713

Azure Virtual WAN TiE, RO LI IZTHESINTZ3 DDA v F—T =2 ADHYER—FEINFE
7,

cRT VI IPERIIDA LV H—T A AL LTHERATAIEHEASA VX —T oA A,
e NRTYVwIIPE2BEHDA L HA—T 2 A AL L THHATHANEA v Z—T = A A,

SBFHDODA L H =T 2 A A (TTAX=FIP DHEFFD) L LTDODTSTAX— 1P 2§
OHNEA A —T = A A,

Management Center |22 71 > L £,

[7 /34 & (Devices) | X—ICBENL £,

gk L 72 Threat Defense Virtual (25592 [#atk (Edit) 17 A 2227V v 7 LET,

AV H—T A AT D e (Bdit) 174 =2>%227 1V v 7 LET, B : GigbitEthernet0/0,
WA B2 —T 2 A A DAFTE LT outside Z AJ L ET,

[£%) (Enabled) | F =y /Ry 7 R4 NI LT, A VX —T oA ZAEHMMLET,

[E¥= VU7 1Y —r (Security Zone) | K>y 7 XU A kot [FMil (outside) | I L £,
[[Pv4] A=a—% 27 U7 LT, £ F =Tz AP DX A TEEY LB TET,

[IP% A7 (IPType) | Kr >y 7 X7 U A M), [DHCPOER (Use DHCP) | iR L T, DHCP 2>
LIPT RLVAZEFT 2L, v F—T =2 AZRELET,

[DHCPZ i L CT 7 4 /L hb— k& Hif5 (Obtain default route using DHCP) | F = v /Ry 7 A4
IZLET,

[7 74/ bb— kA MY > 2 (Default route metric) 1121 & AJJLFET,
OK]|#7 Vw7 L Car74FXalb—rarz2RFELET,
AT w71 ~10 &L T, WEA v Z—7 oA AR ELET,

RDZRY
A B =Tz ADL— R ERELET,

A B3 —T A ADIL— FDKE

Xy NI =0 4T V27 B L, = bV A IPT7 FLAZEID YK TT, A > 2 —
T2 A AENEA Vv H—T 2 A ADAXF 4 v I N— BB ELET,
A B —T 2 A ADN— FRETIE, TXTORT Y bOT 74/ hb— K E LT
F—h U xAIPT FLAMEF S E T,
NI A v E—T A ZAD)N— FRETIZ, EFHETo—7 7y hBIUOANT Ry RV —
TERFASG CONRTry bOT 74NV M —h e LTHF =M=, IPT RLANMERA SN E
K
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B EUNEA L2 —T 1 20—z P7 FLZOHE [

= T x2AIPT FLRAE, EA LV EZ—T A ADIPT L ALY TRy h~RAI T KL A
EHALCHESNLET,

NEBEUVRAEAS 3 —T A ADTF— 94 IP7 FLADEE

ATvT1
ATvT2
ATvT73
ATvT4

ATy TH

ATv 76
ATy T17

TITIE, BIEERAL THMNEA v A —T =2 AN A A —T =2 ADTF— T = IPT
KL Z2&HET 570t ROV THALET,

Management Center (22 71 > L £ 7,
[T/34 R (Devices) |> [T/31 REHE (DeviceManagement) ] DNEIZER L E£7,
NTIZJEBA U 72 Threat Defense Virtual f & A X AT 78 A LET,

[> Command] 7  —/V KiZ, show interface GigbitEthernet 0/0 * A/J L THNTA > H—T = A
ADRTHE TGS 57>, show interface GigbitEthernet 0/1 E AL THEA X —T =4 AD
RE DFEM & S L ET,

AT v T 1 ~4 %KL T, WA v Z—T oA AETUIINEA VX —T 2 A ADIP T KL R LS T
Xy bR T RVAZBFLET,

av U ROERNGIPT RLAEY TRy N~ AT RLAEAELET,
ROFNZAE- T, WBB L OINEDO S — 7= A IP 7 FLRAEFHER LET,
A B =T 2 A ADT— T2 A IPT RLVAZHET LI, ROFIAEZFEATLET,
fl : GigabitEthernet0/0 (AMHA 2 —7 = A X)) DHHE
IP7 FL % :150.112.136
[¥7 %> k <227 (Subnet mask) ] : 255.255.255.128

LMo T, =1 U=/ IPT7 FLRIZ (ZOV T Xy hOKEPIOIP T LX) 1560112129 & LT
R EINET,

WNERA > H—T 2 A ADF— U= A IPT KL AZFHET HIIE, ROFIEEFETLET,
f5l : GigabitEthernet 0/1 (NIBA v ¥ —7 = A R) OFE

IP7 RL A :150.112.10

[7 %> b A7 (Subnetmask) ] : 255.255.255.128

LERST, A=A 1PIE (O Ty hOBRYIOIP 7 RL-Z) 15601121 & LTEHE SN E
7,

RDERY
WNEA VB —T oA AL Z—T oA ADT 7+ ML— FERELET,
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NE A R —T A RADTIAILMIL—FDETE

AT w71 Management Center (212 74 > LET,

RTY T2 [T/INM R (Devices) 1> [T/314 RAEHE (Device Management) | OJIEIZEIR L E 5,

AT w73 Threat Defense Virtual f > AX L A% 7 U w7 LET,

AT T8 [b—T 4 >4 (Routing) > [RE2T 4 vPI)L—bk (StaticRoute) | DJEIZZ UV » 7 LET,
ATy TS5 b—+&B (AddRoute) 1227V v 7 LET,

ATYT6 [f v H—T7xAA (Interface) | KR v XU A KD, 4B (Outside) ] 23R L £,

ATy 71 EAATEEZ 2% >~ U —7 (Available Network) | CHMESA > Z — 7 = A AT [any-ipv4] ZEER L. [N
(Add) 1227V v 7 LET,
ATYT8 Y= U=ADIPT RLRAEZANLET,
a) [N T7Aa2r%270y 7L T, Xy NIV—=IFT7 V=0 baiBMLET,
b) Xy NIT—7 ATV NOARTEFRAZ AT LET,
c) [RA KXy hU—2 (HostNetwork) |27 UV 27 LET,
d) HELANGA L =T oA ADF = T2 IPT RLAZANLET,
e) [f*fF (Save) 127 U7 LET,

REA VB —TTARADTIAIL FIL— FDERTE

1R8O HHIIZ

Threat Defense Virtual ® CIDRIP 7 RV ADBATIZEBEIN TWAMLELRH Y £4, ZDOT K
VAL, WA v —T 2 A AERET DT DITHETT,

AT w71 Management Center (212 74 > LE7,
RT9 T2 [TINA R (Devices) | > [T/31 REE (Device Management) ] ONEIZER L E 7,
AT w 73 Threat Defense Virtual f > AX L A% 7 U w7 LET,
RATv T4 [)b—T 4247 (Routing) 1> [RE T4 v I)L— b (StaticRoute) | DIEIZZ U > 7 LET,
ATy TS5 b— b &B (AddRoute) 1227V v 7 LET,
ATV T6 [A¥—T7 AR (Interface) ] Ky 7 X7 U R Kb, [NER (Inside) | 2R L F7,
AT Xy NI—I ATV s FEBMLT, NTOCIDRIP T RLAZBHLCHNEA V¥ —7 = A AEHE
LET,
a) [N 74227V y 7 LT, Xy MU= FT7V s FaBIMLET,
b) Xy hI—IFT V=l NOARIEFHEATILET,
¢) [HAARRXy FhU—7 (HostNetwork) | &7V w7 LET,
d) "TDCIDRIPT RLA (FT7AX—KT7 FLRAZER) #AHLET,
e) [*fF (Save) 127 U7 LET,
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ATvT8

ATvT9

rS57qvon—74vr0EE |

Py hT—=I ATV FEBMLT, 2— KRXZ UV OEEETa—TDIPT R A& H L THEA
VHE—T A AERELET,

a) [H] 74222707 LT, Xy NI FT7 Ty "NeBMLET,

b) *v MU= FT Vs FNOAFTEHHEZATLET,

¢) [RA KXy FU—2 (HostNetwork) ] &2 U > 7 LET,

d P—FKRTUHOEFETr—7DIP 7 FLAZ ASLET, 4 : 168.63.129.16,

ZOIIPT FLAL, FEY RUVAEIZEET FLATT,

F—hUxADIPT RLAZ AT LET,

a) [ 742227y 27 LT, Xy NV—=2AFT7P=7 haiBMLET,
b) A7V FOLAHTERAEZ AT LET,

c) [FAFxy hU—2 (HostNetwork) |27 U v 27 LET,

d HELENEHA L =T =2 ADF = U= IPT RLAZALET,
e) [URfF (Save) 127 U v 7 LET,

kS T49vIIL—T 4T DETE

Threat Defense Virtual f > A ¥ L A ENTROT — X ZHINL, AXT A v I N—TFT 4T F
xR —%— ==z A 7 baj (BGP) #xETEET, I b, KA WAN N7
DRy NT—=2 5T 7 4y 7R LTRETEDEARNCERD 2 ODOV—T 1 7 HIET
7T

BGP |%, /7 & Threat Defense Virtual 775 A 7> A OV TIVHE A LD NT T 4 > 7 ZZHLIT
EONTN— R NERETDHEA T IV I V=T 47T haVTT, —FH, AT 4w
N—T 4 T, FRIREFEHLDON—T 47 Fa ha LB LTRNT 7 4 v 7 B H S

nET,
Azure Virtual WAN O FEHTIZ DU TlE, Microsoft Azure Virtual WAN O K% = XA 2B LT
<TEEY,

AATFAYI I—TF4 T DHETE

AT 71
ATvT2
ATv73
ATvT4
ATv75
ATv7T6

ATy 717

Management Center |22 71 > L £ 7,

[T/314 X (Devices) |> [T/31 AEHE (Device Management) | DJIEIZEIR L £ 9,

[Threat Defense Virtual] £ > A% L A% 7V v 7 LET,

[Jb—T 4 >% (Routing) 1> [RE2 T4 vV I)L—bk (StaticRoute) | DIEIZZ UV v 7 LET,
[b— FZiEh (AddRoute) 1% 27 U v 27 LET,

[ 5 —7=xAA (Interface) | Ky 7 X7 U A KD, [FM56 (Outside) | 23 IRL 97,

WESA 2 —T = A A% RET D51, [N (Inside) ] 21BN L E7,
Xy NI =20 F 7= FOIPT RLA2&BIMLET,
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a) [N 7A2r%2270y 27 LT, Xy NI—=UFT7 V=7 bEBEBMLET,
by A7V FOLAFIERHEATILET,

c) [KRA Xy hU—2 (HostNetwork) |27 Vv 27 LET,

d) IP7 RLAZANLET,

e) [fR1F (Save) 127 Vw7 LET,

BGP L—T 1 T DEMIE

AT 71 Management Center {212 74 > LE T,

ATY T2 [T/314 & (Devices) > [T /31 AEH (Device Management) | 23R L £9°,
AT 73 [Threat Defense Virtual] f > A% v 2% 7V v 7 LET,

ATy T4 =7 47 (Routing) | A==a—%27 Vv 7 LET,

AT w5 [&%%E (General Settings) ] CT[BGP] %227 VU v 7 L%,

RATv 76 [BGPOEL (Enable BGP) | F = v/ Ry 7 A% A iz LET,

ATV T IENTDOASEZEZATTLET,

ATy T8 [RTE (Save) 122V v LET,

RDBERY
BGP *A RN—%HELET,

BGP 1 /N\—DETF

AT w71  Management Center (22 7 A > L ¥,

ATw 72 [BGP]>[IPv4] > [# 4 73— (Neighbor) ] ®JEIZER L £,

ATFv T3 [IPvADOERME (Enable IPv4) | F = 7Ry 7 A& AN LET,
ATy T4 REATOAESRT L (AS) HFEEANLET,

AT9F5  [FA3— (Neighbor) ] CLHEM (Add) 127V w7 LET,
ATYT6 AFELEZBGP = RiRA L FOBYDIP T FLAZ AN LET,
ATy F1  [A%727 FL A (Enabledaddress) | F=v 7Ry 7 A4 12 LET,
ATv T8 [UE—HFAS (Remote AS) ] 7 4 —/V RIZASEBEEZ A LET,

ATv79  [FEM (Advanced) ] A == —O [BEFRFEO ML (Disable Connection Verification) ] T = v 7 7R v 7 &
A AT LET,

AT T [fR1E (Save) 1227V v 7 LET,
ATYTNMN ATy 1 ~8%FHVIRLT,. BGPZY RARA L FDO2FHDIP 7T RLAZEBMLET,
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BeP L— rogEowkER [

RDERY
BGP L — X TE xR LET,

BGP /L— FDERTEDFER

48 HHEIIZ

BGP — > KR A v b % E% . Threat Defense Virtual & A8 WAN /7 DT BGP = KA
VbR LB HEAL SV T WA DMERT HDULENDH Y £7,

AT 71 Management Center |22 74 > LET,
RATv T2 [T/IAM R (Devices) 1> [T/ 1 A& (Device Management) |DJEIZEIN L 9,
AT w 73 [Threat Defense Virtual] f > A X A% 7 V) v 7 LET,
ATv T8 [TINA R (Device) 1> [£f% (General) |V 4= hT[CLI] 227 Y v 27 LET,
AT w75 [> Command] 7 4 —/L NiZ showroute X AJ L, AT — % A% F£nrn L THERBLET,
GE) —1— K B Z. Threat Defense Virtual & @ BGP = RARA o MEGAT —HF A &R LET,

iy L — Y T\ S
EEHEIO—JDETE
Threat Defense Virtual D 27 —Z ANLE L TNDZ L 2FERTHITIT. NEe— KT 4
(ILB) (THfe T D2NHEA 2 —T = A A (GHHER) ZRET DLENH Y £3, ILBILTCP
AN— b 443 N L CEHH 2~V AF = v 7 7 a—7 % ST L, Threat Defense Virtual 7> 5 D
B E R L ET,

ATw 71  Management Center (212 7' A > LET,

ATwT2 [TNAR (Devices) |>[FTT v b T+ —LEEE (Platform Settings) ]>[# L LyAR1Y — (NewPolicy) ]>
[Threat Defensei% %€ (Threat Defense Settings) |DNEIZEIR L £ 97,

AT w73 Threat Defense Virtual (27— KT U ZEEHET 27200 LWVKRY —2BMLE7,

RTvTa BEMLEHLOWARY U —2fHELET,

AT9 TS5 [HTTPY——DH%t (Enable HTTP Server) | F = > 7Ry 7 A% A2, [A— bk (Port) ] 7 14—
VLRI 443 EANILET,

ATv 76 [+HEM (+Add) 1227 Vv 27 LT, HTTP 7 RLAZRELET,

ATFw Tl EEMETO—TOIPT RLALEZERLET,

ATy 78  [HWEENR Y — /A H—T x4 A (Available Zone/Interfaces) ] S M2 P 7 KL AZ IR L, [1B
M (Add) 1227V 27 LT[R L V—2/f % —7xA A (Selected Zones/Interfaces) ] IZiBIIL F
ﬁ‘o

RFvTe [OK] &7V w7
ATy T [T/N1 R (Devices) |>[T/314 RAEHE (Device Management) [DJEIZIER L E T,
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B rsonva—s500y

ATy TN [EAFEHARY > — (Applied Policies) |V 4 Y=y NOMRET A 2 %27V v 7 LET,
ATV T2 [T v b7+ —LFRE (Platform Settings) | K2 v 7 XU U A RNLZORY —%RIRLET,
RTYT13 MEOELTEXF 2V T AR —2 8L GEaALET,

HTTP 7 7 & A D% EDFEMMIZ DU TIL, Configuring HTTP Z# &M L T 72E 0y,

SO a—TFTa429
wIZ, AR WAN T Threat Defense Virtual O — {25 —2F )V F 5y o v b
RLET,
e b7 7 ¢ w7 % Threat Defense Virtual (Z/V—F 4 7 SVER A

* Management Center O 1EF# M~ 7 — 7 F = » 7 |Z%}4 % Threat Defense Virtual D2 %
B L ET,

NI A VA =T 2 A RAEHNA L H—T 2 A ADPRESF— b T =A IP T KL ANIE
LW g LET,

c ANT 4 v I N— MR LET,
« JERFC 1918 7° Threat Defense Virtual ICBIZE L2\ : —FT 4 T A T N THT T A R_—
F7 RLU A& L THRMICHEE SN TUWAIEREC 1918 OFPHAZ TR L £,

o Threat Defense O J&BA = < — : Threat Defense Virtual D BEITIZ, NTTL T4 v AEX
BLUTFTHZLENHS (Hub Prefix Length should belessor equal to23) L\ H =5 —
NERENTZHAIE. AT OT FLUAZEMO CIDR 8 23 FTHhHZ &R LET,

Azure TO) IPv6 Y 7R—  xt 2 Secure Firewall Threat Defense
Virtual ) B8

ZDFE T, Azure IR—HZ )LD IPv6 TR — M %5 D Threat Defense Virtual % BB 95 J71EI1Z
DWTEALET,

Azure TD IPv6 ZH7Rh— b9 BERIZDLNT

Threat Defense Virtual #5413, 7.3 DARE, IPv4 & IPv6 Ol 5 & AR — ks LEF, Azure Tk, K
By b U — 7 AR E 72136 3 % Marketplace ¥-— £ A 5> 5 Threat Defense Virtual % 5. £ &
BIC& £92%, BEE, Azure DHI[RIZ L U, Marketplace 77V 7 —3 g VLRI, IPv4X—X
D VNet/¥ 7 R v b OB AR E2IMERT 5 KO ICHIRS AL TWET, IPv6 7 KL X ZREAF
D VNet [IZFETRET D Z LT TEETA, IPv6 7 R b TRE SFLI VNet (ZH LW
Threat Defense Virtual 4 A% Z%BMT 5 Z £ 1LTE E£H A, Azure TlL, Marketplace %
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| Azure T Threat Defense Virtual 0 E R
Azure T IPv6 £ k— + 3 2 EBICOVT |

MLTY Y —R2ZRETHHEUNORET o —F 2L — R A—F 4D VY —2%
BT Lo, —TCEOHIBZEL TWET,

VA THALE, IPv6 T Ly v 7 &SR — M35 7-9IZ Threat Defense Virtual % BB 45 2
OOFEERML L TWET,

WD 2ODEIH I AR LIPv6 T 7 L— R E N E T,

s [BAH LIPv6T 7 L—F (ARM7 7' L— )  (CustomIPv6template (ARM template)) ] :
Azure |0 Marketplace 4 A — 2 WHIRIIZZ T % Azure Resource Manager (ARM) 7
7' L— M & LT, IPv6 3% E D Threat Defense Virtual % R4 5 7=t S E 4,
ZOT 7 L— 2L, IPv6 AR — F xR O Threat Defense Virtual 2 BT 5 X 9 1T E
AREZR U YV —RENTG A —=HFEREEZLISON 7 7 A AREFENTWET, ZDOT7
L— F 2T 512X, Marketplace f A — Y& MBE G AZ LIPV6 77 L— &
R L7z Azure 225 D BB (280 X—27) | BB LT Z 3V,

7'a 77 MK DRI, PowerShell, Azure CLI, ARM 7> 7 L — | £721X APL 247
LTCHAZ LT VT L— NE BT 572912, Azure Marketplace 0O VM A A —T~D 7
IR AEFHAT LT ATT, VMA~DT 7B A ZfFaETIC, INOBDAAZ LT
L= A VMIZERT 2 Z SIFHIREINTHWEST, ZOXIBRDAZ LT T L— %
VMIZER LIS ET5E, ROZT—AvE—URNERRINET,

Legal terms have not been accepted for this item on this subscription. To accept legal terms ....and
configure programmatic deployment for the Marketplaceitem .....

WONT IO FIEEER LT, Azure TOT' 17T K XD EHZHZNT LT, Marketplace
A A=V HBBRBIT B AL LIPV6 (ARM) T 7 L — 2R TE £9,

cAzure R—HF )L WAX LIPV6 T 7L — bk (ARMT > 7 L—h) ZEHTHED
\Z. Azure Marketplace CHl|H FI#E7% Threat Defense Virtual D23t InT 27 v 75
LMZXDREBA TV a v EAENCLET,

e AzureCL| : CLIZ~ > R&FEITL T, WAXALIPv6 (ARMT 7L — ) ZERT
Hi-oDTa 75 ML HRBEEANCLET,

cARBLVHD A A= E IPVETFUTL—F (ARM 77 L— k) : Azure TVHD A
A=Y L ARM T o7 L— hEFER L TEBENSA A—VE2ERLET, 207tk
X, VHD &V Y — X7 7 L— b & L7z Threat Defense Virtual @ EBIZEI TV E T,
ZOT T L— NI, BRPICEBGA A=V E SR L, IPv6 AR — h X8O Threat
Defense Virtual BT 27202 Azure IZ7 v 72— R L THRETE S5 ARM 77 L —
A LES, VHD BLXOH AX L IPv6 7 7 L— b il L7 Azure 7> 5 D R
(287 =) ML T Z3V,

T AL BIPV6 T > 7 L— b & ] L 7= Marketplace £ A —Y £ 721X VHD A A —Y 2B ML T,
AL LIPVE6 T L—F (ARM 7 7 L— k) %{#H L T Threat Defense Virtual % B3
H7ak &,

Threat Defense Virtual D BEIZE 5 FIRITKRD LBV T,
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. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

F |7AEX

1 |1IPv6 7R — %52 D Threat Defense Virtual O R Z 518 L T\ % Azure T. Linux VM %
fERR L E 7,

2 |Marketplace f A —Y B TH AKX L IPv6 7 > 7 L — b & ] L T Threat Defense Virtual
IR 258D, Azure R —F )V E T2 1L Azure CLI T’ 1 77 MMZ K D EHA T
N /%‘fﬁfj‘] ;szw;*o

3 \BHOXATITNET, ROBAZ LT L — ey rn—RRLET,
* Azure Marketplace ZHeA A — VA L2 A Z L IPv6 7 7 L — |,
HAL LIPv6 (ARM) T FL— &AL VHD £ A —3,

4 | HAXZLIPv6 (ARM) T 7L — D IPv6 /NTF A — X EZHH L FT,

G¥) Marketplace £ A —I /13— 3 VST HY 7 R 2T A A=Y N—T 3
Y DRT A —HfEIL, Marketplace £ A — B THAX LIPV6 T v 7T L—
k% fi f§ L C Threat Defense Virtual % BB 3 255 ICOHMLETT, V7 b
VT N—=Va VOFEMERST A, Ay REFATTHOMLERHD F
R

5 |Azure R—Z )V F 721X Azure CLI ZfHH L CTARM 7> 7L — & BB L £97,

Marketplace f A —CSHBRESLHRA A LIPG T T L—
k% {EFH L 1= Azure H 5 D BB

Marketplace f A —T %S L, HWAXLIPV6T 7 L—hK (ARMT 7 L— 1) ZEHALT
Threat Defense Virtual % JEBH 35 7 1+ X,

ATV T1 Azure R—FZ a4 LET,

Azure R—F )X, T—H v Z—OBFNIBMRR L, BEOT AT NV TR I U 7o g A
OB EREEZFRLET,

ATV T2 ROFET, Azure F—Z LV E7-1T Azure CLIZFEH LT /I M X ARBEZAENCLET,
Azure R—H NV TCZDOA T a rEHINIT HITIE, ROFIEEZFEITLET,

a) [Azure (Y —ER) (Azure Services) | CT[¥ 7 A7 U7 3 (Subscriptions) |27 V27 LT, ¥
TAI VT vary TL—RRXR=UEFERLET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)



| Azure T Threat Defense Virtual 0 E R
Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

b) LMD A T, [RE (Settings) | A7 arD[FT7 7T ALK 5ER (Programmatic Deployment) ]
Vw7 LET,

VM IZEBENTZTXRTCOEXATDY VY —AR, BET IV T A7) Foa ML EBICERSN
7,

¢) [AT—XF A (Status) ¥ T, WAZLIPV6 T > T L— DT 10T T AL DREMOTZODICEET S
Threat Defense Virtual 854 125HET 5 (A2 (Enable) | AR&Z %27V v 7 LET,

ER S

Azure CLI 2 L CZOA T v a U EFHMIITHI2iE,. WOTFNEEZFEITLET,

a) Linux VM IZREIL £9,
b) WOCLIZ~ REFATL T, BAZLIPV6O (ARMT 7' L— ) ZERTH7-ODOT 17T AL
LIEMEZANILET,

aw Y ROEITHIZ, A A—VOVT A7 Y Ty ar ZEICIBETRNICRETZLERH Y 7,
# Accept terms

az vm image terms accept -p <publisher> -f <offer> --plan <SKU/plan>

# Review that termswere accepted (i.e., accepted=true)

az vm image ter ms show -p <publisher> -f <offer> --plan <SK U/plan>
ETNENOFRAITRO L BY T,

« <publisher> : 'cisco',

« <offer> : 'cisco-ftdv'

« <sku/plan> : 'ftdv-azure-byol'

PLFiE, BYOLY 7 A7 ) o a 7T o CRIRT DD v T AL D Threat Defense Virtual D
BT Ha~vy RAZ U7 Nof<cT,

« az vm image terms show -p cisco -f cisco-ftdv --plan ftdv-azure-byol

RATY T3 kDa~r FEFETL T, Marketplace f A— 3= 2 VZHYST 5 Y 7 by =T 3—2 3 U OREME L
BLET,
az vm image list --all -p <publisher> -f <offer> -s <sku>

ZNZENOBIIR DO LB TT,
* <publisher> : 'cisco',
« <offer> : 'cisco-ftdv'

* <sku> : 'ftdv-azure-byol'

LUFUX. Threat Defense Virtual f1 Marketplace £ A — U /N—2 3 VNZHHYETHY 7 MU= T7 =23 D
M ERSET 5 a v RAZ7 U7 hoflTT,

az vm imagelist --all -p cisco -f cisco-ftdv -s ftdv-azure-byol
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Azure T Threat Defense Virtual 0 E R |
. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

ATY T4 FoRINDMHHFEE Marketplace £ A — U /N—2 g DU A RnD WT A0 D Threat Defense Virtual
N=Ua U EBRIRLET,

Threat Defense Virtual ® IPv6 ¥-73— kBB D4 1%, Threat Defense Virtual /N—3 3 % 73* DL E & L (i
WTDHENHY FT,

AT v F5 CiscoGitHub U 7K + U /35 Marketplace 7 A X L IPv6 7> 7 L—F (ARM 7> 7 L— k) X7 n—
FLZET,

ATYT6 RTA—Z T 7L —hk 774/ (JSON) TEIEEZEEL T, XTA—XT7 7 A VEUFLET,

& >FC, Threat Defense Virtual 7 A % LAEBBAF DO N A X L IPv6 70 L— s XT A—H T ANF1§ 5 58
N D EIMEIC W T L £,

INTG A —B % FHAIEN BB/ 2 A4 TOH FiEA

vmName csf-tdv Azure T Threat Defense Virtual
VM ([Z4 R Z T £,

softwareVersion 730.33.0 Marketplace f A —3 /83— 5
DY T RN TN—=T g,

billingType BYOL T4t 25 ITBYOL £721%
PAYG T,

BYOL 7 1 & > AL PAYG & b
8 U CR R m 2D,
BYOL %7 27 J 4 7B %1%
RIDHZLzBBDOLET,

adminUsername hjohn Threat Defense Virtual {22 7' A
I hHa—H—4,

BHEITE D Y THND T4
ladmin| (FEATE EHA,

adminPassword E28@A40iUrhx! EHET T RONRAT —
R

INAT — ROfAAEDEIL, 12
~ 72 LFDOFHF T D2
WY ET, NLF, RILF
B, R CTE A S b
INAT — RIZTHMERH Y E
R

vmStorageAccount hjohnvmsa Azure A L —T hH 0 by
MFEOANL—T v b
T 2130, FHUERT 2
ZEHTEET, APL—=T7
AT MR, 3~24LTFORK
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| Azure T® Threat Defense Virtual 0 EFH

Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

NS A—H %

A SN BB/ A TDHI

B

ST LHRERDHY £, /X
F-L BT DI w A DRI
AU—=RICTLBENRDH Y F
—é‘o

availabilityZone

O MY — o 2FRET S
&L FBRE LAY — oo
T U w7 1P AR~ T U HME
REET,
ALY — o DOFRED BTN
Lok, o) IZRELET,
BR L 7o s s e Y — 2 %
FAR—MLTEBY, Az
ENRELWZ E 2R LTLE
SV, (EIZ0~3 0K TH
HRENRHY ET)

customData

{\"AdminPassword\":

\"E28Q@40iUrhx!\", \"Hostname\":\"cisco-tdv\",
\"ManageLocally\":\"No\", \"IPv6Mode\":
\"DHCP\"}

% 0 HA%RL C Threat Defense
Virtual IZEREND T 4 —)b
Ko T 74/ b TlE, EERSR
EIRDBIRDIHDODH— LED~
THRHY ET,

o ladmin] =—H—,32
7—FK

» Management Center Virtual 4~
A N

« ‘& ¥ Ffl © Management Center
Virtual 78 2 M4 F721%
CSF-DM,

[ManageLocally : yes] : Z#U
{Z& V. CSF-DM 73 Threat
Defense Virtual ¥ %—3 % & L
THEHIND LY ICRESNE
R

Management Center Virtual %
Threat Defense Virtual ¥~ % — 3 %
& LT E L, Management
Center Virtual Cli] UEREAZ T 5
DIZHEIRT 4 =)V RIZATT
HZEHTEET,
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. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

Azure T O Threat Defense Virtual DB |

NS A—H %

A ENBIE/Z A TDH

B

virtualNetworkResourceGroup

cisco-tdv-rg

ARy U= &Y VY —
AT N—T DL,
virtualNetworkNewOrExisting 73
new D&, ZOMEIET 7
U— FORERBAMISERENTZY
V=2 N—TLE L TdH D%
EndHY £7,

virtualNetworkName

cisco-tdv-vent

FAEFR > U — 27 D4,

virtualNetworkNewOrExisting

new

ZDONRTA=RZE-T, HlL
VMRARR » b U — 7 BERT 5
n, BEFEOEER Yy NU—2 %
T D008k E D £4,

virtualNetworkAddressPrefixes

10.151.0.0/16

ZAUTEARR v R U —2 D 1Pv4
T RVARTF VT w7 AT,
lvirtualNetworkNewOrExisting |
2 Tnew] ITREINTWDHE
BICDHBETT,

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

AU v BT — 2 DIPV6
T RUVRATIVT T AT,

lvirtualNetworkNewOrExisting |
2 Tnew| ICRESNTWDHY
B DHMEETT,

Subnet] Name

mgmt

EHY TRy MM,

Subnet1Prefix

10.151.1.0/24

ZHUFEEY T Ry b IPv4
V74T AT,
lvirtualNetworkNewOrExisting |
2 Tnew) IZRRE STV DY
BICDHMETT,

Subnet1IPv6Prefix

ace:cab:deca:1111::/64

ZHUFEEY T R > B IPve 7
V74w AT,
lvirtualNetworkNewOrExisting |
2 Tnew) I[ZREISNTWDY
BIZDHMLETT,

subnetlStartAddress

10.151.1.4

BHA X —T A AD IPv4
T R A,

subnet]1v6StartAddress

ace:cab:deca:1111::6

B, B —T = A AD IPV6
T RLA,
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| Azure T® Threat Defense Virtual 0 EFH

Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

NS A—H %

A SN BB/ A TDHI

B

Subnet2Name

diag

FeB B =T A1 DY
7%y MM,

Subnet2Prefix

10.151.2.0/24

ZNET—FA B =T = A A
172y FIPVAT LT 4 7
AT,
l'virtualNetworkNewOrExisting |
23 Tnew| IZRRESNTWDHY
B DHMEETT,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

ZNET—FA B =T = A A
17y FIPV6 T VT 7
AT,
lvirtualNetworkNewOrExisting |
2 Tnew) (ZRRE STV DY
BICDHMETT,

subnet2StartAddress

10.151.2.4

TR A HE =Tz A1 D
IPv4d 7 R L A

subnet2v6StartAddress

ace:cab:deca:2222::6

T—HAE =T 2 A1 D
IPv6 7 R LA,

Subnet3Name

inside

Fe BB =T A A2 DY
T MM,

Subnet3Prefix

10.151.3.0/24

ZHET—FA B =T = A A
2T Xy FIPVAT LT 4 v
AT,
lvirtualNetworkNewOrExisting |
2 Tnew) I[ZREISNTWDY
BIZDHMEETT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

ZET—FA B =T = A A
2B TRy FIPV6 T VT v T
AT,
l'virtualNetworkNewOrExisting |
2 Tnew] ITREINTWDHE
BICDHMEETT,

subnet3StartAddress

10.151.3.4

TR A HE—=T 2 A2 D
IPv4d 7 FL A,

subnet3v6StartAddress

ace:cab:deca:3333::6

Fe B B—T 2 A2 D
IPv6 7 KL A,
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. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

Azure T O Threat Defense Virtual DB |

NS A—H %

A ENBIE/Z A TDH

B

Subnet4Name

outside

FeB B =T 2 ZAFDY
7%y MM,

Subnet4Prefix

10.151.4.0/24

ZNET—FA B =T = A A
3Ty FIPVAT LT 4 v T
AT,
l'virtualNetworkNewOrExisting |
23 Tnew| IZRRESNTWDHY
B DHMEETT,

Subnet4IPv6Prefix ace:cab:deca:4444::/64

ZNET—FA B =T = A A
3V TRy FIPV6 LT T
AT,
lvirtualNetworkNewOrExisting |
2 Tnew) IZRRE STV DY
BIEDHMETT,

subnet4StartAddress 10.151.4.4

TR A HE =Tz A3D
IPv4d 7 F L A,

subnet4v6StartAddress ace:cab:deca:4444::6

T=BA I =T A A3 D
IPv6 7 R L2,

vmSize

Standard D4 v2

Threat Defense Virtual VM @D
A A, Standard D3 V27237 7
NV ETY,

AT T ARMT 7L — F&2iH LT, Azure R —Z /L £ 721 Azure CLI T Threat Defense Virtual 7 7 A 7 7 %+ —
NEBRBLET, Azure TO ARM T 7 L— FDOEBIIOWTIX, KD Azure R¥ = A &SR L TL

72 &0,

+ [Create and deploy ARM templates by using the Azure portal ]

+ [Deploy a local ARM template through CLI]

RDBERY

ROFML, FIRUIEHE— NI Lo TR £,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)

s [(R—AN<RX—T ¥ —E BT S (Enable Local Manager) ] T [\ 2 (No) ] &R
L7285 1%, Secure Firewall Management Center % fif /] L “C Threat Defense Virtual % % ¥ L
9, [Managing the Secure Firewall Threat Defense Virtual with the Secure Firewall Management

Center] &L T &,



https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html

| Azure T Threat Defense Virtual 0 E R
VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

s [B—IN=R2—T ¥ —%HNZT S (Enable Local Manager) ] T [IZ\> (Yes) ] &3 IN L
7o 55 & 1%, Secure Firewall Device Manager % i L C Threat Defense Virtual Threat Defense
VirtualThreat Defense VirtualThreat Defense Virtual # & 21 L $£9, [Managing the Secure
Firewall Threat Defense Virtual with the Secure Firewall device manager] Z#ZM L T 7230,

BEA T a EBERNT D HFIEOWMEIZ OV TCiE,  THow to Manage Your Secure Firewall
Threat Defense Virtual Device] &ML T 7230,

VID EXUHRAZLIP6 T T L— kZ&ERLT=- Azure
s DR

A AT AEM VHAD A A —T &2fEH LT, MHE DB A Z L Threat Defense Virtual 4 A —
CEERTEET, 20 rtvRiE, VHD £V V—RF 7 L— k& L7z Threat Defense
Virtual D REEIIZELTWVWET,

5RO BRI

« Github ® VHD 3 L. O ARM O i > 7 L — b~ %&{# H L 7= Threat Defense Virtual @ EBHIZ
X, ISONT 7L — FBIUOKIGT DISON/RNT A —HX 7 7 A LN NETY, 2T,
TUT =R ERFGA=ET 7 A VOVERFTIEEHRTEET,

e ZOFETIL, Azure IZ Linux VM BIEEL TWAMERH Y £4, —HEAY7 Linux VM

(Ubuntu 16.04 72 &) AL T, Azure [ZEME VHD A A —V %7 v 77— K952 L%
BEIDLET, Z0OA A=V FFHETHI21E. FIS0GBDO A ML —UBNMLETT, £z,
Azure @ Linux VM 725 Azure A L — A~ 7 v 7 a— REEMNEL 720 97,

VM Z1ERRT 2 BN B D505, IROWT O FEEZFEH L ET,
e Azure CLI |Z X A Linux (A8~ > OERYL
o Azure IR — ¥ )L |2 £ 5 Linux (AR~ > DIERL

o Azure "7 2 7 Y 73 3 |Zi%, Threat Defense Virtual % BB 2 AT T A Al e X |k
L—T 0 BRLBETC,

ATFYT1 YRaFyrn—K V7 =T =95 Threat Defense Virtual JEHf VHD 4 A —3 (¥bz2) X 7 v
n—RKLET,
a) [BL5 (Products) 1>[& %= VU7 1« (Security) 1>[7 7 A 7 7 #+—/L (Firewalls) ]>[RHRT 747
74—JL (NGFW) (Next-Generation Firewalls (NGFW)) ] > [Cisco Secure Firewall Threat Defense
Virtual] DJIRIZER L £ 7,
b) [Firepower Threat DefenseV 7 b = 7 (Firepower Threat Defense Software) | %27 U v 27 LET,

FIEIZE > TA A=V EaF 7= RLTLEEN,
7o & 21X, Cisco_Firepower Threat Defense Virtual-7.1.0-92.vhd.bz2 T,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html#id_103852
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html#id_103852
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

B vio 550N 5 LIPG T T L— b EBER LT Are b 5> DRH

ATy T2

ATvT3

Azure T O Threat Defense Virtual DB |

[VHD BLRY V—RAF oL — 2 L7 Azure 2D DR ODRXRTFY T 206X TFYyT8DOFIEL

FAITLET,

[# A% LJEFH (Custom deployment) | _X— Y Dy EICH 5 /37 A — % OffifE (Edit parameters) | % 27

Vo Z LET, WAXARXTEBLNTGA—FT T — MR ERESNET,

a) [Z7A4/Dur—F (Loadfile) 127 U v 7 L, B AZ~A X L7 Threat Defense Virtual /X7 A — % 7 7
ANEZRLET, VHD B L OU AZ L IPv6 (ARM) 7 > 7 L— h & ffiffl L 72 Azure ~0 Threat
Defense Virtual ® EBBIFIL, Github &2 L CTLEEIW, ZIZ TR, 707 L — e RXTA—FT 7 1
NONERR T IE R TE £ 7,

b) WAZ~AXLTISON NT A —Fa— &7 02 RUIZAEY fH1F, [R1F (Save) 1227 U v 7 LE

TO

kDT, Threat Defense Virtual BERF DN A Z L IPv6 T2 7 L— " XT A—Z I AT T HULERD DR

FAMEIC DWW TR L £

INSA—H %

Al EnBE/5 A T DB

Bl

vmName

csf-tdv

Azure C Threat Defense Virtual VM
IZA T EMTET,

vmImageld

iy ] ot

Microsoft.Compute/images/ { image-name

BRI &b A4 A=Y DID,
Azure DNERTIZ, HHDBH Y V—
AINY Y — A DI EEAT T ST
WET,

adminUsername

hjohn

Threat Defense Virtual (22 7 A >3
Ha—YP—4,

BEHEIZEID Y CoND T4
ladmin] XFEHACTEEHA,

adminPassword

E28@40iUrhx!

BHET D FDONRAT— R,

INAT — ROFMBAEDEIL, 12~
2 LFDFHFTHLHLENDH D
FT, INLF, RICFE, BT FF
BT A DT RAT— R
T HHERH Y T,

vmStorageAccount

hjohnvmsa

Azure A hL— T v v b, BEE
DANL—=TT AUy MR
DIED, FHIIERRT 52 & T
XFET, AMNL—=UTHTU L
X, 3~24 XFOREIICT HHE
Do ET, NNCFEHFOHLE
ALY RAT— RiIZT 54
ERHY ET,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-ftdv-azure-gsg.html#id_82702

| Azure T Threat Defense Virtual 0 E R
VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

INTGA—BH HAI SN BB/ A TDH Bl

availabilityZone 0 EBHO R MY — 2 FRET D
L FRE LA MR — oo T
U w7 IP &~ o U MBS 1L
e

A MY — v OB EP LT\
AlX. T0) ICRELET, BIRL
Tk S " M — AR — b
LCEL, ANESNTHEBIELNY
ZEERMHERL TSN, (HIX
0~3DELHTHLIVLENDD £
T) .

customData {\"AdminPassword\": 5 0 HA#%RYK T Threat Defense Virtual
\"E28@40iUrhx!\", \"Hostname\" @:2‘%% é ﬂ%) 74— ]@O .7:‘7 +
:\"cisco-tdv\", b ]\Vf‘ﬁi‘ %ﬁﬁi‘f%kiﬁ‘é/j/{@ 3

st | 2 D 0 £

e ladmin|] =—H#— 2T — |
* CSF-MCv 7R % 44

« BELH D CSF-MCv 7R A M4 %
721% CSF-DM,

[ManageLocally:yes| : Z#UiZ &
Y . CSF-DM 7 Threat Defense
Virtual v+ 1r—¥ % & LT S
HEITHRESNET,

CSF-MCyv % Threat Defense Virtual
3=V ¥ E LTREL,
CSF-MCv TR UBREZ T 2 DI
BT 4=V RICANTHZ %
TEET,

virtualNetworkResourceGroup | csf-tdv A x Y hU— 27 &) V—2R
T N—"T DA,
virtualNetworkNewOrExisting 73 new
DA, ZOMEFT T L— D
EABICEIRNTZY V=27
N—TLRELTHLBENRDY
R

virtualNetworkName hjohn-vm-vn RAB R > U — 27 OLFT,
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B vio 550N 5 LIPG T T L— b EBER LT Are b 5> DRH

Azure T O Threat Defense Virtual DB |

NS A—H %

A ENBIE/Z A TDHF

Bl

virtualNetworkNewOrExisting

new

ZONRTA—=ZIZE ST, LW
AR v N U — 27 AR % P,
BEFOAEFR v N U — 7 25
MBI EY £,

virtualNetworkAddressPrefixes

10.151.0.0/16

ZHEER Y N — 27 DIPVAT
NLAF VT 47 AT,
lvirtualNetworkNewOrExisting | 73
mew] ITERXE SV TWVDGHEIZD
BT,

virtualNetworkvoAddressPrefixes | ace:cab:deca::/48 THIFRERY FU—2Z DIPV6 T
RVAT VT w7 AT,
[virtualNetworkNewOrExisting | 73
new | (ZEZE SN TV DHAIZD
Z)’*d\é\gf ‘ﬂ—o
Subnet] Name mgmt-ipv6 YT Ry N,
Subnet1Prefix 10.151.1.0/24 THTEEY T xy N IPvd L
A v J AT,
l'virtualNetworkNewOrExisting] 73
ew] IZFXE SNV TVDLAIZD
%‘%‘EVC —g—o
Subnet11Pv6Prefix ace:cab:deca:1111::/64 THITEEY TRy N IPv6 S
T4 T AT,
lvirtualNetworkNewOrExisting | 73
Mew ] IZFXE SNV TVDLAIZD
%L ‘/[Z‘%: T —’9%0
subnetlStartAddress 10.151.1.4 A R —T 2 A ADIPVET K
LA,
subnet1v6StartAddress ace:cab:deca:1111::6 B A A —T A ADIPv6 T K
LA,
Subnet2Name diag Fe R A —T A DY
T v MM,
Subnet2Prefix 10.151.2.0/24 ZHET A A =T A A ]

HT Ry NIPVA T LT 4y TR
SN

lvirtualNetworkNewOrExisting | 7)§
ew| |ZFXE STV DA
BT,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)



| Azure T® Threat Defense Virtual 0 EFH

VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

NS A—H %

HAI SN BB/ A TDH

Bl

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

ZhET— A E—T A A
BT Ry NIPV6 T LT 4 T A
<.

lvirtualNetworkNewOrExisting] 73
ew] IZFXE SNV TVDLAIZD
BT,

subnet2StartAddress

10.151.2.4

F—R AR —T A A1 D IPv4
7 RL A,

subnet2v6StartAddress

ace:cab:deca:2222::6

FeR A B —T A X1 D IPv6
7T RL A,

Subnet3Name

inside

FeB A B—=T 2 Z2DYT
T b,

Subnet3Prefix

10.151.3.0/24

ZHUIT—HA B =T A R2
BT Xy NIPVA T LT 4 T A
SN

lvirtualNetworkNewOrExisting | 7%
mew| |ZFXESILTWDLAEIZD
BT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

HET A A =T 2 A2
PT Xy NIPV6 T VT 4w T A

<.

lvirtualNetworkNewOrExisting | 7%
lew] IZREINTWDEHEIZD

& ‘/IZ‘ g T j‘o

subnet3StartAddress

10.151.3.4

F—R AR —T A A2 D IPv4
7T RV A,

subnet3v6StartAddress

ace:cab:deca:3333::6

F— B AR —T A X2 D IPv6
T RV A,

Subnet4Name

outside

FeR AR —T 2 A3DYT
b S

Subnet4Prefix

10.151.4.0/24

ZNFT A F =T = A3
TRy NIPVA T LT 4 7 A
<.

lvirtualNetworkNewOrExisting | 73
Mmew] (ZRRE SILTWVDHIEEIZD
BT,
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Azure T Threat Defense Virtual 0 E R |
. Threat Defense Virtualf * — X+ v T3y b

NG A—HF Al SN BIE/ 2 A4 TDF £ A
Subnet4IPv6Prefix ace:cab:deca:4444::/64 ThET— A A H—T A A3
BT Xy NIPV6 T LT 4 v T A

l'virtualNetworkNewOrExisting] 73
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NEEBRLET, Azure TO ARM 7 7' L— FOREIZOWTIE, RO Azure ¥ = A2 2SR LTI
7ZEW,

+ [Create and deploy ARM templates by using the Azure portal ]
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Inside Subnet - L Outside Subnet
2603:c020:5:5800::/64 g 2603:c020:6:ba00::/64

Inside |Etho Gig 0/0 sl s Gig 0/1 Etho[ Outside
Linux | 2603:c020:5:5800:7  2603:c020:5:5800::a | = ’: 2603:¢020:6:ba00::a 2603:c020:6:0a00:7| Linux

FTDv
- | Mgmto/o | )
OCl Inside Route Table public IPve OCI Outside Route Table _/.'
Destination 2603:c020:6:ba00::/64 Destination 2603:¢020:5:5800::/64
Next Hop 2603:c020:5:5800::a Next Hop 2603:c020:6:ha00::a
Inside VCN Outside VCN
or—
——
aas
FMCv

Secure Firewall Threat Defense Virtual /3514 X D &EIEH %

Secure Firewall Threat Defense Virtual = /34 A DEIRIZIZRD 2 >OF 7 3 U BRI TX F
—é‘o

Secure Firewall Management Center

ZEDT INA ZAEEH L TCWBEA. F721% Threat Defense THFA] Svb ., X 0 HHE/ R HERESC
BREEMEH LI2WGa1E, fLA0AZ O Device Manager D {X4> ¥ |Z Management Center % i i L
TT A RAEHRELET,

EE Device Manager & Management Center O i /7 % {#i | L C Threat Defense 7 /31 A ZE T 5 Z
LI TEEH A, Vo 7oA Device Manager OFEAEHEZ AT H &, 0 — W VEHE L)
{2 LT, Management Center Zffi 3% £ 5 ICE A FHXE L7V R Y | Management Center %
f# ] L C Threat Defense 7 /N1 A& EELT 5 Z L 1L TE /< 9, —J. Threat Defense
7 /3A A % Management Center |2 %8k 35 & | Device Manager D74 > 7R — REHY— & R (3
e £,

bz

et

BfE, ¥ A 221X Device Manager D% 7€ % Management Center (28179 547 a v iddH v %
Hh, TOWHFEEETT, ThreatDefense 7 /31 A RICRET DEHD X A 7 % BT DHEIL.
IO LEEEBLTILES,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K ("—2a>14) ||
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. Secure Firewall Device Manager

Secure Firewall Device Manager

Device Manager |34 > R— Fiid~1r—Y v TT,

Device Manager | — 0 Threat Defense 7 /34 A |ZH#H S 472 Web X— 2D EA X —7 =
A4 AT, DeviceManager Cid, /NI R v FU—7 Tt —MIERAEINE Y 7 b =T
DIEARBEREA R ETE E T, £/, Z4UEZE < O Threat Defense 7 731 A& & e KHIR /2 R
KT — 27 ZHIET 2 72 DI N R T A A~ 32—V X BT 5 Z B8R0, BH—0F
NA ZETFROENTZEDOT AL 2R Zery b T —7 OO RIS ILTWET,

)

() Device Manager % % 7" — k9% Threat Defense 7 /N1 AD U A MIZDOWTiX, [Cisco Secure
Firewall Device Manager Configuration Guide| 2 L T 72 &0,

OCI IRIBEDERTE

Threat Defense Virtual BB DR T Kx >y hU—2 (VCN) 2R ELET, bl Lt b,
Threat Defense Virtual D&A > ¥ —7 = A A2 1 5T, &5 4 5D VON AL,

WO FNEIZHEA, FEVCON 252 T T ET, KRIZ, [R*y T —F 7 (Networking) ]IZFE
D, 2k, NI, BIOSNTOEKA o Z—T =4 2D VCN Z{E% LE 7,

ATw 71 OClicm 7 A L, M A Bk LE 4,

OCLIZ A WNZ i i= O MIRIZ B STV ET, Hulkix, mimof EBicE RIS ET, H 25 Hk
NDOU Y —R %, BIOHEIC IR TENET A, BROHIBNICHEEL TWD Z & 2 EHMICHER L TL
7230,

AT9 T2 [y bT—F2F (Networking) 1> RV 52 K& 7 —4% (Virtual Cloud Networks) %3 L |
[VCN DR (CreateVCN) 1227V v 27 LE7,

AT T3 41 (Name) 112, VCN Ob7 0 LT WARTEZ AT LET (] : FTDv-Management)

ATv7T4 VONOCIDR 7BV I & AN LET,

a) IP7 RLADIPVACIDR 712 v 27, CIDR (7 T AL A RAAL UEV—F 4 7)) OFDEIL IPT
KL A& ZFNICEEMTONTWAL—FT 4 T LT 4 7 A0 a7 MaRETT, 728 201E.
110.0.0.0/24) EAFILET,

GE) Z D VCN TDNS AR ML AR L4,

b) IP7 RLADIPV6CIDR 712 v 7, CIDR (7 ZALVA RAAL URV—T 4 7)) ORFLIEIL, IPT
RLREZNCEEMT ENTWDA—T 4 7 T VT 4 7 ZAD a8y NeRBETT, [2/0] 231 &
LTETFONET,

c) Oracle MRABZ T 7 KRy NT—7 128V BT IPv6/56 'V 7 7 AL LTC[IPv6 CIDR7 & v 7
(IPv6 CIDR block) ] &R L £,

AT w75 [IPv6CIDRV 12 v 7 @3B (AddIPv6 CIDRBlock) %7 UV v 27 LT, HLWIPv6 7 v 7 ZBML £,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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w2y kT—y %274 s—Tokm

ATYT6 VCNDIPv6 7'V 7 4 w7 & (] :/54) @MU E,
ATv 77 [VCN DR (CreateVCN) 1 %27 U v 7 LET,

RDBERY

WOFNEICHEL, BEFVCNEZE T LET, BHVCNZET LZH. 2Z2W. NES. 8 X O%MNED
DEA B —T A AD VCN ZERK LE T,

N

GF) Jer—valA=ma—pbP—bREEBRTLHE, EOA=a—|Zar = 2 )X
FRAFRENET, T /N= A MIY Y —=ADOEMHIENDL, VY —A~DT 7 & X%
ML KRV ET, r—hav "= A NI, 7T IRTrEVa=rraShd L&
Oracle|Z L » CTERENE T, FHEIL, L— b3/ X—=F A MIEBHIZEL DI IN—}
A MafER L, 77 BAL—NEZBMLT, EOA—YF—REZNLDI L= A P ER
RLTCT 7y a R TELNERECTEET, FHMIC OV TIEL, Oracle ® K¥ = A b
['Managing Compartments)] [#¢3E] # S L T 7230,

Y RT—=0 X)) T4 JIL—TDEK
Xy hT—27 X2 VT 4 ZA—FT, —HEDOYNIC &, WIC ICHEHENS —HEDEF =2
T A N— VTR S IVE T,

ATy [y F7—F 24 (Networking) 1> [REY 59 Kxv kT—% (Virtual Cloud Networks) 1> [{R#E5 5
D RRy hT7—- OFHM (Virtual Cloud Network Details) 1>[®y k7 —9 %2 T4 J)L—7 (Network
Security Groups) 2R L, [y bT—D X2 T4 JIL—T DR (Create Network Security
Group) 1 %27 Vv 7 LET,
ATv 72 [4AT (Name) 112, *y NU—27 EXa VT 4 FA—T 0L T WARTIEATLET (B
FTDv-Mgmt-Allow-22-8305 )
ATY T3 Next] #27 YV v LET,
RT9T84 EX2 VT 4 —EBMLET,
a) SSH7 Z7®RIZTCPAR— b 22 A4 5/L—L%EBMLET,
b) HTTPS 77 & A2 TCP AR— b 443 ZFFal 4 2/ — L &2BIML 7,
Threat Defense Virtual |3 Management Center /1 L CEBLTE £9°, ZiUZiX, HTTPS ##5 I A — b
8305 S LENRH Y £,

G¥) INH0EX2 VT A N—VEEHA X —T 2 A/VCNICHEHA LET,

AT w5 [{ERk (Create) 1227V v 27 LET,
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B s—rvrr—ryzqonm

A3 —32Yy MT—Fro A4 DER

EHY TRy ST 7 EARRBIZT DI, A 2 F—Fy M= U oA DRLETT,

ATy [y F7—F 24 (Networking) 1> [{REY 59 Kxv kT—% (Virtual Cloud Networks) 1> [{R%E5 5
D Rxy b7 —S DM (Virtual Cloud Network Details) >[4 42—y k5 — ko x4 (Internet
Gateways) |Z®EINL, [1 2 —2y b — b2 A4 DERL (Createinternet Gateway) | %27V v 27 L&
7T
ATv 72 [4AT (Name) 1IZA F—Fy M=t U A DOPYRLTWARTIZATILET (B : FTDV-IG) .
ATV T3 [AV3—F3y b= bz A DR (CreateInternet Gateway) #7 U v 27 LET,
ARTYT A2 H—Fy "= Tz ~DN— FZBMLET,
a) [y bT—F>% (Networking) |1>[{R#EY 5> K2y k7—4% (Virtual Cloud Networks) 1> [{k#8
9359 KRy FT—4 DM (Virtual Cloud Network Details) ]1>[)L— FF—7JJL (RouteTables) ]%
BIRLET,
b) N— P ZBNT 5, T7AN D= T =T NADY) T s v LET,
¢) [JL— kIL—ILDEM (AddRouteRules) | Z7 V v 27 L£7,
d) [F—HvbrE2A47 (Target Type) | K v 7 X o ring, [A 8 —%y hF— DA (Internet
Gateway) | #i®IR L £,
e) SSEDIPVACIDR 71y 7 2 A LET (fi : 0.0.0.000)
f) %D IPV6CIDR 7 v v 7 & AN LEST Bl : /) .
g [F—H Y bk A=Yy T —FrITA (Target Internet Gateway) | K v 77X 7 unb . fERL
77— U oA IR L ET,
h) [JL— kIL—ILDEN (Add RouteRules) 1 %27V v 7 L%,

H I3y FDERK

ZVCONIZIX, D &b 1200 7%y bRHY £9, FFHVCNOEHY 7Ry b &2ER L
F9, £/, B VCN OZE 7 Ry b, NELVCN OREY 7 % v b, BILOYMNE VCN ©
7 Ry N HHETT,

ATy [y F7—F 2% (Networking) 1> [REY 59 Kxv kT—% (Virtual Cloud Networks) 1> [{R#E5 5
D R3y FT7—Y DM (Virtual Cloud Network Details) |>[% 7+ b (Subnets) |Z=IRL, [HTHv
FDERL (CreateSubnet) 1227 U v 27 LET,

RT9T2 3732y FOLNYRLTWERIZ AT LET (i : Management)

AT9 T3 [HITRy bR AT (Subnet Type) | ZiBIR L £9 (HERESN ST 7 4L o [ (Regional) | D F FiC
LET) .

ATw 74 [CIDRZ a7 (CIDRBlock) |IZfEZ AN LET (i :10.10.0.024) ., 73y hOWNE GEAR) IPT
RL AL, ZOCIDR 72y 7 b EGSNET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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ATy TH

ATvT6

ATy 71

ATvT8
ATvT9

559 Ry LEEALEIPG S — ko7 LR |

a) IPv6 ZHINZT 86 1%, [IPv6 CIDRY 1 v 7 #4%hiZ9 % (ENABLE IPv6 CIDR BLOCK) ] 5 = v
TRy I AEF T LET,
b) [IPv6 CIDRZ =y 7 (IPv6 CIDR Block) ] T, IPV6 'L 7 1 v 7 R§iHZE AT L £ T,

[JLb—kT7—7JL (RouteTable) | Ku v 7 &7 inGg, PARNZIER Liz/L— T — 7 OV i % 31
LET,

7 xRy FO[H TRy bFHERX (Subnet Access) | ZiER L £,

BHY 7 Xy hOEE, ZHIEFNRTV I TRy b THLIRLERH Y £7,

[DHCP # < 3>~ (DHCP Option) | Zi#R L £,

DRIMER L= [E¥ 2 )T 4R (Security List) | Z84R L E 7,

[Ty FDYER (CreateSubnet) 1227V v 27 LET,

RDEZRY

VCN (&, ZWr. WE. M) ZfRE T2 L. Threat Defense Virtual % L3 2 {23380
¥ 9, Threat Defense Virtual VCN X DO FNZ DWW TIL, IROKZSH L T 72 &0,

39: Threat Defense Virtual (R389 S5 K& v b7 —4

Virtual Cloud Netwarks in ftdv Compartment

Dracle data cerders Ii ciosely resembles a iradional nehwerk, with frevwall nules and specific types of communication

Hame State CIDR Block Defaull Route Table DNE Domain Hame Created -

959 Rz )ILEFERLEZIPES— o947 FLR

&

ATy T2

ATvT3

OCI CiE, £V 73y MZ—BDIPV6 =T xA T RLANHY, IPv6 b T 7 1 v 7 D%
BE9" A L 9 IZ Threat Defense Virtual CERET AMENRH D £, ZDF—by=A7T KL AL,
75 Rz TOCLa~y REETLTWAY Ty hOFEMNOEE S E T,

[OCI] > [CloudShell ZBi< (OCI% 57 K4 —=3+)L) ) (Open CloudShell (OCI Cloud Terminal)) Ji%
#LET,

WDa<y REFITLT, T7 Ry bbb IPve OFfEMZ S L E7,

oci network subnet get —-subnet id <subnet OCID>

a< I\@%%ﬁ‘% ipvé-virtual-router-ip j?‘—%ﬁ/)“‘iﬁ—o

Cisco Secure Firewall Threat Defense Virtual R 2 — 7 v THA K ()\— 32 14) .
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AT T4 ZOF—DEErar—L, LEIZLCTHEALET,

0CI ~@) Threat Defense Virtual O E

ATy T

ATy T2

ATvT3

RTv74

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

ATv 710

ATv7T1N
ATvT12

ATy 713

Oracle Cloud Marketplace @ Cisco Firepower NGFW {487 7 A 7 © +—/L (NGFWv) Hfh % ff
HLT, arvta—T 420 4L AX 2 A% LT OCI |Z Threat Defense Virtual %2 &3 L %
T, CPUDH, AEVDR, *v hT—2 U Y =R EORHEICHESNT, i~y v =
A TEEIRLFET,

OCl R—Zniza 7 A4 LET,
HUskiE, BEEoOA FBBICEREINET, BROHIRPIZHEIE L TWA Z 2R LTI,

[R—4% v hTLA4R (Marketplace) 1>[7 74— 3> (Applications) [&i&R L E7,

~—%w N7 LA AT [Cisco Firepower NGFW virtual firewall NGFWv)] %53 LT, 828R E

R

RGN 2 iR L. [Oracle ORI B & X— N F— O F M2 MR L TRELE 9,  (Ihavereviewed

and accept the Oracle Terms of Use and the Partner terms and conditions.) | F = v 27 R 7 A% A2 LET,

[ > AX > ADLHE) (Launch Instance) 1% 727 UV v 7 LT,

(471 (Name) ]2, A Y AZ L ADDNYLT WARTEZ AT LET (B : FTDV-6-7)

[xA4 TDZEHE (ChangeShape) 1 %7 Y v 7 L. Threat Defense Virtual (2% 72 CPU O%, RAM O

B, BIOAS X —T oA AOEPHRES NV =47 (VM.Standard2.4 72 &) Zi&R L E7 (B
(298 ~—v) =ZM) |

RS 59 KFxvy k7—2% (Virtual Cloud Network) | Fe v 7% o o inn, [EE VCN (Management

VCN) | Z@RL £,

HEIATI SN TORWEAE, [Ty b (Subnet) | Ky 702G Y7 %~ b (Management

subnet) ] ZEIR L E T,

Ry bD—Y X2 )Ta FIL—TEFERLTES T4 v Y 5T S (UseNetwork Security Groups

to Control Traffic) | IZF = v 7 Z AL, HWEVONIZRE LTt X =2V T 4 7 —T 2 @IRL 7,

[/XTUyDIP7 FLADEY KT (AssignaPubliclpAddress) | A7 v arvRi¥ %270 v 7 LET,

[SSH +—®m3EN (AddSSHkeys) | D F T, [ABF—DREY F1+ (PastePublicKeys) | 47> a AR

&7 Vw7 LT, SSHX—%Z0E0 £,

Linux X—ZADA VAR AL, NAT—RORDOVIZSSH F—_T7 2FEHL T E— hax—HF—%G

AELET, F—_TEL, WEX— AT —CHlSNET, A U AZ U AEENT D & EIT, WEx—

ara—2hkFL, AF—ZRMELET, T4 R 1250 T [Linux A S AF 2 TO

X —_T OER (Managing Key Pairs on Linux Instances) J https://docs.cloud.oracle.com/en-us/iaas/Content/

Compute/Tasks/managingkeypairs.htm % 2 L T 72 30,

[¥#iA 72 3 > DFT (ShowAdvanced Options) |V > 7% 27 U v/ LC, A7 var#RELET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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48— 14 ADERK .

ATy 14 [WIHHEAZ U7 K (Initialization Script) 1D FC, [7 77 RFIHHEAZ U7 R DALY 115 (Paste Cloud-Init
Script) | A7 > a v AR¥ %2 U w2 LT, Threat Defense Virtual @ day0 #% % f5E L £9°, day0 #%
IZ. Threat Defense Virtual ORI FEEIRF 2 H SV E T,

Wiz, [2572 F¥#ER S 1) 7+ (Cloud-Init Script) 1 7 4 —/L RiZa =L CREV AT A Z LN T&
% day0 HERK OB % 7R L E T,

{

"Hostname": "ftdv-oci",
"AdminPassword": "myPassword@l123456",
"FirewallMode": "routed",

"IPv4Mode": "dhcp",

"IPv6Mode": "dhcp",
"ManageLocally":"No",

"FmcIp": "1.2.3.4",

"FmcRegKey": "ciscol23reg",
"FmcNatId": "ciscol23nat"

« FmcRegKey : Z#LlL, 7 /34 A % Management Center |28 &k 572 DI H 405 1 [HIR Y DXk
F—TY, BEF -3, 2P —ERORK 37 LTFOFEETFHTT,

e FmcNatld : ZAUZ 1 BEIRVFEHIND —EOXLFHNTT (22— —NEK) . 7L, T A R &
Management Center 73 NAT 7 /3 A A KD SEES VTV D EEIT. ZO—EOXREY — L [FRFZ—
BEONATID Z AT H0E N H D £7,

ATFvF15 1B (Create) 1227V v 7 LET,

RDBERY

[ERk (Create) |ARZ %22V v Lictk, KEH[FrE T3 =27 (Provisioning) ] & LT
Fon X315 Threat Defense Virtual f v A X LV A ET=H—LFET,

| o

BER AT HAEE=H—FT5HZ EPEETY, Threat Defense Virtual 1 > A X ADIREED [ 12
vy g =7 (Provisioning) 1775 [E1TH (Running) ] 21T L7- 5, Threat Defense Virtual
DOEEENTE T T D RN LEEITIE U T VNIC 26T 2 B ENH Y 77,

A28 —D 1A RADIE

Threat Defense Virtual 1, 1 -2 VNIC 2385 S LR CTHRITIRIEIC A2V £ ([AvEa—
T4 2% (Compute) >[4V RAB VR (Instances) | >[4 Y RAB U AMEEH (Instance
Details) |>[#Efi SN = VNIC (AttachedVNICs) 1ZZ&M) , ZHiI7 T A~V VNIC & ’E
., BEVCNIZ~Y v B 7 &3 E T, Threat Defense Virtual 235 #] D7 — b &5 T 3§ BRI,
VNIC 73 Threat Defense Virtual C1E L < #{H &5 L 512, BARNC/ERR L7aftho> VON 7 R v
L~ (ZWr, WER, 4N @ VNIC 8T 246N £,
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B sssn-vweor—ri—roem

ATwT1
ATvT2
ATvT3
ATv74
ATvTH
ATvT6

ATy 17
ATvT8

ATvT9
ATv 710

3 L < & &) LU 7= Threat Defense Virtual f > A% > A& 8R L F 9,

[ S hf= VNIC (Attached VNICs) ]>[VNIC D{Emk (Create VNIC) JDJEIZER L £,
(48 (Name) 112, VNIC @) LT WARIZASILET (B : Inside) .

(A2 77 K3 v b7 —2% (Virtual Cloud Network) | K2 v 7% 7 )v5 VON 28R L £9,
[V7 %> b (Subnet) | FrRy X oo nbH 7Ry haBEIRLET,

[y b= X2 YT FIL—TEZFERLTES T4 v EHliH1T 5 (UseNetwork Security Groups
to Control Traffic) 1 # 4 CL T, BRL7Z VON HICRELIEX 2V T 4 V7V —T %R L E 7,

[EEL 5D F = v 7 % A% v 7 (Skip Source Destination Check) ] 24 12 LE7,

(A7 vay) [FT7A4—=KIPT KL A (Private IP Address) | #5E L £7, 4L, VNICIZHK LT
FRED IP 2 BIRT 2G5BT DOHMEETT,

IP Zf5E LRWGE, OCLIZH 7Ry MIEID Y THNICIDR 72y 7 b IP 7Y RLA&EI ) Y TE
R

[ % OFRTF (Save Changes)] &7 U v 7 L, VNIC Z1/Ek L E7,

JEBA CHELE 72 545 VNIC IZ2OW T, ZOFEEZMEV KL E T,

EfHEENT=VNICDJ)L— FJIL—ILODEN

ATy T

ATvT2
ATvT73
ATvT4
ATvT5
ATvT6

ATy 17

2. NEE. BLXUOSAETOZ L — T —T I — T —T I — L& BINL £,

[y kT—F>% (Networking) 1> RS 52 K2y k7—2% (Virtual Cloud Networks) 1% 84R L |
VON ([ZBHERF BN TWAET 7 40 bb— v T —7 0 (NERETI3MR) 220 v 27 LET,

[JL— kIL—/LDEN (Add RouteRules) 1 %7 VU v 7 L%,

[#—%5 v b¥ AT (TargetType) | Kr v 77X rnG, [FT7A4~X—KIP (Private IP) | &R L ET,
[56%¢ 4 A 7 (Destination Type) ] K1 > 7% 7 /5, [CIDR 7 v v 27 (CIDR Block) | Z#IRL 97,
[#65C CIDR 7' & v 7 (Destination CIDR Block) ] Z A/ L£3 (f1 : 0.0.0.0/0) .

[#—7% > PR (Target Selection) ] 7 4 —/LV KIZVNIC DT Z A X—KIP 7 KLAZANLET,
VNICIZIP 7 KU A ZBRIGICEID BT T RWEAIE, VNICOFEM (v Ea—F« 245 (Compute) 1>
[41 > RAA 2R (Ingances) | >[4 Y A2 > ADEEHM (Instance Details) | > [#&# S iz VNIC (Attached
VNICs) |) THEHEIV Y TENZIPT RLUAZERTEET,

[JL— FIL—/LDEM (Add RouteRules) 1 &7 VU v 7 L%,

AUH =y M= Uz A BN LTIPV6A VX —Fy N7 7B AZRERT H2561X, IROTFIREZFEITL

£7

a) [2—4v r24A4 7 (Target Type) | Ka vy 7HForhb, [ 3 —%2y b5 — D4 (Internet
Gateway) | #i®IR L £,

b) [46JcCIDROD 7 & 7 (Destination CIDR Block) ] T, IP 7 RL AZFREL £,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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Auto Scale V') 2 —< 3 VD ER .

¢) [¥—F# v b ¥ —Fy F— DU xA (TargetinternetGateway) | Ku v 7 X7 vinG, BEFEOA v
H—Fy N =R TxA 23— KA FNERIRT 200, FBlICER L 7,

ATy T8 BETHELARDLE VNICIZOWT, ZOFIEZBY KL ET,

GE) DHCP £7-1XIPv6 7 RL AT L7 4 v 7 AKX HI—F 4 7 IV— )L THERINTZIPV6 7 R

L AW /128 DA . Threat Defense Virtual /L — b7 — 7 LIZIR D — kS Z BT 5 LERNH Y
iﬁ‘o

ipv6 route <interface name> <interface subnet CIDR> <ipv6_virtual router ip>
B
* ipvé route inside 2603:c020:5:5800::/64 £e80::200:17ff:£e9%6:921b

®* ipv6 route outside 2603:c020:6:ba00::/64 £e80::200:17ff:fe21:748c

Auto Scale V') 11— 3 VD ER

ROIATIE, Auto Scale ¥ U 22— 2 D3 R—=2 kA OCI @ Threat Defense Virtual T &
D X D ITHERET D DT HOWTELA L £ 9,

Auto Scale ) E A {5

OCI T® Threat Defense Virtual Auto Scale Y V =2 —> a3 VOB AMZ KO R LET, £
Z—F v MaFOBR— AT i, VA= =7y NI =T OB EDEEMH L
THR—=IREDINR> TNBERT Y w7 IPT RLARH Y 97,

77 4w 7k LTHR—= FR—=ZADFIENRARETH Y . NATLV— %N L CTERHATEET,
ZHAZOWTIIROETIA L E 9,
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. 2a—7

40 : Secure Firewall Threat Defense Virtual Auto Scale D& A 5D

Instance Pool

I
! Repty of Outbound Traffic Reply of Inbound Traffic : -
FTDv 1

Iy

Inside M;I,\,m Outside

ILB

User H FTDv 2
Applications |

] Fieply of Outbound Traffic Reply of inbound Traffic

ide Mgt Outside

Z

A

FTDv N

Reply of Outbound Traffic Reply of Inbound Traffic
| gd Inside 5 Outside i 1
1 Mgmt 1
1
Outbound Traffic
— Inbound Traffic

Z D R¥ 2 AL T, Threat Defense Virtual Auto Scale for OCI VY V = —3 3 U ZE AT 5
DFEM72FNEIZ DV TE L E T,

(&

X3 e AZBIATARINC., REXFa Xy FERE2RHALI I,
B ZBHAET BENC, BIRGMEEZmIZ L CWD Z & 2R LET,
c ZIZICHHE SN TWAFIELE FEITNEFICHE > TWVD I L 2R L ET,

B S1F

MR XURY O—
VY a—a BB ATHEDICNER OCI DR ERY —iTkD LB TI,
1. A—H¥—FLUIIL—7TF

N

GE) a—P—L I N—TE2ERT AT, OCla—Y —F 3T F oo —EHETHLLENH Y
9,

Oracle Cloud Infrastructure D+ —%—7 h o & FO—HP—=THh o " RNET 5T
N—THEER LET, 2= =T Ao FaRoB# 7/ L — 7 BIEET D51, 1ERT
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HZUHEIHY A, =P —L TN —TDERFIEICHONTIE, [T r—TF L a—P—
DAERL] 2B L T I,

2. TI—T Ry —

RV =R LG, ZNEITN—TICv v B TTHXLERLYET, AU —%1E
R 5I2iE, [OCI > [PATYT4T4&tF2) T« (Identity & Security) >[4
< — (Policies) ]>[H1) > —®DYERL (CreatePolicy) JICBEI L £4, ORI > —Z2{Ek
LT, B Z v—Fl28mL £,

« 7 L—7 <Group_Name> 732 73— [ A | <Compartment_Name> TA bV v 7 %
R L&A LET,

« 7L —7 <Group_Name> 731> 73— k A >k <Compartment_Name> C7 7 — L&
BITLHZ LEFFILET,

« 7L —7 <Group_Name> 73 = > 73— K A >k <Compartment_Name> T ONS k& v 7
EHT L ETFALET,

s 7 L—7 <Group_Name> 732 73— [ A > s <Compartment_Name> TA hVU v 7 %
MRAETDHZEEFATLET,

« 7L —7 <Group_Name> 73 =1 > /3— k A > <Compartment_Name> TA U v 7 %
BAD T E AT LET,

7 )—7 <Group_Name> 731> /3— k A >k <Compartment_Name> T ¥ 7 D4 fijZE
MEEHT2 22T LET,

7 N—7 <Group_Name> 73 2 > 73— k A > h <Compartment Name>Cw 7 7 )L — 7%
FAHAID 2 E HFFA I LET,

« 7 L—"7"<Group_Name> I3 A A K AT — L a2 73— Kk A | <Compartment_Name>
AT 2T LET,

« 7 )L—7<Group_ Name> 37 F > b T/ 70 Ry = VAT L2 L 25 LET,

« 7 L—"7<Group Name> 37 F > hDOAT V=7 N A ML —UA4RTZEME AR D 2
LA LET

« 7 L—7 <Group_Name> 75 FND U RY Y 28452 L 27 LET,

N

GB) TFU LA TRY—Z2ERT 52 L b TEET, 22—V —OFMLLHWOL LT, T
TOMHERZ BRIZHEETE LT,

3. Oracle % DR

Oracle B84 53 8] @ Oracle Cloud Infrastructure V) V' — A2 7 7B A T&E 5 L 21235121k, B
BETATI v I ITN—TIZEDTHE, TDN ) —RA~DEAFTI T TA—F T
TRAEFAITHRY U—EER L ET,
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https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionscreatinggroupsusers.htm
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4. FAFIVITIN—TDERK

AT w7 IN—T%EkT 5121, [OCI>[FAToT4T4 X1 T4 (dentity
& Security) > %4+ 32 v Y5 I)L—T (DynamicGroup) |>[FA4F I v I T IL—TDk
BX (Create Dynamic Group) JICB8E L £,

BAF v 7 T —T OIERRFCR OV — LV EfRE L £,
ALL {resource.type = 'fnfunc', resource.compartment.id = '<Your Compartment OCID>'}
HAFI v I TN—TDEEMICHONTIE, RESBRBLTL XN,

* https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm

* https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingdynamicgroups.htm

5. FA4FT IO TNL—TDRY) >—DERK

AU —%BIT DL, [OCI> [TAToT14T4E2F2 )T« (Identity& Security)
1>[RY 2 — (Policies) 1>[R1) >—®D 4R (CreatePolicy) [ICBEN L E3, KOKY > —
I N—TIBIMLET,

Allow dynamic-group <Dynamic Group Name> to manage all-resources in compartment

<Compartment OCID>

GitHh M5 D77/ IILDA > O—FK

FTDv : OCI Auto Scale Y V = —< 3 %, GitHub UARY MUY EAXATEHEAINET, VAT b
VNS T7 7 ANE T NVERIIE T e — R TEET,

Python3 IZ15

makepy 7 7 A Wit HEINT VAR NINIZHY £9, 207 v s T AL, Oracle BI% &
TV —= T 7 ANEIIP 7 7 AVIZEMLE T, TNDEX—F v N7 4 F—|Za—
LET, INHDOX A7 ZRITT5I21E, Python 3 BRENHE SN TWDILERH Y 5,

)

(GE)  Z®Python A7 U7 Fd Linux BB COAMHTE £,

AVISAMSYFETE
WERETHVLERHY £,
1. VCN

FIDv7 7’V r—3a VOBEMFIEC CVCNZER LET, £ X —Fy h~DL— kiR
HY o7 xy "R 12OUESHDL A v F—Fy b — U = A B 272 VPC Z{E
E‘Zl./iﬂ—o

VCN OAERIZ DU Tik,  Thttps://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/
creatingnetwork.htm] ZZH L T3V,
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https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm
https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingdynamicgroups.htm
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/oci
https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/creatingnetwork.htm
https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/creatingnetwork.htm
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2. 7V —savyIry b

FIDv7 7'V r—ya U OBERIS LT 7 Ry hEERLET, ZO2—RA 7 —RIZHE->
TV VY a—var&28AT A%, FIDVA VAZX UV ADERIZ 4 2OV T Ry MANEE
-(“jqo

BT H v FOFERRIZ W T,
https://docs.oracle.comven-us/iaas/Content/Network/ Tasks/managingVCNs _topic-Overview of VCNs and Subnets.htim#
AL TLTEEN,

3. MY TRy b

BTy ML, A V2 =%y FF— T = A ~D [0.0.0.0/0] O/L— FRMLETT, =
DY 7R v MZlE, CiscoFTDVDAERA o H —T = AL A L F—F v AT — RAXF
VHNEENTWET, TU MUY RET 7 4 v 7 HIZNAT 7 — FU = A BB
TWAHZ LafEd LET,

FHEHIZOWTIE, RO~=2T7 VEZRLTIZEN,
* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managinglGs.htm

* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NAT gateway.htm#To_create a_
NAT gateway

4. WNEH TRy b

. NAT/A v B2 —F%y P — T = A OFEIC D OT, T r— g %7
Fyv MLl TVWET,

N

GE)  FIDvEFHETve—T7 084, F—F80 2N L TAX T —X P —s3— (169.254.169.254) (%
ETEET,

5. BEY IRy b

YT Ry NI, FIDv ~® SSH ¥ 2Y R— 5 L 5127V v 7 12T 25BN H
Diﬁ—o

6. HEEEH TRy b
ZOY T % M. Oracle #EEED BB T4,

A\

Gx) IOV TRy MZiE, NATGW (1 F—% v b GW TIEARW) ~0 0.0.0.0/0 /b— FAMIE
‘/C“ﬁ—o

ZOY TRy NONATGW O/37 Y » 7 1P X, Management Center Virtual 33 J2 U" Threat Defense
Virtual DNSG (> V=27 ¥xa VT 4 J—7) THATILENDY £,

7. EF2UTA4 =T  FIDVA VREAVADFY bT—9 X2 )74 JIL—T
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. Secure Firewall Management Center (D BiT#2 &4

Oracle B3 ([FIC VCN N) 23FTDv OEFH T FL A2 SSHE#ERRETE 5 L 51, FIDv A v~
AR ADEX 2 VT 4 TN—T 5 ELET,

8. #IPxY FRFL—PDEHIZERM

ZDFT Tl FA ]\ L — U DAETZEM X, configuration.txt 7 7 A /L & FF D5 Web A
FEBRANT 57D SN E T, configuration.txt 7 7 A /LD FHFGFRFEF A Y 7 = A K
EERT DL ERH Y £4, ZOFRRIESNIZ URL (X, 7 7 L— b OREBIRHIAEH]
SNET,

A\

GCE) 7y m— RENTEROBEIC, HTITPURL ZS L TCFIDV A Y A B U AMDLT VB ATE 5
— k %Eﬁﬂlh\ L/ij—o

FTDv %j@@]j‘é L . $ copy /noconfirm <configuration.txt file’s pre-authenticated request
. . . N R AN vt
URL > diskO:Connfiguration.txt I~ & ]\ﬁ3§%ﬁ’éﬂi”§‘o

Zoawr RIZXY, FTDv OfLH) % configuration.txt 7 7 A L T ETE 5 L 12720 77,

Secure Firewall Management Center D RII3Z 54

Threat Defense Virtual 7 /34 2 & EET H121E, 7IUEKRED VLV TFTNAL AKX —V ¥ ThbH
Secure Firewall Management Center % {1 ] L % 9", Threat Defense Virtual |Z, Threat Defense Virtual
A~ > NZEI) Y CHREBA VX —T oA A LD FMC 2548 L CGEfg LE T,

BEDOT N, AR —%RBE LT, BHxd A A b—/17 5(Zi%. Threat Defense Virtual
ﬁﬁkﬁﬁ WCHFERT NAATN—THFI LD ETIAT V27 bEERLET, T34 &
TN — 1A E T2 TR T OB ED Threat Defense Virtual f > AKX VAL v v =2 SNVET,

DI TIX, Management Center % {3~ 5 72O O IR e FIEOME 2 L £ 3, FIA
DOFEHIZ DWW TIE,  [Firepower Management Center ConfigurationGuide] #Z L T 72 &0,
Management Center % #E{ii 3~ 2 BfI%, IROIEHREZ LT FEL T ZE 0N,

« Secure Firewall Management Center ®/X7' J > 7 [P 7 KL A

e A—P—Z L RAT =R (AR YR=ADRT—U T RHEHR>TODEHEIE, 2o
Da—W—n A MNEREFFET DLERDH Y £7)

X VT 4=
« Secure Firewall Management Center D7 27 E AR Y > —4

» Secure Firewall Management Center @ NAT 7~ U 3 —%4,

* Device Group Name
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Secure Firewall Management Center T 1—H—0D & .

Secure Firewall Management Center TD 1 —H —D{ERK

Auto Scale Manager 72 \F 23 197 % & B MERR 2 7D Secure Firewall Management Center "CHT#
a—HP—2fER LT,

\)

(X)) MOFMC Y ar DBt zbi<7-®IZ, Threat Defense Virtual Auto Scale ' V = —3/ 3
B @ Secure Firewall Management Center =—%—7 1 7 > &2 FFOMLERH D £7,

B P HENR % £ Secure Firewall Management Center CHT L\ 2 —H —ZAEk L9, [ A T4 (System) |>
[1—Y— (Users) | DIEIZZ U v 7 L, [2—H—DFERK (Create User) | %7 Vv o LET, =2—F—4
1. MOE DI Linux IZXH LTHEITHLILERZH Y 7,

BT, AT () L BROT Y H—2aT () BMERART, &K 32T

s FRTIIT

ATy () DHIBDDHZEIFTEY, WFEEME, EVAR () Tybh~—7 (@) . AT v
T () AR

BRI N E o —F—F T > a VA AT LET, FEMIC OV TiX,  [Firepower Management Center
Configuration Guide]] Z#ZMB 1L T &V,

TINAR TIL—TDIERK

FRARATN—FIZL0 BET A ZA~DRY > —DEIY YT L AR M—/VEFNHEIC
TEET, TS AT NAN—TEEHFK L, V= NVEHEATHILERNSD ET, T XA AT N—T
I 72T RN TORRED Threat Defense Virtual f v A X L AT v a2 SRET,

ATFYF1 [T/A4 R (Devices) |>[T/31 AEHE (DeviceManagement) | DJIEIZER L £,

ATY T2 B (Add) | Fay 7 H o A=a—nb, [Z—70BN (Add Group) ] &R L F7,
ATV T3 TARARTN—TZEANSLET,

AT T4 [OK]%E227 U7 LTTNRA AT N—T2ER L ET,

2YRIT—DERANAT O FOERL
Threat Defense Virtual D2 EZF AT AU TOL TP =7 FEER LET,

2Ty 1 4Hi 2 oci-metadata-server T IP 2% 169.254.169.254 D7 A k& {ERE L £ 37,
AT v T2 4HIH health-check-port THEAY 8080 DR — F Z{EAL L £9, SHEIE U THIZH AR — FZ21ERLET,
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AT9 T3 WA v ¥ —T7 A A%ERL, [41 22— 4 X (nterface) |>[F¥a )T« Y—> (SecurityZone) ]
ZBRINLET, =7 v K Routed) 24 A FELTEIRLET, A F—T7 =1 A4 (inddesz’z E)
EHRELET,

ATV T8 WA H—T oA ZEER L, [ 32 —T 4R (Interface) 1>[EF¥a )T« J—> (SecurityZone) ]
BEIRLET, V=7 v R Routed) 12X A 7L L TEIRLET, A ¥ —T A A% (outside-sz 7z
L) #EELET,

NAT R & —DER

NAT RYU > —%ERR L, AEA V Z—T 2 A AT AU r—a il VT 7 4 v 7 hliik
T HTDITHE 72 NAT V— VB L £9, RIZ, ZTOKRY 2—% Auto Scale FHIZ/ERK L7
FTNRA AT N—TIZT X v F LET,

ATY 1 [T/N4 R (Devices) |>[NAT] DNEIZEIR L 9,

ATY T2 [HLWAKRY — (NewPolicy) | Ku w7 &> U A KT, [Threat Defense NAT] % E&{R L £,

ATv 73 [4A] Name) I —BDOL4RIZANLET,

ATy T4 VEIZE T, [#i8 (Description) 1 2 AL ET,

AT v TE NAT L— b i E LE T, NAT b—/LOERES LONNAT R U 2 — O HEDTA R T4 1220 T
iZ. T[Secure Firewall Management Center Device Configuration Guide] [J%3E] @ [Configure NAT for Threat
Defense] ZZML T ZSV, ROKNZ, V— IV ERET HEEOERNRT 7o —F 2R LET,

41:NAT)L—)L

- Dirsctisn Typa Baairos Dastinstion Originsl Original Original

Tranststed optians
Interface Objects  Interface Objects  Sources Destinations Sarvices Sources

¥ HAT Rules Bafore
r “ic 1, cutaide- mane 14 Pade-pone . it @ trinstace @ Orpinal a @ or
& ik by Walde-sens §, cutiida-cons i) oo @ trisriace gorwns 1 8 oo
& B, Waide-20ne [P —— & trtnrtace a - & on
r 2ot Lu intide. pene 14 comnidegonn S el markatpnace-ute-subm ) Intertace 1 B @ on

v Auto NAT Rules ATEr,

¥ HAT Bules Aftar %

ATYT6 [fRTF (Save) |27 U7 LET,

NAT JL—ILDERL

— A2 NAT L—/L Tk, WERY RLRZHRA v H—T =4 ADIP T RLADKR— MIE
BLET, COXATDONATV—NDZLaAf L F—Tx A A R—F 7T FLRAZEH (PAT)

ERFOVET, FEHIZOWTIX,  [Secure Firewall Management Center Device Configuration Guide ]
@ TConfigure NAT for Threat Defense] #ZM L T &V, [HFE

NAT R Y 3 —|ZMBERRD 2 SOMENL— NV EZRELET,

ATFYT1 AT RALVAF =2y 7 TiE, IRONAT L— L EZHRELET,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-nat.html#task_210AE84BB62745E69AC1A1BF0ACEA548
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NAT JL—ILD1ERK .

s {575 — 2 (Source Zone) : FMHY —
584c> — 2 (Dest Zone) : NERY —
* JLOEIEIC (Original-sources) : any-ipv4
« TLO%ESE (Original Destinations) : EF7EA > ¥ —7 = A AD IP
« SLOEIFEILAR— K (Original source port) : 7 7 4 /b k
« JLDO%ESEAR— I (Original-destination-port) : health-check-port
o WA DiE(FTC (Translated-sources) : 38551 ¥ —7 = A AD IP
o M A58 (Translated-destination)  : oci-metadata-server
o ¥R A5G 0 — b (Translated source port) @ 7 7 4 /L b
o BB H5EEAR— b (Translated-destination-port) : HTTP

WOKIL, AN RAVAF = 7 DONAT b—L &R L TOVET,

42: 4 2IN) 2 EAJLR NAT )L—)L

Interface Objects lm::n PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipvd v @ Translated Source: Destination Interface 1P o
i) The values selected for Destination Interface

e e Objects in ‘Interface Objects’ tab will be used

Original Destination: Source Interface IP v A - 2
i'§ T™he values selected for Source Interface
Objects in ‘Interface Objects’ tab will be used Translated Destination: oci-metadata-server v

Original Source Port: v 9 Translated Source Port: v W
Original Destination Port: oci-health-check v Translated Destination Port: HTTP v 2

RTYT2 7O MY RAVAF =y 7 TE, RO NAT b=V EFRELET,
« %576 — 2 (Source Zone) : WY —
« 5855 —2 (Dest Zone) : NIV —
« JLDF(EIL (Original-sources) : any-ipv4
« JLO%ESE (Original Destinations) : PE{Fi0A % —7 = A ZAD IP
s LOFEFILA— F (Original source port) : 7 7 A4 /L b
« TDO%ESEAR— b (Original-destination-port) : health-check-port
o BB HDE(EIC (Translated-sources) : SE5GEA % —7 = A AD P
o B A 5550 (Translated-destination)  : oci-metadata-server

o LU A E(E AR — N (Translated source port) : 7 7 4 /b k

Cisco Secure Firewall Threat Defense Virtual R 2 — 7 v THA K ()\— 32 14) .




0CI ~0) Threat Defense Virtual D& A |
B 7rex®uo—otm

o MK H5EEAR— b (Translated-destination-port) : HTTP

WKORIE, T RART L RANLAF 2y DONAT L—LERLTHET,
3: 79RO REANILR FT YD NATL—)L

Interface Objects Trlnlhtinn PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipvd v Translated Source: Destination Interface 1P v
QT?'! values selected for Destination Interface
i T o in “Interface Obj il e
Original Destination: Source Interface 1P v T e
w."nc walues selected for Source Interface

Objects in "Interface Objects’ tab will be wied Transiated Destination: oCi-mMetadata-server v 2
Original Source Port: v Transiated Source Port: b+
Original Destination Port: oci-health-check v 9 Transiated Destination Port: HTTP v e

FIAEIZ, Z DR ED Threat Defense Virtual 731 AT v a2 Xb X HIC, 28O NAT V—L &5 —X
N7 74w 7IBINTE ET,

T AR —DERK

WHESISBINEA~D N T 7 4 v 7 B T57 7 v AHEEZRELET, LERTITORY
V—EELT VAR V—EERTEET, ZTOR—FD T T 4 v I BT AL RZHET
EHE0IT, ERMR— ATV MR T OMERHY ET, TI/ER A be—b
RUT—NTIE, 7278A2A 3y br— L b= L > TEEOEHHRT A A TRy U —
7 NI T4y 7 RS DR T IER RSN E T, SIRBREAZER T LTI, v—b
DY) 72 AE R E NPT 23R " K T3,  [Secure Firewall Management Center Device Configuration
Guide] [#<5E] T [Best Practices for Access Control Rules] DIHZZM L TL 72X,

[N Y2 —ED YT (Policy Assignments) | &M LT, 734 27 —7 (FEERMFDO—HR &
LR 27 78 AR Y —icHl0 4 TE T,

ATw 1 [[R) >— (Policies) |>[7 Y XHl{#l (AccessControl) | Zi&R L £ 7,
AT9FT2 [HLWAKRY— (NewPolicy) 127V v7 LET,
RATv T3 [4H1 (Name) | IZ—EDA4RIZAN L, A7 3 T (Description) ]2 AN LET,

RT9T4 BAOEX2 )T AHEEN—NVERELET, FEMIZONTIX,  [Secure Firewall Management Center
Device Configuration Guide [#€3E] @ [Access Control] ZZM L T 72 &0,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html#ID-2176-000005b6
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
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rzo—rorst [

INATD— RFDEFL

ATv 1

ATvT2

\)

GE)  ZOFIEOFEMHIZIOWTIZ, Vault &> —27 Ly FOERR 28R LT FEEN,

FTDv O/XA T — K%, BEIR 7 —U U THHICERESNDTXTOFIDY A VAKXV AZRTE
THEOIHEHAESNET, /2. WL ONDOFRE HBYTRest AP 2 FEUNM 372 b D15t & 1ERK
THEDIERSINET,

L7=NoT, AT — RERFARTF L CABETILERH D 7, HERET LMEHED
D, TL—rT XA MEXTO [RATU— RORESCHRITFIITEERYA, AT —RITIL, K
B ENTEROLEFHT 20BN’ £7°,

S L SNTERD AT — FZ2RUFT 51213, ROFIEEFEITLET,

Vault Z1ERk L £ 7,

OCIVaulti%, ¥ A X —IEEbLXF—2ZRIMERB L OMRETFT 2 —E R &, N6 2 HT IR E1L
BIXOEBSTAFEZRELET, LENR-T, Vaultid, HEIZA— LV Y a— 9 o OEY Oy L F
Cay =AY MOHERRT AHERNH D £ (E21ER L TOHRWER)

[OCN>[FATYT4T4&EF2) T« (Identity & Security) 1> [Vault] > [FriRVault &R F 7= E4ERK
(Choose or Create New Vault) 1128 L £,

v AH —HE e b — 2B L E T,
=T XA RNDNAT— REEF LT DI, v AX =B Lx—N 1 DV ETT,

[OC>[FATYT4T4&EF2) T« (dentity& Security) ]>[Vault]>[F—D:&RF 1= (IR (Choose
or CreateKey) JIZBEI L £7,

FEOE Yy hET, ESNET LI XAOWTRPNBIEEOF— BN L 7,
1. AES: 128, 192, 256
2. RSA :2048, 3072, 4096

3. ECDSA : 256, 384, 521
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https://docs.oracle.com/en/database/other-databases/essbase/19.3/essad/create-vault-and-secrets.html
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. Threat Defense Virtual DR 7 7 1 L D EfE

4“4 xF—01ER

Create in Compartment

<>

Protection Mode @

Software v
Name

My_key
Key Shape: Algorithm () Key Shape: Length

AES (Symmetric key used for Encrypt and Decrypt) 4= 128 bits e

Import external key
Create a new key by imperting a wrapped file containing key data that matches the specified key shape. For more information, see Importing Keys

=& Show Advanced Options

RATY T3 B LENT XA T — REERLET,

1. [OCI]>[ Cloudshell (OCI Cloud Terminal) ZFi< (Open CloudShell (OCI Cloud Terminal) [IZf#)
LET,

2. <Password> ZBEVO/NAT — NIZEEMMZ T, ROa~v L FEFATLET,
echo -n '<Password>' | base64

3. BIRLE Vault 5, BB b=y RBEA L P e RAZ—IEEALF—DOCIDZ a2t —LET, KDL
WEEZE XL ThE, Biefba~r REFITLET,

*« KEY _OCID : &—® OCID
» Cryptographic_Endpoint URL : Vault ®k55{t—=> KA > s URL
s Password : /XA U —

EEILaT UK

oci kms crypto encrypt --key-id Key OCID --endpoint

Cryptographic Endpoint URL --plaintext <base64-value-of-password>

4, FERoa<xr FOHIINLREEXEay— L, LG CTERLET,

Threat Defense Virtual D1ERL T 7 1 L D #E i

TV = a URERENTWAY, T r—2a ORI URFIHTHETH B L
NHY ET,

ATy T BT DN, ROATINRT A =2 ELET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)



| oCI ~ Threat Defense Virtual D& A
Threat Defense Virtual D8R 7 7 1 JL D% .

INT A=A —B 54T Bl

9

tenancy_ocid sl ThHU Y NBBTHTF L RO OCID, TF vk
@D OCID % JBOlF 2 HEIZHOWTIE, 2bbias
LT EN,

7> h® OCID I%
ocidl.tenancy.ocl..<unique ID> @D X RIS

7,
region pacl U —2%ERT 5 Y — 3 v O—E O F.

f : us-phoenix-1, us-ashburn-1

Ib_size ST FANZ T B EY 3 =2 7T 508 L OWE e —
FARZ Y OEFHHEE (AR XIOHD) &k
ETDHTTL—h,

HAR— b ZAAMHE : 100 Mbps, 10 Mbps, 10
Mbps-Micro, 400 Mbps, 8000 Mbps

%1 : 100 Mbps

availability_domain pre] % : Tpeb:PHX-AD-1, Tpeb:PHX-AD-2

(%) A 2T LD KA A 4 ZEET
HIZiE, THHESBLTLEEN,

min_and max_instance count B < XYY fE A VAR VAT = NARFFTHA AR ADE
NS B KRB

Bl : 1,5

autoscale_group_prefix peE T 7= AL TERLIEY Y — A D4
a7V 74w s A, e E Y Y—RT
L7 4 w7 AL LT lautoscale] ZFTT D &,
3 TP Y YV — A(Xautoscale resourcel,
autoscale_resource2 @ L D IZ4 BIAHT HILvET,

mgmt_subnet_ocid S {4 % B~ % » ko OCID,

inside_subnet_ocid padl 9 2 NE 7k v k@ OCID,

function_subnet_ocid pa2 Tl il 2 #RED 71 v D OCID,

outside_subnet_ocid CFH 3 24887 % » k@ OCID,

mgmt_nsg_ocid el FERATHIEHY T2y bORy U= X2V
T4 7 —70 OCID,
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NS A—%H T—RE84 7 Bl

inside_nsg_ocid pasl ERT2NEY 72y hOFy hU—7 X2
F 4 7 —7® OCID,

outside_nsg_ocid pac=l T 7 %y bOFy hU—7 X2V
T4 7 —70 OCID,

elb_listener port 1~ X0 A NEa — KT oY ZF—O@ER—FD Y R
]\O
% : 80

ilb_listener_port H = K81 fE N — KT 23 ) 2 F—Di@ER— FD Y 2
}\O
%l . 80

health_check port pac=l NNVAF =y 7 HFETTHr— KT U —0
Ny 7oy RF— S —R— |,
1 : 8080

instance_shape pacl ERRTAA AR ADY = —F, A ST L
D, A AZ L RZEID B THND CPU DEL,
AEVOE, BLOZEOMDU V) —ABRE I
*7,
HPAR—FENTWEL=—7 : [VM.Standard2.4|
B L' TVM.Standard2.8 ]

Ib_bs_policy pasl WNERR L OSNT e — KT ooy 7 R
vy MFEHT 22— RT3 oY RY —, m—
RANZ B R Y =D DOV TEEL < 1
IHLESBLTLEEN,
PAR—hSHNTWDIE : TROUND_ROBINJ |
[LEAST CONNECTIONS| . [IP HASH]|

image name pasl A VAL ADIERIHEHT~—r >y LA

ADA A=,

77 4 /v M# :  TCisco Firepower NGFW {5 7 7
A7 74—/ (NGFWv) (Cisco Firepower NGFW
virtual firewall (NGFWv)) |

GE) TAL IA A=V E BT 5813,
custom_image ocid /X7 A — X & IE

TORENRDHY £7,
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INT A=A T—4847 Bl

scaling_thresholds H < XYYl A=A e R —)LT 7 S TERT 5 CPU
HHROLEVME, A7 —IAf v ERr—LT
FOLEVMEZ D~ TRUI>TANLET,

% : 15,50

ISIZFAT—N AL DLEVHE, 501 ZAFr—1T
7 RO LEVWETY,

compartment_id Sl U V=2 EMERT % =8~ kA k@ OCID,

f : ocid1l.compartment.ocl..<unique |D>

compartment_name SCERE| L R— KA 4
custom_image ocid pe=l <=k NP A AL A—DREH LARVES
2y A VAL ZRERATAE D A7 LA A —
T ? OCID,
GE) custom image ocid (34T 3 T
A—H T
ftdv_password el Threat Defense Virtual Z #3572 ®1Z SSH #%5¢

T AEED ., Threat Defense Virtual DIEE{LIE =D
INAT— R, NAY— R 5T 2 75O 0
TiX, 274 FXalb—yvar A REERTS
N, ZTHLESRLTIZEN,

ftdv_license type LA Threat Defense Virtual 7 1 =2 A% 14 7" (BYOL
F£ 721X PAYG) , HfE, BYOL 3R — k& T
l/ \ \35 —g—O

cryptographic_endpoint SCFH Wby RARA » ME, RAT— ROEGITHE

A &5 URL TF, Vault THETX £1,

master_encryption_key id bl INAY — RO &7z % —d OCID,
Vault TR TE £7,
GE) master_encryption_key id &

cryptographic_endpoint D i 5 23[F] U
Vault (ZJ8& L TW O RERH Y £,
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INTGA—4H

=R 84T

9

Bl

fme ip

pas2 i

Secure Firewall Management Center @ IP 77 N L &
71 A X~ —7> Threat Defense Virtual 1 > A % > A
ZE T 5 72 I 9 % Management Center 0
1P,

GE) Management Center @ IP [, Threat
Defense Virtual £ [RI Y7 % v MZdH
LDHENDHT T A N— | IP &fEH
TEEd, TS OGEEIE. T
Vo 27 IPEZERTL20ERH Y F
R

fmc_username

pa2 7l

Management Center 7 % 7 o h D2 —HF—4 Z D
Z—HF—4 1%, Management Center (21 7 A > L
C. #r L\ Threat Defense Virtual f > A % > A D
EEDOIZNTHRETHEH SN ET,

fmc_password

pa=ll

5 5k S L7220 Management Center 00 /XA U —
Ry NAT— RZEWREHET 5 FIEICOWTE, 2
LHESRLTIZEN,

fmc_device group name

pas 2l

Management Center (27 /XA A7 /L—TR3H Y |

Z @ Auto Scale Y U =—3 3 DT TD Threat
Defense Virtual 5357723 % D 7 — 7B S LT
WARERBD ET, kv, RUARY —
EHRRZ TN DT NTUTHEHA TE £,

enable_memory_based scaling

Bool

Secure Firewall Management Center Virtual 7> & Threat
Defense Virtual A€ VEHELZARLET, ZD

TITEAMITHI LT, AEVMHARICHE
SNTAT =Y T aFATTEET, 774/ b
TlE, CPUEREMMER S NE T,

fmc metrics_username

padl

enable memory based scaling 7 7 7 & H I LT
AEUMERRZERLHE, FATHhOTTo
Threat Defense Virtual f > A X% AE A€ U fif
MEZ T VT 572D Sh D 720,
1B/ Management Center =—H— 7" 71 7 > K3
BT,

fmc_metrics_password

pa2 7l

5 A DB N0 Management Center 7 4 7 >
FDSRAT — R, N2AT— RERS{ET 5 FIEIC
DONTIX, 2HHEZMRLTLEE N,
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INTGA—4H

—_

F—

2847

Bl

Profile Name

OCIDa2—HF—DT a7 7 A VATT, 2—F—
DTaTFANEIVarOTFICHYET, i
loracleidentitycloudservice/ <user>@<mail>.com ]

Object Storage Namespace

T I b OERRRRZ R S D — B Ok T
4, [OCI]>[&# (Administration) [>[T7F+ >
DM (Tenancy Details) I8 L £,

Authorization Token

ZHuE, OCl =7 LA KV IZ Oracle BI% &
Ty adH T EEFFAIT D Docker # 7 A 2 H
DRAT—RELTHEAESNET, [OCI>[7 A
ToT4 T4 (dentity) |>[1—H— (Users) 1>
[A—H DM (User Details) |>[ER5E k—2 >

(Auth Tokens) |>[b—2 DA R (Generate
Token) JIZBEHL 9,

ATw T2 ROWNED Configurationjson 7 7 A /L& 1ERL L £3,

{

"licenseCaps": ["BASE",
"performanceTier": "FTDv30",
"DONTRESOLVE",
"RegistrationId": "cisco",

"fmcIpforDeviceReg":

"NatId": "cisco",

"fmcAccessPolicyName":

"fmcOutsideNicName":

"MALWARE",

"THREAT"],

"fmcInsideNic": "GigabitEthernetO/0",
"fmcOutsideNic": "GigabitEthernet0/1",
"fmcOutsideZone": "<outside-zone-name>",
"fmcInsideZone": "<inside-zone-name>",

"MetadataServerObjectName":

"interfaceConfig": [
{
"managementOnly":
"MTU": "1500",
"securityZone": {

"name": "inside-zone"

}l
"mode": "NONE",

"ifname": "inside",

"name": "GigabitEthernet0/0"

"managementOnly":
"MTU": "1500",
"securityZone": {

"name": "outside-zone"

}l
"mode": "NONE",

"ifname": "outside",

"name": "GigabitEthernetO/1"

}
] 4
"trafficRoutes": [

"oci-metadata-server",

"<autoscale-access-policy-name>",
"fmcNatPolicyName": "<autoscale-nat-policy-name>",
"fmcInsideNicName": "inside",
"outside",
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"interface": "outside",
"network": "any-ipv4",
"gateway": ""
"metric": "2"
}I
{
"interface": "inside",
"network": "oci-metadata-server",
"gateway": ""
"metric": "1"

1
}

AT 73 Configuration.json % #ki% € CHEH L £,
ATYTE 77 ANEF T2 N ARL—Y AR—2ZT7 v Fu—RFLET,

configuration.txt 7 7 A /Lix, = —HF—=IMER L7=AT V=7 h A ML= A=A T v 7 a— KT 54
R, Ty Fa— N7 7 AT D HERRAEY 7 = A M EAERT A ERH Y £,

GE) A&y 7 DJERT, configuration.txt D FHIFBFEH A Y 7 = A N URLAMEH S TW5D Z & & hfe
RLET,

GE) OCI THAIFERER 2 URL 2B % & SICADMIRZ ERTDLEN DY £9, YV a—a
YOFATRICHIRGINIZ 2 620 E 912, ZoHMZ 7k LTSN,

RTY TS Zip 7 7 A VEERLET,
makepy 7 7 A /WL, HEEHZYAY FYANIZHY £F, pythons make.py build ¥ REFEITLT,
7ip 7 7 A NVEERLET, IR 7+ NV ZIZUFOT7 7 A Vi3 £7,

Wed Apr 21 09:35 AM [sumis@SUMIS-M-41KG target]$ tree -A
Dracle—Funct%ﬂps.zip
README . md .

asav_configuration.txt
deploy_oracle_functions_cloudshell.py
templatel.zip

template2.zip

Auto Scale V') 21— 3 > D ER

JERBHORTHESMEE R A FIELZ T L=6, OCILAZ v 7 OVERREZ MG L9, FEIEEE 1T
TEHN, VTR VB LEEA () ZFEITTEET, Z4TH53—Ta UHORA
7YV FRETUTFL— R, GitHub VARY UM AFTEET,
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zoEn

FEIRE

T2 R —= 2 KD Auto Scale Y Y = — 3 U OREREIZ, RO 3 DO FIETHEEINLET,
Terraform Template-1 A % 7 OJER | Oracle BIZ D JBH, ¥R\ T Terraform Template-2 @ Ji& B

Terraform Template-1 X %2 v &~ O EFH

2T T1 OCl R—FZ a4 LET,
Hilkix, EimoA LIRS ET, BOHIBNICGHEEL TS I E 2R L TS 7EE0,

RATv T2 [TROY/IA—H—E X (Developer Service) | >[J Y —AXI*—T+ (ResourceManager) 1>[R2 w5
(Stack) ]>[R%# v DERL (Create Stack) [DIEIZER L E 5,

[ A& (MyConfiguration) ]Z#IRL, ROMIIRT K DIT, W57 +/LZNITH 5 Terraformtemplatel.zip
7 7 A V% Terraform DFXE Y —A L L CEIRL ET,

Stack Configuration (T)

Terraform configuration scurce

Folder @ .Zip file
¢t Drop a .zip file] Browse

ternplate.zip

Working Directory

Mame Oobtion

templatei-202 10420223815

Create in compartmaeant

Manual_Test

L& ]

Terraform varsion

0.13.x

L]

Support for Terralorm version 0.11.x ends in May 2021.
ATY T3 [N TV AT —23—T 3 (Transform version) | K2 w7 Z 7 U 2 R T, 0.13.x 7213 0.14.x Z3%#R

L%,
ATy T4 WOFIATIE, A7 v 7 ITIE LIZFME®RE T X TASLET,
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. Oracle BE5D FERA

(6= ARHIRATINTG A—=B 2 AT Lno TS 280, £ Ligne | LIBEOFIETA Y v 7 ORI
KRBT D AREMED D VD £,

ATv 75 ROFNET[Terraform7 Y < 3 > (Terraform Actions) [>[&A (Apply) 1Z23&IR L £,
EFICEBEINT- 5, Oracle BIE D BB HEA F 9,

Oracle A%y EFH
A

GE)  ZoOFNEIE, Terraform Template-1 O AN L7 ZICOBFATT 20 ERH Y 7,

OCI TlE., Oracle B%%i% Docker f A—2 ¢ LTCT7 v 7ua—R&h, OCL=2>TF LY AR
WZPRAFSAVE T, Oracle BA%UE, HAREZ OCL 7 7V r—3 3 > (Terraform Template-1 CTIE
) D12 T vy adTHUNENDY £,

ATYT1 OCIDI T Ry = /VaF&E £7,

ORACLE Cloud

Get Started Dashiboard

Quick Actions

AT w72 deploy oracle functions cloudshell.py & Oracle-Functions.zip 27 v 72— KL £7,
JI79 Rz VDN N—=Jf—= A =a—nb [T v 7 r—F (Upload) | ZIERL £,
= Cloud Shell

+ Download
T Upload
[ File Transfers

+!) Restart

=5 Settings »

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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Oracle B3 & BA .

AT T3 Isa~vr REHEHL T 7 A V2R LET,

Deploy_Oracle_Functions.py

ATFvT4 python3 Deploy Oracle Functions.py -h ZETLET, UTOXIZTRT LI,

deploy oracle functions cloudshell.py A 7 U7 MZiE, WS OO ATIINT A —ZBHBETT, 3
help 51 A L TR T £7,
$ python3 Deploy_Oracle_Functions.py -h
usage: Deploy_Oracle_Functions.py [-h] -a -r -p -¢ -0 -t
4 Script to deploy Oracle Function for OCI ASAv Autoscale Solution seek
Instruction to find values of required arguments:
Application Name: Mame of Application created by first Terraform Template
Region Identifier: OCI —> Administration -> Region Management
Profile Name: OCI — Profile
Compartment OCID: OCI -> Identity -> Compartment -> Compartment Details
Object Storage Namespace: OCI -> Administration —> Tenancy Details
Authorization Token: OCI -> Identity -> Users -> User Details -> Auth Tokens —> Generate Token
optional arguments:
-h, —help show this help message and exit
-a MName of Application in OCI to which functions will be deployed
Region Identifier
Profile Name of User
Compartment OCID
Object Storage Namespace
Authorization Token for Docker Login (#Please Put in Quotes)
27 VT M EFATTHITE, ROGIEEELET,
% 25:31% & 34
518 LEEGE 3]
FI)—2ay Terraform Template-1 D& A TYER L7 OC1 77V
r—3a YOLEITT, I OfEIE, Template-1 TfF
H.&17- Tautoscale group_prefix] %7 1 v 7 A
[_application] Z#AHDOEZLDTT,
')—< 3 V#AIF (Region | dentifier) U—2a VUl E, & & & E ko OC THEE

Shi-Hlia— FU— e,

Bl 7 ==y 7 ZADEAEIE Tus-phoenix-1] . A /LR
VDAL Tap-melbourne-1]

TRTCOY—Vartznl)—Va VilfBlTo) A
R 2 EST 5121, [OCH] > S

(Adminigtration) 1>[J—2 3 VEE (Region
Management) [IZ&E) L £7,
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518

LEEGE AL

Jo7r74IL%

OCl DY I Nipga—HF—=T a7 7 A4 N4 TT,
f5] . oracleidentitycloudservice/<user> @<mail> .com

ZENE., 22— —DFa 77 AT g DFI
HYET,

J2/8— kA2 OCID (Compartment OCID)

ZhiE, ==k X2 D OCID (Oracle Cloud 7%
BlF) T, 22— —NOCIT 7V r—=a ik
ML TnDar — k22 o OCID,
[OC>[7ATT14T 14 (dentity) 1>[3 /13—
A2k (Compartment) |>[T2/8— kA2 D
S0 (Compartment Details) JI2&E L £,

Iz FRFL—PDERIZEM

T2 N OVERRIRFIZAERR S 4L B — B OB - TF,

[OCI]>[&E (Administration) 1>[T7F > DA
(Tenancy Details) I2fEh L 9,

BEE —% > (Authorization Token)

ZiE, OCl 27+ LA kU IZ Oracle B%c %
T aTBHI L EFFAT 5 Docker 2 7 A DR
ATU—RELTHERHESNET, SARZ U T KT
=27 v EBIRACHATEELET,

[OCI>[7AT>T4T« (dentity) |>[1—H—
(Users) 1>[2—F DF#M (User Details) |>[523
k—% > (Auth Tokens) |>[b—% U DAERK
(Generate Token) JIZB@E) L £,

Al SO HE T —F—DFMRF TR ENRVEES
1%, [FAFEBEY—EX (Developer services) | > [#AE
(Functions) 1% 7 V v 2 L%79, Terraform
Template-1 TIER L7=7 7V r— a BB L £
9, [FIHZBALAT D (Getting Started) 1 %227V v 7
L. [Z7 77 Rz /VOFXE (Cloud Shell Setup) %
BT 2L, FlEEZED THHFT, BLFICRT X
INIFRFE h—27 U H R T D720 7 PERRE
WET,

Generate an Auth Token

Z7_"‘Jj°5 ﬁ?jjfﬁj\jj’glik%/ﬁ LT, python3 Deploy Oracle Functions.py a~ ]\%iﬁi Li‘jao ?AVC@%‘%@E%%
BRI BT 23000 £5°, £D%, 77 ANLVEHIRLTZ 70U RV VEALD Z ENTEET,
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Terraform Template-2 ) & .

Terraform Template-2 M E 5

ATy T

ATvT2

ATvT3

Template-2 (%, 7 7 —24, BAEAZMOHTZHDO ONS M 778 77— AERICEDE# 9
5V Y —2A%ER L E£9, Template-2 DJER L, Terraform Template-1 DRI TV E T,

OCI R—Fnizca 74 LET,
Mg, WEoA FMICEREINE T, BRORBNIZTFEEL TWAZ L 2R L T 7ZE0,

[TAOw/S—H—EX (Developer Service) 1>[1) V—RAIFx—T+ (ResourceManager) |>[RA v
(Stack) [>[R#%& v DERL (CreateStack) [DIEIZEER L £,

Terraform X ED Y —A L LT, #—45 v N7+ /X IZ& % Terraform template template2.zip &R L £ 7,

WD AT 7T, Terraform7 4 <3 > (Terraform Actions) |>[@MA (Apply) 1227V v 27 L¥ 7,

59K ILEFERLEZEA

ATv I

ATvT2

BADF— =~y FEERET 7202, iR RY—2 0 ROBEARAZ Y 7 N EFEOH
LT, HEIA S —) Y Y 2—3 3 (terraformtemplatel, template2, I35 WNOracle BI%r) %3
ATEET,

R T WV HENIZH % ftdv_autoscale deploy.zip 7 7 A V%27 70 Ry =Wl T7 v 77— RKLT, 774V
R L E T,

= Cloud Shell

sumis@cloudshell:~ (us—phoenix-1)% 1s -ltrh
total 152K
-rw-r——r—. 1 sumis oci 151K Jun 9 @7:25
sumis@cloudshell:~ {(us-phoenix-1)$ unzip ftdv_autoscale_deploy.zip
Archive: ftdv_autoscale_deploy.zip
extracting: templatel.zip
extracting: template2.zip
extracting: Oracle-Functions.zip
inflating: oci_ftdv_autoscale_deployment.py
inflating: oci_ftdv_autoscale_teardown.py
inflating: deployment_parameters.json
inflating: teardown_parameters.json
sumis@cloudshell:~ (us—phoenix-1)% 1ls -ltrh
total 344K
-rW-r—r—.
—rW-r——r—.
—rw-r——r—.
—rW-r—r—.
-rW-r—r—.
—-rw-r—r—.

2.7K
5.0K
7@
133K
7.1K
25K

a7:
87:19
87:19
:19
)

Jun 19
Jun
Jun
Jun
Jun
Jun :19
—IrwW=r——r——, sumis oci 2.8K Jun H ]
—MW—-r—r—. sumis oci 151K Jun 125

sumis@cloudshell:~ (us—phoenix-1)%

oci
oci
oci
oci
oci
ocl

sumis
sumis
sumis
sumis
sumis
sumis

teardown_parameters.json

oci_ftdv_autoscale_teardown.py
oci_ftdv_autoscale_deployment.py
deployment_parameters.json

T e

python3 make.py build 2~ R&FEITT BHH1IZ, deployment_parametersjson O A S /8T A — & NEH S
TWAHZ EEHERLTIEEN,
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B =ooz

ATYT3 BEIRS =YY 2—va VOBAZRIGT 21C1E, 77 U R =/ C python3
oci_ftdv_autoscale deployment.py 1< &/ FEFITLET,

YU a—a YORBNTETTHETISK 10 ~ 1550000 £7,

VUa—aryORMPICZS—NEELFES. =5 —u VMR ESRET,

REDIRL

TRTOY Y —ANREEA S I, Oracle BN T 7 —L b A XU NI INTWDLNE S 0%
BRELET, T 740 FTlE, AV RE VAT —=LDA v AE 2 AR/ E BRI e T
T OCIUI TA UV AX VAT —)VEMREL T, LERE/PMERRKBICRETEET, Ih
12X V., #H LV Threat Defense Virtual f > A X AN M) H—ZFE7,

1 ODA VAR ADLEEE LTV —27 7 —%R L., TOA L AZUARMEREBYIC
FIEL TCWAMLE I NERIET A2 Z L2 MR LET, ZOMKiEE R A 95 L. Threat Defense
Virtual D FEEEOEFZ B TE E T,

\}

G¥) OCI A/ —1 v 7R o —IZ L DHIBRZ AT 5 72D, /NI Threat Defense Virtual 1 >
AR AERT—ILA REL L THRELET,

TyvIIL—Fk
AutoScale RA Y DT7 v T L—F

OV —ATIET v 77— RiFHR— SN TWERAL, AX V7 BFEATILEND
nET,

Threat Defense Virtual VM D7 v 749 L— K

Z DY U —ATiL, Threat Defense Virtual VM O 7 v 77 L— RiZH$ AR — F ENTWEH A,
Vo327 Threat Defense Virtual f A —V 2L CTA S v 7 ZFHEATHLERH D 97,

AVRRZVRT—)L

1L ALV AZUAT—=NVNOA AL ADE /NI E KRB EETT HI20E. ROTFNEEELT
LET,

[FAOw/S—H—E R (Developer Services) | > [#BE (Function) |>[7 FTUH r— a3y
£ (Terraform template-1CERFE#)  (Application Name(created by Terraform Template
1)) 1>[8&%E (Configuration) 1%~V v 2 L%,

min_instance_count & max_instance count % ZILZEAEHL L E T,
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R e |

2. ALAZUADHIBRMETIXZ. ATr—A L ERETIEHY F8A, AV AZ AT =L
DWTINDA VAR AINAT =LA T 73 g TR LSHET 73 3 D=yl
BRI T SN E. A VAX AT VIZHEIICHT LA A X A RBIMG L CEIE L
i—a_o

3. Max instance count CiX, A7 — /AT U K727 v ardOLEZVMERKIREZERLET 2, U
ENLTCA ARG AT = NDA VAL A aEETH L TLEVEE RFD Z &R
TEET, ULDA U AZ AR, OCLT 7Y r—3 a3 » Ci%JE 4172 max_instance_count
K CTHDHZ 2R LET, ZNLUANOLAIE, WY L X VEICHES L ET,

4, TFVr—a UNBEEA LV AE AT —VNDA AR ADEERL L TH, Fn
TIATRESNTZ I V=0T o7 T oy a 3BT ENETA, MO — RT3
BNy 7T RS R LA UBLOHIBRS L7202, Threat Defense Virtual |2 it 5- X 11T
WAHT A A TRbNET,

5. {5230 FH T, Threat Defense Virtual f > A Z o AZHE RN H 0 InEE1 ., —EHIN SSH
RHETEETERWES, AV AF LV ANAL VAR AT — )L BHIICHIR S, T
A ANKDONDAHEENH Y £77,

Oracle BE#x

* Oracle P%KIE. FEBRITIE Docker £ A — 9, Docker £ A —1%, OCl 2T F L IR
MY DNL— T 4 L2 b UITBRIESAILE T, Docker 4 A —ITHIBRL 72N T 230,
Auto Scale YV =— a U CHEHINOEELHEIBRINLET,

s Terraform Template-1 {2 & > THER S 4172 OCL 77U & —3 3 >1Zi%, Oracle BAZNIE L
EMEST DO EREERBREEARNZENTWET, BHTRVIRY, ZhbDBR
BREBDOHES 74—~y FHEELRNWTLZIN, MALNIEERL, LA RF
YAZDHBRE N FET,

O— kNSO I I FEY bk

OCI TA v AR U AT — iz a— RANT 4 BT 5354 . Threat Defense Virtual T/ Bl
AUE—=T 2= AL L THRESINTCTIA~IVA L E—T =2 —ALMWH LT HIEOHZY R — b
SNTWET, LEER-T, WEA v X —T7 A RINEa— K RXZ DNy 7 Ry
MIFESIT BIVET, INBA o F—T =4 A, e — KT ooy 72 Ry M
MOToNET, ZTNHOIP IRy 7 Ry MZHBMIGENINZD ., HIFRSNTZY

LEHA, AutoScale Y U =2—3 a3 > Tk, TNHWFDOX AT #7077 A TUELET,

L ANET 2 vay, AVTFYAL NI TN a—T 4 T OEAIE, FEITIITTS
VEPENAET D Z ERNHY 97,

FIRGEUT, YR T =Ny 72 Ry FEEHALT, B— RT3 —TENDOFR— K
R ZENTEET, 5BOA L AFZ AP IINNYy 72 Ry MCHEBIMIOBEME N E
T0, BEFEDOA U AX AP IZFFHTEMTALERH Y £7,

A— kNS B TOY R F—0DEM
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0CI ~0) Threat Defense Virtual D& A |
B oo oAt scale E IR

0— RNRZ Y TR— b2 U A F—L L TGBEBMNTSHI2E, [OCH>[Ry hT—F24
(Networking) ]>[A— F/35 2% (LoadBalancer) |>[') A+ — (Listener) |>[YJRF—D
{ERX (CreateListener) JIZBENL £,

NYDITURENYIIY Ry M2EER

Threat Defense Virtual { v A X > A& 11— KN W8GR T A2, Threat Defense Virtual 1
VAR ADHERA o HF—T 2 A AP B — RANT DNy Ry NTAY S
TURELTCRETHLENHY T, N A F—T7 =4 AP 1L, NEia— KT P —
DNy 7T Ry TRy IJ2 FELTRETAVLENRHY T, FHLTWAFR— 2
UAF—IZBIMENTWNWEZ EEMHERLTLIEEN,

0CI ) Auto Scale % E D HIf&

Terraform Zffifl L TEA S L2 A ¥ v 71X, OCI ® Resource Manager Z{#H L C, [A U5k
THIBRCTEET, AF¥ v 7 ZHIRT DL, ZORZ v 7ICE o TERENTZTRTOY VY —R
DHIBRES, ZnoD ) Y —AZBEEMIT O TV DT X TOFRNERICHIFRSIVET,

\)

GE) AZ o7 %BIBETAERIE. AVAZ VAT —ILDA LV AZ L ADE/NEE0ICZ LT, A A
HUAPNKTTHETHLOIEEMRELET, 99252 LT, TXTHOA AKX ZADOHIER
MBI, AV AZANRFKRD FHA,

FENC L DHIRT B0, 770 Ry = /L& L7- Auto Scale DI 2 T& £,

FEHIZ KL HHIE

TV RY—x KD Auto Scale ¥ U = —3 2 V OHIBRIL, kD 3 SO FIETHER S ET,
Terraform Template-2 A % v 7 OHIER, Oracle BIEDHIFR, ¥\ T Terraform Template-1 A %
7 DEIER

Terraform Template-2 X % v & D #l ik

HEIA r— ViR EZHIERT 5121, &HNZ Terraform Template-2 A % 7 & HIFRT 2 LERN H
= B

ATFYv 1 OCI R—&Znica 714 LET,
HIRi%, EEofA EBIcERENET, BROHIBNICHEEL TWAZ 2R LTI F XN,

ATv T2 [TROY/INA—H—E X (Developer Service) | >[) Y —AXI*—T+ (ResourceManager) 1>[R2 w5
(Stack) JDNEIZER L E,

AT 73 Terraform Template-2 (Z X > THER SN/ A Y v 7 ZBINL, ROBKNIRT X 51T [Terraform 7 7 & 3 >
(Terraform Actions) ] KB v 7% 7 A = o2 —"TC [FE (Destroy) | Z#INL E7,
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| oci ~® Threat Defense Virtual DEA
Oracle B&I D HIRR .

Terraform Actions + Add

Plan

Apply

Import State

Destroy

EEY a TSN ES, U Y —ADINERHIFRS D £ TRMA2 D £, RED a 707 T LIEb,
TORNIRT L IICAZ v 7 ZHIBRTE £,

Plan Apply Edit More Actions.

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Craated: Mon, May 10, 2021, 09:56:4 Download Terraform State
Time of Drift Detection (Last Run):

Maove Resource

J ObS Add Tags

: Delete Stack L :
A job is created when you run a Tertaror[ - ]erraform actions tcj
\

AT 74 Oracle BEDHIBRICHEA £ 5,

Oracle BIZL D HII B

Oracle BA# D 2B 1% Terraform Template 2 % v 7 RO —{ & LT TR, 77U Ry =)L
AL TEINCT vy 7 e —RLET, LEn>T, HIBRD Terraform A ¥ > 7 OHIBRTITH
R—FENTWEHA, Terraform Template-1 |2 L > TER I 7= OCI 77U r—3 3 Y IND
J_TD Oracle B AHIBRT 2 LERH Y £,

ATYv 1 OCl R—=4uica 714 LET,
Hsix, BmiEmoh FICERINET, BROHINICEEL TWAZ 2R LTI,

ATv T2 [AREY—EX (Developer Services) 1> [#BE (Functions) ]DIJIEIZEER L £ 3, Template-1 A ¥ v 7 TIE
WENEZT 7V r—va v AERRLET,
ATV T3 ZOT7 TV r—a VINTEEREICT 7 EA L THIBRL 7,
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0CI ~0) Threat Defense Virtual D& A |
. Terraform Template-1 X 2 v & DB

Terraform Template-1 X 2 v - D lfx
A\

(GE)  Template-1 A% w7 OHIFRIL, TXTD Oracle B A HIR L 7= B ICOHRRH LET,

Terraform Template-2 D H|FRk & [ U T,

ATvT1 OClAR—=Fica /A v LET,
Misix, WA LRI RSN E T, HORIBNICHFEEL TS 2 EE2HR LT IEE0,

ATv 72 [TRAYN—H—EZX (Developer Service) 1>[!) Y —RATRx—T+ (ResourceManager) |>[RZ v ¥
(Stack) (DNAIZER L ET,

AT 73 Terraform Template-2 |2 & > TERR SN/ A X v 7 28I L, [Terraform7 7 > =2 > (Terraform Actions) ]
Ru w72 A =a—C#E (Destroy) | &R LE4, BEY 2 70MERSE T, U Y —ADEK
HIBR S 415 F TR D000 £97,

ATV T4 WEEY a 7RET LS, FORIIRT LI, [ZOMOEIE (MoreActions) | KRy 74T A=a—
MHBRALE 7 ZHIRTE £,

Plan Apply Edit More Actions -

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56:! Download Tarraform Stabe
Time of Drift Detection (Last Run):

Maove Resource

Jobs i

: Delete Stack L -
A job is created when you run a TerraFcur[ * ]erraform actions tcj
L

Terraform Template-1 2 % » 7 OIS L2 b, $_XTD U Y —=2ARHIERS L, ELTVWD Y Y —A
DIRNT L 2R T H0ENRH Y 3,

257 kY )LZEERL 7= Auto Scale D HIIFR

A7 VT hefHLTRAY v 7047 7 VB ZHIBRT 51213, 2= P2 = /LT python3
oci_ftdv_autoscale teardown.py =¥ REFITLET, AZ v I RFHFTEBAINTWHDEE
i, stackl & stack2 DA X >~ 7 ID ZHEH L, teardown_parametersjson 7 7 A LD T 7Y fr—
varsIDEEHLET,
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| oCI ~ Threat Defense Virtual D& A
SSH #{# F L 1= Threat Defense Virtual 1 > X 2 > A ~ DR .

SSH Z#{& 3 L - ThreatDefense Virtual 1 > X 2 > XA ~DEE
ot

UNIX A& A LD AT LB Threat Defense Virtual A > A % o AZHET 511X, SSH 2 {#F
HLTA 2R 2 WZal A LET,

ATy TN WOavy REFERLT, 77 A NVOHREREL, BRETR 7 7 A VEGABRND LI LET,
$ chmod 400 <private key>
ZZ T,
<private key> L, 77 BATHA L A X L ATEHEMIT ONIMEF—Z2EZLT7 7 A VDTN L
AHTTY,
RTYT2 A AZLRLT 78 AT HITIE, RO SSH 2~ FEEHLET,
$ ssh -i <private_key> <username>@<public-ip-address>
<private key> L, 77 EBRATHA L AZ L AICEHEMIT ONTMEXF—2EFLT7 7 A VDTN L
AHTTT,
<username> |%, Threat Defense Virtual f > A% A D2 —H—%4 T,

<public-ip-address> i, TV Y — NG LEA VAZ U ADIP T RLATT,

OpenSSH % {#F L 7= Threat Defense Virtual 1 > X2 > X
~ D

Windows 3 A7 75 Threat Defense Virtual A > A % o A2k 5121, OpenSSH &1 L
TA L AZ L RZu A LET,

ATYT1 ZOXF =T E2UDTHERT25H61E. BTN T 7 A NVEZAIID X977 A VOHERAZ & ET
LMD FT,
ROFNEZETLET,
a) WindowsExplorer C, fAEX—7 7 A MIBEIL, 77 A V&4 27V v 27 LC[FTR/ST 4 (Properties) |
Vv 7 LET,
b) [EF¥a) T« (Security) ] # 7T, [FHERE (Advanced) 1 %7 VU v 7 LET,
¢) [#—F— (Owner) | NAZDOZ—H =T BT M ThHDHZ LEZHERLET,
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B putTY %65R L - Threat Defense Virtual £ © 2 5 © 2 ~ D14

d) [#E&DESNE (Disablelnheritance) |27V v 7 L, [MASIh=EREZDA TP o FOBERMA
MEFRIZZ#2 9% (Convertinherited permissionsinto explicit permissionson thisobject) ] 4R L £,

e) BHDaZ—HF—=Th 7 hTIERWEMHERT= Y Z3R L, [HIBR (Remove) |27 VU v 7 LET,

) BHO2—%—Tho hOT 7 EAMHERN[ZILa> A=) (FullControl) | TH5H Z & &R L
\i‘j—o

g) EHEERFELET,

ATV T2 A AL RITHERET HI21%, Windows PowerShell ZB &, kDo~ REFEITLET,
$ ssh —-i <private_key> <username>@<public-ip-address>
ZZ T,
<private key> |, 77 EBRATHA L AZ L AICEHEMIT ONIZMEXF—2EFLT7 7 A VDTN L
AHITT,
<username> |%, Threat Defense Virtual f > A% A D2 —H—%4 T,

<public-ip-address> X, TV —ANLEE LAV AX L ADIP T FLATY,

PuTTY Z{#E A L = Threat Defense Virtual £ > X 3 > AAD
bEhw

PuTTY Zf f L C Windows > A 7 A7) 5 Threat Defense Virtual f & A # » A8+ 51204,
WO FNEZEFEITLET,

ATwF1 PuTTY ZB& £,
ATw 72 [ATTY) (Category) | A>T, [Evyi 3> (Sesson) | Z&EIRL, KONEEZANLET,
KRR FEERIFIPFRELR

<username>@<public-ip-address>

ZZ T,

<username> [, Threat Defense Virtual A > A X A D 2—H—4TJ,

<public-ip-address> |, TV —=ANOLHRG LA L AZ L ZAD/NRT Y v 7 IPT FLATT,
e R—bk: 22
< #2147 . SSH

ATw 73 [ATTY (Category) ] A > T, [Window] #EBA L. [Z£#: (Trandation) ] Z %R L £,
ATy 74 [VE—FXFEtY + (Remotecharacter set) | kv 7 &7 A M T, [UTF-8] 2R L £,
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P r5TLva—7105

Linux X—ADA VAKX L ATT 74/ bOar— ViR EIXUTF-8 TY, ZiUZL V., PuTTY ZRI U o —
NEFHTBEIICHRESNET,

ATv 75 [hFT3 (Category) | ~2A > T, [##E (Connection) ]. [SSH] DNEIZEEI L. [EREE (Auth) 1 %27 U v
7 Lij"o

ATv76 [BB Browse) |27V v 7 LT, MEBEXT—ZFRLET,
ATv 771 [ Open) 227 Vw7 LT, ByarafthLET,

A URB L AHD THRT DHA1E., (= "—DFRA FF—RNL I ARV IZF vy v aShLTHARD
(the server's host key is not cached in the registry) | &9 A v —UBRERINDEZ ENRH Y 9, [IELY
(Yes) 1 &7V w7 LT, #hafit LET,

IPV6 D CS I a—TFT 428
RS%E SSH : IPv6 % {#if L 7= Firewall Threat Defense Virtual 23HE L TV 72U

cfZRE AL H—FX Y M= T2 ABREADIPV6 NT Y v 7T 7B ZAD)N— FRNBIMEH
TWAHZ xR LET,

o f2iRE IPv6 DA NI, Firewall Threat Defense Virtual O FEAERK THRE TE £9°,

o #2235 BB &7z Firewall Threat Defense Virtual (2 IPv6 BEED T 72 U 2 RNEBIME
TWAHZ LaERLET,

c fRRE EHA X —T oA AT, IPv6 ZHERKT D72 9IZ Tipv6 address dhep default] 73
HEnTnanE s e LEd, [lipvoaddressdhepl DA ZEFEHT 25E61E, LLTFD
N— R ERIREBMLUET, [ipv6 route management ::/0 <IPv6 Gateway address> |

« RRE U2 ssh A T LVABRFRA SN TNDEINE I DEHERBLET, ROa~v> Rafl
AL T, 3XT® Tlssh::/0 management] (X L Cssh 7 7 ¥ AHFAIZHELET,

5 O H 7 Xy MTIPV6 7 RLAZRE DB TAZ LA TXEHA,

cBRE TRy FBBET D VON B IPVE IZOWTT TIZENT AR > TWANE S Ik fk
BLET,

o fBiRiZ IELWIPV6 CIDR BAfEA I N TWAH Z L &R LET,

o fBikE Y7 %y ML [/64] IPV6CIDR L7 4 v 7 ADHEEdHI ENTEXET,
FIRE AKEHMDO N7 7 4 v 7 BFEEE L Ty,

cERE UTONL—FRIELBMENTWDLZ EE2MHRLET,

fi#iRi% ipv6 route <interface name> <interface subnet CIDR> <ipv6 virtual router ip>

fERs% i . ipv6 route inside 2603:c020:5:5800::/56 £e80::200:171f:fe96:921b

o fBiRiZ IELWIPV6 CIDR BAfEA I TWAH Z L &R LE T,
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B reorsina—s5009

« fBFE IPVO I 7B A Y XA PIRRESNTND Z & &R LET,
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Google Cloud Platform ~ @) Threat Defense
Virtual 0 FE R

Google Cloud Platform (GCP) _|C Threat Defense Virtual % B CTZ £9, GCP L. Google
T D2 AMEOE WA A MR TTY ) —a VEFTTELRT Vv 7T U R ayv
Ea—7 47 $—EATT,

GCP 2>V —nD[FvarR—FK (Dashboard) JIZGCP 7'y =2 MERNERINET,

s FEBIRL T ARWESIE, [y ¥aiR—F (Dashboard) | TGCP 7y =7 bk &i&R
LTL7ZEN,

Xy aR—RIIT7 7 EATLHI2F, [FEF—Y 324 =a— (Navigation menu) ] >
[R—L (Home) 1>[# v a/R—F (Dashboard) 17 U v 7 LET,

GCP =2 Y —uiZra 74 > L, GCP Marketplace C Cisco Firepower NGFW (A2~ 7 A 7 7 + —
)V (NGFWv) S5 %58 L, Threat Defense Virtual f > A X A& EENLE7, ROTFIET
L. GCP EBR5i% %fii L. Threat Defense Virtual f > A & > A % L)) L T Threat Defense Virtual
RS2 HEIZOWTHALET,

o BEEL (346 X—)

e RY—x 2 ROFIE (348 ~—)

o BIERSRME (348 N—2)

» Threat Defense Virtual 33 X ONGCP D H A KT A > LHIRFHE (349 ~X—)
T =B A LB =T 2 A~DNIC~ LT (352 3—)

Xy FT—7 bR YO (353 X—)

» Secure Firewall Threat Defense Virtual 7 /3 ADEH T 1E (354 ~X—)

* GCP BRELDFRE (355 ~X—)

« T AT I F—NN— VDR (355 2—)

« Threat Defense Virtual M3 A (356 _X—7)

o SN 1P Z i ] L 7= Threat Defense Virtual 1 > A ¥ o A~D##He (358 X—10)
« U T — L% # ] L7- Threat Defense Virtual A > A % > A~DHzge (359 *—)
» Geloud %4 L 7= Threat Defense Virtual -f > A % > A~DEEE (359 ~X—)
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Google Cloud Platform ~® Threat Defense Virtual 0 & fd |

« GCP TOZWiA v ¥ —7 = A A% L 72\ Threat Defense Virtual DEBIIZ-DW T (360

)

Pl X —7 = A A& L7\ Threat Defense Virtual DEEID A KZ A > LIRS

H (360 X—Y)

« GCP TOZWIA v #—7 = A A ZffiH L 72\ Threat Defense Virtual O BBIZBIT 55 —#
A H =T 24 A~DNIC <7 (361 —)

* GCP TOWiA > % —7 = A A% L 72\ Threat Defense Virtual DB (361 ~—)

T T T L—FRDYF U A (363 X—Y)

o« WA L H—T = A A%fHEH L7\ Threat Defense Virtual 7 7 A # £ 7213 Auto Scale
Ua—va ol (363 <—)

s NTT NV a—T 4T (363 X—)

e Auto Scale V' = —3 3 (364 _—)

CGEANRy =T DOF T a— R (367 X—)

« VAT LEE (368 N—2)

s HIEESRE (371 =—Y)

e Auto Scale Y U = —3 3 »DJER] (381 N—)

s Auto Scale 7 v 7 (387 X—7)

cmFX T ET Ny T (388 )

c NI TNVa—T 4T (389 N—)

S

Threat Defense Virtual (%, #)Bf) 72 Secure Firewall Threat Defense ([HF4 Firepower Threat Defense)
ERICYZ by =7 Z2FTLC, REB7 4+ — L7 7 7 ZIZBWTCHREEADOE X =2 U 7 1 i
Z4Eflt L ¥ 9, Threat Defense VirtualiZ, X7V v 7 GCP IZIEBCTX £9, ZTOERKEEIT D
ZET, BHoEE Ebicn = e e R, B, £723v 7 MBS LU
T=AEE DT = n— RER#ETEET,

4

AT LEH

Threat Defense Virtual ® =— X|Z& T Google (K~ > DX A T LA X TR L ET,
BIfE. Threat Defense Virtual |22 > B o —F ¢ Vb~ v ERLHA~ Y (BE#EX A7,
KEBAETY XA, @BHERECPU XA 7)) OWTnbYR—FLTWET,

\)

(B HYER—-FEINDLZ~ U ZATE, TPERIEEINDIZENRHY £T,
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I Google Cloud Platform ~ () Threat Defense Virtual 0 &R
2571848 |}

*R26:HR—rENhdavE1—F4 v REEIS V24T

aVvEaL—TaVIR|IBEBHE
w47

vCPU RAM (GB) vNIC
c2-standard-4 4 16 GB 4
c2-standard-8 8 32 GB 8
c2-standard-16 16 64 GB 8

R7:YR—rSINBAATIVEA4T

AR R24T e
vCPU RAM (GB) vNIC

nl-standard-4 4 15 4
nl-standard-8 8 30 8
nl-standard-16 16 60 8
n2-standard-4 4 16 4
n2-standard-8 8 32 8
n2-standard-16 16 64 8
nl-highcpu-8 8 7.2 8
nl-highcpu-16 16 14.4 8
n2-highcpu-8 8 8 8
n2-highcpu-16 16 16 8
n2-highmem-4 4 32 4
n2-highmem-8 8 64 8

* Threat Defense Virtual (21X, D72< &b 4 DDA o F—T = A APMETT,
o AR — h S D vCPU DI KEiZ 16 T,
a—W—L, GCP TT H v hZ&ER L. GCP Marketplace @ Cisco Firepower NGFW {48~ 7

AT 7 —/ (NGFWv) BEZHEH L TVM A v AX U AZEEI L, GCP v~ v X A T ik
WLET,
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Google Cloud Platform ~® Threat Defense Virtual 0 & fd |
B -orv-—zorozE

IVRY—IY FRDOFIE

KD 7 1 —F ¥ — KL, Google Cloud Platform |Z Threat Defense Virtual & BB 5D T — 7
7a—% R~ L TWET,

1 2 3 4 )
H Create the Create the —Search for “Cisco ‘i::lg;;:‘zz > Cnoe"‘&%u,f Deploy the
Google Cloud vPC —»  Firewall —p SecureFirewal” __ virtual ——>  interfaces and ———> threat defense
Platform Networks Rules in the GCP virtual instance
. Marketplace deployment apply firewall o
parameters rules on

7 Manage
" threat defense
Management virtual using
Center or Device management

Manager center or device
manager

D—9AR—R | FIE

(1) |aep GCP B#EEDFKE : VPC R v hU—7 Z{FR L £ ([VPCHR v
h J—4% (VPC Networks) | >[# % k (Subnet) ]>[J— 3
> (Region) ]>[IP7 F L R (IPaddressrange) ]) .

(2) |GCP T AT I A== VDR : T 7 AT H— A — R
LE?T ([Ry bT—F2% (Networking) 1>[VPCHRy kT —%
(VPC networks) 1>[Z 747 24—)L (Firewal) |>[7747
A —IJLIL—ILDYERK (CreateFirewall Rule) ]) .

::-"é‘\.l GCP Threat Defense Virtual ™3 A : GCP Marketplace ¢ [Cisco Secure
s Firewall] % L £,
‘2 |ace Threat Defense Virtual 2§ A : Threat Defense Virtual &R/ <7 A —
AEBRELET,
::""5'"\-] GCP Threat Defense Virtual DEA : X NU—7 4 L H—T = A%
& EL. 7747 7+ —NAA— L EZHHLET,
(g) |GCP Threat Defense Virtual ™3 A : GCP |Z Threat Defense Virtual % /& B
~— L/ i ‘d‘o
- Management Center | Threat Defense Virtual (O B :
F 7213 Device
Manager « Management Center % fifi /i

* Device Manager % fifi

HIRSHF

« https://cloud.google.com T GCP 74 7> F &/EK L £7,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_managing_ftdv_with_fdm.html
https://cloud.google.com

I Google Cloud Platform ~ () Threat Defense Virtual 0 &R

Threat Defense Virtual &5 & U GCP D1 F5 4 » & KIRBIE .

*GCP 7m v =7 hME{EK LE T, Google RK¥ = A2 ~® [Creating Your Project] % I
LTLEENY,

s Cisco A~v— 7 H 7> K, Cisco Software Central (https://software.cisco.com/) T{E T=
\i —a—O

« Threat Defense Virtual ~0 T A & > A} 5,

* Management Center 225X 2 U7 4 h—EADTXTOTA B AEKEZHELE
—g—O

o T AL RAOEBBGEDOZEAMIOWTIE, T Cisco Secure Firewall Management Center
7 RI=AFL—var A RF] ® [Licensingl] DEZZHL T 720,

AU H—T A ADEH:
BHIA X —T7 A A (2) :1OiX Threat Defense Virtual % Management Center (24

BT DT OIEHSNET, b 12T HNICER S, @il ~T7 7 0 v 7123
fEATE EEA,

e "NTFT T 4w A H—T A A (2) : ThreatDefense Virtual Z NERD R A M LU
TV T Ry NI =T8T DR SN ET,

« WE/NA
« Threat Defense Virtual {7 27 ¥ A4 572D /X7 U v 7 1P,

e Threat Defense Virtual @O > A7 MBI DUV TIEL,

['Cisco Firepower Compatibility Guide,]
AZRLTES N,

ThreatDefense Virtual 5 K U GCP D H A K51 > L #IRE
18

HYR— b Ih HHEE
+ GCP Compute Engine T B
c A VAL U ARG HK 16 fHD vCPU
=Ty RE—=FR (F74/})
« 74t A : BYOL O&H % HFAR— b

« JTREY T (T2L) FEHIZOWTH, [237 VU » 27 75 v RIZET 5 Threat Defense
Virtual D27 7 A% ) 7] L TLIEEN,
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» Cisco Secure Firewall 7.1 LA /N—37 3 > Tld, Management Center D &3 78— k X4 TC
VWE 9, Cisco Secure Firewall 73— 2 > 7.2 LA TlZ, Device Manager &V — h I E
j—o

Threat Defense Virtual R ¥ — S A4 2 AD/INT +—T U AR

Threat Defense Virtual I, BEAZEFICESNWTER D AL—T v F L~UL L VPN #55HI IR 2 #&
et BT -~ ARE T A AP R—F L TVET,

7= 28: Threat Defense Virtual Y[R {1 5 1ZE D < S 4 & 2 RBEEED IR

NITA—T AR | T/30 Rthk (3 L— IR RAVPN & < 3 Ul
7 [RAM) R

FTDv5, 100Mbps 4 =27/8GB 100Mbps 50

FTDv10, 1Gbps 4 =217/8 GB 1Gbps 250

FTDv20, 3Gbps 4 =217 /8 GB 3 Gbps 250

FTDv30, 5Gbps 8 =27/16 GB 5 Gbps 250

FTDv50, 10Gbps 12 =7/24 GB 10 Gbps 750

FTDv100, 16 Gbps 16 =7 /32 GB 16 Gbps 10,000

Threat Defense Virtual 7 /3 2D T A & ZABEDOHA KT A4 22O TiL,  [Cisco Secure
Firewall Management Center 7 KX =A L —>a > # A4 K] @ [Licensing] OEAZSMRL T
<TEEW,

)

CE)  VvCPU/AEY DEAZEFET A1, HMIC Threat Defense Virtual 7 /34 ZADERZ T 72T 5
VERH D F7,

NITF—I U ADEREIL

Threat Defense Virtual D E D /N7 —~ L A% EB T H7-2DI12, VM &R A b O 7 & 5%
TAHZLENTEET, FFIZO VT, [GCP TORAYLOFIE L Fifl] 22L&
/AN

Receive Side Scaling : Threat Defense Virtual /& Receive Side Scaling (RSS) % #7AR— K LT\ &
T ZHUE, Ry NI T TR o THEED T nt y a7y NU—U%E T
T4y I EGRTHAIEDIERESNDT 7 ) rY—TF, A=Y a3 T0LUBKETHR— SR
TWET, FEMIZ OV TIEL,  TReceiveSide Scaling (RSS) HOEMPDORX F=2—] S LT
<&,
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EZEX1—DBYHT

Xy NU—=7 30y NEUHT 572012, FFEOHDOZE RX) BILUEE (TX) Fa—N»
% VNIC IZFI1V 4 THIE T, Google Cloud Tix, fEHENA XY hT—7 S X —T A R
DH AT (VirtlO £721% gVNIC) 1ZHES&, 7TV XL&MHH LT, WIC Z&I2T 7 41
FOBEDORXBELOTX Fa—0E Y Y TonEd,

WNIC IZF% 2 —Z2E Y ¥ TEH=0HIZ GCP A SN FEITKRDO LB T,
* VirtlO : vCPU O%AS WNIC O CRRE S, 7R OfFIE S E T,

7-& 2I1E. VMIZ 16 fH®D vCPU & 4 HlD vyNIC 23 534, vWNIC Z L IZE ) Yo b
X o2 —OIT 16/4=4 T1,

* gVNIC : vCPU O#73 vWNIC O CTRRE v, fERN S S22 ThRESRET,

72&Z21F, VMIZ 128 1D vCPU & 2 fHD wWNIC 235 554, B0 Y ToHNDHF 2 —DHK
1T (1282) 2=2 T,

% 7-. Compute Engine API Zfi [l L TH L\ VM Z1ER T 284, & WIC IZEIV 4 THhh b
Xa—DORENAZARXTEET, L, DAZA XTLHLEIT. IRONL—VITHED &
ERHY ET,

e/ a—¥ : yNIC X121 o,

el RFa—$: ZOIX, RIANRNEZA FITH ST, vCPU EE 721X vWNIC H7- 0 D
KF¥F2—HDI>H, /NIWHFTT,

e VirtlQ F7/213 D AX L RTANEHEH L TWBEE, RKF=2—5iX32 T7,
« gVNIC ZfEH L TWA A, k¥ = —HiT 16 T,

e VM DT RTOYWIC IZE S THNAFa—DE DA<, AT HEE ., F2—0%F|
DY TREIL, VM AV RAZ U RIZEY B THNZ vCPU OELL FCTHALENH D £
j—o

TNV IIBIOI A LF 2 =50 BTOFEMEFIZONTIE, [T 740 bFa—0DHED
V) BER T HAXLAF2—0E VYT 2L TLLIEE N,

Snort

e Snort DY ¥ v ME T AN o720 . VM DNEERICEL o720 o = B
REENR R ONDGER, FFEOT v ANRFEITEND & ZI(ZiX, Threat Defense Virtual
:JbJZU\VM‘J‘X MrbuaZzZELET, 2N CPUMHARE, A€V, VOFERE, B

DAY (EEIARREOr 7 OIEIL, O NI TNV a—T 4 v 7ITEL L E
To

eSnort D % v A UBEZIZ. CPU & /O DIFEAENEL R ET, +ORAEFY RN
<. BHHODOCPUMNRWHE—DOR A N FIZEE D Threat Defense Virtual A > A Z > A MERK
SN TWDEHETE, Snort DY Y v N 7 U AZEERI N 530> T Snort 2 7 BNERR SV E T,
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GCP @ Threat Defense Virtual @7~ 77 L— K%, Cisco Secure Firewall /X— 3 > 7.1 025 7.2
NIV AR— IR TWERT A, Cisco Secure Firewall /X"—2 3 71 06 72127 v 77 L—FK
THHEEIL. A A= EFZTLET,

YiR— kb ENGUERE
* [Pv6
« Threat Defense Virtual % 7 ¢ 7 HA
s "NIFUART VLU MNA Y TA IRy T E— R

« U VIR T L— A

BARA—TTARAADNICTVELY

Cisco Secure Firewall /X— 3 > 71 URTIO U UV —RZBITFHRY NI—F L —T A A
H—FK (NIC) ¢F—FA LB —TxA ADS v ELTIIRD EBY TT,

enicO—FHA L H—T A A
enicl —2ZWiA L F—T A A
nic2—-XHE Y bA—HF v k0/0
snic3—FAHE Y bA—H Rk 0/l
Cisco Secure Firewall /x— 3 > 72 LIR& . Ao — RoXZ % (ELB) 137347 > b % nicO {2 ®

FERET B 72, North-South N7 7 4 v 7 OB ERZITT D720 nic0 (2T —F A X —
T oA AP TT,

Cisco Secure Firewall /S— 5 > 72 DNIC £ T —F A X —T =2 A AD< v B TIIROEE
D ‘@‘a_o

enic0—F A A —H x> 00
enicl =¥ Ay hA—H x>y b 0/1
enic2 - FHEA X —T = A A
snic3 - WA X —7 A A

snicd—FHE Y hA—HFF v k02

*nic(N-2) - FH > hA —HFF v k 0/N-4
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v ro—s rRasos ]

enic(N-1)- FHE Y b —H 2> |k 0/N-3

Cisco Secure Firewall /X— 3 > 7.4.1 LI TliL, WA v ¥ —7 = A A %&{#i AH9Z Threat
Defense Virtual ZBBHT 52 b T 9, T IR F VAT NIC LT —F A F—
T2 A AD v ETITRO L D20 £,

enic0— FAHE Y A —H x> K 0/0
enicl - FAE Y A —H x> |k 0/1
enic2 - HEIA L H—T = A R

enic3—FAE Y A —H 2> k02
enicd—FHE Y A —H x> 03

“nic(N-2) - FHE v hA —H% > h ON-3
“nic(N-1) = FHE» kA —H% v k ON-2

2y b= kRO DOH

W DXL, Threat Defense Virtual 2 4 DD 7 x v b (EH., ZWr. WNEL. 4B 23 GCP N

ICRESNT-NV—T v K 77 AT 74—/ E— FOD Threat Defense Virtual DHELE bR o 2 %7
LTWET,

45: GCP FEBA T D Threat Defense Virtual 15|

) Google Cloud Platforrr
Management vPC FW Rules
VPC Network Network GCP Route Table
192.168.0.0/24 192.168.2.0/24 J—e Destination 0.0.0.0/0
T eth2 ] l’tho , Gig0/0 (Inside) * —Q Next Hop IP of eth0
.
Threat
defense .
vPC virtual VPC
Network Network FWRules PR
192.168.1.0/24 192.168.3.0/24 J_e Destination 0.0.0.0/0
—_. Diagnostics ,Gig0/1 (outside) Next Hop IP of ethl
B eth3 ethl 1
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Secure Firewall Threat Defense Virtual /51 X D EIBRH %

Secure Firewall Threat Defense Virtual 7 /3 A A DEBIZIZRD 2 2OF 7 a V2B TEx £

D

Secure Firewall Management Center

ZEDTNNA A EHR L TS5, 7213 Threat Defense THFA] SN 5. X O EHE7 ke

REZMFEH LT WIGAEIE, $AIAH D Device Manager DfX4> V) |Z Management Center % {# ] L
TT A RAERELET,

X3

Device Manager & Management Center O i /7 % f#i H§ L 'C Threat Defense 7 /N1 A & E B 5 Z
LIXTEEHA, Vo7t A Device Manager DS BB ZANCT D L. v — /VERH A 5,
{Z LT, Management Center Zfi 132 K 9 ITE A FHEE L72WIR Y | Management Center %
f# /] L C Threat Defense 7 /NA A& EELT 5 Z &1L T& /<20 9, —JF. Threat Defense
7 /3A A % Management Center (25 §%3 % & | Device Manager DA 2 AR — REH Y — & A (31
720 £,

BIfE, ¥ A 221X Device Manager D% E % Management Center (AT T 547 > a v iddH v &
T, ZOWHEEETT, ThreatDefense 7 /34 ANZFRET DEELD ¥ A 7 % 2RI DB,
IDZEEBELTILEZSN,

Secure Firewall Device Manager

Device Manager 134 R — R~ — ¥ TT,

Device Manager |4 —® Threat Defense 7 /34 A |ZH5# S 4172 Web X— 2R DR EA » F—7 =
A ZT7, DeviceManager Tid, /MR Yy NU—27 Thib —IHEH N Y 7 o =T
DIEABEARETEET, F/2. ZhEZ < O Threat Defense 7 /3 A & &L KB >
NT =2 Z T D T2 DI 8T A APV R =V ¥ BT L R0 BT
WA RETNIRONTEDT A R & Elery N T — 27 OIZDITRHICHRF S TWET,

)

GE)

Device Manager % 7R — k3% Threat Defense 7 /3 2D U A MIDUWTIE,  [Cisco Secure
Firewall Device Manager Configuration Guide] Z#ZM L T 72 &0,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

I Google Cloud Platform ~ () Threat Defense Virtual 0 &R

cer oz [

GCP IRIEMERE

ATy T

ATv T2
ATvT3
ATy T4
ATvT5

ATvT6

ATy 17
ATv78

Threat Defense Virtual O BEBAIZ 1%, Threat Defense Virtual# BB 2 HIIC4 DDF% Yy hU—7 %
BT BMERH Y T, Fv hT—ZITKDO LB TT,

cEHY T Xy OB VPC,
« W VPC £/ W 7 % v b,
« WESY 7%~ F DNES VPC,
ST Ry FOSMER VPC,

X 512, Threat Defense Virtual Z#il3 5 v T 7 4 v/ 70 —%2Fa+5 L) Vv— T —7
NEGCP 77 AT U —NN—NERELET, V=T =T N T 7 AT U4 —/Lb—)L
IZ. Threat Defense Virtual B{RIZEREINTWDE L O EITRNZ 2> TWET, BIET D% v b
U — 7 EREREICIE U T, GCPL— b T —T Ve T 7 A4 T 0 5 — L b— AR 2 £, 4
A RELT, Xy FU—Z bR Y0l 28R LT IEEWN,

GCP =2V —/)LC, [VPC v kT —% (VPC networks) ] ZiE{R L, [VPC v kT —2 DERL (Create
VPC Network) 1 Z27 U 27 LET,

[&87 (Name) | 7 1 —/V RIZ. BrEDL4FTIZ AN LET,

P7 Xy MEEE—RT, [ AHX L (Custom) 1227 Vw7 LET,

HFLWF IRy L T[RET (Name) | 7 4 —/V FiZ, FEDLATIZ AT LET,

[#iE (Region) | Ky 7 A o U X b, EBEICHE LKA RIRLET, 4501y hU—7 3T

RTCEACY =V a vHNIZHIHIVERDH Y £7,

[IP7 R L A#iPH (IP address range) ] 7 4 —/V R C, HHIDF >y U —27 DY 7 x> ;% CIDR X
(10.10.0.024 72 &) TASILET,

ZOMTRTOREILT 74V FOEET, [EK (Create) |27V v 27 LET,

AT o1 =T &MV LT, EOD3IS>DVPC v hU—7 Z1EK L £7,

274 T 94— ILIL—ILDERK

Threat Defense Virtual £ > A Z  ZADREFATIC, A LV X —T =2 ADT 74T 7 4 —/)L)L—
NE#EH LET (Management Center & @ SSH 35 &2 OF SFTunnel 3#15 2777/ 95 72%) , Threat
Defense Virtual DA (356 X—) &ML T 73V, EAIZS LT, NEL, 48, B X
OBWiA v =T 2 ADT 7 AT U4 — =V EERTHZ &b TEET,
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ATv T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy FT17
ATv78

GCP 2> Y — T, [#v bT—F245 (Networking) ]>[VPC v kT—% (VPC network) 1>[7 74
T oA—IL (Firewall) Z&IRL, [Z7AT24+—ILIL—ILDERL (CreateFirewallRule) 1 %7 U v 7
L\i‘a_O

[%8T (Name) | 7 4 —/V RIZ, 77 AT U4 —b—LObr)oFT WARIZ A LEST (f -
vpc-asiasouth-inside-fwrule)

[y kT—%2 (Network) | Ka vy X UR NG, 77A T U+ —Wb—L&2ERT 5 VPC X v b
U — 7 OARTEZERIR L ET (f : ftdv-south-inside)

[2—4 v b (Targets) | Ke vy XU URARNNL, 7747 Ut —Vb—VIZH#EHRER AT v a v &
BIRLET B[Ry FT—TRDTRTDA VAR A (Allinstancesin the network) 1)

[3%{E7T IP&EE (SourcelP Ranges) | 7 4 —/V Rl \%Eﬁm7%vx®%l%cmRﬂﬁfﬂﬁbi#
(%1 : 0.0.0.0/0) .

N7 4271, ZRHDIPT RLAFHANOKEITL PO DL SNET,

[FB bajL&R—k (Protocolsandports) ] F T, [HEESNf=TA ba)L&R— b (Specified protocols
and ports) | N L E7,

X2V T 4 — L EBBMLET,

[ER% (Create) 1 %7 U > 27 LET,

Threat Defense Virtual ®E A

ATy T
ATy T2
ATvT3

ATv74

PLFOFRNEIZHES T, GCP~—4 v h 7 LA AL X415 Cisco Firepower NGFW (AR 7 7
A7 v x—)L (NGFWv) Z{#iH L T Threat Defense Virtual £ > A ¥ A& B CT& £9°,

GCP 2 V—iZu /A LET,

FEF—=aAZa—0 >[¥X—4 v hTLA4 R (Marketplace) |27V v 27 LET,

~—7%7 > 7' LA ZT [Cisco Firepower NGFW (A2 7 7 A4 7 7 +—/L (NGFWv) (Cisco Firepower NGFW

virtual firewall (NGFWv)) | Zf&# L C, #GE2 @R L ET,

[fER% (Launch) 1% 27 VU > 27 LET,

a) [EBB4# (Deploymentname) ]: A v A X L ZAD—EDA4RHIZIEELET,

b) [V —2 (Zone) ] : Threat Defense Virtualz BEI 9% v — 28R L F 9,

¢) [¥P2B 47T (Machinetype) ]: > A7 AZE (346 X—) [ZHESWTIEL W v & A 73R
L/iﬁ—o

d) [SSH F— (SSHkey) | (AT 3>) :SSH X —XTNOHAMF—ZAEY £,
F—_T 1L, GCP BWRIFET D AF— L, 2=V —BRETIREXF—7 7 A VTR ENLET, =
NoZx—fEHMEHT DL AV AZ VAT RITER TEET, F—_T 1T VA A~DHEEREIZ
B L5720, UTBEROGITIARFE L TS,
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)
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ZDAVAZLRALT VAT HI2ODT 0T 27 NRKD SSH ¥ —45 AT 507 0y 7T o0 E
R LET, Google K¥F = Ak [Allowing or blocking project-wide public SSH keys from a Linux instance.]
LR LUTLTEEN,

[BBEIXV ) T b (Startupscript) ]: A Y A X U ARRETLH-CICHIMLENT= X 27 2 FA4TT D7
1T, Threat Defense Virtual A > A X ADKENA 7 ) 7 M ZERT&E £,

W, [BENWRSZ 1) T+ (Startup script) | 7 o —/L RIZ 2 B — L CTHE Y 41F % day0 Hspk o 2o~ L %
7T

{

"AdminPassword": "Cisco@123123",
"Hostname": "ftdv-gcp",

"DNS1": "8.8.8.8",
"FirewallMode": "routed",
"IPv4Mode": "dhcp",
"ManageLocally": "No"

}

Bk FATE T —%5<ITIE, JISONRRGEY — /L&l H L T Day0 f ik 2 e 9 2 BN H D 97,

[y D=4 28 —T 4R (Networkinterfaces) ] : 1) &H, 2) M. 3) W, 4) HMEEoA >

a"‘7:l:/|)7\%§£ﬁiﬂbi‘a_o

G¥) A VABRUATBVER LTEBRTIE, A VAR LA, B —T oA AZBMTEXERA, R
WO A B —T 2 f AR TA VAL ABER LTZGEE, A Vv AX  AEHIFRL,
WA o H—T = AR CTEIER T A2 LERH Y £,

L [#Yy +FT7—% (Network) | Kevy 7 XU A )5, [VPCnetwork (VPC Ry U —7) ]
(vpc-asiasouth-mgmt 7¢ &) A &R L £,
2. [4M\ERIP (Externa IP) | Rry XU U R Mk, @Uled 7y a v Z@IRLET,
BHA A —T A AZIE, [IMEBIP B =7 = A T L~ (External IP to Ephemeral) ] % #384R L %
T, WEBLONE A v X —T A AT, ZiuI4A 7> a3 TT,

3. [52T (Done) 127U > 7 L%,

[Z7A4T794—)L (Firewall) |: 7747 U4 —b— %A LE7,

(A B—RY FDEDTCPR—bF2DZT7 4 v %50ITS (SSH 7V +EX) (Allow TCP
port 22 traffic from the Internet (SSH access)) | F = v 7R v 7 A% A LT, SSHEZFHFAILE
R

A A—Y EHLEDHTTPSD 3574 w9 %595 (FMC access) (Allow HTTPStraffic
from the Internet (FMC access)) | = v 7 R v 7 2% 4 12 LT, Management Centerds J UVE B
KRTSA X371 D SSL W 5-{kidfE F v /L (SFTunnel) ZfEH L THECTEL LI LE
R

[0 (More) 127V v 7 LTt a—%ER L., [IPEZE (IPForwarding) ]3[4 > (On) JIZREE &
NTNWDHZ xR LET,

ATv 75 [JEB (Deploy) 127V 7 LET,
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G¥) EIRFFE, VY —A0n AR L, SFIFLBERICEL > TELRY F3, PIHHbRZTT5
FTIZT~8mmAZENnDHY £, IHHLIZFHI LW T &N, Filrds L, 775
AT U AERHIBRLT, UL LRDEIRTNERSRNZ EnH 0 7,

RDBRY

GCP 2V — /LD [VM A AKX A (VMinstance) | X— UMb A VAKXV ADFEM%Z R
LET, A1V AZ U RAEAZIEBLUORBT H72OONE P 7 LA SNFIPT FL A BE&
Vay br—ARNERENET, METLIHEIE. AV AZ L AZEFILTOMHERDH D 7,

S ER IP Z{E B L 7= Threat Defense Virtual 1 > X &% > A A
D ikt

Threat Defense Virtual-f A % o A2k, WNEFIP AP vV 4 CH N E I, AESIP 24f
] LU < Threat Defense Virtual f > A X L AT 78 A TX 1,

ATYF1 GCPar Y —)C, [AVEa—T4 Y5 IT2PY (ComputeEngine) 1>[VM 4 > XA VX (VM ingances) ]
EIRL E7,

AT 72 ThreatDefense Virtual DA > AX L A4 %7 ) v 7 35E, [VM A VARE U ADEM (VM instancedetails) ]
N=UNHE LT,

ATw 73 [## (Details) | # 7T, [SSH] 74—V KD Ky T X A=a—%7 1) v 7 LET,
ATY T4 [SSH] Ry XU A=ma—nb, HOA T v a U ERIRLET,
kD 71 7% 1 L T Threat Defense Virtual f > A % o AT TX 9,

« ZOMDSSHY 74 7 v FEITY— K 8—=F 8y — L FEIC OV TIL, Google RKF = A2 hD
[ Connecting using third-party tools] ZZM L T 7230,

SSH % {# F8 L 7- Threat Defense Virtual 1 > X 2 > A ~DEHE

UNIX A& A )LD AT L6 Threat Defense Virtual £ > A X o A5 512X, SSH & 1{#
HLTA v RZ R IZR A4 LET,

ATV Tl ROa~<w REFEHLT, 77 A VOMREZRE L, BTN 7 7 AV EHLARND XI5 LET,

$ chmod 400 <private key>
ZZ T,
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<private key>lL, 77 BATHA LV AZ L AITEHEMIT ONIMEX—Z2EFLT7 7 A VDTN L
AHITTT,

RATYT2 AVAZ AT 7 AT LHITIE, RO SSH v REMMALET,
$ ssh —-i <private_key> <username>@<public-ip-address>

<private key> &, 727 BATHA LV AZ U AICEEMT ONTREX—Z2E0L 7 7 A VDT NVIRR L
ZHTTT,
<username> %, Threat Defense Virtual A > A X L AD2—H —4 T9,

<public-ip-address>{f, TV —ANLEE LAV AX L ADIP T KL ATY,
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ESNTNT, WA =T = A APEH L ET, F—LfED~7 7 Diagnostic: OFF IZRRE SN TV 5
A, EBRITZWA v 2 —7 oA A ZEAEFIcRE LET,

RIZ, Day-0 #ik A2 U7 hOHZRLET,

{

"AdminPassword": "E28@20iUrhx!",
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}
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® Management0/0 management Physical
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Interface Logical Name Type Security Zones
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@ GigabitEthernet0/1 inside Physical
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o 2/ —)Lt w FIN® Threat Defense Virtual A > A % ZADOEE., ARSI ESWTCHE)
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Instance
I\{Ianagemem L) Group
Center Manager
Instance Group Instances P T
(1™ ) r -7
Threat defense ... ..oeeeeiuueeeeeeiiiieeeeiaann A o
virtual : : _-="
Application Inside Subnet 5 -
Subnet 1  inside outside g ="
i : Threat :
esource
= defense = =
< > 9 < >
< virtual 1 &
< > <
< > :
Application : :
g " i
Subnat 2 Outbound : e - : Inbound
Resource —{ Initiated flows : : Initiated flows
Routed to ILB : : Load Balanced
: inside outside : C/\)
— 8 = o —  Threat — - -
Application == = > < g e >
Subnet 3 - : defense g - A
< »| virtual 2 3 —
Resource 1 :
mgmtl dme
Application
Subnet N
R ‘1
inside outside
Threat
defense
> X < >
= ¥l virtwalN ¥ »
< > <
N
mgmt dmz
Flows that are initiated from inside toward internet: Flows that are initiated from outside toward backend resources:
-Inside subnets route internet traffic to ILB -Threat defense virtuals are the backend pool for ELB
-Threat defense virtual — Source NAT internet bound flows so they can NAT to public IP of -Threat defense virtual — Source NAT internet bound flows so packets return to same threat
each threat defense virtual defense virtual
-Threat defense virtual — NAT probe packets back to threat defense virtual management -Threat defense virtual — NAT probe packets back to threat defense virtual management

Inbound traffic (Internet->ELB->Threat defense virtual->Application)

Outbound traffic (Application->ILB->Threat defense virtual->Internet)
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B 47:BAYF—PvEa—

& autoscale-cicd-ftdv-deployment W DELETE Overview - autoscale-cicd-ftdv-deployment

Deployment properti
(] autoscale-cicd-ftdv-deployment has been deployed eployment properties

ID 6509426199080067142
Created On 2021-10-11 (21:26:25)
m Overview - autoscale-cicd-ftdv-deployment
Manifest Name manifest-1633967785070
+ [ Autoscale_Parameters ftdv_template.jinja Config View

E cicd-pransm-ftdv-instance-template vm instance template Imports ftdv_template.jinja

B cicd-pransm-ftdv-instance-group Layout View

compute.v1.regioninstanceGroupManager Expanded Config View

B cicd-pransm-ftdv-autoscaler compute.v1 regionAutoscaler
B cicd-pransm-ftdv-backend-service-elb
compute.v1.regionBackendService

B cicd-pransm-ftdv-hc-elb compute.v1.regionHealthChecks
B cicd-pransm-ftdv-fr-elb forwarding rule

B cicd-pransm-ftdv-elb-ip address

B cicd-pransm-ftdv-backend-service-ilb
compute.v1.regionBackendService

B cicd-pransm-ftdv-he-ilb compute.v1.healthCheck

E cicd-pransm-ftdv-fr-ilb forwarding rule

B cicd-pransm-ftdv-ilb-ip address

B cicd-pransm-nat-router router
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GCP Instance Group M: g ation Coogeds Brsshold value Serverless Scale-Out and Add/Delete management -
(Auto scaling Enabled) |- —————— - > Scale-in Functions center virtual (via REST APD) |
oM
g
Scale-in / Scale-Out Center

) —_ >
i el e v Add/Delete NAT rules, \
e configuration by using the e ;
e routes, and so on (via —_—
/" Apply the threat defense virtual config TR REST API)

configured in management center
Log management

Runs in Google Cloud Functions
environment

B S 1

GCP ')V —X

GCP Oz b

IOV Y a—varDTRTOaAyR—3r MEERT I, BEFEFZEH LI BRI
Tuavl NBRUNETT,

VPC vy T —%

45D VPC B FRIEEMER SN TWA Z L 2R LE T, AutoScale BRI TIZ, *v hU—7
U Y —2DERL, EE, FHIIITOILEE A,

BEFEOY TRy b= ZMAT, /2897 Ry hU—J Z2HHLTEEVPC Ry T —7 (2
FLWVPC a7 X ZERLET, 777 RHREIZVPC 227 X &fiH LT, 774 X—F
IP 7 K L A C Threat Defense Virtual IC7 7 A LE1,

Threat Defense Virtual {Z1Z4 2D FR >y NT—0 4 VX —T = A ANRNLERT=0, (R Y FT—
TIZIEIRD 4 SOV 7 3y NIRRT,
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B occr oy rmesvr—coms

N NT T4
N NT T4 Y
EHNT T 4T

Wi T T 4T

Firewall

VPCHIBEZFFr L, EFMET m—7 b3 57 747 U — Vb=V BB DD &
D i‘é—O

W, AN, BHL BXOBMA v X —T oA ZAHIZ4DDT 7 AT U 4 — L= )L NN BET
T, £lo. ERMTF oy 7 T a—TE2HATET7 7 AT U4 — N N— L EERR L E T,

EEETF =y 7 7a—=TDOIP T RLATRO LB T,
* 35.191.0.0/16
* 130.211.0.0/22
* 209.85.152.0/22
* 209.85.204.0/22

DeploymentManager 7 o 7' L — N CRITMEHIND 7 7 A T U+ — /W Z JIEET HMEN D

DET,
T Xy MR ENTWE Ry NI —2 X2 0T 4 ZV—T7 T, IROKR—FZBL HME
N0 FET,

«SSH (TCP/22) : m— K33 L Threat Defense Virtual [ O 1E w7 0 — 712 MHE T,
P — X — L ZHEHE & Threat Defense Virtual [E] D@2 MHEE T,

T U —v g rEAEDOTe halLEIIAR— b 2= =TV r— g VNINETY
(TCP/80 72 &)

—_ > N 0 oo
GCP 7 5 FHERE/ Ny 7T — O DIEE
Threat Defense Virtual GCP Auto Scale ' V = —3 3 Tl JEMEERD ZIP Ny Fr—T T
U RS AERMT D2 00T — A T T 7 A NVEAERT DHERH D T,
e ftdv_scalein.zip
e ftdv_scaleout.zip
ftdv scalein.zip BX W ftdv scaleout.zip /Ny 7 — Y OEEFIEIT OV TIL, Auto
Scale DEAFIEZZ L T ZE 0N,

BT, BEDH AV B FATT HT-OICA[REZRR VM. L TRV . JHIRERESCH LW U U — R
DY R—FDFEDITHBEIIS L TCT vy 7 7L — R T&EE9,
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ATINT A—7A

WDFRIZ,

Anrisx—4 |

T T L= R RTRA=EABLIOHIZRLET, KT A—=FDEEZID=5, GCP

7’1 =7 I GCP Deployment Manager & JEBA 5 & 12, £/37 A —& Zffill L T Threat
Defense Virtual 7 /34 A ZAER T & £,

R29:TFoTL— RS A4

NG A—B A

ERATZ2E/%47

B

resourceNamePrefix

pa=ll

FTRTCOY V—RF, ZOF
L7 4y 7 A E e T TR
RENET,

5] = demo-test

region

GCP THR—FENTWBEEH
N —T g v

[String]

vl NREBEINS
V—ya 4,

5] : us-centrall

serviceAccountMailld

L5 [ Email 1d]

P—ERAT H T BB
BA—ILT KL A,

vpcConnectorName

pa=ll

P/ L RBREEE VPC X
NO—=JHD T T4y %
WP % =212 7 Z DA,

5] : demo-test-vpc-connector

adminPassword

pa2l

Threat Defense Virtual - > A ¥
VADPI IR T — R, % T
ZDONRT A—=HXX
ImewFtdPasswordSecret| (242

Eéﬂi'@ﬁo

bucketName

pa

70 REERED ZIP /8w or —
THET v 7 a— K95 GCP A
ML=y b DA,

%1 : demo-test-bkt

coolDownPeriodSec

B

A — R AT —IF03H LA
AHB RIS IEROINE % B
W9 % F TR T D05

5] : 30
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| PR

INTA—R FERTESME247 Bl

cpuUtilizationTarget 10 1% (0,1] F—= " AT =T =R 5
WBENRDHDA VAL AT
JL—7F N D VM D) CPU ff
R,

#:0.5

deployUsingExternalIP 7 — Ul Threat Defense Virtual % BR{Z
NIV w7 IPT RUAPKE
ME I MERELET,

i : true

true [IZRRE SNV TV DS
Threat Defense Virtual {21337
Uy Z IPT RUAPRKET
7, false IR E STV DY
G RXT VYT IPT RLAIE
VEH ) R A,

diagFirewallRule ST Z W VPC FIZER S =7 7
AT 0 F—)L)L— )L DL HI,

51l = cisco-ftdv-diag-firewall-rule

WA B —T = A A B
9712 Threat Defense Virtual %
BB 5 501E. 20T
A—REBEADEFIZT D
D, HI—DLFHNEANTIL

7,

diagSubnetworkName A WA X — T = A A
SND VPCH TRy hO4
Al

fil . cisco-ftdv-diag-subnet

BWiA B —T = A A
7712 Threat Defense Virtual %
BT 2581, 2037
A— &%éE@iiKTé
M, XI—DOXFHEATL
*7,
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Anrisx—4 |

NS A—H %

ERAT=51ME/247

B

diagVpcName

pa2 7l

?}%ﬁ/l' :/yv—jl/]'xa:@lzﬁﬁ
S5 VPC D4,

%1 : custom-ftdv-diag-vpc

BWA A —T A AEfER
9|2 Threat Defense Virtual %
BT 2581, 2037
A—=HEEADEEIZTDH
D, HI—DLFHNEATIL
*7,

elbFePorts

ELB 7 7 A A —H¥ R k
N N

51 : 80,22

elbIpProtocol

FHRASNSELBIP 71 b=
2

5] : TCP

elbPort

ELB A— &5
1 : 80

elbPortName

padl

ELB R — b O 4 i,
5] = tep

elbPortRange

ki

ELB A" — ~ O#ipH,
151] = 80-80

elbProtocol

Pl

SN % ELB 7 k2L,
5] - TCP

elbProtocolName

P2

ELB 71 b 2L D4 i,

5] : TCP

elbTimeoutSec

FOHEALOD ELB % A A7 7 M
EiR

B .5

elbUnhealthyThreshold

BH

ANIVATF = 7 REREE D
L& UM,

il = 2,
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INS A=A Z FERTESME247 HL:L
fmclP pac=il| Management Center ® IP 7 K L
A
# : 10.61.1.2
fmcPasswordSecret & Hr LV | SCUF5 B SNz —27 Ly b4
FtdPasswordSecret BT,
fmcUsername =il Management Center Virtual @
a—H—4
ftdvCheckIntervalSec b A~SIVATF = 7 DERR,
51 : 300
ftdvHealthCheckPort B Threat Defense Virtual 0~/ A
7: T y D ﬂ‘o — ]\ %‘é %o
il : 22
ftdvHealthCheckProtocolName | s52%| ANIVAF =2y JIHERHENS
=1 =
i : TCP
ftdvPassword ezl Threat Defense Virtual /3 A
7— K,
ftdvTimeoutSec ekl Threat Defense Virtual $%#5 D 4
A LT Tk
% : 300
ftdvUnhealthy Threshold B ANIVAF o 7 REREEE D
L &V VE,
5] ;3
grpID SCEFH) Management Center CYERK &L
1eT I8 AT N—T DA il
% : auto-group
healthCheckFirewallRule S| ANNVAF oy 7 T —TOIP
NSOy N EFFAT
L7 7 AT U F—I)LL—)LD
AN
5] : custom-ftdv-hc-firewall-rule
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NS A—B% ERAT=51ME/247 B

healthCheckFirewallRuleName | 5757%1| SNIVAF 2w 7 T a—T 0 IP
FEHN B DRy N EFFT
57 7AT VA=) D
27,

5] : demo-test-health-allow-all

ilbCheckIntervalSec I ILB¥Efi & T = v 7 9 A A,
B : 10

ilbDrainingTimeoutSec B Bt NL A DZA LT T b
7 FH]

%1 : 60

ilbPort HH ILB R— h& 5,
5] = 80

ilbProtocol bl RSN ILB 71 =L,
5] : TCP

ilbProtocolName ezl ILB 7’2 k24,
5] : TCP

ilbTimeoutSec LS ILB %A A7 v N,
) : 5

ilbUnhealthy Threshold LSy NIVATF o J ANEFEEE D
L& UM,

) : 3

insideFirewallRule SCFH| WNETZ 74 T U —/L)L—)L
DA Hil,

5 : custom-ftdv-in-firewall-rule

insideFirewallRuleName Vil Wl VPC TOlfE 23 a3 5
Ty AT T —VIL—LDH
i

5] : demo-test-inside-allowall

insideGwName K| NER7— b 7 = A DL HIL,

1 : inside-gateway
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INSA—H %

ERAT=5ME/247

B

insideSecZone

pa2 7l

NEEX 2T 4 ) — D4
ﬁleO

151 : inside-zone

insideSubnetworkName

pa2l

WERY 7% > kDA,

5] = custom-ftdv-inside-subnet

insideVPCName

Pl

¥R VPC D4 R,

5 : demo-test-inside

insideVPCSubnet

pa2]

WESS 7%~ kD4 H,

5] = demo-test-inside-subnet

licenseCAPS

CFS

BEHT L5 A48 AD4LH]

% : BASE, MALWARE., URL
Filter, THREAT

machineType

padl

Threat Defense Virtual VM @~
AT,

5 : nl-standard-4

maxFTDCount

B

A VARB AT N—T THFR]
X415 Threat Defense Virtual -/
VAR AD IR

23

maxFTDReplicas

HEW A r—1 7 7 —TH
@ Threat Defense Virtual 1 > A
B ADEREL,

2 2,

mgmtFirewallRule

Pl

BT AT T —L—)L
DA R,

fl . cisco-ftdv-mgmt-firewall-rule

mgmtFirewallRuleName

Pl

B VPC TOBEEIFT 5
T AT T F—)LI—LDH
7\\0

5] : demo-test-mgmt-allowall
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NS A—B% ERAT=51ME/247 B

mgmtSubnetworkName = BHY 7Ry FOLHI,

1 : custom-ftdv-mgmt-subnet

mgmtVPCName el EI VPC D4 E,

5] : demo-test-mgmt

mgmtVPCSubnet el gl STRNE AR

5] : demo-test-mgmt-subnt

minFTDCount L2 EEOWR ST VAL AT
Jb— 7T I AT HE 7R Threat
Defense Virtual D&g/INA > A 4
AR,

5] 1

minFTDReplicas Wt HE A — U o 7 T —THN
@ Threat Defense Virtual -f > A
G2 AD MK,

B2 2,

natID Pl BB RT DB T
Management Center % &§5% 9%
L XK E I —E DO NATID,

outsideFirewallRule b=l NE T 7 AT 07— )L—)b
DR,

5] : cisco-ftdv-out-firewall-rule

outsideFirewallRuleName = NS VPC TOBIEZ A5
T3 AT U —ILL—)LDH
7,

5] = demo-test-outside-allowall

outsideGwName Y=l NERF— b T = A DA,

fl . outside-gateway

outsideSecZone SCEEA| NEEX 2 VT 4 — DL
ﬁILJ‘O

5] - outside-zone

outsideSubnetworkName =il AT Ry S D4R,

5] : custom-ftdv-outside-subnet
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NS A—B% ERAT=5ME/247 B

outsideVPCName = SER VPC D4 |,

5] : demo-test-outside

outsideVPCSubnet S| A A RN AT

5 : demo-test-outside-subnt

policyID pa ACL R U ¥ —D4 i,

publicKey bzl Threat Defense Virtual VM @
SSH &% —,

sourcelmageURL Y2l 7l 3% Threat
Defense Virtual £ A — D
URL,

sshUsingExternalIP 7 — Ul Google #EEIZ L > TRT Y »

JIPT RLAL T T4 _— |
IPT7T RLADEL LR HEHS
NN ERELET,

51 : true

true [ZFXE SV TV DA
Google B§REIZ/ N7 Y v 7 1P T
]\ VAR LET, false iZ
BIE SN TWADEA. Google
% X774 X—=RFIPT KL
2EMEHLET,

withDiagnostic 7 —L Threat Defense Virtual % 52871
AT A AEMHL TR
BRI o0 ZMiA 2 —7=x
A Rz RETICRET 20
ZRELET,

5] : true

=A==

true [ZEXET 5 &, Threat
Defense Virtual IZ52 Wi A > & —
T oA AL TREIN
F97, false IZERET D &
Threat Defense Virtual | X721
VHE—T 2 A A& fFEHAETIC
JRBH S E T,
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Auto Scale V') 2 —< 3 VD ER .

Auto Scale V') 11— 3 > D ER

ATy T

ATy T2

ATvT3

ATv74

ATy TH

Gt URY N Za—h L7+ AKX |ITER L,

git clone git url -b branch name

geloud CLI T/ b 2B L £97,

gsutil mb -c nearline gs://bucket name

GE) VAT BITA A =L ZH TS Google Cloud Shell % 721% Google Cloud SDK T, ZDF
IEDAEE D gsutil £7-1% gdloud =~ > F&EEITLET,

Zip B DJEME S r— U 2 AERC L £ 77,
a) ftdv scaleout BL W ftdv scalein 7+ /AE 0D, LLTFDT7 7 A /L THEE I LD Zip BDE
M S r— VB AERR L £ 7,
* main.py
* basic_functions.py

 fmc_functions.py

* requirements.txt

GE) WIS IP 7 R L A 23 23555 1%, mainpy 7 7 A /L C ssh_ip=
response] ‘networ kI nterfaces’] [2] [‘networkIP’] 2~ R&EH L EJ, ZEIP 7 KL A
AT 584 1E. ssh_ip =responsg]‘networkinterfaces’] [2] [*accessConfigs’] [0] [‘natI P’]
a<w REANLET, £2. ZOBEKTII2 >OFL— k2B EShEd, B —

M EEFET D121, fme.create static_network_route (vm_name, ‘outside’, ‘any_ipv4’,
os.getenv(“OUTSIDE_GW_NAME”), metric=1) ¥ & UF fmc.create_static_network_route
(vm_name, ‘inside’, ‘any_ipv4’, os.getenv(“INSIDE_GW_NAME”), metric=2) =2~ > K& f#
HLET,

b) Zip ERXDEME/ Ny I — Y DARTE ftdv_scaleout.zip BL W ftdv scalein.zip AR LE
j—o

GE) TANANEBE L CEBRT 77 A VEH7 Y v L, [JEMET — 47 (compress |
archive) | #3R$ 2 &, GCP i A5 zip MMER S E T,

Zip B DJERME N 7 — (ftdv scaleout.zip BEL W ftdv scalein.zip) #7 7 VUV K=7 4 ¥
DI —J AR—=AZT v 7r—RLET,

LLUF® 7 7 A )V % Deployment Manager D7 > 7' L— KNG T RTF 4 X DT —F ANX—R|ZT v/
m—RFLET,

* ftdv_predeployment.yaml

* ftdv_predeployment.jinja
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* ftdv_parameters.yaml

« ftdv_template.jinja

RATFYT6  Zip BROEM Sy r— TNy A RL—Vicae—LET,
®* gsutil cp ftdv scaleout.zip gs://bucket name

®* gsutil cp ftdv scalein.zip gs://bucket name

ATy TT N, AN, BB BWiA X —T oA AD VPC YT Ry NEERLET,
BHLVPC TIX, 28V 7 x> ;b (#:10.8.2.0/28) NHLE T,

ATYT8  EE SME, EEL BWiA L F—T oA AN AODDT 7 AT U r— A LIRETY, £, B
WTF =y 7 Ta—=TEFATDT 7 AT U — VL= L3RBT,

AT w79 Secret Manager GUI 2 LT, kD 25D —7 L v F&ER L £3, https://console.cloud.google.com/
security/secret-manager Z ZM L T 7230,

* fmc-password

* ftdv-new-password

ATYv T VPC ax7 ZEEMLET,

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>

1 -

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28

Create request issued for: [demo-vpc-connector]

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.

Created connector [demo-vpc-connector].

ATYIN TV I IPEFOTEONRT YV v 757 R T F v N7 4 — 2 Management Center Virtual % FEBf L
F9, KFEART YV T VTR 7T v k74— A Management Center Virtual % JEBH 32 F1EOFEMIC
DU TIE, [Cisco Firepower Management Center Virtual Getting Started Guide] #Z M L T 7230y,

GE) Management Center Virtual Z B L7z A > A X VA TAT v 712005 16 #F{TLE T,

AT w712 Management Center Virtual f > A% > A : fmepassword > — 7 L v MIRFEESNTWNDE HD LR LA T —
K% f# F L C. Management Center Virtual T — % —restapi & {Ek L £, st VW TIL, T=2—H—)
AL T EEN,

AT 713 Management Center Virtual f > A U2 FNA AT N—T T EA arin—lR)— BIO
TR AN — VR L E T, GRS OWTIE, [T A AT =T O . THEARNRT 7
A Ay b= RY =Dkl  BEO [7 78R3y hr—Lb— LOERE L ORE] 228U
TLZENY,

AT 714 Management Center Virtual £ > A A LLFOAT7 V=7 b%AER L £ 7, Management Center Virtual
THT V=7 FEAERT 2 HEOFEMICONWTIE, 14727 MEH) 2ZRLTIEEN,

* ELB-IP
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-intro.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/710/management-center-admin-71/system-users.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/get-started-device-management.html#ID-2242-000007cf
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/access-policies.html#ID-2176-00000240
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/access-policies.html#ID-2176-00000240
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/access-rules.html#ID-2190-00000090
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/objects-object-mgmt.html#ID-2243-000000f2

I Google Cloud Platform ~ () Threat Defense Virtual 0 &R

ATvT15

ATv 716

 ILB-IP
* Application-IP
VAT =y 7 O IP I (4)

o A X5 —X4 (Metadata)

object network hcl
subnet 35.191.0.0 255.255.0.0
object network metadata
host 169.254.169.254
object network ilb-ip
host 10.52.1.218
object network hc2

subnet 130.211.0.0 255.255.252.0

object network elb-ip
host 34.85.214.40
object network hc3

subnet 209.85.152.0 255.255.252.0

object network hc4

subnet 209.85.204.0 255.255.252.0

object network inside-linux
host 10.52.1.217

object network outside-gateway
host <>

object network inside-gateway
host <>

Auto Scale V') 1 —3 3 VD REF .

Management Center Virtual f V' AZ VAt ¥F¥ 2T 4V =0 [ F—Tx2AAFT V=7 ) Fk

l./ \i j—o
* inside-security-zone

* outside-security-zone

[Creating Security Zone and Interface Group Objects] & &R L T 72 &0,

Management Center Virtual £ > A % 2 Z : NAT AR J 2 — & NAT b— /L2 AER L £ 77, FERIIZ DU T,
[Network Address Translation] &ML T 72 &0,

nat (inside,outside)
SVC_ 4294968559 SVC_ 4294968559
nat (inside,outside)
SVC_ 4294968559 SVC_ 4294968559
nat (inside,outside)
nat (outside,inside)
SVC_ 4294968559 SVC_ 4294968559
nat (outside,inside)
SVC_ 4294968559 SVC_ 4294968559
nat (outside,inside)
SVC_ 4294968559 SVC_ 4294968559
nat (outside,inside)
SVC_ 4294968559 SVC_ 4294968559
nat (outside,inside)

source dynamic
source dynamic

source dynamic
source dynamic

source dynamic
source dynamic
source dynamic

source dynamic

hcl

hc2

any
hcl

hc2

hc3

hc4

any

interface

interface

interface
interface

interface

interface

interface

interface

destination

destination

destination

destination

destination

destination

destination

static

static

static

static

static

static

static

ilb-ip metadata service

ilb-ip metadata service

elb-ip metadata service

elb-ip metadata service

elb-ip metadata service

elb-ip metadata service

elb-ip inside-linux
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html
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Source Destination - 2 —
. Siroction Type | Iariace o Original Original Original Translated Translated Translated Options

Objects Objects Sources Destinations Services Sources Destinations Services
1 X D... inside-zone outside-zone g hel B ilb-ip Qriginal Interface Ry metadata Qriginal Drsfalse 4 W
2 X D inside-zone outside-zone  Fg hc2 i iib-ip Qriginal Interface Fy metadata Qriginal Drsifaise £ W
3 X D... inside-zone outside-zone B any-ipv4 Interface Dnsifalse 4w
4 X D..  outside-zone  inside-zone B hcl R elb-ip Qriginal Interface Ry metadata Qriginal Drsifaise W
5 X D outside-zone inside-zone  fg hc2 & elb-ip Original Interface B metadata Sriginal Dnsfalse W
6 X D..  outsidezone inside-zone Py hc3 R elb-ip Ordinel Interface Ry metadata Oriinal Drsfalse £ W
7 X D... outside-zone  inside-zone G hcd & elb-ip Original Interface B metadata Original Dnsfalse W
8 X D..  outside-zone inside-zone  Fg any-ipvd Ry clo-ip Interface Ry inside-linux Dnsifalse £ W

AT P11 HARHTE X O Threat Defense Virtual Auto Scale 3 A @ Jinja 7 7 A /L & YAML 7 7 A )V D/RT A —H %
BHRFLET,

a) ftdv predeployment.yaml 7 7 A /LEZHE, IRONTFA—FEZHHLET,
* resour ceNamePr efix: <resourceNamePrefix>
* region: <region>
* serviceAccountMaill d: <serviceAccountMailld>
+ vpcConnector Name: <VPC-Connector-Name>

* bucketName: <bucketName>

» fmclP : <Management Center-IP-address>

* reglD : <registration-ID>

* natlD : <unique-NAT-ID>

* grpl D : <device-group-name>

* palicyl D : <acl-policy-name>

* licenseCAPS : <licenses>

« fmcPasswor dSecret : <Management Center-password>
* newFtdPasswordSecret : <new-Threat Defense Virtual-password>
» fmcUsername : <username>

« ftdvPassword : <password>

+ outsideGwName : <outside-gateway-name>

* insideGwName : <inside-gateway-name>

« outsideSecZone : <outside-security-zone>

* insideSecZone : <inside-security-zone>

« sshUsingExternall P : <true/false>

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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b) ftdv predeployment.jinja” 7 A /LiX, ftdv_predeployment.yaml 7 7 A /LN H/NT A —
Z TR £,

¢) ftdv parameters.yaml 77 A /VEBE, LTFONRT A —FZHHF L ET,
VPC and Firewall Parameters

« mgmtVpcName : <mgmt-vpc-name>
« diagVpcName : <diagnostic-vpc-name>
+ outsideVpcName : <outside-vpc-name>
+ insideVpcName : <inside-vpc-name>
» mgmtSubnetworkName : <mgmt-subnet-name>
« diagSubnetwor kName : <diagnostic-subnet-name>
+ outsideSubnetwor kName : <outside-subnet-name>
+ insideSubnetwor kName : <inside-subnet-name>
» mgmtFirewallRule : <mgmt-firewall-rule>
« diagFirewallRule : <diagnostic-firewall-rule>
« outsideFirewallRule : <outside-firewall-rule>
+ insideFirewallRule : <inside-firewall-rule>
* healthCheckFirewallRule : <healthcheck-firewall-rule>
» adminPassword : <initial-Threat Defense Virtual-password>
+ deployUsingExternall P : <true/false>
Instance Template parameters
» machineType : <machine-type>
* sourcel mageURL : <source-image-URL>
FTDv Health Check
« ftdvHealthCheckPort : <port-number>
« ftdvChecklIntervalSec : <interval-in-seconds>
« ftdvTimeoutSec : <timeout-in-seconds>
« ftdvHealthCheck ProtocolName : <protocol-name>
« ftdvUnhealthyThreshold : <threshold-count>

FTDv Autoscaler

» cpuUtilizationTarget : <percentage-in-decimals (4] : 0.7) >

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K ("—2a>14) ||




Google Cloud Platform ~® Threat Defense Virtual 0 & fd |
. Auto Scale V') 1 —3 3 VD ER

« coolDownPeriodSec : <cooldown-period-in-seconds>
* minFTDReplicas : <min-number-of-FTDv-instances>
» maxFTDReplicas : <max-number-of-FTDv-instances>
ELB Services
* elbPort : <port-number>
* elbPortName : <port-name>
« elbProtocol : <protocol-name>
+ elbTimeoutSec : <timeout-in-seconds>
+ elbProtocolName : <protocol-name>
 elbUnhealthyThreshold : <threshold-number-for-failed-health-checks>
« elblpProtocol : <IP-Protocol>
+ elbPortRange : <port-range>
+ elbFePorts : <fast-ethernet-ports>
ILB Services
* ilbProtocol: <protocol-name>
« ilbDrainingTimeoutSec: <timeout-in-seconds>
« ilbPort: <port-number>
« iIbCheckI nterval Sec: <interval-in seconds>
* ilbTimeoutSec : <timeout-in-seconds>
* ilbProtocolName : <protocol-name>

* ilbUnhealthyThreshold : <threshold-number-for-failed-health-checks>

GE) Threat Defense Virtual Auto Scale D334, cpuUtilizationTarget: 0.5 /3T A — X iR E 1
THEY, BEDSCTRETE LT, ZOfEIX, §3TO Threat Defense Virtual 1 > A #
VAT V=T D CPUEHIHEN 50% ThHhDHZ La2RLET,

d) ftdv_template.jinja 7 7 A /LI, ftdv parameters.yaml 7 7 A /LINDH/NT A —F 25T
DET,
ATw 18 HARFID YAML #Al A B L £ 7,

gcloud deployment-manager deployments create <pre-deployment-name>
--config ftdv_predeployment.yaml

1

gcloud deployment-manager deployments create demo-predeployment
--config ftdv_predeployment.yaml

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)
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The fingerprint of the deployment is b'9NOyO0gsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c]...done.
Create operation operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢

completed successfully

2T 719 Threat Defense Virtual Auto Scale ® RBHZ{ERK L £,

gcloud deployment-manager deployments create <deployment-name>
--config ftdv parameters.yaml

1 -

gcloud deployment-manager deployments create demo-asav-autoscale

--config ftdv parameters.yaml

The fingerprint of the deployment is b'l1JCQi7I1-1aWOY7vOLzalg=="

Waiting for create [operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafl6]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafle

completed successfully.

RTYT0 WNET TV r—varnbf rZ—Fy My b &Rk T 5 ILB OL— M EER L ET,
gcloud beta compute routes create <ilb-route-name>
--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule-name> --next-hop-ilb-region=<region>

1 -

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside
—--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall

Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global
/routes/demo-ilb].

Auto Scale O w4

e F— AT —FX, ¥—7 v N CPUFEHELLVE, 4V AZ AT V—TNO—EM
RICH 7= 5T _TD vCPU OEHfEHEO—EH & L THWET,

« BFFVvCPU OEEMER RN Z —7 y MERFEEZB L2 E, A— AT —FIZL>oTVMA
VAR ANBIMENET, AFFvCPU OEBMEHARN X — 4 MERAR LD IRV
B A= R —FIIA R E U RAEHIBRLE T,

e ZiX, 071504 —57y MEREERETDHE, T— MNAT—FFA LV AFZ AT —
THNOFTRTD vCPU DX AR E 75% ICHERFT 2 X o IR EnE1,

A=Y T OPRETIE, CPUEHEA N v 7 OHEPEHINET,

Zoayy Zit, v— KT B39 _T D Threat Defense Virtual (Z855¢ & 512408 L
L9 & L., LTI XTD Threat Defense Virtual NI 7 — KX 5 &0 9 Bl 5
SWNTWET,
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OfX J&ETNYYT
FRCELH27 70 MO ZIIUTO LB TT,

s A — VT U MNERED R T
K 50: R4 —IILF7 ™ LMD O Y

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww Function execution started

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww FTDv Name: saaanwar-new-ftdv-instance-vxtc IP for Login: 10.4.2.217

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww First run of function

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww Trying to Login to FTDv

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Policies deployed on cisco-ftdv-vxtc

saaanwar-new-ftdv-scaleout-action  1p58z4quils5d Response body(rest_get): {"links":{"self":"https://34.86.149.90/ap

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Configuration is deployed, health status in TG needs to be checked

saaanwar-new-ftdv-scaleout-action  1p58z4quilsd Deployable devices:{'links': {'self': "https://34.86.149.90/api/fmc

Function execution took 346329 ms, finished with status: 'ok'

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d

bR R —LT 7 MERED 1 7 ClE, Function execution started & Function execution
took 346329 ms, finish with status: ‘ok’ > kU X, #ERET 7 OBMG LK T 22N Thor
LCWET, FIEIOMFESEIT, Threat Defense Virtual ~D 1 7' A >, R U U —DERHZ: &
L OBIEZ BT 22 & b TEET,

o« Alr—)vA UHRED T

Function execution started

saaanwar-new-ftdv-scalein-action  9d572q7v16f4

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Deregistration of FTDv: cisco-ftdv-vxtc

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Getting a new authToken

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Response Status Code(rest_get): 200

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Response body(rest_get): {"links":{"self":"https://34.86.149.9

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Deregistration Successful of cisco-ftdv-vxte

Function execution took 50852 ms, finished with status: 'ok

saaanwar-new-ftdv-scalein-action  9d572q7v16f4

FRoORr— T 7 MERED 1 7 TlE. Function execution started & Function execution
took 50852 ms, finish with status; ‘ok’ ® > b U %, HRED 7 DBtE & KT 2 TN L
LTWET, BERER T 0t XDBG, BEIFRO 2T —Z A B LWGRGE h—2 O
Bl MoBELZBHTIZ L TEET,
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I Google Cloud Platform ~ () Threat Defense Virtual 0 &R
r3ILva—7425 |

— N ~ — ~ AN
SOOI a—TFT a4 2D
k12 . Threat Defense Virtual Auto Scale for GCP D— )2 =F —>F U F L F Ny o vk
R LET,

smain.py BEOMLR2W : Zip X T —U N7 7 A NVDOIREDPOAERIILTND T L & ff
BLET, 77U MERICBEIL T 7 A VY Y =2 R TEET, 747 00> TE

WITEH A,

T U L— MORERTOTT — 1 T<>] NOTRTO/RT XA —2{EH Jinja & YAML TA
NENTWDZ 2R LET, E2id, RURBANBICFEET 2008 ) 0 & iEgs L E
R

Google BA%47° Threat Defense Virtual I[ZEZETE 72V : VPC 2237 Z BMER SN TED |
YAML RT A =% 7 7 A )L TCRICARIPIRESNTWD Z & 2B LET,

« Threat Defense Virtual & SSH #3557 VR AR — E BB — DT MNIEL W
LEMERLET,

FOAE b =27 UREONBIRVY ¢ v — 27 Ly kD Management Center Virtual /XA U — RK731E
LWz & xR LET,

Threat Defense Virtual D25 & T 7 4 v VOE: 77 A4 T U+ —LLb—L & )L— T
MEN RN 2R LET,

FH)C Threat Defense Virtual (22 27 A > TE 720 : FTLWRAT— REFH LTV D0 %
BLET, ATF—nT v MEEICL D IHRRAT— RIZIEBEINET,

« Management Center Virtual |27 /34 R % %% T X 72\ : Threat Defense Virtual 7% Management
Center Virtual 2> HEZE A BE T o 5 & g7 L £ 9, Threat Defense Virtual & Management
Center Virtual DFFA » F—7 = A ARFE LY T Xy SRAIFET DRLENH Y £,

PREF SN 72856812 L 0 ILB & Threat Defense Virtual [ O/ — 7 BN S D720, 1IEEME
T —T7HERPABIND E CPUMHENRELS 2 £7, mWCPUMHELZ T IF5HIC
X, ROWTNIrOAT v a vEFEHTEET,

47" 3 > 1 : Management Center Virtual C7 —# A > ¥ —7 = 4 A% MWIH L, EFHET

B—7DNATV—VEREL T, T—FA L E—T = AEHHLET, 74
F—T A AL NAT DFMIZONTIE, T4 F =T = ZOME| & Xy FT—7
TR AL EBRL TSN,

F a2 EFEMET T —7 0 NAT /L—/L % Management Center Virtual 7> 5 i [ L 7=
% . Threat Defense Virtual D =2 Y —/LiZva 7' A > L, clearconn 2~ > REHEHLET,
I AR T EBRELTWAEAIE, custer execclear conn =2~ > F&FEH L E9,

Threat Defense Virtual ¢ =2 > —/LCshow cpu =2~ > K% LT, CPUEHRAZ R L
F7,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html
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Cisco HyperFlex ~ @) Threat Defense Virtual
D ER

ZOETIL, vCenter r—/"—F (XA X RT7 1 ESXi AR A k@ Cisco HyperFlex (Z Threat
Defense Virtual % G322 BROFNEIZ DWW TRHA L £77,

« BEE (391 X—2))

s RNY— U ROFIE (392 =—)

o VAT NEA (393 N—0)

 EEFHELHKFEHE (395 2—)

» Secure Firewall Threat Defense Virtual 7 /3 A DEHITE (399 ~—)

« WEE (400 ~—2)

» Threat Defense Virtual ®3E A (401 ~2—27)

« CLI %1# F L 7= Threat Defense Virtual D% v 7 v 7 D3FEIT (405 =X—)
e VxR 7L —LDOHE (406 =X—3)

s NI TNTa—=T 4T (407 N—)

Cisco Secure Firewall Threat Defense Virtual (IHFF Firepower Threat Defense Virtual) (%, Cisco
Secure Firewall HéRE A A LEREZEIC B 726 LE T, WHEIREE, ERKE., 77 U FRE2K%
WLT, ¥727 7 FBCT—BMoH2txX2) T4 RV —2EH L, V—27o—K&H
A—RrLZET,

HyperFlex Y AT AL, HHPLGITHHP LT TV r—a /N /R—a =Yz
A 4t LU F 9, Cisco Unified Computing System (Cisco UCS) 7 7 / 1 ¥— % 2 % HyperFlex
I%. Ciscolntersight 7 7 7 N#EH 77 v 7 4 —ALZ@ U CTEEH SN, GiaflboT7r 7Y 7r—
varbkT—REBNIYR—bL, a7y TSt E—hbTyY ELTATY VI T
¥V NETOEM % fift L, DevOps FIEAHEE L TREMEZ SO Z LN TE ET,

Z OFTIX, CiscoHyperFlex BR¥EMNIZ 35T % Threat Defense Virtual DEEEIZ DV TREH L £ 97,
BEEED Y AR — h, VAT LB A RTA4 0, $IRFERZEZRY FFET, £, ZoE
TlX Threat Defense Virtual #EE T 5720047 v a 2O THMA L ET, EAZBLET
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HENZ, BHA T a VEBRE L T Z EMNEETT, Secure Firewall Management Center  ([H
4 Firepower Management Center) & 7213 Secure Firewall Device Manager (IHFF Firepower Device
Manager) % {#f L C Threat Defense Virtual # ‘FH B L OERTEX 3, TOMOEH AT 3
CVEMATELLELHY ET,

IVRY—TITY RDOFIE

KD 7 1 —F ¥ — KL, Cisco HyperFlex |Z Threat Defense Virtual Z B4 50V —27 71—

R L TWET,
/R N /N ® ’\
II », L2) L3) 4)
Download the threat Review the Customize the Review and click
defense virtual VI Finish to begin
B | e SPo — ofmm — smane — oo
from Cisco.com OVF template
7 1
KS/ ) Manage
Management threatl defense
Center or VlrfU?'
Device by using
Manager managfement center or
device manager
J—9RAR—R | FIE
1) HyperFlex Threat Defense Virtual @A : Cisco.com 7> & Threat Defense Virtual

DOVIOVF 7T L— R 77 A VX ra—RLET,

5 HyperFlex

Threat Defense Virtual D& A : OVE 7> 7 L — MEREAMHER L £

‘g—o
3 HyperFlex Threat Defense Virtual D& A : BEERTEEZ N AZ~A A LET,
4 HyperFlex Threat Defense Virtual D3 A 1 R SN AHIERICH 28 L CTHER L

£9, [# 7T (Finish) 1227V 27 LT, OVF7 7L — kDR
B L ET,

(=" |Management Center
" | £721 Device
Manager

Threat Defense Virtual D4 HE :

* Secure Firewall Management Center % {3 ] L 7= Secure Firewall
Threat Defense Virtual ¢ % 2

« Secure Firewall Device Manager % f# 1] L 7= Secure Firewall Threat
Defense Virtual % B
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AT LEH

AC
EE S L VAL bIg FINA RN—T 3y
Device Manager 7.0 Threat Defense 7.0

Management Center 7.0

Threat Defense Virtual D /N4 73— /3o F DO YR — MIEHT 2 BHTERICOWTIL,  [Cisco
Firepower Compatibility Guide] Z#ZM L T 7E 3\,

Threat Defense Virtual A €1, T4 RIDH A2, KLU CPU

Threat Defense Virtual DEAIFH SILDBEED N— R = T7I1X, AT LAV AX AL
RS X » TR Y £9°, Threat Defense Virtual D%A > A X o A%, —"—ETD
BN Y —REN YT (AEVRE, CPUH, BLOT A AV RE) DULETT,

RE B

INT F— v ARE)E N—3 2 7.0 LIRE

Threat Defense Virtual 1%, AT SV TER D A)L—
7w F Loy b VPN BR 2 R L35 N7 ¢ —~ U A&
WIS A AP HR—FLTWET,

« FTDv5 4vCPU/8GB (100 Mbps)

« FTDv10 4vCPU/8GB (1 Gbps)

« FTDv20 4vCPU/SGB (3 Gbps)

« FTDv30 8vCPU/16GB (5 Gbps)

« FTDv50 12vCPU/24GB (10 Gbps)

« FTDv100 16vCPU/32GB (16 Gbps)

Threat Defense Virtual 7314 Z DT A & 22 WET 555D
A RZA4 0220 TE,  [Firepower Management Center =
V74 X2l —var WA K] @ [Firepower A7 LD T
AR OEEZBRLTIEIN,

GE) VCPU/AE Y DEZEEEL T 5121, T Threat

Defense Virtual /34 ZADEF A A 712§ 5 MBEE
NHY ET,
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RE E

A RL— T 4 AT R OBINICHE S FT,
T a = DT 4 AT YA XX 4824GB T
‘3‘0

VvNIC Threat Defense Virtual IZIR DR v VU —F T X7 X &4

AR—FLTWET,

« VMXNET3 : VMware |- Threat Defense Virtual Ti%,

BT NA ZREERT 5 & X2, 77 4/ A VMXNET3
AUVHE—=T A AT F Lz, LENE. 7740 M
el000 TL 7z, (7.1 LK) vmxnet3 K7 A NiE, FfID
A—V Xy NTETZEEHRIHEHLET, 2FBOTH
THIIRMEATY, (7.0 LLAD)

VMXNET3 RI A4 NE, 2 ODEHA v ¥ —T =4 A%
HHLET, RHUDO2O0A =% %y b THXTZIT, &
AL H—T 2 A R LTEETILERHY ET, 1D
LT A ZEBBEH T, b O 1 DIF2EH T,

Threat Defense Virtual 5 14 2> X

* Management Center *HEX 27 4 h—ERADTXTOTA B AEREHELET,

« TA B ADEBRFEDOFEMINZOWTIL,  [Firepower Management Center 2> 7 ¥ = L —
var HA K] ® [Firepower > AT LDT AL A #BRLTLEEN,

HyperFlex HX > 1) — XD

BREELEUVTRE

11—

axX &

D95R%

HX220c 2> /X"—Y K ) — R

e T T alTAH

e i/N3 ) —RITARE (F—HRN—2R
VDI, VSI)

HX240c 2 >/ N— K /) — R

T T al TAK

/N3 ) — KI5 A% (VSL: T/Biz 7
Vir—ay, 7R MR

HX220C &= (VDI, VSI. ROBO)
HX240C (VDI. VSI. 7 A MBA%)

ATV Y R T A
BN =K T RS

B200 + C240/C220

QAL a—T 4T RN R T 7Y /NVDI
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| Cisco HyperFlex ~ Threat Defense Virtual 0 &
sesmennszd

HyperFlex HX >V — XDEAA T 3 v
ATV RTTFAH
T Ty al TAH
* HyperFlex HX — v ¥/
*SED K747
*NVME ¥ v v =2

* GPU

HyperFlex HX 7 7 7 R&FIH L2 & BA 7Y 3 122\ ClE,  [Cisco HyperFlex ¥ A7 L%
EHA R @ HyperFlex 7 7 7V v 7 A X —ax 7 NMIERINTZ7 7 AZDREM] Ot
J7varaeszRLTIESN,

HyperFlex 3 VA R—R > bEN—D3 Y

aAVR—3R2 bk N—o3ay

VMware vSphere/VMware ESXI 7.0

Threat Defense Virtual & VMware
vSphere/VMware ESXI & @ Ak DFEAHIIZ D
WTCiE,  [Threat Defense Virtual 7 A #a:
VMware] ZZH L T 7230,

HyperFlex Data Platform 4.5.1a-39020 L%

FEFHEEFINER

HiR— b ESh HHEE

cBE—F:V—TFT v K (RF¥FT7RrY) W=7y K (HA) . £ T4 57,
AT, RNyv T BEOI T AXT LY b

« 714> A : BYOL D

* [Pv6

» Threat Defense Virtual 1 7 4 7 HA

« Uy UIRT L— A

*HyperFlex 7 — 4 4 =7 524 (A ML vTF 7 I AZER)

* HyperFlex Edge 77 7 A #
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https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_37873
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_37873
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B sssacsnss

s HyperFlex X TOHONVMe, 4—V7 T v a, BXUONAT Yy Fary =YK /J—F

s HyperFlex 2> Ea—7 ¢ V7 HB ) — K

YR— F IR
SR-IOV % f#i [ L 7= Threat Defense Virtual ® 321 71%, HyperFlex CidE SN TV EH A,

N

(GE)  HyperFlex /& SR-IOV Z# AR — k L TWE T, MLOM VIC (Z/1Z T PCl-e NIC H4E T,

3 0P I G S R

HyperFlex @ vSwitch Z 5% E T 5121%, GUI £70ixa~v > R IA4 v A 2 —T oA A%EMBHL
9, vSwitch ZRET D & D ESX —"—% A X F—/L LT, vSwitch ED A7
U7 N EREET DRI TY, FEMIC DWW TIX,  [Cisco HyperFlex Systems Network and
External Storage Management Guide] @ [Configure the vSwitches] DIEZZMB L TSV,

Threat Defense Virtual f > Z—7 =2 A ADFXy NI =7 T HETH FEEXRy NI —7 5%
Ry NT—Z BT A HFERSI 2L IR LET,

2y NI—=OTETE | EERRY FT—D  |BEESRY TP HaE

Network adapter 1 Management0-0 Management(0/0 g

Network adapter 2 Diagnostic 0-0 2T ZWr

F v NU—2r 7 &7 % | GigabitEthernet0-0 GigabitEthernet 0/0 A3

3

X v hU—27 7 X7 % | GigabitEthernet0-1 GigabitEthernet 0/1 R

4

F v ~NU—2 7 &7 % | GigabitEthernet0-2 GigabitEthernet 0/2 F—BENTT 4D
5 (A7 av)

x v hU—27 7 &7 % |GigabitEthernet 0-3 GigabitEthernet 0/3 FT—HRNTT 40D
6 (A7vay)

~Fv NT—27 THETH 10

NI+ —I I ADREIL

Threat Defense Virtual D E D/ T —~ LV A% EHFTH7-2DI12, VM &R A b O 7 % 5%k
THERTEET, FEMZOWTIL,  [HyperFlex TORM(L O & faifb] 22 LT
<TZEV,

Receive Side Scaling : Threat Defense Virtual /& Receive Side Scaling (RSS) %% 7AR— K LT\ &
To THIE, Xy PY—I T F TR Lo THEBO T vty a7ilrxy FUV—U%EFE T
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https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/Network_External_Storage_Management_Guide/b-hyperflex-network-and-external-storage-management-guide/m_network_configuration_after_cluster_setup.html#task_44B174A1D4D348E7BCB3B41DD0EC5898
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#Firepower Threat Defense

{

"EULA": "accept",

"Hostname": "ftdv-production",
"AdminPassword": "Adminl23",
"FirewallMode": "routed",
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"DNS1M™: "1.1.1.1",

"DNS2": "1.1.1.2",

"DNS3": "M,

"IPv4Mode": "manual",
"IPv4Addr": "10.12.129.44",
"IPv4Mask": "255.255.0.0",
"Ipv4Gw": "10.12.0.1",
"IPv6Mode": "disabled",
"IPv6Addr": "",
"IPv6Mask": "",

"IPv6GW": "',

"FmcIp": "',

"FmcRegKey": "",
"FmcNatId": "",

"ManageLocally":"Yes"

}

GE) HOHOHERT 7 A VORREIL, ISONTBERTH D MENDH D £9, JSON BFEY — /L& L
TT XA RNEMIETHLERH D 9,

ATv 73 77 A% [dayO-configtxt] & L CHRIFLET,

ATFYyT4 25791 ~3%#DIK LT, JERT % Threat Defense Virtual = & IC—E DT 7 + /L MMERK 7 7 A V&2 1E
Jﬁl—/i@qo

Threat Defense Virtual M &E A

1R BHHIIZ

JE P9 % Threat Defense Virtual DA A —T N [A A — OFE (Image Configuration) ]2— (2
FRINTWDHZ 2R LET,

ATy Nutanix Prism Web =2 Y — a7 4 o LET,
ATYT2 A A=a2—NR—T, R oy 7EZy V2 70w 7L, [VM] Z2IRLET,
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ATvT3
ATv74

ATy TH

ATvT6

Threat Defense Virtual D& A .

Home ; . . O 9 v

Hypervisor Summary Cluster-wide Controller IOPS

AHV
VERSION NUTANIX

202010512

Storage Summary

6.48 TiB free (logical) of 672 T

|
VM Summary

19
VMIS)

cCowo =

VM # > ¥ aR— T, [VMOIERK (Create VM) 1% 7 U > 7 LET,
KOTFIEEFETLET,

1
2.

3.

Threat Defense Virtual f v A X ZAD4HiZ AT LET,
WBEIZ)E U C. Threat Defense Virtual A & A X ZADOFHAEZ AT LET,
Threat Defense Virtual f > A X VA THATH X A LY — 0 ZERLET,

AL a—T 4 TOFEMEAS LET,

1
2.

3.

Threat Defense Virtual A > A % o AZE| ) ST AR CPU O a AT LET,
BARAE CPUIZEHI O Y THRENH L 2T OFEANTILET,
Threat Defense Virtual 1 > A X AZEI D BTHAEYDE (GB) ZANLFET,

Threat Defense Virtual A > A X L AT 4 AV L E T,

1
2.
3.

[7 4 A2 (Disks) 1T, LT 4 227 OBM (AddNewDisk) 127 U v 27 LE9,
[#A47 (Type) ] ey 7 X7 VR NNML, [T 4 A7 (DISK) | Z##RLET,

[#:1F (Operation) | ey 77X T U ZXMNE| [ A=V —EZXANGHE (Clone from Image
Service) | ZI®IN L £7°,

[NAZ AT (BusType) | Ky 7 XU ARG, [PCI] 7213 [SCSI] &R L £ 5,
[f A— (Image) | Fay X7 UR ML, BHTHA A—TVEBIRLET,
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ATy 17

ATvT8

ATvT9

ATy 710

ATvIN

6. [EM (Add) 1%227 VU v7 LET,

IR b 4ODERBR Yy hU—F A A —T oA AZRELET,

[(*y hU—2 T X774 (NIC) (Network Adapters (NIC)) ] T, [ LV NIC @3B (Add New NIC) ] %
7Uw 7 L, Fv bU—27ZBRLT, BN (AdD) 1227V v27 LET,

IDOTRRBREHBIIRLT, Xy hI—F A B —T oA AZ I BI2BMLET,

Nutanix =@ Threat Defense Virtual 1Z. &5t TI0OHDA v H—T = A AP HR—FLET (FHEHA X —
TxAAXIH, BWiA L2 —T2AAXIH, T—F "7 747 HAFY NI—F L F—T AR
XEKS8MHE) . 2y bT—I~DA L Z—T A ADENY YL, RONEFETHDZ ERXNETT,

evnicO : HHA X —T = A4 X (WIH)
e vnicl : WA X —T7 A A (WIH)
evnic2 : SN A U F—T = A A (WIH)
evnic3 : WA v X —7 = A A (WIH)

evnicd-9 : T—H A L H—T A A (T a)

Threat Defense Virtual D7 7 4 =T 4 R ) o —ZFE L E 7,

[VMA A RT 7 4 =7 1 (VMHost Affinity) | C. [T 7 4 =7 1 OFE (Set Affinity) %27 U 7 L,
RANEBRL T, [fRfF (Save) 1227 U v 7 LET,

J — RIZEENREA LI2E T Threat Defense Virtual #E{TT&E A L 21235120, 1 DU EDOKR A B
PR LET,

%0 HOMWR T 7 A VA ERFEAOGEIE, ROFIREFEITLET,

1. [AAZLAZ YT (Custom Script) | 28R L £7,

2. [77ANVET v7r—FK (UploadAFile) 127 VU v7 L, %0 B~ 71/ (day0-config.txt)
FIRIRLE 9,

Gx) MOT_XTOHIAZLAT VT N AT a3, 20V ) —2ATIEYR— S TWEHE
Ao

(%1% (Save) 1% 72 U w2 L, ThreatDefense Virtual Z BB L £9, VM7 —7 /L & = —(Z Threat Defense
Virtual £ > AV ANFTRENE T,

VM 7 —7 VB 2—"T, # L VER L7 Threat Defense Virtual £ > A X A& 3R L, [EIFRA > (Power
On) 1227 V27 LET,

RDEZRY

* Day 0 # %~ 7 A /L %4 ] L C Threat Defense Virtual 2% >~ b7 v 7 L7234, RO FIE
TN U ZZEHE— FIC Lo TR I,
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| Nutanix ~® Threat Defense Virtual 0 &
Threat Defense Virtual Dt v F7 v TORT .

o [m—H/WZEE (ManageLocally) ] T\ )\ 2 (No) %I L7-35A1E, Management
Center % {#i ] L C Threat Defense Virtual Z &2 L £9, [Secure F 1rewa11 Management
Center % fifi F§ L 7= Secure Firewall Threat Defense Virtual DEE (437 X—2) | &R
LTL7EENY,

» Threat Defense Virtual D% > k7w 712 Day 0 DR 7 7 A V& Lo T2 861%
CLI|zw 7' A > L. Threat Defense Virtual D&~ N7 v 72 % T LET, ZOIHFICH
W, Threat Defense Virtual D > b7 » 7 D58 T (423 2—) ML TLEE N,

Threat Defense Virtual Dty 7Y TDET

ThreatDefenseVirtual7705/1’7‘/2&’ 1XWebA > F—T A A28, Day0 DIEL 7 7
ANEFERAETICEA LGAICE, CLIZEH L TRET NS AZRET HLERH Y F
7

X T F1 Threat Defense Virtual T2 Y —/ /L& B & £9°,

AT w T2 [firepower 2 7 A > (firepower login) | 7' 17> 7 h T, —%—4 admin & /327 — K Admin123 D7 7 +
WEDT LT TR A LET,

AT 73 ThreatDefense Virtual > AT LANEENT 5 L. By T v 77 4 F— R TU AT LAOREITHLERIRDIEHR
DASIRKD BN ET,

 EHFFAE R O E

T LWEBHE SAT — R

o IPv4 F 7213 IPv6 DHERK

« IPv4 £ 721X IPv6 ® DHCP % &

cEHHAR—PFDOIPVAT FL ALY TRy hv A7 ETXIPV6 T RLRET LT v 7 A
« VAT L

T TFHN I =Ty A

*DNStw F7 >

« HTTP 7'z %

cEBHE— R (m—H VEHNME)

ATYTE By b T v T4 P —RORELZHRLET, T 74/ MEEZIZLIENC AT LTZEN B v I NICFRR S
NET, UBNZAN LT-EEFOEFHHAT 561, Enter L FE T,

ATFYTS T Mo TUVAT ARIEEITWVET,
ATFYT6 AV ARN#ETu P MIREDLE X, RENEFIITONZZ L 2R LET,
2Ty 7T7 CLIZHIUET,
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RDBERY
ROFML, FIRUIZEHE— NI Lo TRARY £,

s [R—AN<FX—T ¥ EHZNZT S (Enable Local Manager) | T [\ %2 (No) ] ZiEINL
72356 1%L, Management Center % {#i /] L C Threat Defense Virtual Z& 2 L £7, [Secure
Firewall Management Center % {#i ] L 7= Secure Firewall Threat Defense Virtual D& B (437
N=) | EBRLTIES N,

BEA T g L OFERIFEOMEIZ DWW TIL,  [Secure Firewall Threat Defense Virtual 7 /31 &
OEHE Q=) | 2BBRLTIEEN,
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OpenStack ~ @ Threat Defense Virtual M &
£

- (425 X—2)

e LU RY—xV ROFIE (426 =—)

« BIfRSRME (427 ~—2)

EEHEIHECHIFFEE (428 =)

« VAT LB (429 =)

» OpenStack =@ Threat Defense Virtual O % > h U —7 bR w Uf] (431 =—)

» Threat Defense Virtual D& A (432 ~—2)

* OpenStack ~~® Threat Defense Virtual £ A — D7 v 7ua— R (433 X—)

* OpenStack & ThreatDefense Virtual D %> N T —27 A 75 A NT 7 F v OIERL (434 ~2—
)

* OpenStack ~~® Threat Defense Virtual D BB (434 ~=—)

Z DA R TIiL, OpenStack Bz 5% C Threat Defense Virtual % B3 2 HiEICOW TR L £,
OpenStack [THEEL DA — 7 iR D/ TV Rav Ba—T 47 77y F 74 —LTh
D, IFEALEDEARIE, 22— =B EBY— =20 ) Y —AZRHATE 5 X912
Infrastructure-as-a-Service (IaaS) & L CRXT Vv I 7T RKETTAR—=(T T RO FIZ
B L ET,

ZDEBTIE, KVMANA R—= A FEMH L TRAEY) vV —AZEFE L E3, KVMIL, K481k
JEAERERE (Intel VT 72 &) Z#EH L72x86 /v— R 7 =7 E® Linux [A] 1} 5224 LY U 2—3 3
> CT, KVWMI, a7k A v 77 A N7 7 F v it 0 — NARER I —F L TV 22—
)L (kvmko) & kvm-intelko 72 EFD 7 a ¥ v Y EADEY 2 — /L TR I TWET,

KVM ZH LT, EIEESHTWARWNOS A4 A —VZ2FET L TWAEBORE~ Y v 2 BT T
XFET, FRB~NE, XY NT—2 B—R, T4 AT TT3T 490 TETEZRED
TTANR— N N— R T = TR I TWET,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K ("—2a>14) ||



OpenStack ~® Threat Defense Virtual O &R |
B -orv-—zorozE

T NA ZLKVM NA X= 3 FTFTICH AR — T 572, OpenStack 48— M &
T DI DB BN — N =R R A 3D 8 A,

\}

(G£)  OpenStack @ Threat Defense Virtual (X, FEfb SNz~ /F / — REREICA VA F—/LT&FE
_640

ITURY—I2 FDFIR

WD 7 v —F ¥ — hi&, OpenStack |Z Threat Defense Virtual % BT 2DV —7 7 v —%7R

LCTWET,
7 N 7\ N
. ‘\1) Upload the {\%/‘ Create the ‘\;3//‘ Deploy the
threat network threat defense
OpenStack defense infrastructure for virtual on
virtual qgcow2 —  OpenStack& —”  OpenStack by
image to threat defense using heat
OpenStack virtual template file
N\
()
Manage
threat defense
Management i
Center using management
center
D—9XAR—R | FE
1" | OpenStack OpenStack ~® Threat Defense Virtual £ A — D7 v 7w — R .
— Threat Defense Virtual (O A —3"% OpenStack (27 v 71— KL %
R
:/é\= OpenStack OpenStack & Threat Defense Virtual D> U —27 A 75 A T

7 F % OYERK : OpenStack 33 £ Of Threat Defense Virtual D% > k
V=0 AT ITANT I F v 2B LET,

(3) OpenStack OpenStack ~® Threat Defense Virtual @ J&BH : Threat Defense Virtual
) ? Heat 7 > 7L — K~ 7 7 A )L ZAli ] L T, Threat Defense Virtual
% OpenStack (2B L £ 7,

4 |Management Center | Secure Firewall Management Center 4 {f/f] L 7= Secure Firewall Threat
Defense Virtual 0% 8
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HIRS 1

» software.cisco.com 7> 5 qcow2 Threat Defense Virtual 4 A — Y 2B L F 97,

» Threat Defense Virtual 1%, 4—7"2 >/ — A ® OpenStack E% & Cisco VIM & HE x4 OpenStack
RECORMAEZYR—FLET,

OpenStack DA KZ A ZHE-> T OpenStack BRFEZ v N7 v 7 LET,
o A —7 YV —AD OpenStack NF¥ = A FEZZML T EEW,

Stein U U — A : https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/
overview.html

Queens U U — A : https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/
overview.html

* Cisco Virtualized Infrastructure Manager (VIM) OpenStack ® R = X > | (Cisco
Virtualized Infrastructure Manager D~ == 7 /L, 343 ~345) &R LTI 7ZEW,

* Cisco A~— h 7 H 7> bk, Cisco Software Central CTIERL T F97,
« Threat Defense Virtual ~®D < A & A} 5.

* Management Center "6 ¥ 2 V7 h—EADTRXRTDOT A B AGEHEZHREL F
R

s TA U AOEBRGIEOFEMIZOWTIL,  [Secure Firewall Management Center Admin
Guide] @ TLicensing] #ZM L T 7ZE 0N,

c AU HE—T oA ADEN: :

o HHEA X —T x4 A (2) :1-D0F Threat Defense Virtual 2 Management Center |Z %
T DD ENET, b 1 DEZMBICEN S, Bl T 7 4 v 712
fEHCTEEEA,

e N A v X —T = A ALHE A > Z—T = A A : Threat Defense Virtual Z PNERD 7= 2
MeRTV T A F—T =2 ATHEHT HIDITHER L E T,

o BIE/NR
* Threat Defense Virtual (27 7 ¥ AT 570D 7a—T (7 1P,

o P IR— b I TVA Threat Defense Virtual DF/3— g

. /§“—:\)5 :/7.0

* OpenStack D EAIZHONWTIL, VAT AEE (429 X—2) ZZML T EEN,

» Threat Defense Virtual > A7 A DFEEZOW T, [Cisco Firepower Compatibility] % 2
LTLEEN,
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https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://software.cisco.com/
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html

OpenStack ~® Threat Defense Virtual O &R |
B sssacsnss

TIEFHEEFINER

HiR— kIh HH8E
OpenStack = Threat Defense Virtual [X/R OFEGEZ R — b L ¥,

*OpenStack BREED 2 B o —T 4 7 ) — RTFEITEINTND KVM /A 73— A F~D
Threat Defense Virtual O B

* OpenStack CLI

eHeat 7> 7L — F_— X DR

« OpenStack Horizon # > ¥ = AR — K
=Ty RE=F (F7H/LH)

* [Pv6

« 74 A : BYOL DBz ¥ R— |k

» Management Center % fif/f] L 7= Threat Defense Virtual 0% ¥

« FZ A3 VirtlO, VPP, XU SR-IOV

Threat Defense Virtual R x— S A 2 AD/IN T+ —< U AR

Threat Defense Virtual I, EAZEFICESNWTER D AL—T v F L~UL L VPN #2651 BR 2 fit
T N7 p—~v AR T A AP R— L TOET,

5 31: Threat Defense Virtual ¥ERR T 5 12E D S 4 & 2 X EEDHIR

NIT+—IVRBEE | T/30 R4k (3 L— kIR RAVPN v < 3 Ul
7 /[RAM) R

FTDv5 4 27/8 GB 100Mbps 50

FTDv10 4 27/8 GB 1Gbps 250

FTDv20 4 27/8 GB 3 Gbps 250

FTDv30 8§ =7/16 GB 5 Gbps 250

FTDv50 12 =27 /24 GB 10 Gbps 750

FTDv100 16 = 7/32 GB 16 Gbps 10,000

Threat Defense Virtual 7 /34 AD T A B RAEGDO T A R 7 A 22V TIL,  [Secure Firewall
Management Center Admin Guide] @ [Licensing] O#EA S L T 72X,
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I OpenStack ~ @ Threat Defense Virtual O & i
2571848 |}

NITF—I U ADEREIL

Threat Defense Virtual Dig D/ 7 4 —< 2 A& EHTA7-DIZ. VM &R A F O %3
THIENTEET, IOV TIE,  [OpenStack TORAL DR & i) #2MRLC
<TEEWY,

Receive Side Scaling : Threat Defense Virtual | & Receive Side Scaling (RSS) %A — K LT\ E
T ZHE, Ry NI T E TR Lo THEO vy haTiixy NV—7ZE T
T4y T EGBTHEDIEHNENDT 7 /oy —T3, N—Ta 70 LUBETHR—FEh
TWET, FEMIZ OV TIEL,  [Receive Side Scaling (RSS) HOEEDORX F=— | #5HL T
<IEEwy,

Snort

*Snort D v N H T ATRFHDR D272 0 VM BERIKIITELS 2o 72 D LWV o 7o B
REENR R LN DA, BED T nk ANFEITI5H & X1TiX, Threat Defense Virtual
ﬁi@VMTxk#%mﬁéﬂﬁbiﬁoé%%ﬁamﬁﬁ4\X%J\Uoﬁ%+\‘

OBt /EEIABREO e 7 OWEIL, BBED N T TNV a—T 4 U TITEL B E
‘j—o

*Snort D v b F T UBFIZIE, CPU & VO DEARNE L 720 £9, o2 AT ) 237
<. HHDCPUNLRWE—D KRR N EIZEE D Threat Defense Virtual A o A ¥V A DMERK
XN TWAEAIE, Snort D ¥ v & 7 T3> T Snort 2 7 BMERR S E T,

YiR— kIR

OpenStack = Threat Defense Virtual (XLL F & V4R — k LEHA,
s HEIZ r—v
* [Pv6

AT LEH

OpenStack BgEi1X, VAR —FINTWOHIN—FTU =7 & VT MY =7 OROEAEITHER L T
Z)Jé%i#&’?)@i@—o

%= 32: Open Source OpenStack D/\— K77 &V T bz T7DEY

Rl YR—hEheA—Tay  |EER

UARVAWACS N e UCS C240 M5 2B D UCS r— "—ZHEE L
4, os-controller / — K&
os-compute / — R{Z 1 BT D

<.

KZ A VIRTIO. IXGBE. I40E PR—=FENTNE FTAN
IRO LB TT,
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https://specs.openstack.org/openstack/nova-specs/specs/rocky/implemented/libvirt-virtio-set-queue-sizes.html

B o x7s3#

OpenStack ~® Threat Defense Virtual O &R |

Rl

HYR—bENEHNN—Tay

pE T

FARV—TF TV AT N

Ubuntu Server 18.04

ZhiE, UCs "j‘\——/\v—-(%é’:é
ERTVS 08 TT,

OpenStack /N\—3 3 >

Stein U U — &

S F & & 72 OpenStack U U —
ADEEFIZHOWTIE, KD
URL & L CTL7Z&0,

https://releases.openstack.org/

% 33: Cisco VIM Managed OpenStack D/\— FH 7 &YV 7 bz 7DEH

AT3Y

P el N ¥ (W VA=

pE T

EARTARA S e

UCS C220-M5/UCS C240-M4

os-controller / — K Z & 123
. os-compute / — KiZ2 &
U ET, 565D UCS —rs3—

AHEREL £,

K< A X (Drivers)

VIRTIO, SRIOV, B XT'VPP

PHR— R ERTND KT A S
RO L BY T,

Cisco VIM X"— g

Cisco VIM 3.4.4
PR — b5

ANV =T 4T VRT
2 - Red Hat Enterprise
Linux 7.6

s OpenStack /N\— =z > -
OpenStack 13.0 (Queens V
J—X)

FERNZHOWTIE, A a8
AV TITANT I F v < F—
C¥DRFaAL 343~
345 L CTLIEE0,

& F ZF 72 OpenStack U Y —
ADFERNZ DN T,
https://releases.openstack.org/ %
ZRLTLLIEEN,

Cisco VIM 4.2.1
PR — PR

ANV =T 4 T VRT
2 - Red Hat Enterprise
Linux 8.2

» OpenStack /X— 3 > -
OpenStack 16.1 (kL1 >
JU—2)

R OWTIE, A R
AT ITANT I F ¥ v F—
VXD RFaAL N2 %S
LT 7EEN,

S F & 72 OpenStack UV —
A DFEAMZ DN T,
https://releases.openstack.org/ %
S LT EEN,
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| OpenStack ~ Threat Defense Virtual &R

OpenStack _£ 0 Threat Defense Virtual D v kT —7% kRA 4| .

OpenStack 75 v b7+ —L kRO D

WDNZ, 2150 UCS ¥— N—%{f ] L C OpenStack TOERA %2 VR — 95720 DOHELE R
nYERLET,

B 52:OpenStack 75 v b 7+ —L bRED

KeyStone |

S

Horizon

Neutron networks

Neutron networks

4

OpenStack £ 0 Threat Defense Virtual D % v k7 —7% k7R
2V
WD, Threat Defense Virtual F ¢ OpenStack [ZFRE SN 724 >DH 7 %~ b (FH, 2H.

NE. BIUSNE) 2EzT-Vv—T v K 7747 7 4—/L F— O Threat Defense Virtual ®
Fv hU—s MRrVOfE R LET.
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. Threat Defense Virtual D& A

[X 53 : OpenStack T Threat Defense Virtual & Management Center Virtual Z{EFA L 1= 7R S D4l

KeyStone Glance

Horizon | SW'I

Neutron networks

Neutron networks

1

Threat Defense Virtual D& A
3 A 2 ClE. Threat Defense Virtual % B4 2720 DY 7LV Heat 7> 7 L — h &2 L T
WEF, OpenStack > 7T AT 7 F ¥ DU Y —RAEERT 5 FIEIZ, x>y NT—2 BT

Fv b, BEOV—F A B —T = A ZE/ERT H720IT, Heat 7> 7 L— b
(deploy os_infra.yaml) 77 A /L CHEits A E T, Threat Defense Virtual O B FIA

KEMCKDOBA IS ET,
* Threat Defense Virtual gqcow2 4 A — 3% OpenStack Glance —E 227 v 7 r— KL £

XYy NI—I AU TTFTANT I F X EBERLET,
o At/
A
N—=R AR =T A A

* Threat Defense Virtual 1 > A % » 2 & ER L £,
e 7L —N
X UT 4 T N—T
s T7u—7 47 1P

o f URAH A

WOFNEZFH LT, OpenStack |2 Threat Defense Virtual % BB T& £4,
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OpenStack ~@ Threat Defense Virtual 1 A — 07 v FO0—F .

OpenStack ~® Threat Defense Virtual £ A — D7 v 7
o—FK

&M

Threat Defense Virtual qcow2 4 A —3 % OpenStack 2> b e —5 /— RNiZab—_L, f A—T%
OpenStack Glance +—E 227 v 7 rm— R LET,

18D HHIIZ

Cisco.com 7% Threat Defense Virtual gqcow2 7 7 A /L& X 7> — K L, Linux 8 A MIEHIL
£

https://software.cisco.com/download/navigator.html

\)

GE)  Ciscocom D7 A U BLIOY AT —ERAZHNRNETI,

qcow2 4 A—T 7 7 A L% OpenStack 2> hr—5 /— N|Zab—L%E7,

AT 72 Threat Defense Virtual £ #* —"% OpenStack Glance —E A |27 v 7 u— L%,

ATvT3

root@ucs-os-controller:$ openstack image create <image name> --public --disk-
format gcow2 --container-format bare --file ./<ftdv_gcow2 file>

Threat Defense Virtual £ A — VRN IEFICT v 7o — N3N Z 2R LET,

root@ucs-os-controller:$ openstack image list

i -

root@ucs-os-controller:$ openstack image

list4===—=———— e e e LT fomm————— +
| ID | Name | Status

| 4= e e L fomm————— +

| 06dd7975-0b6e-45b8-810a-4££98546a39d | ftdv-7-0-image | active

| 4= e e L fomm————— +

TyTua—=RLIEA A=V EZDAT =2 ANFRINET,

RDBERY

deploy os infra.yaml 77 L— 2L TRy U=V A T FA NI 7 F ¥ &fF
’ﬁ[—/iﬁ-o
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OpenStack ~® Threat Defense Virtual O &R |
. OpenStack & Threat Defense Virtual DRy 7 —% A VIS5 X 59 F ¥ DIER

OpenStack & ThreatDefense Vitual D~y FJ—45 4 27
AN FDIER

1R BHEIIZ

Heat7 > 7L — K 77 A NF, 7L—2_, X hT—2 BT Fxy b, —H AL X —T A
A, X2 VT4 T N—TN—)V72E Xy NI~ 475 A KT 7 F % & Threat Defense
Virtual (Z4E 72 a VR —3 2 M EVERT B 72D ETT,

*deploy os infra.yaml

*env.yaml

Threat Defense Virtual /3N—<" 2 > D7 7 L — MME, GitHub Y AR kU @ FTDv OpenStack Heat
T LU= bbb AFTEET,

| A

EE a7 —MIA—T Y —20fE LTERELTWE LD THY . WBHED
CiscoTAC AR — FO#FFAN TIIHbN TWER A, EFH & ReadMe O FINEIZOWTIE, GitHub
ZEHINCHER L T &,

ATV T1 AV TTFTARNTVF ¥ Heat 7o L — 77 A VR LET,

root @ucs-os-controller:$ openstack stack create <stack-name> -e <environment filesname> -t <deployment file
name>

51

root@ucs-os-controller:$ openstack stack create infra-stack -e env.yaml -t deploy os infra.yaml

ARTVT2 AV TTANT I F X AY v I BIEFIERINIZNE 2 hEfERLET,

root@ucs-os-controller:$ openstack stack list

RDERY
OpenStack C Threat Defense Virtual f > A % > 2 Z{ER% L £ 7,

OpenStack ~ @ Threat Defense Virtual O & 4

Threat Defense Virtual Heat 7 > 7' L— kD3 > 7L Zffi ] L T, OpenStack (Z Threat Defense
Virtual Z 2B L £,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/openstack/FTDv
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/openstack/FTDv

I OpenStack ~ @ Threat Defense Virtual O & i

&M

ATy T2

OpenStack ~ () Threat Defense Virtual @ & .

45 HEIIZ
OpenStack T Threat Defense Virtual Z 2BH9 2 (21%, RO Heat 7 > 7' L — M BLEE T,

* deploy ftdv.yaml

Threat Defense Virtual /3S—<" 2 > D7 > 7 L — MMX, GitHub Y AR kU @ FTDv OpenStack Heat
T T L= PO AFTEET,

| &

BE T xapitdasro AL —RNId—7r V—204 L LTEELTWAEDOTHY . WD
CiscoTAC AR — F O#EPFANTITHbN TV EH A, B & ReadMe D FNEIZ DWW TIL, GitHub
B EMICHER L T EE W,

Threat Defense Virtual Heat 7 > 7' L — s 7 7 1 /L (deploy ftdv.yaml) #ZEBA L T, ThreatDefense Virtual
A AB AR L E T,

root @ucs-os-controller:$ openstack stack create ftdv-stack -e env.yaml-t deploy_ftdv.yaml

i

o e +
| Field | Value |
o e +
| id | 14624afl-e5fa-4096-bd86-c453bc2928ae |
| stack name | ftdv-stack

| description | FTDvtemplate

| creation time | 2020-12-07T14:55:052

| updated time | None

| stack status | CREATE IN PROGRESS

| stack status reason | Stack CREATE started
o e +

Threat Defense Virtual A % » 7 N IEHIC/ER SN2 L 2R L E T,

root@ucs-os-controller:$ openstack stack list

i
| ID | Stack Name | Project | Stack
Status | Creation Time | Updated Time |
| 14624afl-e5fa-4096-bd86-c453bc2928ae | ftdv-stack | 13206e49b48740fdafca83796c6f4ads |
CREATE COMPLETE | 2020-12-07T14:55:05Z | None
| 198336cb-1186-45ab-858f-15ccd3b909c8 | infra-stack | 13206e49b48740fdafca83796c6f4ads |

| None |

CREATE COMPLETE | 2020-12-03T10:46:50%

| | | | | y
t t t t t t t
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OpenStack ~ @ Threat Defense Virtual 0 & |
. OpenStack ~ () Threat Defense Virtual @ &
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5 12 =

Secure Firewall Management Center % {& F3
L 7= Secure Firewall Threat Defense Virtual

NEHE

Z DT, Management Center Zff ] L TEIL I D A H > KT 1 2@ Threat Defense Virtual
T AR 2B OV TR L £,

\)

CE) ZOFRFza A2 FTIE., H&HD Threat Defense Virtual /X —3 3 > OREREIZ DWW CHEHA L £97,
HNR—=T a0V T Ny =T EERA LT DAEEIR. BEWO/S— 5 D Management
Center 1 7 4 Xal— gy 4 FOFEEZSRBL TLIEE,

* Secure Firewall Management Center % {ifi X 72 Secure Firewall Threat Defense Virtual {Z-2\ T
(437 <—)

» Secure Firewall Management Center ~MD 1 2 1 > (438 ~X—1)

« Secure Firewall Management Center ~7 /3 A% gk (438 ~X—2)

c AR EX 2V T 4R O—DFKE (441 N—)

» Secure Firewall Threat Defense CLI ~D 7 7 Z A (454 ~X—7)

Secure Firewall Management Center % {i& A 7= Secure Firewall
Threat Defense Virtual [Z DUV T

Secure Firewall Threat Defense Virtual (%, Cisco NGFW Y U = —3 3 VO La o AR—x 2 b
T, Threat Defense Virtual (X, A7 — 7V 77 AT U4 —/b, N—TFT 147 VPN,
Next-Generation Intrusion Prevention System (NGIPS) | Application Visibility and Control (AVC) .
URLZ A W2V 7 =y =T iR EORIRT 7 A4 T U 4 — Y= 22t LE T,

Threat Defense Virtual 2 & ¥ 9 5 (21%, BIOY— N— ETETIND T IVEIEO~ LT T 34
AR — % T 5H Management CenterZ {# ] L £ 9", Threat Defense Virtual (%, Threat Defense
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Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & & |
. Secure Firewall Management Center ~D 0% 1 >

Virtual ¥ 3 AZHEN D Y T BA % —7 = A X |0 Management Center % % §k L Tilfg L %
j‘o

Threat Defense Virtual (%, Threat Defense Virtual <3 NZEI D Y CEHA v X —T = A LD
Management Center % 5§k L Cilfg L £ 9,

NZTNYa—T 4 TOHENT, A ¥ —7 x4 A LD SSH ZfH L T Threat Defense
CLIIZT 7 EAF5HZ &%, Management Center @ CLI 7> & Threat Defense (2t 9 5 Z & & T
TET,

Z DA KTIiE, Management Center Z{# ] L CTEFH XD AKX > KT 1 @ Threat Defense
Virtual 7 /34 2 D& VIOV CEE] L £ 97, Management Center CDREE D FEHIIZ DN T
IX. Management Center 7 KX =& h L —3 3 > 4 F [555E] $ & O Management Center 7 /3
AR AT 4 Falb—rary A REGE 2R LTI,

Management Center D1 > A b —/LOFEMIZ- OV TIL,  [Cisco Firepower Management Center
1600, 2600, 4600 ~— R =7 &% A K] F721% [Cisco Firepower Management Center Virtual
AH—= T v T HAR] ZBRLTITEE0,

Secure Firewall Management Center ~(D O %5 A >

Management Center % 8§ L "C, Threat Defense %% EFR L O L E T,

1R BHHIIZ

PR— b SN TWDLT T UFOFEMIC OV TE, T2 3—Ya o) —2/7—h
(https://www.cisco.com/go/firepower-notes) » M LT 72 &1,

ATYT1 PR—=FSNTWDL T I7UHFEMEHL T, RO URLEZASLET,
https://fmcv_ip_address

fmc_ip_address ¢ Management Center ® IP 7 KLV A FE72IIF A N EBEELE T,
GE) IPv6 [EH @ https:/[fmev_ipv6_public_address]

ATV T2 2a—HPF—ZLRXRAT—-FRE2ANLET,
ATy T3 [vr A4 (Loghh) 127V v7 LET,

Secure Firewall Management Center ~® 7 /\f X & &%k

1R BHHIIZ

Threat Defense Virtual =~ 3 > M IEFIZEBE S TWT, BIRENA IR TEBY . DT —
FRIEZSZITHEATHD Z L EBHER L T IEEN,
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https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fmc-1600-2600-4600/hw/guide/install-fmc-1600-2600-4600.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fmc-1600-2600-4600/hw/guide/install-fmc-1600-2600-4600.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual.html
https://www.cisco.com/go/firepower-notes

I Secure Firewall Management Center % {3 f L 7= Secure Firewall Threat Defense Virtual )& ¥
Secure Firewall Management Center ~® 7 /3 X &£k .

\)

GE)  ZOFNETIL, dayO/bootstrap A~ U 7" b & L T, Management Center O % Ek{E#H2MHE S
NTWDHZEZAffEE LTWET, 72720, ThbORETTE, %5 CLI T configure
network =< > RZfH L TEZE TX £, Cisco Secure Firewall Threat Defense 2~ > KU 7 7
Lo RAEZRLTIIZS N,

ATY 1 [T/INA R (Devices) |>[T/31 REHE (DeviceManagement) | 3R L £,

ATv72 B (Add) | ke vy T HZ TR IND, [T3 ADiEN (AddDevice) 1 &I L, IRD/XT A —H %
AN LET,

Add Device Q

Host:+

ftd-1.cisco.com

Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v |

Access Control Policy:*

Initial Policy v |

Smart Licensing

Note: All virtual FTDs require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.
It's important to choose the tier that matches the license you have in your account.
Click here for information about the FTD performance-tiered licensing.

Until you choose a tier, your FTDv defaults to the FTDv50 selection.

Performance Tier (only for FTDv 7.0 and above):
Select a recommended Tier v

Malware .

Threat

URL Filtering

Advanced
Unique NAT ID:+

ciscé1 23nat

Transfer Packets

| Cancel |

s [AA R (Host) 1:BMT 2T AZDIPT LA (IPv4 B ELUIPV6) & ATJLET, IPv6 AT
2o TWDEHATE, FAA NI IPvE 721X IPv6 A TE £,
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Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & & |
. Secure Firewall Management Center ~ 7 /31 X &§%k

« [£7:4 (Display Name) ] : Management Center (23R 5T /31 ADL4HETEZ AT L E T,

o B4k — (Registration key) ] : Threat Defense Virtual 7 — F A 7 v 7R ETHRE L= H O & [ UX
X —% AN LET,

s [RAA Y (Domain) ]: w/LF RAAL VEEEZMFEH L TWAELAIE. T34 A% Y —7 RAA ZH
DYMTET,

«[Zv—=7" (Group) ]: Z V=T AL TWDLEAEIE, T34 A7 N —TIZEID B TES,

s [T7®AaL hur—/LAKR U 2 — (AccessControl Policy) |: FJHAARY > —Z&IR L EJ, HTLIHLE
BHDHIEDRDOPOTNDEHAEA RFHDORY —RNTTILHILEERNT, [HLVARY —
DOAERL (Create new policy) | Z#IRL, [TXTHO LT 7 4 v 7 %7 v (Block all traffic) | % 3R
LET, BCINEER LTI 74 w72+ 52 R TEEd, 177 BXGIHOKRE (452
N=Y) ] ZBRLTIEE N,

New Policy o

Name:

ftd-ac_policy

Description:

Select Base Policy:

None v

Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Targeted Devices

Select devices to which you want to apply this policy.
Auvailable Devices Selected Devices

Q, Search by name or value

192.168.0.12 | Add to Policy |

o [A~— KT A& A (Smart Licensing) | : BT AEEICHLERA~v— I/ R LELT, [TV
7 =7 (Malware) | (V7 =T HEIA v AT v a v EHHT D PEDOHA) | [ZE (Threat) | (17
ABFEEH T2 FEDOEHR) « BLO[URL] (W7 AU RX—ZADURL 7 4 V& U T 5FATTHT
EOLE) #E0 Y TET,

« [~E® NATID (Unique NAT ID) ] : Threat Defense Virtual 7 — ~ A b 7 v 7% THE L 7= NAT ID
rHEELET,

o [/3%7 v b O#EDE (Transfer Packets) | : 7 734 A 75 Management Center -~ /347 > MNREZFFAl L &
T ZOFT T a AT LTIPSRSnort 72 EDA X2 b R Y H—SNTHEIL, T8 20K
BHELTARY M AZT—2IEHE /N v b T —# % Management Center |25 LET, ZDOA4T
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I Secure Firewall Management Center % {3 f L 7= Secure Firewall Threat Defense Virtual )& ¥
gxmiera UKy o—oE ]

Va BRI LIS AE, A X2 MEWTZ T Y Management Center (23058 S 4L, 237 v b T — X ik
FanEHEi,
AT9 73 e Register) |27V v 7 L, EFICEEINZ LR LET,

BEERRIT DL, TN ZANY A MIEMENET, RILEZBAE., =9 — A vb—UREREINE
9, Threat Defense Virtual 238 $RIZKEC L 7235805, IROEH ZH#ER L T Z 30,

» ping : Threat Defense CLI ( [Secure Firewall Threat Defense CLI ~D7 7 & A (454 =X—2) | ) \ZT 7
v AL, ROz~ K& H L T Management Center IP 7 R L A~ ping & FEfT L F 7,

ping system ip_address

ping 23KH) L2 W 5A 11X, shownetwork 2~ > RZEHA L Txry U — 7 RELZ MR L £7, Threat
Defense IP 7 R L A AT 508135 5354 1%, configure network {ipv4 |ipv6} manual or DHCP =
YU REFATLET,

* NTP : NTP #— "= [Y X T L (System) ]>[8&%E (Configuration) 1> [EZIDRIH (Time
Synchronization) ]-2— 3 C#7E L 7= Management Center —/3—& —EH L T2 Z L 2R LET,

« BEkF—. NATID, 3 LN Management Center IP 7 KL A @ i ff DT /34 A TR UBGFRFT—Z2MHH L
TWAHZ LR L, HHLTHALAIINATID ZEH L T\WA Z & 2R LET, configuremanager
add DONTRESOLVE<registrationkey> <NATID> =1~ > F#{#i/] L T. Threat Defense Virtual T%%§%
F—LENATID ZRETHIENTEET, £/, 2D~ KT Management Center [P 7 K L & %28
BT LbTEET,

~ — 4 > =
ERNGEEF) T 4R O—DEE
TITIE, ROBREXEM L TEANREXF 2T 4R —2RET D HECOWTHH L
£

A A =T A ALHNHA L HA—T A A N A o H—T = A AZAXT 4 7 IP
T RLURZE D YT, AL X —T = A AT DHCP 2 L ¥4,

«DHCPH—/N—: 7 5347 FOWEA v ¥ —7 = A ATDHCP —N—%fEH L 7,
T T AN RN — b INBA L E =T 2 A RAEHNLTT T4V M— b EBEMLET,

e NAT : SMiiA v Z =T 2 A AT 2 —T = A APAT ZfEH L7,

TR br—b NI ~D T T 4 v 7 HFFAILET,

ATFYT1 AV F—T oA ZADHTE (442 2—)
AT w72 DHCP y— —DFIE (445 ~—3)
ATV T3 T4 RL— FOBEM (446 =2—7)
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Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & & |
B sz 1z08%

ATw T4 NAT ORE (448 2—)
ATY TS T AHBEORE (452 2—)
ATYT6 REDEM (453 2—)

A28 —TD A4 ADEKTE

Threat Defense Virtual 1 % —7 = A A HHIL, ETNbxEXa VT 4V —IZH VYT
TIP7 RLAZFRELET, BFEIT, VATLATEROLD N T 74 v/ 2B SES L9
W2, e b 20D v F—T oA RAEFRETHLENHY EF, @FIL, Ty T AN —
DNV—BEFA L Z—Fy MIHE LTI A v 2 —T7 = A R fifEOR Y NU—27 D 1D
UEOWNEA =T 2 A REMHEHLET, TNODA 2 Z—T A ZAD—HIX, Web ¥—
N=T2 EORT Y w7 T 72 ANRARRRT By MERET S REEY] (DMZ) L2556
NhHOET,

— R s D N—T 4 T OARBIE, AV F =T 2 A A TAZT 4 v 7T RLURAEER
T 5 LA, ISP 225 DHCP /M L CAMI A v X —T = A4 AT RLRAZRETHZ & T,

WOFITIE, DHCPIC LD AXT 4 v 7T KL AL L—FT v RE—ROHWEA v H—T = A A
FHEAHLT, =7 v FRE—FROWNFA v F—T =2 AEFRELET,

ATFYF1 [T/AM R (Devices) |>[T/31 A& (DeviceManagement) | ##IR L. T34 [tk (Edit) ] ()
7V w7 LET,

AT T2 [A % —7=AA (Interfaces) | %27 U7 LET,

b, Firepower Ml%?ﬁg:emerwl Center v misis  Pohces  Deices,  Objedsi  AMP®  Wisligencs Deply Q €@ @

Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets DHCP
Q Search by name Sync Device Add Interfaces

Interface Logical Name Type Securit ty Zones MAC Address {Active/Standby) Virtual Router

@ Diagnostico/0 diagnostic Physical Global

b3

AFw T3 TWE CHAT A o —7 = X[fii%k (Bdiv) | (£) 2270 7 LET,
[4f% (General) | % 7 WFRENET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v TH4 K (A= 3214)



I Secure Firewall Management Center % {3 f L 7= Secure Firewall Threat Defense Virtual )& ¥

AV8—T 14 RADEE .

Edit Physical Interface )

General IPv4 IPv6 Advanced Hardware Configuration FMC Access

Name:

Inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside-zone v

nterface ID:

MTU:

1500

Priority:

Propagate Security Group Tag:

b)

¢)
d)

‘ Cancel ‘ﬂ
48 LT F TO [4HT (Name) 1 Z AN L FET,
Lz A F—T x4 AT indde £\ S &4ETEITET,

[%h (Enabled) | F=v /Ry 7 A%EA N2 LET,

[E— K (Mode) 1iZ[72L (None) JIZERELEFIZLET,

[BEx= U7 1> —> (SecurityZone) | K2 v 7 X R MPOLEEHFEONHREX =T 4V — %%
W20, FH (New) 1227 Vv 7 LTHLWWEXF2 T 4V —r%BMLET,

72& 213, indde zone LW IHARFIDY — L EEBMLET, FA v F—T oA A, BEX=2VT 4V —
VBIXOAS U E =T 2 A AT N—TIZEID LB TCHMERNHYET, A X —T A AL, 1ODEF=
V74— l0HRTHZES, BEROA X —T 2 A AT N—TIIR/TH b TEET, V—
VERIFIIIN—=FIESNTEF 2V TR —FEALET, e xiE WA A —T A R
NG —THI0 YT, AN A =T = A R = AZEID S THZ ENTEET, 205
Ay N7 4 v I BNENOARBICBEI CELLOICT 78R ha— LR U—2FETHI L
IETEETH, INELOLNEICAIT CUIRETE EHA, FEAEORY v—lTEXa VT 4 —V
DOHPHR—=RLTWET, NATARY >o—, L7 4 & KUY v— BELURQoSHY > —7T, Y—r&F
A A =T 2 AT N—T I TEET,

[IPv4] # 7, E7=iX[IPv6] ¥ 7, FlidmiioX 7% 270 v 7 LET,

c[IPv4] : Ky T XTI YR RNNS [AZT 4 v 7IPEEMT 2 (Use StaticIP) ] ZE&R L, IP 7
RLARES TRy N R HAT v aRLETIZILDHCP 47> a » TASILET,

7= & 20, 192168112472 8 L AN LET,
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Secure Firewall Management Center % {2 i L 7= Secure Firewall Threat Defense Virtual 0 12 |

B sz 1z08%

Edit Physical Interface

Advanced Hardware Configuration FMC Access

General IPv4 IPv6
——
IP Type:
| Use Static IP v |
IP Address:

| 192.168.1.1/24

J2.U.2 £30.£33.£30.1£8 O

92.0.2.1/2¢

s [IPV6] : A7 — ML AHBREEZHBHAL, oA v ¥ —T oA AEFHTT H7-DIZIPv6 DHCP %

IR E RN 25613, (B8

—a«o

) [OKlZ7 Vw7 LET,

ATvT4

Y.

ixE (Autoconfiguration) | F = v 7Ry 7 A&F NI LE

(oM AT A v 2 —T7 oA A (Bdit) | (#£) 2270 v 7 LET,

[©M% (General) | ¥ 7 HERIINET,

Edit Physical Interface

General IPv4 IPv6

Name:

‘ Qutside

Enabled

| Management Only

Description:

Mode:

‘ None

Security Zone:

‘ outsize-zone

Interface ID:

MTU:
\ 1500 |

Priority:

Propagate Security Group Tag: ||

Advanced

Hardware Configuration FMC Access

cancel | ST

. Cisco Secure Firewall Threat Defense Virtual R 2 — 7 v THA K (\v— 32 14)



I Secure Firewall Management Center % {3 f L 7= Secure Firewall Threat Defense Virtual )& ¥
phep H—i—nzE |

a) 48 LFETO 4T (Name) |2 AL ET,
22X, A ¥ —7 A A2 Toutside] &) AETEMITET,

b) [H%) (Enabled) | T =v /ARy I AEA N LET,
c) [E—F (Mode) Jix[7/eL (None) JIZERELIEFFIZLET,
d) [EF=UT 1V —> (SecurityZone) | K v 77X R RNOLEFEONMTEX2 )T 4 — 0 &k
RID0, i New) 1227V w7 LTH LWEXF2 VT 4 /=2 EBMLET,
7=& 21X, Toutside zone| &EWHLFIDY —r ZBMLET,
e) [IPv4] ¥ 7, FIlZ[IPv6] ¥ 7, EllZMi D2 7% 27 Vv 7 LET,
* [IPv4] : [DHCPO{#H (Use DHCP) ] #i®IRL, IROA T a b DRI A= EFRELET,
« [DHCP il L CF 7 # /L b /b— M % Hf$ (Obtain default route using DHCP) ] : DHCP ¥ —
W= T 74V~ — bR LET,

« [DHCP/L— F A FU w7 (DHCProutemetric) ]: 7 RI =AML —FT 4T T 4 AX AL
BLIEAA—PMZEOECTEST (1~255) , FELIEAV—F DT 74NV DT RI =X hL—
FAT T4 AR AT T,

Edit Physical Interface Q
General IPv4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
Use DHCP v

Obtain default route

using DHCP:

DHCP route metric:
1

« [IPv6] : A7 — h L AHBERE DA [A B
W LET,

7E (Autoconfiguration) | F = v 7 KRy 7 A% A4

e

) [OK]Z27 Vw7 LET,
ATv TS5 [{R17FE (Save) |27 U 27 LET,

DHCP H—/\—DEK*E
Y

GE)  AWS. Azure. GCP. OCIR ED/NT Y w7 757 REBREICERTHEE8IE. ZOFEEAX Y
TLET,
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Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & & |
B 7o+ —roeEm

7547 > h T DHCP #f#H L T Threat Defense Virtual 225 IP 7 KL A ZBS+5 L 9123
LA 1E, DHCP —"—Z2FHh L ET,

AFvT1 [T/AL4 R (Devices) | > [T/ 1 AEHE (DeviceManagement) | Z3&IR L. 731 AR (Edit) ] ()
7V vy 7 LET,

AT 72 [DHCP]>[DHCPH#—/\— (DHCP Server) ] Z#R L £,
ATY T3 [H—/N— (Server) | X—2 T, B (Add) 227V v 7 LT, WOATvarz2RELET,

Add Server (7]

Interface*

Inside v
Address Pool*

10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

oo |

s[> 2 =T =AA (nterface) |: Ry FH 7YX RNLA =T A ALERLET,

«[7 KL 27 —/L (Address Pool) ]: DHCP % — _"—MEH T2 IP 7 N L AD & PG EALOR O
FHHARELET, IPT FL AL, BIRLIA v F—T A RLFRI LY TRy b RITFEET D
VEERDHY, A F =T = AHBHDIPT L AZEHLHZ LT TEERA,

 [DHCPH— "—% 423 % (Enable DHCP Server) | : &R L7-A > % —7 = A AD DHCP H#—/3—
A LET,

ATy 74 [OK] &7 V)7 LET,
ATv TS5 {17 (Save) 1227 U w27 LET,

FI74I MIL— FDIEM

T 7 F N b b— MIEH ., SMBA L F—T 2 A ANBBEEFRRRT v A N — b —F &R
LRLET, SMBA v % —7 = A AIZDHCP 2T 25613, 75 AR$TIZT 7 4L b
N—MEZELTWHAEEMERH Y £4, FEITL— | %Lﬂﬂﬂ"ézﬁﬂ&)éiﬁ/\ %, ROF
IE% 94T LE T, DHCP —"—MnHTF 740 bb— M EZE LTEGAIE, [THNAMAR
(Devices) 1> [T/\4/4 RAEHE (DeviceManagement) | >[JL—T « >4 (Routing) ]>[AX#%
T4 Y9 I)IL— bk (SaticRoute) 73— ? [IPv4/L—  (IPv4Routes) ] E721E[IPv6/L— b (IPv6
Routes) | 7 —7 NMICERENET,
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I Secure Firewall Management Center % {3 f L 7= Secure Firewall Threat Defense Virtual )& ¥
Forntn—troen [

ATY T [TIN4 R (Devices) |>[T/\1 REHE (Device Management) | ZEIR L, 731 A[f (Edit) ] (£)
Vv LET,

ATFY T2 [IL—F 4 >% (Routing) |>[RE2 T« vZI)L—F (Staticroute) ] Z#IR L, [/b— b ZBM (Addroute) ]
Vw7 LT, ROLIIIHELET,

Add Static Route Configuration 2]
Type: e IPv4 IPv6
Interface*

Outside v

(Interface starting with this icon \signiﬁes it is available for route leak)

Available Network C + Selected Network
Q_ Search any-ipv4

any-IPv4-10.0.0.1

o)

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8 -

Ensure that egress virtualrouter has route to that destination

Gateway
any-IPv4-10.0.0.1 v | +
Metric:
1
(1-254
Tunneled: (Used only for default Route)

Route Tracking:

v |+

==

[ZAT (Type) 1:BIMTDAZT 4 v 7 )V— DX A T C T, [IPv4] £72IX[IPv6] A7 v 3 R
Zox7 Uy 7 LET,

o [f v H—T A A (Interface) |: HIA v F—T oA ZA&EFRLET, W@HEIIIIHA X —T oA A
T,

« [fEHATRE/2 % » b U —7 (Available Network) ] : IPv4 7 7 /b b /b— h DA 1T [any-ipvd], IPv6 T
7 4V hb— R OYA I [any-ipv6] Z I L 97,

[F—FUxA (Gateway) | £72IL [IPv67 — F T = A (IPv6 Gateway) ]: ZD/L—hDRT A FR v
TTCHHTF— P T2 AN—FEANELTERLET, IPT RLAEREFRY NTY—J/RA AT
YV MEEETEET,

e[AFY w2 (Metric) ]:555%E%y NT—27 ~DFRy TOEEANTTLET, FAMEOHKIIL 1 ~ 255
T, T 74V MEX 1 T,
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Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & & |
B wozz

ATy T3 [OK]Z27 V7 LET,
V= NN AAT 4 v T )— " T—TNBMENET,

Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets DHCP

Manage Virtual Routers + Add Route
Global v Network & Interface Leaked from Virtual Router Gateway Tunneled Metric Tracked
Virtual Router Properties v [Pv4 Routes
ECMP 23
any-ipv4 diagnostic Global test_dhcp false 1 ra | |
OSPF
OSPFv3 ¥ IPv6 Routes

RIP

ATy T4 [fRT7F (Save) |27 U w27 LET,

NAT D% 7E

— 72 NAT — L Clt, WE T RLRAENFA L Z—T 2 A ZADIP T KL ADR— MMIZE
BLFET, ZOXATONATL—ILDZ r A —T =2 AR—K T FLALHE (PAT)
LN E T,

ATy T [T/AM R (Devices) 1>[NAT] #27 U w7 L, [#HLLKRY — (New Policy) 1> [Threat Defense NAT] %
7Yy LET,

ATw T2 K =2 4uEMT, R —&fHT 5751 ZREERL, [RfF (Save) 1227V v 7 LET,
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I Secure Firewall Management Center % {3 f L 7= Secure Firewall Threat Defense Virtual )& ¥
NAT D& E .

New Policy @

Name:
Interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

o

Q_ Search by name or value FTDv 7.1.0 Build 1...

Add to Policy |

(oo | (EN

AU 2r—73Management Center (ZIBII S NVET, Sl&HE, RN P —— L Z2BMT 5 L4ENH YD £7,

ATFwF3 =B (AddRule) 127V v 7 LET,
[NAT/L—/L DB (AddNAT Rule) | %A 7 0 7Ry 7 ARFRINET,

ATFYTE ERLV—NLDOF T g ZRELET,

Add NAT Rule

NAT Rule: _
Auto NAT Rule v
Type:
Dynamic v

Interface Objects Translation PAT Pool Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,
[ZAT (Type) 1:[F#AF v (Dynamic) ] N L £,
ATFY TS [A v H—TxA A4 7= b (Interface objects) | X—C, [HARESRA VX —T A ZAAT V=V

I (Available Interface Objects) fEIRN S [5695A > ¥ —7 = A AA 7 V=7 | (Destination Interface Objects) ]
FEIRIZ AN Y — 2B L F T,
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Secure Firewall Management Center % {# i L 7= Secure Firewall Threat Defense Virtual ) &12 |

B wozz

Add NAT Rule

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v

Interface Objects

Translation  PAT Pool  Advanced

Available Interface Objects C

[ Add to Source l

outside-zone

l Add to Destination ‘

Source Interface Objects

¥

Q, Search by name |

outside-zone

(0) Destination Interface Objects (1)

L 1]

Cancel m

ATwT6 [£H: (Translation) | X—T T, IROA TV a a2 ELET,

Add NAT Rule (7]

NAT Rule:

| Auto NAT Rule v

Type: )

| Dynamic v ‘

ble
Interface Objects  Translation PAT Pool  Advanced

Original Packet Translated Packet

Original Source:* Translated Source:
any-IPv4-10.0.0.1 v ‘ + | Destination Interface IP
= @ The values selected for

Original Port: Destination Interface Objects in
TCP - 'Interface Objects’ tab will be used

s [JEDE{E 5t (Original Source) 1: #7 U > 27 LC, #XTCDOIPv4 77 ¢ 27 (0.0.0.0/0) OF> K

I—=0 X 7= MBMMLUET,
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I Secure Firewall Management Center % {§ i L = Secure Firewall Threat Defense Virtual 0 &1

NPETN |

New Network Object (7]

Name

\ all-ipv4 |

Description

Network
() Host () Range | (® Network | () FQDN

0.0.0.0/0 |

|| Allow Overrides

GH) ABINAT L— /i3 A7 Y =7 FERO i & LTNAT ZIBINT 5720, Y AT LERD
any-ipvd A7 V=7 bl Z LI TE ERA, £ VAT LAEROAT V=7 b
ARET D LITTEEE A,

FARIZ, TXTDIPV6 T 7 4 v Z7IZx L TCT 74/ OB A MRy MU —7 [1/0] Zff
FALTNAT R v —& B T& £,

o [BHaE H D IC (Translated Source) | : [F855A > ¥ — 7 = A AIP (Destination Interface IP) ] % %R
LET,

ATy TT [#RTF (Save) |27 Vv 7 L TA—AEBILET,
=D b—/ v (Rules) | 7 —7 MITRAFSIVET,
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Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & &
B 7 txnmons

dcllls‘él(; Ffrepower Miﬂag?ﬁ;iﬂt Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q “0 ¥+ @ adminv
evice: W NA or

Interface_PAT You have unsaved changes m

Enter Description
Policy Assignments (1)

Rules
—
Filter by Device Y Filter Rules X Add Rule ‘
Original Packet Translated Packet
Source Destination . o = =
Original Original Original by L
# | ‘Dirsction; | “Typey Interface interface Sources Destinations Services Sources Destinations Services Ogtions
Objects Objects
' NAT Rules Before
v Auto NAT Rules
H. X D any :, outsize-z B any-IPv4-10.0.( @ Interface @ Dnsfa #W

v NAT Rules After

ATY T8 NAT X—TU T [fR17FE (Save) |27 U v 7 LTEEEZRELET,

7 Ut AFHDERTE

Threat Defense Virtual % Management Center (28 &k L7= & X2, FEAD [T/*‘“CO) A
71y 7 (Blockalltraffic) | 727 R& a2 ba— R —%{ER LIZSEIE. T35 A

BT D NT 7 4 v 7 BT HT2OICRY — _/D—Jv%ﬁﬂﬂﬂ‘éz\gﬁl% DESF, KD
FIATIX, WY — o DO = ~D ST 7 ¢ v 7 ZFFA T 50— Va2 BLE T, flliz
V=B DHGEIL, EEYRRy NT—TA~D T T 4w 7 EFFATAL—LEBNLTLE
S,

KV@EEREX 2V T A REEN—NVERET H%5E1EL. Firepower Management Center = > 7 A
Xal—var AR 0):!V74ﬂE:LV—Va/7J/( RESELTIESN,

AT9 1 [RY) >— (Policy) 1> [7Y AR >— (AccessPolicy) 1> [F7 YRR — (AccessPolicy) % 3#{R
L. ThreatDefense (2|0 B THNTWAT 7B X ay ba—L R o—D[fatk (Bdit) 1 (#£) 227V v
7 LET,

AT9FT2 [JL—IL%EEM (AddRule) |27V v 7 L, IRO/NNTA—XERELET,
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I Secure Firewall Management Center % {§ i L = Secure Firewall Threat Defense Virtual 0 &1

zzorn [

Add Rule o
Name Insert
inside_to_outside Enabled into Mandatory v ‘
Action Time Range
© Allow v ] None v ‘ 4+
Zones Networks VLAN Tags A users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Available Zones C' Source Zones (1) Destination Zones (1)
Q_ Search by name inside-zone i outsize-zone i

o ‘ Add to Source l
inside-zone —

e e

« [£4B1 (Name) ]: ZDNA—LIZAETZAHTET (72L& 21E. insde to_outside) .

o [B1E75 — > (Source Zones) ] : [fEH A[GEZ2 > — 2 (Available Zones) ] 7>HNER Y — L Z 3N L,
[IZE7CIZEM (Addto Source) 1227 VU w7 LET,

« [584C > — > (Destination Zones) ] : [ FIHE72 > — > (Available Zones) | HAMEY — 2 23R L,
[56%C1ZIBN (Add to Destination) 1 %2727 YV v 27 LE 7,

MoFETZFOEFICLTEBEET,
ATv 73 BN (Add) 1227V v27 LET,

JL—JL3 Jb— v (Rules) | 7 — 7 /VIZEBINSILET,

Firepower Management Center ;
sl 1 P " < 9 Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q g admin v
cisco | t Pol Edito
Policies / Access Control / Policy Editor
—
Initial AC POIle You have unsaved changes [IESHIVAYEIGTTES l Analyze Hit Counts m
Enter Description
Inheritance Settings | Policy Assignments (1)
Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
—
Filter by Device \ Y Search Rules X | [} show Rule Conflicts @ -+ Add Category + Add Rule
Source Desti...
Source Dest Source Dest VLAN Source Dest
y |~ Name Zones Zones Netw... Netw... Tags L Appli... Ports Ports URES %T Ktvt’:la Act. B @ B 4 BEwm
v Mandatory - Initial AC Policy (1-1)
1 A inside_ inside-zo outsize-z © Allov [
v Default - Initial AC Policy (-)
There are no rules in this section. Add Rule or Add Category
Default Action Access Control:Block all traffic v

ATy T4 [R1F (Save) 1227V v 7 LET,

5% TE O R B

FRE DZE W % Threat Defense Virtual |2 BB L £,

BELT 7T 4 71270 £ A,

EREZRATLIETIE. T MALTED
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Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & & |
. Secure Firewall Threat Defense CLI ~D 7 ¥ & X

ATv 1 A LD [E (Deploy) 127V v27 LET,
Deploy Q¢

Deployment ‘

Deployment History

ATw T2 [KRY—DEB (DeployPolicies) | # A 707 Ry 7 ATTNA A&EIR L, BB (Deploy) %7 U v

7 LET,
‘z‘ | Q, Search using device name, user name, type, group or status ‘ Deploy time: Estimate
Device Modified by Inspect Interrupti... Type Group LastDeploy Time Preview Status
> FTDv 7.1.0 Build 16- Betal admin, System, masad... FTD Aug 4, 2021 9:28 AM B I Ready for Deployment

ATY T3 BN L= L 2R LET, BEORAT—X 252 FRT 51213, A==2——0 [EB (Deploy) ]
RNE L DODHEMNCHDT A2 %27 7 LET,

1alysis Policies Devices Objects AMP Intelligence Deploy Q -r,} ® adminv

Deployments Upgrades @ Health Tasks ‘7> Show Notifications

m 0 running 1 success 0 warnings 0O failures Filter

© FTDv 7.1.0 Buil... Deployment to device successful. Tm 14s

Show deployment history

Secure Firewall Threat Defense CLI ~D7 7 X

Threat Defense Virtual CLI Z#{#F L T, BHA LV X —T 2 A ARTA—=FHEFE LV, bT
TNy a—T 4 T EIT-720 TEXET, CLIKT 7 AT D121, BHA L H—T = A A~
@ SSH Z 4 52>, VMware =2 > Y — s b#EEs L £,

ATwF1 (473 1) Threat Defense Virtual EFLA X —T7 = A ZADIP 7 KL A |ZEHE SSH #5#8 L £,

BHIPT FLRE, (REYCZEMALZEZICRELE DO TY, YIHEMKICERE L ladmin) 7
B b ERAT — R A LT Threat Defense Virtual (272 7' > L £ 97,

ATFw T2 (A7 a2 VMware 2 Y — /L &B&, HIHIRHIFICRE L7=T 7 4V b2 —H—4 ladmin] 7
AT RERAT—=REHEHL T A LET,
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513

Secure Firewall Device Manager Z{#FH L 7-
Secure Firewall Threat Defense Virtual 0) & 12

Z OETIL, Device Manager i L TEHEB I 4L H A X > K7 12 D Threat Defense Virtual 7
NA A& RBT D HECHOWTHBILET, @7 ZRHAT 55513.  [Cisco Secure
Firewall Device Manager Configuration Guide] ZZM L T 72 &\,

» Secure Firewall Device Manager % {jii 2. 7= Secure Firewall Threat Defense Virtual {Z-2U T (455
o)
« MR E (456 ~—2)

» Secure Firewall Device Manager CT7 /3 A Z % ET 5 1L (458 <X—2)

Secure Firewall Device Manager 7% {i A 7= Secure Firewall
Threat Defense Virtual [Z DUV T

Secure Firewall Threat Defense Virtual (%, Cisco NGFW Y U = —3 a > Oz v AR—x > k
T, Threat Defense Virtual X, A7 — 7V 77 AT U4 —/b, N—TF 47 VPN,
Next-Generation Intrusion Prevention System (NGIPS) ., Application Visibility and Control (AVC) .
URLZ 4 W2V 7 =Wy =T Bl EORMRT 74 7 U+ — NP — Az LET,

—¥ @ Threat Defense €7 /WZHEH S 4172 Web _X— A DT /A ZAFRTE Y 4 % — KT 5 Secure
Firewall Device Manager% ffi | L C Threat Defense Virtual % & ¥ C& £ 7, Device Manager T
L Ny P =7 Tl —IRIICESND Y 7 b =7 OREARERZRETEET,
£72, ZHUEZE < @ Threat Defense 7 /31 A& @ Te KRR R v b U —7 24 % 720012
NIEIRT A ZAD~HX =V % T D52 0700, B—DT A ZELIEFRONTHOT
NA REGiery U —2 OTDICRICREI S TV ET,

yiﬁ(@?”% AEEE L TWAEA. F721% Threat Defense THFrl S35, K 0 #HHE/HERE

RIEZ M L2613, #l2~A 70 Device Manager M7 Y |2 Management Center 2 f# 1] L
“CT/\4’ AEFBELET, dBMMIZOWTIE,  [Secure Firewall Management Center % i ] L 72
Secure Firewall Threat Defense Virtual D& H (437 X—) | 2L T 7Z XV,
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T7HIL K

A

=JL ==

axX ;&

Secure Firewall Device Manager % £ i L 7= Secure Firewall Threat Defense Virtual O & 12 |

NZTNYa—T 4 TOHEWNT, BHA ¥ —7 x4 A LD SSH %] L T Threat Defense
CLIIZT 7229 % Z &1, Device Manager @ CLI 7> Threat Defense (285t 5 Z & H T
iTO

=JL ==

ax AE

Threat Defense Virtual O 7 /)L FiRE TlL, BHA L H—T 2 A AL NHA v X —T =1 A
BRI 732y FCBREENE T, Av— b IA BV AT HERCVAT AT —HF_—
ANDEHT 0T T LEBET A, BHA LV E—T oA AL U H—F v NMEGDLE
<7,

ZD=H, T 7 4/ MEREIX., Management 0-0 & GigabitEthernet 0-1 (PN6) D ilj f7 % {(KAH A
AYF EORITCRY NU—=JICHHTED L IICEKEI SN TWET, T 74V FOEHRT N
ZiE, WEBIP 7 FL A&7 — oA L LT LET, Lo T, FBA A —T = A
ANINEA  H—T 2 A AL TA—T 4 7 L, ZDOh, INFA v Z—T =4 A% I LT
N—T 4T LT, A ¥ —Fy MIEZELET,

Flo, AVF =Ry MIT 7 EBEATEDLRYy NU—JZEHLTWAHRY, WA 4 —7 =
AZRIEH SN TWDL TRy b EIFERR D7 % I Management 0-0 Z45#5i 7 5 Z &
HLTEET, Ry NT—JICHYIREHEASA VA —T oA ADIPT RLAL S — T oA DNFR
EINTWNDH I EEERLTIEIN,

Threat Defense Virtual i, #IEHCEIEFIZ A 72 & H 4 DDA o F—T = A TEIRNA T2
HYBERHD F9,

R~ LD 1 FEHDOA o Z—7 A A (Management 0-0) X, HHA L F—T A A
*(\\—a—(]

R~ ED2FBDA v H—T =4 A (Diagnostic0-0) 1%, ZWiA ¥ —7 A AT
R

R~ EDO3FER DA X —T =4 A (GigabitEthernet 0-0) %, #MA ¥ —7 = A
AT,

i~ EDOAFRDOA o H —7 =4 A (GigabitEthernet 0-1) (X, WA v ¥ —7 = A
ZTY,

T—=H T T 4 v IR K6 DDA H—T 2 A%BIML, Bt T8 ODT —H A X —
T2 A RAEFATEET, BMOT—H A X —T =24 RZONWT, HfEmry NU—7NIE
LWEHEAR Y NI =21 B T &N, KT — XA H—T oA AR—BOH 7 x> hET-
IEVLANIZ= v B 7 ENTWAZ MR LET, [VMwaref ¥ —7 = ADEE] %
S LTLIIEEN,

Threat Defense Virtual OFEL v F U — 27 TIELL BES VB2, WIHREAE T 54
ERHYET, ZHUE, BX2 VT4 T T I7AT A%y NT—JIHALT, £ ¥ —
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I Secure Firewall Device Manager % {# i L 1= Secure Firewall Threat Defense Virtual 0 &1

Device Manager DACE) .

Ty b EIIMO EFRISALES 20— Z IRt T D 12O BERT R ADRENG ENE
To 2O0DHFEDODWTNUNTY AT LOPMIREZITO 2 LN TEET,

* Device Manager Web 1 & % — 7 = A ADMEH (#4E) , Device Manager (3 Web 77 U #
THEITLET, 2O I =T 2L T, VAT L&iE, B, £=4—T&
i ‘j‘o

cavr R IA4 A F =T AR (CLD) By b7 v 7 U4 F—REHHLET (47
v a ) , DeviceManager D8O VIZCLIO® Y N7 v 7' U 4 — K2R EICHEHT
EET, FLFT TNV a—T 4 U ZICCLIZEHTE £, VAT LDOKRE, FH, &
FIZIX5] X #i X Device Manager #f# ] L ¥7, [Threat Defense CLI ¥ ¢ '— R D)

A7Tvar) | 2Z2RLTIESN,

KD NE Y 7T, ZbDA B —T x4 ZAEFH LTI AT AOHMERIEZIT 5 Hiklco
WAL £ 97,

Device Manager D #ZE}

ATy T

ATy T2
ATvT3

RTv74

Device Manager (Z¥]O T 7 A T HEET, TXA A By b T v 7 U4 PF—REFHL TV
AT DO EZE T LET,

77 W& &, DeviceManager (21 74 LET, CLI CHIMEZIT > TV WEA X, https//[FTDv
pubic IPv4 address E 7= [& [FTDv | Pv6 pubic address] ¢ Device Manager % B & %77,

a2 —H—4 admin, BELOVIRAT— K Adminl23 #fEHLTr 71 LET,

THNTAT LA~DODTORIT A THY, CLIEyY N7 v 7T 4 F—REHEHL T RWESE, =
Ra—H T A v AR EFATER L, FEART—R2EET L LR ET, KT 5IiL,
INOLDOFEZTETTHMENDH Y £7°,

WA v 2 —T 2 A ABLOEIA V F—T 2 A AR LTCRDOA T a U EREL, [R~ (Next) 1%
77Uy LET,

GE) [k~ (Next) 1227 Vw795, B"ENT A AZEBBEINET, £ ¥ —7 = A ADLHI
1T TAMER) L 7e 0. Toutside zone)] EX = V7 4V —GEMENFET, REMENIELWI &
PR L ET,

a) [PMEA o Z—7 = A X (OutsideInterface) ]: ZAUEL, 7 —h UV =AEF— FELIILV—FITERT HT-
DOT—HR— NTT, T ZAOWIRERHZHNOINEA o F—T oA AZEIRTHZLIXTEE
Tho AIDT =L 4 B —T A ANT T 5V hOIWNEA L H—T = A ZATT,

[IPv4DFZE (ConfigureIPv4) | : HMERA X —7 = A A D IPv4 T KL AT9, DHCP 295,
FRETFHTAYT v 7 IPT RVA, H 73y h~vR7 BT —bhUxoA ZANTEET, (4
7 (Off) 1#IRL T, IPV4 7 RLAZRELRNEWI B LH Y 77,

[IPv6D#%E (Configure IPv6) | : AMA > % —7 = A ZAHDIPV6 7 K L A T9, DHCP Z{E 9 570>,
FLEFFHTAYT 47 IPT FLVA, L7497 A BIO®F— by =AM 2 AN/JTEET, (7
(Off) 1ZEINL T, IPv6 7 RLAZFHELRWVWEVWIBRIFELH Y 7,

b) [EEA A2 —T x4 X (Management Interface) ]
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Secure Firewall Device Manager % £ i L 7= Secure Firewall Threat Defense Virtual O & 12 |
. Secure Firewall Device Manager T7/\1 R &R E T DA%

[DNSH—/% (DNS Servers) |: ¥ AT LADEHLT KL A D DNS Y—3, Lk fic 1 2L ko

DNS #— D7 RL 2% AN LET, 7 74 /L & OpenDNS /X7 U »» 7 DNS #—_TF, 7 ¢ —/b
REfEL, 774/ MIELTEWEA T, [OpenDNSZ ] (Use OpenDNS) 1% 27 U v 795 &

T4 =)V RIZ#EWRIP T RLARY m— R ET,

(7747 74—/ A L4 (Firewall Hostname) |: A7 AOEHT RLUADKRA M TT,

G¥) TNRAAYY 8T w7 74— REHEHLTERIKT D 734 2AE2RET L5
. T MRT U RELURT U RO RNT 7 4 v 7K LT AT BN 2ODT 7 4V
cT 72— ENE T, gty T v RIS, INSDT AL VIR S
ThRETEE7,

ATYTE VAT ARAEREL, R~ (Next) 1227 Vv 7 LET,
a) [#A LY —2 (TimeZone) |: VAT DX ALY — 2 ZBINLET,
b) [NTP# A A4 —,3 (NTP Time Server) |: 7 7 4/ h® NTP ¥ — &M HT 55, EH L T\ 5 NTP
P—=_OT FL2AZFEHTANT20E2RRLES, Ny 77 v PHICEROY— " ZBINTEET,

ATFYTl VATLDAT— I B AEBRTELET,

A= FA B ADT I FEFEL, VAT LARMNELTLI9 A4 22 BHATHILERNHY =3,
BUNZ90 HIORMETZ A o A%MHL, B TAY— A BV AERETE ET,

TNA A LT SBERT HITIL, V7 %27 Y v 7 LT Smart Software Manager (SSM) O 7 7 7 > hMZnw
TAY L Bl b= VEER LT, RERY 7 ACED h—27 vy Zat—LET,

P T A B AT DI, [BEETIZ90 B R ORI I 2 BiAs3 % (Start 90 day evaluation period
withoutregistration) | Z @R L ET, B TT A AERERK L, Av— T4 BV AZEETHITIE, A=a—
MOTINA ZADLFTEZ Vw7 LT [T/ AX v 2R — K (Device Dashboard) ] (ZEH, [A~—T1 T
A ¥ A (Smart Licenses) | 7 /V—7DV 7 %270 v 7 LET,

ATy F7 [587T (Finish) 127V v 7 L9,

RDEZRY

* Device Manager Zfi ] L T7 /A A% E L £, [Secure Firewall Device Manager C7
NA REFET DL (458 X—) | ZBRLTLLZEN,

Secure Firewall Device Manager TT/\ 1 R &% ET HA
oy

Ty NT T YA P RO T, WL ODOHAR Y 2SI BRI SAHIEL TS
T ABLETT,

cNIA VA =T A ALAA L H—T A ADEF 2V T 4V =1,
NP BN A~DTRXTDNT T 4y 7 Z2EHT LT 7B ALV—L,
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Secure Firewall Device Manager T 7 /31 R % E T %4k .

s N BN ~DTRTDO N T T 4w T EHNFA L Z—T =2 A ZADIP T KL AD[EAH D
R— F~LEH ST DA 2 —T =4 ANAT JL—/L,

c WA LV H—T 2 A AFETNTTV v P N—T TIEIT ST D DHCP Hr—r3—,

WOFNETIE, BIMEREOREDOHMELHAL 9, SFINEICOWTHFHMREREFRTDHIC
X, R=YDO~NNVT RE (2) 7V w7 LTLTIEEN,

ATV T [T314 A (Device) | ZEIRL TS, [A¥— FT A2 A (Smart License) ] 7 /L —7 D [(REDFER
(View Configuration) 1 &7 U v 7 LET,
HHT 247 a0 4% ([IPS]. [/ =7 Bif#l (malware defense) ]. [URLY 4 /L% U 7
(URL filtering) 1) T, ZNEI[EA@ME (Enable) 1227V v 7 LET, By 87 v FHIZT A ZAEXE
LA, BERRAVPN 74 BV AL FAMITEET, BRENEIDDOOLLRWESE, 74 &
YADHAEMERLET,
BEEL TWRWIGHIE, ZOR—UNDERERTEET, [BEOZHR (RequestRegister) 127 U v 7 LT,
FNRIZRENE T, FHl T A & ARSI DENIBREK L T ES W,
7= & I BIRIPS TA B AIRDO X H IR £,
X 54: 887 IPS5A4 2R

Threat DISABLE

@ Enat

This License allows you to perform intrusion detection and prevention and file control. You must
have this license to apply intrusion policies in access rules, You also must have this license to
apply file policies that control files based on file type

Includes: Q". Intrusion Policy

RT9T2 DA ¥ —T 24 ZAEFELTLEAZ, [T A (Device) | ZRIRLTD, [A ¥ —T =R
(Interfaces) ] 7 /v —7" @ [REDF/~ (View Configuration) [ %27 Vv 7 LT, HA L H—T = A A%FH
ELET,
MDA 2 =T 2 A ZADT Y v T N—TEERLT D0, HxDORy NT—2 BFET DD, FIlIEl S
DAL DT ERETEET, KA FA—T 2 AD [ Edi) 1742 (@) 22V, 1P
T RUVAREOREEERLET,
WOBITIX, WebW— =72 EDNRT Y v o7 7w ARG EEARET 5 FEMHE] (DMZ) & LT
BT 270D =T =4 AW LET, BT LIS [IRFF (Save) 1227V v LET,
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. Secure Firewall Device Manager T7/\1 R &R E T DA%

55: 48— 14 ADWRE

Edit Physical Interface

Interface Name Status
- ©
Description

IPvd Address IPv6 Address Advanced Options

Type

Static M

IP Address and Subnet Mask

192.168.6.1 ! 24

G¥) IPv6 7 R L AZF T HITIE, [IPv6] ¥ 7 2RI L, #M7 R AE 72X DHCP Z#FH L T
IPv6 7 KL AZREL £,

ATYT3 HLnA ¥ —T oA ZAEERTDH5EIL, [F7 Y= b (Objects) ZEIRL, BROO[ExX =2V T o
»'—> (Security Zones) ] Z#ER L F 7,

MREEITMEITE U TH LW — 2 ERLET, A v F—T A ATIE R, EF2 VT4V —IZ
FEONWCTRY V=R T D720, AL H—T oA ATV =B L TCOWABLERHY £, 44—
T2 AEERTDHEE, SN =T 2 A AEEL LI TEEEA, ZOED, HlLnA v H—
T oA AR LI, ETREEFEOA ¥ —T oA AOBWEET LRI —r 47 V=7 b
ERETOILENRH Y F7,

WOFITIL, DMZ A > H—T7 =24 ADT=DIZH LW DMZ ¥ — 2 ZAERT 5 HikErR LET,
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S:EFaTFq V- TS b

Add Security Zone

MName

dmz-zone

Description

Interfaces

+

@ dmz

RTvT4 W7 747 NCTDHCPZMH L CT NS ANDLIPT RUAEBGT 25451, [T/34 R (Device) 1>
[V RTLERE (System Settings) | >[DHCPH—/3\— (DHCP Server) | ##R L TH» 5, [DHCPY—/A—
(DHCP Servers) | # 7 #3IR L £7,

FTTICHNE A X —T = A AR SN TS DHCP — =R H 0 £, 7 FL A F— L &2fREL
720, FNEHBRLEZDVTAZENTEET, MOWNEHA ¥ —T = AERK LIZGER. ThboA
VHE—=T A A LIZDHCP Y — =%ty N T v 7T H5ONRTL —KHTT, [HE2Z7Y v 7 LTENEA
VH =T 2 ADY ==L T RLRAT— )L L ET,

[#%5% (Configuration) | %7 T2 74 7 MIIEEEI D WINS IS L ONDNS O U X M &S 52 & %
TEET, ROFITIE, 7 R AR F—/10D 192.168.4.50 ~ 192.168.4.240 T inside2 { > X —7 = A A LD
DHCP $r— =% ET 5 HiEEZ R L TWET,

57: DHCP H—/\—

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240
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. Secure Firewall Device Manager T7/\1 R &R E T DA%

ATy TH

ATvT6

[7/3A % (Device) | ZBRL T 6, [/b—7 47 (Routing) | Z7/b—7"T [REDFER (View
Configuration) ]| (E721% [RHDAZ T 1 v 7 /b— FZAEAL (Create First Static Route) 1) Z#27 U v 2 L,
T 7 AN M— R L ET,

T 7 Ak b— MIT@E, NS X —T oA ADSMNAFET DT v T A MY — LN FETIL ISP LV — X %15
LTCWET, 774/ hDIPvd b— MIEED ipvd (0.0.0.0/0) . 7 7 4/ kD IPv6 /b— MIEE D ipv6
(:0/0) TH, EHTDIP A=V a T —FEERLET, SNA X —T =24 ZADT RLADH
#5(Z DHCP 2342546, BERT 74/ K b— 2T TICE>TWHZERH Y £9,

GE) IONR—UTEHRLINAN— NI, T—F A X =T =2 AHOHTT, BEHA L X —T (A
WX LET A, [T/AM R (Device) | >[V AT LRERE (System Settings) 1> [BEA V42—
714X (Management Interface) | TEES — bV = A Z&E L E T,

WOBNZ, IPvd DT 7 )V h b— h &R LET, ZOBITIE, isp 7 — T = AIZISP X — T =A D IP
T RUVAZFAT DRy NU—2 A7V b T (7 RVARIZISP O RETH2HERH Y £7)
[ — b7 x4 (Gateway) | D FEHO [H LWy NV —27 Z{E% T % (Create New Network) | K2 74
T VAN DI L TCIDOFT V= VaERTHZENTEET,

58: T4 FIL—F

Add Static Route

Protocol

®) 1Pva O 1eve

Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks
ft: any-ipvd

G¥) RIERIZ, [IPv6] 7 VA RZ &I LT, IPV6 /L— AR ETEXET,

[R U — (Policies) | #EIRL Xy hTV—=27DtX=2VT 4 RN —&HELET,

TNARAEY NT v 7 74— Rix, WY = &Y — DO N T 7 47 7a—52FhLE
T, Flo A =T A AEMFHTLGEIC, B F—T oA RIKTHA U F—T = A ANAT
LAENILET, LA X —T oA ZEHERLEHETH, WY —> A7 V=7 MBI 5854
IXFNHICT 7 ' AHIEL— 3 BEEICE SLE T,
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72720, BEONGA »F—T =24 ABRHDIEEIL. NEY —DOREY —> ~D T T 4w 7 7 a—
AT LT 7w AN — VRN KLETT, fhovx=2V T4 V= 2Bt 5881, Fhbny —»
EDRNT T4 BT D=V BMETT, ZILIERIEROEFTICRY F3,

IO, MBSV ELTARERELEDL DI, FOMORY) —%2EE LT, B —EXORMAL, NAT
BLOT 7 A V=N BB TEET, ORI U —RETETET,

« [SSL{8% (SSL Decryption) ]: f2A., v/ =7 72 EICOWCTHEE L S =8 (HTTPS 72 &) %4
BTHHEAIL. BAESTILERNDY £, COEREE ST D 0END D0 HEr§ 521X SSL
BWERY) —2ERLET, VAT LIE, MERICHEREZER S LET,

[(7AT T 474 (dentity) ]: flxD2—F—\Zxy NU—2 T 7 47 4 2T 5, £z
T —H—FF2—F =T N—T DA N—2 SIS TRy NT—2 T 7 v A ZHIEHT 5
Bl BEDO Y —AIPT RLARICEEMT LN TN 22— —2HET DOTAT T 4T 4 K
Uo—%ZfEHLET,

[EX=2UT 447 U= A (Security Intelligence) ]: 77 27 U A NEEEFEALDIP T RLAET
IXURL DEEHi #7272l Fa vy 7951I00%, X2V T4 ATV V=2 AR —%FEHLET,
BEFIOARE/Z2Y A b2 T T v 7 VA MIBEITNE, 778A a3 be— LR —TENLEEE
THMENRRL D ET, Cisco T, EX2 VT4 AT VP2 ADT T v 7 A NREINICHE
FEND LT, BEHMOARIERT FUASLURLOEMEH 7 + — RERAE L TWET, 74— K&
fA342L, 7797 VA NOHEBZBMELIZTHIRT 2720ICR ) O—ZRETIHLERNDH D THA,

[NAT] (%> FU—2 7 RLAZH) - NESIP 7 RL A& DN—T 4 ZHA[GERT R L A I
TAHEDIINAT R —%2 AL ET,

[7 7 & Al (Access Control) |: > U —27 ECFHFA[ T HHHOWREILT 7 EA a2 hr—/L R
Vo—%RALET, BX2V T4 Y=, IPTRLVA, Zabair, K—b, TV r—va,
URL, 22—V —F 7 da—P— I N —TI2 Lo TCT 4N EZUHETEET, /-, 77 B {EHAL—L
EERALTRASTZ 7 AV (w0 =T) RV —%EHLEST, ZORY —%HH L TURL 7 «
NE ) TR LET,

[RA (Intrusion) |: RBARY —ZFEH LT, BEMOBREZRELET, 77 8 AHl#EL—L &2 H
LTRARY > —2@HALETDE, BARY V—2HEL TREDRANL— LV ERNICEDETZIT
AN TEET,

WOBTIL, 77 BAHERY O —THRES —2 & DMZ VS — DD T 7 4 v 7 20T 5 xR
LE9, ZOBITIE, [BE5DORK% T (AtEndof Connection) ]ANER I TWDHEHA, [mF 7 (Logging) |
FHRWTHOWTOX 7 Th A7 a IR ESNEE A,
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®59: 75X arrO—)LKRY—

Add Access Rule

Order Title Action
2 v Insicie_DMZ Bl atlow ~
Source/Destination Applications URLs Users Intrusion Policy File palicy Logging
SOURCE DESTINATION
Zones : Metworks + Ports + Zones + Networks + Ports{Protocols .2
a inside_zone E dmz=zone

=A==

ATV T [T/34 A (Device) 1 &R L TH 5, [EH (Updates) ] 7 /L—7 T [BREDZF R (View Configuration) ]
BV I L, VAT AT —ER—ZADEHFAr 2 — L ERELET,
RBARY =2 AL TWDEHAIE, V=L E VDBDOT —F RXR—2A 5 EMHREH2HELET, EFa
V7 A ERT7 4 — REHERT 25813, TNOOEHAS Pa— L aRELET, —BHHEL L TExa
V7 4R o —CHEEEREZEAT 255813, 0T —FXR—RAOFHFAr Va—NVERELET,

+
x%vjsx:;MD%%(mmm]ﬁ&y%auy7b\ﬁﬁ@%k#é(mmme]ﬁ&y(@;>%7
Uy 7 LT, BRERANEEZT A RZEALET,

ERIL, ZNOZEMTL2ETT A ZATEMITRY £H A,

RDEZARY

Device Manager |Z & % Threat Defense Virtual D& B OFEMIIZ DU CTid,  [Cisco Firepower Threat
Defense Configuration Guide for Firepower Device Manager] & 721% Secure Firewall Device Manager
DFELTA VT EBRLTIZSN,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



