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ATYT1 PR—=FSNTWDL T I7UHFEMEHL T, RO URLEZASLET,
https://fmcv_ip_address

fmc_ip_address ¢ Management Center ® IP 7 KLV A FE72IIF A N EBEELE T,
GE) IPv6 [EH @ https:/[fmev_ipv6_public_address]

ATV T2 2a—HPF—ZLRXRAT—-FRE2ANLET,
ATy T3 [vr A4 (Loghh) 127V v7 LET,
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GE)  ZOFNETIL, dayO/bootstrap A~ U 7" b & L T, Management Center O % Ek{E#H2MHE S
NTWDHZEZAffEE LTWET, 72720, ThbORETTE, %5 CLI T configure
network =< > RZfH L TEZE TX £, Cisco Secure Firewall Threat Defense 2~ > KU 7 7
Lo RAEZRLTIIZS N,

ATY 1 [T/INA R (Devices) |>[T/31 REHE (DeviceManagement) | 3R L £,

ATv72 B (Add) | ke vy T HZ TR IND, [T3 ADiEN (AddDevice) 1 &I L, IRD/XT A —H %
AN LET,

Add Device Q

Host:+

ftd-1.cisco.com

Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v |

Access Control Policy:*

Initial Policy v |

Smart Licensing

Note: All virtual FTDs require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.
It's important to choose the tier that matches the license you have in your account.
Click here for information about the FTD performance-tiered licensing.

Until you choose a tier, your FTDv defaults to the FTDv50 selection.

Performance Tier (only for FTDv 7.0 and above):
Select a recommended Tier v

Malware .

Threat

URL Filtering

Advanced
Unique NAT ID:+

ciscé1 23nat

Transfer Packets

| Cancel |

s [AA R (Host) 1:BMT 2T AZDIPT LA (IPv4 B ELUIPV6) & ATJLET, IPv6 AT
2o TWDEHATE, FAA NI IPvE 721X IPv6 A TE £,
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« [£7:4 (Display Name) ] : Management Center (23R 5T /31 ADL4HETEZ AT L E T,

o B4k — (Registration key) ] : Threat Defense Virtual 7 — F A 7 v 7R ETHRE L= H O & [ UX
X —% AN LET,

s [RAA Y (Domain) ]: w/LF RAAL VEEEZMFEH L TWAELAIE. T34 A% Y —7 RAA ZH
DYMTET,

«[Zv—=7" (Group) ]: Z V=T AL TWDLEAEIE, T34 A7 N —TIZEID B TES,

s [T7®AaL hur—/LAKR U 2 — (AccessControl Policy) |: FJHAARY > —Z&IR L EJ, HTLIHLE
BHDHIEDRDOPOTNDEHAEA RFHDORY —RNTTILHILEERNT, [HLVARY —
DOAERL (Create new policy) | Z#IRL, [TXTHO LT 7 4 v 7 %7 v (Block all traffic) | % 3R
LET, BCINEER LTI I 74 v 7 &2 T5Z2 R TEET, 77 BXGIHORE (16
N=Y) ] ZBRLTIEE N,

New Policy o

Name:

ftd-ac_policy

Description:

Select Base Policy:

None v

Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Targeted Devices

Select devices to which you want to apply this policy.
Auvailable Devices Selected Devices

Q, Search by name or value

192.168.0.12 | Add to Policy |

o [A~— KT A& A (Smart Licensing) | : BT AEEICHLERA~v— I/ R LELT, [TV
7 =7 (Malware) | (V7 =T HEIA v AT v a v EHHT D PEDOHA) | [ZE (Threat) | (17
ABFEEH T2 FEDOEHR) « BLO[URL] (W7 AU RX—ZADURL 7 4 V& U T 5FATTHT
EOLE) #E0 Y TET,

« [~E® NATID (Unique NAT ID) ] : Threat Defense Virtual 7 — ~ A b 7 v 7% THE L 7= NAT ID
rHEELET,

o [/3%7 v b O#EDE (Transfer Packets) | : 7 734 A 75 Management Center -~ /347 > MNREZFFAl L &
T ZOFT T a AT LTIPSRSnort 72 EDA X2 b R Y H—SNTHEIL, T8 20K
BHELTARY M AZT—2IEHE /N v b T —# % Management Center |25 LET, ZDOA4T
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gxmiera UKy o—oE ]

Va BRI LIS AE, A X2 MEWTZ T Y Management Center (23058 S 4L, 237 v b T — X ik
FanEHEi,

AT9 73 e Register) |27V v 7 L, EFICEEINZ LR LET,

BEERRIT DL, TN ZANY A MIEMENET, RILEZBAE., =9 — A vb—UREREINE
9, Threat Defense Virtual 238 $RIZKEC L 7235805, IROEH ZH#ER L T Z 30,

» ping : Threat Defense CLI ( [Secure Firewall Threat Defense CLI ~®7 7 A (18 X—) | ) [T 7
v AL, ROz~ K& H L T Management Center IP 7 R L A~ ping & FEfT L F 7,

ping system ip_address

ping 23KH) L2 W 5A 11X, shownetwork 2~ > RZEHA L Txry U — 7 RELZ MR L £7, Threat
Defense IP 7 R L A AT 508135 5354 1%, configure network {ipv4 |ipv6} manual or DHCP =
YU REFATLET,

* NTP : NTP #— "= [Y X T L (System) ]>[8&%E (Configuration) 1> [EZIDRIH (Time
Synchronization) ]-2— 3 C#7E L 7= Management Center —/3—& —EH L T2 Z L 2R LET,

« BEkF—. NATID, 3 LN Management Center IP 7 KL A @ i ff DT /34 A TR UBGFRFT—Z2MHH L
TWAHZ LR L, HHLTHALAIINATID ZEH L T\WA Z & 2R LET, configuremanager
add DONTRESOLVE<registrationkey> <NATID> =1~ > F#{#i/] L T. Threat Defense Virtual T%%§%
F—LENATID ZRETHIENTEET, £/, 2D~ KT Management Center [P 7 K L & %28
BT LbTEET,

EXMGEXa ) T4KR)—DERE

ATy T

ZITIE ROBREEMEN L TEANLEX 2 )T 4RI U —2BET DHEICO W THH L
i‘ﬂ—o

A A =T A ALHNHA L HA—T A A N A o H—T = A AZAXT 4 7 IP
T RLURZE D YT, AL X —T = A AT DHCP 2 L ¥4,

«DHCPH—/N—: 7 5347 FOWEA v ¥ —7 = A ATDHCP —N—%fEH L 7,
T T AN RN — b INBA L E =T 2 A RAEHNLTT T4V M— b EBEMLET,

e NAT : SMiiA v Z =T 2 A AT 2 —T = A APAT ZfEH L7,

TR br—b NI ~D T T 4 v 7 HFFAILET,

AH =T 2 A ZADOFE (6 2—2)

AT T2 DHCP #——DFE (9 LX—)
ATV T3 FTHA ML— FOEM (10 2—)
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XATw T4 NAT OFE (12 3—)
AT9 TS 77 BAREORE (16 <—)
ATYvT6 REDEN (17 2—)

A8 =T 24 ADEKE

Threat Defense Virtual 1 % —7 = A A HHIL, ETNbxEXa VT 4V —IZH VYT
TIPT RLRAZRELET, BHEIL, VATATERKOSDL N T 7 4 v/ ZiERIED XD
W2, e b 20D v F—T oA RAEFRETHLENHY EF, @FIL, Ty T AN —
DNV—BEFA L Z—Fy MIHE LTI A v 2 —T7 = A R fifEOR Y NU—27 D 1D
UEOWNEA =T 2 A REMHEHLET, TNODA 2 Z—T A ZAD—HIX, Web ¥—
N=T2 EORT Y w7 T 72 ANRARRRT By MERET S REEY] (DMZ) L2556
NhHOET,

— Ry D—TF 4 T OWRBUE, WA F—T 2 A ATAEZT 4 v I T R RAEER
25 L EIEZ, ISP2>5 DHCP 24 L CANEA v X —T =4 AT RV AZEET 52 & TY,

WOFITIE, DHCPIC LD AXT 4 v 7T KL AL L—FT v RE—ROHWEA v H—T = A A
FHEAHLT, =7 v FRE—FROWNFA v F—T =2 AEFRELET,

ATFYF1 [T/AM R (Devices) |>[T/31 A& (DeviceManagement) | ##IR L. T34 [tk (Edit) ] ()
7V w7 LET,

AT T2 [A % —7=AA (Interfaces) | %27 U7 LET,

b, Firepower Ml%?ﬁg:emerwl Center v misis  Pohces  Deices,  Objedsi  AMP®  Wisligencs Deply Q €@ @

Cisco Firepower Threat Defense for VMware
Device Routing Interfaces Inline Sets DHCP
Q Search by name Sync Device Add Interfaces

Interface Logical Name Type Securit ty Zones MAC Address {Active/Standby) Virtual Router

@ Diagnostico/0 diagnostic Physical Global

b3

AFw T3 TWE CHAT A o —7 = X[fii%k (Bdiv) | (£) 2270 7 LET,
[4f% (General) | % 7 WFRENET,
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AV8—T 14 RADEE .

Edit Physical Interface )

General IPv4 IPv6 Advanced Hardware Configuration FMC Access

Name:

Inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside-zone v

nterface ID:

MTU:

1500

Priority:

Propagate Security Group Tag:

b)

¢)
d)

‘ Cancel ‘ﬂ
48 LT F TO [4HT (Name) 1 Z AN L FET,
Lz A F—T x4 AT indde £\ S &4ETEITET,

[%h (Enabled) | F=v /Ry 7 A%EA N2 LET,

[E— K (Mode) 1iZ[72L (None) JIZERELEFIZLET,

[BEx= U7 1> —> (SecurityZone) | K2 v 7 X R MPOLEEHFEONHREX =T 4V — %%
W20, FH (New) 1227 Vv 7 LTHLWWEXF2 T 4V —r%BMLET,

72& 213, indde zone LW IHARFIDY — L EEBMLET, FA v F—T oA A, BEX=2VT 4V —
VBIXOAS U E =T 2 A AT N—TIZEID LB TCHMERNHYET, A X —T A AL, 1ODEF=
V74— l0HRTHZES, BEROA X —T 2 A AT N—TIIR/TH b TEET, V—
VERIFIIIN—=FIESNTEF 2V TR —FEALET, e xiE WA A —T A R
NG —THI0 YT, AN A =T = A R = AZEID S THZ ENTEET, 205
Ay N7 4 v I BNENOARBICBEI CELLOICT 78R ha— LR U—2FETHI L
IETEETH, INELOLNEICAIT CUIRETE EHA, FEAEORY v—lTEXa VT 4 —V
DOHPHR—=RLTWET, NATARY >o—, L7 4 & KUY v— BELURQoSHY > —7T, Y—r&F
A A =T 2 AT N—T I TEET,

[IPv4] # 7, E7=iX[IPv6] ¥ 7, FlidmiioX 7% 270 v 7 LET,

c[IPv4] : Ky T XTI YR RNNS [AZT 4 v 7IPEEMT 2 (Use StaticIP) ] ZE&R L, IP 7
RLARES TRy N R HAT v aRLETIZILDHCP 47> a » TASILET,

7= & 20, 192168112472 8 L AN LET,
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Edit Physical Interface

General IPv4 IPv6 Advanced
——
IP Type:
| Use Static IP v |
IP Address:

| 192.168.1.1/24 \

ec J2.U.2 £I0.£30.£30.1£8 OF 132.U. 2. 1/£¢

Hardware Configuration

FMC Access

s [IPV6] : A7 — ML AHBREEZHBHAL, oA v ¥ —T oA AEFHTT H7-DIZIPv6 DHCP %

IR E RN 25613, (B8
—a«o

) [OKlZ7 Vw7 LET,

ATy T4
[©M% (General) | ¥ 7 HERIINET,

Y.

AxX AE

(Autoconfiguration) | F = v 7Ry 7 A& F I L E

(oM AT A v 2 —T7 oA A (Bdit) | (#£) 2270 v 7 LET,

Edit Physical Interface

General IPv4 IPv6 Advanced

Name:

‘ Qutside

Enabled

| Management Only

Description:

Mode:

‘ None

Security Zone:

‘ outsize-zone

Interface ID:

MTU:
\ 1500 |

Priority:

Propagate Security Group Tag: ||

Hardware Configuration

FMC Access

cancel | ST

. Secure Firewall Management Center % {8 fi L 7= Secure Firewall Threat Defense Virtual ) &I



I Secure Firewall Management Center % {3 f L 7= Secure Firewall Threat Defense Virtual )& ¥
phep H—i—nzE |

a) 48 LFETO 4T (Name) |2 AL ET,
722X, A X —7 A AT Toutside] &I AFTEAITET,

b) [H%) (Enabled) | T =v /ARy I AEA N LET,
c) [E—F (Mode) Jix[7/eL (None) JIZERELIEFFIZLET,
d) [EF=UT 1V —> (SecurityZone) | K v 77X R RNOLEFEONMTEX2 )T 4 — 0 &k
RID0, i New) 1227V w7 LTH LWEXF2 VT 4 /=2 EBMLET,
7=& 21X, Toutside zone| &EWHLFIDY —r ZBMLET,
e) [IPv4] ¥ 7, FIlZ[IPv6] ¥ 7, EllZMi D2 7% 27 Vv 7 LET,
* [IPv4] : [DHCPO{#H (Use DHCP) ] #i®IRL, IROA T a b DRI A= EFRELET,
« [DHCP il L CF 7 # /L b /b— M % Hf$ (Obtain default route using DHCP) ] : DHCP ¥ —
W= T 74V~ — bR LET,

« [DHCP/L— F A FU w7 (DHCProutemetric) ]: 7 RI =AML —FT 4T T 4 AX AL
BULIEA—MZEIDSETET (1~255) ., FEHLIEA—b DT 74V EDOT RI=A ML —
FAT T4 AR AT T,

Edit Physical Interface Q
General IPv4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
Use DHCP v

Obtain default route

using DHCP:

DHCP route metric:
1

« [IPv6] : A7 — h L AHBERE DA [A B
W LET,

7E (Autoconfiguration) | F = v 7 KRy 7 A% A4

e

) [OK]Z27 Vw7 LET,
ATv TS5 [{R17FE (Save) |27 U 27 LET,

DHCP H—/\—DHE
A\

GE)  AWS. Azure. GCP. OCIR ED/NT Y w7 757 REBREICERTHEE8IE. ZOFEEAX Y
TLET,
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7547 > h T DHCP #f#H L T Threat Defense Virtual 225 IP 7 KL A ZBS+5 L 9123
LA 1E, DHCP —"—Z2FHh L ET,

AFvT1 [T/AL4 R (Devices) | > [T/ 1 AEHE (DeviceManagement) | Z3&IR L. 731 AR (Edit) ] ()
7V vy 7 LET,

AT 72 [DHCP]>[DHCPH#—/\— (DHCP Server) ] Z#R L £,
ATY T3 [H—/N— (Server) | X—2 T, B (Add) 227V v 7 LT, WOATvarz2RELET,

Add Server (7]

Interface*

Inside v

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Enable DHCP Server

oo |

s[> 2 =T =AA (nterface) |: Ry FH 7YX RNLA =T A ALERLET,

«[7 KL 27 —/L (Address Pool) ]: DHCP % — _"—MEH T2 IP 7 N L AD & PG EALOR O
FHHARELET, IPT FL AL, BIRLIA v F—T A RLFRI LY TRy b RITFEET D
VEERDHY, A F =T = AHBHDIPT L AZEHLHZ LT TEERA,

 [DHCPH— "—% 423 % (Enable DHCP Server) | : &R L7-A > % —7 = A AD DHCP H#—/3—
A LET,

ATy 74 [OK] &7 V)7 LET,
ATv TS5 {17 (Save) 1227 U w27 LET,

FI74I MIL— FDIEM

T 7 F N b b— MIEH ., SMBA L F—T 2 A ANBBEEFRRRT v A N — b —F &R
LRLET, SMBA v % —7 = A AIZDHCP 2T 25613, 75 AR$TIZT 7 4L b
N—FEZELTWDH AR S Y £9, FEIT/IL— }\%Lﬂﬂﬂ”ézﬁﬁ&)éiw\ %, ROF
IE% 94T LE T, DHCP —"—MnHTF 740 bb— M EZE LTEGAIE, [THNAMAR
(Devices) 1> [T/\4/4 RAEHE (DeviceManagement) | >[JL—T « >4 (Routing) ]>[AX#%
T4 Y9 I)IL— bk (SaticRoute) 73— ? [IPv4/L—  (IPv4Routes) ] E721E[IPv6/L— b (IPv6
Routes) | 7 —7 NMICERENET,
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Forntn—troen [

ATY T [TIN4 R (Devices) |>[T/\1 REHE (Device Management) | ZEIR L, 731 A[f (Edit) ] (£)
Vv LET,

ATFY T2 [IL—F 4 >% (Routing) |>[RE2 T« vZI)L—F (Staticroute) ] Z#IR L, [/b— b ZBM (Addroute) ]
Vw7 LT, ROLIIIHELET,

Add Static Route Configuration 2]
Type: e IPv4 IPv6
Interface*

Outside v

(Interface starting with this icon \signiﬁes it is available for route leak)

Available Network C + Selected Network
Q_ Search any-ipv4

any-IPv4-10.0.0.1

o)

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8 -

Ensure that egress virtualrouter has route to that destination

Gateway
any-IPv4-10.0.0.1 v | +
Metric:
1
(1-254
Tunneled: (Used only for default Route)

Route Tracking:

v |+

==

[ZAT (Type) 1:BIMTDAZT 4 v 7 )V— DX A T C T, [IPv4] £72IX[IPv6] A7 v 3 R
Zox7 Uy 7 LET,

o [f v H—T A A (Interface) |: HIA v F—T oA ZA&EFRLET, W@HEIIIIHA X —T oA A
T,

« [fEHATRE/2 % » b U —7 (Available Network) ] : IPv4 7 7 /b b /b— h DA 1T [any-ipvd], IPv6 T
7 4V hb— R OYA I [any-ipv6] Z I L E 97,

[F—FUxA (Gateway) | £72IL [IPv67 — F T = A (IPv6 Gateway) ]: ZD/L—hDRT A FR v
TTCHHTF— P T2 AN—FEANELTERLET, IPT RLAEREFRY NTY—J/RA AT
YV MEEETEET,

e[AFY w2 (Metric) ]:555%E%y NT—27 ~DFRy TOEEANTTLET, FAMEOHKIIL 1 ~ 255
T, T 74V MEX 1 T,
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ATy T3 [OK]Z27 V7 LET,
V= NN AAT 4 v T )— " T—TNBMENET,

Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets DHCP

Manage Virtual Routers + Add Route
Global v Network & Interface Leaked from Virtual Router Gateway Tunneled Metric Tracked
Virtual Router Properties v [Pv4 Routes
ECMP 23
any-ipv4 diagnostic Global test_dhcp false 1 ra | |
OSPF
OSPFv3 ¥ IPv6 Routes

RIP

ATy T4 [fRT7F (Save) |27 U w27 LET,

NAT D% 7E

— 72 NAT — L Clt, WE T RLRAENFA L Z—T 2 A ZADIP T KL ADR— MMIZE
BLFET, ZOXATONATL—ILDZ r A —T =2 AR—K T FLALHE (PAT)
LN E T,

ATy T [T/AM R (Devices) 1>[NAT] #27 U w7 L, [#HLLKRY — (New Policy) 1> [Threat Defense NAT] %
7Yy LET,

ATw T2 K =2 4uEMT, R —&fHT 5751 ZREERL, [RfF (Save) 1227V v 7 LET,
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NAT D& E .

New Policy @

Name:
Interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

o

Q_ Search by name or value FTDv 7.1.0 Build 1...

Add to Policy |

(oo | (EN

AU 2r—73Management Center (ZIBII S NVET, Sl&HE, RN P —— L Z2BMT 5 L4ENH YD £7,

ATFwF3 =B (AddRule) 127V v 7 LET,
[NAT/L—/L DB (AddNAT Rule) | %A 7 0 7Ry 7 ARFRINET,

ATFYTE ERLV—NLDOF T g ZRELET,

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

Interface Objects Translation PAT Pool Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,
[ZAT (Type) 1:[F#AF v (Dynamic) ] N L £,
ATFY TS [A v H—TxA A4 7= b (Interface objects) | X—C, [HARESRA VX —T A ZAAT V=V

I (Available Interface Objects) fEIRN S [5695A > ¥ —7 = A AA 7 V=7 | (Destination Interface Objects) ]
FEIRIZ AN Y — 2B L F T,

Secure Firewall Management Center % & F L 7= Secure Firewall Threat Defense Virtual 0 & I .



Secure Firewall Management Center % {# i L 7= Secure Firewall Threat Defense Virtual ) &12 |

B wozz

Add NAT Rule

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v

Enable

Interface Objects

Translation  PAT Pool  Advanced

Available Interface Objects C

[ Add to Source l

outside-zone

l Add to Destination ‘

Source Interface Objects

¥

Q, Search by name |

outside-zone

(0) Destination Interface Objects (1)

L]

Cancel m

ATwT6 [£H: (Translation) | X—T T, IROA TV a a2 ELET,

Add NAT Rule (7]

NAT Rule:

| Auto NAT Rule v

Type: )

| Dynamic v ‘
Interface Objects  Translation PAT Pool  Advanced

Original Packet Translated Packet

Original Source:* Translated Source:
any-IPv4-10.0.0.1 v ‘ + | Destination Interface IP
= @ The values selected for

Original Port: Destination Interface Objects in
TCP - 'Interface Objects’ tab will be used

s [JEDE{E 5t (Original Source) 1: #7 U > 27 LC, #XTCDOIPv4 77 ¢ 27 (0.0.0.0/0) OF> K

I—=0 X 7= MBMMLUET,

. Secure Firewall Management Center % {8 fi L 7= Secure Firewall Threat Defense Virtual ) &I




I Secure Firewall Management Center % {§ i L = Secure Firewall Threat Defense Virtual 0 &1

NPETN |

New Network Object (7]

Name

\ all-ipv4 |

Description

Network
() Host () Range | (® Network | () FQDN

0.0.0.0/0 |

|| Allow Overrides

¢:3) ABINAT L— /i3 A7 Y =7 FERO i & LTNAT ZIBINT 5720, Y AT LERD
any-ipvd A7 V=7 bl Z LI TE ERA, £ VAT LAEROAT V=7 b
ARET D LITTEEE A,

FARIZ, TXTDIPV6 T 7 4 v Z7IZx L TCT 74/ OB A MRy MU —7 [1/0] Zff
FALTNAT R v —& B T& £,

o [BHaE H D IC (Translated Source) | : [F855A > ¥ — 7 = A AIP (Destination Interface IP) ] % %R
LET,

ATy TT [#RTF (Save) |27 Vv 7 L TA—AEBILET,
=D b—/ v (Rules) | 7 —7 MITRAFSIVET,

Secure Firewall Management Center % {# F L 7= Secure Firewall Threat Defense Virtual ) & 12 .



Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & &
B 7 txnmons

dcllls‘él(; Ffrepower Miﬂag?ﬁ;iﬂt Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q “0 ¥+ @ adminv
evice: W NA or

Interface_PAT You have unsaved changes m

Enter Description
Policy Assignments (1)

Rules
—
Filter by Device Y Filter Rules X Add Rule ‘
Original Packet Translated Packet
Source Destination . o = =
Original Original Original by L
# | ‘Dirsction; | “Typey Interface interface Sources Destinations Services Sources Destinations Services Ogtions
Objects Objects
' NAT Rules Before
v Auto NAT Rules
H. X D any :, outsize-z B any-IPv4-10.0.( @ Interface @ Dnsfa #W

v NAT Rules After

ATY T8 NAT X—TU T [fR17FE (Save) |27 U v 7 LTEEEZRELET,

7 Ut AFHDERTE

Threat Defense Virtual % Management Center (28 &k L7= & X2, FEAD [T/*‘“CO) A
71y 7 (Blockalltraffic) | 727 R& a2 ba— R —%{ER LIZSEIE. T35 A

BT D NT 7 4 v 7 BT HT2OICRY — _/D—Jv%ﬁﬂﬂﬂ‘éz\gﬁl% DESF, KD
FIATIX, WY — o DO = ~D ST 7 ¢ v 7 ZFFA T 50— Va2 BLE T, flliz
V=B DHGEIL, EEYRRy NT—TA~D T T 4w 7 EFFATAL—LEBNLTLE
S,

KV@EEREX 2V T A REEN—NVERET H%5E1EL. Firepower Management Center = > 7 A
Xal—var AR 0):!V74ﬂE:LV—Va/7J/( RESELTIESN,

AT9 1 [RY) >— (Policy) 1> [7Y AR >— (AccessPolicy) 1> [F7 YRR — (AccessPolicy) % 3#{R
L. ThreatDefense (2|0 B THNTWAT 7B X ay ba—L R o—D[fatk (Bdit) 1 (#£) 227V v
7 LET,

AT9FT2 [JL—IL%EEM (AddRule) |27V v 7 L, IRO/NNTA—XERELET,

. Secure Firewall Management Center % {8 fi L 7= Secure Firewall Threat Defense Virtual ) &I


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

I Secure Firewall Management Center % {§ i L = Secure Firewall Threat Defense Virtual 0 &1

zzorn [

Add Rule o
Name Insert

inside_to_outside Enabled into Mandatory v ‘
Action Time Range

© Allow v ] None v ‘ 4+

Zones Networks VLAN Tags A users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Available Zones C' Source Zones (1) Destination Zones (1)

Q_ Search by name inside-zone i outsize-zone i

o ‘ Add to Source l

inside-zone —
T | -

« [£4B1 (Name) ]: ZDNA—LIZAETZAHTET (72L& 21E. insde to_outside) .

o [B1E75 — > (Source Zones) ] : [fEH A[GEZ2 > — 2 (Available Zones) ] 7>HNER Y — L Z 3N L,
[IZE7CIZEM (Addto Source) 1227 VU w7 LET,

« [584C > — > (Destination Zones) ] : [ FIHE72 > — > (Available Zones) | HAMEY — 2 23R L,
[56%C1ZIBN (Add to Destination) 1 %2727 YV v 27 LE 7,

MoFETZFOEFICLTEBEET,

ATy 73 BN (Add) 127V 7 LET,
JL—JL3 Jb— v (Rules) | 7 — 7 /VIZEBINSILET,

Al Firepower Management Center
CISCO  Policies / A s Cont

Policy Edito Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q 00 £+ @ adminv
ACces o OliCy Editor

Initial AC POIle You have unsaved changes l Analyze Hit Counts m

Enter Description

Inheritance Settings | Policy Assignments (1)

Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
—
Filter by Device Y Search Rules X | [} show Rule Conflicts @ -+ Add Category + Add Rule
Source | Dest Source | Dest VLAN Source | Dest Scurce: | Destiz

y |~ Name Zones Zones Netw... Netw... Tags L Appli... Ports Ports URES gtyt’:_'_" Ktvt’:f_'_" Act. B @ B 4 BEwm
v Mandatory - Initial AC Policy (1-1)

1 A inside_ inside-zo  outsize-z« g g © Allov [
v Default - Initial AC Policy (-)

There are no rules in this section. Add Rule or Add Category
Default Action Access Control:Block all traffic v

ATy T4 [R1F (Save) 1227V v 7 LET,

5% TE O R B

X E DI F % Threat Defense Virtual (ZEBE L F9, BELZEBETAIETIE. T4 X ETED
EEKET 7T 4712720 8 A,

Secure Firewall Management Center % {# F L 7= Secure Firewall Threat Defense Virtual ) & 12 .



Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & & |
. Secure Firewall Threat Defense CLI ~D 7 ¥ & X

ATv 1 A LD [E (Deploy) 127V v27 LET,
Deploy Q¢

Deployment ‘

Deployment History

ATw T2 [KRY—DEB (DeployPolicies) | # A 707 Ry 7 ATTNA A&EIR L, BB (Deploy) %7 U v

7 LET,
‘z‘ | Q, Search using device name, user name, type, group or status ‘ Deploy time: Estimate
Device Modified by Inspect Interrupti... Type Group LastDeploy Time Preview Status
> FTDv 7.1.0 Build 16- Betal admin, System, masad... FTD Aug 4, 2021 9:28 AM B I Ready for Deployment

ATY T3 BN L= L 2R LET, BEORAT—X 252 FRT 51213, A==2——0 [EB (Deploy) ]
RNE L DODHEMNCHDT A2 %27 7 LET,

1alysis Policies Devices Objects AMP Intelligence Deploy Q -r,} ® adminv

Deployments Upgrades @ Health Tasks ‘7> Show Notifications

m 0 running 1 success 0 warnings 0O failures Filter

© FTDv 7.1.0 Buil... Deployment to device successful. Tm 14s

Show deployment history

Secure Firewall Threat Defense CLI ~D7 7 X

Threat Defense Virtual CLI Z#{#F L T, BHA LV X —T 2 A ARTA—=FHEFE LV, bT
TNy a—T 4 T EIT-720 TEXET, CLIKT 7 AT D121, BHA L H—T = A A~
@ SSH Z 4 52>, VMware =2 > Y — s b#EEs L £,

ATwF1 (473 1) Threat Defense Virtual EFLA X —T7 = A ZADIP 7 KL A |ZEHE SSH #5#8 L £,

BHIPT FLRE, (REYCZEMALZEZICRELE DO TY, YIHEMKICERE L ladmin) 7
B b ERAT — R A LT Threat Defense Virtual (272 7' > L £ 97,

ATFw T2 (A7 a2 VMware 2 Y — /L &B&, HIHIRHIFICRE L7=T 7 4V b2 —H—4 ladmin] 7
AT RERAT—=REHEHL T A LET,

. Secure Firewall Management Center % {8 fi L 7= Secure Firewall Threat Defense Virtual ) &I



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



