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HALT, avta—TF 47 A4 AHX A% LT OCI IZ Threat Defense Virtual % EEF L
T, CPUDKL, AEV DR, Xy NT—2 U V=R EOREIZIEESNT, Fii/r~v o=
A T aEIRL £,

OCI B—xnizu A LFET,
HglT, WiEoh EBIcEREINET, BROHIBRNICFEEL TWA Z L 2R L T EE N,

[R—45 v b TLA4 R (Marketplace) 1>[7 74— 3> (Applications) [&Z IR L £,
~—7%7 v N7 LA AT [Cisco Firepower NGFW virtual firewall NGFWv)] Z##5%E L C, 28N L E
7

RGN Z R L. [Oracle DF B & /3— M — O EME 2R L CRIE LET, (Thavereviewed
and accept the Oracle Terms of Use and the Partner terms and conditions.) | F = v 7 R 7 A% A 2 LET,

[f > A% ADEH) (Launch Instance) 1% 27 U v 27 LET,
[l (Name) JIZ, A S AZ L AQDNY LT WARTZ A LES (B : FTDV-6-7)

[xA4 FTDZEE (ChangeShape) | #~7 U 7 L. Threat Defense Virtual (Z %% 72 CPU O%%, RAM O
B, BXOAS UV H—T 2 AOENRESNTZY =47 (VM.Standard2.4 72 &) Z2IRL £3 (OCI ~
@ Threat Defense Virtual D EFICHOWT 2 X—) &) .

k%Y 59 Ky k7—2% (Virtual Cloud Network) | Ku v 77X oo, [&H VCN (Management
VCN) ] Z&IRL E7,
HEIAD SN TORWEAE, [y b (Subnet) | Ky 722G [EHEY 7% v kb (Management
subnet) ] ZEER L F 9,
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ATv 710

ATv7IN
AT 712

ATv 713
ATv 714

ATvT15

0CI ~ Threat Defense Virtual 0 R .

Ry bD—D X2 )T JL—TEFERLTES T4 v Y 5T S (UseNetwork Security Groups
to Control Traffic) | ICF = v 7 Z AN, BHEVCNICRELE-EXF2 U T4 /N —7%2 IR L 7,

[/STUYZIP7 FLADEIY X T (AssignaPubliclpAddress) |47 v a R %2270 v LET,

[SSH F—M:EM (AddSSH keys) | D FC. [2FF—DELY {F1F (PastePublicKeys) | 47+ a A%
Y&Z7 U w7 LT, SSH F—%060 (Hit £,

Linux N—ADA X AL AL, NAT—=FORDVIZSSH F—_T7 2L TJ E— ha—H—%F
AELET, F—_703 WEF—L AT Tl ShET, A A X AEBERT D L X2, Ex—
arta—2kFL, AF—Z2RMIELES, T4 RT7A12o0 T [Linux A S AF 2T
F—7 OEB (Managing Key Pairs on Linux Instances) J https://docs.cloud.oracle.com/en-us/iaas/Content/

Compute/Tasks/managingkeypairs.htmZ 2 L T< 7231,

(¥4 72 3 > DFK (ShowAdvanced Options) |V > 27427 Vv 7 LC, A7 varxRBELET,

[FI#{EA 27 U7~ (Initialization Script) (D FC, [7 7 ¥ F#HI{LAZ U7 ~DOREY {+1F  (Paste Cloud-Init
Script) | A7 a v iRZ %27 Y v 7 LT, Threat Defense Virtual @ day0 #k A 5E L £ 7, day0 fEAk
I%. Threat Defense Virtual D #J[EEENRFIZEH S v E T,

Wiz, [2572 F¥#ER S 1) T+ (Cloud-Init Script) 1 7 4 —/L RiZa e — L CREV TS Z LN T&
% day0 FERL OB &2 7R LE T,

{

"Hostname": "ftdv-oci",
"AdminPassword": "myPassword@123456",
"FirewallMode": "routed",

"IPv4Mode": "dhcp",
"ManageLocally":"No",

"FmcIp": "1.2.3.4",

"FmcRegKey": "ciscol23reg",
"FmcNatId": "ciscol23nat"

* FmcRegKey : Z#UiX, 7 /31 A% Management Center |Z8EkT 2 72 DIZHEH S5 1 [BIFR Y OB Gk
F—TF, BT L 2P ERORK 37 LT O TETT

e FmcNatld : ZAUZ1EIRVEH SN D —EOXLFHNTT (22— —=DNEHK) . 272L, TA R &
Management Center 73 NAT 7 /3 2T KD EES VTV DAL, ZO—EOREY — &[RRI —
FEODNATID Z AJJT 208 R8 b0 £,

[{ERZ (Create) 1 %7V v LET,

RDBERY

[#ERL (Create) |RZ %27 U w7 Lizth, IREEN [ B EY 2 =27 (Provisioning) ] & LT
F7R &5 Threat Defense Virtual f > A X L A% EF =X —LE7,

| &

EE AT HARAEET=H—7925Z LNEETY, Threat Defense Virtual > A X ADIRREN [ 12
'Y a =27 (Provisioning) |75 [547H (Running) ]iZ#1T L 725, Threat Defense Virtual
DOEENNSE T T DHRANTLEIZL U T VNIC 28kt 2 50BN H D £,
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. A28 —T x4 RO

A3 —T T4 RADEL

ATy
ATvT2
ATv73
ATvTa
ATvT5
ATv 76

ATy 71
ATvT8

ATvT9
ATv 710

Threat Defense Virtual 1%, 120 VNIC 23t S NVRIETIATIRIEIZ 2 £ ([avEa—
T4 2% (Compute) >[4 Y RAB VR (Instances) | >[4 Y RAZ U ADEH (Instance
Details) 1> [#Efi <417z VNIC (Attached VNICs) 12 &) . Z1ix 77 A~V VNIC & FEE
., BELVCNI|Z~ v B 7 &£, Threat Defense Virtual 235 4]0 7 — k& 52 T4 B HIIZ,
VNIC 7% Threat Defense Virtual TIE L < fi S415 & 512, LENZIER L7 VCN 7 % »
ko (W, IR, S D VNIC 24kt 2 LERH Y £97,

B L < B L 7= Threat Defense Virtual £ o A X A& EIR L F 9,

[#E# S f= VNIC (Attached VNICs) ]>[VNIC DYERX (Create VNIC) |DJEIZEIN L £,
(41 (Name) ]IZ, VNIC DO LT WARTAZ AT LET (F: Inside) .

A7 72 K% v hU—72 (Virtual Cloud Network) ] Ku w7 # 75 VON 28R L £77,
[F7 %> b (Subnet) | ey 7 Xy nbY 7Ry NEBIRLET,

[rYy bD—Y X2 )T JL—TEFERLTES T4 v Y 5T S (UseNetwork Security Groups
to Control Traffic) ] 2412 LT, @IRLZ VN IR EL- X2V T 0 N —T7 2R L E 7,

[EETLESEIEDT = v 7 % A%~ 7 (Skip Source Destination Check) ] &4 12 LET,

(F7Fvarv) [FT7A4X—=HKIPT KL A (Private IP Address) | #fE L £ 7, T, VNICIZxtL T
FED IP %8I 25O HMETT,

IP 24T L72WgGE, OCHIZY 7 %y MZEIV B THNZCIDR 72y 7 nHIP T KL AZE Y Y TF
¥

[ B D17 (Save Changes)] #27 U v 7 L, VNIC Z/Ek L £,

JBBTHEL 7254 VNICIZOWT, ZOFIEZMY KL ET,

EHENT=VNICDJ)L— FIL—ILODEN

ATy I

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

W, NE. BLOSTOEZENL— T —T NI — T —T A — L ZBIN L ET,

[y kT—F>% (Networking) 1> [R#EV 52 K2y k7—% (Virtual Cloud Networks) 1% 4R L |
VCN IZBH#fHT 6N TNDT 7 40 bb— b7 —7 0 (NEETIISNE) 227 0 v o7 LET,

[JL— FJIL—ILDEM (Add RouteRules) | %27 U v 7 L%,

[#—% > h¥ AT (Target Type) ] Ku v 7 X7t [F74X—KIP (Private IP) | Z3#R L £,
[56%c 4 A 7 (Destination Type) ] K2 > 7% 76, [CIDR 7 & v 27 (CIDR Block) | Z&#IRL 97,
[%65% CIDR 7' &1 v 7 (Destination CIDR Block) ] Z A L£4 (f : 0.0.0.0/0) .

[#—7% >~ P8R (Target Selection) ] 7 4 —/V KIZVNIC D77 A4 _X—KIPT7 RLAZ AT LET,
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0CI @ Threat Defense Virtual [5] [+ Auto Scale ¥ ') 2 —> 3 > .

VNICIZIP 7 R LA ZBRIGIZEID 4T TWRWEATE, VNICOFEM (avEa—T 4 >4 (Compute) |>
[ 2R2 2R (Instances) | >[4 Y A2V ZADEEHM (Instance Details) | > [###t &417= VNIC (Attached
VNICs) ]) THE@FID Y TSNP T RLAZERTEET,

ATFw 71 [Jb—rIL—I)LDEM (Add RouteRules) 1 %27V v 27 LE7,
ATY T8 BETHELRAHE VNICIZOWT, ZOFIEEZEY KLET,

0CI @) Threat Defense Virtual [7] [+ Auto Scale ¥/ ') 21— 3
>

WROIETIL, AutoScale VY U =2 —3 3 D3R —F> FH OCI @ Threat Defense Virtual T &£
DX ITHERET 2O THBI L E T,

Auto Scale D& A {5l

OCI T® Threat Defense Virtual Auto Scale Y U =2 —<> 3 VOB AFZ KON R LES, 1 v
H—F v MENF OB — KT it VA= 2=y N NA—TDMAEbEEMEH L
THR—= I DA TNDNRNT Y w7 IPT RLARH Y 4,

774 v 7123 L TR — hR—ZADGERFHETH Y | NAT/L—L &2 L TEBRTE ET,
ZAIUZOWTIIROE T L E7,

3: Secure Firewall Threat Defense Virtual Auto Scale 0 & A 5| D

FMC
I
! Instance Pool
I 1
: Reply of Outbound Traffic | Reply of Inbound Traffic : >
FTDv 1
<+ L P
! Inside 5 Qutside
1 Mgmt
i
1
: ILB
User 1 FTDv 2

Applications | <

Reply of Inbound Traffic

: Reply of Outbound Traffic Inside 4“ Outside
I

Mgmt

'y

I
I
! 5
]
I

FTDv N

i Reply of Outbound Traffic
1 Inside ) Outside
Mgmt

Reply of Inbound Traffic

Qutbound Traffic
- Inbound Traffic

Z D RF 2 A hTiX, Threat Defense Virtual Auto Scale for OCI V'V = —3 3 &8 A4 5B
DOFEMZ2 FNEIZ SV TR L £ 9,
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BER AL BIAET BENC. F¥ o AL FEREBELL XN,
« BAZPMGT DA, RS EmIZ LTS I 2R L ET,
s T ZICREHEH INTWA RIEE EITIEFICHE S TWD I L 2R L E T,

BRI

MRB LUK O—
VU a—2a BB ATAZOICHER OCI OWERERY —3kD LB T,
1. A—HY—FLUITIL—T

Y

GE) 2=V =L 7N —T2ERT DI, OCIl2—HF—F721ZT7 T v —HFHETHLINEN DY
i—a—o

Oracle Cloud Infrastructure D —H%—7 hH 7 " ZOa—Y—T h o "RETH T

N—THER LET, 22— =T U N O 7V — BT DA 1T, (BT
LETH Y F¥ A, 22— =L TV —TDIERFIEICONTIX, 7 —T L a—FF—
DOER] 2L T EEN,

2. JIL—TRYyS—

RV v—%ER LD, ZNEIN—TIvy BT THRERDY £3, R —%1E
3 512X, [OCI > [PAToTa4T4EEF2) T+ (dentity & Security) ]1>[7RY
< — (Policies) 1>[RY) & —®D4¥EmL (CreatePolicy) ICBEIL £9, RDOKR Y > —Z1ERL
LT, HHOZ A —712BMLET,

« 7))L —7 <Group_Name> 73 =1 > /3— k A > <Compartment_ Name> TA ~U v 27 %
T2 L&A LET,

« 7L —7 <Group_Name> 73 = . 73— K A > s <Compartment_Name> CT7 7 — A%/
ML a2 LET,

o 7 L—7 <Group_Name> 7% =1 73— | A > s <Compartment_Name> T ONS ht v 7
HEHT L BT LET,

s 7 L—7 <Group_Name> 731 73— | A > | <Compartment_Name> TA hVU v 7 %
AT D EEFTFATLET,

« 7 )L—7" <Group_Name> 732> /3— k 2 |k <Compartment Name> TA VU v 7 %
MRS T BT LET,
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« 7 )L—7" <Group_Name> /3= /3— k £ >k <Compartment_Name> T% 7 D4, ij 22
MaH+2s 2 L adFrl LET,

» 7L —7 <Group_Name> 73 =2 > 73— h A > | <Compartment_Name>Cwa 7 7 v— 7%
BEAID Z L HFFA LET,

o 7 V—7"<Group_Name> 234 > A X o A —)L 2 73— k A >k <Compartment_Name>
AT 2T LET,

« 7 )L—"7<Group_ Name> N7+ > N T/ 70 Ry = VAT L2 LET,

« 7 V—7<Group_Name> /37> bDOAT V=7 A ML —UARTZEM &5 D 2
EEFFAILES

« 7 )V—7 <Group_Name> X7 F > FNOURY b 2T 52 L E2F T LET,

Y

GB TPV TRIY D —%ERT 528 b TEET, 2=V —DOEMELHWOL LT, T
TOMREZBBIZIEETE £,

3. Oracle A DIER

Oracle B84 53311 @ Oracle Cloud Infrastructure V) /' — A2 T7 7 B AT&E A L 21275120k, B
BartATIv I ITN—TIZEDOThL, TDY ) —A~NDEA T IV T TNV—=TT7
TREHATERY —% Bl L E T,

4. FAFIvITIL—TDERK

BAF w7 IN—T%lEkT DX, [OCI>[FAToT4T4E&EF2) T4 (Identity
& Security) 1> H4+ 3 v 945 )L—7F (DynamicGroup) 1> [FA4F I v o T IL—TDk
FX (Create Dynamic Group) [IZBEH L £,

AT Iy 7 TN—T DIEERHCIR DV — V2 FRE LT
ALL {resource.type = 'fnfunc', resource.compartment.id = '<Your Compartment OCID>'}
HAFT I 7 TN—TOFFEMIIONTIE, WESZHL T 7EEZ,

» https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm

* https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingdynamicgroups.htm

5, B4 FIv0TIL—TDR)—DER

WU —EBIT B, [OC> [FAToTa4T14EEF2) T4 (Identity& Security)
1>[RY) — (Pdlicies) 1>[R1) >—®D1ERL (CreatePolicy) [ICBEN L EF, IROKY > —
B U—FIZEBMLE T,

Allow dynamic-group <Dynamic Group Name> to manage all-resources in compartment
<Compartment OCID>
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GitHub A5 T 7 A IILDEFHoO— K

FTDv : OCI Auto Scale YV = —> 3 %, GitHub YV RY MU EXTEAINEST, UKRI bk
UINST7 7 A NETIVERIIF T a— RTEET,

Python3 IZ15

makepy 7 7 A /UiE, HE SN VR NIRIZHY £, 2071 7T AL, Oracle B% &
TUTV— NI ANEIIP T 7 ANVICERLET, TNOEX—F v N7 F—Zabt—
LEd, INHDOHX AT 2FEFTT 5I21E, Python 3 BRENRTE SN TV ALERH Y 47,

\}

(GF)  Z® Python A7 U 7 M Linux B2 COAEHTE £ 7,

AVISRAMSOFVEEE
WEBRETHLENRS D £77,
1. VCN

FIDvT7 7V 7r—3 a3 OBEIZE U TVON ZERR LET, 4 v F—F v b~D/L— b
B YTorNEY TRy bR 1OUEHLDZA v Z—F v NF— b = A Z{F 272 VPC & 1E
L ET,

VCN OAFERIZ DWW TiL,  Thttps:/docs.oracle.com/en-us/iaas/Content/GSG/Tasks/
creatingnetwork.htm] Z#ZM L T 7Z 30,

2. 75— avyIxry b

FIDv7 7' U r—ya U OBERISE LT 7 3y hEERLET, ZO2—RA 7 —RIZHE-
TV a—varZBAT D20, FIDvA U AZ L ADOERIC 4 SOV 7 Xy M BNSLE
<7,

P72y P ORI OV T,
https://docs.oracle.comven-us/iaas/Content/Network/ Tasks/managingVCNs _topic-Overview of VCNs and Subnets.htim#
EHRLTLIEEN,

3. SEH TRy b

F7 Xy MZE, A v —Xy MF— T =A4~D 10.0.0.0/0] O/L— SNPHLETT, T
DY T X ML, CiscoFTDVDINEA v F—T oA AL A X —F vy Mallfr— KXZ
VYREENTHWET, 7Y MU RFET7 0y 7 ITNAT 77— b U = A 3 BIE 1L
TWHZ LR LET,
MOV TIE, KOF=2T LEBRL TSN,

* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managingl Gs.htm

* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NAT gateway.htm#To create a
NAT gateway

4 WNEY TRy R
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Secure Firewall Management Center (D RT#2 5 4 .

ZiUE. NAT/A v H—Fy M= T =2 OFEI) b LT, 77V r— a7
F M TnWET,

Y

G¥)  FIDvEEM T —70848. R—F80 &N L TAXTFT—F P — 13— (169.254.169.254) (ZF
ETEET,

5. Y IRy b

Y7 Ry ME, FTDv ~® SSH #:5i2 VR — b5 L 5127V v 712 25BN H
0 EJ,

6. EXaUT4 JNL—T  FIDVAVREVADARY b= X2 T4 FIL—7
Oracle 8%t (JAIU VCN ) A FIDv OEFLT FL ANIZSSHER TE 5 L 912, FIDv A
VAR UADE X2V T 4 ITN—TERELFET,

7. ATz PR FL—CDARIZER

DX TVl FA ML —YDO4RTZERIL, configuration.txt 7 7 A /L & FFOERT) Web B A
FadR A T B0 & E 9, configuration.txt 7 7 A /LD FHTFERAEF A U 7 = A |k
VRS D MERH Y £9, ZOFEMBIESN7 URL (X, 77 L— b OREBHREC A
ShET,

N

CE) 7oy m—RENTEROBEIC, HTITPURL Z L TCFIDV A Y AZ U AMWSLT VB ATES
ZlEMRLET,

FTDv %E@Jﬁ-é &\ $ copy /noconfirm <configuration.txt file’s pre-authenticated request
URL > diskO:Connfiguration.txt I~ 2/ Fﬁkiﬁiéhiﬁo

Zoa<y RiZX Y, FTDv OiE2H)% configuration.txt 7 7 A L THETE L L OV £7,

Secure Firewall Management Center D RII3Z 514

Threat Defense Virtual 7 /34 A ZE BT 521X, 7VERBEO VT T NRA A F—TV ¥ ThH D
Secure Firewall Management Center 2 f# | L 9", Threat Defense Virtual /&, Threat Defense Virtual
AR~ 2 ANZENY Y TIEHA v X —T = A LD FMC %46 L CilfE L £,

HEEOTNSA AR U—FREB LT, Eiix A A h—/L951Z1%, Threat Defense Virtual
ﬁﬁkﬁﬁ WCBIRT NA AT N—TEIILOHETHAET V=7 FEERLET, T34 A
TN = SN2 R TOFRED Threat Defense Virtual £ > AHX L AT v =2 SNVET,

DI TIX, Management Center % YEfii 3~ 5 72O O AR e FIHOME 2 L3, FIA
DFEIZ OV TIL,  [Firepower Management Center ConfigurationGuidel] 2L T< 72 &0,
Management Center % Y¥Efii 4~ 2 B3 1%, WROEREZ L TREHL T ZE,

» Secure Firewall Management Center /X7 J » 7 [P 7 KL A
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. Secure Firewall Management Center T 1—H—MD{ERK

s K L RAT— R (REYR—ADRT— ) U T BRI TOBEEIE, 29
Da—F—n s AR EHET B UER B Y ET)

X VT 44
» Secure Firewall Management Center D7 7 £ AR Y > —4,

» Secure Firewall Management Center ® NAT 7~ U 3 —%4,

* Device Group Name

Secure Firewall Management Center T 1—H—D{ERL

Auto Scale Manager 72 F M FH 3~ 2 & B HERR A £F> Secure Firewall Management Center CH7#i
a—YP—EAER L ET,

N\

CE) MOFEMC vy a3 topiazbi<i=®iZ, Threat Defense Virtual Auto Scale Y UV = —3 3
B @ Secure Firewall Management Center ==— 4" —7 4 7 > F R OMENRH Y 7,

B PLEHEIR % £FO Secure Firewall Management Center THT L2 —HF —ZAEk L £ 9, [P RXATL (System) |>
[A—H— (Users) |DIEIZZ U v 27 L, [2—H —DIERL (Create User) 1527 Vv 7 LET, =2 —¥—4
1L, MO XS IZ Linux IZk L TH THLILERNH D £,

P, ATy () BEOT v E—2a Ty () BMERTT, &K 32 0F

o TRCT/PLF

ATy () MBI DHZ EIFTEY, EFREIMAE, EUALR () Tyb~—72 (@) . AT v
T () ITAERART

EHREICNE R —F—F T a A A LET, FEMIIC OV TIX,  [Firepower Management Center
Configuration Guide] ZZM L T 72 &0,

TINAR T IL—TDERK

TNRA AT N—TIZX0 | BT NAA~DRY —DEIN BT A A N—/LHEFHIREHIZ
TEET, TA AT N—T%EK L, V—NEEHATLIMLERHY 5, T AT L—F
WA SN2 X TOFREN Threat Defense Virtual £ > AHX L AT v ¥ =2 SNVET,

ATy 1 [T/AL R (Devices) 1> [T/ 1 A EHE (Device Management) | OJIEIZIER L E 7,
ATv7T2 BN (Add) | Fr Yy T E D A=a—nh, [ZA—T7 DN (Add Group) ] ZEIR L £,
RTYT3 THRAATN—THE AT LET,
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P e e A |

ATY T4 [OK] %227 U7 LTCTARA AT N—T 2B LET,

2YRIT—DERAMNAT O FOERL
Threat Defense Virtual D EZF AT AU TOL TP =7 FEERLET,

AT v 1 47000 ) oci-metadata-server C IP 7% 169.254.169.254 D78 A b Z/ER L 737,
AT w2 4HIH health-check-port TfEAY 8080 DR — F Z{EAL L £9, SHEIE U THIZH AR — FZ21ERLET,
ATV T3 WA 2 —T = A A&EK L, [A 23— 4R (Interface) |>[EF2 )T« Y—2 (SecurityZone) ]

ZIEIRLET, =7 v F (Routed) 124 A 7L LTEIRLET, A F—7=A A4 (inddesz/2 L)
ZRRELET,

ATV Tl WA B —T oA ZEAEK L, [4 82— 4R (Interface) |>[tFaF4J—> (SecurityZone) ]
ZERLET, =T v F (Routed) |24 A 7L LTGEIRLET, A ¥ —7 x2A A4 (outside-sz 72
&) ERELET,

NAT R & —DYER

NAT R Y —%AEf L, A v =T = A AMST IV r—2a Al T 7 4 v 7 ZHk
T HTDITME 2 NAT V— VBB L £ 3, RIZ, ZTOKRY 2 —% Auto Scale FIZ/ERK L 7=
FNRAATN—=FICTH v F LET,

AT 1 [T/A4 R (Devices) ]>[NAT] DJEIZEIR L E 7,

RATYv T2 HLWAY— (NewPolicy) ] Kz 7# 7 U A KT, [Threat Defense NAT] 3R L 7,

ATw T3 [4A1 (Name) [ IC—BEO4RTE AT LET,

ATy T4 VEIZSEUT, [ (Description) | Z AL ET,

RT97TE NAT b= E LES, NAT b— L ORI LONAT R Y & —OHEHAED T A R T A 2250 T
I%. [Secure Firewall Management Center Device Configuration Guidel] @ [Configure NAT for Threat Defense |
EZMRLTSES, [HERE]ROMIS, V=NV ERET DEOEKRNRT 7o —F 2R LET,
4:NAT)L—)L

- Direction Type Source Dastinstion Originel
Interface Objects  Interface Objects  Souwrces Destinations Sarvices

Tranuiated Optians
Seurces

¥ NAT Rules Bafors
) L, autsise-pine 1y Prdn: pone Py @ irtertace P — & O
& b elde-cone 1, otside-zene - @ intortace & rign & interiac & or
o i akde-done () oc-murkerplece-outaide @ Intartace @& interts & or
rs 2t § Wnald-set 5, eetside-zone i s ketiRaca wde-subm i trtertace @ Interts & & o

¥ Auto NAT Rules ,_i%

¥ NAT Rules After

ATvT6 [R1F (Save) 1227V v 27 LET,
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NAT JL—ILD1ERL

AR NAT L—/L TlE, WET R RAZHRBA =T = A AD P T R ADKR— ML
BLET, COXATDONATL—NDZLhAf L F—Tx A A R—F T FLRAZEH (PAT)
ERFOVET, FEHINCOWTIX,  [Secure Firewall Management Center Device Configuration Guide ]
@ [Configure NAT for Threat Defense] Z#Z ML T 72&V, [HGE]

NAT R Y S —|ZHBERRD 2 DOMEBENL—LVERELET,

RTYTN ARG FALVAF =y 7 TiE, RO NAT L= ERELET,
« X556V — 2 (Source Zone) : AN —
e 5855 —> (Dest Zone) : WY — v
« LOPEFIE (Original-sources) : any-ipv4
« SJLD%E4G (Original Destinations) : P& 70A ¥ —7 = A AD IP
s JLOE[FILAR— b (Original source port) : 7 7 /L |k
s TLDOFEYEAR— b (Original-destination-port) : health-check-port
o B DE(EIC (Translated-sources) : 56451 % —7 = A AD IP
o M Z58 5 (Translated-destination) : oci-metadata-server
o BHLE A LG AR — b (Translated source port) : 7 7 4 /L b
o BHLEH5EEAR— b (Translated-destination-port) : HTTP

WORNE, ANy RALAF = v 7 O NAT b— %3 L CET,

5:4 2189 FAJLR NAT L—)L

Interface Objects lm::n PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipvd v 2 Translated Source: Destination Interface 1P v
() The values selected for Destination Interface

= e Objects in ‘Interface Objects’ tab will be used

Original Destination: Source Interface IP b o e & Y
i The values selected for Source Interface
Objects in ‘Interface Objects’ tab will be used Translated Destination: oci-metadata-server bl + |

Original Source Port: v Translated Source Port: vid
Qriginal Destination Port: oci-health-check bl + | Translated Destination Port: HTTP v 2

ATYT2 TR RANVAF =y 7 TE, IRONAT L—LE2ZELET,
o EfZ50 — (Source Zone) : NV —

o 5a4e> — > (Dest Zone) : AERY —
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7o ek o—oti [

« LDOFEFIE (Original-sources) : any-ipv4

* SLMD%E4G (Original Destinations) : P& 7TA ¥ —7 = A AD IP

s JLOE[FILAR— b (Original source port) : 7 7+ /L |k

« TEOFEYEAR— b (Original-destination-port) : health-check-port

« BHLEFDEIETE (Translated-sources) : S85CA % —7 =4 AD IP
o A Z58 5 (Translated-destination) : oci-metadata-server

o B A 515 78R —  (Translated source port) : 7 7 4 /L b

o BHLEA5EEAR— b (Translated-destination-port) : HTTP

WKORIE, T RART L RANLAF 2T ONAT L— L& LTHET,

B6: 7RIV RANILRFTYID NATIL—)L

Interface Objects Tr-n'htlnn PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipv4 v Translated Source: Destination Interface 1P v
QT!"! values selected for Destination Interface
Original Destination: Source Interface IP i Objects in Interface Objects” tab will be used
wt‘nc walits Selactad for Source INtertacs

Objects in “Interface Objects” tab will be wied Translated Destination: oci-metadata-server v
Original Source Port: v Translated Source Port: b+
Original Destination Port: oci-health-check v Translated Destination Port: HTTP bl +

FEEIC., Z DOFHED Threat Defense Virtual 7 /34 AT v a2 Znb L 91, HEDO NAT L—)LVE2T —&
N7 4 v 7IBITEET,

TOEARY) O—DER

WENSIE~D T 7 4w 7 AT 57 7 B AR ELET, LERTXTORY
=k GRT VR ARY —EERTEE T, TOR—F DT T 4 v I BT NA RZEET
L&D, EEMR— ATVl MEFATLOIRLENRDYEYS, T/ ar br—
AU —NTHE, 778 Rar ba— b — U Lo THEOEIIRT NA A TRy N —
7 8T T 4y 7 T LR T ES R S N E T, IR RE AL ERT 51T, —b
DG 72RERL & NEFAT T AR R CTF,  [Secure Firewall Management Center Device Configuration
Guide] T [Best Practices for Access Control Rules] OIEZ B L T 72 &V, [3EE]

[N YU —%Y 4T (Policy Assignments) ] ZfEH LT, 734 X7 —7 (Fifgsfbo—# L
L CHERGEHA) &7 7B ARY v—I1280 B4 TET,

AT9 1 [[R) >— (Policies) | >[7 Y ERHI{E (AccessControl) | Zi&IR L 7,
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B <xo—romsik

AT9 72 HLWARY— (NewPolicy) 127V v27 LET,
ATw 73 [4HE] Name) I —BEDL4RIZ AL, 47 2Tl (Description) ] AN LET,
ATV T4 BADOEX2 )T A REELN—NVERELET, FHMICOWTIE,  [https:/www.cisco.com/c/en/us/td/docs/

security/secure-firewall/management-center/device-config/720/management-center-device-config-72/
access-overview.htmI#ID-2176-00000005Secure Firewall Management Center Device Configuration Guidel] @ [Access
Control] &ML T EEV, [J55E

INATD— FDIEE1LE

ATv T

ATy T2

)

CE)  ZOFIEOFEMIIONTIEZ., Vault £ —27 Ly FOfERR] 2B LT EEN,

FTDv D/ XA T — K%, BEIA 7 —V o THIHEHEINDTXTD FTDV A VAKX AR E
THEOIHEASNET, £72. WL OO E HBYTRest APIFFONH 3772 D D855t & 1ER%
Hl-OIERA SN ET,

L7z oT, NAU— RERARG L TUETILERH D 3, HERET LEHEDT-
O, TL—rTFAMERTD [NRRAT— FORESCHRFLITEETA, NAT—RTIL, B
FLEN=EROLEHFATHILENH Y 97,

AL SNIZTEARDANAY — R RGT 51213, ROFIEEZFATLET,

Vault }‘Z ﬁzﬁi l/ i —é—o

OCI Vault (%, ¥ A Z =5 b — 2 ZRINERB TORFT 20— R & 26 2T BRI 51k
BIOES T2 HEZRIELE S, LeR>T, Vaultid, BBIZ S — Y U 2a— 9 X OFKY) O &
Lo S—= A MERT 2RENRH Y 3 (EEMERL TOHRWVWES) .

[OC>[7AToTa4T4&EF2) T« (dentity & Security) ]>[Vault] > [ Vault D& R F = 1EERK
(Choose or Create New Vault) JIZB#E L F7,

~ A —E B LR —EAER L £,
T =T HANDNRRAT — RER ST D120, v AX —BF L% —2 1 D% TT,

[OC>[7ATYT4T4EEF1) T4 (Identity& Security) ]>[Vault] >[F—DEIRE = (F4EFK (Choose
or CreateKey) JICEIL £,

TEOEy FET, BEINETAITY ZLAOWNTNUINBLEDF— 4RI LE T,
1. AES: 128. 192, 256
2. RSA :2048. 3072. 4096

3. ECDSA : 256, 384, 521
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7: % —DER

Create in Compartment

<>

Protection Mode @

Software v
Name

My_key
Key Shape: Algorithm () Key Shape: Length

AES (Symmetric key used for Encrypt and Decrypt) 4= 128 bits e

Import external key

Create a new key by imperting a wrapped file containing key data that matches the specified key shape. For more information, see Imparting Keys.

=& Show Advanced Options

ATV T3 BB LENTZRNAT— FEERLET,
1. [OCI]>[ CloudShell (OCI Cloud Terminal) ZB< (Open CloudShell (OCI Cloud Terminal)iZ# @) L

S5
2. <Password> ZBEVO/NAT — NIZEEMZ T, ROa~v L FEFATLET,
echo -n '<Password>' | base64

3. BIRLE Vault 25, BB b=y RBEA L P e RZ—IEEALF—DOCIDZ a2t —LET, KDL
WEEZE &L ThE, Bisfba~y REFITLET,

*« KEY _OCID : &—® OCID
» Cryptographic_Endpoint URL : Vault ®kf5{t—=> KA > s URL
s Password : /XA U —

EEILaT UK

oci kms crypto encrypt --key-id Key OCID --endpoint

Cryptographic Endpoint URL --plaintext <base64-value-of-password>

4, FERoa<xr FOHIINLREEXEay— L, LG CTER LET,

Threat Defense Virtual D1ERL T 7 14 L D #E i

TV = a URERENTWAY, T =g ORI URFIHTRETH D
NHY ET,

ATy T BT DI, ROATINRT A =2 ELET,
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INTGA—4H

=R 84T

9

Bl

tenancy_ocid

pas2 i

THYY WRBTATFY o OCID, TF vk
@D OCID % 7Dl 2 HIEIZHOWTIE, 2bbiads
FRLTL7ZE,

7> h® OCID I%
ocidl.tenancy.ocl..<unique ID> @D X RIS

‘j—o

region

padl

VY —AZERT 5 ) — 3 OO

f : us-phoenix-1, us-ashburn-1

Ib_size

P2l

TR T v Y a = 7T 50N B LN e —
RARZ Y OEFHHEE (AR IOHD) &k
ETLHT 7T L—h,

HAR— b ZAAMHE : 100 Mbps, 10 Mbps, 10
Mbps-Micro, 400 Mbps, 8000 Mbps

51 : 100 Mbps

availability_domain

pa2 Tl

i : Tpeb:PHX-AD-1, Tpeb:PHX-AD-2

(%) A AT LD KA A 4 ZEET
BIZiE, THHESBLTLEEN,

min_and max_instance count

7= XYY A

A VAL AT —JNARFFT DAV AK  ADE
INE e R

il 1,5

autoscale group prefix

pa2 ]l

T U= MU TERLZY Y —AD4H(
7TV T 4w s A, e ZE YV =R
L7 4 w7 AL LT lautoscale] ZFTT D &,
3 TP Y Y — A(Xautoscale resourcel,
autoscale_resource2 @ L D IZ4 BIAHT HILvET,

mgmt_subnet_ocid

pa=ll

fEAI 2EHY 7% v b OCID,

inside_subnet ocid

pa2dl

9 2 NE 7k v k@ OCID,

outside subnet ocid

pa=ll

fEAI 2488V 7 % v b OCID,

mgmt nsg ocid

pa2dl

T 2ERY 7Ry bORy NU—2 &%= Y
74 JN—77 OCID,

inside nsg_ocid

pa=ll

AT 2N 77Xy hORy FU—7 X2V
T4 JV—7® OCID,
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NG A—4H T—R2347 HL:l

outside_nsg_ocid SCFH RS2 7 Ry hOXy hT—2 X2l
7 4 7 —7® OCID,

elb_listener_port 7~ XEI i M — RARZ o 2AF—DEFER— MDY R
ko
% : 80

ilb_listener port B~ X80 il Wi — RAXZ P U R F—D@FER—TFDU R
]\O
% : 80

health_check port Pl NIVAF 2o VB FEITT A — KT —0
Ny 7y RYP— =R — |k,
1 : 8080

instance_shape S| ERT DAV AA L ADY =2 —T, oA 71Tk
D, AL AZ L RZED B THD CPU DXL,
AEY DR, BLXOZEOMDY YV —ZANRE S
£7
PR—FENTWNDBY=—7: [VM.Standard2.4]
B L O [VM.Standard2.8]

Ib_bs_policy SCFH N LN — RARZ ooy 7 R
Ty MRS 28— FRT YR o—) m—
RXF B R Y o —DHHIITHOWNTEE L L 1,
IHLLEZBLTIEEN,
PAR—FENTWAIE : TROUND ROBINJ .
LEAST CONNECTIONS| . [IP_HASH]

image_name SCFH A VAB L ADRERIMERT D~—7 v F LA

ADA A=K,

77 4/ ME : TCisco Firepower NGFW {48 7 7
AT 74+ —/ (NGFWv) (Cisco Firepower NGFW
virtual firewall NGFWv)) |

GE) AL bA A —T E BT D553,
custom_image ocid /N7 A — X &R E

TOMENRDHY £,
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INTGA—4H

T—8447

Bl

scaling_thresholds

H =< XYY A

A=A A=V T 7 N THEMT 5 CPU
FEAEO LEVWME, AT—NA L ERAT—LT T
FOLEWHEEZ D ~TRE->TANLET,
%1 : 15,50

ISIZFAT—N AL DLEVHE, 501 ZATr—1T
7 hOLEVWETY,

compartment_id

padl

VY —25 e+ 52 %— kX2 h® OCID,

i : ocid1l.compartment.ocl..<unique |D>

compartment_name

pas 2l

L R— KA A

custom_image ocid

pa2 Tl

= N A AL A=V EEA L WES
W2y A VAR ARERIAEAT D AKX LA A—
2 ® OCID,

GE) custom image ocid (34T 3 T
A—=HTT

ftdv_password

pad

Threat Defense Virtual Z 1% 3% 72 912 SSH #fic
T AEED ., Threat Defense Virtual DIEZ{LIE =D

NAT— R, NATU— REEFT 2 HEITON
TiE, 274 FXab—ar A REHHT5
N, ZTHLESRLTIZEN,

ftdv_license_type

pa2 ]l

Threat Defense Virtual 7 1 &> 2% A4 7 (BYOL
F£ 721X PAYG) , HfE, BYOL 3R — k& T
l/ \ \i —g—O

cryptographic_endpoint

pa2 Tl

b RaRA > Mk, AT — ROEB(IZ
EH &5 URL T¥, Vault CMETXET,

master_encryption_key id

pas2 i

NAT — RORFFALICHEH S 7z % —d OCID,
Vault TR TE £7,
GE) master_encryption_key id &
cryptographic_endpoint D[ 5 23[F] U
Vault (ZJ& L TWHRERH Y £,
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INTGA—4H

—HR 84T

9

Bl

fme ip

pas2 i

Secure Firewall Management Center @ IP 77 N L &,
71 A X~ —7> Threat Defense Virtual 1 > A % > A
ZE T 5 72 I 9 % Management Center 0
1P,

GE) Management Center @ IP (%, Threat
Defense Virtual £ [RICY 7 % v MZdH
LHENDHT T A ~— | IP &fEH
TEEd, TS OGEEIE, T
Vo 27 IPEZERTL20ERH Y F
R

fmc_username

pa2 7l

Management Center 7 % 7 o h D2 —HF—4 Z D
Z—HF—4 1%, Management Center (21 21 > L
T, #r L\ Threat Defense Virtual f > A % > A D
EEDOIZNTHRETHEH SN ET,

fmc_password

pa=ll

5 5k S L7220 Management Center 00 /XA U —
Ry NAU— RZEWREHET 5 FIEICOWTE, 2
LHESRLTIZEN,

fmc_device group name

pas 2l

Management Center (27 /XA A7 /L—TR3H 1 |

Z @ Auto Scale Y U =— 3 DT ~T®D Threat
Defense Virtual 5357723 D 7 — 7B S LT
WARERBD ET, sk, RUARY —
W Z TN DT T TE £,

enable_memory_based scaling

Bool

Secure Firewall Management Center Virtual 7> & Threat
Defense Virtual A€ VEHELZARLET, ZD

TITEAMITHI LT, AEVMHARICHE
SNTAT =Y T aFATTEET, 774/ b
TlE, CPUEREMER S NE T,

fmc metrics_username

padl

enable memory based scaling 7 7 7 & H I LT
AEUMERRZERL25HE, FATHOTTo
Threat Defense Virtual { > A X% AE A€ U fif
MEZ 7T 572D Sh D 720,
1B Management Center ==—H— 7" 71 7 > K3
BT,

fmc_metrics_password

pa2 7l

5 S DB N0 Management Center 74 7 2
FDRAT — R, NRAT— RERS{LT 5 FIEIC
DONTIX, 2HHEZRLTIEE N,
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KT A—4 T

2847

Bl

v 7 7 A V4 (Profile Name)

OCIlDa2—HF—DT a7 7 A VATT, 2—F—
DTaTFANEIVarOTFICHYET, i
loracleidentitycloudservice/ <user>@<mail>.com ]

FTV s AL —T D4R

ZEMH

T I b OERRRRZ R S D — B Ok T
9, [OCI]>[&# (Administration) [>[T7F+ > k
DM (Tenancy Details) 1128 L £,

FBFE h—72 > (Authorization
Token)

ZhiE, OCl =7+ L YA b UIZ Oracle Bi%k &
Ty aTHI EEFFAT 5 Docker 2 7 A
DRAT—RELTHEAESNET, [OCI>[7 A
ToT4T4 (dentity) ]>[1—H— (Users) 1>
[A—H DM (User Details) | >[5 k—2 >

(Auth Tokens) |>[b—2 > DERL (Generate
Token) JIZBEHL 9,

ATw T2 ROWNED Configurationjson 7 7 A L& 1ERL L £,

{
"licenseCaps": ["BASE", "MALWARE",
"performanceTier": "FTDv30",

"THREAT"],

"fmcIpforDeviceReg": "DONTRESOLVE",

"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "<autoscale-access-policy-name>",

"fmcNatPolicyName":
"fmcInsideNicName": "inside",

"fmcOutsideNicName": "outside",
"fmcInsideNic":

"<autoscale-nat-policy-name>",

"GigabitEthernet0/0",

"fmcOutsideNic": "GigabitEthernet0/1",

"fmcOutsideZone":
"fmcInsideZone":

"interfaceConfig": [
{
"managementOnly": "false",
"MTU" : "1500",
"securityZone": {
"name": "inside-zone"
}l
"mode": "NONE",
"ifname": "inside",
"name": "GigabitEthernet0/0"

"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "outside-zone"
}l
"mode": "NONE",
"ifname": "outside",
"name": "GigabitEthernetQ/1"
}
]l
"trafficRoutes": [

. Oracle Cloud Infrastructure ~ @ Threat Defense Virtual O &
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"<inside-zone-name>",
"MetadataServerObjectName": "oci-metadata-server",
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01~ Auto Scale DEE ]

"interface": "outside",
"network": "any-ipv4",
"gateway": ""
"metric": "2"
}I
{
"interface": "inside",
"network": "oci-metadata-server",
"gateway": ""
"metric": "1"

1
}

AT 73 Configuration.json % #ki% € CHEH L £,
ATV TE BERT 7 ANEFT T2 F AL —2 AR—R T v a— RLET,

configuration.txt 7 7 A /Lix, Z—HF—IMER L7=AT V=7 h A ML= A= T v T a— KT 54
BERHY, Tora—RLE7 7 A WIKT D2 HEAGREEY 7 = A R EERT 20 ERH D 77,
GE) A By 7 DJERT, configuration.txt D FHIFBFEH A+ U 7 = A N URLAMEH S TW5D Z & & hfe
WLET,

G¥) OCI CHATREREE # URL Z1ERKT 2 L X ICHHIRZ EXT HOLERNHV ET, Y Va—T 3
Y OFATHIZHIREIALC e B e X 2, Zo#MEZ+pcES LT RN,
RTY TS Zip 7 7 A VEEKRLET,

make.py 7 7 1 /Lid, HEINZVFRY FUNIZH Y £9°, python3 make.py build I¥ 2 REEITL T,
7ip 7 7 ANVEER LET, {RT A NVFIFLUTOT7 7 A VR’ H D £9,

Wed Apr 21 09:35 AM [sumis@SUMIS-M-41KG target]$ tree -A

L

Dracle—Funct%ﬂps.zip
README . md .

asav_configuration.txt
deploy_oracle_functions_cloudshell.py
templatel.zip

template2.zip

0Cl ~@ Auto Scale ) E B

JEBHORTHESE L R A FIELZ T L=6, OCILAZ v 7 OVEREZ A L 9., FEIREE 1T
TEHN, VTR VB LEEA () ZFITTEET, Z4TH53—Ta UHOREA
7YV FRETUFL— R, GitHub VARY UMD AFTEET,
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FEIRE

T R —= 2 KD Auto Scale V' Y = — 3 U OREREIZ, RO 3 SO FIETHEEINLET,
Terraform Template-1 A % 7 OJER | Oracle BIZ D JBH, ¥R\ T Terraform Template-2 @ Ji& 5

Terraform Template-1 X %2 v &~ O EFH

2T T1 OCIl R—&ZNica 7L LET,
Hilkix, EimoA LR RSNET, BOHIBNIZGHEEL TS I E 2R L TS EE0,

RATv T2 [TROY/A—H—E X (Developer Service) | >[J Y—AXI*—T+ (ResourceManager) 1>[R2 w9
(Stack) ]>[R#% v DERL (Create Stack) [DIEIZER L E 5,

[ A& (MyConfiguration) ]Z#IRL, ROMIRT K DT, W57 4/ ZNITH 5 Terraformtemplatel.zip
7 7 A V% Terraform DFXE Y —A L L CEIRL ET,

Stack Configuration (T)

Terraform configuration scurce

Folder @ .Zip file
¢t Drop a .zip file] Browse

ternplate.zip

Working Directory

Mame Oobion

templated-202 10420223815

Create in compartmaeant

Manual_Test

L& ]

Terraform varsion

0.13.x

L]

Support for Terralorm version 0.11.x ends in May 2021.
ATV T3 [N TV AT —23—T g (Transform version) | K2 w7 Z 7 U 2 R T, 0.13.x 7213 0.14.x Z3#R

L%,
ATy T84 WOFIATIE, A7 v 7 ITIE LG ®RE T X TASLET,
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(6= ARNIRATINTG A =B 2 AT Lno TS IZEW, £ Ligne | LIBEOFIETA S v 7 ORERIZ
KRBT D AREMED D D £,

ATv 75 ROFNET[Terraform7 Y < 3 > (Terraform Actions) [>[&A (Apply) 1Z2&IR L 7,
EFICEBE N5, Oracle BIE DO BB IZHEA F 9,

Oracle A%y EFH
A

GE)  ZoOFNEIE, Terraform Template-1 O AN L7 ZICOBLFATT L2 ERH Y 7,

OCI TlE., Oracle B%%i% Docker f A—2 ¢ LCT7 v 77— K&, OCL=2>TF LY AR
WZPRAF S AVE T, Oracle BA%UE, HAREZ OCL 7 7V &r—3 3 > (Terraform Template-1 CTIE
) D12 T vy adTHMNENDY £,

ATYT1 OCIDZ T Ry = VaF&E £7,

ORACLE Cloud

Get Started Dashiboard

Quick Actions

AT w72 deploy oracle functions cloudshell.py & Oracle-Functions.zip 27 v 72— KL £7,
JI79 Rz VDN N—=Jf—= A =a—nb [T v 7 r—F (Upload) | ZIERL £,
= Cloud Shell

+ Download
T Upload
[ File Transfers

+!) Restart

=5 Settings »
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. Oracle BA% D B R

AT T3 Isa~vr REHEHL T 7 A VMR LET,

Deploy_Oracle_Functions.py

ATFvT4 python3 Deploy Oracle Functions.py -h ZETLET, UTOXIZTRT LI,

deploy oracle functions cloudshell.py A 7 U7 MZiZ, WS ODDATIIRNT A —ZBLBETT, 3
help 51 A L TR T £ 7,
$ python3 Deploy_Oracle_Functions.py -h
usage: Deploy_Oracle_Functions.py [-h] -a -r -p -¢ -0 -t
4 Script to deploy Oracle Function for OCI ASAv Autoscale Solution seek
Instruction to find values of required arguments:
Application Name: Mame of Application created by first Terraform Template
Region Identifier: OCI —> Administration -> Region Management
Profile Name: OCI — Profile
Compartment OCID: OCI -> Identity -> Compartment -> Compartment Details
Object Storage Namespace: OCI -> Administration —> Tenancy Details
Authorization Token: OCI -> Identity -> Users -> User Details -> Auth Tokens —> Generate Token
optional arguments:
-h, —help show this help message and exit
-a MName of Application in OCI to which functions will be deployed
Region Identifier
Profile Name of User
Compartment OCID
Object Storage Namespace
Authorization Token for Docker Login (#Please Put in Quotes)
27 VT M EFATTHITE, ROGIEEELET,
% 3:51% &£ H
518 LEEGE 3]
TV r—ay Terraform Template-1 D& A TYER L7z OCI1 77V
r—3a YOL4EITTT, I OfEIE, Template-1 TfF
H.&17- Tautoscale group_prefix] L% 7 1 v 7 A
[_application] Z#iAHDOEZEDTT,
1)—< 3 #RF (Region Identifier) U— 3 VB TIE, & F & A o OCI CREE

Shi-Hlia— FU— T,

Bl 7 x=v 7 ZADEAEIE Tus-phoenix-1] . A /LR
N DAL Tap-melbourne-1]

TRTCOY—Vartznl)—Va VilBlTo) A
R 2 EST 521, [OCH] > S

(Adminigtration) 1>[J—2 3 VEE (Region
Management) [IZ&E) L £7,
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518 LEEGE AL

pA= e g% OCl D v FNipa—F—7F a7 57 A VL4 TT,
f5] . oracleidentitycloudservice/<user> @<mail> .com

ZENE., 22— —DFua 77 A Z g DFI
HYET,

J2/8— kA2 OCID (Compartment OCID) ZiE, 22— KA FDOCID (Oracle Cloud ik
BlF) T, 22— —=NOCIT 7V r—=a ik
ML TnDar — kA2 o OCID,

[OCI >[7A4T>T 4T« (dentity) 1>[a2/\—
A2k (Compartment) |>[T2/8— kA2 D
S0 (Compartment Details) JI2&E L £,

FITSH bR P L—SORFIZHE 7> FOMERFHC IR S h 5 — B ORI T,

[OCI]>[&E (Administration) 1>[T7F > DA
(Tenancy Details) 128 L 9,

FREE —% > (Authorization Token) i, OCl =27+ L& b UIZ Oracle Bi% %

Ty vadHI LEFFAT 5 Docker 1 7 A DN

AU—RELCHEHASNET, BAXI UTFRNT
=2 U EBIHFCHATEELET,

[OCI>[7ATvT4T4 (dentity) |>[1—H—
(Users) 1>[2—F DF#M (User Details) |>[523
k—% > (Auth Tokens) |>[b—% U DAERK
(Generate Token) JIZB@E) L £,

Al SO E Ta—F—DFMRFTREINRVEES
1%, [FAFEBEY—ERX (Developer services) | > [#AE
(Functions) 1% 7 V v 7 L%79, Terraform
Template-1 TIER L7=7 7V r— a BB L £
9, [FIHZBALET D (Getting Started) 1 %227V v 7
L. [Z7 77 Rz VOi%E (Cloud Shell Setup) %
BT 2L, FEEZED THHFT, BLFICRT X
INIFRRE F—27 U H R T D700 7 PRERRE
WET,

Genperate an Auth Token

Z7_"‘Jj°5 ﬁ?jjfﬁj\jj’glik%/ﬁ LT, python3 Deploy Oracle Functions.py a~ ]\%iﬁi Li‘jao ?AVC@%‘%@E%%
BRI BT 230000 £5, £D%, 77 ANLVEHIRLTZ ZU RV VEALD Z ENTEET,
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. Terraform Template-2 O E R

Terraform Template-2 M E 5

Template-2 (%, 7 7 —24, BAEAZMOHTZHDO ONS M 77 77— AERICESE# 9
5V Y —2%ER L E£9, Template-2 DJER L, Terraform Template-1 DRI TV E T,

ATFYv 1 OCl R—&vica 714 LET,
Mg, WEoA FMICEREINE T, BROMBNIZTFEEL TWAZ L 2R L T 7ZE,

RTw T2 [TROY/S—Y—ER (Developer Service) | >[1) V—RI#—T v (ResourceManager) |>[R2 v
(Stack) [>[R#%& v DERL (CreateStack) [DIEIZEER L £,

Terraform X ED Y —A L LT, #—45 v N7+ /X IZ& % Terraform template template2.zip &R L 7,

ATV T3 ROAT v 7T, Terraform7 4 3 > (Terraform Actions) > [#R (Apply) 127V v 27 LE7,

59K ILEFERLEZEA

BADF ==~y FEERET 57202, iR RY—2 0 ROBEARZ Y 7 N AU
LT, HEIAr—) Y Y 2—3 3 (terraformtemplatel, template2, I35 UNOracle BI%L) %3
ATEET,

ATy T W7 3V EWNICH D ftdv_autoscale deploy.zip 7 7 A V&7 T Ry =Wl T7 v Fa—KRKLT, 77 AL
R L E T,

= Cloud Shell

sumis@cloudshell:~ (us—phoenix-1)% 1s -ltrh
total 152K
—rW-r——r——. 1 sumis oci 151K Jun 9 @7:25
sumis@cloudshell:~ {(us-phoenix-1)$ unzip ftdv_autoscale_deploy.zip
Archive: ftdv_autoscale_deploy.zip
extracting: templatel.zip
extracting: template2.zip
extracting: Oracle-Functions.zip
inflating: oci_ftdv_autoscale_deployment.py
inflating: oci_ftdv_autoscale_teardown.py
inflating: deployment_parameters.json

inflating: teardown_parameters.json
sumis@cloudshell:~ (us—phoenix-1)% 1ls -ltrh
total 344K

—-rw-r—r—, sumis oci 2.7K Jun 87:19

=MW=r==[==, sumis oci 5.8K Jun 87:19

—rwW-r—-r—, sumis oci 7@ Jun 87:19 teardown_parameters.json
—rw-r—r—. 1 sumis oci 133K Jun :19

-rw-r—r—, sumis oci 7.1K Jun :19 oci_ftdv_autoscale_teardown.py
—-rw-r—r—. sumis oci 25K Jun :19 oci_ftdv_autoscale_deployment.py
=IW=r==r=-—, sumis oci 2.8K Jun :19 deployment_parameters.json
—MW—-r—r—. sumis oci 151K Jun 125

sumis@cloudshell:~ (us—phoenix-1)%

AT Y2 python3 make.py build 2~ R&FEITT HHIIZ, deployment_parametersjson DA S35 A — X BNEF S
TV Z AR L TIESN,
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ez [

ATYT3 BEIRS =YY 2—va VOBAZRIGT 21C1E, 77 U R =/ C python3
oci_ftdv_autoscale deployment.py 1< &/ FEFITLET,

YV a—a YORBNBTETTHETISK 10 ~ 155000 £7,

VY a—va ORERPIC T —BRELTSESG, =7 —e B REINET,

REDIRL

TRTOY Y —2APREA S I, Oracle [N T 7 — L E A XY MIEF SN TNDENE I g
BFELET, T 74/ T, A VAF AT =D, VAL ADR/NMEE KBTI E e T
7, OCIUI TA Y AHX VAT —)LEfHE LT, LB/ RKEICRETEET, I
12XV, #H L Threat Defense Virtual £ ' A X VAN R H—ENFE T,

1 ODA VAL ADBEREI L TY—7 7 u—%ER L, TDOA AL ANHHEEB DI
FHEL CWANEIMERIET D2 2 HRLET, ZOMFEEZAR A 35 &, Threat Defense
Virtual D FEEEOEFZ B TE E T,

\}

GE)  OCIAZr—V v 7RI v —IZ X B8R RS 57212, f/NMI Threat Defense Virtual 1 >
AR AERT—ILA REL L THRELET,

Auto Scale D 7w 745 L— K

AutoScale RZ YO DTy THTL—FK

OV —ATIET v 77 L—RiFHR— SN TWERAL, AX V7 BFEATILEND
nET,

Threat Defense Virtual VM D7 v 745 L— K

Z DY U —ATiL, Threat Defense Virtual VM O 7 v 7' 7 L— RiZH$ AR — F ENTWEH A,
Vo327 Threat Defense Virtual £ A —V 2L CTA S v 7 ZFHEATHLERH D 97,

AVRRZVRT—)L

1L AV AZUAT—=NVNOA AL ADE /N E KR EEET HI20E, ROTFNEEELT
LET,

[FAOw/S—H—E R (Developer Services) | > [#BE (Function) |>[7 FTUH r— a3y
% (Terraform template-1THERFEHA)  (Application Name(created by Terraform Template
1)) 1>[®%E (Configuration) 1%~ V v 7 LET,

min_instance_count & max_instance count % ZiLEAEHL L E T,
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B o—rnssovonvszoreyr

2. ALAZUADHIBRMETIX. A7 —A v ERETIEHY F8A, AV AZ AT =L
DWTINDA VAR AINAT =)V A T 73 g TR LSHET 73 3 D=yl
BRI T SN E. A VAX AT VIZHEIICHT LA A X A RBIMG L CRIE L
i—a_o

3. Max instance count CiX, A7 — /AT U K77 v ardOLEZVMERKIREZER L ET 2, Ul
ENLTCA ARG AT =NDA VAL A aBEETH L TLEVEE RFD Z &R
TEET, ULDA U AZ AR, OCLT 7Y r—3 a3 » Ci%JE 4172 max_instance_count
K CTHDHZ 2R LET, ZRLUANOLAIE, #Y72 L X VEICHEC L ET,

4, TFVr—a UNBEEA LV AZ AT = VNDA L AE L ADEERS L TH, Fn
TIATRESNTZ I V=0T o7 T 0y a 3BT ENETA, MO — RT3
MWHNRy 72 R R LA U BLOHIBR S22, Threat Defense Virtual IZ it 5- X 41T
WAHT A A TRbNET,

5. A 5230 FH T, Threat Defense Virtual f > A Z o ATHE RN H 0 In&E1 ., —EHIN SSH
RETEETERWES, AV AF LV ANAL VAR AT — )L LHIICHIR S, T
AU ANEKDONDAHEENH Y £77,

Oracle BE#x

« Oracle P%KIE. FEBRITIE Docker £ A — 9, Docker £ A —1%, OCl 2T F L IR
MY DNL— T 4 L2 b UITRIESHILE T, Docker 4 A —IFHIBRL7R2NTL 230,
Auto Scale YV =— a U CHEHINABEELEIBRINLET,

s Terraform Template-1 {2 & > THER 4172 OCL 77U & —3 3 »1Zi%, Oracle RIS IE L
EMEST DO EREERBREEARPZENTVET, BHATRVIRY, Zh 5D
BREBOES 74—~y FHEHELRNTLZI W, MALNIEERIL, FLnAg 27
YAZDHBRE N FET,

O— KNS HOINVHD T FREY R

OCI TA v AR U AT — )z a— RAT 4 BT 5354 . Threat Defense Virtual T/ Bl
AUE—=T 2= AL L THRESINTCTIA~IVA L E—T 2 — AW LT HIEOHZY R — b
SNTWET, LEER-T, WEA v X —T7 = A RINEa— K RXZ DNy 7 Ry
MIFESIT BET, INBA o F—T =4 AF, e — KT ooy 72 Ry M
MOToNET, ZINHOIP IRy 7 Ry MZHBMIGENINZD ., HIFRSNTZY

LEHA, AutoScale Y U =2—3 a3 > Clik, TNHWFDOX AT #7077 A TUELETS,

L ANET 7 ay, AVTFYAL NI TN a—T 4 T OEAIE, FEITIITTS
VEPENRAET D Z ERNHY 97,

FIRGEUT, YR =Ny 72 Ry FEEHALT, B— RT3 —TENDOFR— K
PR ZENTEET, 5BDA LV AXZ VAP IIAAy I Ry MCHBEIZBIESNE
TN, BEFEDOA VAX AP IZFEHTEMTALERH Y £7,

A— kNS Y TOY R F—0DEM
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0CI DAuto Scale ZE0HIR [

0— RNRZ Y TR— b2 U A F—L L TGBEBINTSHI21E, [OCH>[Ry hT—F24
(Networking) ]>[A— F/35 2% (LoadBalancer) |>[') A+ — (Listener) |>[YJRF—D
Y8R (CreateListener) JIZBENL £,

NYDITURENYIIY Ry M2EER

Threat Defense Virtual { v A X > A& 11— KN W8GR T A2, Threat Defense Virtual 1
VAR UADHERA o HF—T 2 A AP B — RANT DNy Ry NTAY S
TURELTCRETDHOLENHY T, N A F—T7 =4 AP 1L, NEia— KT P —
DNy 7T Ry TRy IJ2 FELTRETAVLENRHY ET, FHLTWAFR— 2
UAF—IZBIMENTWNDZ EEMHERLTLIEEN,

0CI ) Auto Scale % E D HIf&

Terraform Zffifl L TEA S L7z A ¥ v 71X, OCI ® Resource Manager £ L C, [A U5k
THIBRCTEET, AF¥ v 7 ZHIRT DL, ZORZ v 7ICE o TERENTZTRTOY VY —2R
DHIBRE, ZnoD ) Y —AZEEMIT O TV DT X TOFRNPERICHIFRSIVET,

\)

GE) AZ o7 %BIBETAEAE. AVAZ VAT —ILDA LV AZ L ADE/NEHE0IZL T, A A
HUAPKTTDHETHLOIEEMRELET, 9952 LT, TXTHOA U AKX U ZADHIER
MBI, AV AZANRFKERD FHA,

FENC L DHIBRT D0, 770 Ry = /L& L7- Auto Scale DI 2 T& £,

FEHIZ KL HHIE

TV RY—x 2 KD Auto Scale ¥ U = —3 2 V OHIBRIL, kD 3 SO FIETHER SLET,
Terraform Template-2 A % v 7 OHIER, Oracle BIDHIER, ¥\ T Terraform Template-1 A %
7 DEIER

Terraform Template-2 X % v & D #l ik

HE§A r— ViR EZHIERT 5121, &HIC Terraform Template-2 A ¥ 7 & HIFRT 2 LEN H
= B

ATFYv 1 OCIl R—&Znica 74 LET,
Hili%, EEof EBIcERENFET, BROHIBNICHEEL TWAZ 2R LTI FE N,

RATv T2 [TROY/IA—H—E X (Developer Service) | >[J YV—RAI*—T+ (ResourceManager) 1>[R2 w9
(Stack) JDNEIZER L E,

AT T3 Terraform Template-2 (Z X > THER SN/ A Y v 7 ZBINL, ROBKNIRT X 51T [Terraform 7 7 & 3 >
(Terraform Actions) ] KB v 7% 7 A =2 —"TC [FE (Destroy) | Z#INL E7,
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. Oracle EA¥t D HIFR

Terraform Actions + Add

Plan

Apply

Import State

Destroy

e a THERR SN ES, U Y —ADINERHIFRS D £ TRMA2 D £, RED 2 70%ET LIEb,
TORNIRT L IICAZ v 7 ZHIBRTE £,

Plan Apply Edit More Actions.

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Craated: Mon, May 10, 2021, 09:56:4 Download Terraform State
Time of Drift Detection (Last Run):

Maove Resource

Add Tags

Jobs

: Delete Stack L :
A job is created when you run a Tertaror[ - ]erraform actions tcj
\

AT 74 Oracle BIEDHIBRICHEA £ 5,

Oracle BIZL D HII B

Oracle BA#t D 2B 1% Terraform Template 2 % v 7 RO —{ & LT TR, 77U Ry =)L
AL TEBNCT vy 7 e —RLET, LEn>T, HIBRD Terraform A ¥ v 7 OHIBRTILH
R—FENTWEHA, Terraform Template-1 |2 L > TER I 7= OCI 77U r— 3 Y IND
J_TD Oracle B AHIBRT 2 LERH Y £,

ATYv 1 OCl R—=4vica 714 LET,
Hsi%, BmiEmoh FBICERINET, BROHINICEEL TWAZ 2R LTI,

ATv T2 [AREY—EX (Developer Services) 1> [#BE (Functions) ]DIJIEIZEER L £ 3, Template-1 A ¥ v 27 TIE
WENEZT 7V r—ya v AEBRRLET,
ATV T3 ZOT7 TV r—a VINTEEREICT 7B A LTHIBRL 7,
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Terraform Template-1 2 2 - & DAl .

Terraform Template-1 X 2 v - D HIfx
A\

(GE)  Template-1 A% v 7 OHIFRIL, TTD Oracle B A HIR L7 BICOARR L ET,

Terraform Template-2 D H|FRk & [ U Td,

ATvT1 OClAR—=Fica /A v LET,
Misix, WA EMICFR RSN E T, HORIBNICHFEEL TS 2 E2HRLTIEE0,

ATy 72 [TARAYN—H—EZX (Developer Service) 1>[!) Y —RATFx—T+ (ResourceManager) |>[RZ v ¥
(Stack) (DNAEIZER L ET,

AT 73 Terraform Template-2 |2 & > TERR SN/ A X v 7 28I L, [Terraform7 7 > =2 > (Terraform Actions) ]
Ru w72 A =a—C#E (Destroy) | &R LE4, BEY 2 70MERSE T, U Y —ADEK
HIBR S 415 F TR 000 £,

AT T4 WY a TRET LD, FORIIRT LT, [ZOMOEIE (MoreActions) | KRy 77X 7 A=a—
MO AR > 7 HHIBRCTEX E T,

Plan Apply Edit More Actions -

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56:! Download Tarraform Stabe
Time of Drift Detection (Last Run):

Maove Resource

Jobs i

: Delete Stack L -
A job is created when you run a TerraFcur[ * ]erraform actions tcj
L

Terraform Template-1 2 % » 7 OIS L2 b, $_XTD U Y —=2ARHIERS L, ELTVWD Y Y —A
DIRNT L 2R T DR H Y £,

257 kY )LZEERL 7= Auto Scale D HIIFR

A7 VT hefHLTRAY v 7047 7 VB ZHIBRT 51213, 2= P2 = /LT python3
oci_ftdv_autoscale teardown.py =¥ REFITLET, AZ v I NRFHFTEBAINTWHDEE
i3, stackl & stack2 DA X >~ 7 ID ZHEH L, teardown_parametersjson 7 7 A LD T 7Y fr—
varIDEEHLET,
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B ssH % L7 Threat Defense Virtual - > % % > 2 ~ D6

SSH Z#{&£ 3 L - ThreatDefense Virtual 1 > X 2 > A ~DE
ot

UNIX A& A )LD AT L5 Threat Defense Virtual A > A % o AT 511X, SSH 2 {#
HLTA v ArZ 2zl A LET,

ATy TN WOavy REFERLT, 77 ANVOHREREL, BRETR 7 7 A VEGABRND LI LET,
$ chmod 400 <private key>
ZZ T,
<private key>lL, 77 BATHA L AZ L ATEHEMIT ONIMEX—Z2EZLT7 7 A VDTN L
AHTTY,
RTYT2 A AZLRLT 78 AT HITIE, RO SSH 2~ FEEHLET,
$ ssh -i <private_key> <username>@<public-ip-address>
<private key> X, 77 EBRATHA L AZ L AICEHEMIT ONTMEXF—2 BT 7 A VDT LR L
AHTTT,
<username> |Z, Threat Defense Virtual f > A% ' A D 2 —H—%4 T,

<public-ip-address> %, TV Y —INEHEGELEA VAZ U ADIP T RLATT,

OpenSSH % {#F L 7= Threat Defense Virtual 1 > X3 > X
~ D

Windows 3 A7 75 Threat Defense Virtual A > A % o A28 5121, OpenSSH &1 L
TA L AZ L RZu A LET,

ATYT1 ZOXF =T E2UDTHERT2561E. BTN T 7 A NVEGAIID X977 A VOHERAZ & ET
LMD FT,
ROFNEZETLET,
a) WindowsExplorer C, fAEX—7 7 A MIBEIL, 77 A V&4 27 VY v 27 LC[FTR/ST 4 (Properties) |
Vv 7 LET,
b) [EFa) T« (Security) ] # 7T, [FHERE (Advanced) 1 %7 U v 7 LET,
¢) [#—F— (Owner) | NAZDOZ—H =T BT M ThHDHILEZHERLET,
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PUTTY % FA L 7= Threat Defense Virtual £ > 2 % > 2 ~0 ik ]

d) [#EDESNE (Disablelnheritance) |27V v 7 L, [MASIh=EREZDA TP o FOBRMA
MEFRIZZ#2 9% (Convertinherited permissionsinto explicit permissionson thisobject) ] 4R L £,

e) BHDaZ—HF—=Th 7 hTIERWEMHER= Y 23R L, [HIB& (Remove) |27V v 7 LET,

) BHO2—%—=Tho hOT 7 EAHERN[ZIa> A=) (FullControl) 1 TH5H Z & &R L
\i‘j—o

g) EHEZERFELET,

ATV T2 AU AL AZHERET 5121, Windows PowerShell # & | kda~> REFEITLET,
$ ssh —-i <private_key> <username>@<public-ip-address>
ZZ7TC.

<private key> |, 77 EBRATEHA L AZ L AICEHEMIT ONIMEXF—2FLT7 7 A VD TR L
AHTTT,

<username> I, Threat Defense Virtual { > A % o A D —H—4 T9,

<public-ip-address>{f, IV —ANLEE LAV AX L ADIP T FLATY,

PuTTY Z#{#E A L = Threat Defense Virtual £ > X 3 > AAD
bEhw

PuTTY Zf f L C Windows > A7 A7) 5 Threat Defense Virtual -/ & A 7 o A8+ 51204,
WO FNEZEFZITLET,

ATwF1 PuTTY ZB& £,
ATwF2 [ATTY) (Category) | A>T, [Evyi 3> (Sesson) | Z&EIRL, KONEEZANLET,
KRR FEERIFIPFRELR

<username>@<public-ip-address>

ZZ T,

<username> [, Threat Defense Virtual A > A X A D 2—H—4TJ,

<public-ip-address> |, TV —=ANOLHRG LA L AZ L ZAD/NRT Y v 7 IPT FLATT,
e R—bk: 22
< #2147 . SSH

ATw 73 [ATTY (Category) ] A > T, [Window] #EBA L. [Z£#: (Trandation) ] Z %R L £,
ATy 74 [VE—FXFEtY F (Remotecharacter set) | Kn v 7 &) A LT, [UTF-8] 2R L £,
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B putTY %65R L - Threat Defense Virtual £ © 2 5 © 2 ~ D14

Linux R—ADA VS AH LV ATT 740 O r— Vi EILUTF-8 TY, ZiUZ LV, PuTTYXRI L & —
NEFHTBEIICHRESNET,

AT9 75 [AT3Y (Category) | ~3A > T, [H##E (Connection) ]. [SSH] DIEIZEBI L, [BBEE (Auth) 1% 27 U v
7 LET,

ATv76 [BR Browse) | 227 Vv 7 LT, BEX—ZBRLET,

ATy 771 [[A< (Open) 1227V w7 LT, BEyvarzlaLET,
A VAL AN TR T DI A [P S—DFRA R F =N VR MICF ¥ v ¥ a SR THRND

(the server's host key is not cached in the registry) | & W9 A v —UBRERINDEZ ENH Y 9, [IELY
(Yes) 1 &7V w7 LT, #afitLET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



