OpenStack ~ @ Threat Defense Virtual M &
£

* OpenStack -~ Threat Defense Virtual DJEBHIZDOWT (1 ~—)

e RNY—= FOFIE 2~—)

» Threat Defense Virtual & OpenStack D&/ (3 ~<—)

« Threat Defense Virtual 35 X OF OpenStack O WA K7 A > LHfi|[RFH (4 <X—)

« OpenStack DEAZAf: (5 ~—)

» OpenStack =@ Threat Defense Virtual O % > h 7 —2 kR w I (7 X—)

« BEOME (8 ~—)

» OpenStack -~ Threat Defense Virtual £ A — D7 v 7a— R (9 ~X—)

* OpenStack & Threat Defense Virtual D% v N T —2 A4 7T A KT 7 F ¥ OERK (10 ~2—
)

* OpenStack ~® Threat Defense Virtual D& (10 ~<X—7)

OpenStack ~ @ Threat Defense Virtual D BEIZ DLV T

ZDHA KTIX, OpenStack E&Hi C Threat Defense Virtual 2 B3 2 1B OWCE L £,
Omﬁwkiﬁﬂ®ﬁ—7/@ﬁﬁﬁ%®ﬁ7ﬁk:/t1—74/777/h7ﬁ AT%
D, 1FEAEDHEEF, =2 —F—DEEY— =MD ) Y —REFIHTEL L 91
Infrastructure-as-a-SerV1ce (laaS) L LCART VI T RETIFTAR—T TR @ﬁﬁﬁ e
B L ET,

ZORETIE, KVMAA SN—= A FEFEH L TRAEY YV —22FH L5, KVMIT, 4L
JEBEISAE (Intel VT 72 &) ZHAH L72x86 /~— R 7 =7 E® Linux [Al 22K AEE Y U = — 3
YCT, KVMIL, a7k kA > 7 T AN T 7 F v w350 — Ra[fgZe b —F L E Y 2 —
)V (kvmko) & kvm-intelko 72 D7 vt v HEAGDEY 2 — /L THEK I TWET,

KVM ZH LT, EIEESHTWARWNOS A4 A —VZ2FET L TWAEBORE~ Y v 2 BT T
XFET, FRB~NE, XY NT—2 B—R, T4 AT TT3T 490 TETEZRED
TTANR— N N— R T = TR I TWET,

OpenStack ~ Threat Defense Virtual DER [}



OpenStack ~® Threat Defense Virtual O &R |
B -orv-—zorozE

T NA ZLKVM NA X= 3 FTFTICH AR — T 572, OpenStack 48— M &
T DI DB BN — N =R R A 3D 8 A,

\}

(G£)  OpenStack @ Threat Defense Virtual (X, FEfb SNz~ /F / — REREICA VA F—/LT&FE
_640

ITURY—I2 FDFIR

WD 7 v —F ¥ — hi&, OpenStack |Z Threat Defense Virtual % BT 2DV —7 7 v —%7R

LCTWET,
N 7\ N
. ‘\1) Upload the {\%/‘ Create the ‘\;3//‘ Deploy the
threat network threat defense
OpenStack defense infrastructure for virtual on
virtual qgcow2 —  OpenStack& —”  OpenStack by
image to threat defense using heat
OpenStack virtual template file
N\
()
Manage
threat defense
Management i
Center using management
center
D—9XAR—R | FE
1 | OpenStack OpenStack ~® Threat Defense Virtual £ A — D7 v 7w — R .
— Threat Defense Virtual (O A —3"% OpenStack (27 v 71— KL %
R
:/é\= OpenStack OpenStack & Threat Defense Virtual D> U —27 A 75 A T

7 F % OYERK : OpenStack 33 £ Of Threat Defense Virtual D% > k
V=0 AT ITANT I F v 2B LET,

(3) OpenStack OpenStack ~® Threat Defense Virtual @ J&BH : Threat Defense Virtual
: ? Heat 7 > 7L — K~ 7 7 A )L ZAli ] L T, Threat Defense Virtual
% OpenStack (2B L £ 7,

4 Management Center | Management Center % fifi | L 7= Threat Defense Virtual ¢4 £

[l OpenStack ~ Threat Defense Virtual O &R


ftdv-gsg_chapter12.pdf#nameddest=unique_29

I OpenStack ~ @ Threat Defense Virtual O & i
Threat Defense Virtual & OpenStack D ATIRSE 14 .

Threat Defense Virtual & OpenStack D Ai{E 54

» software.cisco.com 7> 5 qcow2 Threat Defense Virtual 4 A — Y 2B L F 97,

» Threat Defense Virtual 1%, 4—7"2 >/ — A ® OpenStack E% & Cisco VIM & HE x4 OpenStack
RECORMAEZYR—FLET,

OpenStack DA KZ A ZHE-> T OpenStack BRFEZ v N7 v 7 LET,
o A —7 YV —AD OpenStack NF¥ = A FEZZML T EEW,

Stein U U — A : https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/
overview.html

Queens U U — A : https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/
overview.html

* Cisco Virtualized Infrastructure Manager (VIM) OpenStack ® R = X > | (Cisco
Virtualized Infrastructure Manager D~ = =7 /L, 343 ~3.45) ZZH LTI EIW,

» Cisco A<— M7 7 b, Cisco Software Central CIE% CT& £,
« Threat Defense Virtual ~®D < A & A} 5.

* Management Center "6 ¥ 2 V7 h—EADTRXRTDOT A B AGEHEZHREL F
R

s TA U AOEBRGIEOFEMIZOWTIL,  [Secure Firewall Management Center Admin
Guide] @ TLicensing] #ZM L T 7ZE 0N,

c AU HE—T oA ADEN: :

o HHEA X —T x4 A (2) :1-D0F Threat Defense Virtual 2 Management Center |Z %
T DD ENET, b 1 DEZMBICEN S, Bl T 7 4 v 712
fEHCTEEEA,

e N A v X —T = A ALHE A > Z—T = A A : Threat Defense Virtual Z PNERD 7= 2
FERTY I A0 B —T A AZEERT DHT=DIHEH L E T,

o BIE/NR
* Threat Defense Virtual (27 7 ¥ AT 570D 7a—T (7 1P,

o P IR— b I TVA Threat Defense Virtual DF/3— g

. /§“—:\)5 :/7.0

« OpenStack DOV TlE, OpenStack DEAZM: (5 2—) ZBL T EEW,

» Threat Defense Virtual > A7 A DFEEZOW T, [Cisco Firepower Compatibility] % 2
LTLEEN,

OpenStack ~ Threat Defense Virtual DER [}


http://software.cisco.com
https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/overview.html
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://software.cisco.com/
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html

OpenStack ~® Threat Defense Virtual O &R |
. Threat Defense Virtual 35 & Uf OpenStack D44 K54 > L HIREE

Threat Defense Virtual & & U OpenStack D 54 K5 A > &
HIfRSE1E

YR— FEh HHEE
OpenStack |- Threat Defense Virtual Xk DFEREZ AR — ~ L ¥,

« OpenStack BREED AL B2 —F 4 > F ) — RTEIT STV D KVM /A 73— 3A D
Threat Defense Virtual o B

* OpenStack CLI

eHeat 7> 7L — F_— X DR

« OpenStack Horizon # > ¥ = AR — K
=Ty RE=F (F7H/N 1)

« T4 A BYOL D&% ¥ HE— k

* Management Center % fifi | L 7= Threat Defense Virtual &

« N7 A /3 : VirtlO, VPP, I LT SR-IOV

Threat Defense Virtual RYx— kS A 2 AD/IN T+ —T U AR

Threat Defense Virtual 1%, B A HESWTEAL D 2 L—T"» F L~ b VPN #55¢H| IR 2 12
TN T p—~v AT A AP R— L TVET,

% 1: Threat Defense Virtual #EfR{T 5 ICE D < S 4 & > RHBEDFIE

NI +—TVRFEE | T/ RfE4k (3 L— ~HIR RAVPN v < 3 Uil
7 /[RAM) iR

FTDv5 4 27/8 GB 100Mbps 50

FTDv10 4 27/8 GB 1Gbps 250

FTDv20 4 27/8 GB 3 Gbps 250

FTDv30 8 = 7/16 GB 5 Gbps 250

FTDv50 12 =7 /24 GB 10 Gbps 750

FTDv100 16 = 7/32 GB 16 Gbps 10,000

Threat Defense Virtual 7 /31 ZAD T A & ARAGO T A KT A 2D\ TIE,  [Secure Firewall
Management Center Admin Guide] @ [Licensing] OFEZZH L T 72 &0,

[l OpenStack ~ Threat Defense Virtual O &R



I OpenStack ~ @ Threat Defense Virtual O & i
OpenStack DB AE .

NITF—I U ADEREIL

Threat Defense Virtual Dig D/ 7 4 —< 2 A& EHTA7-DIZ. VM &R A F O %3
THIENTEET, IOV TIE,  [OpenStack TORAL DR & i) #2MRLC
<TEEWY,

Receive Side Scaling : Threat Defense Virtual | & Receive Side Scaling (RSS) %A — K LT\ E
T ZHE, Ry NI T E TR Lo THEO vy haTiixy NV—7ZE T
T4y T EGBTHEDIEHNENDT 7 /oy —T3, N—Ta 70 LUBETHR—FEh
TWET, FEMIZ OV TIEL,  [Receive Side Scaling (RSS) HOEEDORX F=— | #5HL T
<IEEwy,

Snort

s Snort D ¥ v ME T AZRER ST . VM BEEINGEL 725720 Lo 72 g
REENR R LN DA, BED T nk ANFEITI5H & X1TiX, Threat Defense Virtual
ﬁi@VMTxk#%m7%W$Li¢ 2RR7: CPUMEE, AE Y| VOMEHE, B

Ot AR /EEAREEOr Z7ONEIL, FEO N T TNy a—T 4 JITHELH E
@—o

*Snort D v b F T UBFIZIE, CPU & VO DEARNE L 720 £9, o2 AT ) 237
<. HHDCPUNLRWE—D KRR N EIZEE D Threat Defense Virtual A o A ¥V A DMERK
XN TWAEAIE, Snort D ¥ v & 7 T3> T Snort 2 7 BMERR S E T,

YiR— kIR

OpenStack = Threat Defense Virtual (XLL F & V4R — k LEHA,
s HEIZ r—v
* [Pv6

OpenStack DE A E {4

OpenStack BgEi1X, VAR —FINTWOHIN—FTU =7 & VT MY =7 OROEAEITHER L T
Z)Jé%i#&’?)@i@—o

%% 2: Open Source OpenStack D/IN\—FO 7 &V T b T7TDEH

Rl YR—hEheA—Tay  |EER

UARVAWACS N e UCS C240 M5 2B D UCS r— "—ZHEE L
4, os-controller / — K&
os-compute / — R{Z 1 BT D

<.

KZ A VIRTIO. IXGBE. I40E PR—=FENTNE FTAN
IRO LB TT,

OpenStack ~ Threat Defense Virtual DER [}


https://docs.openstack.org/keystone/rocky/admin/identity-performance.html
https://specs.openstack.org/openstack/nova-specs/specs/rocky/implemented/libvirt-virtio-set-queue-sizes.html

. OpenStack DEAE#

OpenStack ~® Threat Defense Virtual O &R |

Rl

HYR—bENEHNN—Tay

pE T

FARV—TF TV AT N

Ubuntu Server 18.04

ZhiE, UCs "j‘\——/\v—-(%é’:é
ERTVS 08 TT,

OpenStack /N\—3 3 >

Stein U U — &

S F & & 72 OpenStack U U —
ADEEFIZHOWTIE, KD
URL & L CTL7Z&0,

https://releases.openstack.org/

3% 3: Cisco VIM Managed OpenStack D/\— F )7 &7 bz TDER

AT3Y

P el N ¥ (W VA=

pE T

EARTARA S e

UCS C220-M5/UCS C240-M4

os-controller / — K Z & 123
. os-compute / — KiZ2 &
U ET, 565D UCS —rs3—

AHEREL £,

K< A X (Drivers)

VIRTIO, SRIOV, B XT'VPP

PHR— R ERTND KT A S
RO L BY T,

Cisco VIM X"— g

Cisco VIM 3.4.4
PR — b5

ANV =T 4T VRT
2 - Red Hat Enterprise
Linux 7.6

s OpenStack /N\— =z > -
OpenStack 13.0 (Queens V
J—X)

FERNZHOWTIE, A a8
AV TITANT I F v < F—
C¥DRFaAL 343~
345 L CTLIEE0,

& F ZF 72 OpenStack U Y —
ADFERNZ DN T,
https://releases.openstack.org/ %
ZRLTLLIEEN,

Cisco VIM 4.2.1
PR — PR

ANV =T 4 T VRT
2 - Red Hat Enterprise
Linux 8.2

» OpenStack /X— 3 > -
OpenStack 16.1 (kL1 >
JU—2)

R OWTIE, A R
AT ITANT I F ¥ v F—
VXD RFaAL N2 %S
LT 7EEN,

S F & 72 OpenStack UV —
A DFEAMZ DN T,
https://releases.openstack.org/ %
S LT EEN,

[l OpenStack ~ Threat Defense Virtual O &R



https://releases.openstack.org/
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://releases.openstack.org/
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_2_1/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-2-1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_2_1/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-2-1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_2_1/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-2-1.pdf
https://releases.openstack.org/

| OpenStack ~ Threat Defense Virtual &R

OpenStack _£ 0 Threat Defense Virtual D v kT —7% kRA 4| .

OpenStack 75 v b7+ —L kRO D

WDNZ, 2150 UCS ¥— N—%{f ] L C OpenStack TOERA %2 VR — 95720 DOHELE R
nYERLET,

X 1:0penStack 75 v b 7+ —L kRO D

Horizon

Neutron

Neutron networks

Neutron networks

OpenStack £ 0 Threat Defense Virtual D % v k7 —7% k7R
mZH

WD, Threat Defense Virtual F ¢ OpenStack [ZFRE SN 724 >DH 7 %~ b (FH, 2H.
WS, BLOIME) Zx7c—T > K 77 A7 U4 —/L F— RO Threat Defense Virtual ®
Fv hU—7 R PoflZRrLET,

OpenStack ~® Threat Defense Virtual 0 FE B .



OpenStack ~ Threat Defense Virtual DER |

B =rom=
[ 2: OpenStack T Threat Defense Virtual & Management Center Virtual £ L 1= k7RO D4l

KeyStone | Nova Glance

Swilt ]

Neutron networks

Neutron networks

REOBIE

3 A 2 ClE. Threat Defense Virtual % B4 2720 DY 7LV Heat 7> 7 L — h &2 L T
WEF, OpenStack > 7T AT 7 F ¥ DU Y —RAEERT 5 FIEIZ, x>y NT—2 BT

2y b, BIONVN—F A H—T = A ZAEAEET H7-DIZ, Heat 7 7 L— k
(deploy os_infra.yaml) 77 A /LT S E 7, Threat Defense Virtual O B FIAI

REPTROEIFITTHENET,
» Threat Defense Virtual gcow2 - A — 3% OpenStack Glance ' —E A {Z7 v 7 — K LE 7,

XYy NI—I AU TTFTANT I F X EBERLET,
Ry hU—7
A
N—=R AR =T A A
* Threat Defense Virtual 1 > A % » 2 & ER L £,
e 7L —N
X UT 4 T N—T
s T7u—7 47 1P

o f URAH A

WOFNEZFH LT, OpenStack |2 Threat Defense Virtual % BB T& £4,

. OpenStack ~® Threat Defense Virtual 0 &



I OpenStack ~ @ Threat Defense Virtual O & i

OpenStack ~@ Threat Defense Virtual 1 A — 07 v FO0—F .

OpenStack ~® Threat Defense Virtual £ A — D7 v 7
o—FK

&M

Threat Defense Virtual qcow2 4 A —3 % OpenStack 2> b e —5 /— RNiZab—_L, f A—T%
OpenStack Glance +—E 227 v 7 rm— R LET,

18D HHIIZ

Cisco.com 7% Threat Defense Virtual gqcow2 7 7 A /L& X 7> — K L, Linux 8 A MIEHIL
£

https://software.cisco.com/download/navigator.html

\)

GE)  Ciscocom D7 A U BLIOY AT —ERAZHNRNETI,

qcow2 4 A—T 7 7 A L% OpenStack 2> hr—5 /— N|Zab—L%E7,

AT 72 Threat Defense Virtual £ #* —"% OpenStack Glance —E A |27 v 7 u— L%,

ATvT3

root@ucs-os-controller:$ openstack image create <image name> --public --disk-
format gcow2 --container-format bare --file ./<ftdv_gcow2 file>

Threat Defense Virtual £ A — VRN IEFICT v 7o — N3N Z 2R LET,

root@ucs-os-controller:$ openstack image list

i -

root@ucs-os-controller:$ openstack image

list4==—————— e e e L L fomm————— +
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root @ucs-os-controller:$ openstack stack create ftdv-stack -e env.yaml-t deploy_ftdv.yaml

i

o e +
| Field | Value |
o e +
| id | 14624afl-e5fa-4096-bd86-c453bc2928ae |
| stack name | ftdv-stack

| description | FTDvtemplate

| creation time | 2020-12-07T14:55:052

| updated time | None

| stack status | CREATE IN PROGRESS

| stack status reason | Stack CREATE started
o e +
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root@ucs-os-controller:$ openstack stack list

i
| ID | Stack Name | Project | Stack
Status | Creation Time | Updated Time |
| 14624afl-e5fa-4096-bd86-c453bc2928ae | ftdv-stack | 13206e49b48740fdafca83796c6f4ads |
CREATE COMPLETE | 2020-12-07T14:55:05Z | None
| 198336cb-1186-45ab-858f-15ccd3b909c8 | infra-stack | 13206e49b48740fdafca83796c6f4ads |

| None |

CREATE COMPLETE | 2020-12-03T10:46:50%

| | | | | y
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