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EEHTOILOOTERA I =T 2 A ATT, ZhbiFary—rlaEB~sr~o7
7 AbEMELET,

vSphere Web Client TiX, T X TOEHEREAZ ] TZ £7, vSphere Client Ti&L, T4 H DO
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® (3 (2)
| T optonay 7 (Optora)
ESXi Host Hypzlgﬁi(:dng cPU eSufgpo i — 1hrei1i r?Lje;lense
@ v
Complete the
Threat Defense initial
Virtual CLI configuration
Management @ Manag‘e'ihreat
Center defense virtual with
or the management
Device Manager Ce”:ﬁ;g;gg:/ice
—9 AR—R Fig
1) Local Machine ESXiOVF 7 7' L— DX 7> a— K : Cisco.com 7> 5
— ATl A—7 M7 4 —~ > b (OVF) /v /r—
VEZYm—RLET,
2 ESXi KA A  (ESXi (EE) v A7 AT : Threat Defense Virtual & 32174
Host) HBYUARAT EDNAIR—A L T 4 v T RN LET,
3 ESXi A A k (BSXi | AT A Linux 2~ K74 %L T, CPU
Host) N— Ry =TT A ERE G TEET,
4 ESXi " A~ (BESXi |vSphere ESXi 75 A k~® Threat Defense Virtual @ &R :
Host) Threat Defense Virtual 77 7 A 7 v A % H—® ESXi 7 A
MIEHLET,
::,g\} Threat Defense Virtual | CLI % {# /] L 7= Threat Defense Virtual D&~ R 7 v 7 :
CLI ESXiOVF 7 > 7 L— L& [ L TR L7235 A1%, CLI
Zf#Fl L T Threat Defense Virtual i EJ 2 LENH Y
i —é—o
(6) Management Center ¥ 7= | Threat Defense Virtual & ¥ L £ 9,
\2/ .
3 Device Manager » Secure Firewall Management Center % fifi F§ L 72 Secure
Firewall Threat Defense Virtual D& ¥ (371 ~X—3)
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Firewall Threat Defense Virtual D& (389 ~X—3)
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vCenter Hypelsﬂre(ee\dng CPLYeSrllJfgport = three\:l/?r;if;ense
Management O dMe?:r?sgeevtlr;titaTr\;s;
Center or Device the management
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D—JAR—X Fig
(1) Local Machine VIOVF 77 L— D F 7 u— K : Cisco.com 75
— AFHREIR A —T AT +—~ >~ & (OVF) /3w /r—
VEXE—FRLET,
5 vSphere vCenter (f£&) A7 LEE : Threat Defense Virtual % 3173
DYAT DDONAN=A Lo T 4 TN LET,
3 vSphere vCenter VAT AEM  Linuxk 2w 2 R4 o &2FHA LT, CPU
N= R =TT L EHREBGTE £,
4 vSphere vCenter vSphere ESXi 75 Ak~ Threat Defense Virtual ® B :
Threat Defense Virtual 777 A 7 > A Z H— D ESXi &~
A MIEFRLET,
(5) Management Center % 7= | Threat Defense Virtual Z & 2 L £ 97,
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Firewall Threat Defense Virtual D& E (371 ~<—7)
» Secure Firewall Device Manager % fifi i L 7= Secure
Firewall Threat Defense Virtual D& # (389 ~2—)
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I HRELTBLMERHY £7°,
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vSphere Web Client (% 721 vSphere Client) ZfEfH L., [Z 74 )L (File) ]>[OVFT>7L— FDEM
(Deploy OVF Template) | %2V v 27 LT, BRNCH V> m— RL7ZOVF 7T 7' L— 7 7 A V% [
L/iTO

[OVF7 > 7L — h®#E A (Deploy OVF Template) | 7 « ¥ — KA F RSN ET,
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[OVF7 > 7' L — hDFEfll (OVF Template Details) | <— % fEid L. OVF 7 7' L— hofFi#R (B4
G, N—=Vary RuHL— Fura—RIA X T4 A7 EOVA X G EERL T, K~
(Next) 1227 U v 7 LET,
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L—h (VIT> 7L —FhDH) TRy r—IbIniz 74 B AZKELZHER L. KR (Accept) ] %
7V w7 LTIARVADEFEMHFIZFEL, K~ (Next) 1227 U v 7 LET,

[4 A1 &% FT (Name and Location) | X— T, ZDEBD4AI%E AJI L, Threat Defense Virtual % &5
BA LR NYNOBT (FA MERIZZ T AX) EBIRLT, [k~ Next) 1227V v 27 LET, 4
AHEA N P T AENT—ETHIUERD Y | K80 LFEMATEET,

VSphere Web Client Tl, A > X FJ B a—(ZEFBEMRA TV x 7 NOMBEREIERINET, 1
~Y b UlE, vCenter Server £7213AHR A hWEBXMNRA T V=7 N EFEHET 5B THEAT 5 EEHEET
I, Z ORI, vCenter Server (25 DT X TCOEMRMNBAT V27 FINEENTWET,

Threat Defense Virtual (732U YV —A2 F—/VIZBE) L TRINL, R~ (Next) |27V v 27 LET,
GE) ZON=VE, FTALIZY V= AT AREEN TV EHAICORERINET,

[EAFXE (Deployment Configuration) ] Z#&fR L £7°, [XE (Configuration) | K v X U X k)
b, PAR—=FZINTWNDH3DDVCPU/AEVEOWTEZEIR L, R~ (Next) 227V v LET,

BE . Threat Defense Virtual 1%, 3 [HE72 vCPU BLOAEV U VY —22FRA L CREBEINE
TO

W~ 7 7 A NVERAET D [PR(F (Storage) 1 HATZ @I L, [k~ (Next) 1227 U v 7 LET,

TDOR—UT, BT TAZEIFIARA N TT TICEEEINTWVWAT—F XA NT LR LUET, K8
a7 4 Xal—var 7y ANNBIMEET 4 A7 T AN, TOT—H A NTIRIFESN
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WICREE R G, BT RREDOME (Edit Settings) | ¥ A 727 Ry 7 ANSLFRy NI —7 KR TE
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DH)
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2y D= T7FTE |EETRY FT—Y BERY LT—9 Hre

Network adapter 1 Management(-0 Management0/0 Gt

Network adapter 2 Diagnostic 0-0 Diagnostic0/0 2 k7
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Tz A AZONWT, EFEILERY NU—IBIELWVSEER Yy NT—JIZw o BTSN, KT —H A 4 —
T A AN —EOY T Fy FELIZVLANIC v BV 7 SNTWA Z E 2R LET, 3T Threat
Defense Virtual f > % —7 = A ZA&FHTHILEIIH Y A, FHT DL TER/2NVA U F—T =1 AT
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TP —REMRER T R T  ZRELET,

INATT—FK
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XU RHE 7 Y v 7 L, Web ~<X— A Device Manager fi &% E Y —/V&HEHT 256 1T
(Yes) 1%L £9, ManagementCenter ] L CTZ DT /A AEFEHTHI2IE, Wiz (No) ]

FEIRLFET, BHAT T g VOBRFEOHEIZ DWW T, [Secure Firewall Threat Defense Virtual
FTNA ADEHEE Q=) | 2R LTIEEN,

T77A4AT724+—ILE—F

A7 7 AT 74— NE—REXRELET, [77A4 T V4 —/LE—F (FirewallMode) ]® Kr v~
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[N 7 AT Lk (Transparent) | D EH LRI L 77,
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HMASZATH[AX Y KT a2 (Standalone) | E721E[27 7 A# (Cluster) I ELET, [/ T AH

(Cluster) | Z@&IRL T, 7 ZAZHIFENY 7 ICHERT ¥ AR T7 L—LOTFRIEREDNLET, A
Ay R7arEidEm O RBICIE, [A% > R7 a2 (Standalone) | IR L EJ, AZ UK
TuaryTNA AL LTREALEGATHLZ ZAXTHEATEETN, BERIZZ ZAZ IV 7HO
X URT UL ERNCT DL, HEBALEICRD ZEICHERE LTI EEN,

f) Bk
[B—H <R —T % EHMIT S (Enable Local Manager) ] CT[WW 2 (No) ] ZBIN L7561
BHL AT 5 Firepower Management Center (2 Z D7 /34 AL EGRT HDIZMER T LT ¥ v V&S
ETDOMENDY £3, ROEFEHREATILET,

s [ #E % 1T 9 Defense Center (Managing Defense Center) ] : Management Center D7 A b4 £ 72 1% IP
T RVAZ AN LET,

o [B8kF— (Registration Key) ]: B&kF—iL, =—V—04EH 55—, 1 ERVEHATE,
37 LFLUTFICTHMERD Y £9°, A7 30FITE. BT (A~Z, a~z, 0~9) . BLUOAN
A7 (1) BRERBHY EF, T /34 X% Management Center (ZIBIIT 5 & X2, ZOBEY—%

BT HERNDH Y £77,
+ [NAT ID] : Threat Defense Virtual & Management Center 23 % v b7 —27 7 KL Z2Z5H#: (NAT) 7
INA AN Lo THBES LTV T, Management Center 23 NAT 7 /34 ADEHZRIZH DX, —E

@NAHD%AﬁLiTO;n . A—P—RNAERT S F— T\lﬁﬁbﬁﬁf%\wﬁ%uT
T DMERH Y £, ﬁ@ﬁi% X, B (A~Z, a~z, 0~9) . BLXUOANA 72 ()
BRENRHY FT,

g) [k~ (Next) |27 Vw7 LET,

[#Efi52 T (Ready To Complete) |27 >3 T, RARINTIEREMRLET, TNOHORELMHL
CTEMAAZMGT 212X, (KT (Finish) 1227V y 27 LET, EEAZMZLHI21E, [R5 (Back) 157
Uy 7 LCHIOEKFBEHIZEY £7,

F 7 a T, JRIABICERE A (Power on after deployment) | 47> a VNZF = v 7 ~<w—7 BfFT
C. Threat Defense Virtual DEJREZ A 2L, [#& T (Finish) 127 Vv 7 LET,

U 4 W — RNB5ET 325 &, vSphere Web Client |2 L » THEIE~ T U BNUBL S E T, [/ a2 — VUIE#H
(Global Information) ] fEIK® [t L7=4% 27 (Recent Tasks) ] XA > C [OVFEBR DML E
(Initialize OVF deployment) | A7 — % A &2l TE £7,

ZOFIERKE TS DL, [OVFT 7 L— FOJERH (Deploy OVF Template) |58 T A7 — X ANRKRI L
£,

Threat Defense Virtual £ ' A X L ANBA VR MY NOIRESINTZT—F B X —D FIZRRENET,
FLW VM ORENCIE, K30 00052 E03b0 £,

GH) Cisco Licensing Authority |Z Threat Defense Virtual % 1E 7 (2% 7 5 (Z1E, Threat Defense Virtual
WA H =Ry NT 7 BAPRETT, A F =Ry MR LTI B ARRET T S
5T, BARITBMORENLBEIZRDZENHY £7,
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55245 EBAO Day0 R 7 7 4 Lok

RDBERY
ROFML, FIRUIZEHE— NI Lo TRARY £,

s [R—AN<R—T ¥ EEHZNZT S (Enable Local Manager) | T [\ %2 (No) ] &L
72356 1L, Management Center % {#i /] L "C Threat Defense Virtual Z& 2 L £7, [Secure
Flrewall Management Center % i ] L 7= Secure Firewall Threat Defense Virtual D& 8 (371
N=) | EBRLTIES N,

BEA T g L OBERIFEOMEIZ DWW TIL,  [Secure Firewall Threat Defense Virtual /31 &
OEHE Q=) | 2BBRLTIEEN,

S A ERADDay 0 BRL T 7 1 LD EE(E

Threat Defense Virtual Z &7 280, HOHHADOa 7 ¥ b—Tar 77 AV EHEFT
TET, ZOT7 A M S OBARICE SN OMHIRET —F 2G5 T A b
T ANTT, ZOPMEREIX. ldayO-config] EWHTHFA K 77 ALt LTHREDIEE
T4 L7 RIS, S E T day0.iso 7 7 A/~ EAFINE T, Z D day0.iso 7 7 A v
NERPDOEEIRFIZ~ D > SN TiAR b ET,

| &

EE  dayliso 7 7 A /Ui, WAIDOT— MFIZMEHATEXHXLERH Y 77,

HARFZ Day 0 OFER T 7 A VEAEHT % & BA T =& X T Threat Defense Virtual 777 A
TUADHMRER TR CIFITTEET, WERETDHIENTEET,

e N a—H— S48 28KE (EULA) DEER,
« VAT ADIRA R,
EEET AT NOFH LWEEEZE SR T — R,

« WP E— K, Secure Firewall Threat Defense Virtual 7 /XA ZADEH I 2 2—) 25
LT 7EENy,

Management Center 7 f —/L K ([Fmclp]. [FmcRegKey]., [FmcNatld]) (ZfE#H % A L%
To AL TWRVWERE— RTIE, 74—V FEZZEOEEICLET,

A ==3

’777/1)7/7\75‘#:'@*/ NU—27 T 'fuﬁ‘é &%H‘T‘@‘é?\/ FD— 7 BT

» Threat Defense Virtual %27 7 AKX L LCTREBATOINAX L RT7a o TRAT 20 EHEET
DR AT,

)

G¥) Z OFITHE Linux 2MEH S TWETH, Windows DA HEREO2—T 4 VT 4 BB £
9,
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FIRDEE

F IR D FH

ATy T
ATvT2

ATvT3

ATv74
ATy TH
ATvT6
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1. Threat Defense Virtual % J£BH 92 Linux &R A Mor 27 A > LET,

2. Threat Defense Virtual H(Z [dayO-config] WO T F A N7 7 A LEERLET, ZOTF

ARNT 7 AN, 7 T AZRBORIE, * > MU —2FE, ¥ LU Management Center

OEHIZHET HERZEMNTHILERNH Y £,

TXARN T 7AN%EISO 7 7 A WA L TRAECD-ROM # AR L 7,

H—4y RO ESXi R A hcu 74 v LET,

27 A% E— KT Threat Defense Virtual ZJ&B 4 2~ A v AZ V AZRE LT,

WA~ > v DB E A NTT DRI, ER LTZday0 DISOA A=V 7 7 A VL ESR LT,

[/»— K7 = 7#%i% (Hardware Configuration) | DFXED FiZdH 5 [CD/DVD K7 A 71
(CD/DVDdrive 1) | 7 4 —/V RIZT % v FLET,

7 R~ OBERE AN LT, 7 7 AKX E— KT Threat Defense Virtual % &R L £,

o asw

Threat Defense Virtual % 595 Linux 8 A Mza 7 A » LE9,

Threat Defense Virtual fIZ TdayO-config] EWH T HF AR TZ 7 A VEIERLET, ZOTFA N7 7 A 1IZ
X, 77 AXBHOKE., *v bU—27%E., I U Management Center DEERIZEH T 2 FH A2 BT 5 4
b0 E7,

51 -

#Firepower Threat Defense

{

"DeploymentType": "Cluster"

Management Center 7 f —/L K ([Fmclp]. [FmcRegKey]. [FmcNatld]) (ZfE#HZ AN LEI, FEHL W72
WEBA TV a OBEIT. LD T 4=V REZEHDEEICLET,

TRAN T ANEISO 7 7 A TR L TIRFECD-ROM Z 4R LE7,
5 -

/usr/bin/genisoimage -r -o day0.iso dayO-config

Z—4y PO ESXi ARA MouaZ A LET,
7 5 A X% — K C Threat Defense Virtual & BT A~ A VAKX U ABHEET,

B~ o OFEPE A NT DENS, VB L2 day0 DISO A A=Y 7 7 A VEBR LT, [~ K =T
1% (Hardware Configuration) ] DF%ED FIZ& 5 [CD/DVD K7 A 71 (CD/DVDdrive 1) |1 7 4 —/L RiZ
THyFLET,

R~ v OERZF LT, 7 T AZE— T Threat Defense Virtual 2 BB L F 3,
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vSphere ESXi 78 Xk~ @ Threat Defense Virtual O & [

PLFOFINEZEH LT, Threat Defense Virtual 777 A 7 > A% H—D ESXi 8 A MIJER L £
9, VMware Host Client (37213 vSphere Client) ZfEiH L T, H—®ESXih A M & EFH T,
Threat Defense Virtual = 3 D REEICFRE & W o 7oA L D AR 0 BB/ FOE B X A 7 %
FITTEET,

\}

(3¥£)  VMware Host Client (% vSphere Web Client & —H'—A > X —7 = 4 AL TNET R, o7z
SERLDHLEDTHDZ LITHEE L TL7Z SV, vSphere Web Client X, vCenter Server |ZH2#t L
THELD ESXi A A R &EHT 554 EM LET, —J. VMware Host Client [ZH.— ESXi
RA N EERT DGEIEN L ET,

vCenter B#$5|Z Threat Defense Virtual 7 77 A 7 > 2 & J&BA T 5 H1EIC DWW T, TvSphere
vCenter ~~@ Threat Defense Virtual DJERH (24 X—) | 2L T &,

1R BHHEIIZ

» Threat Defense Virtual %8 A3~ 5 HijlZ, vSphere (FHLH) TH7< b1 2DOFRy hU—
7 HERELTBLMERHY £7°,

X2FTw 1  Cisco.com 75 VMware ESXi 1 Threat Defense Virtual £ > 2 h—/L Xy r—2 % F 7 o — LT,
n—HVEBRa o — X RFELET,

https://www.cisco.com/go/ftd-software

Cisco.com ~D 1 7 A L & v A aV— RN METT,

ATYT2 tar 77 ANEEET AL PVICELET, T4V 27 PUDDLT7 7 A VEHIBRLARNWTS 7ZE0, &
D77 ANPNEENRTNET,

* Cisco_Firepower Threat Defense Virtual-VI-X.X.X-xx.ovf : vCenter /& B H

* Cisco_Firepower Threat Defense Virtual-ESXi-X.X.X-xx.ovf : ESXi J& B H

» Cisco_Firepower Threat Defense Virtual-X.X.X-xx.vmdk : VMware (K487 + A2 7 7 A )V

* Cisco_Firepower Threat Defense Virtual-VI-X.X.X-xx.mf : vCenter Bl ~=7 ==X F 7 7 A /L

* Cisco_Firepower Threat Defense Virtual-ESXi-X.X.X-xx.mf : ESXi B H~=7 A F 7 7 1)L

ZIZT XXX, #ovm—RL7eT7—=IAT 77 ANDN—=Va L eV RESERLET,

ATwF3 T Z YT, hitp://host-name/ui E 7= 13 http://host-IP-address/ui DR T, x50 ESXi A8 A M4 £ 721X IP
7 RLRAEZATILET,

0 7oA VEEPFERINET,
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. vSphere ESXi 7R X ~ ~® Threat Defense Virtual D &

ATvT4
ATvT5

ATvT6

ATy 17

ATvT8

ATvT9

ATy 710

ATy 71
ATvT12

BHEDZ—YP L LR T—REASNLET,

[227 A4 (Login) 127 Vv 7 LTHATLET,

INT, =7 v hOESXiARA Mzua /A LE LK,

VMware Host Client DA > x> kU T, [ARA F (Host) 1247V v L, [VMOAER/EEk (Create/Register

VM) ] &@RLE7,

[FTHE~ > > 7 ¢ — F (New Virtual Machine Wizard) ] 2388 & £,

[ER 2 A 7 D3I (Select creation type) | ~— T, [OVFE7IXOVAT 7 A Vi DAREE~ v &8 A

(Deploy a virtual machine from an OVF or OVA file) ] ZE&R L, [IK~ (Next) 127V v 7 LET,

7 4 F— KD [OVFEB L OVMDK 7 7 A /L DI (Select OVF and VMDK files) | ~X— 3 TR OEIEEAT

l/ A i j‘o

a) Threat Defense Virtual ~ 3 > O£ #iE A LET,
B~ AT LFETED LI ENTEET, vV AFBESXi A LV AF S ADPT—E
T D ERHY £,

b) HFWXA %7 YU w7 L., Threat Defense Virtualtar 7 7 A VERK L7274 L7 U R L T,
ESXiOVF 7> 7L — b &AJfET % VMDK 7 7 A /L &8 R L £7,
Cisco_Firepower Threat Defense Virtual-ESXi-X.X.X-xx.ovf

Cisco_Firepower Threat Defense Virtual-X.X. X-xx.vmdk
ZIT XXXxxlE, Zouva—RLieT—HAT 77 ANDNR—=a eV REEERLET,
EB W3 ESXi OVF 2@ L TS 72 &0,

R~ (Next) | &7 Vw7 LET,
FRHLTWAE—H LI AT AR RN L —U0BXFE9,

VAP = RO[A M L—V DN (Selectstorage) |X— T, 77 EAWRRRT —F AT DU A )b
T—RARNT H@ERLET,

AR~V DBRET 7 ANETRTCOFRIET A AN, ZOF—FZANTIREINET, T—F A K
TiIEFENEN., YA X, WE, AR 0T a T o RERRDGENRHY 9,

[k~ (Next) 127 U v 7 LET,

Threat Defense Virtual @ ESXi OVF & —##Z/3y 7 — AL SN T 5 [BFHA 72 2 > (Deployment

options) ] Z&XE L7,

a) [*y hT—27~<v 2 (Network Mapping) ]: OVF 7> 7' L — N CIEINTRry NU—T %A
VRNV DOX Yy NU—ZIZw v 7L, IR~ (Next) |27V v 7 LET,
Management 0-0 1 > % —7 = A A0, A U F—F v MPLEFEWREZR VM Xy b U —7 L BT
ODNTNWDLZ e LET, FFEHA L F—7 = A A, BFHE— FIZIL U T Management Center
F 721% Device Manager 2> L% E TX £,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)



| VMware ~® Threat Defense Virtual 0 &
vSphere ESXi 7R X k ~® Threat Defense Virtual O f& B .

BEE Threat Defense Virtual VMware Tlid, RAET /N4 A &21EKT 5 & 12, T 7 4 /L b vmxnet3
A HE =T 2 A AR E LIz, VHNE, 77 4/L MiZel000 TL7Z, €1000 A > & —
T oA AEMEHLTOWAEEIE, UV L2 R LET, Vmxnet3 DT /34
ARTANEFR Yy NU—=THHEIIESXi A R—=_A P LFEAEINTNDD, EHTH
U —2ARNL7lip), Xy hT—=7 T 3—<2ARMHELET,

2y MU= F TNV 77Xy MEZR S TWRWAEERHV 9, Xy hY—27 F /RO 52 &
DIEFE IR R AR, T [RREDHE (Edit Settings) | ¥ A TR 7Ry 7 ANSLFRy NI —T %
EWCTXF9, EHH%. Threat Defense Virtual f > A X > A% 47 U v 7 LT [REDHE (Edit
Settings) | &#®IN L E 9, 7272 L. Z OMWimEZIL Threat Defense Virtual D ID (ZF RS NEFA (R
NT—0 727 52IDDH)

PITFIZ7RT . ThreatDefense Virtual f v X —7 = A AD Xy NI — I T X TR FEILRXY NT—7
ity FU— 27 ORGEBRL TSN (ZhbiEvmxnet3 T 7 /L hDA X —T = A AT
T) .

REFZETMOEERY FT—I DTV EY : vmxnet3

Ry D=9 TETE |REERLY T ERY FT—5 Hae

Network adapter 1 Management0-0 Management(0/0 g

Network adapter 2 Diagnostic 0-0 Diagnostic0/0 2k

v NU—2 7 X% | GigabitEthernet0-0 GigabitEthernet 0/0 ST — A

3

Fw hU—2 7 &7 4 | GigabitEthernet0-1 GigabitEthernet 0/1 NER B A

4

v NU—2r 7 X% | GigabitEthernet0-2 GigabitEthernet 0/2 F—H NS T 4w (F
5 Fvay)

*x v NU—2 7 & 7% |GigabitEthernet 0-3 GigabitEthernet 0/3 F—E N NFT 47 (F
6 Ta )

Z* v NU—2» 7 %% |GigabitEthernet 0-4 GigabitEthernet 0/4 F—R NS T 4w (F
7 Tay)

*x v NU—2 7 &% |GigabitEthernet 0-5 GigabitEthernet 0/5 F—E N NTFT 47 (F
8 Taly)

* v NU—27 7 X% |GigabitEthernet 0-6 GigabitEthernet 0/6 F—R N NS5 T 4w (F
9 Ta )

v NU—2 7 X7 % |GigabitEthernet 0-7 GigabitEthernet 0/7 F—E NS T 47 F
10 Ta )

Threat Defense Virtual 2 BB 2121, 10O A v X —T =24 AEEETEET, T—F AV
H—T 2 A AZHONWT, EETLTRYy U= NIELVWEERy hU—2 vy B 7 &n, &5 —
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. CLI Z {5 A L = Threat Defense Virtual Dty F 7 v 7

ATy 713

BA L HE—=T 2 AN—FEDOH T Fy FELIZVLAN IZ v B 7 ENTWAZ 2R LET,
§-XC D Threat Defense Virtual f > % —7 = A4 AZMEHT 208 IH Y A, FEHT L TERZN
A B —T = A AZOWTIE, Threat Defense Virtual ZXENTEDA VX —T = A A MWHOFE FIZ
LTBWTHWERA,

b) [T A7 7ty a=7 (Diskprovisioning) |: R~ DIRAET 4 27 HRIFT DT ODT 1
A7 R EBIR L 7,
[>> 7 (Thick) | 7mbEYa=v 7 %EBRTLHE, TRXTOANL—UREEBIZHV Y TOHNE
T, [¥> (Thin) | 7RrEVa=V 7 52RNTEE, T—FBNRET 4 A7 ICEZIAEND L X
VNS CTA ML —URED B ToNET, £/, Yo7 rEYa =7k \ﬁﬁ7774
T ADRERICE T SR A BN TE E T,

Ein==4

R~ > T ¢ P — RO [¥#Ef5E T (Ready To Complete) ] ~— T, A~ v O ELMR L E

j—o

a) (LEE) VA4V —FORTCEMEREZIIEET DL, [ED (back) 1227V v 7 LTRED £7,

b) (EE) 1ERZ A7 ZWEL T 4P —FEHLI2E., [Fry kL (Cancel) 227V v 27 LE
7

¢) [#7T (Finish) 1227V v 7 LUTHERZ AV 25T L, V4P —FEKTLET,

T4 —FKRETTHE, ESXiRA ML T VM MRS E ¥, BEAD AT — & A3 [Hilifk
FIL7=% A7 (Recent Tasks) | CHERRCX E7, EHIKIIT 5 &, [FEFR (Results) 15 [IEHFIZ
587 (Completed successfully) ] MFERINFET,

#r LU Threat Defense Virtual liA8~ 22 o XX 2 Z73, ESXi R A hORME~ oA " U D
TICRRENET, HLWMAE~ > ORI, mR30001ND2ERHD £7,
G Cisco Licensing Authority {Z Threat Defense Virtual % 1E 7 (28 $% 3 5 (Z1%, Threat Defense

Virtual 124 >V Z—% v N T 7 BEARMLETT, L FZ—F% v M aﬁﬁbfﬁ4'-k‘/7\>}1"<
GEASE T EF A2, BEABRIZENORENVEIZRDZ ERH D 4,

RDBERY

cCLIZERH L THRAET A 2Dty N T v 7 &25% T LET, 2L, ESXiOVF7 > 7' L—
k % A L C Threat Defense Virtual % B3 255 DORO FNEIZ /Y £9, [CLI 2 H
L 7= Threat Defense Virtual D& >~ b7 v 7 (34 X—) | 2SR L T 7ZEV,

CLI Z{# A L 7= Threat Defense Virtual Dt v k7 v 7

ESXi OVF 7 > 7' L — M &ffi Hl L THRBA L7258 1%, CLI Z{£H L T Threat Defense Virtual %
Ty T o 7T HMENSH Y F£9, Threat Defense Virtual 7 77 A 7 > AIZIE Web A & —
TxAARHY FH A, T2, BEFFICVIOVF T 7 L— &R L, By T v 7 U4
P—REFEH L7286, CLIZHHAL TV AT AMIMERBRELXITHI) LN TEE
7
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| VMware ~ () Threat Defense Virtual D E B
CLI %A L 1= Threat Defense Virtual Dty F 7 v 7 .

A\

GE) VIOVFT U7 VL— L&A LTCERBEL, oty T v 7 U4 P— &2 LI5S
BTN ANEREFRATHY . TNULEOT A AFRTEIILEDLH Y A, u[ﬁnp@%J 5]
T AEHE— NIZL->TRAY 1,

ﬂi

B LS BRESNET A RZHH TR I A 5 & X2, EULA #5A CRET 26828 H 0
FT, R, By FT v I T T Mo THEHART — REEH L, 731 A0 % |
D SRR LT 7 AT e — RERE L ET

Yty T T T a7 MR D BT, BEEOBREEN H 5B/ T, BRI (yn) DXL H I
FEIMCHENTRINET, 7740 MEIL, [yl DX IICKT vy aNIZFZEI L ET, #IR
PHEE T HI2iX, Enter ¥ — 28 L £ 9,

ATFYv 1 VMware =2 Y —/LZBE£9,

AT w T2 [firepower 7 A > (firepower login) ] 7’2 > 7 kT, —H%—4 admin & /X2 Y — K Admin123 OF 7 %
VDI VT vy rTRIA U LET,

AT w73 Threat Defense Virtual > 2T AREENTH L, By F T v 7 U 4 P — R TU AT LAOREICHERKRDOE
HOANIBRDBENET,

o Bl IRFAE S OO [F
T LWEBE SAT — R
« IPv4 F 7213 IPv6 DK
« IPv4 %7213 IPv6 ¢ DHCP 3% /&
cEHAR—FDIPVAT RLAREHF TRy bR T F2EIPV6 T RLAET LT 4w T A
« VAT LA
T ITHNIT =T = A
*DNSt v b7 v
« HTTP 711 % &
« EPE— K (72— /L& T Device Manager % fi )

ATYTE By N T T4 P —RFORELMHRLET, ?7¢/bM FIELENC A LTS B a NIZFE R S
NFET, UBNCAN L2 FOF FHEHT A1, Enter L E 9,

RENFIEINT- L ZIZ, VMware 22 Y — /WA v E—UNERRINDLGERH Y £7,

RT9TE Tar 7 Mo TV AT AREXITVET,
ATV T6 TV —)L) firepower # 70T MIRDH L X2, REDEFIATONZZ L 2R LET,
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VMware ~® Threat Defense Virtual ® &R |
B esximcoior—<ozont

GE) Cisco Licensing Authority |Z Threat Defense Virtual % 1F 7 |28 $% 3" 5 1Z1%, Threat Defense Virtual
WAV E—Ry TV BABKETT, A F—Xy MR LTI U AREREZE T IH
HITIE, BARICBMORENLEIZRD Z ERHY £7,

RDBRY
WOFNEIL, BIRLUEHEHE— ML TR 7,

s [R—IN<F—T ¥ EAHZNZT S (Enable Local Manager) ] T [\ %2 (No) ] &EINL
72354 1%L, Management Center % {#i ] L "C Threat Defense Virtual Z&#E L £7, [Secure
Flrewall Management Center % i ] L 7= Secure Firewall Threat Defense Virtual D& # (371
~N=2) | ZBRLTIEEN,

BHA T Y g v OEIRTEOHEIEIZ W TIL,  [Secure Firewall Threat Defense Virtual 7 /XA A
OEHIE Q=) | 2L TN,

ESXi B TOD/INTA—I 2 ADMAEL

ESXiA A b CPURRREFOFNE Z iiTE T 5 Z L1121 » T, ESXiBBHEN O Threat Defense Virtual
DINT f—< A% ESE5HZ LN TEET, [Scheduling Affinity] 7> a 2k > T, K
ﬁvavmxmu%$x%@%@37(%iwﬂ4ﬂ%xv/?4yﬁﬁﬁ@’ﬁofwé%
BDONAN—ALy R) IZEDX IS EL0EHIETEEd, ZOMREEEHTIUL.
A~ B FBELET 74 =7 48y FAOT Ry HICEHIV Y TLHZENTEET,

FEICOWTIE, BUFO VMware R a2 A P 2B L TIES0,
« [Administering CPU Resources| M % ( [vSphere Resource Management] ) .
+ [Performance Best Practices for VMware vSphere]

» vSphere Client D42 7 A >~V 7,

NUMADHA FS5 4>

Non-uniform Memory Access (NUMA) (%, v~V F7at v+ 272070t v Hixd 2 A
AVAEYEY 2= VOREICOWTHRTH2HAEAEY 7 —F 7 7 F ¥ T, Faky¥Rn
HED/—FK (VE—FAEY) WIFELRWAEVIZT 78 ATL8AIE. a—h A€
VIZT 78 AT 58558 50 HIKEHOHEE T, NUMA #5270 LT — 4 2k 2 08N H
nET,

X86H— =T —F T I F ¥ X, HEOY Yy bBIOY Y NNOEEO a7 THK ST
WET, £CPU Y7y hEZDAEIRBIOTVO M, NUMA / — REEENRES, AE U M»n
STy B EIRICHEARDIZIE. FANT 7N = a B XOBEEA T STV E

s (NIC 72 ) MFEILC/ — FRNIZEETILERH Y £7,
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| VMware ~® Threat Defense Virtual ® &
SRIOV A v 2 —T x4 2nFnECa=ys [

B¢ 1 72 Threat Defense Virtual /N7 +—~ > A ZEH T 5120

« Threat Defense Virtual VM 1%, 1 2D NUMA / — R FCETTAHMLERH Y T, 1 oD
Threat Defense Virtual 232 2D Y /7~ F TEITEIND L OB SN TWBAEE, X7 4 —
~ AT RIBICIE T LET,

+ 8 =1 7 Threat Defense Virtual TiZ, ;A K CPUDE V7~ b, TNEN 8L LD a7
A TCWDRENRH Y £9, == ETEITINTWHDHMDOVMIZOWTHLEET D
VERH Y £,

« 16 =17 Threat Defense Virtual Ci{%. " A k CPU L&V 7> b3, ENEF 16 [HLL ED
AT EHATCWDYERHY 9, —_"—ETETEINTVDHMOVMIZONTHEE
THMLENDY FT,

« NIC /%, Threat Defense Virtual VM & [6] U NUMA / — R EIZH DA MLERH D £5°,

NUMA ¥ 27 A& ESXi OfEHICET 5FEMIZ OV TIE, VMware R¥F = A > & [vphere
ResourceManagement)] ., i D VMware ESXiN—Y 3 VA S LTS ZE, 20O R¥=
AV MBI OZEOMOREE K% o A NORE=T 1 ¥ a »E2ERT 521,
http://www.vmware.com/support/pubs S L T 72X 0, .

SR-IOVA U2 —J (A RDTAEY 3=V

Single Root I/O Virtualization (SR-IOV) 2LV, EEIERT AN AL —FT 47 VAT A
EFEITLTWDEEDO VM 3, KA R = —HNOHE—~D PCle v bV —7 T X 74 % Itfg
TE5LE912720 E9, SRIOV TiE, VMR y NU—7 TH T X2 L O TEHET — 4 %
BTEX, NA RN PFENRNNNNRTHIET, Xy NI =T DANL—T > RN LY—
N—@ CPU AR MET LET, HUID x86 —/3— 7t v 2L, SR-IOV IZHERZ A
L7k AEY OEERSEDMOBIEEZRZIZT D Intel VI-d T 7 /o o—7 Y Fy 7y k
DOYLEMERE R STV ET,

SR-IOV HAETIEZ, KD 2 ODFNA R XA THNEHRINTNET,

o FRERE (PF) : EEARRIIC A Z T ¢ » 7 NIC T7, PFIL., SR-IOVHfEAZ & 55472 PCle
TR ATY, PFIL, #H O PCle 7734 A& L TR, BB, RESNET, H—PF
I, —EORAERE% (VF) OFBEBIUORELRILTE E7,

s Virtual Function (VF) : # A+ > 7 yNICIZELTWET, VFIZ, T — X BENIVE ik
KIRD Y Y — R T 25, TR EITREDOIRAIEPCle 7 /34 A TY, VFIXEEMIZIX
FHINT. PPEN L CEERIOEHINET, 1 DU EDVFZ 15D VMIZEID 4
THIENTEET,

VF X, (REEfb SN A XL —F 4 7 2 2F N 7 L—2AU— 27 NO Threat Defense Virtual {i

FH~ 3 U NTHK 10 Gbps D#ERi 2l CE 9, Z D& 7 v 3 »Tld, VMware 8855 C VF %
RETHHECOWTHHALET,
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VMware ~ Threat Defense Virtual DB |
B srioviis—czqzroRzETSHF4R

SRIOVA A —TITA ADRRA TSSO T4 R

SR-IOVA A —T A RIZEHTBH4 KS4 >

VMware vSphere 5.1 EAED U U — 2%, FFE O EDEREE T L2 SRIOV Z 7R — K LERA,
vSphere D —EFDFEREIX. SR-IOV BNAWNC/ > T D LHEREL £H A,

Threat Defense Virtual & SR-IOV (28T 5 2 A7 AEARITI 2 T, VMware & SR-IOV (2855
ZHE, BAR— S TWD NIC, #EEDF AN, BXOT v 77 L— FEADFHHIZONT
X, VMware ¥ == 7 /LIN® [Supported Configurations for Using SR-IOV | THERT D LE R H
DET,

Zov 7 v a T, VMware VAT A LD SRIOV A X —T A ADTaya =7\
I3 E8E Rty M7y FFIRLREFIRZ RLET, Z0k7 v a NOFRIT,
VMware ESXi 6.0 & vSphere Web Client, Cisco UCS C U —X #—/3—_ 35 J. (" Intel Ethernet
Server Adapter X520 - DA2 Z i/ L7245 ED 7 RERNDOT /34 ANBIER S L7z b D TT,

SR-IOV A 42 —D x4 AT B 4IEEIF

Threat Defense Virtual Z & #95 &, ESXi TE/RINDNEF & IXW DNEF T, SR-IOV A > & —
Tz ANERINDIGERDHVET, ZHICED, /X —T A ARTEZT—NREL,
¥#7E @ Threat Defense Virtual =3 > ~D R » s U — 7 RN KT 28550350 £,

A

A& Threat Defense Virtual ¢ SR-IOV % NI —27 4 X —T = A ADOREZXZFIET DRI, 1~
B =T 2 A Ay T EMERTHIEREETT, T2k, Xy hT—F S F—
T2 A ADREN, VMEAFDIELWMHEMACT RLAA VX —T x4 AZHEAENET,

Threat Defense Virtual ’EEEN L7~ 5, MACT RL AL A U H—T 2 AD~ v VU T HMERT
T E 7, showinterface a2~ FZEHLT, 1 F—T7 2 ADMACT RL AR E A
H—T 2 A ADFFMEREHRLET, A1 F—T =2 AEV Y THRIELWZ & 2RI HIC
I%. show kerndl ifconfig =~ > FOfESR & MAC 7 KL A& L £,

ixghe-vf f 2 —J = A4 ADFEADHIPREIE
ixgbe-vf £ V' F —T = A AEFEHT HGE. ROFIRFERH Y 7,
o FARVM T, VFEZESERE— NICRETEEHA, TDO0, ixgbe-vif O ARET b
FGUART Lk = RN R—FENFET AL

¢« FAKNVM TiX, VF L CMACT RLRAZRETEERA, £DOH, HAHFIIMACT

FL AN SN EE A, Mo Threat Defense Virtual 77 » b 7 4 — Lo A o % —7 =
AABATEER LG A FEESNET, HAZ7 = — LA —N—X IPT KL RAEZT
TATINOAZ U NAIIBITTHZ LI Lo THREL £,

Y

Gx) ZOFIRIX, i40e-vE A U H—T = A AT HbEAINET,
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| VMware ~® Threat Defense Virtual ® &
esxi 2  Blos iz ]

s Cisco UCSB #—/3—(J ixgbe-vf ® vNIC # VA~ — F LEHA,

. 71»*/1/7\1‘**/*‘** v b7 v TIX, XTI > TV 5 Threat Defense Virtual (777 A ~
UAEE) ICEENEET D L A X /34 Threat Defense Virtual 2E@E 237 7 A < U IEE O
*‘/V’i’gl%ﬂ_%\ FDOALHE—Tx2A AP T KL ANAHZ /A Threat Defense Virtual
EEOH LWMAC 7 RVATEH T SN ET, £ D%, Threat Defense Virtual (% Gratuitous
Address Resolution Protocol (ARP) B Z#EE LT, /¥ —7 =4 AIP7 KL ADMAC
7T RUVADEFEZFE LRy NT—27 EOMOT A 2 Z@mLEd, 72720, £ ¥ —
T oA ALX A TOIEEHMEIZ LD | Gratuitous ARP EFTIL, /1 X —T7 A AIPT KL A
%ﬁu~ﬂwm7va’Wm#étw®NHEKMMWXT FA P TERSN
TWb 27— VLIP T RLRICEEESERHA,

ESXi R X ~ BIOS D &R

JR 8O HHEIIZ

VMware |Z SR-IOV A > % — 7 = A A %1 2 7= Threat Defense Virtual %238 A4 221, 48[k
EYHR—=FLTADNCTI2LERH Y 9, VMware TlZ, SR-IOV VR — MBI 47
A > @ [Compatibility Guidel] 7217 C72 <, AL A ES N ZMRINT 5 X U7 v — R
7% [CPU Identification Utility] &7 T, ALY R — M OXFMERFE LML TWET,

F7-, BSXiRA Mza /A o352 L2k > T, BIOSHN TRIIEDN AN > TWEMNE S
MEHWMTEZ EHTEET,

ATV T RONTNOOFEEZHEH LT, ESXi = /mcn /1 LET,

c RAMADEEET 7 EAROLGEIT, A2 2L T, v~ roiar Yy —ron 7 r~"—
X ET,

e RAMIVE—FTHERL TWDEHAIX, SSHERITMOY E—bF a Y —A8a AL T, KX
FEDEvYyT s oEBEBLET,

ATYT2 FAMIE > TR#WESNL2—FHL AR =R AN LET,
AT 73 Run the following commands:

esxcfg-info|grep "\----\HV Support"

« HV Support =~ > RO L, FEHATRERNA N—N_A P R— DX A TERLET, FREEOSH
DEDHAELLTITRLET,

+0: VI/AMD-V X, Y FR—FRZDON—FRy =27 TIHMEHATE NI EE2RLET,

1 : VI/AMD-V {%. VT £721X AMD-V ZffHC& TN, ZON— KU =7 TiZ¥FR—rEnpnz
LERRLET,

«2: VI/AMD-V %, VT £7213 AMD-V T 925, BE, BIOS N THZ > T\ Z
FRLET,

*3: VI/AMD-V [%. VT £721% AMD-V 23 BIOS WCHZNI 72> THBY, fEHCTE 2 L2 RLFET,
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VMware ~ Threat Defense Virtual DB |
B == rpE7 575 Lco SRV oA

~ # esxcfg-info|grep "\----\HV Support"
| ====HV SUPPOTL ..ttt ittt ettt 3

ED 3 1%, AR YR —F S TEY, AMNIR>TNDH I EaRLET,

RDRERY
RA NPT X7 Z T SRIOV ZHENMC LET,

KRR NET A T2 ETO SRIOVDERIE

AR~ o v B AARRERE I 85553 D RiTC, vSphere Web Client 2 f L C, SR-IOV Z A% L.,
BRA N EOREEEOHARELET,
188 BRI

¢ SRIOV H#aAR >y NU—T f v H—T A A H—FK (NIC) B"A VA= ENTWNAHZ
CEMELET, [VATLEMYE 5—) | 2R LTIIEIN,

AT w71 vSphere Web Client T, SR-IOV #HNZT 25 ESXi R A MIBEIL 7,
AT w72 [Manage] ¥ 7 C. [Networking] %72 U > 7 L. [Physical adapters] % &R L £,

SR-IOV 7B RT 4 & THZ IR0 T X7 ZHSRIOV ZH R — b L TNDHNE ) NEERT
TET,

ATw 73 WET X7 K &38R L, [Edit adapter settings] 2727 U » 7 LET,
AT w74 SRIOV O F T, [Status] K2 v 7 X7 A ==a—7/5 [Enabled] 23R L £7,
AT 75 [Number of virtual functions] 7F A "R v 7 A2, T X T HITHET HIEEIEO A AT L E T,
GH) AH=T2A 2B 2OULED VF LGN 2@l LES, Wi, 2—T =
A AZRBEOFAEERETIEET DL N7+ —< AR T T LR H Y £7,

ATv7T6 [OK]ZZ7 U7 LET,
ATvT71 ESXi R A EHEE LT,

WELT X752 T N CRBLENNIC KR — N CERARSEEN T 7 7 4 71220 £3, Zhbid, mA D
[Settings] % 7' @ [PCI Devices] U A MZERENET,

RDERY
« SR-IOV HEHE & R E &2 B HLJ 2 72D OFEYE vSwitch Z1EE L £,
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ATvT6

ATy F1
ATv7S8

SR-IOV A V' #—7 = A AZEHT 572D vSphere A A v FZ{ER L £7,

vSphere Web Client T, ESXi &R A MIB#EIL £,
[Manage] C. [Networking] Z &R L T/ 5, [Virtual switches] 38R L £ 7,
7T A (+) FLEfE OB OMERT A 2T D [Add host networking] 7 A 2> &7 U v 7 LET,

[EH#EX A F AR~ 2 R — bk 7 L—7 (Virtual Machine Port Group for a Standard Switch) ] ¥t 4 A 7
I C, [k~ (Next) 1227 Vv LET,

[New standard switch] Z 3R LT, [Next] 7 U v 27 LE7,

MRy NU—2 TETZEH LUWEER A v FITBMLET,

a) FIVHTHNLTHTEZDOTT, DT TR (+) fimad s V7 LTT X725 BILET,

b) VARMNSSRIOVIZHIGT D F Y hT—7 f X —T = A& @R LET, /=& 20E, Intel(R) 82599
10 Gigabit Dual Port Network Connection % H&4R L £,

c) [Failover order group] K& v 74 7 A == —"T, [Active adapters] 2> SR L F 7,

d) [OK]Z27 U w7 LET,

SR-IOV vSwitch @ [Network label] # AJJ LT, [Next] #7 V v 27 LT,

[Ready to complete] ~~— ¥ CEHR AR L CT22 6, [Finish) 227 U v 7 LE T,
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ET7x7V 7 LET,
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—é—O
ATy T3 BRI~ v OEREA7ICLET,

AT 74 Threat Defense Virtual #4727 V v 7 LT, [72 3> (Actions) |>[F X TOvCenter 72 23> (All
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IR E7,

ATYFTE [TV (Yes) 1227 Vw7 LT, 777 Lb—FREHERLET,

ATY 6 M~ O RN T [ESXi 5500 (ESXiS.5and later) |47 v a VAR LET,

ATy Tl (FTvay) @EOTAROSOY v v hE T AZIZDORT v 77 L— K (Onlyupgrade after normal guest
OS shutdown) ] Z&R L FE7,

B SN HR~ v oy, B & [A#ME (Compatibility) | EXEDXHET H/N— R =27 3=V 3
W7 w77 L—RE, B~ O BEE (Summary) |7 CTH LWWN— R =7 =V a3 U HEH &
NET,

RDBERY

* SR-IOV /RA A )b— F v MU —2 T X7 4 %A LT Threat Defense Virtual & {5AERERE 2 B
HAHT £,

Threat Defense Virtual ~@ SR-IOV NIC D E| Y &1 T

Threat Defense Virtual ~ > &8 NIC 737 — ¥ Z QAW RE72 T & ZRAET A 121X, Threat
Defense Virtual & SR-IOV /XA X )b— R NU—27 T H 7 X L LT 1O EORABHEAEIZ BSE
FFH0ERHY F3, IROFINATIL, vSphere Web Client 4 L T, SR-IOV NIC % Threat
Defense Virtual ¥ 2 NZEID 2T HHEITOWNTIHA L ET,

AT 71 vSphere Web Client /> & vCenter Server (21 7' A > LE T,
AT w2 ZEF 45 Threat Defense Virtual ~ 3 ZHE L E 7,
Q) T—HBUH— TFNE I TAE Y =R T FTIAEA N EEIR LT, [Related Objects]
2T%7 Vw7 LET,
b) [{k#AB~ < > (Virtual Machines) | %27 U v 27 LT, U A F» 5 Threat Defense Virtual = 3> % %R L F
kR
ATv T3 (i~ 2D [Manage] ¥ 7 C. [Settings] >[VM Hardware] %3&R L £,
ATwv T4 [Edit] %7 U 2 LT, [Virtual Hardware] % 7 Z 2R L £,
AT w75 [Newdevice] Rt v 7 #17 A==2—7T, [Network] IR LT, [Add] 227 VU v 7 L£7,

[New Network] A > % —7 = A ANERINFET,

AT w76 [NewNetwork] £ 7 v = V&R LT, #iHAREZR SRIOV 47> a V2R L £77,
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TAE =T 2AA AL LTHATL2ZLIEITEEYA, ZOLIRGEIT, ZOKEL Y R—
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Threat Defense Virtual 7 /34 AD T A & 2 ZBIST HHE5D
A RZA4 0220 TlE,  [Firepower Management Center =
Y7 4FXalb—var A R @O [Firepower ¥ AT LD T
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e T — hFTAITF2ODEHA L E—T 2 A AL 2ODT—HF A B —T = A AP

)

(G¥)  ThreatDefense Virtual D5 7 # /v FRETlX, BHA X —T7 =4
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F—=hT A L LTHNET RLAZERTSZ E2AHEE LTWET BN ¥ —7 =
A AfEH)
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command reference)] @ configurenetwork management-data-inter face
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* Intel Ethernet Network Adapter E§10-CQDA2
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U7 4 — & H L T Intel® Network Adapter ES10 CTHH SAvE§, AFERME
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¢ SR-IOV 5fits PCle 2 &2 v MIMSEEN R A0 H Y £,

*x86 64 /L' =27 CPU : Intel Sandy Bridge LAFE (HELE) |

N

GE) I A ¢, Threat Defense Virtual % 2.3GHz @ Intel Broadwell CPU
(E5-2699-v4) TT7 A M LE LT,

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v T HA K ()v—3213) .



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/device-ops-cluster-ftdv-private.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/device-ops-cluster-ftdv-private.html
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html-single/virtualization_tuning_and_optimization_guide/index
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/6/html/performance_tuning_guide/network-rss
https://www.intel.com/content/dam/www/public/us/en/documents/product-briefs/ethernet-x710-brief.pdf
http://www.intel.com/content/www/us/en/ethernet-products/converged-network-adapters/ethernet-x520.html
https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/intel-e810-cqda2-ethernet-network-adapter-product-brief.pdf

Threat Defense Virtual ® KVM ~DER |
B oo 51E5 0 ez T5074

. 377
«CPU Y7 v &0 §HLL EDWE =T,
CcH—DYV Ay b ETaTIZTANERHD F9,

Y

GE) CPUR Y= LZIE. FNAN—T v hEFERTHF-DICHIESN
TWEJ,

e A—H—Dw=2TIVT, BEVDI AT AD SRIOV Y R— MEHRTAILERHY F
4, KVM O41%. SR-IOV 3 — D CPU O B2 flEsR TX £, KVM @ Threat
Defense Virtual CiZ., x86 /N— R =7 LR — FENARWNWZ LIZHEE LT EEN,

ixghe-vi f V2 —J 2 A4 ADFEADHIPREIE
ixgbe-vf f > X —7 = A ZA&MHTH5E. ROHIREFELPH Y 3,

e A NVM T, VFZEZERET— NICRETEERA, DO, ixgbe-vf DRI K
FUART LR = KRRV R—FENFEHA,

«JAFVM TiX, VF ECMACT FLAZRETEEEAL, £DO7H, HA FIZTMAC 7
KL ANERE SN FE A, O Threat Defense Virtual 77 ~ b7 4 — LMD A 2 —7 =
AABATEER LG AEFEBEESNET, HAZ7 = — /LA —N—(X IPT KL RAZT
TATINDAZ U NAIIBITTHZ LI Lo THBEL £ 97,

Y

GE)  Zo#IIRIE. id0evfA v X —T =4 A HEHAINET,

* Cisco UCSB #—/3—(J ixgbe-vf ® vNIC # ¥ — N LEH A,

s T o—)VF—nR_— %y T v TiE, XTI > T D Threat Defense Virtual (777 A <
VAEE) [CREENRAETDH L, A X /31 Threat Defense Virtual &N 7T A ~ U HEED
O—/LEF|ERE, FOAL L H—T A AP T KL AN AHZ 731 Threat Defense Virtual
EEDOFHLWMAC 7 RLATHEFH SNET, €D, Threat Defense Virtual |% Gratuitous
Address Resolution Protocol (ARP) HH#ZX(EL T, £ ¥ —7 A AIPT RLADMAC
T RVAOEFEEZF LKy NU—7 EOMOT A @I LET, 2720, A ¥ —
T2 A AL A T OIEHENEIZ LY . Gratuitous ARP L, A X —T A AIPT KL A
7= VIP T RLRIZEBT H7-0DO NAT £721L PAT A7 — K AV R TEZREIL
TWA 7 — UL IP 7 RLAIZKESINEE A,

Snort

s Snort DY v M F T AZHFEI o720 . VM BNEEIZEL e o720 Lo 7= B
REENRONDHEEC, BHEDO v ANFEITEIND & Z121%, Threat Defense Virtual
BEOVMAR b u 7 2IE L ET, 2K CPUMAR, A€V, VORAE &
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http://www.linux-kvm.org/page/Processor_support

I Threat Defense Virtual O KVM ~ 0 &
Secure Firewall Threat Defense Virtual 7734 X DEE % .

Vit AR /EEIAAZEREOr Z7OWNEX, MEDO NT TNy a—T 4 T LH F
@—O

eSnort D% v AT, CPU & /O DIFEAENEL R £, +9RAFY RN
<. BHHODOCPUMNRWHE—DFR A N _FIZLE D Threat Defense Virtual A > A Z > A DMERK
SN TWDEHETL, Snort DY ¥ v N & 7 AZKERI N 530> T Snort 2 7 BMERR SV E T,

Secure Firewall Threat Defense Virtual 7/\14 XD EE A%

Secure Firewall Threat Defense Virtual 7 /XA A DEFIZIIRD 2 DDA 7L a V HERTE E
7,

Secure Firewall Management Center

DT INA A EB L TWBIEA. F721% Threat Defense CTHFr] Svd ., X 0 HMEAHEAESC
RIEZER LToWGaIE, #lAiAZ D Device Manager DX ¥ |2 Management Center % {5 /f] L
TT NN, ABRELET,

X

Device Manager & Management Center i /5 % ffi F§ L "C Threat Defense 7 /3 2 & &35 =
LIXTEEH A, \WWoTlzA Device Manager DG EIREZANZT H L. v— T /VE % )
{2 L C. Management Center 2 72 X 5 IZE B4 FHRE LRV RY . Management Center %
f# ] L C Threat Defense 7 /N1 A A EET 5 Z L 1L T/ <720 9, —J, Threat Defense
7 73A A% Management Center (Z%8%7 5 &, Device Manager DA AR — RE B — B & | L
720 E£9,

pe3

ol

BIfE, ¥ A 221X Device Manager (D% E % Management Center ([CEATT 547 2 a Vidd v %
Hh, TOWHEELTT, ThreatDefense 7 /3 A ITRET DEHD X A 7 %2 IS DFRIT
IDZLEEBEFLTILES,

Secure Firewall Device Manager

Device Manager 134 > R— A~ —Y v TT,

Device Manager | —i® Threat Defense 7 /XA A (ZH5#H K472 Web X—ADREA ¥ — 7 =
A AT, DeviceManager Tid, /MRy NT—27 Tled —fICER SN Y 7 b =T
DIEARBEREZ R E T F T, F/2. ZHUELZE < D Threat Defense 7 /31 A &G Te KR %
NU— 2 T 5 7o OITBR NI 72T N A~ X=X BEHT S Z R0, BT
WA ZFETNIRONTZID T NA A Gie Yy N —7 O OITRICRIF SN TWET,
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Threat Defense Virtual ® KVM ~DER |
B wvzemL-eAomzes

A\

()  Device Manager % % 7" — K9 % Threat Defense 7 /XA AD U A MID\WTIX, [Cisco Secure
Firewall Device Manager Configuration Guide| ZZM L T 7230,

KVM #{E A L -EADHIREHE

» Cisco.com 7> 5 Threat Defense Virtual gcow2 7 7 A /L% Z 7 > v — K L, Linux /" A MIHE
MLUES,

https://software.cisco.com/download/navigator.html

Y

GE)  Ciscocom D 7 A U BLOV AT —E RN NE T,

c IOV 2T I)VDEAFTIE, = —H—2 Ubuntu 18.04 LTS ZfEH L T\ 5 Z & ZHitE &
L CWE T, Ubuntu 18.04 LTS 5 A b O ESIZIR DNy r—2% A A h—L LET,

* gemu-kvm
* libvirt bin
* bridge-utils
* Virt-Manager
* virtinst
« virsh tools
* genisoimage
CNT F =R U RFRA N EXZOREDOKBEZT LT, A MEZHRHET LI LT, KVM
T Threat Defense Virtual D Z/L—7" &g KL TE 9, —MAVRAE X MO

\Z2W T,  [Network Function Virtualization: Quality of Service in Broadband Remote Access
Servers with Linux and Intel Architecturel] %2/ L T< 72 &0,

« I FO#%EEIZ Ubuntu 18.04 LTS D& E{bIcESsEH F 1,

s macvtap : EPERED Linux 7'V v ¥, Linux 7' U v PO Y IZ macvtap ZFEH T F
9, 7272 L. Linux 7 U v ORIV IZ macvtap ZEHT 255G, FFEOREEIT
IMENRDHY T,

» Transparent Huge Pages : A€V ~X— ¥4 X4 M £, Ubuntu 18.04 TiL, 7
T A B TH IR TOET,

» Hyperthread disabled : 2 2® vCPU% 1| DD > 7L a TIZHIK L £7,

s txqueuelength : 7 7 4 /L k @ txqueuelength % 4000 /3%~ MIHEIMS®, Fry 7 L—
AR L £
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I Threat Defense Virtual @ KVM ~0 EFd
zvrv—zrozE

« pinning : gemu 35 X O vhost 7' m B A ZKFEDCPU 27 [TV 45kt LET, FrEDSR
EFTIE, BEVERICE > TR T3 —< 2 ARKIEIZH ELET,

*RHEL X—Z2D7 4 A MY B a—3 a3 O fbic- oV Tid,  [Red Hat Enterprise Linux6
Virtualization Tuning and Optimization Guidel| Z &M L T 72 &0,

«KVM & ¥ 27 LD HHMEZOWTIE,  [Cisco Firepower Threat Defense Virtual Compatibility |
ERILTLEEN,

s RDFIET, B~ VB KVM ZFEITLTWNEINE I 2R L ET,

elsmod #E4F LT, Linux P —FNVDET a—NO—EEFRLET, KVMPBPE(TX
TNV AEEIT., RO IBRERINET,

root@kvm-host:~$ Ismod | grep kvm
kvm_intel 1236750
kvm 257361 1 kvm_intel

o Is-l /devikvm 235452 D VM IZHTE L2 WAL, B3 H< QEMU ZETLTE Y, KVM
=R =TT UA MEREFAAL TOERA,
root@kvm-host:~$ Is -| /dev/kvm
Crw------- 1root root 10, 232 Mar 23 13:53 /dev/kvm

DA~ REFETLT, RARSIURKVMEZTR—FLTWENE I DL IERLE
ﬁqo

root@kvm-host: ~$ sudo kvm-ok

cKVM T /7T L —yarvafldsz b TaxEd,

ITVRFY—IVFDFIR

RDT7 1 —F v — ML, Day 0 DIERLT 7 A /L& H L TKVM A > A& > Z|Z Threat Defense
Virtual # BT 20T —27 7o —%2Rk LTV ET,
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https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
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http://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#id_37873

Threat Defense Virtual ® KVM ~DER |
B —rv—zorozE

@ Download @ ) @ Prepare the @ Launch the_lhreat
. and save the (Optional) Day 0 defense virtual
Linux Host th_reat defense —p  Install Support ——p configuration —» using de_ployrnem
wrtuafl_ qcow2 package (day0.iso) file script or
ile open-source GUI
7=
KS/“ Manage the threat
Management defense virtual using
Center or Device the management
manager Ce”:;r?;g:r‘/ice
7= AR—R | FIE
(1) |Linux & A b KVM ZffiH L7238 ADOFTTESEM (54 ~—2) : Linux A& MZ
— Threat Defense Virtual qcow2 7 7 A V& X U — KL TIRFLE
R
(o)) |Linux &2 b KVM Z 6 L2 B ADRTHRSME (54 ~—2) PR — Ny
r—V%A VA R LET,
(3) |Linux &% b BOHDaYy 7 4 ¥alb—ar 7y A LOUEE
(4) |Linux &5 2 b Threat Defense Virtual 28] :
N4

AR )T N EMH LR E)
ST T 4 I a—P— (B —T A (GUI) OEH)

5 Management Center | Secure Firewall Management Center % fifi | L 7= Secure Firewall Threat
Defense Virtual (D% 1

WD T 1 —F ¢ — ~E, Day0 DHERL 7 7 A VA HETITKVM A o & Z o Z|Z Threat Defense
Virtual Z B4 HBRDY —27 7o —Z2 R L TWET,
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Threat Defense
Virtual CLI

Management
Center
or
Device Manager

#0ADIY T FaL—var Ir4 0%l [

@ Download @

and save the (Optional)
Linux Host threat defense p Install support
virtual gcow2 packages
file

)

\%,‘ Deploy the
threat defense

virtual using the
setup wizard

@) Manage the threat

defense virtual using
the management
center or device
manager

D=9 AR—=X

FIE

(1) |Linux AR A k

KVM Z ] L7 ADRHESRME (54 <—7) @ Linux 8 2 b
Threat Defense Virtual qcow2 7 7 f V& X U — KL TIREFLE
R

(9 |Linux A8 A K

KVM Z i L7238 ADORHRSGME (54 X—) @ AR — hRy
r—VEA VARV LET,

Threat Defense
Virtual CLI

BOHDaLy 74 FXal—ay ZrANEHEHLARWES
Yy T v 7Y 4 P — K& H L T Threat Defense Virtual % B L
9,

/. |Management Center

Secure Firewall Management Center % {# ] L 7= Secure Firewall Threat
Defense Virtual 0% B

FOANDO T4 xXaALlL—2ar TJ714ILDER

Threat Defense Virtual ZET A8, Fo Az 74 X2l —ay 77 A LVEHEFT
XFET, ZOT7 AL, R OB ARFICEA SN DM ET — X 25T ¥ A K
7 ANTT, ZOMWEEIX, TdayO-config] W57 F A K~ 77 A& LTHREDIEE
T4 L7 MM EL, S % T day0.iso 7 7 A L~ EAFLILE T, T day0.so 7 7 A L
PERAOEBFIC~ T > F SN THARLIET,
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Threat Defense Virtual ® KVM ~ @ E B I
B zoe00 7 %a—var o7 ok

|

EE  day0iso 7 7 A ML, BHIOT — MECHTE BLERH D £,

B ARFZ Day 0 DRERL T 7 A NV EEHT 5 & AT 1 & X T Threat Defense Virtual 77" A
TUADHREE TR TIITTEET, WERETDHI LN TEET,

c LV N a—H— T 1 A8HE (EULA) DKR,

« VAT ADKRA N,

EEET AT OB LWVERE SAT — K,

« P — K, Secure Firewall Threat Defense Virtual 7 /314 ADEH 5L 2 =) &%
LT IEEN,

[2— A WZE# (ManageLocally) | % [1ZV (Yes) JIZEXET DA, F 721X Management
Center 7 1 —/L K ([Fmclp]. [FmcRegKey]. ¥ OF[FmcNatld]) (Z1E#HE A1 52 &0
TEET, AL TWARWERE—RFTIE, 74—V FEZEOFFEIZLET,

DT AT T A= ET— R, WADT 7 AT 4=/ E—F (b—TFTv FETH
FURRT LU ERELET,
1 — 71 /L ® Device Manager Z i L TRHZEHRT L TFEOLEIL. 77 A7 Ut —/b
E— NIZIEI—Ty FOZRZRETE £7, DeviceManager i L T KT AT L
N 77 AT = ET— DA L H—T = A ZIRETEEEA,

T TITAT UAPRERRX Y PV TBET LI LEHATHX Y PU—TRIE,

« Threat Defense Virtual &7 7 A Z € — RCRHT 520 A% K7 v E— RCTRRT %2
HIRECTXHREMZ AT,

WOARFIZ Day 0 DR 7 7 A WV EHEH LeWaid, BEiRICC AT AOVEREEZFRET D
VERBH Y FT, BEIcHOVWTIE., (HoOHDay 74 Xalb— gy 77 A L5 FH LN
EE) (65 X—) | ZBMLTLIEIN,

\}

GE) Z OFITHE Linux 2MEH &N TWETH, Windows DA HEREO2—T 4 VT 4 B3H D £
‘a‘o

FleDHEE
1. [dayO-config] &9 7 % & k 7 7 A /LT Threat Defense Virtual ® CLIGXEZ A L £,
F v hU— 7 &% E & Management Center D& BLZ BT A 1FH 2B L £7°,
2. TFRL T7ANEISO 7 7 A MM L TAHCD-ROM Z £ L £7,
3. FlEAZ#MVIKL T, AT 5 DeviceManager = &\l B DT 7 4V NaRE T 7 A WV EAERK
LE7,
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I Threat Defense Virtual ® KVM ~ @ E B
#0A0av T+ ¥aL—var 771 00%E [

F IR D

AT w1 TdayO-config] &\ 97 F A K 77 A /LIZ Threat Defense Virtual ® CLIZE&Z AL E T, X hU—7
X E & Management Center D& BRIZBIT D F M A BN L £,
1 -

#Firepower Threat Defense

{

"EULA": "accept",

"Hostname": "ftdv-production",
"AdminPassword": "r2MS$SO"Uk69##",
"FirewallMode": "routed",
"DNS1": "1.1.1.1",

"DNS2": "1.1.1.2",

"DNS3": "",

"IPv4Mode": "manual",
"IPv4Addr": "10.12.129.44",
"IPv4Mask": "255.255.0.0",
"IpPv4Gw": "10.12.0.1",
"IPv6Mode": "enabled",
"IPv6Addr": "2001:db8::alll:b221:1:abca/96",
"IPv6Mask": "",

"IPveGw": "",

"FmcIp": "",

"FmcRegKey": "",

"FmcNatId": "",
"ManageLocally":"No",
"DeploymentType": "Cluster"

2 — %1 )L @ Device Manager % {135 121%, Day0 OfERL~7 7 A VN TR — I /LIZEEE (ManageLocally) ]
W LT HIEV (Yes) JE AN LET, F721E. Management Center O 7 ¢ —/L K ([Fmclp]. [FmcRegKey].
BEO[FmeNatld]) IZANLET, SEHL TOWRWERA T a VOB, ZhboD7 40—V REZEH
DEFIZLET,

ATV T2 TFAN 77 ANV%EISO 7 7 A JAZEH L TIRAECD-ROM %L L £,
B -

/usr/bin/genisoimage -r -o day0.iso dayO-config

Ey e
i

/usr/bin/mkisofs -r -o day0.iso dayO-config

ATv 73 FEEMEYIKL T, EAT 5 Device Manager = & Z—E DT 7 4 /L bR E 7 7 A WV EVERK L £77,

RDBERY
e virt-install ZfFH L TWA AT, virt-install =2~ > RIZROITEEMLE T,

--disk path=/home/user/day0.iso, format=iso,device=cdrom \

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v T HA K ()v—3213) .



Threat Defense Virtual ® KVM ~DER |
. Threat Defense Virtual M #2E)

« virt-manager 2 L T\ 5354, virt-manager © GUI % f# /| L CT{48 CD-ROM % {Eik C
Fd, V974 v a—Y— A2 =72 (GUD) DOEEHE (625—) | 2%
LT 7EENY,

Threat Defense Virtual O 2 &}
BARYY) T hEERALI-E

virt-install X— A DE A A7 U 7k &{# ] L T Threat Defense Virtual Z&Z#) C& £9°,

RBICKEZRZ AN ¥ v 7 T— REBRBNL TR T 4 —< AR TE 5 2 LIiE
BELTLEESY, HHTDOXy v o T— R, T—FHEENEETINE I DEEL S
2. FYviaT—RIT A ARTONRT 3 —< L ATHELET,

FTKVM T AR T4 AT A F—=T oA AT, HESNIZWTHIDOF ¥ v aT—R
(writethrough, writeback, none, directsync, 7-iXunsafe) % f5E CTZ £, writethrough &—
TREAIRY v v o2 282 L E9, writeback [ZFEAMY /FEZ AL F v v 2 i L E

7, directsync [IHE A b=V X v v 2w NA R LET, unsafe T TR COa T UV E

Fxvival, FAMNPOLDOT T v v aBREBGET 5 AEEMENH Y 7,

» cache=writethrough /X, A h CEARDEBNEELTHEDOKVM T A L~y v EO7 7
A VAR AR T & £9, writethrough & — RO &2 8D L7,

« 7272 L. cache=writethrough /%, cache=none £ 0 5 4 27 1/0 EXIALNL W=D, T A
ALY INT =<V ATHETLAEELDH Y £,

o« -disk &7 3 D cache N T A —Z HHIRT D56, 7 7 4V T writethrough (272 0 F
R

Xy v iat T arERELRNE, VMEERT 5 72 DI B2 R b RHE B &
nNa%aLH0 E7T, Ziud, HWVWRAIDZ Y e —T 21X T 4 A “«?ﬂ’///ﬁ S
BNbORHDHZENFRKTT, 20D, T4 AT Frv v T EBEHIZLT (
ache=none) . writethrough% 7 7 + /L MIRET D &, T — X OREGHEHERTEET,

« Threat Defense Virtual D/3—3 2 > 6.4 LI, FHEEATRE/Z2R vVCPU B L O AEY J V—RX %
AL CREBESNET, 6.4 L VAETOD/N— g > D Threat Defense Virtual 1%, [ETHEK D 4
vCPU/8 GB 7 /34 A & L CTEBI S TCVWE L7z, % Threat Defense Virtual 77 » b 7 4 —
LA XD --vepus B L W --ram /X7 A —Z THAR— F STV HEIZONTIX, ROKZE
S LTLIZEN,

% 12:virt-install THR— FENBVCPUB L UA T 185 A—4

--Vcpus --ram Threat Defense Virtual 75 v F 7+ —L DY A
X
4 8192 4vCPU/8GB (7 7 # /L )
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I Threat Defense Virtual ® KVM ~ @ E B
gazsy7regALEED [

--vcpus --ram Threat Defense Virtual 75 v F 7+ —L DY A
X

8 16384 &vCPU/16GB

12 24576 12vCPU/24GB

ATw 71 lvirt install ftdv.sh] &9 virt-install 227 U 7 k& B L £,

Threat Defense Virtual VM D4 FIL, 2D KVM R Z k EOMOFEE~ » (VM) 2KICBNWT—EThH
52 ENMETY, Threat Defense Virtual X K 10 HOFR Y U —F f VA —T = AP HR— b TxF
T, ZOFITIH, 40D v F—T A ZAZFEHLTWET, A NIC IZ VirtlO I T 20BN H Y £97,

GE) Threat Defense Virtual D5 7 #/V hRENL. BHA LV X —T =2 A, BA L X —T =4 A B
FONEA v X —T =2 A Z2ZR LY TRy b LICHETHZ L2FHREELTCET, VAT LT
1T, Dl b 400 0 F—T 2 A ANEFITEBTEILERHDET, Xy FT—T~D
AVE—T 2 A ZADEN B TIX, KOIEEFETHDHZ ENRMETT,

() EBA v H—T AR (W)
s Q) BWiA v H—T A A (W)
)V A v H—T = A A (WFH)
(@) NHEA B —T = A A (WZH)
c(5) UER) T4 A H—T A A kK6

(NN

[N

51

virt-install \
--connect=gemu:///system \
--network network=default,model=virtio
--network network=default,model=virtio
--network network=default,model=virtio
--network network=default,model=virtio
--name=ftdv \
--arch=x86_ 64 \
--cpu host \
--vcpus=8 \
--ram=16384 \
--os-type=linux \
--os-variant=generic26 \
--virt-type=kvm \
-—import \
--watchdog 16300esb,action=reset
--disk path=<ftd filename>.gcow2, format=gqcow2,device=disk,bus=virtio,cache=none \
--disk path==<day0 filename>.iso, format=iso,device=cdrom \
--console pty,target type=serial \
--serial tcp,host=127.0.0.1:<port>,mode=bind,protocol=telnet
--force

P

ATFw T2 virt install A7 V7 N EFEITLET,
£
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Threat Defense Virtual ® KVM ~DER |

B /5o rra—v—vgos—7:42 GU) oew

/usr/bin/virt install ftdv.sh

Starting install...
Creating domain...

U4y RUBEHE, VMO Y — LRl FRmEINET, VMPBEESTTHL Z L 2R TXET, VMM
B4 BDFE TS0 £, VMABAEFRH L6, a3 Y —/VEENS CLI 2~ REETTEE7,

RDBERY
ROFMEIE, BIRLIZEHE— N> TERRY 7,

o [B—A VT (Manage Locally) ] T [V 2 (No) ] Z3R L7=#54 1%, Management
Center Z i F§ L C Threat Defense Virtual Z &2 L £9°, [Secure Firewall Management Center
%di il L 7= Secure Firewall Threat Defense Virtual D& (371 X—37) | #ZB L T
VY,

BHAT Y g OB FEOMEEEIZ DWW TIL,  [Secure Firewall Threat Defense Virtual 7 /3 A A
DOEEFE 2—=) | 22RLTL7EI,

G574 1—H—A423—Txz4 R (GUI) DEEE]

ATy T

ATy T2
ATvT3

GUI ZfEH L CKVM AR~ v v A FHT 5720 D4 =T vV —AF T 3 Uit Db v
F9, LLFOFINETIL, virt-manager (Virtual Machine Manager & & IF-(E41 %) Z{# H L C Threat
Defense Virtual Z f2#) L £ 9", virt-manager [Z, 7 A MEAE~ v U ZEEB L OVEBT 57200
75T 4 Y — LT,

\}

GE) KVMIZ, SFE8EAEEOCPUEZ I 2L — FTEXET, VM OGS, @FIIFAA N 2T
AD CPU LI T D70ty XA TERBIRTHIMLENRHY T, ZHicky, KA
h®D CPUEHRE (CPU 7 Z 7 L bMENET) BNVM THEHATE X )12 £9, CPU XA
THRRRAMIRET HLERDY T, ZOHE, VMIZHAA M AT A& F -7 < [H U CPU

757 ERBET,

virt-manager # &8 L £3 (7 TV — 3> (Applications) > [ RATLY—)JL (System Tools) | >
MR oI R—2+ (Virtual MachineManager) ]) .

INAIR=RAPFDOFIR, BLONL—F RRAT—RD AN ZRDLND AN H O £5,
e EMOREZ &7 ) v 7 L, [VMOFHIESR (New VM) [ 7 4 F— REHE £,
W~ OFEME AN LET,

a) ANXL—T 4T VAT LOEE, [BFEOT 4 AT A A—T %A R — K (Import existing disk
image) | Z®IRNL £7,
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ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

7574 a1—H—428—7z4% @) oen [

TOHFETT A AT A A= (FHilCA VA =L &N, T— hARERANL—FT (T VAT
LEGZILTNDED) AV R— FTEET,

b) [k~ (Forward) 1% 7 U v 7 LTHATLET,

TFTAARAT A A=V ha—RLET,

a) [ZM.. Browse..) |27 Vv 7 LTA A=Y 77 A VEERLET,

b) [0S% A 7 (OStype) 1iZiX [ILAH (Generic) | #EIRL £,
c) [k~ (Forward) 1 %7 Vv 27 LTHATLET,

AEFEUBIORCPUS Y a v 2RELET,

BE Threat Defense Virtual D, EEIELFIZESWTER B A L—"7"v F L~UL & VPN B[R
BT AT = AR T A2 A AR — L TOET,

4 Threat Defense Virtual 7*7 v k7 4 — A --vepus 3 LW --ram /X T A —Z THAHR— ~ I
TWDHRT f—~ U AMEE L EICOWTIE, ROEXEZBRL T EEW,

R1IBARAEILUIR—C XY THR— L ESNDBVPUB S U AT IRNTA—4

CPU AEY Threat Defense Virtual 75y k 7+ —LDHY A X
4 8192 4vCPU/BGB (77 # /L )

8 16384 8vCPU/16GB

12 24576 12vCPU/24GB

a) ThreatDefense Virtual 77 v b 7 4 — L% A XZHIET HAEY (RAM) NTA—Z R ELET,
b) Threat Defense Virtual 77 v b 7 4 — A% A XIZkHETH CPU XT A —HX ZFELET,
¢) [k~ (Forward) 1 %7 VU 27 LTHiATLET,

[ v A }\ “‘/VFJIJ \CFRTE %" I A X <A X35 (Customize configuration before install) | T = v 7R v 7 A%
F Nz . [©Hi (Name) | ZfELTHS [T (Finish) 1227 Vv 7 LET,

ZOEEEITO &L BIOT 4 F— RBRE, I~ ON— Ry = TREZBI, Bk, XETHZ
EMTEET,
CPU MR ERD L HITEELET,

FEAMD/SF S [Fat v (Processor) | #83ER L, [E&XE (Configuration) ]>[7RX FCPURER®D 3
E— (Copy host CPU configuration) ] Z#4R L £,

Tk o T, MEARA RO CPU T /L EREN VM IZEH S ET,
BT 4 A7 BFHELET,

a) FEOSRFANS [T 42271 (Disk1) ] EFRLET,

b) [EEfA4 7T 2> (Advanced Options) | %27 U v 7 LET,

c) [T 4 AZ/NA (Diskbus) ] % [Virtio] IZ3XE L £,

d) [A ML —UA (Storage format) | % [qeow2] (ZFRE L E T,
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B /5o rra—v—vgos—7:42 GU) oew

ATvT9

ATy 710

ATy TN

ATy 12

ATV 713

YT ary )= )VERELET,

a) ZEMID/RFLE [ —/L (Console) | iR L E,

b) [HIFR (Remove) | ZBIRLCT 7 4/L b 2 Y —/L&ZHIBRLET,

¢c) " RU=T7%iBM (AddHardware) |27 Vv 7 LTI U T A TANAL REBMLET,

d) [T/31 A% A7 (Device Type) ] T. [TCP net console (tcp)] & HER L £,

e) [E—F (Mode) ] T, [—"—F—F (X1 F) (Servermode (bind)) ] ZiERL F7,

f) [AAbL (Host) 1121%f0.000J AN L, IPT FL AL —EDIR—FESZATLET,

g) [TelnetZfif (Use Telnet) | N> 7 A& AN LET,

hy T/RAANRTA—REFZELET,

KVMYZ A NN T ETNET Ty v a LI L SO0 OT 7 a VBT H—aEnD L5 U4+ >
F Ry 7 TN RAERELET,

a) [/»N—RU=7%iBM (AddHardware) | %227 Vv 7 LTUtvF Ry T4 A&BMLET,
b) [E7 /v (Model) ] T, [T 7 #/L | (default) ] ZEIRL E7,

c) [7T7=ar (Action) | T, [ A bZfIFIZY &~ b (Forcefully reset the guest) ] Z R L £7°,

IR b 4ODEER Y N —F A v A —T oA AZRELET,

[N— R =7 ®EM (AddHardware) %27 U v 27 LTA ' Z—7 = A Z%ZiBAI L, macvtap 2R $ 5
. EHET AL 2L EEELET (TY vy PAEMEH)

Gx) KVM _|® Threat Defense Virtual TiZ. 85 T10HDOA v Z—T = A 25V R—FLFT (&
A LA —T oA AXIH, BWA L X —T =AM AXIH, T—HF T T4 v 7 AFy FU—
I AT =T 2 A AXKKEE) o Xy M= ~DA L H =T = ZDF) HTIE, KO
EFETH D & BNETT,
vnicO : A L X —T =4 A ( )
vnicl : ZWiA v Z—7 =14 A (WZH)
vnic2 : A X —T A A ( )
vnic3 : WA v X —7 = A & ( )
vnicd-9 : T—H f L H—T A A (XT3 a)
EE vnicO, vnicl, B L RN vnic3 iZ, HTR LV TRy M~y 7 TBHE LT EEN,

BOHDa T4 Xalb—ay 7y A el LTRMYT 256, 1SO O CD-ROM Z 1Bk L &

_a—o

a) [’ RFU =7 %8BI (AddHardware) %27 V27 LET,

b) [A FL— (Storage) | &R L F7,

o) [EEXREITZDOMBEAFD A F L— %I (Select managed or other existing storage) ] &2 U
7L, IS0 7 7 A VOB BB L £7,

d) [T/ A& A7 (Device type) ] T. [IDE CDROM] Z &R L 7,
B~ D= Ry =7 2 E L%, [EH (Apply) 1227V v 27 LET,
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H0EOaL T4 ¥aL—vay v neEALELED [

AT w714 virt-manager D [f > A b —/LDOBH4E (Begininstallation) (%227 Vv 7 LT, f8ELIZN— RV = T&ET

A~ 2 ERR L E T,
RDZRY
WOFMAL, BIRLZFHE— ML TERY £7,
o [B— B VIZE B (ManageLocally) ] T [V 2 (No) ] 28R L725A 1L, Management

Center % fifi ffl L C Threat Defense Virtual #& ¥ L £9, [SecureF 1rewa11 Management Center
%di Ffl L 7= Secure Firewall Threat Defense Virtual D45 (371 X—2) | #ZB L T
AN

BWHA T Y g v OBIRITEOETEIZOUWTIL,  [Secure Firewall Threat Defense Virtual 7 /XA A
DEBEFE Q=) | 22RLTL 73,

FOHDOYIAXaL—3y IJ74IILEFERALZVES

ThreatDefenseVirtualT?c’?/l'7‘/2&’ X Web A > % —7 = A AR =8, Day0 DL~ 7
ANV EMEHETITEA LIS EIZIE, CLI 2 L TRIET A A2 ET 26 ENH Y £
—éqo

HLLLBEENTET S 2D Ta s A 158 %2, EULAZHATRIET DLENH Y
4, RIZ, By vT v Mo TEBANRRT —REEFL, T34 ZADF v b
U— I REBLO 7 7 AT U —VE—RERTELET,

Ty N7 v e T MRS BRIC, EEROBIEN B A E M T, BIUEDS (yn) o X 51

FINCHENTRENET, 774/ MEZ, [yl DL IITKT v aNIZFIFE S E S, =R
AHEE T AITIL, Enter F— &L £,

\}

CE) Oty b7 v TORETHRIUAT A ZICHT 2 26 ORELEET 5121, CLI Z
TOMENRDH Y £7,

AT w71 Threat Defense Virtual T2 Y —/L &P & F97,

AT w72 [firepower 12 7 A > (firepower login) | 7’12 > 7 ¢, 2—H—4 admin &£ /X2 7 — K Admin123 OF 7 +
NI VT vt s A4 LET,

AT w73 Threat Defense Virtual > A7 ANEEN¢5 L, ¥y N7 v 7 74— R TUAT LADOFRTEITHLERIRDNE
WMOANDRD HIVET,

o i FRFERN O RE
T LWEHE AT — R
« IPv4 F 7213 IPv6 DAY
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B 50250y

RTv74

ATy T5
ATvT6
ATy T1

Threat Defense Virtual ® KVM ~DER |

« IPv4 £ 7213 IPv6 ® DHCP &% /E

cEHAR—RNDIPVE T RLAEY TRy h~vR7 | FIEIPV6 T RLRAET LT 4 v 7 R
« VAT L4

T 7NN =y A

*DNStE» 7 >

« HTTP 711 % &

 HHE— N (m— U /VEEPNME)

o F7/7ﬁ4*f FOREZMRLET, 774/ MEETIILRNCAT) LTER T > aNICRR S

AN LIfia 2D F EENT 25613, Enter 2 L £,

s TV AT ABREXITVET,
AUV ARH#ETR T NMIRD E XL, REDEFITONEZ L 2R LET,
CLIZFAL £,

RDBRY
ROFMEIL, BIRLUIZEHE— NI TERY 7,

(BN~ F—T ¥ EANITT S (Enable Local Manager) ] C [\ 2 (No) ] &R L
72354 1%, Management Center % {# ] L "C Threat Defense Virtual Z&#E L £7, [Secure
Flrewall Management Center % i ff} L 7= Secure Firewall Threat Defense Virtual D& 2 (371
N—=V) | EBRLUTIIEE N,

BHAT Y g OB FEOHEEE|IZ DWW TIL,  [Secure Firewall Threat Defense Virtual 7 /3 A A
DOEIHE Q=) | EBRLTIEIN,

kSIS —TFT425

ZZTIE, = ~O KVM BB B AR b T Ty a—T 4 v T FIEIZ O

IJEB)q L/jzj«o

BTN KYM ZETLTVENE S M EHER
WOFET, I~ VBN KVM ZETLTWDENE I D EiER L ET,

elsmod =~ REFEITL T, Linux I —RNVDEY 2—LDO—E52FK R LFET, KVMMBE
ITENTWDIHAIR, WOHDBRFERENET,

root@kvm-host:~$ Ismod | grep kvm
kvm_intel 1236750
kvm 257361 1 kvm_intel
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I Threat Defense Virtual @ KVM ~0 EFd
r3ILva—7425 |

o Is-l /[devikvm =< > RABRRO VM ITFEE LR WEEIE, BE5< QEMU #FETLTHE
D, KVM A N—RT =773 A MEREZFIHLTOERTA,

root@kvm-host:~$ Is -1 /dev/kvm
Crw------- 1root root 10, 232 Mar 23 13:53 /dev/kvm

DAL REFETLT, RARS Y UDBKYMEZYR—FLTWAENE I DLHERLE
_aAO

root @kvm-host:~$ sudo kvm-ok

cKVMT7 787 L —arZfifl+a2 b TEET,

Threat Defense Virtual DEARICT— ML—THHEET S
AR~ CT— ML= NRAELTZIGEIEL, RO & E2HERTHUNERDH Y £7,

EASGED VM A 8GBUUED AT 22 TWAMNEHEGR L ET,

CEAD VM N4 DU DA v H—T =2 AEAZ T DD EHERBLET,

« WASED VM A 4 DL ED vCPU 2 TV D0 EfER L E T,

* QEMU 7' & A3 —/3—2 Z 2@ CPU (SandyBridge, IvyBridge. Haswell 72 &) % fifi
LCWAE R LET, ps-edaf [grepgemu =~ > REH L TF R ADNRT A —X
EWANET,

Management Center Virtual DEBARIZT— hIL—THHEET S
AR~ TT— ML= PRRAELTZIGEIE, RO & ZHRBTHLERDH Y £7,

« MASED VM A 28GB LLED AE Y A TWD AR LET,

CBALD VM B A DLEDA L F—T = AEAHA TV D0 EHRLET,

< BAJD VM M 4 DL ED vCPU 22 TV D E R L £,

* QEMU 7' B & A% —/3—7 5 2@ CPU (SandyBridge, IvyBridge, Haswell 72 &) % {#H
LTCWD0EMER L ET, ps-edaf [grepgemu 2~ FEFEH L TT ot AD/RT A —4
N ET,

BAZBD LS INYa—Ta2T

Threat Defense Virtual ¢ system gener ate-troubleshoot <space> ALL =1~ > K& E{T L CHE%
WAL, TRy ITHOR T 2X vy 7F ¥ LET,

F721%. system generate-troubleshoot <space> DZIZEERIFF (?) /T2 TR X V&2 EHT S
L. R Y a R avy RRERINET,
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=% =R

AWS T® Threat Defense Virtual 0) BB

ZDETIX, AWS iR—# /L7255 Threat Defense Virtual & BB 5 FEIZOW T L E 4,

» Threat Defense Virtual & AWS 7 Z 7 RIZ2W\ T (69 ~X—7)

eV RY—= ROFIE (71 X—)

» Secure Firewall Threat Defense Virtual 7 /3 A DEHLIE (72 ~X—)

cAWS VU o —v g OE (73 =)

* BIESRAE (74 =)

» Threat Defense Virtual 33 X (N AWS DA KT A LHIRHFHIE (75 <—)

« AWS BREZDRRE (78 ~—2))

» Threat Defense Virtual 4 > A% ADERH (84 X—3)

* AWS T® Threat Defense Virtual @ Auto Scale ¥ J =—3 3> (87 ~X—2)

» Threat Defense Virtualf A —Y A F v 7 va v b (112 X—)

» Amazon GuardDuty —E X {22\ T (115 —Y)

* Secure Firewall Threat Defense Virtual & GuardDuty DFEAIZOWT (115 ~—)
 Amazon GuardDuty & Secure Firewall Threat Defense D5 715 (121 ~—2)
DY) a—a VR OTHE (136 <—)

Threat Defense Virtual & AWS 7 5 KIZDW\T

AWS 1387 Y w7 7 F v REgEE T, Threat Defense Virtual IX, IRDA LV AZ L AZA T D
AWS BREE T/ A & LTEITSNET,
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. Threat Defense Virtual & AWS 7 57 FIZDLNT

x® 14:

A4 R4 R 4 |Threat Defense vCPU AE1) (GB) A3 —T AR
£ Virtual DERRE
cSa.xlarge 7.1.0 DL | 4 8 4
cSa.2xlarge 8 16 4
cSa.4xlarge 16 32 8
cSad.xlarge 4 8 4
cSad.2xlarge 8 16 4
cSad.4xlarge 16 32 8
c5d.xlarge 4 8 4
c5d.2xlarge 8 16 4
c5d.4xlarge 16 32 8
cSn.xlarge 4 10.5 4
c5n.2xlarge 8 21 4
cSn.4xlarge 16 54 8
mb5n.xlarge 4 16 4
m5n.2xlarge 8 32 4
m5n.4xlarge 16 64 8
m5zn.xlarge 4 16 4
m5zn.2xlarge 8 32 4
c5.xlarge 6.6.0 LA 4 8 4
c5.2xlarge 8 16 4
cS.4xlarge 16 32 8
c4.xlarge 4 7.5 4
c3.xlarge 4 7.5 4

AWS ¥ —77 v LA ZIZY A SN TWAD NGFWy THR— M I TWDH EC2 A v AHZ
A B A FITHOUVTIX, https://aws.amazon.com/marketplace/pp/prodview-p2336sqyya3de#pdp-overview
ML T Z3N,
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| AWS T ® Threat Defense Virtual O & B

IVRY—IY FRDOFIE

zvrv—zvrnFE [

WD 7 a—F ¥ — ML, Amazon Web Services (AWS) [Z Threat Defense Virtual Z BB 3 5D

V=7 7u—% R L TWET,
@ Create AWS
Account
AWS Console
) 7 s =)
(2) ( ) (4) (5 )
\Z i/
ASYFC [ Configure/ b Add Internet ~1  Ada
Dashboard Create VPC Gateway Add Subnets ) Route table

!
@ Create @
a

8 ©

AWS EC2 Create Create Elastic Deploy the
Dashboard Security ——» Network ~——p IPs —p threat defense
Group Interfaces virtual
instances
Management @ Manage threat
Center defense virtual with
or management center
Device Manager or device manager
T—9 AR—R FE
‘D) AWS 22V — )b www.amazon.com : AWS 2 YV — /L Ca—HF—7T v
— v FEERCLET,
5 AWS VPC ¥ > 3 278 — R | VPC OAERL : AWS 7 51 7 > h & O VPC & AERLE K
RELET,
3 AWSVPC X v v aBfR—=F| A Z =3y b 7= T =A DB : VPCZA »F—
Xy MIERT D720, A4 —Fy F—hU =
A ZBMLET,
4 AWSVPC ¥ v ¥ aR— R [H+ 7Ry bOiEM : VPCIZH TRy M&BIMLET,
5 AWSVPC & v ¥ 2R — N | b= T =7 L O : VPCRICEE LTS — h U =
AN — b T —TNEERLET,
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AWS T Threat Defense Virtual DER |
. Secure Firewall Threat Defense Virtual 7/\1 R DEEF %

J—H ZAR—R e
;:"'é'\; AWSEQ2 X vy aBR— R | X2 UT 40 ZJIL—T0OVERK : FFAl&ns 72 h =
— . R b RETIP RIS ET A A — A B L

T, X2 UTF 4 7 A—7%2E L £7,

(7) AWSECQ2 v v afh— R | Xy NI—0 L X —T = ADOVERK : P T R L
Az L C. ThreatDefense Virtual D%~ N7 —727 A
VHE—=T A AEERLET,

( 8 AWS EC2 # v ¥ = 7/R— R | Elastic IP ™1Ff% : Elastic IP (X, Threat Defense Virtual 33
— FOMDA LV AZ L A~D Y E— FT 7 B RACHEH X
NHR7TY w7 IPHICFRHINET,

9 AWS EC2 # v 3 = 7R — K | Threat Defense Virtual A > A % > ZADRERH : AWS iK—
& )L )> 5 Threat Defense Virtual % fEBH L ¥ 97,

(10) Management Center % 7= % | Threat Defense Virtual 2Rk D L H IZEE L £7,

Device Manager
g » Secure Firewall Management Center % {# ] L 7= Secure

Firewall Threat Defense Virtual 0% #

» Secure Firewall Device Manager % {# il L 7= Secure
Firewall Threat Defense Virtual 0% Hi

Secure Firewall Threat Defense Virtual /314 X D EE L%

Secure Firewall Threat Defense Virtual 73 A ADEFIZIZIRD 2 2DOF 7 a U BIRTXx F
@—O

Secure Firewall Management Center

DT N, AZFBILL CTWBEA . F£7213 Threat Defense THFA] S5, X 0 EMEZHERE
BRE M Lo WIGE1E, #lA A7~ Device Manager D140 1 |Z Management Center Zffi 1] L
TT A RAEHRELET,

EE  Device Manager & Management Center i /7 % {#i /] L C Threat Defense 7 /31 A& E T 5 =
LTI TEEH A, WWoTo A Device Manager DA EHEZGNCT H L, v— I NV EHE EL)
{Z L C., Management Center Z{#HH 325 X 9 ICEFHEZFRE L2V R Y . Management Center %
f# ] L C Threat Defense 7 /N1 A& EELT 5 Z 1L T& <2V 9, —J, Threat Defense
7 734 A % Management Center (Z%%§% 7% & | Device Manager DA 7N — NEFHH— b 2 |34
MY £,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)



| AWS T Threat Defense Virtual O E R

Secure Firewall Device Manager .

FE BIfE. VA 2|T0d Device Manager D% 7E % Management Center (2173 547 > a L iddH v F
Hh, TOWMHERETT, ThreatDefense 7 /31 AFIZHRET HDEHD X A 75BN T DT
DT EEBELTIIEIN,

Secure Firewall Device Manager
Device Manager |34 > R— Fd~1r—Y v TT,

Device Manager | —? Threat Defense 7 /34 A |ZH#H S 4172 Web X—2ADFREA » H—7 =
A AT¥, DeviceManager TiE, /MRy N —27 Tt —OICHEH SN Y 7 vy =T
DFEABEREA R E T E T, F/2. ZHUELZE < ® Threat Defense 7 /31 A% & e K2 %
T — 27 &S 2 7o OB BT A ADY X =T X T 5 Z &N, BT
NAZFIIROENTIDT AA 2 ZeF Yy MU —7 DIDITRICHREI SN TVE T,

)

() Device Manager % % 7"— k9 % Threat Defense 7 /31 AD U A MIZDOWTiX, [Cisco Secure
Firewall Device Manager Configuration Guide] #Z M L T 72X\,

AWS V1) 1— 3 NDEE

AWS I%, Amazoncom IZ X > TREEINDHVE—F av Ba—T 47 h—ERADELET,
Web —E R EHEEINTEY, 79U R ava—T 407 7Ty b7 4—Lb5HLE
T, ZaboY—e R, RO 11 OMERFg U CEN S E ., 8%, Secure Firewall
Management Center Virtual ([HFf Firepower Management Center Virtual) 35 JX OF Threat Defense
Virtual & BT 2B2ZE, LLTO AWS H—E R ITRE#E L TV D RLERH Y 7,

» Amazon Elastic Compute Cloud (EC2) : ARz  Ea—X% L &/ LT, BEEMED
TV r—va B0V —EX (74T U= E) % Amazon DT — X &L X —
TEBBIOERTEL2 L9127 2 Web h—E %,

. Amazon Virtual Private Cloud (VPC) : Amazon/X7' U v 7 75U KNOREEESNWT=7F4

— Ry NU—T ZHRETEDHLIITTDHWebP—E A, EC2A AKX AL VPCH
“C%ﬁézhifh,

« Amazon Simple Storage Service (S3) : 7 —# A ML —Y A VT T AT 7 F ¥ Hieftd
5 Web —E X,

AWS TT H v F&EER L. VPCBLWEC2 2V R—x%xv b & (AWS 7 4 ' — FE7-13F
R EDOWNT N ZHEH L T) E L. Amazon Machine Image (AMI) A A X A &I L
F1, AMIZ, A v AZ U AEBRETAEZDICKRERY 7 Ny = TR A ST 71— T
R
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AWS T Threat Defense Virtual DB |

\)

GE)  AMIA A=V AWS BREO/NHCIELF v o— R TE £/ A,

HIRSR 1

« AWS 7 77 7 > hhttp://aws.amazon.com/ T 1 D/EKTE £9°,

» Threat Defense Virtual = > Y —/WIZ T 7B X F 5121, SSHZ 47>+ (4] : Windows
DAL PUTTY, MacOS DAL Z — I V) BHMETT,

* Cisco A~¥— 7 # 7> I, Cisco Software Central T 1 DfERk T £9°,
https://software.cisco.com/

» Threat Defense Virtual ~®D 7 A & A f} 5.

Cisco Secure Firewall Management Center

* Management Center "6 EF 2 V7 h—ERADTRTDOT A B ABEHEEZHRE L F
R

e TA B ADEBITEDFEHNZOWTIX,  [Firepower Management Center =1 >~ ( & =
L—y a3y HA Rl @ [Licensing the System| #ZM L T 7Z&E0,

Secure Firewall 7 /34 A< X — %

* Secure Firewall 7 /3 A<=X— % MO X 2V T 4P —EADT X TONRT 3 —<
VARG A ABKRERTELE T,

e TA B LU ADEBFIEDTEMIOWTIL,  [Threat Defense Virtual D7 A &2 A | %
ZHRLTL I,

» Threat Defense Virtual 1 > % —7 = A ADF{ .

BHIA X —T7 A A (2) :1DiX Threat Defense Virtual % Management Center (2%
BT D7D SNET, b I DETZBWEMICEN S, @il -7 7 ¢ > 712
EHTEEEA,

EEA =T A ZORDVIZ, BBEIIELT, T A I =T = A%
Management Center D&M H TE £, BEA v F—T = RIT—F A F—
T x A ZEHORHRFMNETH DI, PIHIRETCINERET DLENDHY £7,

T —HA B —T = A AH 5 Management Center ~D 7 7 & A%, & A AEDRER T
IZH AR — h & EH A, ManagementCenter ~D7 7 Z AT HT—X A L H—T =
A RAREDTEAMIHOWTIX, [FTD command referencel] ¢ configure network
management-data-interface =~ > RZSM L T 72X,

e NT T 4w A HF—T A A (2) : ThreatDefense Virtual Z NEFD AR A b F L OV
TV Ry NT—T I DDA ESNET,
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| AWS T Threat Defense Virtual O E R
Threat Defense Virtual &5 & N AWS D H 4 K5 A » L HIRREIE .

< JBE/NA

« Threat Defense Virtual (27 7 & 257D /X7 1 » 7 1P/Elastic 1P,

HR—bENBY I b7 TSy bTH+—L4

Threat Defense Virtual Auto Scale >/ U =—3 3 >[%, Management Center |Z L > CEHIND
Threat Defense Virtual (2 FIRE T, Y 7 b7 =7 /=2 3 NZIIEF L EH A,  [Cisco
Firepower Compatibility Guide] (21X, ANV —F 4 VIV AT AERAT 4V TREDE%
Gie, YARAADY T MY 2T EN— R =7 OEHENTEH SN TWET,

» Firepower Management Centers: Virtual O (21X, AWS =D Management Center Virtual (235
% EHMERS LOMRER AT ¢ 0 FRBEOBEMEN —THFR RSN THET,

» Firepower Threat Defense Virtual Compatibility @ (Z1%, AWS @ Threat Defense Virtual (Z
B2 EHNMERS LOMAEAR AT o4 » ZREOBEN —HFR RSN TWET,

N\

GX)  AWSAutoScale V¥ U =—3 3 VA E AT 572DI21%,. AWS _E T Threat Defense Virtual 73— =
VoAU LEEHRATAIMNERHY ET, ATIR—RAORATr—V T EHHAT LI,
Management Center /3N —" = > 6.6 LIFEZ FEIT L TWALERH Y 77,

Threat Defense Virtual B KU AWS DA A4 FS5 14 > EFIIR
=18

HYR— b Ih HHEE
AHRT T A= 7T 7K (VPC) ~DiEA
«JEEFR v FU—2 (SR-IOV) .
« Amazon ¥ —7%7 v LA A HDEA
L3Ry NU—Z DEA
e V—7 v RE—R (F74/ 1)
« ERSPAN i 145 /3y 72— F

T TGARY T (R=T g 12 L) SR OWTIE, [ 37V v s 777 Ricki)s
Threat Defense Virtual 27 7 AKXV 7] #ZM LT X0,

» Amazon CloudWatch (2 & » TRegk SN~V AE=Z Y T DA N 7 R
e Uy VIR T L— A
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https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#id_37873
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AWS T Threat Defense Virtual DB |
. Threat Defense Virtual 5 K U AWS DH A K54 > LFIREBIE

* [Pv6

HYR— b Sz OEEE
-

e "G AT LY M E—KR, AV TAF— K, Ry TE—FK

A
e VA AY— K TA AT HY L MM S BYOL (Bring Your Own License) 734
A—hINTWET,

* PAYG (Pay AsYouGo) 7A B> A, RNV A Av—hK T4 T EEAET
\Z Threat Defense Virtual % 51T T & 2 E&HFEEET /L, BEk S 1172 PAYG Threat Defense
Virtual 7 /31 A TlX, 74 B A5 SN2 _XToMRE (v =7, &, URL 7 «
NWB YT VPNIRE) Ao TWET, T4t A fth I 7-#8REI%, Management
Center P OIREFILIIEETHZ LI TEEHA (X—=TYa 650

N

(G¥)  PAYG 7 A & AL, Device Manager E— K CTEHINTWVD
Threat Defense Virtual 7 /34 A CiEH A — R THERA,

Threat Defense Virtual 7 /31 AD 7 A & ABEDO T A K7 A 20T, [Firepower
Management Center Administration Guide] @ [Licenses] OFEEZZH L T E IV,

Threat Defense Virtual R X — b S/ 2V AD/N T+ —T 2V AREE

Threat Defense Virtual D/3—37 5 2 7.0.0 U U — A LI TIE, Threat Defense Virtual {338 A B4
WZEEDSNWTRR D AL—T"y F bbb VPN il R A2t 5 37+ —~ AR RL T A
U REVHR—FLTWET,

%= 15: Threat Defense Virtual #EfR T 5 ICE D < S 1 & 2 RHBED IR

NITA—TRBERE | T/ 1 Rtk (3 L— kIR RAVPN t v > 3 Ul
7 /RAM) R

FTDv5 4 217/8 GB 100 Mbps 50

FTDvI10 4 217/8 GB 1 Gbps 250

FTDv20 4 217/8 GB 3Gbps 250

FTDv30 8 27/16 GB 5 Gbps 250

FTDv50 12 =27/24 GB 10 Gbps 750

FTDv100 16 =7 /34 GB 16 Gbps 10,000
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| AWS T Threat Defense Virtual O E R
Threat Defense Virtual &5 & N AWS D H 4 K5 A » L HIRREIE .

NITF—I U ADEREIL

Threat Defense Virtual Dig D/ 7 4 —< 2 A& EHTA7-DIZ. VM &R A F O %3
TAHZENTEET, FMCHOWNWTIE, TAWS TORBYLOFHEE & Kk 2R L2
éb\o

Receive Side Scaling : Threat Defense Virtual | & Receive Side Scaling (RSS) %A — K LT\ E
T ZHE, Ry NI T E TR Lo THEO vy haTiixy NV—7ZE T
T4 T ENTDEDICHERESNDGT 7 ) nY—TF, "=V a3 7.0 URETHR— &R
TWET, FEMIZOVTIL,  [Receive Side Scaling (RSS) HOEEDORX F=—] 2S5 L T
TZ&EW,

Threat Defense Virtual D %|[E =18

cHERES DA L AH AT cSxlarge TY, c3.xlarge f Y AX LV ATIEAWS U —V 2 T
DA AHERHIR SN ET,

CEBIFICIE, 2O0D0FHA =T 2 A AP SN TN DLLENH Y £7,

cHENT AL, 20D T T4 T A B —T 2 A RAL2ODEBAN L EZ—T oA A (&
4o A 0 H—T A R) PUETT,

N

(G¥)  Threat Defense Virtual (X2 D 4 DDA X —7 = A AN UEEE L 8 A,

cAWST I 74w A B —TxA AZFET H%E. [FEIAEDOEHEOME (Change
Source/Dest. Check) | 47> a v WM A2LENRH Y £,

«IP7 KL R (IPv4 B X UIPve) % EIT (CLIHEEE Lz b @O TH Management Center 7>
ODRELIZHDTSH) AWS a2 Y — L TIER SN b D E BT HXERH Y 7, &
FARFICEREA FEEEOTIEIN,

» Threat Defense Virtual %6k L7-1%, 1 ¥ —7 = A A% L. Management Center CTH
INCTHRERHY £, IPT RLAL, AWS TRESN/A v F—T =4 AL —HL
TWAMENRGH D Z LIZER LTSN,

e FFTLUARTLLUNE—R, AT F—F, Ry 7 T— NIHEATHR—FX
NTWERA,

cAUH =T 2 A AEEETDHITIE, AWS 22 Y — AN BEEZIT O LENRH Y 9, AWS
=Y —)LC, Management Center 75 A > ¥ —7 = A ADXEEREMER L, AWS AMI == —
P A v H =T 2 A AEFHALTCNDA LV AZ L AEEIELET, RIZ, BHETLHA
F—=T A AEGIVEEL, LA v F—T7 = 22 LET (BET 2123, 2250
NI T4 I A BE—T oA RAE2ODEWA L Z—T 2 A AVPKETHDLZ LITHERL
TLEEW) o 22T, A AZ U A%EH) L, Management Center (ZFF 5 Gk L £77,

Management Center >0, 7 /85 A VX —T oA A%&FREL, AWS 2 Y — N BT
EFEL—HTHIIIC, IPT RLRA (IPvABEOIPYG) LD/ T A—2 BT L E
R
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AWS T Threat Defense Virtual DB |
B awszEsoms:

\}

GE)  IPv6iL., TaT VAKX v 7 (IPv4+IPv6) F— RTOLEHTX
ijqo

«c T—MRICA =T = A AZBIMNTHZ LITTE I A,

e Snort D % v M E T AT o720 L VM B ERINICIELS 725720 E o 7= B
BREERRONDEERC, BEDO T u v ANEITEND & =121X, Threat Defense Virtual
%J:U\VMTX Fnbua 72 NELET, 2N CPUMMHE, A€V, VOFEHE, B

Ot AR /EEAAREEOr 7 ONET, MEO KT TNy a—T 4 TITELH E
?“o

*Snort DY ¥ v hZ 7 UEEZIE, CPU & VO DEHENEL 20 9, 572 AF U NR
<. BHA®CPU B2 WE—DFR A b _EIZ£% D Threat Defense Virtual f & A % > A MERE
ENTWAEAIT, Snort D> ¥ v FZ 7 K23 3835 T Snort =2 7 BMERE S L E 1,

AWS IRIEDRE

Threat Defense Virtual 2 AWS (2R 2 121%. RBEIZEA O3 L UBEZEH L T Amazon
VPCERET DMBENRH Y ET, FEAEDERETIE, By N7y U 4 P—RiZit>Tky
N7y FHFTTEET, AWS TiE, BELOFHMERBICEDS £ T, —EXICHET2H6H
RIEWMER ST TA L RRa XA bR L TnET, FERIZ OV T,
https://aws.amazon.com/documentation/gettingstarted/ 22 L T 7230,

AWS Ot v N7 v FEEYNCEIET A 7-010. %< &7 3 > TlX. Threat Defense Virtual
YAH L ADRENRTO VPC 35 X ONEC2 HAIZ W TR L £,

« VPC DR (79 ~—2)

A=y b T— T A DEM (80 X—)
TRy FOEM (80 X—)

e — K~ F—T OB (81 =—)

et X UT 4 TA—T DR (82 <—)

Xy MU= AU H—T A ADER (82 X—2)
* Elastic IP D1ERL (83 ~—727)

[ZC®H BRI
cAWS 7 H U v R EMERLET,
» AMI % Threat Defense Virtual £ > A Z V AfEHTE A2 E 2R LET,
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| AWS T Threat Defense Virtual O E R

vee ot

VPC D 1ERkL

&

ATvT2
ATv7T3
ATvT4
RT975

ATvT6

RBTZ7A4_X—hk Z7Z7D K (VPC) 1%, AWS 7 v v hEHOEMER Yy T —2TH, Zh
X, AWS 7 U RNOMOBEIER v b T —27 025 inEEac /0B S 40TV 97, Management

Center Virtual <° Threat Defense Virtual f > A X A7 ED AWS U V— A% VPC |ZEEE) T& F
T, VPCERETEET, IHIT, ZOPT RLUAHAZRINL, 7%y FEERL, L—
N T—=TN Xy FT— F— Fﬁm% BIOtX2 )T RELEHRTE T,

VPC L% 7> FTIPv6 CIDR 71 v 7 Z AT DRI OV TIE, AWS D K= A2 b
[Enable IPv6 in a VPC with a public and private subnet] Z £ L T 72X,

http://aws.amazon.com/ |27 27 A > L, #likZ8RN L £ 7,

AWS T EVMZ DT EE ORI Bl S CunEd, #illkis, miiEmofA EicERInET, H D HK
NDOU Y —R T, BlOHEIC IR TENETA, BROHIBNICHEEL TS Z & 2 EHMICHER L TL
7230,

[F—E R (Services) ]>[VPC]DJEIZZ U >~ 27 LET,

[VPC# ¥ 2R — K (VPC Dashboard) 1> [fiH3 5 VPC (Your VPCs) ] DJEIZZ U v 7 LET,

[VPCOVERL (Create VPC) 1227 U w27 LET,

[VPCOAERY (Create VPC) | # A TRy 7 AT, DLDOEASLET,

a) VPC #ikhl 3 b2 —HW—EFKD [4A1% 7 (Nametag) |,

b) IP7 FLADIPVACIDR 7w %, CIDR (7 TAL A RAAL VL—T 4> 7) OFRLIEL IPT
RLAEZNCEEMTONTWDL—T 4 7 TV T 4 7 ADa Ry NeRBTT, =& 20X,
[10.0.0.024] A LET,

¢) IP7 KLADIPWBCIDR 7AW, CIDR (7 T ALV A RAAL VN —T 4 7)) OFRLIEZ, IPT
RLREZNCBEEMTONTWDNA—T 4 7 T VT 4 7 AD a8y MNeRBTT, [2/0] 231 &
LCETLNET,

d) 7T A=K7 T 7 RTIPV6 ZBENIT HIZIL, Amazon 12D IPv6CIDR B4 & L TIPv6
CIDR 7w o # &R L £,

e) [T 74/L L (Default) 1D [7F > b (Tenancy) |i%iE, Z @ VPC TRE)SNTZA AKX AN, i
IR ESNT T T MR ENT L0 LET,

[Ewv, ERLE3 (Yes, Create) 1% 7 U w7 LT, VPC Z{ERk L £,

RDBERY

\}

GE)  IPv67ZI LT, Ry hY—27 TRy b A F =T —RAREEHET L L

I TEEHA, T 74/ T IPVE BMERA S, IPve b—fICERNCTE £,

WwDO¥ 7 g TASN TS X IIC, VPCIZA v F—%y N F— o =A ZBIMLET,
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AWS T Threat Defense Virtual DER |
B s+ vrs—rozqsoem

A3 =2y b T—r A DIENM
VPCZ A U H—Fy MR T H72DIC, AV F—Fy NS — MU =A ZBINTEET, VPC
DINBDIPT RVAD ST T 4w I EA v E—Fy 8= U2V —T 4 V7 TEET,
(& C&h BRI
« Threat Defense Virtual DA > A% 2D VPC Z{ERk L £,

ATFwT1 [—E R (Services) ]>[VPC]DIEIZZ V v 27 LET,

RATw T2 [VPC ¥ v 2R — R (VPC Dashboard) |>[A ¥ —Fx v 7 — b =A (Internet Gateway) ]| DJEIZ Y
Uy Z LT, [M¥—Fy MF— b7 = A OERL (Create Internet Gateway) | %27 U v 27 LE T,

ATV T3 2=V —ERD [4HiIF¥ 7 Nametag) |ZAN LT =T oA ZREL, 1TV, FERLET (Yes,
Create) | %7 Vw7 LT — b v =A Z{ELET,

ATV T4 GIOAT v T TERLEY— b oA 238N L F9,
ATvF5 [VPCIZEH#HE (Attachto VPC) &7 U w7 LT, LIRINCHER L7= VPC 23R L £,
ATYT6 [T, B LET (Yes, Attach) |27V v 7 LT, =T =A% VPCIZBIMLET,

T AN TR, = b T oA PMEENTVPCICHERKI S LD £ T, VPC TREI SNIZA VA Z A FA
YA—=Fy FLBETEEEA,

RDZARY
WD 7 varyTHRASNTWA L SIZ, VPCIZH TRy hEBMLET,

I3y DB
Threat Defense Virtual DA ' A X LV AR TEX A VPC O IP 7 RL A& AZE 7 A Med
HZENTEET, X2V T4 BLOEHO=—XIZILE U T, 4V AX U A& T N—T{T
HImODY Ty N EVERTX £9, Threat Defense Virtual Tlx, BFHHOY 7y & T
T4 ROV T2y PEERTALELRH Y £,
X L& BHIIC
e Threat Defense Virtual DA > A% > 2@ VPC Z1ERE L £,

ATYF1 [—ERA (Services) |>[VPC]DIEIZZ V » 7 LET,

RTw T2 [VPCH v 2R— K (VPCDashboard) ]>[% 7 %> kb (Subnets) JDIEIZZ U > 7 LT, [T xRy FNDIE
fi% (Create Subnet) 1 %727 U > 27 LE7,

AT9 T3 [T xRy NOERK (Create Subnet) | ¥ A T 27 Ry 7 AT, WOLDEASLET,
a) V7 Ry bEHNT - —EFRKD [4H1¥ 7 (Name tag) ],
by ZOV TRy MIEHT S [VPC),
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| AWS T Threat Defense Virtual O E R
— bk T—JLDiEM .

) ZOV TRy NWIFET D [ATHMEY — (Availability Zone) ], [%E72 L (No Preference) ] % i#R
L C. Amazon R T 5V — 2 BROE T,
d) IP7 KLAD[CIDRZ 17 (CIDRblock) | (IPv4 3L NIPv6) . 7Ry D IP 7 KL ADHiH
X, VPCOIP 7 FL RGOV 7y b CTHLIMLERHY £F, 7ry 7 A4 XL, /16 X hT—
J RATNG 28 Fy NU—7 A7 QOFEHTIHRET 2MLERH Y 9, 7 x> hoH A XX VPC
DY AXEFRCICTHZ ENTEET,
ATy T4 [T, ERRLET (Yes,Create) |27 Vw7 LT, 7%y MEERLET,

ATV TS BELRBEOY TRy MHoWT, FIEEZBEVIELET, BHE NI 70 v 712300V 72y b E{ERK L.
T—H2 NTT 4 T ITEREOY TRy NEERLET,

RDERY
WDt s aryTHAINTWALESIZ, VPCIZA—h F—7 %8I LET,

IL—k T—TI)LDIEM

VPC HICRELIZF— b=V — b T—TNEEHTEET, F=2. OV T7Tx%> b
Z1O0ON— b T—=TNCEEEMITEZENTEET, LML, 12097 Ry MI—EIZ 1
ODN— b T—=T I LNEEMT D ERTEERA,

ATy 1 [—E R (Services) ]>[VPC]DIEIZZ V v 7 LET,

ATwF2 [VPCH v 2R — K (VPC Dashboard) ]>[/L— k7 —7 L (Route Tables) ] DIEIZZ U v 27 LT b,
[v— b7 —7VOFER (Create Route Table) 127 U v 7 LE 7,

ATV T3 — kN T—=TNEBIT 22— —ERD [£4H15 7 (Nametag) 1 # A LET,
ATYT4 ZON—F T—TNEMHTS[VPCl 2 Fay 77Xy JARNPLEIRLET,

AT9 75 [TV, fERLET (Yes,Create) |27 Vv 27 LT, —k T—T7NEEKRLET,
ATy 6 ERRLIZ— b T—7 NV ERIRLET,

ATvTT b—bF (Routes) |7 %27 U w7 LT, A i — MEREFRLET,

ATy T8 [fRE (Edit) 1227V v 7 LT, [Blo— bhZBM (Add anotherroute) 1% 27 U v 27 L £,

a) [#84% (Destination) ] #lZ, 10.0.0.0/0] . FE7=i%, IPv6 b7 7 4 v ZIZHOWTILTXT [:/0] AT
LET,
b) [#—7% > b (Target) [ FIT, F'— U =A Z@IRNLET,

ATY T [fR1FE (Save) |27 U 27 LET,

RDRARY
WD 7 varyTHTEX512, BX%a2 V7 4 IA—T52{ERLET,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K (1x\—23>13) ||



AWS T Threat Defense Virtual DER |
B cx2050v0—Fokm

TXxa) T4 JIL—TDERK

s e han, FA—h, EETCIPEEEZEET I L —AVEFEHALT, %207«
ITN—TElERTEET, BAVAF L AIZEIDYCHZ LN TED, SESERBER B L—
NEFEHALT, #%oex2) T4 JA—T%ETE £,

ATY 1 [h—ER (Services) |>[EC2]DIAIZZ Vv 7 LET,
ATw T2 [EC2¥ v aR"— K (EC2Dashboard) ]>[k&F =V T 1 7 /L—7 (Security Groups) ] DIEIZZ V v 7 LF
7
ATV T3 [BEX= VT 4 V7 —TDOVERL (Create Security Group) | %7 U v 7 LET,
ATV T4 [BX 2V T 4 7 V—TDIERL (Create Security Group) | # A 707Ky 7 AT, IRONEE AT LET,
a) Bx2 VT4 IN—TEBHTH2—VP—ERD X2V T 4 7 /V—74 (Security group name) ],
b) ZOEX=2UT 1 F—7D [ (Description) ],
) ZDtX=VT 4 JA—TICEES T ST VPC,
ATY TS [BXx a2 VT 47— )b—/b (Security group rules) | Zi%E L £79,
a) [A1> N7 K (Inbound) | ¥ 7 %27 Vw27 LT, Pb—/r®iEN (AddRule) 1227V 27 LET,
GE) Management Center Virtual 2 AWS OANE HE BT 521X, HTTPS B8 KX ONSSH 7 7 & AR
WETCT, ZIUTESWT, EEILIP T RLRAZEETHLERH Y 3, Fi2,
Management Center Virtual & Threat Defense Virtual D] /5% AWS VPC N TiXE L T\ 535
fB. TIAR—PMIPERY TRy VT VB REFHATOMLENH Y £7°,

b) [7 7 kN7 K (Outbound) | #7427 YU v 7 LThb, Pb—/ADEM (AddRule) 1 %227V v 7 L
T TN RNT T 4w OL—)VEBINT L, T74NV D [TXTDORNT 7 w7 (Al
traffic) ] ([# A4 7 (Type) 1DHA) BLOMEED56S (Anywhere) | ([#85C (Destination) ] DHA)
DFEFIZLET,

AT T6 BX2 VT 4 F—TEEHKT DI, [{ERK (Create) 127 U v LET,

RDZERY
KDt varyTHHEN TS LI, Xy NT—F A X —T oA ARMEHRLET,

I2YRT—=0 A3 =T x4 ADERK
Threat Defense Virtual D> N —27 4 X —T = A AL, FHIP T KL A (IPvd B I

IPv6) F72ILDHCP ZfEH L TIERRCE £9, EERNARRERBOMLEIZS U TRy NT—F A
VH—T oA A (NEEB IO E1ERLET,

ATy 1 [—ER (Services) |>[EC2]DIEIZZ Vw7 LET,
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| AWS T Threat Defense Virtual O E R
Elastic IP D {Ef .

ATv T2 [EC2¥ v v 27— K (EC2Dashboard) |>[Fy hU—2 A % —7 = A A (Network Interfaces) ] DIEIZZ
Vw27 LET,
ATV T3 [Xy hT—=7 A H—T A ADVERL (Create Network Interface) ] %27 VU v 7 L9,
ATV T [Fy NT—T A2 —T A ZADVERL (Create Network Interface) | # A 72 7Ry 7 AT, IROHLD%E AN
HLET,
a) Ry RNIT—FT L X =T 2 AT DA TV a v Oa—F—EFXD [ (Description) ],
by Fey 77Xy UZX NG [H 7> b (Subnet) ] Z#ER L £9, Threat Defense Virtual 1 > A X &
EAERLT 5 VPC DY 7Ry EBRBRENTWDHZ L &fEB LET,
¢) [FT7A_X—=PHFIP (PrivateIP) |7 KL AZ AN LET, HMIPT FL A (IPvd B L IPv6) F7/-1EH
4k (DHCP) ZfHT& %9,
d) [EX=VUTF 47— (Security groups) | % 1 DLLFRIRLET, X2V T 4 FA—TDHNER
A= FBTRTHNNTWDLZ EE2MERLET,
ATFYTS [Fy NU—F L H—T = A ADVERK (Create network interface) 1% 27 U v 7 LT, *v hI—7 A
2 =T A ZAfF L ET,
RATYT6 ERLIER Yy NU—7 A2 —T x4 ZAZBIRLET,
RT9T1 £7 Vv LT, [EER/5EHEDEE O (Change Source/Dest. Check) %R L £ 77,
ATw T8 [EETEZITEEROMER (Source/destination check) ] D FIZdH B [H&Ml. (Enable) | F=v /Ry 7 A
ZATZIZLTC, [R1E (Save) 1227V v 7 LET,

RDZARY
WDt s varTmAT 5L 512, ElasticIP 7 KLU AZERR LE T,

Elastic IP D {E Rk

AVABZUANMEREND L, NT U v I IPT RLRZZEDA AX L ZEEMT B
To A VAZ L REEILLTOLWBT S, 207 Y v Z71PT KLA (IPv4 35 L TNP6)
FHBIMICAEFESNE T, ZOMEZMERT HIZIE, ElasticlP 7 KLy > 7 aMH LT, K
72 RXT ) o JIPT RLABZDA AKX L AZE Y 4 TE S, ElasticIP X, Threat Defense
Virtual B X OO A VA L A~D Y F—F T RBRERAINDH/NT7 Y v 7 IP FICTHE
nET,

\}

GE) D7 < &%, ThreatDefense Virtual ¥ A v F —7 = A AH &M A % —7 = A A D Elastic
IP7 FLAZERR L TS 7ZE 0N,

ATy 1 [—ER (Services) |>[EC2]DIEIZZ Vv LET,
RATw T2 [EC2¥ v ¥ 2R — K (EC2 Dashboard) ]> [Elastic IP (Elastic IPs) | DIAIZZ U v 7 LE T,
ATV T3 [HHT FLADEIY 4T (Allocate New Address) |27 U v 27 LET,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K (1x\—23>13) ||



AWS T Threat Defense Virtual DER |
[l Threat Defense Virtual £ > 2 % > 2 D EEA

ATw T4 VHERHD Elastic IP B LT Y w7 IPIZHOWTC, ZOFEEBEVIRLET,
ATYTE [T, #FYYTES (Yes, Allocate) ] %2 U 2 LC, ElasticIP Z1ERk L £9°,
ATy 6 EEICHEREO Elastic [P IZ2OW T, ZOFIEZ#Y KL ET,

RDZERY
DX 7 g THAINTWS X 912, Threat Defense Virtual %2 BB L £97,

Threat Defense Virtual 1 > X 42 > X D EFH

1R BHHEIIZ

WD L EHERELEI,
c AWS BEEDHRE (78 ~2—0) OFHAICHE ST, AWSVPC BLUVEC2 DL A Y &%
ﬁbi—a—o

o AMI 77 Threat Defense Virtual f > AX VA THATE 52 L MR LFE T,

AT w71 https://aws.amazon.com/marketplace (Amazon ~—%7 > F 7' LA A) [ZBEILTH A A LET,
ATv T2 Amazon ¥~—%47 v F 7 LA AlZu ZA %, Threat Defense Virtual (Cisco Firepower NGFW Virtual
(NGFWv) : BYOL) HiZfEftshvTWwa U v 2 %227 v LET,

GE) TTIZAWS A L CW2GE. V7 2F T 5120, WolzAt A7 7 FLTH
5. YA ALY LETHLERSH) 4,

ATv T3 [T (Continue) ] %7 VU v LT, [FEEE) (Manual Launch) ] # 7 %27V v 7 LE 7,
ATy T4 [FREICAEETD (AcceptTerms) |27V v 7 LET,
ATw 75 [EC2ar Y —/)L&EM L CEEid 2 (Launch with EC2 Console) 127 U v 7 L¥7,

AT w6  Threat Defense Virtual TH7AR— b ID [f 2 AX L AX A7 (Instance Type) | Z3&IR L F 9, HELEHX A
71X c4.xlarge T,

ATY 7T EEFHICHD K A AKX ADFEMOBE (Next: Configure Instance Details) | ARZ %227 U v 7 L
EJr RN

« HNZAERL L7 VPCIZ—ET 2 L9 Ry hU—2 (Network) | Z#ZEH L £,

s BNZIER L= BHY 7Ry MZ—EHT DX [V7 x>y b (Subnet) |#EELET, IPT KLR
ZIRET D0, FLEFEBAEREEHTEET,

«[37 Y »ZIP (PublicIP) ] (IPv4 B L ONIPv6) @ [HENA AL (Auto-generate) | AN T D Z &2
TEET,
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| AWS T Threat Defense Virtual O E R
Threat Defense Virtual 1 >~ X2 > Z DEFH .

cIPVO T2 ERMHBEHLC, Ry N TRy b, A X —T 2 —AREEWESTDHZ LILT
EFEF¥A, TT7 4N FTIEIPVEMEA S, IPve b — AN TE 3, IPveBITOFERNIZ OV
Tix. TAWSIPv6 OHEZE] & TAWS VPC)] ML T &,

[y NU—T 4% —T A A (Network Interfaces) ] D FiZd 2 [T /34 ADEN (Add Device) ]
RE %7 Uy LT, ethl xy hT—0 A X —T A A%BIMLET,

cethOIZEH SN D, FRICIER LIEEEY 7 Xy M—8T 5K 512, [P7 x> b (Subnet) 1%
Ebjz‘g‘o

GE) Threat Defense Virtual (21X 2 DDEH A L H— 7 = A ANRNMIETT,

s [EEE725EM (Advanced Details) | D F T, T 74/ hDu Z A U AEREBIMLET, T30 24 &
NRAT — ROBEEIZEDE T, LTOFIZER L T EIN,

FEE [/ (Advanced Details) | 7 4 — /L RIZT—# # AJ1THBIZE, FL—0T %A MDA
ZEHLTIESY, THRRAFZT 4 00 Z0FREat—T 258, 7L—rTFXA ML LTOR
ab—LTLEEN, [EERFEM (Advanced Details) ] 7 « —/v FIZ Unicode 7 — % (ZEHZ&Te) %
A —F 55, A VAZUADEET HARENH Y FT, BB LG AV AFXUREKT L
T, ERLETRERH D £,

Management Center % i § L C Threat Defense Virtual 2 & H 3 572DV 7 n 74 VERIE :

#Sensor

{
"AdminPassword": "<your password>",
"Hostname": "<your hostname>",
"IPv6Mode": "dhcp",
"ManageLocally": "No",
"FmcIp": "<IP address of FMC>",
"FmcRegKey":"<registration passkey>",
"FmcNatId":"<NAT ID if required>"

Device Manager % f#i ] L C Threat Defense Virtual 2835720V 7 va 74 VR E

#Sensor

{
"AdminPassword": "<your password>",
"Hostname": "<your hostname>",
"ManageLocally": "Yes"

ATw 78 [K:ARML—TDENM (Next: Add Storage) [ %7 UV v 27 LET,
TI7HNNEZTANDEZ e, R a—LE2ERTHI L TEET,
ATFYT9 [k XV A AH A (Next: Tag Instance) | %27 VU v 27 L£7,

S IR F L NLFHXPT HF— LEOT THE S E T, 2L xiT. [F— (Key) [=4Hi. [1
(Value) =77 A7 U4 —/NVTH T ZEXETEET,

=

ATFYFT0 [K:tX2VT 4 Z—7DOF%E (Next: Configure Security Group) | Zi&R L £,
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https://docs.aws.amazon.com/vpc/latest/userguide/get-started-ipv6.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6.html

AWS T Threat Defense Virtual DB |

[l Threat Defense Virtual £ > 2 % > 2 D EEA

ATy 71

AT 712
ATv713
ATy 714

ATv 715
AT v 716
AT F11

ATv 718

ATv 719

ATy T2
ATy IT2N

ATy T2

BEfFOEX =2 VT 4 7 —7 %I 5 (Select an existing Security Group) ] %7 U v 7 LT, LRI
ESINTEX2 T 40 TNV—T%ERT I, 3 HLVEX2 VT4 IA—T2ERCTEES, &
F2UT 4 SNA—TOEROFEMICONTIE, AWS OBEZ2BIRL T &0,

[#eF8 L C#cEI 9% (Reviewand Launch) 12727 U v 27 LET,

(@) (Launch) 1% 27V v 27 LET,

BEAFDF — ST ZIRT 50, Frind— X7 Z2{ER L ET,

GE) BEFEOX— T 2RI HZ b, LT — T 2ERTHZ b TEET, F— X7
IE. AWSDMRIET H AT — &, 2 —F =D RAFETIWEX— 7 7 AV THERSNET, 2
NoZE—fHIERTHE AV AF LV RIZERIZHEHTEEST, T— XTEFA LV AF A
DB L R DGE N D DT, LT BEMOGHIRFEL T 23V,

[ > AKX ADiEHE) (Launch Instances) | %27 UV v 7 LET,

[E#hDF/R (View Launch) 1227 Vv 7 L, a7 MIEWET,

[EC24 » ¥ = 7”h— K (EC2Dashboard) |>[®* > U —2 A % —7 = A A (Network Interfaces) ]

7V w7 LET,

AWS BEEDFRE (78 X—) TUBNHER LA v —T 24 A FT 7 4 v 7 ZHE L, [k

(Attach) 1227 VY v 27 L$£9, ZiuL., Threat Defense Virtual f > A X A LD eth2 f X —T7 = A A

(2720 £,

AWS BREEDRRE (78 X—) TURNIAERR LTcA v Z—T =2 A A T 7 4 v 7 ZRE L, [k

(Attach) 1% 27 VU v 27 L$£9, ZiuL, Threat Defense Virtual f > A X A LD eth3 A v X —7 = A A

2720 £79,

GE) 4ODA B =T 2 A AERET DULERDY £7,
EE v ANET LERA,

DJEIZ

FRE L7\ L& | Threat Defense Virtual

[EC2% v ¥ = 7"— K (EC2 Dashboard) ]>
AVABZ L ARERIZ ) w7 L, [4 o AX U ADOFKE (Instance Settings) >
System Log) | DIAIZEIR L T, AT —X A& F R LET,

G¥) B ORMBEIC T 2L NFRENDAREMENH Y 9, 2N TFHEEND DL, EULA 8
ETTAETethOf v Z—T A ANT VT 4 TR BN T,

[f > A% A (Instances) ] DNEIZZ U v 27 LET,

[ AT L 7 OHFF (Get

20 471 . Threat Defense Virtual % Management Center (28 8% L £ 7,

RDERY
WOFENEL, BN LZEHE— FICk-oTERY £9,
[D—jj/lzvﬁx Ux ZHNZT D (Enable Local Manager) ] T [\ %2 (No) ] &EIL

7= %541, Management Center %ﬁﬁﬁ L C Threat Defense Virtual & # L £7, [Secure
Flrewall Management Center % {8 ] L 7= Secure Firewall Threat Defense Virtual ®%&E (371
N=Y) ] EBRLTSIES N,
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| AWS T Threat Defense Virtual O E R
AWS T Threat Defense Virtual O Auto Scale /') 2 —3> 3 > .

s [B—HN=F2—T ¥ EAENZT S (Enable Local Manager) ] T [i&\> (Yes) ] &R L7z
BalXE, M IS4 T % Device Manager %l L C Threat Defense Virtual 2 &2 L £ 9,
['Secure Firewall Device Manager % fifi ffl L 7= Secure Firewall Threat Defense Virtual %% ¥

(389 X—) | ZZMLTIZEW,

BHAT Y 3 v OBIRITEOETEIZOUWTIL,  [Secure Firewall Threat Defense Virtual 7 /XA A
DEBEFE 2—=) | 22RLTL 73,

AWS T @) Threat Defense Virtual @ AutoScale >/ ') 11— 3
>

WD 73 Tix, AutoScale YV 2—2 3 O iR—3% 2 bH AWS @ Threat Defense
Virtual TED X 9 ITHERET 22OV TEHBI L £,

AutoScale V') 22— 3 2[ZDUL\T

A2 TiE, Lambda, Auto Scaling 7 /L —7, Elastic Load Balancing (ELB) ., Amazon S3 /3
7> k. SNS, CloudWatch 72 & DD AWS $— B 2 Zffi[] L T, Threat Defense Virtual =7 7
AT 7 4—/L® Auto Scaling 7 /L— 7 %38 N3 % 72D CloudFormation 7 > 7L — h & X7 Y
T M afEE L TnET,

AWS O Threat Defense Virtual Auto Scale IX, AWS Eg5%D Threat Defense Virtual f > A X > AT
7K Auto Scaling #REZ BN 5, ERRY— =L ZAZETT (DF D, ZOWED AL
W52~ = VMIZH Y FHEA) . /S—T 3 6.4 LLK, Threat Defense Virtual Auto Scale
Y U 2—3 = %, Management Center |2 & > T H X 41 % Threat Defense Virtual TH AR — k &

NET,
Threat Defense Virtual Auto Scale Y V = —3 3 %, U TFTORNEZ ALY 5 CloudFormation 7 >
T— FR—=Z2DHEANTT,
« Management Center (= JX % Threat Defense Virtual 1 > A % A DX Gk & B ERfREFR O 524272 H
#t,

o« A/ —)L 7 7 b Zi7z Threat Defense Virtual £ & A X L A~DNAT R o—, 77 & AR
Vi— BLOoUL— o HEhEA,

e 0 — RNNZ U L L FR Y — 2 OW R — b,
* Auto Scale #RE DA &L & B L2 YR — |,
« Management Center COZE{E L, Device Manager (39— hxt5est,

Auto Scale D#EEEYIR (/N\—2 3 > 6.0)

o WAL LEIENT Y v 0 H LU Lambda BI%%iE, Auto Scale 7 /L — 7 NOFTTD
Threat Defense Virtual 4 > A % > AD A U {4 # {251 T Management Center % 2 57 = &
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AWS T Threat Defense Virtual DER |
. Auto Scale O A

WA=V 7 L, £DfE% CloudWatch A VU w7287 ) w2 LET, FEHIICOWT
X, TATIRTG A= (96 X—) | ZBHRLTLZE N,

c AFVHEEICESH LA =) IR =2 TEET,

* Management Center -~ SSH 33 X O % = 7k > %L @ Threat Defense Virtual 7* 7 A ~—
I IP $f5e,

» Management Center 5% & DR FIE.
*ELB CLVZL< DY A= T R— b2 DY R— |,

e U NAR y ZIEBICAETE, T ? Lambda B L AWS U V—2i%, AE{LENT-
BEOTEDIZ TNV AE 7B REBEINET,

Auto Scale ME A 5

Z @ Threat Defense Virtual AWS Auto Scale Y J = —3 3 O A%, [[X 3 : Threat Defense
Virtual Auto Scale DEABIDX (89 ~<—) | ITRENTWET, AWS B— KT 3o
VN RIS N8Bt O A Z T 5720, IMTTER I N T 7 14 v 7 DFDCisco
Threat Defense Virtual 7 7 4 7 U + — /L& CHE 2 @i CTX £ 97,

N\

GE)  AHESEMFEOSSL ——FEE (94 X—) THH SN TWD L HIZ, BXFaT A —hC
I% SSL/TLS FEE R LEE T,

AF =y MZE LIer—RRAZHE Ry NI =20 — KRB EEFZ 7 7Y r—
Yarva— AT TT, WTNOEHES., AWS O T X TOEM L FEDEH I ET,
EAFIOKIREINTWD L DT, FFROAMIESS 1% Threat Defense Virtual 7 > 7 L — k&1
LCERESNET, Al aica—F—ER0OHSTT,

N

G¥)

TV = a BB LT 7 X R T 7 ¢ w7 1% Threat Defense Virtual % @i L &
A,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)
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| AWS T Threat Defense Virtual O E R
AWS ¥— kA O— FNZUHDBEER7T—ILOZEAH .

3: Threat Defense Virtual Auto Scale & A 5|

FMC

Appl Subnet

Appl

NGFWv1 /|«

Internet @
| Facing f .
L =l

i :
i :
! 1 App2 Subnet i |
1 I
P L
1 L}
A o2 - NGFvn
oo . Inside Outside
: | 1 :
1 ' - '
: i 1 ]
! L R —— ' NGFWv Autoscale Group
_______________________ '
VPC
Application Cisco NGFWv
Infrastructure Autoscale Solution

K77 427 DR— b_N—=2ADFIENARETT, T DL, NAT L—/LZ K> CTEHRTE
F 9, Management Center COA T V=7 b, T/ AT )L—T NAT L—/b, T 7 AR
V—ORE (1045—) ZZBMLTLEI, f2b 2iE, A & —% > MZif L7 LBDNS,
R—=F:80D T 74w 7iF, TV r—va =TT T&E, F"—hr:8DKr7
T4 TET I = a2V —TF 4 S TEET,

AWS T— koA O— kNS UHDBEEBRAT—ILOZEAH

Z O Threat Defense Virtual AWS Gateway Load Balancer (GWLB) Auto Scale Y VJ = —3 3 > ®
FAFNX, BAFOKIZR S TWET, AWS Gateway Load Balancer (31 > /37 o REEkE &
TU T RO 27 D720, AN TAR SN BT 7 ¢ v 7133 Cisco
Threat Defense Virtual 7 7 1 7 7 4 — /L& CNE & 8 T& 9,

A B —Fy MI¥EHT H v — K37 U d, AWS Gateway Load Balancer = R7RA >
(GWLBe) IZTH5ZEMNTEET, GWLBe I hT7 7 1 v 7 % GWLB IZEE L, RICHRED
72 ¥1Z Threat Defense Virtual I[Zi5(E L £ T, WTNMOLGAE D, AWS OFT X TO M & G730
g3, BAFORIIREIINTWD L D12, KFROLMRRES S 1 Threat Defense Virtual 7 >
7L — k&4 L CJEB & 7= Threat Defense Virtual GWLB HEj A 7 — /LY U 2 —3 9 T,

ATl a——EZDEHY T,
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AWS T Threat Defense Virtual DB |
. Auto Scale V') 21— 3 VDA

\)

CGE) 77045 —2a BB LT Y b3 K NT 7 4w 71X Threat Defense Virtual Z @i L %
A,

4: AWS GWLB Auto Scale O E A5 D
Managed by customer

Created & Configured by Cisco Cloud Formation template

Application VPC

FTDv Auto
Scaling Group

-—— o GWLB = o
Application " 1 L trond
Mgmt

1
1
'
Internet 1
Routes Subnets i
| |L_GcwW__| . Security Subnets Serverless Storage /
| Security | Other | I roups components 53
1
I
I
1

i Security VPC

groups resources

I Health II Zone

| IAM role
Probes

distribution

Auto Scale ¥V !) 11— 3 VDT A

Threat Defense Virtual { ' A X LV A% Ar— A VBIONAr—)L7 7 9 A21E. Auto Scale
Manager & FEIIL AN~ T 4 T 4 S A MY v 7 %E=%—1L. AutoScale 7/ /L —7|Z Threat
Defense Virtual A > A % > ZADEME 721 LHIFR A F57~ L. Threat Defense Virtual 7 /31 A %
Management Center (28 ks J OV ERARSR L T, Threat Defense Virtualf & A % o Z 23 E L %
R

Auto Scale Manager (£, AWS %—/N"—L A7 —F%7 7 Fx 2 L THEEZ, AWS U V—
A Threat Defense Virtual, Management Center & 1f{5 L £7, A =2 TlL, Auto Scale Manager
2V R—F2 hOEAE HEET % CloudFormation 7 > 7' L— &AL CWES, 20T
TU—MIED, AR 2= a UBREET DI OICBERTOMD Y Y — A B R &
ET,

\)

G¥) ¥ — X—1L X Auto Scale A7 U 7 ;T CloudWatch £ X MZ L > TOLFFRHEN B 720,
A VAL ADKEBFFHZOHRIATINET,

Auto Scale V') 2 —S3>@aVikR—xR2 bk
Auto Scale YV =2 — 3 UiE, RO R—3 2 FTHEEINTHET,
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AutoScale V') 21— 3 @A VR—R b .

CloudFormation > 7L — k

CloudFormation 7 > 7' L — h %, AWS @ AutoScale VY VJ = —> g VIZHER ) YV — R Z BT
LI ENET, T L — FOBBITRO LB Y T,

s Auto Scale 7 /L—7", a— R KNZ % X2 UT 4 7 —T BLOEOMD =z R—
SV

cBHAE N A~ A XT A ODO—F— AN ZTYiAteT L — |,
Y

G 77— bOa2—F—ATOKRFETIZRA NS D728, JEBARF
W AN B REET A D32 —HF— DT,

Lambda %X

AutoScale ¥ U =—3 =3 »[X, Python THH¥E X7z —# D Lambda BT, 74 7 A 7 V7 v
7. SNS. CloudWatch £ Xy b7 T —LA X2 kS MY H—ENFET, EARMMEBE TR
DERBYTT,

o 4 U AK U ATKE LT Diag, Gig0/0, 3BENGig0/1 A > ¥ —7 = A ZA%BMEIFRLET,
e — RNRT Y DX~y NI N—TIZGigl/l £V H—T = A A& LET,

+ Management Center "C Threat Defense Virtual % #i88k L 97,

* Management Center % /1 L "CH#1? Threat Defense Virtual % &R L £,

o A/ — LA L7z Threat Defense Virtual 2 Management Center 2> & & &kfEER (HIBR) L E
R

* Management Center 7"H AEU A R v 7 %27V via LET,

Lambda B9#4i%. Python /Ny 7r— Y DA TREERICREE SN E T,

SATHAIILT VY

cTATHAINT v IF, AVAF L RAIETDEITA 7 A 7 NVOEF BN ETGETH1-
OIFEH S E T,

o A VAR VAREBDOES . TA T A 7 I/VT v 7 Z{FH LT, Threat Defense Virtual £ >
AR VAN A =T A ZABINL, =7 8T N—T A A —T = A A TP
% B ERCE 5D Lambda %A Y H— 1L F£9,

A VAR AT O FA THA TN T w7 HFEH LT Lambda BI%kE R U H— L.
B2 —7 s N7 )L—"TF )35 Threat Defense Virtual 1 > A Z o R & B GHER L £,

Simple Notification Service (SNS)
« AWS @ Simple Notification Service (SNS) ZfEH L TA X» B ERIVET,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K (1x\—23>13) ||



AWS T Threat Defense Virtual DER |
. Auto Scale V) 12— 3 U DRTIREH

« AWS IZ1E P —X— 1L & Lambda B8%%\Z 3 L 7= Orchestrator 2372\ E WO RN &H B 7=,
VUa—a i, A2 MIESHT Lambda B34 —7 A L —2 3 03572800
—FEOEMTF =—2 L LTSNS 2R L E9,

Auto Scale V') 21— 3 U DRIREH

BREIJ27A4ILOA S O0—FK
Threat Defense Virtual Auto Scale for AWS YV = —3 g VOEENCHER 7 7 A NV EX T a—
RLET, 4T _X—Ta VHOBBRAZ IV NeT 7 L— M, GitHub VAR R U o
BAFTEET,

A

B  AutoScale HOV A afEtOBE AR VU RBIOBT T L— ME, A=V —2DHE L
THREEINTEBY ., @ O CiscoTAC ViR — FOFFHN TII A R—ENRWNnZ LiZEE L TL
728V, BH & ReadMe OFJEIZ DWW TIL, GitHub 2 EHIAICHER L T 723,

ARSIV FYERE
B H T v a— R &7z GitHub U ARY R U T, infrastructureyaml 7 7 4 LB LY
infrastructure_gwlb.yaml 7 7 A /LZ7 > 7 L— 7+ VX NIZH Y £F, ZTOCFTIE, T
FRY>—%EHLTVPC, ¥ 7%y b, L—bk, ACL, EF¥=2UT 1/ L—7 VPCTV
RARA L b, BROSIAT y PEREAT2OICHEATEET, 20O CFTIE, EHCabtE
TEETEET,

WOHETIE, ZHHDY Y —Z & AutoScale TOFHICHOWTEHELLSHBALEST, ZhbDU
V—AZFETEM L. AutoScale T A2 L TXE9,

A\

(GE)  infrastructureyaml 7> 7L — hZ, VPC, 7% v b, ACL, EX =2 U7 4 Z/L—7 S3N
v b, BEORVPC U RARA » hOB AR L £9, SSLAEYE, Lambda L 1 ¥, FE72i%
KMS ¥—U Y — R IMERENEH A,

Infrastructure_gwlb.yaml 7> 7' L — X, AWS GWLB Auto Scale Y V = —3 3 V#RH L £
R

VPC
TV = a YEAICN U T VPC ZERT D HLENRH Y £9, VPCIZIX, A ¥ —F v b
~ON—INBHDHVRL EBL1ODY T Xy FeROA U —Fy NF— T A BHDHI L
PEESNET, X2 VT4 70—, 7%y FRPOEMEIZONTIE, 4T 582
TarvEZBL TR,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/aws

| AWS T Threat Defense Virtual O E R

HIxry b

IRy b .

Y7y ME, 77V r—2a VoS TERTE £, BAMIRENTWD LD
|Z. Threat Defense Virtual ¥ 3 > OFIEIZIE 3 DOV 7T Ry FABAMLE T,

\)

GE)  #HEOFHAMN Y — OV R— "NBRERIGA 73y MIAWS 7 77 RNO Y —> 7 a X
FATHBED, &)=Y T 3y FRALETT,

N TRy

N7 2y PZIE, A F—Fy b= T = A ~D 10.0.0.0/0] OF 7 /L kL— kH&
HT4, 2O 7 %y ML, Threat Defense Virtual DANEA X —T = A4 AR EFN., AV
H—F MIZE L7ZNLB b & E1,

REH TRy b

ZHUE. NAT/A v H—Fy N — MU oA ORI rbod, 77— a7 xy
MZ{EL TV VE, ThreatDefense Virtual D IEf M7 0 — 7 ik, A— F 80FkH TAWS X ¥ 5 —
AP —3— (169.254.169.254) ICEFETEHNENHDHZ LIZEBE LT ZEV,

\)

GE)  Z®?DAutoScale ¥ U = —3 3 TliE, B— RAZ UV OIEFMT 2 — 773 inside/Gig0/0 A > &% —
T2 AN LTAWS AL T —F P —R_R—C VXA L7 bENET, 2L, a— KT
7> 5 Threat Defense Virtual |2 155 D EFME Y v — 7 22t 2MB 07 7V r— 3
VTCINEEETEET, ZOHE, AWS AT =X F—NR—FT V=7 NeZnNTNDT
TV =y aryDIPT RLAEESHZ T, EFET 0 —7InE %R 2081 H 0 £,

EHEY IRy b

ZOH 7 Fw MZIL, ThreatDefense Virtual HEA % —7 = A ANGEENET, OV T xRy
I C Management Center % f# /] L TV 5454 Threat Defense Virtual ~® Elastic IP 7 R LA
(EIP) OFID Y TIEETT, BWiA X =T A AL 2OV T Xy b EIZH Y £,

Lamhda 4 TR k

AWS Lambda B ClZ, 774V =0 x4 L LTNAT S — bV = A ZFfD2 2DH 7
Fv FBARETY, ZHUZE Y. Lambda B4 VPCIZx LT T A _X— hZ72 Y £9°, Lambda
H7 2y bME, OV T xy bERIUCIETHDHEIIH Y A, Lambda 7 % v F DA
N7T 7T 4 ZZOWNWTIE, AWS D R 2 A FZBR LT EEV,

FIUr—o 30Ty bk

AutoScale YU 2 —> g o mb IOV 7%y MIEREONAHIRIZH D FEAN, 77U r—
2 a VNI VPCHNIDT 7 b g v RERNVLERGEIT, 73y b RiczhZEhor— kK
PDRESHTWAULERDY 9, Zit. 77 ST RTRBENZ N T 7 4 v 7R —
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B cs2v5c50—7

AWS T Threat Defense Virtual DER |

R/NZ % %@l L7729 T9, AWS Elastic Load Balancing = —— 51 K [FE] &ML
TLEEN,

tXxal)Tqa GL—T

Amazon S3/\4 v

TR S 7z Auto Scale 7 V—7 7T 7 L — N TIL, T XTOEEBENFF IS E T, Auto Scale
IV a—a ARSI A7-OICHNEROIL, RO T T,

= 16: HABADKR— +

R—F ERAE HITRy b

8305 Management Center 7> & Threat Defense | & 247 % » k
Virtual ~D ¥ % = 7 7 | > LB

EFHE7Ta—7 | f v Z—3y Mz Liza— RRT |48y 7 %y b, WEY 7% b
R—hr GF7HN| o HYOEFHETT—F
I : 8080)

TIV = a |\ TTVr—varyTF—=4 bI 7 4y ST Ry b NEY TRy b
A= 7

Management Center 1 > A2 VANt Fxa) T4 5 I)—TFEf=ILACL

Lambda B9%% & Management Center [#] HTTPS ##¢4 7 7] L £, Lambda BI%0/EL, NAT 7' —

Ny x=A %T 7 4/ hb— k& LTEF Lambda %7 % v MIRFF S5 728, Management
Center [ENAT 7 — b D = A IP 7 RLANDLDA 30 FHTTPS #fi 2 F5o 2 L3 TE F
D

~

Amazon Simple Storage Service (Amazon S3) %, ¥4 U — R o LKk, 7—# /A, &
Fal7 4, BLOAT =~ RERHTHAT V27 P A=V P —LRTT, 77
ATUA—NT T L—b&T TV r—var 77— FOMGFICURERTXTOT 74

N S3 8Ty MCRETE £,

TUTL—FREREND L, S337y FND Zip 7 7 A V&2 B R L C Lambda BIEASMERE &
NET, LEEBosT, 3Ty MIa—HF—TH0 Ly NMIT 7 BAARETHHALERH Y £

D

SSL H—/\—GIBAE

A A —Fy MIE LIz — RAF %R TLS/SSL %R — F L TWAMEN D L84, iF
B ARN BNSETY, FECOWTIE, ROV 7 2B LT X0,

o — X—FERAE O
e T A NHOWE X — L B CEBLIEAEDIER
« HOW2 4, SSL ZFIAEAHEH L= AWS ELB O (h— K 8—F 4 U 7)
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/elb-ug.pdf
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://developer.amazon.com/docs/custom-skills/configure-web-service-self-signed-certificate.html
https://medium.com/@francisyzy/create-aws-elb-with-self-signed-ssl-cert-cd1c352331f

| AWS T Threat Defense Virtual O E R

Lambda L 1 ¥

Lambda L 1 7 .

ARN O : arn:aws:iam::[AWS Account]:server-certificate/[Certificate Name]

autoscale layer.zip i%. Python 3.9 231 > A h—/L &} 7= Ubuntu 18.04 72 £ @ Linux B TIEK
TEET,

#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3 install cffi==1.15.1

pip3 install cryptography==2.9.1

pip3 install paramiko==2.7.1

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0

pip3 install pycryptodome==3.15.0

echo "Copy from ./layer directory to ./python\n"
cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale layer.zip ./python

YER &7z autoscale layer.zip 7 7 A /L1, lambda-python-files 7 4 /L Z|2 2 & —F 5 LN &
D i‘a—o

KMS ¥ X4 —%—

Z #uiX. Management Center 33 2 Of Threat Defense Virtual /X 2 U — R0 SALIE R OGA 1T E
TY, TNUSNOEE, ZOar K= MILEH Y FEA, SATV—RE, TRt
N5 KMS OBz LT ST 2062 23% Y £, KMS ARN 728 CFT TA s 256,
NAT = REW oAb T 28R H Y £, ThLSOLE " AV—=FET =7 XA BT
HHLENRDHY £T,

VA — e LEEEAL DI OWNTIE, XA T — ROREEAL L KMS 2B 5 AWS O K3 =
AL FOF—DOVERL [$55E]) & AWSCLI i~ > FU 77 LU X [$EE] 2L T E &,

1l

$ aws kms encrypt --key-id <KMS-ARN> --plaintext 'MyCOmplIc@tedProtectloN'
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJIvY/x/rfHnKI3clFPpSXUU7THQRNCAFwEXhXHJAHL8tcVmDqurALAAAAajBoBgkghki
G9w0BBwagWzBZAgEAMFQGCSgGSIb3DQEHATAeBglghkgBZQMEAS4wEQQOM4 5ATkTqj SekX2mniAgEQgCcOav6Hhol
+wxpWKtXY4y1Z21d0z1P4£fx0jTdosfCbPNUExmNJ4zdx8="

}
$

CiphertextBlob ¥ —DfE% /XA T — K& L THEHATA2XLERH D 7,
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/encrypt.html

. Python 3 215

AWS T Threat Defense Virtual DER |

makepy 7 7 A Wik, HREINTZIVRY M) O ENT o L7 RUIZHY 9, 2k,
python 7 7 A VI3 Zip 7 7 A WITIERMES AL, #—F > R 7 A A FICabt—siEzT, oo
B A & FATT DI, Python 3 BREEDEM FIRETH DL ME N H VD 7,

TN r—a REBENTWAY, T r—2a VORI VBRI HETH B 05

Python 3 IZ15
Auto Scale O E B
bi-
Dd ) £
ARINT A—4

BARNZ, ROANNT A —=Z ZWET DLERH Y 7,

)

(G¥)  AWS Gateway Load Balancer (GWLB) ®#;#LoadBalancer Type, LoadBalancer SG,
LoadBalancerPort, 3 J U'SSLcertificate /X T A — ¥ [T 54T,

3 17: Auto Scale A /X5 A —4

R/ 5—
v Nd{1318

INTGA—4H ERTZ5{E/47 |ZRiEA
47
PodNumber pa==2il] ZAUEAR Yy REFEETY, Auto Scale 7 /V— 74

(Threat Defense Virtual-Group-Name) D FKJ&EIZE
mEnEd, 2exiX. ZofER 1] OfFse, 7
JL— 74,13 Threat Defense Virtual-Group-Name-1. {2
7m0 ET,

1 HTUAE3SHT UL FOEFTHILERH Y 7,
Sk 1

AutoscaleGrpNamePrefix | 3¢-5l] Z AU AutoScale 7 V—T 4T VT 4w 7 ATT,
Ry RESPY 7 4y 7 2L LTBEMSNLET,
Bk 18 (F
5] : Cisco-Threat Defense Virtual-1

NotifyEmaillD SCFH Auto Scale f X MIZDEFA—/LT FL AT

KEENET, TRV T g VEFA—LVE
RKEZTFANDLERD Y £,

5] : admin@company.com
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INTA—4H FRTE5(E/Z %A
47
Vpcld pecil TR AERETHMENH D VPCID, ik

AWS OEEZHE > TRET HMENH Y £7°,
2 A7+ AWS::EC2::VPC::1d

linfrastructureyaml] 7 7 A LV ZEA L CTA > 7
FANT IV TFXERATHE, XX v 7 DOHE

73 a NI OENBRESNET, FOMEEMHEH
LTLEE,

LambdaSubnets DIZEN Lambda BB EE SNV 7 R > K,
2 A 7 : List<AWS::EC2::Subnet::I1d>

linfrastructureyaml| 7 7 A L ZEH L CTA > 7
TFANT IV FxRIATHE, AZ vy 7O NE
7y a NCZOERRESNET, ZOMEMEH
LTL7EENY,

LambdaSG J Ak Lambda #HED L X =2 U T 4 V' L—7,
% A 7 List<AWS::EC2::SecurityGroup::1d>

linfrastructureyaml | 7 7 A V&AL TA v 7
TANT I FvHREEATLE, AF Yy O/TTE
7y a NI ZOENRESNET, ZOMHEEEM
LTLEEN,

S3BktName pras=vl T AND SI Ny MMy, ZiLE, AWS OB}
WS TT AT MIRETHULERDH Y 77,

linfrastructureyaml] 7 7 A VZ2EH L TA > 7
FANT IV FYERATLE, XZy 7 OHE
72 a L OERFEESNET, T O %M

LTLEE,

LoadBalancerType T A B —Fy M LTz — RARToH D8 A7
(7l —rav) ¥ Xy hU—
71) .

Bl TS r—a v
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B ris5x—2

N5 A—% ERTE BiE/4 | 58
47
LoadBalancerSG G e RAG L HDEF 2 U F 4 S —TFy v b

U—7a— RAT U OEEIIER S NEE A,
i, X2 VT4 =T IDERET HLE
N ET,

X A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A L Z{EA L CTA > 7
TANTZ I TF BT LE, AF vy 7 DOHIE
7 a NI DOENRESNET, EOMAE[HEM
LTLEEN,

LoadBalancerPort GiLE n— KRR P R—h, ZOKR—MI, BIRL
0— RKRZ o Z A TIZHEDSNT, e hare
L C HTTP/HTTPS % 721% TCP/TLS % L TLB
THRE £,

RN— FDRELRTCPAR— N THDHZ MR LE
9, Zhiiv— KT U A —DOERIZE H
EnET,

F7+L k80

SSLE®: pei] T 2 7R — MO SSLEEAED ARN, 57 L
WA, B— AT YT R — ME

TCP/HTTP (2720 9, & L72HA. =— KA
7 YT D AR — ME TLS/HTTPS (2720 &
7

TgHealthPort e ZOR— NI, EFETR—T DX =Sy T N—
TN L > THEAENE T, Threat Defense Virtual @
ZOR— MIREET HIEFEET 1 —71%, AWS £
BT =R —R=IN—T g T END=D, b
T4y ZITIHER LN TLEEN, ZOR—
MIBEZ2 TCP R— N THLIMERDH D 77,

TV = a ARBERET v — TR E T
5D EDITT H5EIX. £HUTIES U T Threat Defense
Virtual DNAT L —/VZ AR TEET, ZOLH7%
e, 77V r—2a U L7 &, Threat
Defense Virtual /% Unhealthy £ > A Z A D L& W
7 7—H2kY, FEFLELTY—r7Ih, H
FrafnnEd,

% = 8080
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INS A=A FERTZ5E/42 |5HA
147
AssignPublicIP 7 — UAE ltrue] ZBINTHE, TV o7 IPREIY YT

HIVET, BYOL # A 7@ Threat Defense Virtual
DA, Z AT https://tools.cisco.com (2T 5 7=
&) L\:‘/[Z‘gw@‘j_o

5] : TRUE

InstanceType peE] Amazon ¥ A A — (AMD) 1%, &F&FAA
VAR UABA T Y R— L TWET, X
BUARBATICL ST, A VAZ L ADY A X
VIR AV FEPRED £7,

Threat Defense Virtual % 73— F 325 AMI A > &
BURBA T DHEMHT DR DY £,

% : c4.2xlarge

LicenseType paE] Threat Defense Virtual 7 1 &2 A% A 7 (BYOL £
721X PAYG) , BS# 325 AMIID RFEILC T A &
AL T THDHI ERMERLET,

5] : BYOL

Amild il Threat Defense Virtual AMI ID (%72 Cisco Threat
Defense Virtual AMI ID)

B A7 . AWS::EC2::Image::1d

V=g bA A—VOHMON—T g IR0
T, ELWAMIID #3ER LT 7Z &V, AutoScale
HREIZ, /S—3 3 v 6.4+, BYOL/PAYG A A —
EYR—HFLET, WITNDOEAEH, AWS v—

o R TVAARATIA BV RAIZRETHUHEND
nET,

BYOL D34, 8XiE JSON 7 7 A )LD
MNicenseCaps] F—% [BASE] .

MALWARE] . [THREAT| . [URLFilter] 72
FORRETERH L T EEW,

NoOfAZs e Threat Defense Virtual % JERH 32 B3 H 5 ] 1k
V—r 0¥ (1-3) . ALBEADEA, AWS T
VB 7R i/ IMENE 2 T,

B2 2,
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INTGA—4H

ERATESEE
47

Bl

ListOfAzs

1= XG0 3¢
T4

= DEFEOH < XED Y 2 K,

GE) V—r Y A NMAEIEETYT, 7
F v bU R NMIFE UIEFECRET 5%
ERHY FET,

linfrastructureyaml] 7 7 A L ZEA L CTA > 7
FANT IV FXYERATLE, X2y 7 OMHE
7 a NZZOEPRESNET, TOMEEHEH
LTL7EEW,

5 : us-east-la. us-east-1b. us-east-lc

MgmtInterfaceSG

pasdl

Threat Defense Virtual ¥ A ¥ —7 =4 AD%
FaUT 47—,

% A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZ{EA L CTA > 7
TFANT IV FxwRATLE, AZ vy 7O E

73 a AN ZDOENRESNE T, FOMAEEH
LTLEE,

InsidelnterfaceSG

padl

Threat Defense Virtual N1 % —7 = A A0k

3’\"; U ?‘4 /f &\\/I/\——700

& A7 AWS::EC2::SecurityGroup::1d
linfrastructureyaml] 7 7 A VEZEH L CTA > 7

FANT I FrRATLE, AX vy Ot

Jva NI DEBBRESNET, T OMHEEMHH
LTL7EEN,

OutsidelnterfaceSG

pe=ll

Threat Defense Virtual /M1 % —7 = 4 ZAD &

2T 4 T N—T,

& A7 . AWS::EC2::SecurityGroup::1d
linfrastructureyaml | 7 7 A VEMHLTA v 7

TANTZ I FxrRHTLE, AF vy 7Ot

7y a AZZOEPRRESNET, TOMEEE
LTL7EEN,

#] + sg-0c190a824b22d52bb

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)
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Anrisx—4 |

INTA—4H

ERATESES
47

Bl

MgmtSubnetld

B o= Xgny
P

FBHY T Xy NIDOAZ~XKED U R, UAFB

I, XST DR — 2 ERICNERFF T D3

N £,

% A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZ2EH L TA > 7

TANTZ I F BT LE, AF vy 7 OHIE

7 a AZZOEPRESNET, TOEZHEH
LTSN,

InsideSubnetld

A=Y Y
A b

WER/Gig0/0 Y7 % v FIDDA ~XKYIY U A K,
UZ ME, e 2 ity — o & E CNE/RIZ T

HMERH Y FT,

% A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZEH L TA > 7

TANTZ I Fvx2BHTLE, AF vy 7 OHTIE

73 a AN ZDOENRESNE T, FOMAEEH
LTLEE,

OutsideSubnetld

B~ gln
2 bk

IE/Gig0N T Ry NIDDH o~ XEIY U A R,
U2 MI, s 2 Y — o & E CNE/FIZ T

LMENRH Y 7,

% A 7 . List<AWS::EC2::SecurityGroup::Id>
linfrastructureyaml] 7 7 AV &FRHLTA 7

TANTZ I F v xRBHTLE, AF vy 7Ot

7 a NS ZDENRRESNET, TOMEHH
LTL7EENY,

KmsArn

P2l

WEAFD KMS @ ARN ({RIFRHIIE LT D720 D
AWS KMS ¥—) , $5& L72¥%4A . Management
Center & Threat Defense Virtual D /XA 7 — K% {5
b B HENRH Y £4, AT — ROk,
fRE SN/ ARN DAL ZM T L CTIATT 2 0ERH
D E7,

W5t/ AT — RO : " aws kms encrypt
--key-id <KMS ARN> --plaintext <password>" ¥k ® X
IIMERSNTZRAT — REHHL TS0,

5] : arn:aws:kms:us-east-1:[AWS
Account]:key/7d586a25-5875-43b1-bb68-a452e2{6468¢
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INTGA—4H

ERATESEE
47

Bl

ngfwPassword

pasdl

$ T @ Threat Defense Virtual A > A Z > A 24,
wEh7T 7L —F (HBAS—A 7 —"7) O

[2—H%—F—% (Userdata) |7 4 —/L RIZATIE
NIeT 74V RO/NRAT — RPFRESINLTHNET,

ZDOANIZ LY, Threat Defense Virtual |27 7 & A
TEX5X01hd e, NAT—RFRH LS
NN AY— RIZEEINET,

KMS ARN M STV ARWEAIR, FL—r
TXARNDNAT— REFEHLTLESI, KMS
ARNRMEH SN TV A AL, ek S*
J— RZHEATL2HLERH Y 7,

i : Ciscol23789! F7-i%
AQIAgcQFAGtz/hvaxMtIvY/x/rfHnl31PpSXU

fmcServer

B se51

Lambda B9%% & Threat Defense Virtual ZHE A o & —
7 = A ADikj )72 A HE 72 Management Center &
BHOIPT FL X,

%1+ 10.10.17.21

fmcOperationsUsername

pasdl

Management Center % 5 B4~ 2 BRICERL S HL7z
Network-Admin PL_E DL —H—, 22— Lnr—
IVOFERLDFERIZ DUV TIE,  [Cisco Secure Firewall
Management Center 7 /31 AR A F] 258 L
TLIEENY,

5] : apiuser-1

fmcOperationsPassword

padl

KMS ARN 23itd# STV AWngaix, L—r
THEANDONAT— REFEH LT EEN, fl#
SNTWAEAIE, B LINT/ AT — R&f
AT 2 0ERH Y £,

51l : Ciscol23@ F 7213
AQICAHgeQAwhvaxMUvY/x/mKI3cFPpSXUHQRnCAaiB

fmcDeviceGrpName

padl

Management Center D7 /NA A 7 )L—"T74,,

5l : AWS-Cisco-NGFW-VMs-1
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| AWS T Threat Defense Virtual O E R
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INTA—4H FERTZ5E/42 |5HA
147
fmcPublishMetrics 7 — Uil [TRUE| IZRETDHE, HEINZTNA RS

JL—"7" N D 3§k 7% A Threat Defense Virtual & > % —
DAEVHEERZISET D012, 2512 1 A%
1T & 45 Lambda BAEMERE SV E T,

% Fi AJRE72 i : TRUE., FALSE
5] : TRUE

fmcMetricsUsername L AWS CloudWatch |2 2 b U v 7 & /ABIF %7200
— . Management Center = —H —4,, = —4 L
12— L OAERRDFEMIZ DUV TiX,  [Cisco Secure
Firewall Management Center 7 /N A AR AT A R ]
EZRLTIZEN,

[fmcPublishMetrics| 7% [FALSE] IZFRE STV
DAL, ZOANEITHMEILZHY THA,

%1 : publisher-1

fmcMetricsPassword pasdl AWS CloudWatch |2 A b U v 7 8T 57200
Management Center /XA U — R, KMS ARN 73508
ENTORWNERIT, ZL—rTFF A MO T—
REFEA LT EZE, il S TV DH5AI1E,
WL SN AT — FEERATILERH Y £
R

[fmcPublishMetrics| 7% [FALSE] IZERE I T
DAL, ZTOANEITHOXLEIIHY XA,

5]+ Cisco123789!

CpuThresholds A~ KUV CPU LEVWED FRE CPU L & WMED ER, H/h
% fEl% 0 T, AKAEIE 99 T,

7Lk 110,70

LEVED TRIZLEVED LRIV b/hE <9
LWER DY £,

il : 30,70
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. Management Center TDA Tz b, TIAARYTIL—TF NAT)L—IL, 7O ERR) O—DHTE

NS A—%H ERTZ5{E/45 |t
47

MemoryThresholds Hr<FHDE I MEM LEXVWED TIRE MEM LEVMED FIB, &
o /METX 0 T, BKMEIZ 99 T,

7 %)V k140,70

LEVEDO FIRIZLEVWVED FIRL Y /&< T
HBENH Y F9,  [fmcPublishMetrics] /X7 A —
22 TFALSE] O%E., #EIXH Y TH A,

1 = 40,50

Management Center TDA T 9 b, TINARTI)IL—T, NAT L—)L, 7O AR >—DHKRE

Threat Defense Virtual Z &89 25 (21%, BIOY— N— ETEITIND 7 NEREO LT T 34
A~ F— % Th % Management Center ZffiFH L £ 7", Threat Defense Virtual (%, Threat Defense
Virtual RAB~ 3 NZEI D B TREEA ¥ —7 = A A L@ Management Center % & &k L CiEfF
LET, FMIZOWTIL,  [Secure Firewall Management Center % fifi 2. 72 Secure Firewall Threat
Defense Virtual (22T (371 X—3) | 2L T EEW,

Threat Defense Virtual DR EIZEH N4 TV =7 MIT T, 22— —=21ERT 2 LN
HYET,

| &

BE TARARITNVN—TEERL, V- EEATOLERDHY T, T3 AT V=TT S
72T R TDOFREM Threat Defense Virtual £ V' AZ L AT v 2 ENFET,

I H bk
WDOF T =7 FEAERRLET,

%= 18: Threat Defense Virtual &2 F () Management Center DEXEF T 1 +

FIPxHU b4 | [}

47

NDZSIN aws-metadata-server 169.254.169.254

A— b health-check-port VETIE T T, 8080 F71EZ Dfthod
A= b

= PR 72132 Ot 44 HiT —

= SMER & 7213 E DA DA il —
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| AWS T Threat Defense Virtual O E R
mEssoNn 77 LoEF

NAT K1) > —

—REIZ2 NAT b—/LTlE, WET RLAZNMA =T = A ADIPT RLADKR— MK
MLET, ZOFATDODNAT V= NDZ LA F—T A XA R—F T FLAZH (PAT)
ERFONE T, NAT AU & —OFEMIZ DUV TiX, Secure Firewall Management Center % fifi F L 72
Secure Firewall Threat Defense Virtual D& H (371 ~X—) ONAT OFFE (382 X—) &M
LTLIEENY,

NAT R U & —IZiE 1 DOMEL—/VBGLETT,
« X{55> — > (Source Zone) : AMFEY —1
« 5855 —2 (Dest Zone) : WY —
« JLDF(EIL (Original-sources) : any-ipv4
s JLOEIFILA— & (Original source port) : Jo/7 7 4 /L k
« JLD%E%E (Original Destinations) : A % —7 = A A (Interface)
s LD YA — b (Original-destination-port) : 8080 F 72T — Y —23F%E T % EFIER— b
o ¥ H 5150 (Translated-sources) : any-ipv4
o BHAFE A5 — N (Translated source port) : J&/7 7 4 /v b
« B 7256 5E (Translated-destination) : aws-metadata-server
o BHLEFHSEHR— N (Translated-destination-port) : 80/HTTP
FIREIZ, Z OFREMN Threat Defense Virtual 7 /34 A7 v a2 &8Nb L5118, T—HF T 7 4 v
7 O NAT V—/V & BIICE £,

| B

EE  (FRENIENAT R Y v—E, TAA AT N—TIZEAT 208 03% Y £3, Lambda B0 5
® Management Center fRAEIZ KV | TN REESIVE T,

TR R —

WEBNBINTE~D N T 7 4 v 7 7R T 57 7 B AGlEZHELET, LERTXTORY
BT VAR U= ERTEET, ZOR—FDO T T4 v I BRBETE L LD
W2, EFEMER— N7V NEFFRAITOMERH D T, 727 BARY U —OFEMIZONT
I%. Secure Firewall Management Center % {# f] L 7= Secure Firewall Threat Defense Virtual /% 2
(B71 _=2) OT 7 AHIHORE (386 ~—) ZZRLTIZIW,

REJSON 77 A ILDEH

Configuration.json 7 7 A /L%, GitHub YR MU MNBHIG LI2T — A4 7 Zip D—EH Th %
lambda_python_files 7 + /L #12d& ¥V £7°, JSON F—|IZEH L2 TL 72 &V, Threat Defense
Virtual VM D 2 % 7 ¢ 7 )b— M, JSON 7 7 AV CRET HLENH Y £7,

ART 4 T — NOBEFCHONTIE., RESRL T,
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. Amazon Simple Storage Service (S3) ~D T 7 A JILDT v FAO—FK

AWS T Threat Defense Virtual DER |

"interface": "inside",
"network": "any-ipv4",
"gateway": "M,
"metric": "1™

JSON 7 7 A VDT _RTCDOfEIX., T 7 4 /v k@D Threat Defense Virtual /XA U — K& &, 2k
WIGUTERTEET,

Amazon Simple Storage Service (S3) ~DI7 7 A IILDT v TO—FK

Ay DER

target 7 4 L7 R UNDTRXTOT 7 A /L% Amazon S3 N7 v MIT v 7 r— RT54E RS
DEd, BEISLT, CLIZHEALT, targetT 4 L7 hUNDOTTHD T 7 A /L% Amazon
SNy MZT v a— RCTEET,

$ cd ./target
$ aws s3 cp . s3://<bucket-name> --recursive

BB DT X CORMFESRM T35 &, AWS CloudFormation A ¥ v 7 Z{ERCTX £9°,
target 7 ¢ L7 U N® deploy_ngfw_autoscaleyaml 7 7 A V& L £ 7,
target 7 4 L7 FUNDO 7 7 A LEEHALET,

)

FR Bl D 1REE

()  deploy_ngfw_autoscale with_gwlb.yaml 7 7 A L% BB 5 HiIC. AWS GWLB HEj 2 77 —/L

U = —v a3 YHIZ infrastructure_gwlb.yaml 7 7 A )V & BB T 2 BN H Y £,

deploy_autoscale with_gwlb.yaml 7> 7' L — bk O EBAEHI/ER S5 GWLB Z3@&R L C, 7 —

FxAf B—RNRF P —x2 RiRA > b (GWLB-E) Z{EKT24ENHY £9, GWLBe
EERR LTS, 77V r—v a7 xy heT 740 hb— T —7/L"C GWLBe % {# 1 5°
HEINET T AN M— NEFHTLHMLERDH Y £7°,

FEARICDOUWLNCIX,  Thttps:/docs.amazonaws.cn/en_us/vpc/latest/privatelink/
create-endpoint-service-gwlbe.html] ZZM L T 7E S0y,

AIJRT A —=52 (96 ~—2) TERSNIZNTA—=ZEZ AN LET,

T U7 L— MRS L7c 5, Lambda BA%t & CloudWatch 1 X F23MERL S LTV 5 Z &
EREETDMENHY £9, T 74/ FTiL, AutoScale Z/L—TF DA AKX L ADE/NEE
BRI E e TH, AWSEC2 2 Y — /L TCRERBDA VAL A2 H LT, AutoScale 7
N—TERETDHHVENRSH Y £3, ZIUT LY, #H LU Threat Defense Virtual A > A X AN
M) H—EnET,

1 ODA VAR ADRERERB LTI —27 7a—%Mib L, TOA LV AX U APRHFREEL D IC
BIEL CWANE I MERIET D2 L 2HELE L $9°, FD1%IZ Threat Defense Virtual DFEEED
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| AWS T Threat Defense Virtual O E R
Auto Scale X VT F U RARY .

FEERETE, BfEEMRT AL TEET, AWS A7 —U IR U—IZ K BHIBRE
[B38E9 5 7= D12, /NI D Threat Defense Virtual A & A X LV A& Alr—A U AR#E L L T~ —
7 CEET,

Auto Scale A T F 2 RARY

Ry—1y)oo7oeX
O My 7 T, AutoScale Zv—T7 D 1 DU LD R =Y T akw R E—RELE L TH
SRR A HEICHOWTEHH L ET,
AT—ITFTU 3 DR EEL
A= VT 7 a EREBLIOEILT 512, ROFIEEZFEITLET,

cAWS B9 R 7 — U U T ORE « A7 — T NT U7y a G E 1T Egk+ 55
HBIZOWTIE, DY v 7 2B LT IEEN,

A= 7T akw AO—KHEIE L FHER

AN)ILAEZR—

043 Z &1Z. CloudWatch Cron ¥ = 7'|&, Health Doctor & ¥ = — /L ™ Auto Scale Manager Lambda
%ff MU HT—LET,

« %72 Threat Defense Virtual VM IC 89 5 BH5 72 IP 8% 5354 . Threat Defense Virtual O
JRBARF | R 2B b &, DA AKX ATHIBRENET,

o« T 5B D IP A7 Threat Defense Virtual = 3> @ IP TIXR WA, IPZTNZ—4F v
TN —T I BHIBRESNET,

NIVAE=ZR =X, THARTN—T T EARY v— BLONAT /L—/L D Management
Center HERX HIRFAE L T, [P0 A U AF L ANIER TRWEE . 7215 Management Center O
BEEN KL L7285 A, ~NAE=F — [ da—F—ICEBE A=V EEEFELET,
NILREZ R —DEMIE

ANIVAE = H— BT BT, constant.py T constant & [True) (ZE%E L %9,

NILRAEZSZ—DFEHIE
NIVAE =S — AT HI2IE, constant.py CHEE % [False] ([Zi%E L £ T,

SATHAOILT v DEME

FUS, FA TV A INT v 7 BENTHMENRDY F9, WHTHE, A VAKX AT
BIMOA B2 —T = A ANBIMENER A, F7-. Threat Defense Virtual £ A ¥ o A D EEH
WL CRT A2 Enb v 9,
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. Auto Scale Manager M #E31t

Auto Scale Manager M #E31t

Auto Scale Manager % 2t 95121, £4LZ41D CloudWatch 1 X | Tnotify-instance-launch]
& Tnotify-instance-terminate] % HEZNLT 2 MENRH D £, N bDOA Xy M EEHHIZL T
b, LA XY O Lambdald b Y T—SvEHA, 72720, T CICET STV 5 Lambda
T U a IR T S VE T, Auto Scale Manager NZERE LT L Z L IEH D FHA, AX v
DOHIBRE721ZY V) —ZADHIBRIZ L DR DIEIEERA D &, RERBIZZR D WREERH Y £
7

A— KNS UH5DE—45 vy b+

AWS 72— RNRZ % TlE, Oy NT—0 A B —T oA RO VAV AIZHT L
TAVAB U RZATDE =5y EBFFR SN2, Gigabitd/l 4 F—7 = A A IP X
B—lFy NTN—=T DX =y hELTRESNET, 7L, BIEDO L A, AWS Auto

Scale D~NVAF = 71X, IP TlERL, AV AZ L AZATDE =7y MK L TOHIEEE
LET, F72. INEDIPIFZ—F v T NA—T6BEIIZBME N0, BRIz
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_a_o

EHY AL TR ARV Y TCINLDR Y NI =7 T2 b TN—TTT
JHEALTEHTHITI1E, Lambda BB OEBEHR Z > —F—T v M &RA{ERK L
TBLIMERHY F7,

Amazon GuardDuty UV VY —A 7 7 AV EX 7 un—RLizrn—hL~v a7 LET,
ngfwv-template > configuration 7 + /L % &M L £,

TXAMTT 4 ¥ —)L T ngfwv-manager-config-input.ini 7 7 A L& & £9,

ZDO7 7 A MIZiE, AmazonGuardDuty Y U = —3 3 U OE EEEEZFE L CWHEHE ¥ —F 70137
WA ARSI =V % DFME AN T H0ENHY £7,

BRI A=ZHET DEHE o —F I T A, AR =V X (T LU T OREME A LET,
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B enbiaBs07—h1 T 77 1 L0

NS A—4H Bl

[ngfwv-1] v alh B —FRET A, A —
X O—E ORI,

public-ip EHE S —FEIT A A X =V ¥ DIPT L
Ao

device-type BB —FIET A A X =V v E LT

Amazon GuardDuty ' U = —3/ = > % BB 9 % & Hixt
BT NAADLA T fFEHTE 21T FMC £7213

FDM T,

[ EHY LV H—FET M AR —Vriin s A v
THEDOT—Y—4,

IRAT— R BHY X —FTIT NN, AR =TV llu s A

FTHEDHDONRAT— R, NRAT—RIZE, FL—>
TX A MERFZIZTKMS 2 LTS
XFH AT ET,

object-group-name Lambda XS EF O & 548 A b 1P 23801 LT H8T
THXY NT—2 TV =0 b I A—T DL,

BDFR Yy NT—0 TV N TN—TZEAN
T 2561, B~ XKUVEIZR>TNnWHZ L%
R L TL 72 &0,

AT w75 ngfwv-manager-config-input.ini 7 7 A LV ERFELCEA L £,

RDBERY

Lambda BT —H A 77 7 A NV EVERR L £, Lambda A DT —H A 77 7 A LD Ui
(128 X—) BB L T &V,

Lambda 8D 7 —HA4 T 7714 ILD#E(E
Z Z T, Linux 32853 T Lambda B 7 7 A V&2 T — A4 T+ 5 HEICONTHHA L E7,

N\

CE) 7—bAT77utvRE, TrANDT —=IATEF(TTHru—Or~ DR —F 47
VAT AR Lo TERRDIGENH Y F5,

AT v 71 Amazon GuardDuty V ¥ —R&Z X v n—RNLjcr—A N~ TCLL a2y Y — L EZHEET,
ATV T2 ftamvda 7ANFIIBEL, 77 ANET =4 T LET,
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Lambda L1 v 7 7 1 L& ]

PIFIX. Linuk RA DOV TN T A7 )7 N TY,

$ cd lambda

$ zip ngfwv-gd-lambda.zip *.py
adding: aws.py (deflated 71%)
adding: fmcv.py (deflated 79%)
adding: main.py (deflated 73%)
adding: utils.py (deflated 65%)
$

zip 7 7 A /V ngfwv-gd-lambda.zip BER I N FE T,
ATYT3 ETLTCCLL =2 Y —LZHLET,

adding: fdm.py (deflated 79%)

RDBERY

zip 7 7 A )V ngfwv-gd-lambda.zip Zf#H LT, Lambda L' A ¥ D zip 7 7 A L EAEK L F
4. Lambda L' £ ¥ 7 7 A VO (129 ~—) BT E I

Lamhda L 1 V27 7 1 LD #{i
2T, LinxBETLambda VA Y7 7 ANV ET —HA 7T BHHEIZONTIHHLET,

\}

CE) 7—bAT77utvRE, TrANDT —IATEF(TTHu—Or~ DAL —F 47
VAT AL TRRDGENH Y FT,

AT v 71 Amazon GuardDuty V ¥ —RA&Z XU m— RNLjcr—A N~y TCLL ay Y — L ExHEET,
RT97T2 CLLayY—LVTROT 7 v a v 2FTLET,

PUFIZ. Python3.9 234 > A h—/L &L T % Ubuntu22.04 72 & D Linux I8 A h CTOH LTIV v T A7
7 K TT,

$ mkdir -p layer

$ virtualenv -p /usr/bin/python3.9 ./layer/

$ source ./layer/bin/activate

$ pip3.9 install cffi==1.15.0

S pip3.9 install cryptography==37.0.2

$ pip3.9 install paramiko==2.7.1

$ pip3.9 install requests==2.23.0

$ mkdir -p ./python/.libs cffi backend/

$ cp -r ./layer/lib/python3.9/site-packages/* ./python/
$ zip -r ngfwv-gd-lambda-layer.zip ./python

zip 7 7 1 /V ngfwv-gd-lambda-layer.zip BDER IV E T,

Lambda L A ¥ ZERT 5121, Python3.9 & ZDIRIFRARE A L A M — AT 2MENRHDH Z LITHERE LT
<TEEVY,

PUFI&, Ubuntu22.04 72 £ @ Linux A8 A MZ Python3.9 %A VA =LA 570D TNV T A7 )T
kT,
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. Amazon Simple Storage Service ~ND 77 A/ JLDTF v FA— K

sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

Ur 0 A A A A A A

apt update

apt install software-properties-common
add-apt-repository ppa:deadsnakes/ppa
apt install python3.9

apt install python3-virtualenv

apt install zip

apt-get install python3.9-distutils
apt-get install python3.9-dev

apt-get install libffi-dev

ATYT3 ETLTCLIa2y Y —LEHUET,

RDBERY

Amazon S3 /34~ Tld. Secure Firewall Threat Defense Virtual D)~ 7 A /L. Lambda BE4%&
Dzip 7 7 AN, BLWLambda VA YD zip 77 A VET v 70— RTHLERHY £,
Amazon Simple Storage Service ~D 7 7 A VDT v u— R (130X—) #ZBLTILEIWN

Amazon Simple Storage Service ~D 7 7 A/ IJILDT7 v TA—FK

9 TP Amazon GuardDuty Y V = — 3 7—7 4 777 FE¥f LT L, AWS R—H )L
?® Amazon Simple Storage Service (S3) N7y b T FNFIZT 7y A NET v T a— KT HMNE
N0 ET,

AT 71 https://aws.amazon.com/marketplace (Amazon ~—7%7 > N7 LA Z) [ZBHLTH A A LET,
ATFw 2 AmazonS3 2 Y — /L& BAIE £,

AT w73 AmazonGuardDuty 7 —7 4 7 7 7 N & T v u— K4 57280 AmazonS3 /37 > h &Z{ERL L £9, Amazon
S3 OFERK [958 2L T IZ3 0,

AT w74 RO Amazon GuardDuty 7 —7 4 7 7 7 b % Amazon S3 /N7 v NMIT v 7 u—RKLET,

« Secure Firewall Threat Defense Virtualffk 7 7 1 /L : ngfwv-config-input.ini
GE) EHY LA —TexXa T4 AT IV ADFy hU—2 74— F AV v REHH

L TAmazonGuardDuty ¥V V = —> 3 U ZRHT 256, 2077 A VET v 7 r—RT5%
VEITH Y 8 A,

e Lambda L' A ¥ zip 7 7 A /V : ngfwv-gd-lambda-layer.zip

» Lambda Bd#% zip 7 7 4 /V : ngfwv-gd-lambda.zip

RDBARY

Amazon GuardDuty Y V' — 2 DB F % CloudFormation 7 > 7 L — F & % L £ 7,
CloudFormation 7> 7' L — R D AJ/N T XA =2 DI (131 X—¥) #BRLTIZEY,
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| AWS T Threat Defense Virtual O E R
CloudFormation 7> 7 L— FDAN/35 A —2 DILE .

CloudFormation 7> 7L — FDAH/INT A —F2 DIL&E

VA TIE, AWS ® Amazon GuardDuty ¥ U = —3 3 NI EER Y V) — A & B9 2 BRI

9% CloudFormation 7> 7' L — F &t L C\WFE 9, BT AR, ROT T L — kXF
A=K DEEZNELET,

Template Parameters

INTA—4H

At B

1

JEE B4 *

ZDRT A= ANTTT DARI
I%. Cloud Formation 7> 7 L — k
WX o TEREn T XTDY
V—=ADT VT 47 AL LT
HanE7d,

cisco-ngfwv-gd

GD M FER D F/ N D R L~
JL*

Amazon GuardDuty O Hifk 5 CaL
BROXIG L 70 D i/ NEKEE L~ L
X, L0589 DA T DL E
N FT, WEINTHHRER
D ERFEED fe/ N KLV B ARG
BIEEA S NET,

EREOSFEIIRD LBV TY,
o A%
1 4.0~69

:1.0~39

:7.0~89

o

4.0%

BHEDOEF A —/L ID*

B A —F I T A A=
F—% @ Lambda B2 L~ T
FATENT-EHCET D@ma%
{3 % Secure Firewall Threat
Defense Virtual ~ % —3 v OEH
HOBTA—NT FL2A,

abc@xyz.com

S3 Ny N4

Amazon GuardDuty 7 —7 o« 7 7 7
N7 7 A (Lambda B zip
7 7 A )V, Lambda L - ¥ D zip
7 7 AV, ¥ L Secure Firewall
Threat Defense Virtual 7% &~ 1 —
Tx T AN) DS L
Amazon S3 /N7 v kDA,

%1 : ngfwv-gd-bucket

S3I Ny NTFNHIINAT
T4 T A

W7 7 A VBMEES LTV D
Amazon S3 /N7y FD/NAET2IE

1

] F721% Tdscolngfwv-gd/ |
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. CloudFormation 7> L — DA NS A —F DINE

AWS T Threat Defense Virtual DER |

INTA—4H #1EA 15|
THNE L, T HNE BN E
I, ZOT7 44—V REZEADEE
WZLET,

Lambda L' A/ Y@ zip 7 7 A /L44* |Lambda L' A ¥ D zip 7 7 A V4, | :

ngfwv-gd-lambda-layer.zip

Lambda B D zip 7 7 A V44 *

Lambda BE#(® zip 7 7 A V4,

5] : ngfwv-gd-lambda.zip

Cisco Secure Firewall Management
Center Secure Firewall & Device
Manager ¥ R —3 ¥ O 7 A
za

Cisco Firewall Threat Defense Virtual
D~ — T ¥ REDFHEMPIRAF S
iz *ini 77 A N7 v
P, 2—HF =, SAT—F, F
NWNARBZAT Xy NT—T F7
Tzl N IN—=THIRE)

GE) ZDT7 7 AN,
Amazon GuardDuty &
DMETHRy hT—7
FT ey N ITN—T
DFEFFA Y v REAfliH
L TWAEEIZDOHL
ETT,

X274 407
VAT 4— K A
Yy REERLTWD
BAHEE. ZOASEA
Xy I TEET,

il -

ngfwv-config-input.ini

INAT — RO ZLIZEEH S5
KMS F%—@® ARN

PEFOKMS (VSR T — ROHF 1k
Il S b AWS KMS $—) @
ARN, Secure Firewall Threat Defense
Virtual DHERRAT 7 7 A VT

L= 7 F A SRR T— RREE
SNTWAEEIX, ZD/RT A—
FHEZEOQFFIZLTELZENT
xFE7, HETH%E. Secure

Firewall Threat Defense Virtual (1%
FRATI 7 7 A TFEEH STV D
TRCONRAT— REHELT 5
VERHY £9, AT — RO
TAIZIE, FRE S 72 ARN D7
PHERATAMLENHY £7, B
{b/SA T — ROA L : aws kms

i
ananskms<raja<ansaanuntic>kakasic>
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z2vo0E8 |

INT A=A BL)] 1

encrypt --key-id <KMS ARN>
--plaintext <password>

TNy a7 OFMMu/ENE* | CloudWatch ¢ Lambda B8%t>7 |5 : enable % 7213 disable
Ny a T EBNEITEDCL
*9,

* L WMHAT 4V R

RDEZRY

CloudFormation 7 > 7L — h 2 L TAZ v 7 R LE T, A ¥ v 7 DR (1333—)
FEBLTLLZEN

AT DREH

Amazon GuardDuty ¥ U =2—3 a3 Y ABAT L7200 OT X TCORHERGE T 0B A Z5%E T L2
(2. AWS CloudFormation 2% > 7 Z{Ek L3, MLET L7 FIDT T L— 77 AL

(templates/cisco-ngfwv-gd-integration.yaml) ZfEH L. [CloudFormation 7 >/
T —=bFDANRT A—=Z O] TRE L RTA—FEEELET,

ATV T1 AWS av Y —ica s A4 v LET,

ATwF2 [h—E A (Services) ]>[CloudFormation]>[A % v 7 (Stacks) ]>[A % v 7 OVERL (Create stack) ] (BrL
WY V=2 %) >[7 7 — FOUEf (Prepare template) | (77 L— MIT7 AL FHNICH Y £7)
>[7 7 L— FOFEE (Specify template) ]>[7 > 7 L— Y —Z (Templatesource) ] (¥ —7%" v b7 1 L
7 bV templates/cisco-ngfwv-gd-integration.yaml 67 L — 77 A NV ET v 7 E—K)
>[AH w7 DVERK (Create Stack) ] DIBIZEEEZITVE T,

AWS TR H v 7 Z RBT 2 HIEDFEMZ OV TIE, AWS RF =2 A v b [#3E] 28R LT EE W,

RDBERY
JRBAZMGE L £9, BREAOKEE (134 ~—2) ZZML TS,

F 72, Amazon GuardDuty | X o CTHE SN2 BB OEHICET 287 A —/ViEMma<E
THEIICEELET, BT A L@MORE (133 3—) 2ZBL T EEN,

BF A — LB DEEK

CloudFormation 7 > 7' L— bk ClX, GuardDutyD#& 5RO FHICET 2@ma 2545 X9
I, B A—IVID BPREINTWVWET, Zhid Lambda B3I L » TEITENE T, AWS |2
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AWS T Threat Defense Virtual DB |

B =ooz
CloudFormation 7~ > 7" L — h % J&Bi9" % & . Amazon Simple Notification Service (SNS) $—t
AENLTZOEFA—/VID |[ZET A —/VIBHPHE S, BHMOEHEZREET 5 L 5 ICHE
kEnEd,

ATy TN BEA—VEMERE LT,

ATy T2

pGi|
WA A— VB CHARRRRY TR Y Toav v a7 ) v 7 LET,

RDBERY
JRBAZMGE L £9, BEOHGEE (134 ~—2) ZZMLTIZS W,

B DREL

ATy
ATvT2

ATvT3

ATvT4

ATy TH

ZOHETHAEIN TS XL 9T, AWSIZ1E Amazon GuardDuty Y U = —3 3 Vi 547
varyndHY £9, CloudFormation D EFHNE T L= 5, LU FIZ AT B OMBGETIEL 1T T
TET,

1R BRI

B ZRIET 27200 a~y FEFEITTHICE, AWS a2~ R IA4 v A v 2 —T A A
(CLD) DAV AP —ABIORESNTWDLZ 2R LET, AWSCLID R¥ 2 A MZ
DNWTIE, AWSDa~<v 2 R I A v —T oA A [HHE| 2SR LT IZE0,

AWS EHia Y —lza s A4 LET,

[—E R (Services) ]>[GuardDuty]>[%E (Settings) ]>[GuardDuty® 2 #ZHE (About GuardDuty) 1>[7 «
727 #1ID (Detector ID) 1IZBEIL T, T4 77 ¥ ID #EEZEDET,

ZDF 472 Z ID . Amazon GuardDuty DY > 7 /LI HIRE B 2 AT B T2 O I B T,

AWS CLI =2 > Y — /L&l &E | IRD =2~ F& 51T L C Amazon GuardDuty D% > 7 /U RS R & AR Rk L &
ED

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

Amazon GuardDuty = > Y —/LOFER Y 2 N TH U 7V O HFER 2R L £ 7,

T T ABRERERICIE, VT 0 v 7 Alsample BREENRTWET, B SR, UE—RIPT KL AL
DEMEZZR LT, ¥ 7SRO MR TE £,

Lambda BIENFATEN D DEFFHL X T,

Lambda BI508 F U T—anic b, LR 2R L £,
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

| AWS T Threat Defense Virtual O E R
ez [

« %{& L 72 Amazon GuardDuty O HfEF & | Lambda BI#IZ K - THT S 7z Secure Firewall Threat
Defense Virtual ~ 1 — v OB D REMDN FLE S L7 B A — Vil A,

« LIR— b7 7 A% Amazon S3 /37 v MIAERSN TV LNE I NEMBLET, LIR—F7 711
(\Zi%. ¥ 7LD Amazon GuardDuty DMHFERIC L > THRESNTZEEOH S IP 7 FL ARG LN
TWET, LAR— 77 A4, <deployment-name>-report.txt OFRIT/2 > TWET,

Ry NIT—=0 FTV =2l N TN—TDOHEAY v ROYE  8E STz~ X —T % (Secure Firewall
Management Center Virtual % 7213 Secure Firewall 7 /31 A~v 31— %) T, ¥ 7L OBREFERDHHE
FINTEEOHLIPT FLAZEBML TRy NV—2 A7 V=7 b ITA—TREHINTNDZ
LR L ET,

X2 VT U AT Y2 AT 4 — R AV ROEE : LIR— b7 7 A4/ URL NEFE - Z—
DOFECTHICEFH SN TNENE I D EMRLET, VAR =77 A LV URLDOHREEGFZ A LAX
Tx, BB —DRONRATRRTEET,

«[#7 Y= I (Objects) |>[#47 Y= MEFEL (Object Management) 1> [ ¥ =2V 1 A 7V
¥z A (Security Intelligence ) |>[% > hPV—27 U X k&7 ¢ — K (Network Lists and Feeds) ]>
BE LT 7 4 — RaisiR

FEX, 74— REFEITHEH L TOD, REHEH (Last Updated) | DX A DAK T Z iR
HIEbTEET, WMONRATT 4 — REBRLTEHTExET,

(472 =2 & (Objects) ]>[AF7 =2 MEH (Object Management) 1> [EF=UT 1 A7V
Y= A (Security Intelligence ) ]1>[F > NV —2 U A K~&7 ¢ —F (Network Lists and Feeds) 1>
[7 4 — FOHEH (Update Feeds) ]

ATvT6 [AWS=2> Y —/ (AWS Console) ]>[#—E A (Services) ]>[CloudWatch]>[2 2 (Logs) ]>[vZ 7 /L —

7" (Log groups) | IZBEIL, v/ 7 —7%&R L T, CloudWatch = >V —/LC Lambda 7 7 Z 78 L &

9, CloudWatch ® 7 7 7' )\ —7% %, <deployment-name>-lambda OFERIZ/L> TWET,

ATv T EREBGELIZH, RO XY T BERERIC K s TERSNTZT — 2227 V=0T v 7352 L%

HELEL £,

a) AWS Y —/Linh [Y—E A (Services) ]>[GuardDuty] > [#&5%: (Findings) > [#&5$% 2R (Select
the finding) 1>[7 7 2 > (Actions) 1>[7—7W A 7 (Archive) 1IZB#E)L T, ¥ 7 /vofifER
T—HERRFLET,

b) Xy NI—2 FT7T =27 N INA—TIZEBMSINTZEEDOHLIPT FLAZHIFRL T, Frvyiad
727 —# % Secure Firewall Management Center Virtual 7> 542 L £97,

¢) AmazonS3 N7y hDVR—= 77 ANE 7 V=0T v 7 LET, Uo7V ORMKER ClE ST
BEOHDLIPT FLAZHIFRT LI LT, 77 A NVEEHRTEET,
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B scovy-—amBRoEs

BEOV Y 1—Ya VERAEROEHR

BERBIZSI ATy hRRS3NANT y T VE ERAT VT 4w 7 Mz TH LW & aHELE
LET, 7L, BRLEY ) 2a—2a v ORE T 0ERLHLEEIT. AWS2 2 Y —
JL® [CloudFormation] ~<— T [A ¥ v 7 O HH (Update Stack) 147> a &AL ET,

UIFDNTG A =2 B TE £,

NS A—4H EHA

Secure Firewall Threat Defense Virtual ¥ % — % | Amazon S3 /X7 v kDR T 7 A /L Z BN E
DR 7 A V4 TIEEH LET, LARTD 7 7 A L & [A U4 R
TI77ANVERFHTCEET, W7 7 A V4
MERINTEHEIE. AWS 23 Y — /LD [A
%7 OFH (Updatestack) |4 7> a v &
MALT, ZORTA—ZE2FHTEET,

GD RS S DO /N TR L~ L* AWS 22— )LD [AH v 7 ODFH (Update
stack) 1472 gAML T, RNTA-FE
EEHLET,

HHHEDOEA A —/V ID* AWS 22 Y — )LD [AH v 7 OFH (Update

stack) | A7 a2 fEHLT, AL
ID DT A= EZHHLET, SNSH—E
Aay—)VENLTETA—NDYT R
Vo a v ZBMELITERT5Z & TX
*7,

S3 Ny N4 AmazonS3 /N7y NHAD zip 7 7 A W EH LI
AETCHEBHLTME, AWS 22 Y —/L D [A
%7 OFFH (Update Stack) 147> a v %
FEHLTARIA—2E2HHLET,

Lambda L' A ¥ @ zip 7 7 A L4 * Amazon S3 /X% RN® Lambda L 1 ¥ zip

77 AN EF LWARTCER L TG, AWS
Y —)VD[AH v 7 OFEHr (Updatestack) ]
FFvarEHFEALT, ZORTA—FEE
HHLET,

Lambda B D zip 7 7 A /L4 * Amazon S3 /3% v kN ® Lambda BI%k zip 7 7
ANEH LOARTTEHL THE, AWS =2
V=)D AL 7 OFEH (Update stack) ] 4
TvarvEEMLT, ZONRTA-FEER
FLET,
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BEnyvy1— 3 ERERoES ]

INTG A—4H EnBA

RAT— ROBFEALIEA SN D KMS F—0D |AWS 22 Y — )LD [AH v 7 OFH (Update

ARN stack) 1472 a AMH LT, NTA—FHE
EEHLET,

TRy a7 OB/ AWS 212V — )LD [AH v 7 OFH (Update
stack) | A7 a v EMEHL T, NTA—FHE
EEHLET,

ATy 1 AWSEHa L YV — L TlERE T,
ATV T2 BEIELT, HLOAT Y e T3V HEAERLET,
ARTY T3 UTWCRTT =T 4777 FINEHWAT oy kB H LWy MZabE—SnTns 2 E 2R L E7,
* Secure Firewall Threat Defense Virtuali# i 7 7 f /\ : ngfwv-config-input.ini
e Lambda L' ¥ zip 7 7 1 /L : ngfwv-gd-lambda-layer.zip
* Lambda Bd%% zip 7 7 1 /U : ngfwv-gd-lambda.zip
* OQutput A R— K7 7 A /L : <deployment-name>-report.txt

ARTY T8 RTA—FEEEHT 51T, Services> CloudFormation > Stacks > > Update (Update Stack) > Prepare
template > Use current template > Next > <update parameters>> Update Stack (28 L £ 9,
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B =covy—a rmmRoEs
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B,
=% =R

Azure T Threat Defense Virtual @ EEH

ZDFETIX., Azure " — ¥ /L) 5 Secure Firewall Threat Defense Virtual % BBH 32 LI DUV T
AL E 9,
» Threat Defense Virtual & Microsoft Azure 27 7 7 RIZ2OW T (139 X—)
» Threat Defense Virtual 35 K O Azure D &SRR KO (140 =X—)
« Threat Defense Virtual 38 XN Azure DA R T A > L HIRHE (141 _X—)
» Secure Firewall Threat Defense Virtual 7 /3 A DEHL 1L (145 ~X—)
* Azure | Threat Defense Virtual D > b7 —727 bR POf] (146 ~—)
« WARFI/ERR S D U VY —RA (146 X—2)
« Accelerated Networking (AN) (148 _X—2)
c Azure V—T 4 7 (149 R—2)
R Y T =27 ND VM O—T 4 7 3RE (149 ~X—2)
«IP7 KL R (150 ~<—7)
s Azure DRI HOWNT (150 =—)
e Y —x ROFIE (151 <—)
eV Va—varFrSr— L Azuwre~—7 v N7 LA RHORER (153 ~—
V)
*VHD BL O Y —=2AT7 7L — il L7z Azure 206 DJRE (156 <—)
» Azure "C® Threat Defense Virtual @ Auto Scale Y U =—3 3 > (160 ~<—7)
» Azure T IPv6 ¥ 73— k%4 Secure Firewall Threat Defense Virtual D JER (208 ~<—37)
* Azure TP IPv6 Z ¥R — T2 EBAIC OV T (209 =—2)
* Marketplace £ A —V S REGTLe AL LIPv6 7 7 L— hZHH L7z Azure 7> 5 D JE B
(210 ~X—2)
*VHD 5L O AZ L IPv6 7 7' L — b & L7z Azure 725 DJEBH (217 ~X—2)
* Threat Defense Virtualf A —Y A F v 7o a v b (222 X—)

Threat Defense Virtual & Microsoft Azure 7 59 K(ZDUVT

Secure Firewall Threat Defense Virtual i%. Microsoft Azure ~—7%7 > b 7 L A RAITHE S, kD
AVAR VAR T Y R— N LET,
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. Threat Defense Virtual & & UF Azure DRHESEH & & UEH

» Standard D3 (4 -2® vCPU, 14 GB, 4 ->® vNIC)

* Standard D3 v2 (4 2® vCPU, 14 GB, 4 ->® vNIC)

« Standard D4 v2 (8 5™ vCPU, 28 GB, 8 DD vNIC) (/N— 3 6.5 DFHEEE)
« Standard D5_v2 (16 ® vCPU, 56 GB, 8 -2® vNIC) (/A— 32 6.5 DHFHEAEE)
« Standard_D8s_v3—8 vCPU, 32 GB, 4vNIC (/A—2 3 > 7.1 DFiHkEE)

« Standard D16s_v3—16 vCPU, 64 GB, 8WNIC (/A— 3> 7.1 D#HitkkE
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5, ARMT7 7' L—haZvrn—RLET,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K (1x\—23>13) ||
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B Avoscalearm 7> TL— o EE

AT 1 BED Azure V' — I Threat Defense Virtual £ ' A ¥ A BT AMNERH DAL, BEHY —a v
THEATRE/R Y — SN T, ARM T 7 L— hZfREL £,
1 -
"zones": [
nn
non

n3n
1,

BN, 35D — & [CentralUS] UV —Y 3 &R LTWET,

ATY T2 HHa—RKRTUoYTUER N T 7 4 v 7=V ERELET, 2D ljson B ZIETHZ & T, £
BEOBONL—VEBMTEET, 2 R4 v F hARa UE M L7-Auto Scale DE AR TOHENTT,

1 -
{
"type": "Microsoft.Network/loadBalancers",
"name": "[variables ('elbName')]",
"location": "[resourceGroup() .location]",
"apiVersion": "2018-06-01",
"sku": |
"name": "Standard"
}I
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName'))]"

:I ’
"properties": {
"frontendIPConfigurations": [

{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {
"id": "[resourcelId('Microsoft.Network/publicIPAddresses/"',

variables ('elbPublicIpName'))]"
}
}

}
:|I
"backendAddressPools": [

{

"name": "backendPool"

}
:|I
"loadBalancingRules": [

{

"properties": {
"frontendIPConfiguration": ({
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),

'/frontendIpConfigurations/LoadBalancerFrontend')]"
}I
"backendAddressPool": {

"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
' /backendAddressPools/BackendPool"') 1"

}I
"probe": {

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v THA K ()v—3213)
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"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
'/probes/lbprobe') 1"

}I

"protocol": "TCP",

"frontendPort": "80",

"backendPort": "80",

"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"

}I

"Name": "lbrule"
}
] ’

G¥) DT ANERE LRSI, BAKIC Azure F—Z AN DORET LI TXE T,

ATv T3 Microsoft 7 1 7Y hD2—H—4 LA T — K& LT, Microsoft Azure R —# /a7 A > LET,

ATy T4 [V J—AZN—7 (Resource Groups) ] 7 L — RIZT 7B AT B2, P—EADA=a—nb[U V—
A7 N—"7" (Resource groups) | &2 U7 LET, W7 A7 VT a v NOTXTDY Y —AT—T
N7 L— RIC—ERRINET,

FLWY Y =2 T N—T2AERT D, BEFDZEDY V=R T7N—T% IR L ET, =& 2iE, Threat
Defense Virtual_AutoScale,

13: Azure R—% )L

RT9TS  [UY—ADERK (+) (Createaresource (+) 1% 27 U v 7 LT, 77 b— NERHAOH LN V—2
PERRLET, [V Y —ATZNV—TDIER (Create Resource Group) | 7 L — RBFRINFET,

ATFYT6 [v—F v T LA ADKFE (Searchthe Marketplace) 1 C. [T 7L — DR (WAX LT T L—
k&M L7=J2B)  (Template deployment (deploy using custom templates)) | & AJJ L. Enter L &
R
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B Avoscalearm 7> TL— o EE

14: hRE LTV TL— FDERM

= Microsoft Azure i S TR T

AusioScale » Mew © Template deployment (deploy using custom templates]

Template deployment (deploy using custom templates)

I ploy (deploy using custom templates) = <.
{ﬁ} Microsoh
| creae |

Create

Overview  Plars

Applcations nusnng i Micredah Azere usually rely on 3 combination of nesowces, Bos databases, SIS, nd wab pPE. ATure ReScurck Mansger bemgplates enabhe you
10 dploy B ManagE theds (ESOWICES &1 3 GRoup, uiing B ISON SHSCrEtion of the rESOWEES dnd Thiir deployment S4mngs

R your template with inteliSente b deploy i 10 & hiw OF exitling resource group.
Usetl Links

ATwF1  [fEk (Create) 1227 VU v 7 L%,

ATYT8 TUTVL— b EERT DO T a L FEEHY T, [T 4 X THMBEBOT L — N EERT D

(Build your own template in editor) ] Z3#&R L £,
15: BT TL— FDER

Mome » FIDV AutoScale > New > Template deployment [deploy using custom templates] » Custom deployment

Custom deployment

Learn about template deployment
0 Resd the docs ot

& Build your own template in the editor

Common templates
B Create a Linu
B Create a
@ Create a

B Create a SQL database

machine

tual machine

AT T [Tr7L—bOfFEE (Bdittemplate) 17 4 > R T, $T_XTOF 74 harToyZEIBRL. BHL
7~ azure ftdv_autoscalejson /25 T oV A a bt — LT, [ (Save) | 227 VU v 7 LET,
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16 : Edit Template

Microsoft Azure

N

ATYTI0 ROBZvar T, TRTCORTA=ZEALET, F/3T7 A= OFEHHIZONTIE, TAJ)RT A —
2 (176 ~—) | #ZHRLTIIEEW, KIZ, [BEA (Purchase) 1227V v 27 LET,
X 17:ARM T > L— kIS A —4

[/3T A =% OfFtE (Edit Parameters) | %7 U > 7 LT, JSON 7 7 A V&#wET D0, F£7=
FFEMAN SRy T oY ET v u— R T&ET,

ARMT 7L — DO ASTTRGEREIZBE SN TWA T2, ANZRHREET 2 02— —DEHT
*(“TO

ATFYITN TUo7L— FNORBRNKET S &, Threat Defense Virtual Auto Scale for Azure V' U = — 3 3 T HBEL /R
RTOY YV —=ABPMERENE T, ROKDY V=2 B LT IEEW, [#A4 7 (Type) 15IZiX. Logic
App. VMSS, B—RXXF o4 RTU o7 IPT RLAREDE Y VY —ANRENET,
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. Azure Function App O &

18: Threat Defense Virtual B/ X 77— LT > T L— F D ER

IOV atoScale

4| FTOV_AutcScale

Azure Function App 0 E B

ARMT 7' L— N ERT 5 &, Azure 2 &> TAZ /L k> Function App BERESNET, =
D7 7 UL, Auto Scale Manager 2 ¥ 7 (TR 2 H L TFEBI CHEIIB LORET D
dz‘gfﬁé?) @ i‘@—o

LY o RsY- 1] b

« ASM_Function.zip /X 77— % EV R LET, [V —223— b0 Azure B ORELE
(207 =) | ZZRL TS,

AFYvT1 ARM T 7L — b &R L7- & & IC/ER L 72 Function App (CB8E) L. PIEAIEIE LW T L 2R L £
T, 7TV TROURLIZT Z7EALET,

https://<Function App Name>.scm.azurewebsites.net/DebugConsole
[Auto Scale ARM 7 7'L— R DEBE (187 <—) | OHIDEE, WO X HI12Y £,

https://ftdv-function-app.scm.azurewebsites.net/DebugConsole

AFYvT2 Ty ANy AT 10— T, sitelwwwroot [CBEI L £,
AT w73 ASM Functionzip 2 7 7 A VT AT 0 —FOLEBIZRT v 7T RRkaey 7 LET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)
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19: Threat Defense Virtual Auto Scale #4687 v 70— K

/wwwroot + Oitems & @ &

Hamer Madfed Sae

to upload
unzip

ATYTE 7o Tu—RREAT L, TRTOV— A= L AR RENET,

[ 20 : Threat Defense Virtual DY —/3— L X #45E

~.Iwwwroot + 21items & @ A

Name Modified Size
L9 — 812472019, 12:19:56 PM
LN —J 8/24/2019, 1219:56 PM
ey — 8/24/2019, 12:20.08 PM
19 — 8/24/2019, 12:20:08 PM
19 — 8/24/2019, 12:20:08 PM
e — 8/24/2019, 12:20:08 PM
19 - 8/24/2019, 12:20:00 PM

Use old console

ATy TS5 PUTTYSSHZ A4 T7 v ha X ra—RLET,

Azure %1%, SSH #%: % /i L C Threat Defense Virtual (27 7 B AT ANERH Y £4, 7=72L, hr—s3—
LAa— RCEHENDA—T Y —AF 477 UL, Threat Defense Virtual T H 4125 SSH F—%2 i
TNATY ALEPR—PLTOERA, LERST, FHEESN/IZSSHY FA4T7 v Faeyyra—FR
THVLERDY FT,

www.putty.org 7> 5 PuTTY 2~ > KT A4 2V A4 > X —T7 = A A% PuTTY /Nv 7 =2 K (plink.exe) (24 7
m—RLET,
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X 21:PuTTY D& O0— K

™
Q

Alternative binary files

The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta
(Not sure whether you want the 32-bat or the 64-bit version? Read the EAQ entrv.)

putty.exe (the SSH and Telnet client itself)

32-bit: Rutty.exe (or by ETP) (siznature)
64-bit: Rutty.exe (or by FTP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: RECR.exe (or by ETP) (s1znature)
64-bit: CHERT (or by FTP) (signature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTFP)

32-bit: reftp.exe (or by ETP) (siznature)
64-bit: peftp.exe (or b ETP) (siznature)
puttytel .exe (a Telnet-only client)

32-bit: Ruttytel exe (or by ETP) (signamure)
64-bit: Ruttytel.exe (or by FTP) (signature)
plink.exe (a command-line interface to the PuTTY back ends)

32-bit: plink,exe (or by ETP) (siznature)
64-bit: [ link.exe | (o by FTP) (signature)

pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

ATYT6 SSHZ T4 7 bDFEIT7 74 )L plink.exe D4 i % ftdssh.exe (CZEF L £,

ATy T ftdsshexer 7 7 A V=7 A7 0 —FDOAM (FidD AT~ 7 TASM_Function.zip 27 v 7 1 — R L7=357T)
WKRIZ w77 Ry 7 LET,

ATV T8 SSHZ 747 hH FunctionApp & & BITFET HZ L AR LET, NEIE L TR—U2EHLET,

RTE DWERE

Auto Scale Manager ZFHIE L7720, Ty 7 THEH LIV T 572D TX 23EN NS
OBV ET, ZN6DAF T aiE, ARM T U7 L— MIEERRINFEHEAD., Function
App CHRETE 7,

188 BRI

\}

GE)  REFVOTHRETEET, RELZHIET 2HE1E. WOFIHIIENET,
» Function App % E2hi2 L ¥ 9,
WEFDART Y 2= VIERB AT PET T HETRHLET,

RELWEL TRIFLET,

» Function App A ZhZ L ¥ 9,
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sronnz ||

AT v T 1 Azure ;R—# )LC, Threat Defense Virtual Function App Z 5% L CER L £,

[X] 22 : Threat Defense Virtual #8c7 7)) 5r— 3 >

ATFYT2 22T, ARMT 7L — 2N L CESNERELRETE £, 2841, ARMT 7L —hET
BDEAENHY TN, BHOBTLAFIGRMEIZHEN T £,
B23: 77— 3 VDBEE

--------

Application settings

APDLCHTOR SETIIS are #5CTYDURD 3L NEST 2 ARSI v 0 encryTted Chasnel Fou Gin CRODSE 10 GRSpEay hem in DL 1810 yOur Drcwabs By Utine The CORPOE bekow, ADDRNON SEITNJS A6 EXD0DHS 45 BTATHNT vasabies or DRSS Dy YOur ADEBCILAON 1 Funtime, Lam mare

Town [T———

@ ® @@ @ f

W% %% OB %W RN A% N F

R R R R OB B B

FEEALDFT v a U d, ARTERNVTOD»Y £, RIHEZRLET,

o [f#p%4 (Configuration Name) ]: [DELETE FAULTY FTDJ ([7 7 #/V M#] (Default value ) ] :
YES)
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. REI VR 7=ty FTOHIAM O—LOEE

Ar—)v 7 7 MHIZ, #1 L\ Threat Defense Virtual A > A 2 > A )3 EL#) L, Management Center, %58k
DR LUTZGE, 20472 a ISV T, Auto Scale Manager 73 % @ Threat Defense Virtual A > A
B RARFFT 20, HIBRT 2002 ELET,  ([IFW (Yes) |: FEFE D 2 Threat Defense Virtual
ZHIFRLET, [V %2 (No) ]: Management Center |28k T X 72V 34 T4, Threat Defense Virtual
A AZ AR LET) |

* Function App X ETIE, Azure Y 7 A7 U7 a7 7 BATE b 2—H—iL, T XTOEHEK

( Tpassword] 72EDEF 2T R LFHEELTVWIEREET) %7 VT T7FHF R MR THERTX
£
ZORICETL2EX 2V T 4 EOBERHLHE (L& 2E, Azure 7 227 U 7L a UASHERRNO
RVHERZ FF oo — P —[ TIF SN TN D5E) | = — % —I13 Azure D Key Vault —E 2 2] L
THRAV—RZ2R#TEET, ZORELXTDILE, BEORETZ VT TF A D [password] & A
TR0V, 22— =T, NAT— FPREFESIL TV D Key VaultlZ Lo TER S L2, BEF =27
IR T2 AT MR DY £7,

GE) Azure D RF¥F a2 ALV "NEBRB LT, TV r—a v r— R 52 #ETH-ODORA NS5
TT 4 ABEROIFTTLLIZE0,

RETUAS—I)ILEy FTOIAM O—)LDETE

Azure Identity and Access Management (IAM) |%, Azure Security and Access Control D—# & L
THEMsn, 2= =D ID ZEHBIOHIE L £7, Azure V Y —ZAD~ 33— FID 3,
Azure Active Directory CHBIf{JIC~ F— R ID 28 Azure V—E A ICHRft S v E 3,

ZHUC XY BIRZeRREE R 7 A D 2 < T, Function App MEE~ A — Lt
~ (VMSS) ZHl#ETs £,

ATw 1 Azure R—% /)L T, VMSS IZBE L £,
ATv T2 [77 A HI#H JAM) (Access control IAM)) 1% 27 U v 27 LET,
RT9 T3 EM (Add) 127V 7 LCr—/LOFI Y TEBEMLET,

ATy T4 [m—/LE Y TOENM (Addrole assignment) | K2 w7 & 72t [FEERKE (Contributor) | % B3R
LET,

ATY TS [7T72ADE Y BT (Assignaccessto) ] K2 7 & 7 /5 [Function App] & EE4R L 9,
AT w 76 Threat Defense Virtual Function App % #4R L £ 97,
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24:AIMO—)LDEIY HT

Check aoess Roleassignments  Deny ssgrments  Clasic adminatratoes  Roles

Check aceess
it the el 0F BE0HES 3 sk, QPOUE, Service principal
o managed idestity has 10 the neiowTe. Lo :

ATv Tl [1R#7F (Save) 227V v 27 LET,
GE) % 77 Threat Defense Virtual f > A% ANEEH L TWRWI & BbHERTILENHY £9°,

Azure EX ) T4 IL—TDEH

ARM 7> 7 L— b, A LV F—T oA AFLT—H A F—T 2 A ZAHD2 OO X =
V74 I N—T%ER LET, BEYEX=V T ¢/ /L—7X, Threat Defense Virtual EF 7 7
TAET AR E IR NT T 4 I OBREHFALET, ZEL, T4 A F—T =AD&
2T 4 N—TIIT_XTCDOINT T 4w 7 BHFTLET,

EEO MR 7 PV r— a3 D=—X2HENWT X2 VT 4 T —T DO/ — )L 2R L £1,

Gx) Fe BB =T 2 A ZADEX 2T 4 T NA—T1%, Dl tbu—RRZ U050 SSH
T4 T ETATAMLENRDHY T,

Azure Logic App D E#7

Logic App I%. Auto Scale #HE D Orchestrator & L THEL £9, ARMT7 7' L — MI L > TR
7V kv Logic App MERSNE T, 20T 7V r—va & FETEH LT, Auto Scale
Orchestrator & U THERET 2 72 OIZ LB IF R A f2 it 3 2 LB H V £,

ATYT1 VAT MU, LogicApp.txt 7 7 A Va0 —H )V AT KMIEHF L, RO LI ITwRELET,
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Azure Logic App D E

-3

a)
b)
<)

d)

FMEZ T THA THAEL THOHHATLTIIZEN,

FHOFIAIX, ARM 7 7' L— FTIIHB LI L72 728, Logic App D&% CTRBNZT » 7
71— RT&xET,

WZH: 3T TSUBSCRIPTION ID] ZfRFE L, 727 V7 a v IDHERICESHZ FT,
W TXTO [RGNAME] ZBE L, VY =R N—TAITEESHRZ ET,
WZH: 9T [FUNCTIONAPPNAME| % fi%% L. Function App 4 (J (& & # 2 £,

WORFNE. LogicApp.txt 7 7 A L DITDO—ERZ R L TWET,

"AutoScaleManager": {
"inputs": {
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE,/ functions/AutoScaleManager™

}

}I
"Deploy Changes_to FTD": ({
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
""/subscriptions/SUBSCRIPTICN ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPENAVE/ functions/DeployConfiguration”

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE,/ functions/DeviceDeRegister"

}
}I
"runAfter": {
"Delay For connection Draining": [

(EE) MU AT—HRERET D50, 774/ ME (5) OEFITLET, ZiiE, Auto Scale BEREN
EHIINC b U A — SN2 IEEBRTI, ROBIE, LogicApp.txt 7 7 A L DITO—¥Z R L TWET,

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5

b
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e) (LE) NLuA T oWMERET SN, T 74V ME (5) OFFICLET, ZhiE, AF—iA
BETIZ T A 2 ZHIBR4 A RMIZ. Threat Defense Virtual 2> HEEF O Z KL A L A RN T
T, WOHIL, LogicApp.txt 7 7 A VDITO—FZ R L TWET,

"actions": {
"Branch based on Scale-In or Scale-Out condition": ({
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

) UER) 77X U URHERET L0, 7740 ME (10) OFFICLES, ik, AF7—L7
U RFE T #IZ NO ACTION % FA4T 9 25 T, IROBIIL, LogicApp.txt 7 7 A /L DIT Dz~ LT

b\\i‘a—O
"actions": {
"Branch_based_on_Scale-Out_or Invalid condition": ({
"actions": {
"Cooldown time": {
"inputs": {
"interval": {
"count": 10,
"unit": "Second"
}
GE) ZNHDOFIEIL, Azure R—F A6 B IATTEET, FHEMICOWNTIE, Azure® R¥F =2 A2 b

ZZR LTS TEEN,

AT w72 [Logic App=— Kt =— (Logic App code view) JIZBEIL, T 74/ hOWNELZHIFRL T, fWEL:Z
LogicApp.txt 7 7 A VOWNEZHE D fFiF, [#-1F (Save) 1227V v 27 LET,
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. Azure Logic App D E#H

K 25: Logic App 13— FE 21—

*  Rov-lge-app | Logec app code vies
¢f» fidv-logic-app | Logic app code view =

* ugp
& Diagaarie and sobve peoblems
Euvriopment Tooks

A Loge mop deiigrar

arioes

Jrpm—
P
B Reace notes
-

[ER —

L

AT T3 Logic App #{R17F9 5 &, [ME%) (Disabled) ]IRAEIZ72 Y £9°, Auto Scale Manager # BT 251X, [H
#h{t. (Enable) 122 U > 7 LET,

X 26 : Logic App DAL

PR T——
&) fedv-logic-app
O raesn 7 6ot 8 owee [ o |1 D choe @ bpon

A Resource g thange £ 1O Autsese P 1 igger, 34 csns

 Cotravs b : Diabled
B acriog

b P 5 10 seccosid, O taded

Access controd (A
5 60 Te- aat-dad -Bad-DL IEDAREITES

# T x
¥ Diagrone and solee problems Summary
Deveiopment Baok Trigger PR
& Logc agp designer RCURRING o]

” Recumence 36 actions
o Loge agp code vew i I g St &

W [

ke FORLLATION
o itk e gides Erauated 2 bmes, bre | mes i th lact 24 s
B Rulease notes.

ATy T4 AT HE, XA OFTRBBINET, [ETH Rumning) |AT7T—X A&7 V7 LT 7T 4E
T A4 ERALET,
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27: Logic App DEFTAT—F X

- ; w0 oy
o [ "
2ttt D g |
-~ [+ |- = n®
! .
. ——— -
|
e i =
|
[ EE T - -
i
[ il e s w

AT w75 Logic App BEEENT 5 &, BABEEOT X CTOFIENZET LET,
R 76 Threat Defense Virtual £ > A Z » ARERR SN TWA Z L& VMSS THER L F7,
28 : 28 O Threat Defense Virtual £ > A3 > R

e > fidv-mas | instances

0 fedv-vmss | Instances

--------

T Owraen
B aiyiog Hame Status Halth state
‘Access control QAMY 0 e @ Creating (Rusning)

# ng O mavm @ Creating (Runring)

o
L]
i

& Diagnose and sobve problems
Sattings

B instances

i Metworking

4 Scaing

= sworage

ZOFITIEE, ARMT 7 L— FORERMT MminFtdCount'] 7% 3] IZERE S 4, [initDeploymentMode] 2%
BULK| IZRESNTWAHT=®H, 3 D0 Threat Defense Virtual f > A X » ANEB S E T,

Threat Defense Virtual D 7 v 745 L— K

Threat Defense Virtual 7 > 77 L — KL, (KB~ v 27—ty b (VMSS) OA A =TT v
T L= RFOEXTORYR— I Ed, LA - T, Threat Defense Virtual % Azure REST
APl A VB —T 2 A AN LT v 7 7L —RLET,

)

GE) {EEDREST 7 74 7 > k%M L C Threat Defense Virtual 7 v 7 7' L — R T& £,
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. Threat Defense Virtual 7 v 74 L— K

188 BRI
« i CAFAJHEZ2 HT L\ Threat Defense Virtual £ A —3—2 g VARG LET () :
650.32.0) .

s LD A —)bt >y FOEBICHEHA T2 SKU #H45 L E7 (# : ftdv-azure-byol) .
s U =2 N—F LR~ A — Ly M EBRIGLET,

ATYT1 77U THROURLIZT 7 EALET,
https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0
ATw T2 [/XF A—4 (Parameters) | &7 > a NZFEME AT LET,
29: Threat Defense Virtual D7 v 745 L— K

imeters rerver el mphane’  FiA MR

: Body

v bl Msich o e ok

AT w73 #H L\ Threat Defense Virtual f A —/3— 3 > SKU, kU #—RUN %12 JSON AJ1% [AX (Body) ]
7 va it AN LET,

{

"properties": {
"virtualMachineProfile": {
"storageProfile": {
"imageReference": {

"publisher": "cisco",
"offer": "cisco-ftdv",
"sku": "ftdv-azure-byol",
"version": "650.32.0"

ATY T4 VMSS WEEZZIFTAND L., Azure BRI DISENIE > T&E £,
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Auto Scale A 2w & .

LA A—=DL, Ar—T v MEEO—B & L CRE X715 #H LV Threat Defense Virtual 1 > A % 7
ATHEHEINET,

« BE17 D Threat Defense Virtual £ > A X > A X, A7 —)bEy MIFELTWAR., WY 7 o =7
A A=V EMGEH LT £,

« iR OEIERZ EEE L, BEAED ThreatDefense Virtual f A X L A& FETT v 77/ L— R T&x £,
INEITHITIE, VMSS D [T v 77 L— K (Upgrade) | R¥ %27 U v/ LET, B4R L7 Threat
Defense Virtual f > A X  ANRFEB SN T, Ty 77 b —RanEd, 7 v 77 L— K&z Threat
Defense Virtual £ > A X VA X TFE THEFRB L OHRET HILENH Y £3, COFETHERINE
A,

Auto Scale A<~ v 4

A=A r)wy
ARM 7 7 L — b X, Threat Defense Virtual Auto Scale Y V = —3 g VTN ER Y V— A& B
BT a7l ET, ARMT U7 L— rOREBFIZ, A=V 7 XA RNY v 72RO
FTarnbn 9,

« CPU

+CPU, AEU (IX—Tar67L) .

\}

G¥)  CPU A MV v ZiZAzure 2>, AE YU A RV v 7 (X Management
Center 2> HIVEE SN ET,

ARF—IL7orOTyY
¢« POLICY-1: &E SN-HREIC., LT b Threat Defense Virtual D LGRS 2 o7 — LT o7
FLEVMEABXD EAr—NT U NN M) H—ENFET, [CPU, MEMORY] A/ —
Vo7 A NY w7 5B ERTEE. AZr—AT %k LEWVEIL. A7y —1Ltvy NNOEE
@ Threat Defense Virtual ™) CPU £ 1= A F UV EHEKTT,

+ POLICY-2 : % &N 7-HIMIZ. § TP Threat Defense Virtual 7 /34 R DA A A
#—wTW%L%wﬁ%ﬁzékxﬁ—wYWF#b)ﬁ EnEd, [CPU, MEMORY
ARg—=0 Tk M) w7 2T 6. A7—AT U FLEWEIZ Ar—Aty A
DG R T D Threat Defense Virtual 7 /31 A D) CPU £z IE ATV HFEHETT,

b S i) |V g m DAVEY)

o« RTEINT-HIMEIZ, §XT D Threat Defense Virtual 7 /31 A2 D CPUfEH RN R E I iz A
&~w4/bgwf%TEotﬁmoFam‘Mmmqub')/ﬂx%J/a%ﬁ
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. Auto Scale DAFX LT ET N Y

AT 584, 2 /r—t vy RRNOT T O Threat Defense Virtual 7734 2D CPU B LU A
T UHHARR, RESNEHMICHRESNIZATr— A v LEVWEEZ TES &, CPUDOEA
TR /N Threat Defense Virtual 23#& 7T HIICEIR I £

=3
=]
LS

o Al — A A — LT T NMI1OToToNET ((0F D, —FIZ 12D Threat Defense
Virtual 720 WA — A U EIIA T —AT U FENET)

* Management Center 2> 555 L2 AE VEHEED A MY v 7%, REFICEHR SN2 FEY
ETIER < BEMR ATy T v ay MU VETY, LichosT, A=Y 7%
RETDHEECAETY AN v I RETEZETHZ LT TEERA, BEHIFIZAETY OHD
ANV BFERHT LAV a iddh o EHA,

Auto Scale DAX >S5 &F/\v 5

P—N—L 23— RFDE I R—R MZE, MEAORX U T A=A LNHY £, £7-.
aZEZT ) = ar A YA MIT ) v ENET,

o il & D Azure B DO v J B FIRTE E T,
X 30: Azure B8O 5

P [ ——
fedhe-function-app - AutoScaleManager

* Logic App & XD x DAL R—% 2 FOFETTLICFAKOR 7V 2 FKRTEET,
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Auto Scale DH A K541 L HIHEIE .

31: Logic App DETOY

2ory Lokt app nn

.| Runs history < % Logicapp run

£ Retresh

r > = g -
= : [ [ .
a \
L]
EC'\«- # Scabng s Reguired or Not o
—
L] o
[ P B || Wk S e &

o 0o 0o 00 0 0 0 0 0 0

« BRI, LogicApp TEIFTO X 27 2o ThIEILEFIHE T T EF, 1271,
HAEFEFTHH O Threat Defense Virtual 7 /3 ABNEENEZI1ZK T T 5L, —EMED 2RV REE
2720 9,

s BFEITETNTME 2 D H AT T Do T2 REfi]IZ, Logic App THERR CTX £ 97,

e FunctionApplE, ¥iL\zipZ 7 v 7/ me—R$T52 L TWHOTHLT v 77 L— RTEET,
Logic App ZfF1E L, 3 XTDOX AT DFET ZfF-> TH b, Function App &7 > 77 L —
]\‘\[_/i‘j‘o

Auto Scale D HA K54 > L HIFIEIE

Threat Defense Virtual Auto Scale for Azure B AT B2LEIL, ROTA RT7 A v EHIIRFHEIZIE
BELTLEEN,

o (RN—=U g 6.6l Ar—1U 2T OPEIL, CPUMHARICESEFT,

o (R=Var 6Tl Ar—1U 2T OWREIZIE, CPUDLDFEHAR, F7/21L CPU & A
TV OFEHALREFHTX EI,

» Management Center D F B3 V3C9, Device Manager 1V 7H— s I TWEHA,
» Management Center (213737 U » 7 [P 7 KL ARME T,

s Threat Defense Virtual ¥ A X —7 = A A1X, XTV w7 IPT KL RAEZEFDOL I ITHE
INFET,

cIPVA 2B AR— s ENET,

» Threat Defense Virtual Auto Scale for Azure (X, 7 /3 AT NV —T|ZHWAH I, Ar—1LT v
[ & 317~ Threat Defense Virtual f > A X > AAiESINDET 7B ARY > — NAT RV
V=, Ty N T A AREREORED A Y AR —F LEF, Management Center % fifi
ALTT AL AT V=T DREOHERCTEET, 7/A AFEOREE YA — b ET
WEH A,
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B Avoscalen ts5TLv -7y

cARM 7 7 L — F D ANBIHEREIZR SN TV A=, ANEZIELLBIET DI —
PF—DELTT,

* Azure FHEF X, Function App BREENOIEE T — & (FEE 1 7 A AEFRSO/NSA Y — R
E) 7 —r 7 XX MNEATHERTE £7, AzureKey Vault r—E 2 ZfEH LT, B
VT T T RETEET,

BEDEHE T, TTICETHOAL LV AZ L ATITHBRIC KB SN ET A, ZHETH LWL
THNA ANZDB KBS IVET, ZO LI REHIL, BFOT A RAZFH TS v 272
VENRHY F,
BEEDA VAR ADREE TFETHEHFL TV D & X ICRERRE LESGAIR. 2 b0
A VAR U ABRG =V T T N—TNBHIBRL, HTLWA U AZ U RAICEEZ D2 L
EHLEL 9,

AutoScale D FS TN a—TF 4

RIZ. Threat Defense Virtual Auto Scale for Azure D — ¥/ T —>F UV FLF RNy FTOE VK
ZRLET,

» Management Center ~D#%#i (2 K075 : Management Center O IP F 72131 7' A 15 & ik
7 LT 72 &V, Management Center 23 fEFERAE F 721X BERRIRIETH 2 0 ER L £ T,

Threat Defense Virtual |2 SSH 855t C& 72\ 1 MR RAT— KRBT 7L — R &N LT
Threat Defense Virtual [ZJE SV TCWAMER L ET, BX =2 U T ¢ Z/L—7 T SSH #55H°
HFAIEN TV DR L £,

o — RAT YDA~V AF = v 7 5 — : Threat Defense Virtual 357 —H A X —7 = A
ADSSHIZSBELTWOD MR LET, EX a2 VT 4 7V —TORELXHERLET,

N7 74 w7 OFE : 52— K37 3 /L—)L Threat Defense Virtual CTi% & S 4172 NAT
N=IVBIOAZT 4 v I — R LET, 707 b —betFa T4 7 L—7
=)L TIREE SN D Azure (IER Y NU—27 /T Xy M — NU = A OFME R L E
R
Threat Defense Virtual Z Management Center |Z%$§% T X 72> @ 7 L\ Threat Defense Virtual

T NA AT T D 7291 Management Center DX B R L E T, 74 B AZMERL
%9, Threat Defense Virtual /X\— 3 O H M Z TR L £,

« Logic App 73 VMSS [Z7 7 E A T&E 72\ : VMSS @ 1AM = — /L EANIE LW ) ilERd L E
T
« Logic App D FATHRFHINETE S « A7 —/L 7 7 ks 47 Threat Defense Virtual 7 /3 AT

SSHT 7 & A Z i L £ 7, ManagementCenter T7 /31 ABERORE AR L £, Azure
VMSS "C Threat Defense Virtual 7 /314 A DIRAEZ fER L £ 77,

e T A7 VT aIDEED Azure DA —T— . TAT L NTT 7 4L hOY
TAZ VT arPERINTWDLZ L 2R LET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)



| Azure T Threat Defense Virtual 0 E R
Y—R 33— FH 50 Azure BABIDIEE .

o 27— A VEMED KL Azure TDOA A X 2 ZAOHIRICIZER2 D 2 EnH 0 £
To ZOXIRRMTIZ, AT—nA VEIERZA LT U RL, =7 —RHE SN ET
D, FHENIFA VA X ARHIBRSIVET,

« XEZEEET DA, Logic App ZHENIZ L, FEITHDOTRXTOHX AV N5ET T 5 F TH
‘L’D\iﬂ—o

Azure GWLB & Z{# [ L 7= Threat Defense Virtual HE) A 77—V o I ENR A L2856
DRI TN a—T 47Dy MIRODERBY TT,

*ELB & GWLB O BHEAfT I /58 L £ 7,
«GWLB CEFMTa—7 DOATF — X AR LE T,

o Threat Defense Virtual DA o X — T 2 A AB L OGHREA L X —T =2 Af ATRT T 4 v
7 7ua—%R LT, VXLAN % EEMRLE7,

X2 UTF A TN—TDON— VAR L ET,

> ~ 3 o
Y—RXO— KH 5D Azure B DIEE
SRTLEH
* Microsoft Windows & A2 kv 717 v~ v/,
« Visual Studio (Visual Studio 2019 /X—< 5 > 16.1.3 TT A M FH)
A

GE)  Azure PAEUL C# 2 L TRtk s E 97,

o [Azure BR%] UV —7 o — K% Visual Studio |24 > 2 h—/L T B UERH Y £,

Visual Studio ZfEA LF=EIL F

1. fecode] 7N HFEa—N<w Ay ra—RKLET,

2. [FTDAutoScaleManager| 7 #+ /L& IZ8EI L 7,

3. Visual Studio TF’'m =7 b7 7 A /L [FTDAutoScaleManager| % B & £9°,
4. 27V —=r7 v 7L TEN R LTI, Visual Studio DEEHEFIRZ MM L £,
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. Azure T IPv6 H7R— kxt5 Secure Firewall Threat Defense Virtual o B

32: Visual Studio £ )L K

O Fe Edt View Project | Buid | Debug  Test Andye  Took  Edensions  Window  Help £ | FiDAutoScaleManager ®@ - o =x
oy Goo A B Build Salution 6
Rebruild Sokition
[ o souen
5 FiDAwtoscaleManager Run Cade Analysis on Solution ARsE11
Rlusing Systes; & Build FDAutoScoleManager Shift+F6 p=

using System.Threading
using Microsoft.Asphiel
using Microsoft.Azure,
using Microsoft.Azure,
using Microsoft.Aspiet
using Microsoft.Exteny
using Microsoft.Rest.d
using Microsoft.Azure,
using Microsoft.Azure,

Rebuild FTDAusoScaleManager
Cean FTDAutoScaleManager
Pack FTDAutoScaleManager

©  Publish FTDMutoScaleanager
Batch Build..

Configuration Marager...

using Microsoft.Azure|  Configura Continucus Delivery to Azre

using Microsoft.Azure.
using Microsoft.Azure. Managesent.Monitor;
using Microsoft.Azure.Management Monitor.Models;
using Microsoft.Azure,Managesent . Network;
using Networ
using fachut

t = Microsoft.Azure.Managesent Network.Net

&1 Schution FTDAuteScaleManager [1 o
4 [ FTDAutoScaleManager
b & Dependendies
b Properties
gitignore
b€ Anure Operations.cs
b € FMC_ Operations.cs
O frdsshoeme
£T hastjson
b€ Manager.cs
boe® Utdses

‘ b

BV RABIEFIZa 31 LSz 6, \bin\Release\netcoreapp2.1 7 + /L 7 I8 L £ 7,

TRTONFEZRINL, FEIESL (Sendto) |>[EHE (ZIP) 7+ LA (Compressed (zipped)
folder) | DNEIZZ U » 2 LT, ZIP 7 7 A /% ASM Function.zip & L CIRTF L 7,

[ 33: ASM_Function.zip D E )L K

» ThisPC > MewVolume (0 » gitrepo > cloud_autoscale > Azure » FTOV » Code » FTDAutoScaleManager » bin » Debug » netcoreappll »

Name Date modified Type Size
L2
. AutoScaleManager File folder
bin 1 Filn fnildae
L * ConfigureFtdinterfaces Fin to Quick access
* CreateStaticRoutes & Add to VLC media player's Playlist
* DeleteUnRegisteredFTD %, Play with VLC media player
DeployConfiguration Move to OneDrive
ScaleMana DeviceDeRegister 7-Zip »
DeviceRegister CRC SHA >
rce DisableHealthProbe Cisco AMP For Endpoints »
:z::zm Send to > 0 EBluetocth device
GetFrdPubliclp Cut 1 Compressed (zipped) folder
MinimumConfigVerification Copy B Desktop (create shorteut)
WaitForDeploymentTask Paste i Documents
© | WaitForftdToComelp AT Wl Fax recipient
J Fl'On.moS(aIeMmagu.dm.jwn Dakita o Mail recipient
e [ hastjson AR e
o Properties

Azure T® IPv6 5 7R— b %}k Secure Firewall Threat Defense
Virtual O B R

ZDETIL, Azure R—Z L5 IPv6 V7R — k5D Threat Defense Virtual % FEEF 3 5 FiEIZ
DWTHALET,
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Azure T IPv6 £ k— + 3 2 EBICOVT |

Azure TD IPv6 ZHR— b9 HERIZDLNT

Threat Defense Virtual L5 1%, 7.3 LA, IPv4 & IPv6 Oti &2 YR — F LET, Azure TIE., K
Bty U — 7 AR E 72136 3 % Marketplace ¥-— £ A 5> 5 Threat Defense Virtual % 5. £
B CX F92, BIE. Azure DIRIZ LV, Marketplace 7 7"V 77— g VLI L, IPv4_— R
O VNet/¥ 7% DB A EIIERT D L 5 ICHIRS A TVET, IPv6 7 KL A ZBEfF
D VNet [IZFETRET D Z LI TEETA, IPv6 7R b TRIESHL VNet (ZH LW
Threat Defense Virtual f > A% > A% BINT 5 Z L3 TXEH A, Azure Tit, Marketplace %
MLTYU Y —=RERET D HEUHNORET Vo —F 2 FH L T — K X—TFT DU V—R%
BT DXL, —EDHIREZHEL TWET,

A THIE, IPv6 7 KLy v 7 %R — 4 5 728IT Threat Defense Virtual % JEEi9 5 2
OOFEERMEL TWET,

IWKD2DODEINBH T AZLIPVE T > 7 L— BRI ET,

o [BAL LIPV6T T L— K (ARM7 7' L — ) (Custom IPv6 template (ARM template)) ] :
Azure [0 Marketplace A A — & WNEIHIIZZ M3 % Azure Resource Manager (ARM) 7
7' L— M & LT, IPv6 3% E D Threat Defense Virtual % R 5 7=t S E 4,
ZOT 7 L— ML, IPv6 AR — %5 D Threat Defense Virtual % BB 5 L 2 123X E
AREZR U V=R ENTG A= EREFLISON 7 7 A AREFENTWET, ZOT 7
L— REMHT 512X, Marketplace f A —YSWEGZL WAL LIPV6 77 L— b &
L7z Azure 2B DR (210 X—) | ZZHLTIEE W,

77T M X AERIL. PowerShell, Azure CLI, ARM 7> 7 L — k., 721X API 247
LCHAZ LT T U— hERT 572912, Azure Marketplace LD VM A A —2~D 7T
JRAEFATHT0EATT, VM~OT 7 EBAZFAETIZ, ZNHDOHAY LTV
TL— b EVMIZERT 2 Z EIFHIBRENTWET, ZOXIBRDAZ LT T L —
VMIZEHLES &ET2L, ROTZT—AyE—UNRERINET,

Legal terms have not been accepted for this item on this subscription. To accept legal terms ....and
configure programmatic deployment for the Marketplaceitem .....

WOWTINDFEEZEH LT, Azure TO 1 75 LT X 5 EBZ AT LT, Marketplace
ARA—TEBRTHIAZ LAIPv6 (ARM) 77 L— b EREMTEET,

cAzure R—A )L : HAZ LIPv6 77 L—h (ARMT > 7L — ) ZREETH0H
\Z. Azure Marketplace CFI|F [ HE72 Threat Defense Virtual DI Ind 2 7 1 75
DML DA TV a v EAENZLET,

e AzureCLl : CLIZ~ > R&EFEITL T, WAXALIPv6 (ARMT 7L — k) &R
B0 7a T MILSBBREAENCLET,

cARBALVHD A A= EIPV6 T TL—F (ARM T FL—Fk) : Azure T VHD A
A=V EARM T 7 Lb— b AL TEEIRA A=V EERLET, 207 kR
X, VHD &V Y — X5 7 L — b %&ffiH L 7= Threat Defense Virtual ® B BIZEI TV E 9,
ZOTrTL— I, EBHRTPICERNRA A=V BB L, IPv6 YR — F 5@ Threat
Defense Virtual # B3 272912 Azure IZ7 v 72— FLTHETE S5 ARM 7 7 L —
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. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

FefEALET, VHD BLON AZX L IPV6 T v 7 L— M &ffi il L7z Azure 7> 5 O BB

17 ~—) ZZRLTLIEE,

HAHK KIPV6 T > 7 L— k& L7 Marketplace f A — Y £72 (X VHD A A —T &ML T,
AL LIPYVG6 T L—F (ARM 77 L— k) % L T Threat Defense Virtual % B3
VA= 7

Threat Defense Virtual DERHIZE £ 5 FIRIZKRO &0 TH,

=®21:

F |Process

[

1 |IPv6 V" — %52 @D Threat Defense Virtual @ BB Z 3t H L T\ 5 Azure T, Linux VM %
fERE L £,

2 |Marketplace £ A — B TH AKX LIPv6 7 > 7 L— k& il L T Threat Defense Virtual
YREATAEEICOH. Azure R—H )V E721% Azure CLI T 7' J L X B BA T
varEAMILET,

3 |BEDOEZAFIIGEL T, WOHAZ LT T L— ey rn—RLET,

* Azure Marketplace ZHA A =V A Lo W A Z L IPv6 7 7 L — |,
HAH LIPV6 (ARM) T v FL— & L7z VHD A A —3,
4 | AZLIPv6 (ARM) T FL— D IPv6 8T A—Z 2 FH L ET,
G¥) Marketplace 1 A —3 =2 g NMHE T LY T MU =T A A—T RN"—V3g
DT A—HfEIX, Marketplace 1 A —TVSHTH AL L IPv6 7 7 L—
Ik Zf# F§ L C Threat Defense Virtual % B3 2SI DOAHMIETT, V7 b
T T NN—=T g COFMAERST A, v REFEITTHALERDD £
‘g—c
5 |Azure KR—# /VE71T Azure CLI #fH L CTARM 7 7 L— M2 BB L £ 7,

Marketplace f A —CSHBRESLHRA A LIPG T T L—
~Z{E L 1= Azure H 5 D R B

Marketplace f A —Y 2SR L, WAZLIPV6T 7 L— K (ARMT 7 L—b) ZEHLT
Threat Defense Virtual = B3 5 7 mt& X,

ATYT1 Azmure R—Znvicu 74 LET,
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ATy T2

Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

Azure N—H )Vid, T—H B HX —OGEANCEFRRL, BIEOT Ao MV T AT U7 g ZBEEA
JeENTIREEZEEFR R LET,

WDFFHET, Azure R—HF LV FE=F Azure CLI A L T m 7T ML 5 EBBEEZANICLET,
Azure R—H NV TCZDOXT > a v EHMNTTHIZiE,. ROFNEEFEITLET,

a)

b)

¢)

[Azure (Y —ER) (Azure Services) | C[H 7 A2 U 7L a > (Subscriptions) | %27 U2 LT, ¥
TRV Tvay TL—RKRRX=U%FRLET,

FEA DAL T, [BRE (Settings) 147 avD[FF7 77 MK DEB (Programmatic Deployment) ]
27 Vw7 LET,

VM IIZEBSNIZT RXTOZA T DY Y =23, FH#ETLH 727 ) Fva s & bicRrsh
£

[AT—H& A (Status) [T, WAZLIPV6 T T L— DT 17T MIEHREBEDOZDICESET D
Threat Defense Virtual 850 1232 (A8t (Enable) 1 ARZ %227 U v 7 LET,

Ep 8

Azure CLIZEHA L CZ DA T v a AT 2121, WOFIEEFITLET,

a)
b)

Linux VM (281 L £,
WOCLIZ~ > REE(TLT, WAXALIPV6 (ARMT 7L — ) ZEBRTA-DOFa T Mk
LHIEBREANCLUET,

A< ROEITHHC, A A=V OV T 27 Y 7L ar T EICIRIEFROCFAET 2 6ERH Y £7,
# Accept terms

az vm image terms accept -p <publisher> -f <offer> --plan <SK U/plan>

# Review that termswere accepted (i.e., accepted=true)

az vm image terms show -p <publisher> -f <offer> --plan <SK U/plan>
ENENOWMRAITRO L EBY T,

* <publisher> : 'cisco',

« <offer> : 'cisco-ftdv'

» <sku/plan> : 'ftdv-azure-byol'

PLFiE, BYOLY 7 A7 )7 a 7T o CRIRT DD v 75 AL D Threat Defense Virtual
BREAESCTEa~r K227 ) 7 Loty

» az vm image terms show -p cisco -f cisco-ftdv --plan ftdv-azure-byol

ATY T3 ROz~ REFITL T, Marketplace f A—U NN~V g VNS T LY 7 b T 3= 3 ORI Z B
BFLET,
az vm imagelist --all -p <publisher> -f <offer> -s <sku>

FTNENOFHFT KD LB T,
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* <publisher> : 'cisco's

« <offer> : 'cisco-ftdv'

* <sku> : 'ftdv-azure-byol'

Azure T O Threat Defense Virtual DB |

LLUFIZ, Threat Defense Virtual 1 Marketplace 4 A — 13—V 3 VST HY 7 R =T 38—V 3 O
ARG T 5 a~vy RAZ U7 NoflTcT,

az vm image list --all -p cisco -f cisco-ftdv -s ftdv-azure-byol

ATy T4 FoRINDMHHAEE Marketplace £ A —U/X—2 a3 DU A RS WT A0 D Threat Defense Virtual

W= a raER L ET,

Threat Defense Virtual @ IPv6 V" — kBB D5E 1%, Threat Defense Virtual /3—3 3 & 73*% DL E & LT

RIDBEBRDHY £,

AT v F5 Cisco GitHub U 7K + U /35 Marketplace 7 A X L IPv6 7> 7 L—F (ARM T > 7 L— k) X7 n—

FLET,

ATFYT6 RNTA=F T FL—hk 774/ (JSON) TEPEAZIEEL T, NTA—Z T 7 AV EZUHE L F7,

R DF T, Threat Defense Virtual 7 A X% LAJEBIFH DO A X L 1Pv6 7 0 7 L— hXT A—H T ANT1T A VHE
N AHREBEICONTHBLET,

INTGA—B A

HAIENBE/Z A TDH

B

vmName

csf-tdv

Azure T Threat Defense Virtual
VM (24 R &2 T £,

software Version

730.33.0

Marketplace { A — /38— 5 o
DI T T =2TN—T g,

billingType

BYOL

T4 2 RIIBYOL £721%
PAYG T,

BYOL 7 A 2 > AL PAYG & [t
8 U CRARBR D m 2D,
BYOLY 7 27 7 A 7 JRb &%
NI LzpBOLET

adminUsername

hjohn

Threat Defense Virtual (22 7' A
VT b a—Y—4,

FHEFEITE D Y THND T4
ladmin| (FEATE ¥ A,

adminPassword

Hjohn@123456

BHET O FOIRAT —
]\‘\O

INAT — RO BEEIL, 12
~ 72 LFOFHT T HME
N ET, LT, KT
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Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

NS A—H %

A SN BB/ A TDHI

B

P CINE Y S Ny Sy
NAY = RICTOMERHY £
TO

vmStorageAccount

hjohnvmsa

Azure A hL— T o by,
BAEDA L —=UT v b
ERT 21Eh, FRUAERT D
ZEHTEET, AML—T
AT MK, 3~24FOR
SIZTHMERH D 9, /X
F T OHEMMBE DRI
AT—=RIZTHMERH Y F
7

availabilityZone

BOR MY — o 2RET 5
&L FRE LA MY — X
7Y w7 1P AR~ T U HME
S vET,

A AME Y — DR TEN LB T2
BEE, o) ICERELET,
B U 7o Il s m] Y — o &
PAR—=FLTEY, ABEhi
ERIELWT E xR LT
SV, (EIZ0~3 0K TH
HMERHY ET)

customData

{\"AdminPassword\":

\"Password@123\", \"Hostname\":\"cisco-tdv\",
\"ManageLocally\":\"No\", \"IPv6Mode\":
\"DHCP\"}

% 0 H A% C Threat Defense
Virtual IZERREND 7 4 —/b
Ko T 740 KT, BREXS
LR DBIRDIODF— LEDN
THRHY ET,

o ladmin] ==—H—/32%
7— K

* Management Center Virtual A
A N

« &2 © Management Center
Virtual /8 A h 4 F 721X
CSF-DM,

[ManageLocally : yes] : Z#U
{24 V. CSF-DM 73 Threat
Defense Virtual ¥ % —3 % & L
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. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

INTGA—BH A ENBIE/Z A TDH B

THA SN L) ICRESNE
R

Management Center Virtual %
Threat Defense Virtual ¥ % —3 ¥
& LT E L, Management
Center Virtual Clf] U EZ T 5
DIZRLEETR T 4 —)v RIZATT
HTEBTEET,

virtualNetworkResourceGroup | cisco-tdv-rg ARy NI — 7 Ede) V—
AT N—T DA,
virtualNetworkNewOrExisting 73
new D&, ZOMITT 7
L— FOREFAMICER ST Y
VAT N—T LR L TdH DA

HRHD ET,
virtualNetworkName cisco-tdv-vent xR MU — 7 D4,
virtualNetworkNewOrExisting | new TDONRTA=HIZLoT, L

b\f}i*ﬁ?\ v NU—7 2 ERT S
. BEFORER Y U= &
fﬁﬁﬂﬁ“%ﬁb WIRED T,

virtualNetworkAddressPrefixes |10.151.0.0/16 IR Ry U — 27 D IPv4
T RVAT VT 497 AT,

lvirtualNetworkNewOrExisting |
25 Tnew| IZRESNTWDHE
B DHEETT,

virtualNetworkvoAddressPrefixes | ace:cab:deca::/48 IR Ry U — 27 DIPV6
T RVAT VT 47 AT,

lvirtualNetworkNewOrExisting |
23 Tnew) IZHEINTWAHY
B DHMEETT,

Subnet]Name mgmt YT Ry R4,

Subnet1Prefix 10.151.1.0/24 ZHITEHY T2y - IPv4
V74T AT,
l'virtualNetworkNewOrExisting |
25 Tnew| IZRESNTWDY
ACDHLEETT,

Subnet1IPv6Prefix ace:cab:deca:1111::/64 ZVUTEHY T Ry kN IPv6
LT 4 s AT,
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| Azure T® Threat Defense Virtual 0 EFH

Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

NS A—H %

A SN BB/ A TDHI

B

l'virtualNetworkNewOrExisting |
2 Tnew] ITRE STV DY,
BICOHMBETT,

subnet1StartAddress

10.151.1.4

BPlA X —T7 = A AD IPv4
7 KL =&,

subnet]1v6StartAddress

ace:cab:deca:1111::6

P X —T = A AD IPv6
7 KL &,

Subnet2Name

diag

F—H AR —=T 2 A1 DY
Tx oy M,

Subnet2Prefix

10.151.2.0/24

TIUIT—FA B —T AR
1 7%y NPVAT LT 4
AT,
lvirtualNetworkNewOrExisting |
25 Tnew| IZRESNTWDHY
BICDHMEETT,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

THET A =T = A
17Ty NIPV6 T VT
AT,
lvirtualNetworkNewOrExisting |
2 Tnew] IZREINTWDHY
B DHMEETT,

subnet2StartAddress

10.151.2.4

Fe BB =T 2 A1 D
IPvd 7 KL &,

subnet2v6StartAddress

ace:cab:deca:2222::6

TR A HE =Tz A1 D
IPv6 7 R L A,

Subnet3Name

inside

F— BB =T 2 A2DY
7% v b,

Subnet3Prefix

10.151.3.0/24

TIIT—HFA B —T AR
2T Ry NIPVAT VT 4w T
AT,
l'virtualNetworkNewOrExisting |
2% Tnew] IZEREIINLTWDY
ACDHLEETT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

ZHUET—HA B —T A A

2T Ry FIPVO T LT 4 v 7
X ‘(\‘ A
l'virtualNetworkNewOrExisting |
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. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

Azure T O Threat Defense Virtual DB |

NS A—H %

A ENBIE/Z A TDH

B

23 Tnew] IR EINTWBE
BN DOHMEETT,

subnet3StartAddress

10.151.3.4

Fe BB =T 2 A2 D
IPvd 7 R LA,

subnet3v6StartAddress

ace:cab:deca:3333::6

F—H AR =T 2 A2 D
IPv6 7 F L A,

Subnet4Name

outside

F— BB =T 2 A3IDY
Tx oy M,

Subnet4Prefix

10.151.4.0/24

TIUIT—HA B —T A R
3T Ry NIPVAT LT 4 7
AT,
l'virtualNetworkNewOrExisting |
25 Tnew| IZRESNTWDHY
AICDHLEETT,

Subnet4IPv6Prefix

ace:cab:deca:4444::/64

ZIIT—FA B —T AR
3T Ry NIPV6 T LT 4 7
AT,
l'virtualNetworkNewOrExisting |
25 Tnew| IZRESNTWDHY
B DHMEETT,

subnet4StartAddress

10.151.4.4

Fe BB —T 2 A3D
IPv4d 7 R LA,

subnet4v6StartAddress

ace:cab:deca:4444::6

T—HAH =T 2 A3 D
IPv6 77 N LA

vmSize

Standard D4 v2

Threat Defense Virtual VM D4~
A X, Standard D3 V23T 7 &
LV RTY, .

ATFY T ARMT 7L — h&2H LT, Azure R — % /L £ 721 Azure CLI C Threat Defense Virtual 7 7 A 7 7 4 —

NERELET, Azure TO ARM T 7 L— hOREBIZOWTIX, KD Azure R = A FEZH L TL

TZEV,

+ [Create and deploy ARM templates by using the Azure portal]

[Deploy a local ARM template through CLL]
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli

| Azure T Threat Defense Virtual 0 E R
VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

RDBERY
ROFML, FIRUIZEHE— NI Lo TRARY £,

s [R—AN<RX—T ¥ —% BT 5 (Enable Local Manager) ] T [WW 2 (No) ] &3
L7236 1%, Secure Firewall Management Center % i ] L C Threat Defense Virtual % & i L
9, [Managing the Secure Firewall Threat Defense Virtual with the Secure Firewall Management
Center] ZZML TS ZEV,

s [(R—AIN<RX—T ¥ —% BT 5 (Enable Local Manager) ] T [IZ\™ (Yes) ] Zi#IN L
7e%56 1%, Secure Firewall Device Manager % {# il L 'C Threat Defense VirtualThreat Defense
VirtualThreat Defense VirtualThreat Defense Virtual 2% ¥ L £, [Managing the Secure
Firewall Threat Defense Virtual with the Secure Firewall device manager] # &M L T 7Z &0,

BHAT Y 3 U ERIRT 5 FEOMEIZOWTIX,  [How to Manage Your Secure Firewall
Threat Defense Virtual Device] ZZM L T 72 &0,

VID B LUHDRALIPG T T L— kZEHLT- Azure
i D RER

VA AN BAERHVHEHD A A —T 2 LT, B DB A X A Threat Defense Virtual A A —
VEERTEET, 2Ok R L, VHD &V YV —RF 7 L — k& L7z Threat Defense
Virtual D RERIZEI TV E T,

1R BRI

e Github ® VHD 8 X X ARM O &7 v 7 L— ~ 24 [ L 7= Threat Defense Virtual ® FBHIC
X, JSONT 7L — FB LRI T DISON/NT A —F T 7 A VR METT, I 2 Tld,
TUTVU—RNERFIA—=ET 7 A VOIERFIEEHBRTEET,

s ZOFNETIL, Azure |Z Linux VM BHFEL TWAMERH Y £9°, —KH72 Linux VM
(Ubuntu 16.04 72 &) ZEH LT, Azure (ZJEMEVHD A A —Y &7 v 7 — 452 L%
BEIOLET, 2O A—VEMFHRT HI21F, FS0GBDOA L —URMETY, Fio,
Azure ® Linux VM 7> 5 Azure A b L—U~D7 v 7o — REFE2NEL 20 £9,

VM ZAERT 2 BN S H581E, IROWT WO HEEZFH L £,
e Azure CLI |Z X A Linux (A~ > > OFER%
o Azure 7R —Z LT £ 5 Linux AR~ o v OERK

e Azure &7 A7 V) 73 3 12i%., Threat Defense Virtual % JEBE -4 2 Ypr Cff Al AE72 2 b
L—T s RSB,

AT 1 YRaFryra—RK V7 M7 ~X—I 5 Threat Defense Virtual JEfg VHD A A — (¥bz2) X 7
n—RLET,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html#id_103852
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html#id_103852
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

Azure T O Threat Defense Virtual DB |

B vio 550N 5 LIPG T T L— b EBER LT Are b 5> DRH

ATy T2

ATvT3

a) [H4h (Products) |>[EF =Y 7« (Security) 1>[7 74 7 U 4—/v (Firewalls) ]>[KALT7 7147
74—/ (NGFW) (Next-Generation Firewalls (NGFW)) ]> [Firepower NGFW Virtual] {28 L £,
b) [Firepower Threat Defense/ 7 7 =7 (Firepower Threat Defense Software) 1 %7 U v 7 LE T,

FIEIZH > TA A=V F 7 rm— FLTIIEENY,
7= & ZIX. Cisco Firepower Threat Defense Virtual-7.3.0-92.vhd.bz2 2% 7> u— KL %7,

[VHD BL WY V=277 L— b L1z Azure O ORER] ORTYT206RTy T 8DOFIEE

EITLET, .

[1 A% LEBA (Custom deployment) | X— D EfiZH 2 [/3T A —¥ OfF (Edit parameters) | & 7

Uo7 LET, BARAESARTEDLNRTGA—=ET T L— MPMERSET,

a) [Z7Av®Dua—F (Loadfile) 1227 Vv 7 L, J1AHX~A X L7 Threat Defense Virtual /X7 A — & 7 7
ANEZRLUET, VHD BT A L 1Pv6 (ARM) 7 7 L— ~ &l L 72 Azure ~ Threat
Defense Virtual ® EBBIHIL, Github 22 LT EEIW, ZIZTE, 77— e RXTA—FT 571
NONERR T IE & MR TE £ 7,

b) WAZ~AXLIISON RTA—=Fa— &0 2 RO T, [fR7F (Save) 1227V v 7 LE
7

R DF T, Threat Defense Virtual JEBRHD B A X L 1IPv6 T T L— k8T A—Z I ASTTHUENH 5 E
BfEIZ DWW T L £,

INS A=A Z Rl SN BE/ 2 A T D Bl

vmName csf-tdv Azure C Threat Defense Virtual VM
IZA T EMTET,

vmlmageld Amririos/Slsritiord)/femesopy femegaprasoity| I S D A A —2 D 1ID,

Microsoft.Compute/images/ {image-name | Azure DN TiL. HHWD B Y Y —
AN —ZIDIZBEM T BT
l/ A i ‘g—o

adminUsername hjohn Threat Defense Virtual (2 & 7' >3
LHa—H—4,

BEEIZEID B CoND T4
fadmin] XFEHATEEHA,

adminPassword Hjohn@123456 EHET T RONAT— K,

INAT — ROFMAEDRFIL, 12~
2 LFDFHFTHLHLERNDH D
FT, INLF, RICFE, BT, FF
BT EMABBE DT /RAT— R
T HHERH Y T,

vmStorageAccount hjohnvmsa Azure A N L—T o v b, BEfF
DARL—=DT AT S aERT
DIED, FHUAERT 22 &6 T
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-ftdv-azure-gsg.html#id_82702

| Azure T Threat Defense Virtual 0 E R
VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

INTGA—BH HAI SN BB/ A TDH Bl

XFT, ANL—UTH YL M
L, 3~24 XTFOREIIZTHHME
BHYFET, INLFEBRTFDOHE
MLAE DR /NAT — RIZT 54
HRH 7,

availabilityZone 0 RO R MY — v B fRET D
L HBBE LAY — o T
U 7 IP LR~ v U RER S
£

A MY — OB ED LI
A%, T0) ICERELET, &®RL
TS "R — AR — b
LTEO, AT EREL Y
TEEMERLTLIEIY,  (fHIX
0~3DBETHLULENDY F
T) .

customData {\"AdminPassword\": %5 0 A ##%RY C Threat Defense Virtual
\"Password@123\", \"Hostname\" L\:?‘:{% éﬂé 74— ]\ 5:77“_

uetscomtanit, LT BERR L 25RO 3
\"ManageLocally\":\"No\", \"IPvé6Mode\": SDE— L EDRT R ijﬂo

\"DHCP\"}
o ladmin] = —HP— R T—F

* CSF-MCv s A 44

« WHLFH D CSF-MCv R A R4 %
721X CSF-DM,

[ManageLocally:yes] : ZAUZ &
Y . CSF-DM 7> Threat Defense
Virtual v r— ¢ & L THEH S
LEIITHRESNET,
CSF-MCyv % Threat Defense Virtual
YR —=T ¥ & LTHREL,
CSF-MCv ClA U EA T 2 DI
%@74—»%_Aﬁ¢5_k%
TEET,

virtualNetworkResourceGroup | csf-tdv RABR Y NT—2 &) J— R
I N—7 DA,
virtualNetworkNewOrExisting 7% new
DEE. ZOMEIFT T L— O
EHMICERSNTZ) VYV —R 7
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Azure T O Threat Defense Virtual DB |
B vio 550N 5 LIPG T T L— b EBER LT Are b 5> DRH

INTGA—H5 RSN BIE/ 2 1A TDHI B
N—TLRICTHLUENDY £
D

virtualNetworkName hjohn-vm-vn RBR v b U — 27 D4,

virtualNetworkNewOrExisting | new TDONRNTA=HIZLoT, HLn

BARER > b U — 7 ZAERT 27,
BEFOMAER Y FU—7 i
DMPRED F7,

virtualNetworkAddressPrefixes | 10.151.0.0/16 ZHUHRE Ry RU— 27 DIPvA T
RLVAF VLT 4w AT,
lvirtualNetworkNewOrExisting ] 73
Mnew) |ZRXE SNV TV DGO
BT,

virtualNetworkvoAddressPrefixes | ace:cab:deca::/48 i RE Ry RU—2Z7 DIPv6 T
NLVAZF VT 47 AT,
lvirtualNetworkNewOrExisting] 73
Mew ] |ZRXE SNV TWDEHAIZD

FHIEETT,
Subnet]Name mgmt-ipv6 Y Ry N4,
Subnet1Prefix 10.151.1.0/24 Nl gV S i SV N | W B
74 v T AT,

lvirtualNetworkNewOrExisting | 7%
Mnew] IZERE SN TV D HEITD

#%‘g(j—o
Subnet11Pv6Prefix ace:cab:deca:1111::/64 ZHITEHY TRy FIPv6 7L
T4 T AT,

lvirtualNetworkNewOrExisting | 73
Mmew] (ZRXE SILTWVDEEITD

H BT T,

subnet]StartAddress 10.151.1.4 BHA LA —T A ADIPVET R
LA,

subnetlv6StartAddress ace:cab:deca:1111::6 EHA LA —T 2 A ADIPV6 T R
LA,

Subnet2Name diag F—H AR —T A A1 DY T
F v b,

Subnet2Prefix 10.151.2.0/24 NET—H A E—T A A ]

VTR NIPVA LT 4 T A
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| Azure T® Threat Defense Virtual 0 EFH

VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

NS A—H %

HAI SN BB/ A TDH

B3

%

3

N

FVirtualNetworkNewOrExistingj N
mew| IZFXESILTWVDIGAIZD
FALETY,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

INET A E—T A A
T7 Xy NIPV6 T LT 4 v T A
<.

lvirtualNetworkNewOrExisting ] 73
Mnew) ZRRE STV DHAITD
BT,

subnet2StartAddress

10.151.2.4

FeB A H—T A X1 D IPv4
VN

subnet2v6StartAddress

ace:cab:deca:2222::6

F—R AR —T A A1DIPV6
7 RL A,

Subnet3Name

inside

Fe B A BR—=T 2 A X2 DY
F v b,

Subnet3Prefix

10.151.3.0/24

THET—H A =T oA A2
TT xRy NIPVA T LT 4 T A

<.

lvirtualNetworkNewOrExisting] 73
Mew) IZRRE SN TV DHAITD
BT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

THET A A =T o A2
HT Xy NIPV6 T LT 4 T A
<.

lvirtualNetworkNewOrExisting] 73
mew| |ZEXESILTWDLGAIZD
BT,

subnet3StartAddress

10.151.3.4

F—R AR —T A A2 D IPv4
7 RL A,

subnet3v6StartAddress

ace:cab:deca:3333::6

F—R A B —T x A X2 D IPv6
7 RUL A,

Subnet4Name

outside

Fe B AR —T 2 A A3 DY
x v M,

Subnet4Prefix

10.151.4.0/24

THETF—E A E—T A A3
YT Ry NIPVA T LT 4w T A
‘/C\‘\
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Azure T Threat Defense Virtual 0 E R |
. Threat Defense Virtualf * — X+ v T3y b

INTGA—BH A ENBIE/Z A TDHF Bl

lvirtualNetworkNewOrExisting] 73
ew] IZEXE SV TWVDLAIZD

H M TT,
Subnet4IPv6Prefix ace:cab:deca:4444::/64 TEITF—H A HE—T A R]3
BT Ry MIPV6 LT 4 v T A

lvirtualNetworkNewOrExisting] 73
ew| IZEXESILTWVDIGAIZD

%‘%‘g( j‘o

subnet4StartAddress 10.151.4.4 F—H B —T A A3 D IPv4
VN

subnet4v6StartAddress ace:cab:deca:4444::6 F— R B —T A A 3D IPv6
7 KL A,

vmSize Standard D4 v2 Threat Defense Virtual VM DA
A, Standard D3 v2 237 7 /L b
‘(“j—O [e]

ATFvyT4 ARMT 7L — 2 LT, Azure A—#Z /L% 7213 Azure CLI C Threat Defense Virtual 7 7 A 7 7 +—
NERBELET, Azure TO ARM T > 7 L— FORBICHOWTIE, KO Azure R¥F =2 A 2B L TL
72 &0,

+ [Create and deploy ARM templates by using the Azure portal ]

+ [Deploy a local ARM template through CLI]

RDARY
» Azure C Threat Defense Virtual ® IP iR E% B L £ 7,

Threat Defense Virtual f A — X Fw T 3w b

Azure R—H )V TAF w7 gy b A= %A LT, Threat Defense Virtual & {ER IS K OVE
fiCTEEd, A AV ATy T vay ME, RET—Z D, RS 172 Threat Defense
Virtual £ XA —A V AH L ATY,
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli

| Azure T® Threat Defense Virtual 0 EFH

Threat Defense Virtual X v F< 3 v ~FOHE .

Threat Defense Virtual X v 7S 3 v D=

Threat Defense Virtual f > A X LV ADAF w7 a v A A=V &AEKT 57 o0& RE, Threat
Defense Virtual 3 X OVFSIC IZxf L CEITSNDHAI DT — b FIHEE A ¥ v 52 21280
WA 27 A OPIEERER &2 B/ MBI A B DICESL L ET, A F v 7 ay b A=,
FHEHZ A ENT2FT —H# ~_X— A L Threat Defense Virtual #]#] 7 — s 7ot A TR SN ET,
ZHUT XY, A A—1X Management Center £ 72 (3F DMOEHE % —D v 27 AID (ZBHE
T5—EDOID (UUID, ¥ U7 VHKS) #HEKRTEET, 207k iE, BEIRr— VR
BAIZ A RI K 72 Threat Defense Virtual O 2B 2 HkE T 2 DI H £,

EEXRA A—TH 5 DThreatDefenseVirtual R v 73w A A—
TDERL

&

ATy T2
ATvT3

ATy T4

Threat Defense Virtual DA A — A F v 7> 3 v hOVERIL. Azure 7R — # /L T Threat Defense
Virtual f & A X ADREFOEBRRA A —V 2T 57 e 2 TT,

1R BHHIIZ

Azure R—4 )L CLinux VM @D Azure A b L— 7 7 > hNOD a7 FI2HA XZEH L= VHD
A A= %7 w7 a— R LT, Threat Defense Virtual ’\X—<7 3 > T2 LI DE N RA A —T%
ER L TR MERH D 9, ¥ XZEF L2 VHD A A — OfERIc >V Tk, [VHD B &
N Y —=RAF7 o7 b— bl L7z Azure DL OJER] (156 X—) | 2L TLE X,

ARA—=VRAF v T gy NOUE[FZE LT 5 Threat Defense Virtual f > A & > A % Management
Center X Device Manager 72 & D~ R— T ¥ [ZREK LRV TS TZE 0,

Threat Defense Virtual f & A % A DE B RA A — TV ZAERL LTZ Azure R—Z /VICBE) L £7,
GE) #8925 T D Threat Defense Virtual f > A & A% Management Center {28k AL TUVN 722
L FERIFMOT =N R =T R ITRESNTWRNI & FEERENEH I TR
ZLEMRLET,

[V Y —RAZ7—7 (Resource Group) ]I(ZF4HE) L, Threat Defense Virtual f > A % A &8RN L £ 7,

Threat Defense Virtual f & A X L ADF B — 3 o ~_—=T T[T/ Y —/b (Serial Console) ] % 7
Vw27 LET,

KDOAT VT MEfEALT, ZF A= 2 UIDHT LA Ty T vay b 7reRA&2F T LET,

> expert

admin@FTDvbaseimg:~$ Sudo su
root@firepower:/ngfw/var/common# prepare snapshot
Do you want to continue [Y/N]:

A7 YT }‘Tprepare snapshot I ¥ }\gf’@i&)zﬁ—;«%)k A7 VT NOFITOMRERDDHFEA v E—T
MFERINET, A7 VT NEETTDHITIE [YIZFLET,

ififi\ root@firepower:/ngfw/var/common# prepare snapshot -f DX 5 Iz, Zhavsyv NIz -f %JEJJH L
T, 2=V —DERA v E—VEAX Yy L TAZ VS N EEETTHI L TEET,
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Azure T Threat Defense Virtual 0 E R |
B <0793 b A= £ERA LT Threat Defense Virtual 1 > X% > 2 £ BBIT 5

Z DA Y M. Threat Defense Virtual f > A Z 2SI ST X TCORRHETE. BE IR
Vy—, RESNT~vF—T v, UUID Z#HIBR L ET, AFN5E T35 &, Threat Defense Virtual 4 > A %
VATV MU SRET,

ATYTS [F¥7F v (Capture) 127V w7 LET,

ATV T6 [ A—VDIERK (Create animage) ]X—Y T, BEFDOV V=R T N—T%RIRT D)0, [V V—AT)L—
7 (Resource Group) | KR v X T UZXRNBHLNWY V=27 V—TZAE L ET,

AT T [ AX U ADFEA (Instance Details) |22 23 VT2, BHEHHRA A—VDREF Y 7T ¥ LE
9 (No, capture only a managed image) | %7 U v 27 LT, FEMNGA A=V OHEERLET,

AT 78 ThreatDefense Virtual > A ¥ ADEFHXRA A—T 2 L THERT 2 AT v 7T v ay M A=V D4
AIZEELET,

ATYT9 [LE=— LR (Review+Create) ]% 7 U w7 LC, Threat Defense Virtual f > A% > ADH LA F v
vav b A=VEERLET,

RDBRY

AF T gy A A= % LT Threat Defense Virtual £ > A Z VA REHLET, TR
Fv 7 a sy A A= %R LT Threat Defense Virtual A > A X A& RH$T 5] 2L
TLIEEY,

AFw T3y bAoA A—T%ERAL T Threat Defense Virtual £ > X &
DAERERFET D

theb BHEIIC
WD L EREERELFI,

» Threat Defense Virtual f ' A X LV ADAF v gy b A—UNMERHTRETHDZ L &
MR LET,

ATYT1 Azmure K= vica 74 LET,
RAT9 T2 FHUHER LIZA T v T v ay MM A—=YDY Y —ZAID&#ab—LFET,
GE) Azure TlX, H6P 5V Y= (AT v T vay b A=) B V=X IDIZEEMT BT
WE9, B LU Threat Defense Virtual A & A X VA Z BT HI2IE, AF v 7T ay A A—
DY Y —ZID NLETT,
a) Azure N—H )V T, [4 A— (Images) | 3R L FET,
b) FEHRAA—TEMEHALTCERLEZAT YT v ay b A=V EBBINLET,
c) [ME (Overview) 127 Vw7 LT, A A—=YD7 a7 40 52F£RLET,
d) Z7UVy7AR—=RIZYY—RIDEZat—LET, VY—RID V¥ v 7 ATROKIZRSIE
9, /subscriptions/'<subscription-id>/resour ceGroups/<resour ceGroup>/provider sMicrosoft. Compute/<container >/
<vhdname>
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| Azure T Threat Defense Virtual 0 E R
AF v T3y b A—TEFERAL T Threat Defense Virtual 1 VX2 U X RT3 .

ATFYT3 2 F v 7T gy b A—%F LT Threat Defense Virtual £ A% ZORHZHITLE9, VHD B k&
R Y —=RAT7 T — a7 Azure 2HORER (156 X—) #ZBL T X,

G¥) Threat Defense Virtual =2 > > —/L')25 CLI =< > K show version 33 & OF show snapshot detail %
FAT79 D &, #H L < BB & 7= Threat Defense Virtual f > A X 2 AD/N— 7 o L 3EHl & HERR
TEET,
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Azure T Threat Defense Virtual 0 E R |
B <0793 b A= £ERA LT Threat Defense Virtual 1 > X% > 2 £ BBIT 5
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T OYERL (Create Network Security Group) 1)
3 Oracle Cloud ALH—=Fy "= T2 ADIERR : AV H—Fy NF— U=
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Infrastructure Ea—F4>% (Compute) 1>[4 > RA VR (Ingtances) |>[A
VRBUADEM (Instance Details) | > [ S f=VNIC
(Attached VNICs) ]) .
::'1_0":, Management Center | Secure Firewall Management Center % f# ff] L 7= Secure Firewall Threat
Defense Virtual & ¥

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)



| Oracle Cloud Infrastructure ~ @ Threat Defense Virtual 0 & 5
Threat Defense Virtual & OCl DRIIZ54 .

Threat Defense Virtual & 0Cl D FjIE 44

« https://www.oracle.com/cloud/ T, OCI 7% 7 & h Z{ER L £ 7

» Cisco A~v— R 7 B 7> |k, Cisco Software Central (https://software.cisco.com/) T{E TZ
EJ a8

« Threat Defense Virtual ~®D 7 A & A} 5.

* Management Center "6t F 2 V7 f h—EADTRTDOT A B AGHERE L F
R

TA & AOEBRSTIEOFEMIZOWTIL,  [Cisco Secure Firewall Management Center
Admin Guide] @ [Licensing] #ZM L T 7Z&EW,

G¥E) Z #UE T Firewall Threat Defense Virtual [A] 1123 A I 232 4E L T
T _XTOT 74/ vDY 7 by =7 FIHER TIPve DX EMN T
A—hrENFET,

AU EBE—T A ADEf:

o HHIA X —T x4 A (2) :1-D0% Threat Defense Virtual 2 Management Center (%
T DDA ENET, b 1 DEZMBERICER S, Bl 7 7 4 v 712
EHTEEEA,

e "TF T 4w A B —T A A (2) : ThreatDefense Virtual Z NEED R A h I LS
TV Ry NT—J IR T OIS ET,

o BIE/NR
« Threat Defense Virtual {7 7 2 A FT 572D/ 7 U » 7 1P,

» Threat Defense Virtual D3 A7 A OWTIE,  [Cisco Firepower Compatibility Guide]
LTS TEEN,

Threat Defense Virtual 5 XV 0CIDHA K54 > EFHIRE
18
HR— kEh DR

cOCI{BZ 77 K3y hU—2 (VCN) TOREBH

e —F v RE—F (F7%/ 1)

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K (1x\—23>13) ||


https://www.oracle.com/cloud/
https://software.cisco.com/
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html

Oracle Cloud Infrastructure ~® Threat Defense Virtual O & |

. Threat Defense Virtual 5 X U 0CIDHA K54 > L HIBEE

« 74k A : BYOL D%HZ ¥R — |k
* [Pv6
« Management Center " 7~— k D7z,

» Single Root I/O Virtualization (SR-IOV) % HR— |k,

FIDVRAY—h,SAEVRADINT +—T O ABER

Threat Defense Virtual I, EAZEICESNWTER D AL—Tv F L~UL L VPN £ IR 2 Fi¢
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[VCN O4ERL (CreateVCN) 1 %27V v 7 LET,
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ATy 74 VCNOCIDR 7Av o # A LET,

a) IP7 RLRADIPVACIDR 727, CIDR (7 7ALV A RAAL VBN —T 4 7)) ORLEZ, IPT
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G¥) Z®DVCN TDNS R A N EHHLET,

b) IP7 KLADIPV6CIDR 712 v 7, CIDR (7 T AL A RAAL VBN —T 4 7) OFRTEL IPT
RLREZNCBEEMTONTWDNA—T 4 T T VT 4 7 AD a7 NeRBTT, [2/0] 23] &
LCEFoNnET,

c) Oracle MABZ T 7 K3y N U —Z 280 BT IPv6/56 V7 4 7 AL LTCT[IPv6 CIDRZ 1 v 7
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ATw 71 [VCN DR (CreateVCN) [ %27 VU v 7 L7,
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Security Groups) [Z&IR L, [y bT7—9 X2 T4 JIL—TDIERK (Create Network Security
Group) 127 Vv 27 LET,
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&
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BEHY TRy e RWICT 7 BARRRIZT D121, A F—Fy M= U oA DRETT,
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e) SESEDIPVACIDR 7 r w7 2 AJJLET (fi : 0.0.0.000)

f) %EHDOIPV6CIDR 7u v 7 AN LET B : [2/]) .

g) [F—HYhr A=y b HF—FrDxA (TargetInternet Gateway) | Ke v 7 X 7o, ERL
77— U oA ZBEIRLET,

h) [JL— kIL—ILDEM (Add RouteRules) | #7 VU v 27 L£1,
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B+ rorm

BTy FDER

ATvT1

ATy T2

ATvT3

ATv74

ATy T5

ATvT6

ATy 17

ATvT8
ATvT9

A VCONIZIX, D &b 1200 7%y bRHY £9, EFHVCNOEHY 71y b &2/ER L
9, £/, B VCN OZE 7 Ry b, NELVCN OREY 7 % v b, BILOYME VCN ©
YT Ry N HMETT,

[y bD7—F 245 (Networking) 1>k 5 Ky kT—2% (Virtual Cloud Networks) ] > [k S5
YRRy kT7—S DM (Virtual Cloud Network Details) [>[H 74w kb (Subnets) [Zi@R L, [ TRy
FDERL (CreateSubnet) 1227 U > 27 LET,

TRy RODLPYRTWARIEZ AT LET (il : Management)

(7% b24 7T (Subnet Type) | IR L £5 (HELESNEHT 7 4L O [#iE (Regional) | D Fi2
LET) .

[CIDR” = > 7 (CIDRBlock) JIZfEEZ AT LET (1 10.10.0.024) . 7 x> hORNEH GEARH) 1PT
RLZZ, ZOCIDR 712 v 7 b HRESET,

a) IPv6 Z AT HHA1E, [IPv6 CIDRT 2 v 7 #4902 % (ENABLE IPv6 CIDR BLOCK) ] F =
IRy 7 AEF T LET,

b) [IPv6 CIDR” = 7 (IPv6 CIDR Block) ] T, IPV6 'L 7 1 v 7 AHiHZ NI L E T,

[JL—bkT—7TJL (RouteTable) | Kr v 7 X 7 rint, LARNZIER Liz/b— b T —7 Oz B iR

LET,

BT Xy b [H TRy 7Y 1R (Subnet Access) | Z#IN L £,

BEHY 72y hORGE, ZHUINTY IS TRy b THHLERH Y 77,
[DHCP # 7+ 3 >~ (DHCP Option) | Zi#{R L £,

VIRIMER L= [EF 2 )T 4 )R+ (Security List) ] Z2IR L £,
[Ty FOYERK (CreateSubnet) 1 %27V v 27 LET,

RDBERY

VCN (&, ZWr. NEb. A 2% T 5 & . Threat Defense Virtual % #CEh 9~ 5 YR A3 FE L
¥ 9, Threat Defense Virtual VCN # D BIZ DWW TIE, RO ZSBRL T ZE0,
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s59 Ry LEEALERES— k947 LR |

35: Threat Defense Virtual R385 59 K4 v k7 —4

Virtual Cloud Networks in ftdv Compartment
Hame State CIDR Block Default Route Table DME Domain Hame Created -
@ Availab
@ Avaita
@ Avail
® A

959 Rz )ILEFERLEZIPES— o947 FLR

OCI CiE, £V 732y MZ—BDIPV6 =+ U xA T RLANHY, IPv6 b T 7 1 v 7 D%
BEJ % X 9 12 Threat Defense Virtual CiRET HDMLERHV ET, ZDOF— b =A T FL AL,
75 Rz TOClLa~y REETLTWAY T %y hOFEMNLEE S ET,

25w 71 [OCI] > [CloudShell ZBI< (OCIZ 5 K4—3FJL) ) (Open CloudShell (OCI Cloud Terminal)) JiZ#%
#;LET,

ATYT2 ROa~vy FEFEFLT, B 71y b IPv6 DA HUS L £,
oci network subnet get -subnet id <subnet OCID>

ATY 73 av ]\@;ﬁ%%ﬁ‘% ipv6-virtual-router-ip F—EHOTET,

ATV T84 ZOF—Dfikar—L, LESCUTHEALET,

0CI ~ @) Threat Defense Virtual O &

Oracle Cloud Marketplace @ Cisco Firepower NGFW {487 7 A 7 U +—/L (NGFWv) Hfh % ff
HLT, arvta—T 40 4L AX 2 A% LT OCI |Z Threat Defense Virtual %2 &3 L ¥
T, CPUDH, AEVDR, *v hT—2 U Y =R EORHEICHESNT, s~y v =
A TEEIRLF7,

ATFvF1 OCIAR—FZnza /(4 LET,
HUskiE, BEEoOA FRBICERENET, BROHIRPIZHEIE L TWA Z 2R LTI,

ATvF2 [¥—4 v ETLA4RX (Marketplace) |>[7 T 47— 3> (Applications) &L E,
ATvF3 ~—% v 7L A AT [Cisco Firepower NGFW virtual firewall NGFWv)| %5 L C, #L28R L F
ﬁ—o

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K (1x\—23>13) ||
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ATvT4

ATy TH

ATvT6

ATy Fr17

ATvT8

ATvT9

ATy 710

ATy I N
AT 712

ATv 713
ATy 714

K G A B L. [Oracle OFIABIK &/ 3— M — DR LR L CTHELET,  (Thavereviewed
and accept the Oracle Terms of Use and the Partner terms and conditions.) | F = v 7 R 7 A% A2 LET,
[f > A% ADEH) (Launch Instance) 1% 27 U v 27 LET,

[4ill (Name) 112, A X AZ L ZADODNY LT WARTZAS LET (B : FTDv-6-7)

[zA4 FTDZEE (ChangeShape) | #27 U 7 L. Threat Defense Virtual (Z 4% 72 CPU D%k, RAM O

B, BLIOA VI =T oA 2AOHPMEE SN =47 (VM.Standard2.4 72 &) Z3&R L EF (OCI ~
@ Threat Defense Virtual D ERIIZOWT (228 X—) &) .

R 2 59 K3y kTJ—% (Virtual Cloud Network) | Ku v 77X oG, [ VCN (Management
VCN) | ZiERL £,

HEIAS SN TORWEGEAE, [Ty b (Subnet) | Ky 720G [EHEY 7% v kb (Management
subnet) | ZEIR L £,

Ry bT—D X2 )T TIL—TEFERLTES T4 vy 5T S (UseNetwork Security Groups
to Control Traffic) ] I2F = v 7 & A, EEVCONICHE LX) T4 /N —T2@IRL £,
ST w2IP7 RLADEY KT (AssignaPubliclpAddress) | 47> arRE %20 v 7 LET,
[SSH F¥—m3EM (AddSSH keys) | D FC. [2F—DRLY F1F (PastePublicKeys) | 47+ a A%
Y&27 V> 7 LT, SSH ¥—%0h 0 HiFE7,

Linux N—ZADA VAL AT NAT—=FORDOVIZSSH F—<TZHM L TY E— ba—F—%R
RELET, =703, MEF— L AT —CHIRENE T, AV AF U RBERT D L EIT, R —
arsa—R2ICRkFFL, AF—ZRIMELEST, A T4 12O TE, [Linuk A VA X A TO
F—~T7 OEH (Managing Key Pairs on Linux Instances) J https://docs.cloud.oracle.com/en-us/iaas/Content/

Compute/Tasks/managingkeypairs.htm % 2 L T < 72 &0,

[B¥#iA T 3 >DFEK (ShowAdvancedOptions) | V> 27 %27 Uy 7 LT, A7 varvaRELET,

(#1227 U 7 K (Initialization Seript) ] F T, [7 TV NIt A 2 U 7" F DLV 44T (Paste Cloud-Init
Script) 1A 7> a v AR¥ %27 Y 2 LT, Threat Defense Virtual @ day0 fkZ 5 7E L £ 9, day0 1%
IZ. Threat Defense Virtual O #][EIFCEIRF I H S AV E T,

Wiz, [2579 F¥#ER S 1) 7k (Cloud-Init Script) 1 7 4 — /L RiZa B — L CREV IS Z LN T&
% day0 fERR OB 2R LET,

{

"Hostname": "ftdv-oci",
"AdminPassword": "myPassword@123456",
"FirewallMode": "routed",

"IPv4Mode": "dhcp",

"IPvéMode": "dhcp",
"ManageLocally":"No",

"FrncIp": "1.2.3.4",

"FmcRegKey": "ciscol23reg",
"FmcNatId": "ciscol23nat"

« FmcRegKey : Z#LiX, 7 /34 A% Management Center (2583 2 72 DI X5 1 [EIR D %GR
F—TY, BEkF—IiE, 2P —ERDOKRK 3T LFOFREFETT,

s FmcNatld : ZAUX 1RV EHIND —EOXLFINTYT (22— —0NEHK) ., 27EL, TXA R &
Management Center 73 NAT 7 /34 A2 KD GEES VTV S EETT, 20— B ORGRX — L [FRFZ—
HEONATID Z AT 2 0ERH Y £,
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ATvT15

A28 —T x4 RO .

[{ER% (Create) 1% 27 Vw27 LET,

RDEZRY

[/ERX (Create) | R¥ > %27V v Lizth, IREN[ZFrEY 3 =7 (Provisioning) ]& LT
FoR &N D Threat Defense Virtual f > AHX LV AT =H—LF T,

| o

BEE RT—HAEFT=H—7925Z LNEIETY, Threat Defense Virtual f > AKX L ADIRKE [V 1
vy a =27 (Provisioning) |26 [E4TH (Running) ] 24T L7 5, Threat Defense Virtual

DOFEENNTET T DANTMHEITS U T VNIC 2B 2 MR H D 37,

A 28— 1A XADIEL

ATvT1
ATvT2
ATvT73
ATy T4
ATvTH
ATvT6

ATy 17
ATvT8

ATvT9
ATv710

Threat Defense Virtual (X, 1 20 VNIC 23t S IVREECIATIRREIC 2 £9° ([avEa—
T4 2% (Compute) 1>[4 VAR R (Instances) | >[4 Y AZ U ADEHHM (Instance
Details) |>[#Efi St 7= VNIC (Attached VNICs) 12 &) . ZHix 77 A ~ Y VNIC & FEE
N, BEHVCNIZ< v ¥ 7 ZiE T, Threat Defense Virtual 23 g #1007 — b & 52 T3 HHEIIZ,
VNIC 73 Threat Defense Virtual TIE L < iS40 5 & 512, LLATNZIER L7 VCN 37 % »
N (W, NI, SMER) O VNIC Z 8k 2 L ERH D 737,

L < @& U 7= Threat Defense Virtual f > A X > A &38R L F 9,

[t S f= VNIC (Attached VNICs) ]>[VNIC D{Emk (Create VNIC) JDJEIZER L £,

(481 (Name) ]iZ, VNIC DO LT WARTEZ AT LET (B : Inside) .

(A2 77 K3 v b U —2% (Virtual Cloud Network) | K2 v 7% 7 )v5 VON 28R L £7,

[7 %> (Subnet) | Ry XX oo hbH 73y NEEIRLET,

[y b= X2 T4 FL—TE2FERLT LS T4 v EHliH1T 5 (UseNetwork Security Groups
to Control Traffic) 1 4 CL T, BRL7Z VON HICRELI2EX =2V T 4 V7 V—T %R L E 7,

[EEL LS DTF = v 7 % A% » 7 (Skip Source Destination Check) ] &4 12 L £,

(F7varv) [FT7A4X—=HKIPT KL A (Private IP Address) | Zf8E L £ 7, T, VNICIZx LT
FRED IP 2B IRNT 55T DOHNEETT,

IP ZHEE L7eWGA, OCLIZY 72y MIEID Y THONZCIDR 7y 7L IP 7 RUAZEY Y CF
o

[ 5 OLRTF (Save Changes)] &7 U v 7 L, VNIC Z1/E L E7,

JEPICTMELL 72545 VNIC IZHOW T, ZOFIHAEED IR LT,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K (1x\—23>13) ||



Oracle Cloud Infrastructure ~® Threat Defense Virtual O & |

B sssn-vweor—ri—roem

EHEENT=VNICDJ)L— FIL—ILODEN

ATvT1

ATvT2
ATvT3
ATvT4
ATvT5
ATvT6

ATy T17

ATvT8

ZWr. NEE. BLXUSNEOEKNL— T —T I — b T —T L — L 2B L £,

[y bT—F>% (Networking) |> [k 5 K2y bT—% (Virtual Cloud Networks) ]Z B3R L |
VCN IZBEFHT 5 TWAET 7 44 bb— b T —7 0 (NERE3ME) 227V v 7 LET,

[JL— FIL—/LDEN (Add RouteRules) 1 %7 VU v 7 L%,

[#—%5 > b & AT (TargetType) | Ku v 7 X rnG, [F7A4~X—KIP (Private IP) | ZZR L ET,
[585c% A 7 (Destination Type) | K12 v 7 # /i, [CIDR 7 1>~ (CIDR Block) | 23R L 9,
[#8%¢ CIDR 7' &2 » 7 (Destination CIDR Block) 1 # A/ L £ (f : 0.0.0.0/0) .

[#—7% > FEER (Target Selection) ] 7 4 —/V KIZVNIC D7 T A4 _X—KIPT7 RLA&Z AN LET,
VNICIZIP 7 R L A & RIICETD 4 CTORWEEIE, VNICOREM (a2 Ea—T 4 >4 (Compute) ]>
[4 R A2 2R (Ingtances) | >[4 VR Z > XADFHM (Instance Details) | > [##t =iz VNIC (Attached
VNICs) |) THEHEIV Y TENZIPT RLUAZHERTEET,

[JL— FIL—I/LDEM (Add RouteRules) 1 &7 VU v 7 L%,
AV B —Fy M= R T2 N LTIPV6A ' H—F v T 7 v AEMERT 251, RO TFIEZFEITL
£,

a) A=Y b2A4T (Target Type) | Fu v 7 X oot [A23—3y MF— b x4 (Internet
Gateway) | #i®IR L £,
b) [464cCIDRD 7 & 7 (Destination CIDR Block) ] T, IP 7 RL AT L £,
) [#—F v rZ—Fy NrF— K U xA (TargetInternetGateway) | K v 7 X7 vt BEFOA
H—Fy h F—=hrT=xA 38— A MERIRT D0, FBICIERLET,
B THRE L 254 VNIC IZOWT, ZOFIEAEVIRLET,
GE) DHCP 721X IPv6 7 RL AT L7 4 w7 AL DN—T 4 7 )— )L TR S L7 IPv6 7 R
L AN /128 D4 . Threat Defense Virtual /L— k5 — 7 /LR DL — S ZBINT 50BN H D
E3 AN

ipv6 route <interface name> <interface subnet CIDR> <ipv6 virtual router ip>
i
®* ipv6 route inside 2603:c020:5:5800::/64 £e80::200:17ff:£fe96:921b

* ipv6 route outside 2603:c020:6:ba00::/64 £e80::200:17ff:fe21:748c

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)
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0CI @ Threat Defense Virtual [5] [+ Auto Scale ¥ ') 2 —> 3 > .

0CI @ Threat Defense Virtual [7] (7 Auto Scale /') 21— 3
>

WOETIE, AutoScale Y U 22— g D aiiR—% > b2 OCI @ Threat Defense Virtual C &
DX D ITHERET B DM HOWTELA L £,

Auto Scale ) E A 5

OCI T® Threat Defense Virtual Auto Scale Y U = —3 a3 OB AFZROMILET, 12
H—Fy METOBE—RRZ HE, VA= X =7y NI NA—TOMBELEEMHHL
TAR=IREDIR o TNBNRT I w7 IPT RLARHY 9,

K77 4 v 7% LTHR—= bR—=ADGFIENARETH Y, NATL—L %I L CEBETEET,
ZHUZOWTIIROETEA L £,

36 : Secure Firewall Threat Defense Virtual Auto Scale 03 A {5 D

Instance Pool

Reply of Qutbound Traffic | Reply of Inbound Traffic
FTDv 1

&

Inside Mgmi  Outside

ILB

User
Applications |

FTDv 2

Reply of Outbound Traffic Inside L[] Oulsid Reply of Inbound Traffic

Mgmt

FTDv N

Reply of Qutbound Tratfic Reply of Inbound Traffic

Inside Outside

5
Mgmt
Outbound Traffic
- Inbound Traffic

Z D R¥% 2 AL T, Threat Defense Virtual Auto Scale for OCI YV V = —3 3 U 2B AT 5
D72 FNEIZ DV TE L E T,

| &

X3 B AZBIATARINC., REXFa Xy K2 RHALI I,
 BAZBMT DR, RS EMIZ LTV D Z 2R L E T,
c ZZICHHE SN TWAFIELE FEITNEFICHE > TWD Z L 2R L ET,
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MREBXURY O—
IV a—a BB ATHEDICNE OCI DR ERY —iTkD LB TI,
1. A—H¥—FLUIIL—TF

N

GE) 2=V =7 N—"7%ERT5I00F, OCl2a—Y—F 3T F o v —EHETHILENDHY
F7,

Oracle Cloud Infrastructure D —H%—7 v b & 20—V =T W b BRETH7
N—TEER LET, 2=V =T h 7 MaROMES V—T RN FET L5681, BT
HVEIHD FHA, 22—V = TNV —TOEBFEEIZONTIX, FTr—F L a—F—
DIERL) 2B LT TEE N,

2. TI—T Ry —

R —ZER LT, ENEIN—TIIx vy BT THMERHY 3, R > —%1F
T 2121, [OCI] > [PATYT4T4&EF2) T4 (dentity & Security) ]>[R1)
L — (Policies) 1>[7RY) & —D L (CreatePolicy) [ICBEIL £9, RDOKR D > —Z1ERL
LT, B Z v—712BIML £,

« 7 )L—7 <Group_Name> 73 =2 /3— k A k <Compartment Name> TA VU v 7 %
T2 2L 27T LET,

« 7L —7 <Group_Name> 73 = . 73— K A > | <Compartment_Name> CT7 7 — A% &
ML a2 LET,

o 7 L—7 <Group_Name> 732 73— [ A | <Compartment_Name> T ONS k& v 7
EEBTLHZ L ETRILET,

« 7L —7 <Group_Name> 73 =2 > /3— K A >k <Compartment_Name> TA ~U v 7 %
AT HZ EEFTFATLET,

« 7 )L—7 <Group_Name> 73 =1 > 73— K A > k <Compartment_Name> TA ~U v 7 %
MAHAID Z BT LET,

7 —7 <Group_Name> 75 =2 > /X— | A > | <Compartment_Name> T4 7 D4, HijZE
MEfEHT 22 L2 LET,

7 —7 <Group_Name> 73 =2 > 73— K A > | <Compartment_Name>Twr 7/ 7 v — 7%
BEAIND Z L HFFR I LET,

« 7 )L—"7" <Group_Name> }3A A K L AT — L 22 23— kA | <Compartment_Name>
EHRTLZEEFFRILET,

« Z)L—7<Group_Name> 737> N T T Ry = VAT HZ L 27 LET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)
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« 7 )L—7<Group_Name> N7 > hDA T TV x 7 NA N L—ULRFITZERM E§RAIRD Z
LEFFRLET

« 7 L—7 <Group_Name> 75 RO U RY b ZE+ 52 L 27 LET,

)

GB TP TR =2 ERT 528 b TEEd, 2—VF—0HEMEL WO L LT,
TOMHERZ BRIZHEETE LT,

3. Oracle % DR

Oracle B9%5 5351 ® Oracle Cloud Infrastructure ) V¥ — A IZT7 7 B A T&E D X 91275121k, B
BaELATIvI ITN—TIZEDTrL, 2OV ) —A~DEAFIv T TN—T TV
T AEFATHRY —EER L ET,

4. FAFIVITINL—TDER

BAF I w7 IN—T R R B, [OCI>[FAT YT 4 T4 &t%1YT4 (dentity
& Security) 1> %4+ 3 v Y5 I)L—T (DynamicGroup) |>[FA4F I v I T IL—TDk
FX (Create Dynamic Group) JICB#E L £,

AT v 7 T N—TOVEEIC IR DN — VAR E L ET,
ALL {resource.type = 'fnfunc', resource.compartment.id = '<Your Compartment OCID>'}
BAF I TN—TOFMMIONTIE, REBRL TS,

* https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm

* https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingdynamicgroups.htm

5. #4299 TIL—TDRY) S—DERK

KU v—%BMT 512, [0C> [FATFYT4TF14E2F2Y T4 (Identity& Security)
1>[RY >— (Policies) |>[R1) >—DERL (CreatePolicy) ICBEIL £7, IROKY —
BT NV—TIEMLET,

Allow dynamic-group <Dynamic Group Name> to manage all-resources in compartment

<Compartment OCID>

GitHub A 5D T 7 A ILDEHO— K

FTDv : OCI Auto Scale Y J = —> 3 %, GitHub YV RY MU EXTEAINEST, UKRI b
Vb7 7 ANETVERFA Y 0— R TEET,

Python3 1215

makepy 7 7 A Vit HRINTCIVRT NIRNIZHY 9, 207 v 27T AiE, Oracle B% &
T — T FANEZIP 7 7 ANMZERLET, FNOEF—F vy h T L F—|Za’—
LET, INHDOHX AT 2FITTHIZIE, Python 3 BEDHRTE SN TWVEIRLERH Y 7,

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v T HA K ()v—3213) .
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6=

Z ® Python A7 U 7 ~& Linux 35 COAMMHTE £,

A2VITSRNSIOFYERTE
WERETHLERH Y £97,

1.

VCN

FIDv7T 7’V r—3a VOBEMHFIE U TCVONZER LET, £ v X —F vy h~DL— kA
EloYTonzY T Xy bR1OUEBLDZA v Z—% v NF— b = A %272 VPC & 1E
L ET,

VCN OAERIZ DWW TIE,  Thttps://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/
creatingnetwork.htm] ZZH L T 72 &0y,

FIVr—avy IRy b

FIDv7 7'V r—v a VOBRIGE LT 72y FEFRLET, 20— —R{Zf¢-
TY YV a—va 28 AT 521E, FIDV A Y AF U ZADEHIZ 4 SOH 7 Ry AL
T

P77y P OEKIZ OV T,
https://docs.oracle.comven-us/iaas/Content/Network/ Tasks/managingVCNs _topic-Overview of VCNs and Subnets.htm#
ML TLTZEN,

N TRy b

72y M, A v Z—Fy hF— 7= A ~D [0.0.0.00] O/L— FPNLETT, =
DY 7 % v MZlE, CiscoFTDVDAERA X —T =2 Af AL A X —F v AT — RART
VYREENTOWET, TU MDY RINT 7 4 w7 HIZNAT 7 — b U = A BBINEH
TWAHZ xR LET,

FEICOVTIE, KO~=2T LE2BR LTSN,
* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managingl Gs.htm

* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NAT gateway.htm#To create a_
NAT gateway

RS TRy k

i, NAT/A VB —Fy =T oA ODFEIZ LD OT, T r— g %7
Fv MRl CnET,

\}

G¥)

5.

FTDv E¥ 70 —7 04, m— 80 2/ L TA X T —F P —,3— (169.254.169.254)
ETXET,

(ZH]

TEY IRy +
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Secure Firewall Management Center (D RT#2 5 4 .

BHLY 7 Ry M, FIDv ~O SSH 8t VAR — h 5 X 517V v 71T A LER D
D\i‘g_(]

6. EXaUT4 INL—T  FIDVAVREVADAY bI—9 X2 UF4 GIL—7
Oracle % (AU VCNIN) N FIDv OEHT KL ANZSSHEERETEX 5 L 512, FIDv A
VAR LUADEXR 2T A IN—T ERELET,

7. ATz H PR FL—CDLBIZERM

IDFT V=l PA ML —UOAREIZERMIL, configuration.txt 7 7 A L& FEOERT) Web A
MEARRA T D70 S ET, configuration.txt 7 7 A VOFERGRAEFE & U 7 = A |
AR DMERH Y 3, ZOFAFRAES 2 URL (X, 7 7 L — b OJRBHRHZ A
SINET,

N

GE) 7oy u—RENEKROBREIC, HTITPURL Z N L TCFIDVA VA Z U AMWSLT 7B ATE S
— & %6@!}!0 L/iwg‘*o

FTDv Z #8325 & . $ copy /noconfirm <configuration.txt file’s pre-authenticated request

==

URL > diskO:Connfiguration.txt I ¥ Fﬁ)%fTéﬂiﬂ‘o

Zpa<wy RiIZk Y, FTDv OLHE) % configurationtxt 7 7 A L TCHETE B L 51270 7,

Secure Firewall Management Center D Ril2 514

Threat Defense Virtual 7 /3 A A ZEHT H121E, 7UEREO~ LT T RA A X —Vx ThHD
Secure Firewall Management Center % fifi ] L £ 9", Threat Defense Virtual I3, Threat Defense Virtual
AR~ ANZEI ) BT EHA v X —T 2 A LD FMC 258 L CEfE L ¥,

BEOT A AR ) —FRBBE LT, EHia A A F—/L95IT1%, Threat Defense Virtual
&E&£@ NIRRT NA AT N—THZI LD ETHAT V=l VEERRLET, T34 A
T N—Z I SN2 T T ORRIEMD Threat Defense Virtual f A Z L A v 32 EET,

%A DI TlX, Management Center Z YEfifi 4~ 5 72O D AR e FIEOME 23 L4, FIA
DFEAMZ>WTIL,  [Firepower Management Center Configuration Guide] & L T 72 &0y,
Management Center % %E{i 3~ 2 BRI, IROBEHEZLTRLEEL T Z S0,

» Secure Firewall Management Center ®/X7 U » 7 [P 7 KL A

e =P —ZHLENRAT =K (AFVYR—ZADAT— VT REMI>TODEEIE, 2
Da—HF—n 7 A4 NEREEET DLERH Y £7)

cEX2 VT4V =
« Secure Firewall Management Center D7 2 £ AR Y > —4

» Secure Firewall Management Center @ NAT 7~ U 3 —4,

* Device Group Name

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K (1x\—23>13) ||
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. Secure Firewall Management Center T 1—H—MD{ERK

Secure Firewall Management Center TD 1 —H —D{ERL

Auto Scale Manager 72 \F 23 97 % & B MERR 2 7D Secure Firewall Management Center "CHT#
a—HP—2fER LT,

\)

(X)) MOFMC v ar DBt %bi<7-®IZ, Threat Defense Virtual Auto Scale ' V = —3/ 3
B @ Secure Firewall Management Center =—%—7 1 7 > N EFFOMLERH YD 7,

B P HEIR % £ Secure Firewall Management Center CHT L\ 22— —Z2AEk L9, [ A T4 (System) |>
[1—Y— (Users) | DIEIZZ U v 7 L, [2—H—OD1ERK (Create User) | %7 Vv LET, =2—F—4
1. MOE DI Linux IZ LTHEITHLILERZH Y 7,

BT, AT () L BEOT v H—2aT () BMERART, &K 32T

s FARTPIT

ATy () DHIBDDHZEIFTEY, WFEEME, EVAR () Tybh~—7 (@ . AT v
T () AR

FHEBRRICNE R —F—F 7> a A AT LET, FEMIC OV TiX,  [Firepower Management Center
Configuration Guide] #ZMB 1L T &V,

TINAR TIL—TDIERK

FRARATN—FIZL0 BET A AZA~DRY) —DEID YT L AR M—VEFNHEIC
TEET, TS AT NAN—T5EHFK L, V= NVEHEATHILERSY ET, T XA AT N—T
I 72T R TORRED Threat Defense Virtual f v A X L AT v a2 SRET,

ATFYF1 [T/A4 R (Devices) |>[T/31 AEHE (DeviceManagement) | DJIEIZER L £,

ATY T2 BN (Add) | Fay 7 H o A=a—nn, [Z—70BN (Add Group) ] &R L F7,
ARTYTI TARARTN—TZE AN LET,

ATY T4 [OK]%E2 27U w7 LTCTARA AT N—T 2B LET,

2YRIT—DERANAT O FOERL
Threat Defense Virtual D EWZF AT AU TOL TP =7 FEERLET,

2Ty 1 4Hi 2 oci-metadata-server T IP 28 169.254.169.254 D7 A ~ & {ERL L £ 37,
AT v T2 £HIH health-check-port THEAY 8080 DR — F Z{EARL L £9, SEIE U THIZH AR — FZ21ERLET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)
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MEYPEN |

AT9 T3 WA v ¥ —T7 A A%ER L, [41 22— 24X (nterface) |>[Fa )T« Y—> (SecurityZone) ]
ZBRINLET, =7 v K Routed) 24 A 7L LTEIRLET, A F—T7 =1 A4 (insddesz’z E)
EHRELET,

ATV T8 WA H—T oA ZEER L, [ 2 —T 4R (Interface) 1>[F¥a )T« J—> (SecurityZone) ]
BEIRLET, V=7 v K Routed) 12 H#A 7L L TEIRLET, /¥ —T A A% (outside-sz 7z
L) #EELET,

NAT R & —DER

NAT RYU > —%ERR L, AEA V Z—T 2 A AT AU r—a il NI 7 4 v 7 hliik
T HTDITHE 2 NAT V— VB L £ 9, RIZ, ZTOKRY 2—% Auto Scale FHIZ/ERK L7
FTNRA AT N =TT X v F LET,

AT9 1 [T/N4 R (Devices) > [NAT] DNEIZEIR L 9,

ATY T2 [HLWEKRY — (NewPolicy) ] Ku v &> U A KT, [Threat Defense NAT] % E&R L £,

ATv 73 [4H] Name) I —BDOL4RIZANLET,

ATy T4 VEIZE T, [#i8 (Description) 1 2 AL ET,

AT v TE NAT L— b i E LE T, NAT b—/LOERES LONAT R U 2 — O HEDTA R T4 1220 T
1Z. [Secure Firewall Management Center Device Configuration Guidel] @ [Configure NAT for Threat Defense |
EZRLTLLESN, [JEEE] ROKIT, V=V ERET HEOERNRT e —F 2R LET,
37:NAT )L—JL

- Dirsctisn Typa Baairos Dastinstion Originsl Original Original

Transated Transiatad Translated optians
Anterfece Objects  Interface Objects  Sources Destinations Sarvices Sources Deatinations Sarvices
¥ HAT Rules Dafore
r “atic Iy outside- ane 11, inaide-zone - ey @ irtortace § ool A = = @ or
& sastic Ly inside-zene 1y wdside aona o vl @ Erioetace 5 ! = 1 & on
& 1y, vsde-sone [ PR —— @ trtertace 5 - & o
P 2ot La Inaide: sena L, ttride sonn S vt sl pace-asde-tube ol Intertsce 3 2 @ O
¥ Auto MAT Rules A,
¥ NAT Bubes After {%

ATYT6 [fRTF (Save) |27 U w27 LET,

NAT JL—ILD1ERL

— A2 NAT L—/L Tk, WERY RLRZHRA v H—T = ADIP T R ADKR— MIE
BLET, COXATDONATV—NDZLaAf L F—Tx A A R—F 7T FLRAZEH (PAT)
ERFOVET, FEHIZOWTIE,  [Secure Firewall Management Center Device Configuration Guide ]
@ TConfigure NAT for Threat Defense] #ZM L T &V, [HFE

NAT R Y 3 —|ZMBERRD 2 SOMENL— NV EZRELET,

ATFYT1 AT RALVAF =2y 7 TiE, IRONAT L— L EZHRELET,

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v T HA K ()v—3213)
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B w—rowm

s E{575Y — 2 (Source Zone) : SN —
584c> — 2 (Dest Zone) : NERY —
* JLOEIEIL (Original-sources) : any-ipv4
« TLO%ESE (Original Destinations) : EF7EA > ¥ —7 = A AD IP
« SLOEIFEILAR— K (Original source port) : 7 7 4 /b k
« SLDO%ESEAR— I (Original-destination-port) : health-check-port
o WA I DiE(F5C (Translated-sources) : 38561 ¥ —7 = A AD IP
o M A58 (Translated-destination) : oci-metadata-server
o ¥ AL ICAR— b (Translated source port) @ 7 7 4 /L b
o B H5EEAR— b (Translated-destination-port) : HTTP

WOKIL, AN RAVAF = 7 DONAT V—L &R L TOET,

38:4 I\ KAJLR NAT)L—)L

Interface Objects lm::n PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipvd v @ Translated Source: Destination Interface 1P o
i) The values selected for Destination Interface

e e Objects in ‘Interface Objects’ tab will be used

Original Destination: Source Interface IP v A - 2
i'§ T™he values selected for Source Interface
Objects in ‘Interface Objects’ tab will be used Translated Destination: oci-metadata-server v

Original Source Port: v 9 Translated Source Port: v W
Original Destination Port: oci-health-check v Translated Destination Port: HTTP v 2

RTYT2 7O MY RANVAF =y 7 T, RO NAT b=V EFRELET,
« %1576 — 2 (Source Zone) : WY —
« 5855 —2 (Dest Zone) : NIV —
« JLDF(EIL (Original-sources) : any-ipv4
« JLO%ESE (Original Destinations) : E{Fi0A % —7 = A ZAD IP
s LOFEFILA— b (Original source port) : 7 7 4 /L b
« TDO%ESEAR— b (Original-destination-port) : health-check-port
o BBHIEH DE(EIC (Translated-sources) : SE5CA % —7 = A AD P
o B A 5550 (Translated-destination)  : oci-metadata-server

o B HE(E AR — N (Translated source port) : 7 7 4 /b k

. Cisco Secure Firewall Threat Defense Virtual 2 — 7 v THA K ()v—3213)
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7o ek o—oti [

o MK HSEEAR— b (Translated-destination-port) : HTTP

WKORE, T RNRT L RANLAF 2y DONAT L—LERLTHET,
39: 7O RINDURANILRAFYID NATIL—)L

Interface Objects Trlnlhtinn PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipvd v Translated Source: Destination Interface 1P v
QT?'! values selected for Destination Interface
i T o in “Interface Obj il e
Original Destination: Source Interface 1P v T e
w."nc walues selected for Source Interface

Objects in "Interface Objects’ tab will be wied Transiated Destination: oCi-mMetadata-server v 2
Original Source Port: v Transiated Source Port: b+
Original Destination Port: oci-health-check v 9 Transiated Destination Port: HTTP v e

FIAEIZ. Z DR ED Threat Defense Virtual 734 AT v a2 XNb X HIC, 28O NAT V—L &5 —X
N7 7 4w 7IBINTE £T,

T AR —DERK

WSS BINEA~D N T 7 4 v 7 B +T57 7 v AHEEZRELET, LERTITORY
V—EEHELT VAR V—EERTEET, TOR—FD T T 4 v I BT AL RZHET
ELHE0IT, EFRMR— AT V27 NeFFRTOMERHY ET, TI/ER A br—b
RUT—NTIE, 727823y br— L L= L > TEEOEHHRT A A TRy U —
7 N7 T 4 v 7 T DM TEN R S E T, SERAREA L FER T 5, —b
DY) 72 AR & NPT 23R " K T3,  [Secure Firewall Management Center Device Configuration
Guide] T [Best Practices for Access Control Rules] OIEZZM L T 728V, [35E]

[N Y2 —ED YT (Policy Assignments) | &M LT, 734 27 )L—7 (FEERMEDO—HR &
LCHEREA) 27 78 AR Y —icHl0 4 TE T,

ATw 1 [R) >— (Policies) |>[7 Y XHl{#l (AccessControl) | Zi&IR L £,
AT9FT2 [HLWAKRY— (NewPolicy) 127V w7 LET,
ATv T3 [4H1 (Name) | IZ—EDA4RIZAS L, A7 3 T (Description) ]2 AN LET,

ATV T4 BAOEX2 )T A REELN—NVERELET, FHMICOWTIE,  [https:/www.cisco.com/c/en/us/td/docs/
security/secure-firewall/management-center/device-config/720/management-center-device-config-72/
access-overview.htmI#ID-2176-00000005Secure Firewall Management Center Device Configuration Guidel] @ [Access
Control] ZZM L T IZ&V, [GE
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INAT— FDOEE1E

ATv 1

ATy T2

A\

GE)  ZOFIEOFEMHIZIOWTIZ, Vault &> —27 Ly FOERR 28R LT FFEN,

FTDv O/XA T — K%, BEIR 7 —U U THHIERESNDTXTOFIDY A VAKXV AZRIE
THEDIFERHINET, £/, WL OO E B HTRest AP 772 Ok & 1ERk 7
Hl-OIERA SN ET,

L7eNoT, NAT— RERFARTF L CABETILERH D 7, HERET LMEHED
D, =T XA MEXTO [RATU— RORESCHETFIITEERA, AT —RITIE, K
B ENTEROLEFHTILERH D 7,

WAL SNTCERDANAY — R 5T 51213, ROFIEEZFTLET,

Vault Z1ERk L £ 7,

OCIVaulti%, ¥ AH —B S b ¥ — 2R RIMERB I ORET 20— 2L, 2O E2HHAT 5 EBICR 51k
BIOWER LT A HERRELEST, LN ->T, Vaultid, BEIZR /A —L YV 2—2 3 VO O L
FIUay =k A MIERTAHERD Y £ (F72ERL TOHARWESR) |

[OCN>[FATvT4T4&EF2) T« (Identity & Security) 1> [Vault] > [FriRVault &R & 7= ($4ERL
(Choose or Create New Vault) 1128 L £,

<~ AX—ES bR —ZER L £,
T =0T FAMDORAT — RER ST 5101, v~ A X —i B b —0 1| DS TY,

[OCN>[FATYT4T4EEF1 )T« (Identity& Security) ]>[Vault] >[F—DEIRE 1= (F/EK (Choose
or CreateKey) \ZBBEHL £,

EEOE Y T, ESNEZT ALY ZADOWTNIDHEEOF— 2RI L 7,
1. AES: 128, 192, 256
2. RSA :2048, 3072, 4096

3. ECDSA : 256, 384, 521
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Threat Defense Virtual DR 7 7 1 L D% .

40: F—01ER

Create in Compartment

<>

Protection Mode @

Software v
Name

My_key
Key Shape: Algorithm () Key Shape: Length

AES (Symmetric key used for Encrypt and Decrypt) 4= 128 bits e

Import external key

Create a new key by imperting a wrapped file containing key data that matches the specified key shape. For more information, see Imparting Keys.

=& Show Advanced Options

RATY T3 LI RAT— REERLET,

1. [OCI]>[ Cloudshell (OCI Cloud Terminal) #F< (Open CloudShell (OCI Cloud Terminal)iZf#) L
£9

2. <Password> #BFEVD/RAT— RIZEZHZ T, ROa~> FEFETLET,

echo -n '<Password>' | base64
3. BIRL7- Vault 705, BiEfbmy FRA v b E~vRAZ =5t —DOCID Za ' —LET, kDL
WEZEEHZ T, Bafba~r FEFEITLET,

*« KEY _OCID : &—® OCID
» Cryptographic_Endpoint URL : Vault ®kf5{t—=> KA > s URL
s Password : /XA U —

EEILaT UK

oci kms crypto encrypt --key-id Key OCID --endpoint

Cryptographic Endpoint URL --plaintext <base64-value-of-password>

4, FERoa<xr FOHIINLREEXEay— L, LG CTER LET,

Threat Defense Virtual D1ERL T 7 14 L D #E i

TV = a URERENTWAY, T =g ORI URFIHTRETH D
NHY ET,

ATy T BT DI, ROATINRT A =2 ELET,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K (1x\—23>13) ||
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INTGA—4H

=R 84T

9

Bl

tenancy_ocid

pas2 i

THYY WRBTATFY o OCID, TF vk
@D OCID % 7Dl 2 HIEIZHOWTIE, 2bbiads
FRLTL7ZE,

7> h® OCID I%
ocidl.tenancy.ocl..<unique ID> @D X RIS

‘j—o

region

padl

VY —AZERT 5 ) — 3 OO

f : us-phoenix-1, us-ashburn-1

Ib_size

P2l

TR T v Y a = 7T 50N B LN e —
RARZ Y OEFHHEE (AR IOHD) &k
ETLHT 7T L—h,

HAR— b ZAAMHE : 100 Mbps, 10 Mbps, 10
Mbps-Micro, 400 Mbps, 8000 Mbps

51 : 100 Mbps

availability_domain

pa2 Tl

i : Tpeb:PHX-AD-1, Tpeb:PHX-AD-2

(%) A AT LD KA A 4 ZEET
BIZiE, THHESBLTLEEN,

min_and max_instance count

7= XYY A

A VAL AT —JNARFFT DAV AK  ADE
INE e R

il 1,5

autoscale group prefix

pa2 ]l

T U= MU TERLZY Y —AD4H(
7TV T 4w s A, e ZE YV =R
L7 4 w7 AL LT lautoscale] ZFTT D &,
3 TP Y Y — A(Xautoscale resourcel,
autoscale_resource2 @ L D IZ4 BIAHT HILvET,

mgmt_subnet_ocid

pa=ll

fEAI 2EHY 7% v b OCID,

inside_subnet ocid

pa2dl

9 2 NE 7k v k@ OCID,

outside subnet ocid

pa=ll

fEAI 2488V 7 % v b OCID,

mgmt nsg ocid

pa2dl

T 2ERY 7Ry bORy NU—2 &%= Y
74 JN—77 OCID,

inside nsg_ocid

pa=ll

AT 2N 77Xy hORy FU—7 X2V
T4 JV—7® OCID,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)
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Threat Defense Virtual D8R 7 7 1 JL D% .

NG A—4H T—R2347 HL:l

outside_nsg_ocid SCFH RS2 7 Ry hOXy hT—2 X2l
7 4 7 —7® OCID,

elb_listener_port 7~ XEI i M — RARZ o 2AF—DEFER— MDY R
ko
% : 80

ilb_listener port B~ X80 il Wi — RAXZ P U R F—D@FER—TFDU R
]\O
% : 80

health_check port Pl NIVAF 2o VB FEITT A — KT —0
Ny 7L R —N—R— |k,
i : 8080

instance_shape S| VERd A2A VAR ADY =2 —Ty = A T L
D, AL AZ L RZED B THD CPU DXL,
AEY DR, BLXOZEOMDY YV —ZANRE S
EJ a8
PR—FENTWNDBY=—7: [VM.Standard2.4]
B L O [VM.Standard2.8]

Ib_bs_policy SCFH N LN — RARZ ooy 7 R
Ty MRS 28— FRT YR o—) m—
RXF B R Y o —DHHIITHOWNTEE L L 1,
IHLLEZBLTIEEN,
PAR—FENTWAIE : TROUND ROBINJ .
LEAST CONNECTIONS| . [IP_HASH]

image_name SCFH A VAB L ADRERIMERT D~—7 v F LA

ADA A=K,

77 4/ ME : TCisco Firepower NGFW {48 7 7
AT 74+ —/ (NGFWv) (Cisco Firepower NGFW
virtual firewall NGFWv)) |

GE) AL bA A —T E BT D553,
custom_image ocid /N7 A — X &R E

TOMENRDHY £,
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INTGA—4H

T—8447

Bl

scaling_thresholds

H =< XYY A

A=A A=V T 7 N THEMT 5 CPU
FEAEO LEVWME, AT—NA L ERAT—LT T
FOLEWHEEZ D ~TRE->TANLET,
%1 : 15,50

ISIZFAT—N AL DLEVHE, 501 ZATr—1T
7 hOLEVWETY,

compartment_id

padl

VY —25 e+ 52 %— kX2 h® OCID,

i : ocid1l.compartment.ocl..<unique |D>

compartment_name

pas 2l

L R— KA A

custom_image ocid

pa2 Tl

= N A AL A=V EEA L WES
W2y A VAR ARERIAEAT D AKX LA A—
2 ® OCID,

GE) custom image ocid (34T 3 T
A—=HTT

ftdv_password

pad

Threat Defense Virtual Z 1% 3% 72 912 SSH #fic
T AEED ., Threat Defense Virtual DIEZ{LIE =D

NAT— R, NATU— REEFT 2 HEITON
TiE, 274 FXab—ar A REHHT5
N, ZTHLESRLTIZEN,

ftdv_license_type

pa2 ]l

Threat Defense Virtual 7 1 &> 2% A4 7 (BYOL
F£ 721X PAYG) , HfE, BYOL 3R — k& T
l/ \ \i —g—O

cryptographic_endpoint

pa2 Tl

b RaRA > Mk, AT — ROEB(IZ
EH &5 URL T¥, Vault CMETXET,

master_encryption_key id

pas2 i

NAT — RORFFALICHEH S 7z % —d OCID,
Vault TR TE £7,
GE) master_encryption_key id &
cryptographic_endpoint D[ 5 23[F] U
Vault (ZJ& L TWHRERH Y £,
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Threat Defense Virtual DR 7 7 1 L D% .

INT A=A —B 54T Bl

fme_ip SCTH| Secure Firewall Management Center @ IP 7 R L &,
71 A X~ —7> Threat Defense Virtual 1 > A % > A
ZE T 5 72 I 9 % Management Center 0
1P,

GE) Management Center @ IP (%, Threat
Defense Virtual £ [RICY 7 % v MZdH
LHENDHT T A ~— | IP &fEH
TEEd, TS OGEEIE, T
Vo 27 IPEZERTL20ERH Y F
R

fimc_username P Management Center 7 4 7 > h D 2—H—4 Z D
Z—H—4 X, Management Center (212 7 A > L
“C. 31 L Threat Defense Virtual f A% A D
EBE)DOTZ NI E THEH SN ET,

fme_password pa2 Tl 55k X 472 0 Management Center 00 /3 A 7 —
Ro NRAU— FaBESAbd 5 FIRICOVWTIE, 2
LHAEZBRLTLIIZEN,

fme_device_group_name pe Management Center (27 /XA A7 /L—TR3H 1 |

Z @ Auto Scale Y U =— 3 DT ~T®D Threat
Defense Virtual 5357723 D 7 — 7B S LT
WARERBD ET, sk, RUARY —
W Z TN DT T TE £,

enable_memory based_scaling Bool Secure Firewall Management Center Virtual 7> & Threat
Defense Virtual A€ VEHELZARLET, ZD

TITEAMITHI LT, AEVMHARICHE
DNWTART =Y T FITTEES, 77411
TlE, CPUEREMER S NE T,

fimc_metrics_username LA enable memory based scaling 7 7 7 & H I LT
A VAR EZRIN UGS, FTPOTRTO
Threat Defense Virtual { > A X% AE A€ U fif
MEZ 7T 572D Sh D 720,
1B Management Center ==—H— 7" 71 7 > K3
BT,

fmc_metrics_password peE2l 5 LD B N D Management Center 7 5 7 2
FOIRAT — R, AT — REW5{T 5 FIEIC
DONTIE, ZTHHEZRLTIEEN,
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KT A—4 T

2847

Bl

v 7 7 A V4 (Profile Name)

OCIlDa2—HF—DT a7 7 A VATT, 2—F—
DTaTFANEIVarOTFICHYET, i
loracleidentitycloudservice/ <user>@<mail>.com ]

FTV s AL —T D4R

ZEMH

T I b OERRRRZ R S D — B Ok T
9, [OCI]>[&# (Administration) [>[T7F+ > k
DM (Tenancy Details) 1128 L £,

FBFE h—72 > (Authorization
Token)

ZhiE, OCl =7+ L YA b UIZ Oracle Bi%k &
Ty aTHI EEFFAT 5 Docker 2 7 A
DRAT—RELTHEAESNET, [OCI>[7 A
ToT4T4 (dentity) ]>[1—H— (Users) 1>
[A—H DM (User Details) | >[5 k—2 >

(Auth Tokens) |>[b—2 > DERL (Generate
Token) JIZBEHL 9,

ATw T2 ROWNED Configurationjson 7 7 A L& 1ERL L £,

{
"licenseCaps": ["BASE", "MALWARE",
"performanceTier": "FTDv30",

"THREAT"],

"fmcIpforDeviceReg": "DONTRESOLVE",

"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "<autoscale-access-policy-name>",

"fmcNatPolicyName":
"fmcInsideNicName": "inside",

"fmcOutsideNicName": "outside",
"fmcInsideNic":

"<autoscale-nat-policy-name>",

"GigabitEthernet0/0",

"fmcOutsideNic": "GigabitEthernet0/1",

"fmcOutsideZone":
"fmcInsideZone":

"interfaceConfig": [
{
"managementOnly": "false",
"MTU" : "1500",
"securityZone": {
"name": "inside-zone"
}l
"mode": "NONE",
"ifname": "inside",
"name": "GigabitEthernet0/0"

"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "outside-zone"
}l
"mode": "NONE",
"ifname": "outside",
"name": "GigabitEthernetQ/1"
}
]l
"trafficRoutes": [

"<outside-zone-name>",
"<inside-zone-name>",
"MetadataServerObjectName": "oci-metadata-server",

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)
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"interface": "outside",
"network": "any-ipv4",
"gateway": ""
"metric": "2"
}I
{
"interface": "inside",
"network": "oci-metadata-server",
"gateway": ""
"metric": "1"

1
}

AT 73 Configuration.json % #ki% € CHEH L £,
ATV TE BERT 7 ANEFT T2 F AL —2 AR—R T v a— RLET,

configuration.txt 7 7 A /Lix, Z—HF—IMER L7=AT V=7 h A ML= A= T v T a— KT 54
BERHY, Tora—RLE7 7 A WIKT D2 HEAGREEY 7 = A R EERT 20 ERH D 77,
GE) A By 7 DJERT, configuration.txt D FHIFBFEH A+ U 7 = A N URLAMEH S TW5D Z & & hfe
WLET,

G¥) OCI CHATREREE # URL Z1ERKT 2 L X ICHHIRZ EXT HOLERNHV ET, Y Va—T 3
Y OFATHIZHIREIALC e B e X 2, Zo#MEZ+pcES LT RN,
RTY TS Zip 7 7 A VEEKRLET,

make.py 7 7 1 /Lid, HEINZVFRY FUNIZH Y £9°, python3 make.py build I¥ 2 REEITL T,
7ip 7 7 ANVEER LET, {RT A NVFIFLUTOT7 7 A VR’ H D £9,

Wed Apr 21 09:35 AM [sumis@SUMIS-M-41KG target]$ tree -A

L

Dracle—Funct%ﬂps.zip
README . md .

asav_configuration.txt
deploy_oracle_functions_cloudshell.py
templatel.zip

template2.zip

0Cl ~@ Auto Scale ) E B

JEBHORTHESE L R A FIELZ T L=6, OCILAZ v 7 OVEREZ A L 9., FEIREE 1T
TEHN, VTR VB LEEA () ZFITTEET, Z4TH53—Ta UHOREA
7YV FRETUFL— R, GitHub VARY UMD AFTEET,
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B =s=n

FEIRE

T R —= 2 KD Auto Scale V' Y = — 3 U OREREIZ, RO 3 SO FIETHEEINLET,
Terraform Template-1 A % 7 OJER | Oracle BIZ D JBH, ¥R\ T Terraform Template-2 @ Ji& 5

Terraform Template-1 X %2 v &~ O EFH

2T T1 OCIl R—&ZNica 7L LET,
Hilkix, EimoA LR RSNET, BOHIBNIZGHEEL TS I E 2R L TS EE0,

RATv T2 [TROY/A—H—E X (Developer Service) | >[J Y—AXI*—T+ (ResourceManager) 1>[R2 w9
(Stack) ]>[R#% v DERL (Create Stack) [DIEIZER L E 5,

[ A& (MyConfiguration) ]Z#IRL, ROMIRT K DT, W57 4/ ZNITH 5 Terraformtemplatel.zip
7 7 A V% Terraform DFXE Y —A L L CEIRL ET,

Stack Configuration (T)

Terraform configuration scurce

Folder @ .Zip file
¢t Drop a .zip file] Browse

ternplate.zip

Working Directory

Mame Oobion

templated-202 10420223815

Create in compartmaeant

Manual_Test

L& ]

Terraform varsion

0.13.x

L]

Support for Terralorm version 0.11.x ends in May 2021.
ATV T3 [N TV AT —23—T g (Transform version) | K2 w7 Z 7 U 2 R T, 0.13.x 7213 0.14.x Z3#R

L%,
ATy T84 WOFIATIE, A7 v 7 ITIE LG ®RE T X TASLET,
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Oracle B3 & BA .

(6= ARNIRATINTG A =B 2 AT Lno TS IZEW, £ Ligne | LIBEOFIETA S v 7 ORERIZ
KRBT D AREMED D D £,

ATv 75 ROFNET[Terraform7 Y < 3 > (Terraform Actions) [>[&A (Apply) 1Z2&IR L 7,
EFICEBE N5, Oracle BIE DO BB IZHEA F 9,

Oracle A%y EFH
A

GE)  ZoOFNEIE, Terraform Template-1 O AN L7 ZICOBLFATT L2 ERH Y 7,

OCI TlE., Oracle B%%i% Docker f A—2 ¢ LCT7 v 77— K&, OCL=2>TF LY AR
WZPRAF S AVE T, Oracle BA%UE, HAREZ OCL 7 7V &r—3 3 > (Terraform Template-1 CTIE
) D12 T vy adTHMNENDY £,

ATYT1 OCIDZ T Ry = VaF&E £7,

ORACLE Cloud

Get Started Dashiboard

Quick Actions

AT w72 deploy oracle functions cloudshell.py & Oracle-Functions.zip 27 v 72— KL £7,
JI79 Rz VDN N—=Jf—= A =a—nb [T v 7 r—F (Upload) | ZIERL £,
= Cloud Shell

+ Download
T Upload
[ File Transfers

+!) Restart

=5 Settings »

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v T HA K ()v—3213) .
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. Oracle BA% D B R

AT T3 Isa~vr REHEHL T 7 A VMR LET,

Deploy_Oracle_Functions.py

ATFvT4 python3 Deploy Oracle Functions.py -h ZETLET, UTOXIZTRT LI,

deploy oracle functions cloudshell.py A 7 U7 MZiZ, WS ODDATIIRNT A —ZBLBETT, 3
help 51 A L TR T £ 7,
$ python3 Deploy_Oracle_Functions.py -h
usage: Deploy_Oracle_Functions.py [-h] -a -r -p -¢ -0 -t
4 Script to deploy Oracle Function for OCI ASAv Autoscale Solution seek
Instruction to find values of required arguments:
Application Name: Mame of Application created by first Terraform Template
Region Identifier: OCI —> Administration -> Region Management
Profile Name: OCI — Profile
Compartment OCID: OCI -> Identity -> Compartment -> Compartment Details
Object Storage Namespace: OCI -> Administration —> Tenancy Details
Authorization Token: OCI -> Identity -> Users -> User Details -> Auth Tokens —> Generate Token
optional arguments:
-h, —help show this help message and exit
-a MName of Application in OCI to which functions will be deployed
Region Identifier
Profile Name of User
Compartment OCID
Object Storage Namespace
Authorization Token for Docker Login (#Please Put in Quotes)
27 VT M EFATTHITE, ROGIEEELET,
& 20:31% & 34
518 LEEGE 3]
FI)—2ay Terraform Template-1 D& A TYER L7z OCI1 77V
r—3a YOL4EITTT, I OfEIE, Template-1 TfF
H.&17- Tautoscale group_prefix] L% 7 1 v 7 A
[_application] Z#iAHDOEZEDTT,
')—< 3 V#AIF (Region | dentifier) U—a VUl iE, & & & E o OC THEE

Shi-Hlia— FU— T,

Bl 7 x=v 7 ZADEAEIE Tus-phoenix-1] . A /LR
N DAL Tap-melbourne-1]

TRTCOY—Vartznl)—Va VilBlTo) A
R 2 EST 521, [OCH] > S

(Adminigtration) 1>[J—2 3 VEE (Region
Management) [IZ&E) L £7,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)
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518 LEEGE AL

pA= e g% OCl D v FNipa—F—7F a7 57 A VL4 TT,
f5] . oracleidentitycloudservice/<user> @<mail> .com

ZENE., 22— —DFua 77 A Z g DFI
HYET,

J2/8— kA2 OCID (Compartment OCID) ZiE, 22— KA FDOCID (Oracle Cloud ik
BlF) T, 22— —=NOCIT 7V r—=a ik
ML TnDar — kA2 o OCID,

[OCI >[7A4T>T 4T« (dentity) 1>[a2/\—
A2k (Compartment) |>[T2/8— kA2 D
S0 (Compartment Details) JI2&E L £,

FITSH bR P L—SORFIZHE 7> FOMERFHC IR S h 5 — B ORI T,

[OCI]>[&E (Administration) 1>[T7F > DA
(Tenancy Details) 128 L 9,

FREE —% > (Authorization Token) i, OCl =27+ L& b UIZ Oracle Bi% %

Ty vadHI LEFFAT 5 Docker 1 7 A DN

AU—RELCHEHASNET, BAXI UTFRNT
=2 U EBIHFCHATEELET,

[OCI>[7ATvT4T4 (dentity) |>[1—H—
(Users) 1>[2—F DF#M (User Details) |>[523
k—% > (Auth Tokens) |>[b—% U DAERK
(Generate Token) JIZB@E) L £,

Al SO E Ta—F—DFMRFTREINRVEES
1%, [FAFEBEY—ERX (Developer services) | > [#AE
(Functions) 1% 7 V v 7 L%79, Terraform
Template-1 TIER L7=7 7V r— a BB L £
9, [FIHZBALET D (Getting Started) 1 %227V v 7
L. [Z7 77 Rz VOi%E (Cloud Shell Setup) %
BT 2L, FEEZED THHFT, BLFICRT X
INIFRRE F—27 U H R T D700 7 PRERRE
WET,

Genperate an Auth Token

Z7_"‘Jj°5 ﬁ?jjfﬁj\jj’glik%/ﬁ LT, python3 Deploy Oracle Functions.py a~ ]\%iﬁi Li‘jao ?AVC@%‘%@E%%
BRI BT 230000 £5, £D%, 77 ANLVEHIRLTZ ZU RV VEALD Z ENTEET,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K (1x\—23>13) ||
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. Terraform Template-2 O E R

Terraform Template-2 M E 5

Template-2 (%, 7 7 —24, BAEAZMOHTZHDO ONS M 77 77— AERICESE# 9
5V Y —2%ER L E£9, Template-2 DJER L, Terraform Template-1 DRI TV E T,

ATFYv 1 OCl R—&vica 714 LET,
Mg, WEoA FMICEREINE T, BROMBNIZTFEEL TWAZ L 2R L T 7ZE,

RTw T2 [TROY/S—Y—ER (Developer Service) | >[1) V—RI#—T v (ResourceManager) |>[R2 v
(Stack) [>[R#%& v DERL (CreateStack) [DIEIZEER L £,

Terraform X ED Y —A L LT, #—45 v N7+ /X IZ& % Terraform template template2.zip &R L 7,

ATV T3 ROAT v 7T, Terraform7 4 3 > (Terraform Actions) > [#R (Apply) 127V v 27 LE7,

59K ILEFERLEZEA

BADF ==~y FEERET 57202, iR RY—2 0 ROBEARZ Y 7 N AU
LT, HEIAr—) Y Y 2—3 3 (terraformtemplatel, template2, I35 UNOracle BI%L) %3
ATEET,

ATy T W7 3V EWNICH D ftdv_autoscale deploy.zip 7 7 A V&7 T Ry =Wl T7 v Fa—KRKLT, 77 AL
R L E T,

= Cloud Shell

sumis@cloudshell:~ (us—phoenix-1)% 1s -ltrh
total 152K
—rW-r——r——. 1 sumis oci 151K Jun 9 @7:25
sumis@cloudshell:~ {(us-phoenix-1)$ unzip ftdv_autoscale_deploy.zip
Archive: ftdv_autoscale_deploy.zip
extracting: templatel.zip
extracting: template2.zip
extracting: Oracle-Functions.zip
inflating: oci_ftdv_autoscale_deployment.py
inflating: oci_ftdv_autoscale_teardown.py
inflating: deployment_parameters.json

inflating: teardown_parameters.json
sumis@cloudshell:~ (us—phoenix-1)% 1ls -ltrh
total 344K

—-rw-r—r—, sumis oci 2.7K Jun 87:19

=MW=r==[==, sumis oci 5.8K Jun 87:19

—rwW-r—-r—, sumis oci 7@ Jun 87:19 teardown_parameters.json
—rw-r—r—. 1 sumis oci 133K Jun :19

-rw-r—r—, sumis oci 7.1K Jun :19 oci_ftdv_autoscale_teardown.py
—-rw-r—r—. sumis oci 25K Jun :19 oci_ftdv_autoscale_deployment.py
=IW=r==r=-—, sumis oci 2.8K Jun :19 deployment_parameters.json
—MW—-r—r—. sumis oci 151K Jun 125

sumis@cloudshell:~ (us—phoenix-1)%

AT Y2 python3 make.py build 2~ R&FEITT HHIIZ, deployment_parametersjson DA S35 A — X BNEF S
TV Z AR L TIESN,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)
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ATYT3 BEIRS =YY 2—va VOBAZRIGT 21C1E, 77 U R =/ C python3
oci_ftdv_autoscale deployment.py 1< &/ FEFITLET,

YV a—a YORBNBTETTHETISK 10 ~ 155000 £7,

VUa—aryORMPICZS—NEELFES. =5 —a 2 BMEESRET,

REDIRL

FTRTOY V—ANEE I, Oracle BN T T — L LA XV MZERINTWVWENE I 0k
BRELET, T 740 FTlE, AV RE VAT —=LDA V AE 2 ZADF/NIE BRI e T
9, OCIUI TA LV AX VAT — )L afmtE LT, LBERRE/MLERRKEICRETEET, I
2LV, #H LU Threat Defense Virtual A > AZ AN MU H—Z £,

1 ODA VAR ADLEEE LTV —27 7 —%R L., TOA L AZUARMEREBYIC
FIEL TWAME I NERIET A2 Z L2 MR LET, ZOWKiEE2 R A 95 &, Threat Defense
Virtual D FEEEOEFZ B TE E T,

\}

G¥) OCI A/ —1 v IR o —IZ L DHIRZ AT 5 7= DI2, /NI Threat Defense Virtual 1 >
AR AERT—ILA REL L THRELET,

Auto Scale D 7w 745 L— K

AutoScale RZ YO DTy THTL—FK

OV —ATIET v 77 L—RiFHR— SN TWERAL, AX V7 BFEATILEND
nET,

Threat Defense Virtual VM D7 v 745 L— K

Z DY U —ATiL, Threat Defense Virtual VM O 7 v 7' 7 L— RiZH$ AR — F ENTWEH A,
Vo327 Threat Defense Virtual £ A —V 2L CTA S v 7 ZFHEATHLERH D 97,

AVRRZVRT—)L

1L AV AZUAT—=NVNOA AL ADE /N E KR EEET HI20E, ROTFNEEELT
LET,

[FAOw/S—H—E R (Developer Services) | > [#BE (Function) |>[7 FTUH r— a3y
% (Terraform template-1THERFEHA)  (Application Name(created by Terraform Template
1)) 1>[®%E (Configuration) 1%~ V v 7 LET,

min_instance_count & max_instance count % ZiLEAEHL L E T,
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B o—rnssovonvszoreyr

2. ALAZUADHIBRMETIX. A7 —A v ERETIEHY F8A, AV AZ AT =L
DWTINDA VAR AINAT =)V A T 73 g TR LSHET 73 3 D=yl
BRI T SN E. A VAX AT VIZHEIICHT LA A X A RBIMG L CRIE L
i—a_o

3. Max instance count CiX, A7 — /AT U K77 v ardOLEZVMERKIREZER L ET 2, Ul
ENLTCA ARG AT =NDA VAL A aBEETH L TLEVEE RFD Z &R
TEET, ULDA U AZ AR, OCLT 7Y r—3 a3 » Ci%JE 4172 max_instance_count
K CTHDHZ 2R LET, ZRLUANOLAIE, #Y72 L X VEICHEC L ET,

4, TFVr—a UNBEEA LV AZ AT = VNDA L AE L ADEERS L TH, Fn
TIATRESNTZ I V=0T o7 T 0y a 3BT ENETA, MO — RT3
MWHNRy 72 R R LA U BLOHIBR S22, Threat Defense Virtual IZ it 5- X 41T
WAHT A A TRbNET,

5. {5230 FH T, Threat Defense Virtual f > A Z o ATHE RN H 0 I0EET ., —EHIN SSH
RETEETERWES, AV AF LV ANAL VAR AT — )L LHIICHIR S, T
AU ANEKDONDAHEENH Y £77,

Oracle BE#x

« Oracle P%KIE. FEBRITIE Docker £ A — 9, Docker £ A —1%, OCl 2T F L IR
MY DNL— T 4 L2 b UITRIESHILE T, Docker 4 A —IFHIBRL7R2NTL 230,
Auto Scale YV =— a U CHEHINABEELEIBRINLET,

s Terraform Template-1 {2 & > THER 4172 OCL 77U & —3 3 »1Zi%, Oracle RIS IE L
EMEST DO EREERBREEARPZENTVET, BHATRVIRY, Zh 5D
BREBOES 74—~y FHEHELRNTLZI W, MALNIEERIL, FLnAg 27
YAZDHBRE N FET,

O— KNS HOINVHD T FREY R

OCI TA v AR U AT — )z a— RAT 4 BT 5354 . Threat Defense Virtual T/ Bl
AUE—=T 2= AL L THRESINTCTIA~IVA L E—T 2 — AW LT HIEOHZY R — b
SNTWET, LEER-T, WEA v X —T7 = A RINEa— K RXZ DNy 7 Ry
MIFESIT BET, INBA o F—T =4 AF, e — KT ooy 72 Ry M
MOToNET, ZINHOIP IRy 7 Ry MZHBMIGENINZD ., HIFRSNTZY

LEHA, AutoScale Y U =2—3 a3 > Clik, TNHWFDOX AT #7077 A TUELETS,

L ANET 7 ay, AVTFYAL NI TN a—T 4 T OEAIE, FEITIITTS
VEPENRAET D Z ERNHY 97,

FIRGEUT, YR =Ny 72 Ry FEEHALT, B— RT3 —TENDOFR— K
PR ZENTEET, 5BDA LV AXZ VAP IIAAy I Ry MCHBEIZBIESNE
TN, BEFEDOA VAX AP IZFEHTEMTALERH Y £7,

A— kNS Y TOY R F—0DEM
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0CI DAuto Scale ZE0HIR [

0— RNRZ Y TR— b2 U A F—L L TGBEBINTSHI21E, [OCH>[Ry hT—F24
(Networking) ]>[A— F/35 2% (LoadBalancer) |>[') A+ — (Listener) |>[YJRF—D
Y8R (CreateListener) JIZBENL £,

NYDITURENYIIY Ry M2EER

Threat Defense Virtual { v A X > A& 11— KN W8GR T A2, Threat Defense Virtual 1
VAR UADHERA o HF—T 2 A AP B — RANT DNy Ry NTAY S
TURELTCRETDHOLENHY T, N A F—T7 =4 AP 1L, NEia— KT P —
DNy 7T Ry TRy IJ2 FELTRETAVLENRHY ET, FHLTWAFR— 2
UAF—IZBIMENTWNDZ EEMHERLTLIEEN,

0CI ) Auto Scale % E D HIf&

Terraform Zffifl L TEA S L7z A ¥ v 71X, OCI ® Resource Manager £ L C, [A U5k
THIBRCTEET, AF¥ v 7 ZHIRT DL, ZORZ v 7ICE o TERENTZTRTOY VY —2R
DHIBRE, ZnoD ) Y —AZEEMIT O TV DT X TOFRNPERICHIFRSIVET,

\)

GE) AZ o7 %BIBETAEAE. AVAZ VAT —ILDA LV AZ L ADE/NEHE0IZL T, A A
HUAPKTTDHETHLOIEEMRELET, 9952 LT, TXTHOA U AKX U ZADHIER
MBI, AV AZANRFKERD FHA,

FENC L DHIBRT D0, 770 Ry = /L& L7- Auto Scale DI 2 T& £,

FEHIZ KL HHIE

TV RY—x 2 KD Auto Scale ¥ U = —3 2 V OHIBRIL, kD 3 SO FIETHER SLET,
Terraform Template-2 A % v 7 OHIER, Oracle BIDHIER, ¥\ T Terraform Template-1 A %
7 DEIER

Terraform Template-2 X % v & D #l ik

HE§A r— ViR EZHIERT 5121, &HIC Terraform Template-2 A ¥ 7 & HIFRT 2 LEN H
= B

ATFYv 1 OCIl R—&Znica 74 LET,
Hili%, EEof EBIcERENFET, BROHIBNICHEEL TWAZ 2R LTI FE N,

RATv T2 [TROY/IA—H—E X (Developer Service) | >[J YV—RAI*—T+ (ResourceManager) 1>[R2 w9
(Stack) JDNEIZER L E,

AT T3 Terraform Template-2 (Z X > THER SN/ A Y v 7 ZBINL, ROBKNIRT X 51T [Terraform 7 7 & 3 >
(Terraform Actions) ] KB v 7% 7 A =2 —"TC [FE (Destroy) | Z#INL E7,
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. Oracle EA¥t D HIFR

Terraform Actions + Add

Plan

Apply

Import State

Destroy

e a THERR SN ES, U Y —ADINERHIFRS D £ TRMA2 D £, RED 2 70%ET LIEb,
TORNIRT L IICAZ v 7 ZHIBRTE £,

Plan Apply Edit More Actions.

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Craated: Mon, May 10, 2021, 09:56:4 Download Terraform State
Time of Drift Detection (Last Run):

Maove Resource

Add Tags

Jobs

: Delete Stack L :
A job is created when you run a Tertaror[ - ]erraform actions tcj
\

AT 74 Oracle BIEDHIBRICHEA £ 5,

Oracle BIZL D HII B

Oracle BA#t D 2B 1% Terraform Template 2 % v 7 RO —{ & LT TR, 77U Ry =)L
AL TEBNCT vy 7 e —RLET, LEn>T, HIBRD Terraform A ¥ v 7 OHIBRTILH
R—FENTWEHA, Terraform Template-1 |2 L > TER I 7= OCI 77U r— 3 Y IND
J_TD Oracle B AHIBRT 2 LERH Y £,

ATYv 1 OCl R—=4vica 714 LET,
Hsi%, BmiEmoh FBICERINET, BROHINICEEL TWAZ 2R LTI,

ATv T2 [AREY—EX (Developer Services) 1> [#BE (Functions) ]DIJIEIZEER L £ 3, Template-1 A ¥ v 27 TIE
WENEZT 7V r—ya v AEBRRLET,
ATV T3 ZOT7 TV r—a VINTEEREICT 7B A LTHIBRL 7,
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Terraform Template-1 2 2 - & DAl .

Terraform Template-1 X 2 v - D HIfx
A\

(GE)  Template-1 A% v 7 OHIFRIL, TTD Oracle B A HIR L7 BICOARR L ET,

Terraform Template-2 D H|FRk & [ U Td,

ATvT1 OClAR—=Fica /A v LET,
Misix, WA EMICFR RSN E T, HORIBNICHFEEL TS 2 E2HRLTIEE0,

ATy 72 [TARAYN—H—EZX (Developer Service) 1>[!) Y —RATFx—T+ (ResourceManager) |>[RZ v ¥
(Stack) (DNAEIZER L ET,

AT 73 Terraform Template-2 |2 & > TERR SN/ A X v 7 28I L, [Terraform7 7 > =2 > (Terraform Actions) ]
Ru w72 A =a—C#E (Destroy) | &R LE4, BEY 2 70MERSE T, U Y —ADEK
HIBR S 415 F TR 000 £,

ATV T4 WEEY a 7RET LEEL, FORIIRT LI, [ZOMOEIE (MoreActions) | KRy 74T A=a—
MHBRALE 7 ZHIRTE £,

Plan Apply Edit More Actions -

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56:! Download Tarraform Stabe
Time of Drift Detection (Last Run):

Maove Resource

Jobs i

: Delete Stack L -
A job is created when you run a TerraFcur[ * ]erraform actions tcj
L

Terraform Template-1 2 % » 7 OIS L2 b, $_XTD U Y —=2ARHIERS L, ELTVWD Y Y —A
DIRNT L 2R T DR H Y £,

257 kY )LZEERL 7= Auto Scale D HIIFR

A7 VT hefHLTRAY v 7047 7 VB ZHIBRT 51213, 2= P2 = /LT python3
oci_ftdv_autoscale teardown.py =¥ REFITLET, AZ v I NRFHFTEBAINTWHDEE
i3, stackl & stack2 DA X >~ 7 ID ZHEH L, teardown_parametersjson 7 7 A LD T 7Y fr—
varIDEEHLET,
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Oracle Cloud Infrastructure ~® Threat Defense Virtual O & |
B ssH % L7 Threat Defense Virtual - > % % > 2 ~ D6

SSH Z#{&£ 3 L - ThreatDefense Virtual 1 > X 2 > A ~DE
ot

UNIX A& A )LD AT L5 Threat Defense Virtual A > A % o AT 511X, SSH 2 {#
HLTA v ArZ 2zl A LET,

ATy TN WOavy REFERLT, 77 ANVOHREREL, BRETR 7 7 A VEGABRND LI LET,
$ chmod 400 <private key>
ZZ T,
<private key>lL, 77 BATHA L AZ L ATEHEMIT ONIMEX—Z2EZLT7 7 A VDTN L
AHTTY,
RTYT2 A AZLRLT 78 AT HITIE, RO SSH 2~ FEEHLET,
$ ssh -i <private_key> <username>@<public-ip-address>
<private key> X, 77 EBRATHA L AZ L AICEHEMIT ONTMEXF—2 BT 7 A VDT LR L
AHTTT,
<username> |Z, Threat Defense Virtual f > A% ' A D 2 —H—%4 T,

<public-ip-address> %, TV Y —INEHEGELEA VAZ U ADIP T RLATT,

OpenSSH % {#F L 7= Threat Defense Virtual 1 > X3 > X
~ D

Windows 3 A7 75 Threat Defense Virtual A > A % o A28 5121, OpenSSH &1 L
TA L AZ L RZu A LET,

ATYT1 ZOXF =T E2UDTHERT2561E. BTN T 7 A NVEGAIID X977 A VOHERAZ & ET
LMD FT,
ROFNEZETLET,
a) WindowsExplorer C, fAEX—7 7 A MIBEIL, 77 A V&4 27 VY v 27 LC[FTR/ST 4 (Properties) |
Vv 7 LET,
b) [EFa) T« (Security) ] # 7T, [FHERE (Advanced) 1 %7 U v 7 LET,
¢) [#—F— (Owner) | NAZDOZ—H =T BT M ThHDHILEZHERLET,
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| Oracle Cloud Infrastructure ~ @ Threat Defense Virtual 0 & 5
PUTTY % FA L 7= Threat Defense Virtual £ > 2 % > 2 ~0 ik ]

d) [#EDESNE (Disablelnheritance) |27V v 7 L, [MASIh=EREZDA TP o FOBRMA
MEFRIZZ#2 9% (Convertinherited permissionsinto explicit permissionson thisobject) ] 4R L £,

e) BHDaZ—HF—=Th 7 hTIERWEMHER= Y 23R L, [HIB& (Remove) |27V v 7 LET,

) BHO2—%—=Tho hOT 7 EAHERN[ZIa> A=) (FullControl) 1 TH5H Z & &R L
\i‘j—o

g) EHEZERFELET,

ATV T2 AU AL AZHERET 5121, Windows PowerShell # & | kda~> REFEITLET,
$ ssh —-i <private_key> <username>@<public-ip-address>
ZZ7TC.

<private key> |, 77 EBRATEHA L AZ L AICEHEMIT ONIMEXF—2FLT7 7 A VD TR L
AHTTT,

<username> I, Threat Defense Virtual { > A % o A D —H—4 T9,

<public-ip-address>{f, IV —ANLEE LAV AX L ADIP T FLATY,

PuTTY Z#{#E A L = Threat Defense Virtual £ > X 3 > AAD
bEhw

PuTTY Zf f L C Windows > A7 A7) 5 Threat Defense Virtual -/ & A 7 o A8+ 51204,
WO FNEZEFZITLET,

ATwF1 PuTTY ZB& £,
ATwF2 [ATTY) (Category) | A>T, [Evyi 3> (Sesson) | Z&EIRL, KONEEZANLET,
KRR FEERIFIPFRELR

<username>@<public-ip-address>

ZZ T,

<username> [, Threat Defense Virtual A > A X A D 2—H—4TJ,

<public-ip-address> |, TV —=ANOLHRG LA L AZ L ZAD/NRT Y v 7 IPT FLATT,
e R—bk: 22
< #2147 . SSH

ATw 73 [ATTY (Category) ] A > T, [Window] #EBA L. [Z£#: (Trandation) ] Z %R L £,
ATy 74 [VE—FXFEtY F (Remotecharacter set) | Kn v 7 &) A LT, [UTF-8] 2R L £,
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Oracle Cloud Infrastructure ~® Threat Defense Virtual O & |
B reorsina—s5009

Linux X—ADA VAKX L ATT 74/ bOar— ViR EIXUTF-8 TY, ZiUZL V., PuTTY I ZRI U —
NEFHTBEIICHRESNET,

ATwv 75 [hFT3 (Category) | 24 > T, [##E (Connection) ]. [SSH] DNEIZEE L. [EREE (Auth) 1 %27 U v
7 Lij"o

ATv76 [BB Browse) 127V v 7 LT, MEXT—ZFRLET,
ATv 771 [ Open) 227 V7 LT, ByvarafthLET,

A URB L AHD THRT DHA1E, (= "—DFRA FF—RNL I ARV IZF vy v a2 S THARND
(the server's host key is not cached in the registry) | & W9 A v —UBRERINDEZ ENH Y 9, [IELY
(Yes) 1 &7V w7 LT, #afitLET,

IPV6 D CS I a—TFT 428
RS%E SSH : IPv6 % {#if L 7= Firewall Threat Defense Virtual 23HE L TV 72U

cfZRE AL H—FX Y M= T2 AREHDIPV6 NT Y v 7T 7B ZAD)N— FRNBIMEH
TWAHZ xR LET,

o f2RE IPv6 DA NI, Firewall Threat Defense Virtual O PR THRE TE £9°,

o #2335 BB XM 7= Firewall Threat Defense Virtual (Z IPv6 BEED T 72 U 2 RNEBIME
TWAHZ taERLET,

c fRRE EHA X —T oA AT, IPv6 ZHERKT D72 9IZ Tipv6 address dhep default] 73
HEnTnanE s e LEd, [lipvoaddressdhepl DA ZEFEHT 25E61X, LLTFO
N— R ERIREBIMLUET, [ipv6 route management ::/0 <IPv6 Gateway address> |

« RRE U2 ssh A L T LVABRFRA SN TNDEINE I DEHERLET, RKOa~> Rafl
AL T, 3XT® Tlssh::/0 management] (X L Cssh 7 7 ¥ AHFA[ZHELET,

5 O H T Xy MTIPV6 7 RLAZRE DB TAZ LA TXERA,

cBRE VT Ry FBRBET D VON B IPVE IZOWTT TIZENT AR > TWANE S Ak
BLET,

o fBiRiZ IELWIPV6 CIDR BAfEA I TWAHZ L &R LET,

o fBikE Y7 %y ML 1/64] IPV6CIDR L7 4 v 7 ADHEEDHI ENTEXET,
FIRE AKEHMDO N7 7 4 v 7 BFEEE L TV euy,

cERE UTOL—FRELBMENTWDZ EE2MHRLET,

fi#iRi% ipv6 route <interface name> <interface subnet CIDR> <ipv6 virtual router ip>

fERs% i . ipv6 route inside 2603:c020:5:5800::/56 fe80::200:171f:fe96:921b

o fBiRiZ IELWIPV6 CIDR BAfEA I TWAHZ L &R LET,
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| Oracle Cloud Infrastructure ~ @) Threat Defense Virtual O &
P r5TLva—7105

« fBFE IPVO I T 7B A Y XA PIRREINTND Z & iR LET,
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Oracle Cloud Infrastructure ~® Threat Defense Virtual O & |
B reorsina—s5009
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/rh-7=:=
5 2

Google Cloud Platform ~ @) Threat Defense
Virtual 0 FE R

Google Cloud Platform (GCP) _|C Threat Defense Virtual % B CTZ £9, GCP L. Google
T D2 AMEOE WA A MR TTY ) —a VEFTTELRT Vv 7T U R ayv
Ea—7 47 $—EATT,

GCP 2>V —nD[FvarR—FK (Dashboard) JIZGCP 7'y =2 MERNERINET,

s FEBIRL T ARWESIE, [y ¥aiR—F (Dashboard) | TGCP 7y =7 bk &i&R
LTL7ZEN,

Xy aR—RIIT7 7 EATLHI2F, [FEF—Y 324 =a— (Navigation menu) ] >
[R—L (Home) 1>[# v a/R—F (Dashboard) 17 U v 7 LET,

GCP =2 Y —uiZra 74 > L, GCP Marketplace C Cisco Firepower NGFW (A2~ 7 A 7 7 + —
)V (NGFWv) S5 %58 L, Threat Defense Virtual f > A X A& EENLE7, ROTFIET
L. GCP EBR5i% %fii L. Threat Defense Virtual f > A & > A % L)) L T Threat Defense Virtual
RS2 HEIZOWTHALET,

» GCP ~® Threat Defense Virtual D EBIIZOWT (276 ~X—7)

« T RY—x v ROFIE (277 =)

» Threat Defense Virtual & GCP D iR (278 ~<X—)

» Threat Defense Virtual 33 X ONGCP D H A KT A > EHIRFHE (279 <X—)

e F—H A B =T 2 A A ~DNIC~ LT (281 _—)

* GCP L ® Threat Defense Virtual D% v k7 —2 hARwa O] (282 ~—)

» Secure Firewall Threat Defense Virtual 7 /3 A DEHE (282 ~X—)

« VPC F v h T —27 OERK (283 =—)

« T AT T —— L DIER (284 ~=—)

» GCP ~® Threat Defense Virtual @ EBY (284 ~<—)

« 4858 IP % il L 7= Threat Defense Virtual f > A % > A~DOfE (286 ~X—)

o U7 — V% AFE ] L7z Threat Defense Virtual 1 > A % o A~DHzE (287 ~—)
» Geloud %4 L 7= Threat Defense Virtual -f > A % > A~D#fE (288 ~X—1)

» GCP _® Threat Defense Virtual [f]1} ?® Auto Scale Y J =—33 > (288 X—7)
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Google Cloud Platform ~® Threat Defense Virtual @ FERA |
B ccP ~o Threat Defense Virtual D EBAIZ DL T

CHANRY =V DF T rE— R (291 X—)
sAutoScale YU =—ardDaiR—3r b (292 X—)
e Auto Scale Y U = —3 3 VOHIHRESMHE (296 *X—)

e Auto Scale Y U =—3 3 VDJER (306 2—)

» Auto Scale 7 v 7 (313 ~X—2)

* Auto Scale DX 7 LT /Ny 7 (313 X—2)
«AutoScale D h T TN a—T 47 (314 =)

GCP ~ ) Threat Defense Virtual D BFIZDULVT

Threat Defense Virtual (%, #)Bf) 72 Secure Firewall Threat Defense ([HF4 Firepower Threat Defense)

ERICYZ by =7 2FTLC, REB7 4+ — L7 7 7 ZIZBW TG ADOE X =2 U 7 1 i
ZAeft L £ 9, Threat Defense Virtualld, /X7 U v 27 GCPIZBHTE £7, ZOERREELITD
ZET, BHoBE Ebicn = a R, B, £723v 7 MBS LU
T—HE =D T —n— RER#ETEET,

GCP I oA A TDHHR—k
Threat Defense Virtual © =— X254 T Google (RAB~ T D& A 7 & A X&EWIN L F97,

BIfE. Threat Defense Virtual |32 > B o —F ¢ Vb~ v ERLA~ Y (BE#EX A7,
RKEBAETY XAT, GHERECPU XA ) OWTnbHR—FLTWET,

\)

CE)  ¥AHR—-—bPShEvT o ZA 73, PERSEREINDZERDHY £,

R25:YR—rEhdarvEa—Tos oI R#IEII V24T

AVvEaA—Ta VIR Bl

@< 47

vCPU RAM (GB) vNIC
c2-standard-4 4 16 GB 4
c2-standard-8 8 32 GB 8
c2-standard-16 16 64 GB 8

RK26:9R—rSNBAATVE4A4T

A= R4F =43

vCPU RAM (GB) vNIC
nl-standard-4 4 15 4
nl-standard-8 8 30 8
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I Google Cloud Platform ~ () Threat Defense Virtual 0 &R

>

IVRY—TY

zvrv—zvrnFE [

A< 4T Bt
vCPU RAM (GB) vNIC

nl-standard-16 16 8
n2-standard-4 4 4
n2-standard-8 8 8
n2-standard-16 16 8
nl-highcpu-8 8 8
nl-highcpu-16 16 14.4 8
n2-highcpu-8 8 8
n2-highcpu-16 16 8
n2-highmem-4 4 4
n2-highmem-8 8 8
n2-highmem-16 16 8

» Threat Defense Virtual (21X, D7e< & H 4 ODA L F—T = A APRNETT,

o FAR— F EN D vCPU D KT 16 TT,

2—H—%, GCP TT7 v h&IEM L. GCP Marketplace @ Cisco Firepower NGFW {42~ 7
A7 U4 —/v (NGFWv) ®EEFEHALTVM A v RAZ A% REIL, GCP v v ¥ A 7 %%k

RLET,

FDFIE

D7 1 —F ¥ — KL, Google Cloud Platform |Z Threat Defense Virtual % &3 5D T — 7

Ta—%~LTWNET,

1
[ Create the

Google Cloud VPC
Platform Networks

Management
Center or Device
Manager

—

4 Configure the 5 Configure 6
threat defense network Deploy the
virtual —> interfaces and —— threat defense
deployment apply firewall virtual instance
parameters rules on:GCP.

7) Manage
threat defense
virtual using
management

center or device
manager
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Google Cloud Platform ~® Threat Defense Virtual 0 & fd |
. Threat Defense Virtual & GCP D BTIRS

D—9AR—R | FIE

(1) |GCP VPC* v b U —27 OERk : VPC Ry U —27 ZEEk LEF ([VPC
v kT7—% (VPCNetworks) 1>[¥ Ty k (Subnet) [>[1)—

23> (Region) ] >[IP7 FL X&iBF (IPaddressrange) ]) .

(2) |CCP TFAT T d == IVDIERL : T 7 AT 7 — L B
LE? ([Ry bT—F2% (Networking) 1>[VPCHRy kT —%
(VPC networks) 1>[Z 747 24—IL (Firewal) |>[7747
A —IJLIL—ILDYERK (CreateFirewall Rule) ]) .

(3) |GCP GCP ~® Threat Defense Virtual @ Ji£[# : GCP Marketplace T [Cisco
Secure Firewall] Z%E L F£7,

4 GCP GCP ~® Threat Defense Virtual @ &R : Threat Defense Virtual @ &
e Bﬁ/\ofj){\—_&%%ﬁ;biﬁ—o

::.--'5"\.] GCP GCP ~® Threat Defense Virtual @ & : v hU—27 A ¥ —
< T A AERE L, T7AT T F—AA— LA LET,

6 GCP GCP ~® Threat Defense Virtual @ [ : GCP (Z Threat Defense
—/ Virtual % J&BH L £7°,

- Management Center | Threat Defense Virtual (O B :
F 7213 Device

Manager + Management Center % fif ]

* Device Manager % fifi i

Threat Defense Virtual & GCP D RIE 14

« https://cloud.google.com T GCP 74 7 > F &/EK L £7°,

*GCP 7m =7 hE{EK LET, Google RK¥ = A2 ~® [Creating Your Project] % &I
LTLEENY,

*» Cisco A~— b7 7> b, Cisco Software Central (https://software.cisco.com/) TIER T&
EJ AN

« Threat Defense Virtual ~®D 7 A & A f} 5.

* Management Center 225X 2 U7 4 h—EADTRXTOTA B AEKEZHELE
R

« TA U ADEBGTEDOFEMI OV TIL, [ Cisco Secure Firewall Management Center
7T RI=ARL—var A R] ® [Licensngl] DEZZHL T EE,

oAU H—T = A ADHEN:

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/gcp/ftdv-gcp-gsg/ftdv-gcp-fmc.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_managing_ftdv_with_fdm.html
https://cloud.google.com
https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project
https://software.cisco.com/
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

I Google Cloud Platform ~ () Threat Defense Virtual 0 &R
Threat Defense Virtual &5 & U GCP D1 F5 4 » & KIRBIE .

o EHIA X —T x4 A (2) : 120 Threat Defense Virtual 2 Management Center (%
T D7D ENET, b 1 DE2BBERICER S, Bl 7 7 0 v 712X
FEHTE £ A,

e "TF T 4w A HF—T A A (2) : ThreatDefense Virtual Z NEED R A I LS
TV Ry NT—JIZ T OIS ET,
s BfE/NA
« Threat Defense Virtual {27 7 2 A F 572D /X7 U v 7 1P,

» Threat Defense Virtual O 2 A7 ABEHZ-SUWTiL,  [Cisco Firepower Compatibility Guide ]
LTS TEEN,

ThreatDefenseVirtual B K U GCPDH A K54 > LHIRE
18

YR— FEh HHEE
« GCP Compute Engine ¢ & [
A AZ U ABTY K 16 H D vCPU
=Ty RE—F (F7#/})
« 74k A BYOL D&% HR— b

« AR Y T (12L%) FEICOWTIE, [37 U v 7 7 Z 7 RIZE) 5 Threat Defense
Virtual D7 7 25V 7] R T 7EEN,

» Cisco Secure Firewall 7.1 AR /N—37 2 > ClX, Management Center D &R R — k ZiT
VWE T, Cisco Secure Firewall /3—3 =1 > 7.2 LIBETlE, Device Manager & A — bk IiLE
j‘o

Threat Defense Virtual R X — kS A4 2 AD/INT +—< U AR

Threat Defense Virtual I, EAZEICESWTER D AL—T v b L~UL L VPN £ IR 2 fi¢
TR T p—~v AT A B AP R— L TVET,

%z 27: Threat Defense Virtual Y[R 51 E D < 54 & 2 RBEBEDHIR

WNIA—VRMER | T/ Rtk (3 L— hHIR RAVPN v < 3 Ul
7 [RAM) R

FTDv5, 100Mbps 4 =7/8GB 100Mbps 50

FTDv10, 1Gbps 4 =27/8GB 1Gbps 250
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https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/device-ops-cluster-ftdv-public.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/device-ops-cluster-ftdv-public.html

. Threat Defense Virtual 5 & U GCP D H A K54 > HIREIE

Google Cloud Platform ~® Threat Defense Virtual 0 & fd |

NITA—TRBERE | T/ Rtk (3 L— b HIRR RAVPN v < 3 Ul
7 [RAM) FR

FTDv20, 3Gbps 4 =217 /8 GB 3 Gbps 250

FTDv30, 5Gbps 8 =7/16 GB 5 Gbps 250

FTDv50. 10Gbps 12 =2 7/24 GB 10 Gbps 750

FTDv100, 16 Gbps 16 =7 /32 GB 16 Gbps 10,000

Threat Defense Virtual /354 ZAD T A B ZABWBOHT A RT 4 1250 TiE.  [Cisco Secure
Firewall Management Center 7 KX =A hL— 3 > A K] @ T[Licensing] DEA S L T
CTEEY,

\}

GE)  vCPU/AEY DEZETT 5L, HHNT Threat Defense Virtual 7 /314 ADEJFREZ A 71215
VERH Y £,

NI+ —I 2V ADHREE
Threat Defense Virtual DI D/ 7 —~< 0 AR TH7-DIZ, VM &R A b O % 5f%

TEHZENTEXET, FMHONTIE, [GCP TORAE LD L Ffifk) 23R LT FE
A

Receive Side Scaling : Threat Defense Virtual /& Receive Side Scaling (RSS) % 7AR— K LT\ &
T ZHE, Ry NV T X TR L > THEBO vy ha7icxy NV—VZEFE T
T4y I ENHTDEOIERESNDT 7 /) nY—TF, N"—V a3 70 UBRTHR— R
TWET, FEMITOWTIL.  Receive Side Scaling (RSS) OB DORX F=—] 2BML T
<TIEENWY,

Snort

e Snort D ¥ v NZ T UAZKEER o720 . VM BNERMIZEL e o720 E o T B
REMENRONDHEEC. BHED T atv ANFEITIND & X12i%. Threat Defense Virtual
BLOVMAR Mpbor 72 NELET, 2EMNRCPUMHE, A€V, VOEHE, B
FOGAIY [EXALEEOr ZOWET, BBEO N7 TNV a—T 4 U 7R E
R

e Snort D ¥ v M X T URFIZIL, CPU & /0 OEHALRNEL 720 F9, +o7e A€ N
<. BHHOCPUNRWH—DKR A N EIZZE D Threat Defense Virtual A > A & > ADMERK
XN TWAEEIX, Snort D> ¥ v M &Z 07 TR 2323035 T Snort = 7 DMERK S L E T,
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http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://cloud.google.com/architecture/framework/performance-optimization
https://cloud.google.com/blog/products/databases/scaling-google-cloud-memorystore-for-high-performance

I Google Cloud Platform ~ () Threat Defense Virtual 0 &R
F—a428—7142~0NCTvELS [

TyvITIL—F

GCP @ Threat Defense Virtual @7~ 77 L— K%, Cisco Secure Firewall /X— 3 > 7.1 025 7.2
NIV AR— IR TWERT A, Cisco Secure Firewall /X"—2 3 71 05 72127 v 77 L—FK
THHEEIE. A A= EFZITLET,

YiR— kb NGRS
* [Pv6
« Threat Defense Virtual % 7 ¢ 7 HA
s RNIFUART VU MNA Y TA IRy YT E— R

c U VIR T L— A

T—RAAA—T A A~NDNCTYEVY
Cisco Secure Firewall 73— =3 > 7.1 LLRTO Y UV —RIZBITFLH XY b= f X —T = A A
—R (NIC) &T—F A HZ—Tx2Af ADV L 7ITROEFEY TT,
e nicO - FHA X —T =4 R
e nicl - WA ¥ —T7 AR
enic2—- FHE Y A —HF > 1 0/0
*nic3—FAE Y bA—HFF > 01
Cisco Secure Firewall /3—37 3 > 72 DI, Aiim— K87 24 (ELB) 13737 v | % nic0 (2D

FERET B 72, North-South N7 7 4 v 7 OB ERZITT D720 nic0 (2T —F A X —
T oA AP TT,

Cisco Secure Firewall /S—3 5 > 72 DNIC £ T —F A v X —T 2 A AD< v B TIROEE
D ‘@‘a_o

enic0—F A A —H x> 00
enicl =¥ Ay A —H x>y b 0/1
enic2 - FHEA X —T = A A
snic3 - WA X —7 A A

snicd—FHE Y hA—HF v k02

*nic(N-2) - FH &y bAoA —HF v | 0/N-4
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Google Cloud Platform ~® Threat Defense Virtual 0 & fd |
B ccp o Threat Defense Virtual D% v F 7 —4 kKO SO

*nic(N-1) = FHE Y hA —H x> | 0/N-3

GCP _L @ ThreatDefenseVirtual D xv k7 —% 7RO TN
{5l

WD, Threat Defense Virtual 12 4 2OV 7 x> b (&G, 2ZWr. NEL. 258 23 GCP N

ICRESNTZNV—T v K 77 A7 74—/ E— RO Threat Defense Virtual DHELE h AR 7 %R
LTWET,

41: GCP BB T O Threat Defense Virtual D15

£ Googh
Management VF FW Rules
B Network GCP Route Table
192-108-0vas 192-108.2.0/24 J’Q Destination 0.0.0.0/0
1P “hz] [etho pGla0/0: (neide) 3 @ Next Hop IP of eth0
L
Threat
defense
VP( virtual
Network Jetw adiigddl GCP Route Table
192.168.1.0/24 192.168.3.0/24 J—o Destination 0.0.0.0/0
@ e Diagnostics »Gig0/1 (outsido): Next Hop IP of ethl
eth3 ethl

Secure Firewall Threat Defense Virtual /314 X D EE 5%

Secure Firewall Threat Defense Virtual /5 A DG HIZIZRD 2 DDA a VA BIRTEX F
KR

Secure Firewall Management Center

DT NNA AR ER L TS84, 7213 Threat Defense T Al SN 5. X 0 M7 HkE

RIEEMH L7-WEA IR, fLAIA A D Device Manager M 1X7> V) {Z Management Center % {1 F L
TT A AEHRELET,

| B

E®  Device Manager & Management Center D[] /7 % ffi [} L C Threat Defense 7 /3 A& EH T2 2

LIXTEEHA, Vo7t A Device Manager DA BB ZANCT D &, v — D VEBR A )
{2 L C, Management Center Z {92 L 9 IZEF B A % E L7V R Y . Management Center %
fifi FH L C Threat Defense 7 /3 A& BT 25 Z 13 T&72< 72 £9, —J. Threat Defense

7 /3A A % Management Center (25 §%3 % & | Device Manager DA 2 AR — REH Y — & A (31
72 £,
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I Google Cloud Platform ~ () Threat Defense Virtual 0 &R

Secure Firewall Device Manager .

FE BIfE. VA 2|T0d Device Manager D% 7E % Management Center (2173 547 > a L iddH v F
Hh, TOWMHERETT, ThreatDefense 7 /31 AFIZHRET HDEHD X A 75BN T DT
DT EEBELTIIEIN,

Secure Firewall Device Manager

Device Manager |34 > R— Fd~1r—Y v TT,

Device Manager | —? Threat Defense 7 /34 A |ZH#H S 4172 Web X—2ADFREA » H—7 =
A AT¥, DeviceManager TiE, /MRy N —27 Tt —OICHEH SN Y 7 vy =T
DFEABEREA R E T E T, F/2. ZHUELZE < ® Threat Defense 7 /31 A% & e K2 %
T — 27 &S 2 7o OB BT A ADY X =T X T 5 Z &N, BT
NAZFIIROENTIDT AA 2 ZeF Yy MU —7 DIDITRICHREI SN TVE T,

)

() Device Manager % % 7"— k9% Threat Defense 7 /31 AD U A MIDOWTIE,
Firewall Device Manager Configuration Guide] #Z M L T 72X\,

[Cisco Secure

VPC v 0 —9 DERL

Threat Defense Virtual D EBRIZ1%, Threat Defense Virtualz BT 5HIIZ 4 2DOFRy T —F %
VERN T DM EBENRNHY £9, 2y hY—Z 3RO EEBY TT,

EHYT Xy OEE VPC,
W VPC E13BW 7 % v K,

« WEBY 7 %~ F OEL VPC,

< SERY T R v kDAL VPC,

X 5T, Threat Defense Virtual Zi@iRT 2 N7 7 4 v 7 7 —%FaT5 L9V — T —7
NEGCP 77 AT UA—NA— L ERELET, V= T —TNET7AT UF—ILb—)b
I%. Threat Defense Virtual F{RIZERE I TS SO LTI > TWET, BI#ETH Ky b
U — 7 EBEREIIG U T, GCPV— b T —T N e T 7 A T U — Vb= VAT £, 7

A K& LT, GCP @ Threat Defense Virtual D%~ hU—27 hRa P of] Z2ZR L TL FE
AN

AFvF1 GCP 2>/ —/ T, [VPC %y kT—% (VPC networks) | &R L, [VPC v kT—Y DERL (Create
VPC Network) 1| %27V w27 LET,

ATv T2 [8&E] (Name) | 7 1 —/L KIZ, FFEDL4RIZ AN LE T,
AT9 73 73y MEKE—RT, [FAHX L (Custom) |27V v LET,
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
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B o7 7or—nn—norm

ATvT4
ATy TH

ATvT6

ATy T17
ATvT8

HLWH TRy FTIRET (Name) | 7 1 —/L R, BEDLARTEZ AN LET,

[thig (Region) | ke vy 7 X o U A Rpvn, JREICHE Lo kA SR L ET, 4 DOXy hT—7 13T
RCEALY =Y a v NICHDILERDH D 7,

[IP7 KL A%iPH (IP address range) | 7 4 —/V R C, JAIOF v T —27 DY 7 x> k% CIDR
(10.10.0.0/24 72 &) TASHLET,

ZOMTRTOREFT 74V DOEET, [ERK (Create) | 227V v 27 LET,

AT v 1 —TEZEVELT, BYD3IDSDVPC *v bV —7 Z1EK L £,

T27A4AT7 94— ILIL—ILDERK

&

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy T1
ATvT8

Threat Defense Virtual 4 > A% ADQRBHPIC, FHA X —T 2 A ADT 7 A4 T U —)LL—
Nz LEJ (Management Center & ¢ SSH 35 X O SFTunnel 3#8{5 #5773 572%) , GCP ~
O Threat Defense Virtual @ & (284 ~—) ZZMR L T Z 3V, BHEIZS T T, A, 4+
., BLOBWA L X —T A ADT 7 AT T A— NNV —VEERTHZ L TEET,

GCP =Y —/L T, [®#v bT—F 24 (Networking) ]>[VPC &y kT—% (VPCnetwork) 1>[Z7 74
T oA—IL (Firewall) 1Z&IRL, [Z7A4T24+—ILIL—I)LDERL (CreateFirewallRule) 1 %7 U v 7
L\i‘a—O

[&BT (Name) | 7 4 —/V RIZ, 77 AT U4 —b— D)0 dWARTIZ A LET (-
vpc-asiasouth-inside-fwrule)

[y kT—%2 (Network) | Ky X URA NS, 77A T U4 —Wb—LEERT5H VPC X v b
U— 7 ORI BRI L ET (f : ftdv-south-inside)

[2—4 v kb (Targets) | RrRy X T VR NNML, 7747 U4 —/Wb—) VIZHEHAIRER ATV a v &

BIRLET Bl [RY FT—ORHDITRTDA V> RE 2R (Allinstancesin the network) 1) .

EfETT IPEEF (SourcelPRanges) | 7 4 —/L NI, BB IP 7 KL AD#iPA% CIDR XU CA ST L ET
(# : 0.0.0.0/0) .

FTT7 4w 7iE, TRHDOIP T FLAFHHNOEEITLH D DR SNET,

[FA k3aJL&R— b+ (Protocolsand ports) ] N T, [HEEShf-TA ka)L&R— b (Specified protocols

and ports) ] Z IR L £,

X2V T 4 —EBEMLET,

[fER% (Create) ]2V 27 LET,

GCP ~ ) Threat Defense Virtual @) EBd

PLFOFRNEIZHES T, GCP~—4 v h 7 LA AL X415 Cisco Firepower NGFW (AR 7 7
A7 v x—)b (NGFWv) Z{#H L T Threat Defense Virtual £ > A ¥ A& R CT& £9°,
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ATv T
ATy T2
ATy T3

ATvT4

GCP ~ () Threat Defense Virtual ® FE & .

GCPayvy—pica A4 LET,
FTEF = a3 AZa—0 >[X—4 vy b TLA4R (Marketplace) 127V v 7 LE7,

~—7 > N7 LA AT ICisco Firepower NGFW AL~ 7 1 7 & +—/L (NGFWv)  (Cisco Firepower NGFW
virtual firewall NGFWv)) | ##%E LT, ®HE2BNLET,

[fERk (Launch) 1227V v 27 LET,

a)
b)
c)

d)

2)

[EBFA4 (Deploymentname) ]: A L A X L AD—EDARIZIEE L E T,

[V —> (Zone) ] : Threat Defense Virtualz BB 35 ' — L 28R L £ 7,

[ 2B 47 (Machinetype) ] : GCP~ Y > XA 7DHHR—K (276 2—) [ZHESWTIELWW~ Y
VAL TERFIRLUET,

[SSH ¥— (SSHkey) | (AT 3 >) :SSH X —XT MNHAMRF—ZAEY T F9,

F—XT X, GCP WRGFTIHAF—L, 22—V —NEEFETIWES—T7 7 A LV THEELINET, =
NHEE—FEIHHATEE, AV AX U RIERIZER TEET, XTI A U AX 2 A~DOERIC
VB o B0, HTBEAOBFTIRFE L T E &0,

ZDAVARZRALT VAT DD T a Y e/ NEKD SSH ¥ —%FFF[ 507 0y 7T 50k
B L F7, Google K& = A} [Allowing or blocking project-wide public SSH keys from a Linux instance.]
EHRLTIEEN,

[BE)R V)T (Startupscript) | : A AX U AREETH7-CNCHEML SN X A7 2F( T3 57
12, Threat Defense Virtual f & A X  ZADEIA 7 V7 M #/ERKT&E £,

Wiz, [BEIRY ) T+ (Startup script) | 7« —/L RiZa B — L CTAEY 1T 5 day0 ol 2~ L £
R

{

"AdminPassword": "Cisco@123123",
"Hostname": "ftdv-gcp",

"DNS1": "8.8.8.8",
"FirewallMode": "routed",
"IPv4Mode": "dhcp",
"ManageLocally": "No"

}

Evk FAT= T —%Pi<ITiE. ISONRRGEY — /L& L C DayO Rl &2 MiREd 2 M D D 9,

!
O

[Ry FT—U 14258 —T 4R (Networkinterfaces) | : 1) &EHE, 2) W, 3) WNEB. 4) AMERDOA >
B —Tx A AERELET,

GE) AVAR AR LTI, A VAR LRI,V E—T =2 AEBINTXEHA, K
WY e A B —T = A AERTA VAZ ABER LTS EE, AV AX U ARFIBRL,
WA B —T = A AER CHEER T 2 LERNH Y £77,

1 [#vy F7—2% (Network) | Ka vy 7 &7 U & b, [VPCnetwork (VPC %> h 7 —7) ]
(vpc-asiasouth-mgmt 72 &) 2 @R L £ 5,

2. [4MERIP (External IP) | ey X o U A D, @ity a v 28R ET,

BHA L H—T A AZIE, IMBIP B 7 = A 7 L~ (External IP to Ephemeral) | % 38R L &
T NEBLOSMNEA v 4 —7 = A ATIE, ZHUIA 7> a T,
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https://console.cloud.google.com/
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys

Google Cloud Platform ~® Threat Defense Virtual 0 & fd |
. 5488 IP % {3 L 1= Threat Defense Virtual 1 > X 2 > X ~DEHE

3. [52T (Done) 127U > 7 L%,

hy [Z7A794—)L (Firewall) |: 77 A7 U4 —A—LZ@EHALET,

A E—RY LD TCPR— 2D ST 490 %#ATSH (SSH 7V EX) (Allow TCP
port 22 traffic from the Internet (SSH access)) | &= v 7R v 7 A% A2 LT, SSH Z#Frl L £
R

(A E—RY DD HTTPSD 5714 vV %85A[ 3% (FMC access) (Allow HTTPStraffic
from theInternet (FMC access)) | 7= v 7 /R v 7 A% 4 12 LT, Management Centeris J OV B
KRT SA AN HIFIAID SSL K H{LiEfE T+ &/ (SFTunnel) Z#fEA L CTHETEHLHICLE
R

i) [# (More) |27 Vv 7 LCbt=a—%EHL, [IPEE (IPForwarding) |23 [# > (On) JIZERE S
NTWBZ EEMERLET,
ATy 75 [JEE (Deploy) 127V v 27 LET,
GE) EERERE, VY — AR MR Y, SEIERFERICL TR 7, IHERZETTS
FTIZT~8mmAZEendHY £, IHHLIZFEI LAV T 7Z&W, Flrds L, 775
AT AEHIRLT, OO EIRITNERLZ2NWZ ERH D 7,

RDZRY

GCP =2V — /LD [VM A A X A (VMinstance) | X—I b A VAKX v ADFEM % R
LET, AV AZ L AZEIEBIUORGET 272DONEIP 7 RLA SNFIP T RL A, BX
VOay bur—ARNRRINET, WETLIHEF. A AZ U RAEFITIUERH Y £,

S ERIP Z{E B L 7= Threat Defense Virtual 1 > X &% 2 A A
D ik

Threat Defense Virtual-f A Z 2 AZ1%, NERIP AR IP BV Y CHvE T, S IP &4l
FH L CThreat Defense Virtual f o~ A X L AT 7B ATEET,

ATYF1 GCPary Y —1 T, [AVEa—T4 Y5 ITPY (ComputeEngine) 1>[VM 4 > A3 VX (VM ingances) ]
IR LT,

AT w72 ThreatDefense Virtual D L AX LV A4 % 7 ) v 73 5L [VMA U RAZADEEHM (VM ingancedetails) ]
N=UNHEET,

ATy T3 [ (Details) | # 7T, [SSH] 74—V RO Ry X A=a—%7 ) v 7 LET,

ATY T4 [SSH] Fry T H T A=a—nb, HOF T g U ERIRLET,

YR D J5 1% % | L T Threat Defense Virtualf > A # o A\ T& £97,
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SSH % {3 L 7= Threat Defense Virtual £ > X 2 > A ~DIEfE .

« ZDMDSSHYZ 747 v MEITY— RN—F ¢ Y — b FEHIZ DWW T, Google R¥F =2 A h D
[ Connecting using third-party tools] Z &ML T 72 &0,

SSH % {# A L 7= Threat Defense Virtual 1 > X 3 > A ANk

UNIX A& A )LD AT L6 Threat Defense Virtual 1 > A X A28 512X, SSH #1{#
HLTA v RAZ R4 LET,

ATV TN WOaxy FEfHALT, 77 A VOHREREL, BRTETR 7 7 A VEGARND K I LET,
$ chmod 400 <private key>
ZZ7T.
<private key> &, 77 ERTHA L AZ L ACEEMNT ONIWEF—2EZLT 7 A VDT NIRAL
AHITY,
RTYT2 AL AZ AT 78 AT 2ITIE, KO SSH 2~ Fafifl LET,
$ ssh —-i <private_key> <username>@<public-ip-address>

<private key>lI, 77 BRTHA L AZ AT ONTZMEXF—2EZLT 7 A NVDTNIRR L
ZEITT,
<username> I%. Threat Defense Virtual A > A% » AD—H —4 T9,

<public-ip-address> X, TV —IANLEELIEA VAX L ADIP T KL ATT,

D) F7ILay—)LE{ERA L 1= Threat Defense Virtual
VRB U RAANDER

ATYF1 GCPar Y —)C, [AVEa—T4 Y5 ITPY (ComputeEngine) 1>[VM 4 > XA VX (VM ingances) ]
IR E7,

AT T2 ThreatDefense Virtual DA V' AX L 24 %7 Vv 7 35E [VMA U RA2 U ADFHM (VM ingancedetails) ]
R—=UNRHEET,
ATy 73 [## (Details) | # 7 T, [PUTILarY—IL~DERK (Connecttoserialconsole) |27 U v 27 LET,

PR OWTIE, Google RF =2 XL hod [ U T baryy—)LEDRDEDY | 28R LT EEN,
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https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
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. Gcloud % {#F L 7= Threat Defense Virtual £ > X 2 & X ~DEfk

Gcloud Z{# FH L 7= Threat Defense Virtual f > X &2 2 XA
D

ATy T

ATy T2

ATvT73
ATvT4

GCP=2» Y/ —)LC, [AYEa—T42J TP (ComputeEngine) |>[VM A VX4 X (VMingances) ]
IR E7,

Threat Defense Virtual DA > A X L A %7 ) v 7 35L, [VMA VA BZ U ZADEM (VM instancedetails) ]
NR=UNRHE LT,

[#0 (Details) 1| # 7' C, [SSH] 74—V RO Ku v FE I A=a—% 27U v LET,

[gcloud I > K& KR (View gcloud command) ]>[Cloud Shell ©34T (RuninCloud Shell) 127 U v 7
LET,

[Cloud Shell] #—=XF /T 4 > RURHE LT, FEMIC OV TIE, Google ¥ = A hd Tgcloud 2~
R4 — O] | BL Tgcloud compute ssh] Z#Z L T 72 &0,

GCP _E @ Threat Defense Virtual [v] (7@ Auto Scale ¥/ !) 1 —
=

RO TIL, AutoScale Y U 22— 3 D3 K—x > kH GCP @ Threat Defense Virtual T &
DX D NTHERET 20T OV TREFI L £ 77,

Auto Scale V') 22— 3 >[ZDULVT

Threat Defense Virtual Auto Scale for GCP [, GCP |2 X » CTHREEENHZ YV — =L A A T TR
NZ 27 Fx (777 RHERE, = — FNZ % Pub/Sub, A LV AZ AT )L—TF 7 ) ZFIH
L= /eh— =L ZEANTT,

Threat Defense Virtual Auto Scale for GCP 3 A D L7285 8IT kD & B0 TT,
» GCP Deployment Manager D7 > 7' L — F &_X—R b LTzE A,
« CPUMEHISRAQR BIZESL AT =Y T A M) w7 ZHR— |,
» Threat Defense Virtual BB & ~ /L F o HMEY — o DR — |,
« Threat Defense Virtual O H @8 kds L ORERARER 2 VA8 — |,

o

RIZHIMLEINTZHRTE A —/T U b &7z Threat Defense Virtual 1 > A % AIZH
1 A

&
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https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh

I Google Cloud Platform ~ () Threat Defense Virtual 0 &R
Auto Scale DH A K541 L HIHEIE .

eNATRY >—, T7EARY —, BLOUL— % BEIAYIZ Threat Defense Virtual (2 1
)EHO

e — RANZ Y e L FRI MY — O R — b,
s >~ k7 4 — AT Management Center Virtual % 74— k,

e VAOaTIX, BAEZRGFHITT AH7-DIT, AutoScalefor GCP DIE A/ 77— &AL LT
7,

Auto Scale D HA K54 > L &HIFNEIE
o IPv4 72 BT R— SN ET,

e 7 AL A :BYOL DA ZYHR—F L TWET, PAYG 74 B A XV HR— RSN TWE
A,

« TNA ABRET T —ldn JICRRSNEE A,

s PIR— R EINDT A AOTKENL 25 TT, ZiLiE. Management Center Virtual f > A ¥
YAD ERTT,

4 ODAUHE =T 2 A ADT TS L —  OIREPHBESNTNET, N zZ—T 3 VBNl
AT, SO TF L — NEEETALERSH Y £,

o A — T U MR ZENET A~V RRAZ U NAL FZ ATy T ay B A Y Rigy
A= RFENTWERHA,

e ATV 2 — )V R—ZADATr—Y U TIFYR— IR THERA,
s A VFHRIZESS HERA A —) U 3R — SN TWEREA,

C AT A VAT =TT MR AV AZ RO K0 b Z BRI 58
AMdH Y 975, Management Center Virtual T Threat Defense Virtual f > A & > A DX gk
BRI GRIZNAR 1 DT OFITEINET,

o Afr—)bA VIRIZ300 R OB KL A VRSV £9, NLA R & LB I T
B TRETHILLTXET,

M T — RANT Y, ISR TWAET UL — Mk o TR ENET, B — AT
VY DONRTY w7 IPDODNS AR D AX A X BHZ L TEER A,

o 22— —iF, BEFEOA LT TARNT I TF X HEADOY L KA v TFET/VHE ST D HHE
NV £9,

P AT Y RBEGRY A Y DT B AR LT T — ORI OV T, 2
TA FERED 1 7 & 5T L T 2S00,

NAT, TA R N—TIfMENT-EXF =2 T 4 R) v—, BLOFIL— M, HL
HERG STz BEUIRET 285 7 7 A VZEA S hvE T,
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Google Cloud Platform ~® Threat Defense Virtual 0 & fd |
. Auto Scale D& A i

« VU 2—3 3 & Threat Defense Virtual (257 L CHERI$ 5854, Management Center
Virtual (T — 2 1 DOBEKER L TE 207z, BRI RS 2D £4, A7 —
VT T BT XK o THEL D Threat Defense Virtual f > A X AN BINEN5S &, B
FEL 7 4, BUE, T TORER L BRI L CEITShE T,

« HEh R 77—V > 7 % BAth3 S HilZ. Management Center Virtual T7 /3 A 7 )L—=7"_ NAT
=, BROR Y NI =247V =2 FNAFRT 20ENH Y £7, ILBF L ELBIP
E, YV a—varyZERBELTOLOMEHATELZ Z LICEELTLESY, Lo
T, X377 V=7 FaERL, EEOIP 2B LERICAHT V=7 haEHTE
7

Auto Scale D& A 5

Threat Defense Virtual Auto Scale for GCP iZ. Threat Defense Virtual f > A % > A 7 )L —7 % GCP
DOANFRE— KNZ % (ILB) & GCP DA r— F/NF % (ELB) ORNZELE S 2 /K1)
OHENA =V TV ) a—2 3 TT,

*ELBiX, /1 ¥ =Ry "DEDNT T 4 v T &AL AL AT L—F N Threat Defense
Virtual A > A X R EEE3, FD%., Threat Defense Virtual 237 7Y 7 —3 3 >
WChT 7 4w BEEELE T,

CILBIX, 77UV —vav oD =Xy NNT T4 T oA AR AT N—THN
@ Threat Defense Virtual A > A & > A58 S¥£4, D%, Threat Defense Virtual 731
VH—Fy M T T 4 v EEEELET,

e Ry NU—I X0y "B, H—OER TS (WS LU ou— KANT ¥ %@l
THZLIEHD EFHEA,

o Z/r— )Lt v KNINO Threat Defense Virtual £ A % A DL, ARSI HESWTHE)
HINZ A —) VT RBIOEREINET,
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42: Threat Defense Virtual BB XA 7 — )LD 1— R —R

Instance
Management PRE— Group
Center Manager
Instance Group Instances P -
(1GM ) . -
s -
Threat defense .........vveeiueeeieeeeiseeieeeee » -
virtual : : -
para——— Inside Subnet e
Subret 1 : inside outside g = "
R : Threat :
esource
+| defense = i
< virtual 1 | ol
& > <+
Application :
: " .
Suboet: 2 Outbound : e am : Inbound
Resource —‘ Initiated flows : : Initiated flows
Routed to ILB § _— 3 Load Balanced
o inside outside
il 8 = . —  Threat L =
Application sl T P defense e ¢ ELB =
Subnet 3 - : ¢ - -
< H »| virtual 2 & —
Resource < :
mgmtl dmz
Application
SubnetN
Resoure —{
inside outside
Threat
defense
> . <& >
P virtual N [¥ >
< > <
<
memt dmz
Flows that are initiated from inside toward internet: Flows that are initiated from outside toward backend resources:
-Inside subnets route internet traffic to ILB -Threat defense virtuals are the backend pool for ELB
-Threat defense virtual — Source NAT internet bound flows so they can NAT to public IP of -Threat defense virtual — Source NAT internet bound flows so packets return to same threat
each threat defense virtual defense virtual
-Threat defense virtual — NAT probe packets back to threat defense virtual management -Threat defense virtual — NAT probe packets back to threat defense virtual management

Inbound traffic (Internet->ELB->Threat defense virtual->Application)

Outbound traffic (Application->ILB->Threat defense virtual->Internet)

ZD KF 2 A b TlL, Threat Defense Virtual Auto Scale for GCP Y UV ==—3> 3 > O —_— 1
Ay R—3 b & BT DO IOV T L E,

o

X3 GEAZBMGT HRENC, R¥a X &R EBFAL TE S0,
 HAZBMGT DRI, AHERFZMIZ L TWD 2 & 2EE L ET,

¢« ZIZICHHEIESNTW A TIEE FATNEFICHE > TWVD I L 2R LET,

> >

~ ] ~ N I >
BANY =D oO—F
Threat Defense Virtual Auto Scale for GCP {%. GCP |2 X » TSN BV —NR"—L 2 A T TR

N7 Fx (VT RiRE. vw— FNT % Pub/Sub, A Y RZ VAT N—T 72 E) &R
L 7= GCP Deployment Manager D7 > 7' L — b _X— 2 DE AT,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K (1x\—23>13) ||
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. Auto Scale V') 21— 3> @aVR—3 k

Threat Defense Virtual Auto Scale for GCP Y VU = — g VOREENIVNER 7 7 A NV E X T 10—
R L %9, 3%24% 5 Threat Defense Virtual /S— a VDR A Z ) F T 7L — ME
GitHub U ARY FUMNB AFTE ET,

-

ZFB  AutoScale HOVAIRMHOBARXR I VT FRBIOT T L— NI, A—TF L —2DHE L

TSN TE Y, #BH D CiscoTAC AR — FOFEHNTIII A= NRNZ LIZEELTL
77X,

AutoScale V') 21— 3> Oarvik—x2 b

Threat Defense Virtual Auto Scale for GCP YV = —> g U d, RO R—3 2 N THERENT
I/ \ \i —a—o

BARHR—Tv

A 27— R & LTV, RIEFTREZR BB 2 9447 L £ 77, Google Cloud Deployment Manager

TiE. YAMLZERA LT, 77V —va VICRBERTXTO Y V=22 ESEATHE
TEET, 2, Jinja2 77 b— AR L TR Z XT A —2 b L, — a7 AN
THEA LEHRARAWECTZ L TEET,

c UY—REERTDODME T 7 ANVEERLET, VY —RAEERT 57 a8 A%#0 KL
FITTHL T, —HLEKREZGEL ZENTEET, FHMICOWVTIE,
https://cloud.google.com/deployment-manager/docs & 2 L T 72 &1,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/gcp
https://cloud.google.com/deployment-manager/docs
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AutoScale V) 21— 3vDaviR—+r k .

B3 BAIXER—UvEa—

& autoscale-cicd-ftdv-deployment W DELETE Overview - autoscale-cicd-ftdv-deployment

(] autoscale cicd ftdv-deployment has been deployed Demoyment pfOpel'tIES

ID 6509426199080067142
Created On 2021-10-11 (21:26:25)
B Overview - autoscale-cicd-ftdv-deployment
Manifest Name manifest-1633967785070
w [ Autoscale_Parameters ftdv_template jinja Config View
cicd-pransm-ftdv-instance-template vm instance template Imports ftdv_template.jinja
B cicd-pransm-ftdv-instance-group Layout View
compute.v1.regioninstanceGroupManager Expanded Config View

B cicd-pransm-ftdv-autoscaler compute.v1 regionAutoscaler

B cicd-pransm-ftdv-backend-service-elb

compute.v1.regionBackendService

B} cicd-pransm-ftdv-hc-elb compute.vi.regionHealthChecks
B cicd-pransm-ftdv-fr-elb forwarding rule

B cicd-pransm-ftdv-elb-ip address

B cicd-pransm-ftdv-backend-service-ilb
compute.v1.regionBackendService

B cicd-pransm-ftdv-he-ilb compute.vi.healthCheck

B cicd-pransm-ftdv-fr-ilb forwarding rule

B cicd-pransm-ftdv-ilb-ip address

B cicd-pransm-nat-router router

GCPDIFX—D R A VR VR TI—T

VA=Y NA L RZ AT N—=T MIG) &, EELIEA Y AZ AT T L= e AT Vg
YDAT = R MERICIESNT, HYR—Y FA U AZ U ZaFR LET, FEICONT
IZ. https://cloud.google.com/compute/docs/instance-groups & 2 L T < 72 &\,

B 4M: 4RI DRTIL—TOEE

Stateless Batch Stateful
serving Workload application

Autohealing i @
High availability Regional {multi-zone) —- @ @

- Load balancing —
Scalability —L
Autoscaling — @ @
Safe updates  ———— Auto-updating — Managed Instance Group
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LU, EEOHEAREZFLT HX 7y MEHR L L E4, KIZ, ZOFREMEHL
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AZBIMTH20ERH L0 (RT7—LT UK~ W LET,

«H=7y MRV L LR vy (VM) A Y RAZ R EO LUV THERFT 5
MERLET, 72éziE CPUMHRIZESNWTAS =V 7256, #—7 > MM
KLV ETWRICRET DL, A= FAT—=F3RESNIA P AZ AT N—TTT5%
ikm%hmﬁwamﬁ%+%ﬁ%ti¢o%xbvyawﬁ%$v&wﬁ\5@%7—
Vo7 RY =SSN TIEIFIMRINET, FHMICONTEL,
https://cloud.google.com/compute/docs/autoscalerz Z L T < 7230,

Target
utilization
metrics

HTTP load
Average CPU balancing
utilization serving
capacity,

Cloud
Maonitaring
metrics

Y—nN—LRY 57 Figae
SSH/RA T — ROEE, < F3— % D% E. Management Center Virtual ~® Threat Defense Vlrtual

DXk, Management Center Virtual 7> 5 Threat Defense Virtual DX §RARER7 2 & DX 2 7|
H—s— 1L 2D Google Cloud #EREA i L £,

« A — L7 7 MHIZHT LU Threat Defense Virtual 4 & AF LV ANA LV AZ AT —T|Z
BEnfa, SSH AR T — ROET, v F— 3 ¥ D% E. Management Center Virtual
~@ Threat Defense Virtual ™ %$$%, Management Center Virtual 7> & Threat Defense Virtual ™
BIIRERIR EDZ AT ZFATT HDMERH Y £,

« 7T 0 RHREIX, AT —AT U T2 T RONRTY v 7 /3T Wy 7 &2
LThRIUH—ENET, /2. AT —NT U MEFOA L AX L ZBMEHD 7 4 V42 %1
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[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)


https://cloud.google.com/compute/docs/autoscaler

Google Cloud Platform ~® Threat Defense Virtual 0 & fd

AutoScale V') 21— 3 @A VR—R b .

9770 FEREEFERALE-Y—N\—LRAD T 1 U XEFRER

« A=A UIRFDA AL AHIBRHNIT, Threat Defense Virtual f > A% U A b7 A &
v ADXER % fEFR L. Management Center Virtual 7> © Threat Defense Virtual D%k % fif b9

LMENRH Y £,

c VT RKEEEIX. VT T RONRT Y /T R I ENLT RN H—&NET, BT
HIER 7 0t 2ZHoWTIE, A7 — A VBEDA VA ABIBERO 7 4 V2 iz -0

T RHY ET,

e T REEREMN MU A —&E 5 & HIBR%E: @ Threat Defense Virtual 1 > A % A2 SSH

THEHIL, TA B AREMIRO =~ FEFATLET,

Auto Scale V1) 21— 3 U DHE
X 45: Auto Scale V) ') 2. —3 3 VDR

a
—-_eﬂ

i
{
!
!
!
!
|
|

ELB
1
1
1
1
. 2  Triggers Scale-Out function when CPU
GCP Inst: Grouph ) o utilization exceeds threshold value Ser;erllesg S;ale-gut and
(Auto scaling Enabled) cale-in Functions

Scale-in / Scale-Out

Manage threat defense virtual
configuration by using the
management center

Apply the threat defense virtual config
configured in management center
Log management

Runs in Google Cloud Functions
environment

Add/Delete management
center virtual (via REST API) |

_—
Add/Delete NAT rules, ‘\

M- ¢

. Center
|

routes, and so on (via
REST API)
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Auto Scale V') 11— 3 U DRHESH

GCP 1)V —XR

GCP 7O z4 b+

DOV a—arDTRTOaryR—xr M RBET LI, BEEAIIEHLER ST
FuY s NIRRT,

VPC Yy kT—%

450 VPC WERFREMER SN TWA Z L2 LE T, AutoScale BB TIZ, *v hU—7
U Y —2ADER, EE, FEEHIFITOILEE A

BEfFOY 73y NU—ZIZMAT, 2873y NU—Z7 ZHH L TEHVPC Ry NU—2|Z
FLWVPC a7 ZEERLET, 777 FEREIZVPC 227 X 2 LT, 774 X—F
IP 7 K L AT Threat Defense Virtual (27 7 & A L £,

Threat Defense Virtual IZ1Z 4 DD Ry NU—07 f U H—T = f ANKERT=0, (KEXy hU—
TR D 4 DOV T 3w RPNLEETY,

T T4
cWNES T T 4w Y
EMNT T 4V

LI

Firewall

VPCHEEEFFAIL, EFM%ETa—7 8 T57 747 U4 —b— )L EAERT D LEN B
nDET,

WER, FMER. BE, BRXORWA =T =AM ZAPIZ4DOD T 7 A T U —Ab— L PLEET
T, Flo, EFWETF =y 7 70 —TE2HFATL57 7 AT VA — AV EAER L ET,

ERHF =y 7 7u—TDIP T RLAZKRD LEY TT,
* 35.191.0.0/16
* 130.211.0.0/22
* 209.85.152.0/22
* 209.85.204.0/22

DeploymentManager 7 > 7' L — N CRIEM END 7 7 A 7T U+ — NV Z TIZEET D HERH
D ET,
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6ep 5 pigae v r—oomE [

YT Xy BRI TWA Xy NT—7 X2 T 4 J—7T, IROF— b MLE
NHET,
«SSH (TCP/22) : m— K/NZ L Threat Defense Virtual [ O 1E w7 0 — 712 MHE T,
H—N— L AHEHE & Threat Defense Virtual fi] O @{E M4BT,
T r—varvEFEOTa halEiIR— b 2=V =T 7Y r— g VNIHETT
(TCP/80 72 &)

GCP 7 o) FH#EE/N v T — D DIEE

Threat Defense Virtual GCP Auto Scale ' U = —3 3 > ClE, EfMERDO ZIP X 74— Tr 5
7 N AR T2 2007 — A T 7 7 A NVEERTILERH Y £,

e ftdv_scalein.zip

e ftdv_scaleout.zip
ftdv scalein.zip BEX W ftdv scaleout.zip /Ny 7 — Y DOEEFIEIT OV TIL, Auto
Scale DIEAFIHEZ SR L T ZE 0,

RIS, BEDHX AT 2FITTHT-OICHREZRR VM L TR Y | JHEHEIESCH LW U —X
DY R—=FDTEDITHEISN U TCT v 7L — R T&E £,

ARINTG A=A

WORIZ, T T L— M NFGA—ZEBIWMEZRLET, EXTA—FDOEERDIZEH, GCP
7'm ¥ =7 MZ GCP Deployment Manager & FEBR 2% & &2, £/37 A —& Zffi[f] L T Threat
Defense Virtual 7 /31 2 Z/ETE 7,

R28B:TFoTL— RS A—4

INTA—H FERTE5ME/24 7 |5 )Y —RDERE AT
resourceNamePrefix Y2l FTRTOY V—21%, | FHIER New)
ZOTVT 4T A%
ERARTCIERL S L E
75
1] : demo-test
region GCP CHAR—hENT|Fav=r MR
WAENR Y —Car b —Ta 4,
[String] 5] : us-centrall
serviceAccountMailld | 3z5%1] [ Email 1d] Y —ERT T N
BT A =T KL
X0
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INSA—H %

ERAT=51ME/247

B

JY—RDERE AT

vpcConnectorName

pa2 7l

Y=L R &
VPC * v hU—7 D
N7 4w T AT
B axy X ORI,

i

demo-test-vpc-connector

adminPassword

P2

Threat Defense Virtual
A UAHE L ADHHIR
AT — R, £ TIZON
T A—=FIZ
IewFtdPasswordSecret |
WCEBINET,

bucketName

pa2l

777 RHEED ZIP
N lr—V%7T o
o— K95 GCP A b
L=y h D4
Allo

5] = demo-test-bkt

coolDownPeriodSec

=R AT —FPRHL
WAV REANDTE
WMONSEZ BT 5 F
TR D

] 30

cpuUtilizationTarget

10 #%4 (0,1]

A — N A —T =D
FTa0EmRHHA
AH AT =T ND
VM D) CPU fifi
R,

1 :0.5
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NS A—H %

ERAT=5ME/247

B

JY—RDERE AT

deployUsingExternal [P

7 — UE

Threat Defense Virtual
DOEHIZ AT Y v 7 1P
7 RV AZVAIZT D
MNEIMEREL
R

5] : true

true [ZFXE S AL TN D
%A . Threat Defense
Virtual {2/ %7 U v 7
IP7 RLANMET
9, false [ZFRE 41T
WHEE, N7 U v
IP7 RLRIIMESDD
FH A,

diagFirewallRule

pa2l

BT AT U —Ib
JL— VD4 il
)

cisco-ftdv-diag-firewall-rule

diagSubnetworkName

pall

2w xy D4
ﬁleo
i

cisco-ftdv-diag-subnet

diagVpcName

P2

ZWr VPC D4,
1

custom-ftdv-diag-vpc

elbFePorts

ELB 7 7 A b A —H
F v haR—k,

1 : 80,22

elbIpProtocol

padl

iS5 ELBIP 7
a k=,

5] : TCP

elbPort

B

ELB i"— &5,
1 : 80

elbPortName

Pl

ELB R— k D4 Hil,
i : tep
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INSA—H %

ERAT=51ME/247

B

JY—RDERE AT

elbPortRange

B

ELB ~"— k O#ilH,
5] = 80-80

elbProtocol

pa=ll

i &2 ELB 7’1
=2

5] : TCP

elbProtocolName

Pl

ELB 7'u h 2/LD4
ﬁﬁo

% : TCP

elbTimeoutSec

FPHAAZ D ELB & A A
7 NERERE,

B 5

elbUnhealthyThreshold

NIVAF v I ARG
[E14 D L & M,

22,

fmcIP

pal

Management Center @
IP7 FLA

% : 10.61.1.2

fimcPasswordSecret &t
L\ FtdPasswordSecret

Pl

B Eni=v—7 1y
~ D44,

fmcUsername

pa2l

Management Center
Virtual O —4—4

ftdvChecklIntervalSec

~NIVATF o 7 DfHE
BF%O

] = 300

ftdvHealthCheckPort

ki

Threat Defense Virtual
D~NIVAT =y 7D
A— FEE,

5] = 22

fidvHealthCheckProtocolName

pa

ASIVATF o 7 I
B kaji,

| : TCP
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NS A—=5% ERATE=5ME/247 |H5HA )Y —ZDERE AT

ftdvPassword ==l Threat Defense Virtual
DINAT — R,

ftdvTimeoutSec ek Threat Defense Virtual
LD Z A LT T b
51 - 300

ftdvUnhealthy Threshold | #%& 35 ANIVAF 1 T AREHE
%D L& UM,
i : 3

grpID preEl Management Center C
ER S NT=T A AT

JL— T D H,

1 : auto-group

healthCheckFirewallRule | 5z =7-%1| NVAF 7 T a—
7O 1P FiPHNN D D3
Ty NI L7 7
AT T F— ) )— )LD
i,

1)
custom-fidv-hc-firewall-rule

healthCheckFirewallRuleName | < =7-%1] VAT vy T a— | B
7O 1P FPHNN D D3
Ty hETFETLY 7
AT T F—Lb—LD
Z 7,
i

demo-test-health-allow-all

ilbChecklIntervalSec FFh ILB##ix T = v 79
5 FEﬁ BF?‘]O

%l 10

ilbDrainingTimeoutSec | #¥5 B RLA DX AN
70 NREfE

5] = 60

ilbPort R ILB R — &=,
51 = 80
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INSA—H %

ERAT=51ME/247

B

JY—RDERE AT

ilbProtocol

pa2 7l

fFEHENDILBY 2 b

L,

5] : TCP

ilbProtocolName

pa2l

ILB 7’2 k2/v4,
% - TCP

ilbTimeoutSec

ILB % A 57 7 RN
EiR

5

ilbUnhealthyThreshold

B

NIVATF =y I G
[EI3 D L& VM,

B3

insideFirewallRule

pa=ll

WNEZ 74T 74—
JL— IV D4R,

i

custom-ftdv-in-firewall-rule

insideFirewallRuleName

pal

WNES VPC TOi@E %
FATAE 7 AT
% g — L — LD H
Z

]

demo-test-inside-allowall

BETF

insideGwName

padl

WEST— b o = A DA
ﬁﬁo

5] : inside-gateway

insideSecZone

pa2

Nt x2 )T 4 —
“/O)%_H\-ILJ‘O

51 : inside-zone

insideSubnetworkName

LFS

W7 % > D4
GIR
i

custom-ftdv-inside-subnet

insideVPCName

padl

¥R VPC D4 R,

5] : demo-test-inside

PETF
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INT A=A FERTESME/247 |5 JY—ZADEREZ AT
insideVPCSubnet 5 WEH 7y k0% (B

ﬁﬁo

1)

demo-test-inside-subnet
licenseCAPS peEl| HFHTAHITA B AD

EAi]

%1 : BASE,

MALWARE, URL
Filter, THREAT

v AT SCFH Threat Defense Virtual
VM D~ 2 AT,

%1 : nl-standard-4

maxFTDCount LSy A AR AT N—T
THFA] & 415 Threat
Defense Virtual 1 > A

B A DR RKE,
%3
maxFTDReplicas EiiS HEhR A —V 7o

JL—"N® Threat
Defense Virtual - > A
B ADF R,

il = 2,

mgmtFirewallRule el BTy AT U x—)L
Jb— L DA,

i
cisco-fidv-mgmt-firewall-rule

mgmtFirewallRuleName | 554 fEI VPC TOE(E R
AT 7 AT
U =L =L DL
7

B

demo-test-mgmt-allowall
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NS A—B % ERATE=5ME/247 |H5HA )Y —ZDERE AT
mgmtSubnetworkName | 3274 BT Ry D4

(i

B

custom-ftdv-mgmt-subnet

mgmtVPCName = T VPC D4,

5] : demo-test-mgmt

mgmtVPCSubnet pasl BEHY TRy ND4
ﬁILJ‘O
) -

demo-test-mgmt-subnt

minFTDCount R EEDOWEETA VAR
VAT N—T Tl AT
HE7¢ Threat Defense
Virtual D/ > A HZ
VA

5l 1

minFTDReplicas EiiS HEhWR 7 —V 7
JL—"7"WN® Threat
Defense Virtual 1 > A
B AD N,

] = 2,

natID SCFH BRACKRT D85 T
Management Center %

BRI D & EITHER
—E (@ NAT ID,

outsideFirewallRule pezil WET 7 AT 7 g —)b
JL— IV DA FiT,

il

cisco-ftdv-out-firewall-rule

outsideFirewallRuleName | < 5% SER VPC TOEfE %
AT 57747
74— =)L D HF
7\‘0

fil

demo-test-outside-allowall
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NS A—B% ERATESME/247 |HHA )Y —RADERZ AT
outsideGwName =l HWER— N7 = A DA
Al

i : outside-gateway

outsideSecZone TFH| S aT 4 —
NERZ AT

5 : outside-zone

outsideSubnetworkName | 552 %1 AT Ry h D4
Ailo
B

custom-ftdv-outside-subnet

outsideVPCName Vel ANEB VPC D4,

5] : demo-test-outside

outsideVPCSubnet CFH AT Ry D4
Al
i
demo-test-outside-subnt
policylD pe=l ACL 7R Y ¥ —0D4i i,
publicKey LT Threat Defense Virtual

VM @ SSH % —,

sourcelmageURL S| Savxe NTHEHAT
% Threat Defense
Virtual A A —3 D
URL,
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INTGA—=5% ERATE=5ME/247 |H5HA )Y —ZDERE AT

sshUsingExternal [P 7 — LAl Google FEREIZ J. > T3
TV IPT KL A
ETFTAR—=FIPT
KL 2D ES 6 MEH
SNDDERE L F
R

1 : true

true IZEXE S LTV D
Y. Google HhEIL <
TYw 7 IPT RLA
EHALET, falsell
RESNTWDHEEA,
Google FEREIZ T 7 A
N—hFIPT L RA%
BEHLET,

Auto Scale V') 21— 3 VD ERH

ATV Tl Gt VAP ) EZa—h L7 3 ZER L £,

git clone git url -b branch name

RTwF2 geloud CLI T%7» h&EERLET,

gsutil mb -c nearline gs://bucket name

GE) VAT BIA A R =L Z TV D Google Cloud Shell ¥ 7213 Google Cloud SDK T, Z D F
IEDEE D gsutil 721X gdoud =2~ > REEITLET,

ATv T3 Zip BROEME Sy r— U EER L ET,
a) ftdv scaleout BLV ftdv scalein 7+ /AFnb, LLTFOT 7 A VTR S5 Zip EXDE
Mg > r—VBAER L E T,
* main.py
* basic_functions.py
 fmc_functions.py

* requirements.txt
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GE) W IP 7 R L A &3 5851%, mainpy 7 7 A /L C ssh_ip =
response] ‘networ kI nterfaces’] [2] [‘networkIP’] 2~ R&EH L EJ, 1P 7 KL A
ZHEHT 5561, ssh_ip =response]‘networkinterfaces’] [2] [*accessConfigs’] [0] [‘natI P’]
a< 2 REANLET, £72. 2O TII2 0LV — MBS E T, #rL—
&3 5121%, fmc.create static_network_route (vm_name, ‘outside’, ‘any_ipv4’,
os.getenv(“OUTSIDE_GW_NAME”), metric=1) ¥ & U* fmc.create_static_network_route
(vm_name, ‘inside’, ‘any_ipv4’, os.getenv(“INSIDE_GW_NAME”), metric=2) =2~ > K& f#
HLET,

b) Zip BERXDEME/ Ny I — Y DARITE ftdv_scaleout.zip BL W ftdv _scalein.zip ICERE LE
R

GH) TANEIRNEBE L CERT L7 7 AV E2H2 Y v 7 L, [JEME7 —H 47 (compress |
archive) ] #3425 &, GCP NFtA LD zip BMERK SV E T,

RTv T4 Zip BXOIEME/ S r— (ftdv_scaleout.zip BL U ftdv scalein.zip) #2777V R=F 4 4
DU —J AR—=RLT v 7r—RKLET,

ATv TS5 LIFDO7 7 A /L% Deployment Manager D7 > /'L — "7 T 7 KT 4 X DT —J AR—R|IT v
r—RLET,

* ftdv_predeployment.yaml
* ftdv_predeployment.jinja
o ftdv_parameters.yaml

« ftdv_template.jinja

RATvT6  Zip BROIEMi S r—V %Ny FA ML —VIZat—LET,
®* gsutil cp ftdv scaleout.zip gs://bucket name

® gsutil cp ftdv scalein.zip gs://bucket name

RFw T ONE. ANES. EER. BWIA L X —T = A AFHD VPC EH TRy FEIERLET,
BHLVPC TIX, 28V 7 x> b (#:10.8.2.0/28) NHLE T,

ATy T8 WHER, M. BHL, WA X —T 2 A AHITAODT 7 A T U=V BNMETT, Fio, EW
WF 2w 7 T —TEHFNTET 7 AT U —IL— LN TT,

AT w79 Secret Manager GUI 2 L C, kD 25D —7 L v h&/ER L £, https://console.cloud.google.com/
security/secret-manager Z 2 L T 7231,

* fmc-password

* ftdv-new-password

ATYT10 VPC a7 ZEMER L ET,

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>
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1

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28

Create request issued for: [demo-vpc-connector]

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.

Created connector [demo-vpc-connector].

RT9ITN TV YT IPERATEDONRT Y v 75D K 7F v b7 % —AIZ Management Center Virtual % JEBH L
9, KTV v 757 K 7T v b7+ —AIZ Management Center Virtual % &R 32 HFIEOFEMIC
DWW TiX, [Cisco Firepower Management Center Virtual Getting Started Guidel]| ZZM L T 72 &0,

GE) Management Center Virtual Z & L7z A LV AZ VA TAT v 712706 16 #FATLE T,

AT w712 Management Center Virtual £ > A % > A : fmcpassword > —7 L MIRFEINTWAHHED LR L/RA T —
K%Z{#H LT, Management Center Virtual C=— —restapi Z{Ek L £7°, sEic >\ TiE, [=—H—]
LR TLLIEIN,

AT w713 Management Center Virtual f > AX VA« TNRA AT N—T T/ Aaryrp—/L K — BLY
T 7 ARV EER L ET, FEMICOWTIE, [T AT =T D) . TEARNRT 7k
Zaryha—LRY T —DER] . BEO 77823 ha—L—LOERBIORE] 238 L
TLTEEN,

AT 714 Management Center Virtual £ > A A LLFOA 7 V=7 b %AE L £ 7, Management Center Virtual
THAT V=7 FlBRT D EDOHEMICONTIE, 47 V=7 MR 22 L TEE0,

* ELB-IP

* ILB-IP

* Application-IP

« ~VAF w7 O 1P FIFH (4)

e XA X5 —X% (Metadata)

object network hcl

subnet 35.191.0.0 255.255.0.0
object network metadata

host 169.254.169.254
object network ilb-ip

host 10.52.1.218
object network hc2

subnet 130.211.0.0 255.255.252.0
object network elb-ip

host 34.85.214.40
object network hc3

subnet 209.85.152.0 255.255.252.0
object network hcéd

subnet 209.85.204.0 255.255.252.0
object network inside-linux

host 10.52.1.217
object network outside-gateway

host <>
object network inside-gateway

host <>
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I Google Cloud Platform ~ () Threat Defense Virtual 0 &R
Auto Scale V') 1 —3 3 VD REF .

AT w715 Management Center Virtual f > AX LA : ¥ X a2 U T 4V —2 (L X =T ARAFT V=7 b)) ZBIER
L%, [Creating Security Zone and Interface Group Objects] &R L TL7ZE W,

* inside-security-zone

* outside-security-zone

A7 716 Management Center Virtual f > A ¥ > A : NAT AR U 3 — & NAT L— VL &2ERR L £3, sV T,
Network Address Translation] ZZM L T 7ZE 0,

nat (inside,outside) source dynamic hcl interface destination static ilb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (inside,outside) source dynamic hc2 interface destination static ilb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (inside,outside) source dynamic any interface

nat (outside,inside) source dynamic hcl interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc2 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc3 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc4 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic any interface destination static elb-ip inside-linux

Source Destination P - L
4 Direction Type Interface Interface (S)nglna\ 8r|q|na| ) (S)ngl.nal ';ranslatcd Erangatr;d ';ran#mcd Options
Objects Objects ources estinations ervices ources estinations ervices
o X D... inside-zone outside-zone B hel B ilb-ip Criginel Interface B metadata Sriginel Dnsfalse W
2 X D inside-zone outside-zone B hc2 B ilb-ip Originel Interface By metadata Originel Dnsfalse W
C 3 X D... inside-zone outside-zone  Eg any-ipvd Interface Dns:false ’u
. X D..  outside-zone inside-zone B hel R elb-ip Original Interface R metadata Original Drsifaise £ W
s X D outside-zone inside-zone g hc2 £ elb-ip Origina) Interface By metadata Originy Dnsfalse W
6 X D... outside-zone  inside-zone b he3 B elb-ip Sriginal Interface By metadata ez Dnsfalse W
7 X D..  ousidezone insidezone B hce & elb-ip Original Interface Ry metadata Original Drsifalse LW
| 8 X D... outside-zone inside-zone g any-ipv4 g elb-ip Interface By inside-linux Dnsifalse /W

AT v P11 EARFTE & O Threat Defense Virtual Auto Scale 3 A @ Jinja 7 7 A /L & YAML 7 7 A VD8 T A — X %
BHLET,

a) ftdv predeployment.yaml 7 7 A /V&EHE, IRONTA—ZEFTHLET,
* resourceNamePr efix: <resourceNamePrefix>
* region: <region>
* serviceAccountMailld: <serviceAccountMailld>
« vpcConnector Name: <VPC-Connector-Name>
* bucketName: <bucketName>
 fmcl P : <Management Center-IP-address>
* reglD : <registration-ID>

* natlD : <unique-NAT-ID>

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v T HA K ()v—3213) .
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* grpl D : <device-group-name>
* policyl D : <acl-policy-name>
* licenseCAPS : <licenses>
« fmcPasswor dSecret : <Management Center-password>
» newFtdPasswor dSecret : <new-Threat Defense Virtual-password>
» fmcUsername : <username>
« ftdvPassword : <password>
+ outsideGwName : <outside-gateway-name>
* insideGwName : <inside-gateway-name>
* outsideSecZone : <outside-security-zone>
* insideSecZone : <inside-security-zone>
 sshUsingExternall P : <true/false>
b) ftdv predeployment.jinja” 7 A /LiX, ftdv_predeployment.yaml 7 7 A /LN H/NT A —
Z a2z £

¢) ftdv parameters.yaml 77 A NEHE, LITONRT A= ZHHLET,
VPC and Firewall Parameters

« mgmtVpcName : <mgmt-vpc-name>

« diagVpcName : <diagnostic-vpc-name>

+ outsideVpcName : <outside-vpc-name>

+ insideVpcName : <inside-vpc-name>

» mgmtSubnetwor kName : <mgmt-subnet-name>

« diagSubnetwor kName : <diagnostic-subnet-name>
+ outsideSubnetwor kName : <outside-subnet-name>
+ insideSubnetwor kName : <inside-subnet-name>

» mgmtFirewallRule : <mgmt-firewall-rule>

« diagFirewallRule : <diagnostic-firewall-rule>

« outsideFirewallRule : <outside-firewall-rule>

» insideFirewallRule : <inside-firewall-rule>

* healthCheckFirewallRule : <healthcheck-firewall-rule>

« adminPassword : <initial-Threat Defense Virtual-password>
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« deployUsingExternall P : <true/false>
Instance Template parameters
» machineType : <machine-type>
* sourcel mageURL : <source-image-URL>
FTDv Health Check
« ftdvHealthCheckPort : <port-number>
« ftdvChecklntervalSec : <interval-in-seconds>
« ftdvTimeoutSec : <timeout-in-seconds>
« ftdvHealthCheck ProtocolName : <protocol-name>
« ftdvUnhealthyThreshold : <threshold-count>
FTDv Autoscaler
« cpuUtilizationTarget : <percentage-in-decimals (51 : 0.7) >
« coolDownPeriodSec : <cooldown-period-in-seconds>
* minFTDReplicas : <min-number-of-FTDv-instances>
» maxFTDReplicas : <max-number-of-FTDv-instances>
ELB Services
* elbPort : <port-number>
« elbPortName : <port-name>
« elbProtocol : <protocol-name>
+ elbTimeoutSec : <timeout-in-seconds>
« elbProtocolName : <protocol-name>
 elbUnhealthyThreshold : <threshold-number-for-failed-health-checks>
« elblpProtocol : <IP-Protocol>
+ elbPortRange : <port-range>
* elbFePorts : <fast-ethernet-ports>

ILB Services

* ilbProtocol: <protocol-name>
« ilbDrainingTimeoutSec: <timeout-in-seconds>

* ilbPort: <port-number>

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K (1x\—23>13) ||
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ATv 718

ATy 719

ATy T2

ilbCheckl nterval Sec: <interval-in seconds>
« iIbTimeoutSec : <timeout-in-seconds>

* ilbProtocolName : <protocol-name>

ilbUnhealthyThreshold : <threshold-number-for-failed-health-checks>

GH) Threat Defense Virtual Auto Scale D357, cpuUtilizationTarget: 0.5 /37 A —Z D3GR E S 4
Thh, REJSUTRETEET, ZOEIX, 93T Threat Defense Virtual 1 A ¥
Y AT N—TD CPUMMEN 50% ThHoHZ LamLET,

d) ftdv template.jinja 7 7 A /UL, ftdv parameters.yaml 7 7 A /W H/NT A —F 25T HL
DET,

HOHTD YAML #R% 2 BB L £,

gcloud deployment-manager deployments create <pre-deployment-name>
--config ftdv predeployment.yaml

1

gcloud deployment-manager deployments create demo-predeployment
--config ftdv_predeployment.yaml

The fingerprint of the deployment is b'9NOyOgsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c]...done.
Create operation operation-1624383045917-5¢c55e266e596d-4979c5b6-66d1025¢

completed successfully

Threat Defense Virtual Auto Scale @ BEBRR & 7ER% L £,

gcloud deployment-manager deployments create <deployment-name>
--config ftdv parameters.yaml

1 -

gcloud deployment-manager deployments create demo-asav-autoscale

--config ftdv parameters.yaml

The fingerprint of the deployment is b'l1JCQi7I1-1aWOY7vOLzalg=="

Waiting for create [operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafl6]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafl6

completed successfully.

WEST SV r—a b Ay H—Fy MOy FEIRET S ILB O — M EER L7,

gcloud beta compute routes create <ilb-route-name>
--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule-name> --next-hop-ilb-region=<region>

1 -

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside
--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall

Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global
/routes/demo-1ilb].
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4

Auto Scale A< v 4

oA — M AT —F1I, ¥—47 v FCPUBEHRLNLVE, ALV AKX AT L—TNO—TEH
R 722 T _TCTO vCPU O ED—F & L THRWET,

« BEFVCPU O PIER RN S — 7y MERREZBA DL, A= b A7 —=FIZL>TVMA
VAR ANBIMENFE T, BFFvCPU OEBFEHRNZ —F v MEHR LD IRV
B A=A =TI AE L AEHIBRLUET,

s ZIX, 075X =7y MERERTETHE, A—FAT—FJIIA VAZ AT )—
THNDOFTRTD vCPU OEREFARE 75% (CHERFT 2 L o RS nE 7,

c A=V 7 ORETIE, CPUMMRA NI v 7 OHBBPHEHESNET,

cZpuTy it u— RRT U RF T O Threat Defense Virtual (235558 2 5512458 L
X9 &L, EHLTTXTD Threat Defense Virtual 2355 1cn— K& 5 L0 9 BIIRICE
SWTUWET,

Auto Scale DAX 5 & TF/N\v 5

FRTEBIZT0 KEOa ZI1ILUTD LB T,
« AT —NT U NMEREDO T 7
K 46: R —ILT 0 hgRED O S

Function execution started

saaanwar-new-ftdv-scaleout-action  1p58rbbtmlww

FTDv Name: saaanwar-new-ftdv-instance-vxtc IP for Login: 10.4.2.217

saaanwar-new-ftdv-scaleout-action  1p58rbbtmlww

saaanwar-new-ftdv-scaleout-action ~ 1p58rbbtmlww First run of function

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww Trying to Login to FTDv

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Policies deployed on cisco-ftdv-vxtc

saaanwar-new-ftdv-scaleout-action  1p58z4quils5d Response body(rest_get): {"links":{"self":"https://34.86.149.90/ap

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Configuration is deployed, health status in TG needs to be checked

Deployable devices:{'links': {'self': 'https://34.86.149.90/api/fmc

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d

Function execution took 346329 ms, finished with status: 'ok'

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d

RO Rr—LT 7 MERED 1 7 TlE. Function execution started & Function execution
took 346329 ms, finish with status: ‘ok’ x> kU X, #REw 7 OBMG LK T 22N Thor
LCWET, #EIO¥EEEFFT. ThreatDefense Virtual ~D 1 7' A > R Y S —0D R L,
L OBNEZ BT 2 & b TEET,

o« Ar—) A UHERED B T
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saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Function execution started

saaanwar-new-ftdv-scalein-action  9d572q7v16f4

Deregistration of FTDv: cisco-ftdv-vxtc

saaanwar-new-ftdv-scalein-action  9d572q7v16f4

Getting a new authToken

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 = Response Status Code(rest_get): 200
saaanwar-new-ftdv-scalein-action  9d572q7vi6f4 = Response body(rest_get): {"links":{"self":"https://34.86.149.9(
saaanwar-new-ftdv-scalein-action  9d572q7v16f4 = |Deregistration Successful of cisco-ftdv-vxtc
saaanwar-new-ftdv-scalein-action  9d572q7v16f4 = |Function execution took 50852 ms, finished with status: 'ok'

bR AR —LT 7 MERED 1 7 ClE, Function execution started & Function execution
took 50852 ms, finish with status: ‘ok” ®=> k UL, #EEn 7 OBth LK T 22N iuR
LTWET, BEMEERT 7 ADOBR, BEMRRO AT —2 2 B LWGERE h—727 D1
Frp L, toOBEZ BT b TEET,

AutoScale D FS TN a—F a4

k12 . Threat Defense Virtual Auto Scale for GCP D—#xi2=o —>F U F L F Ny o vk
R LET,

emain.py BEOMER : Zip Rw Fr—VURT 7 A VOIEDLIER I TND Z & &
RBLET, 77U FEREICBHI L CT7 7 ALY ) — 2R TEET, 74V EBH->TiE

WITEH A,

T U7 L— NORERTOTT— . <> NOTRTO/RT XA —2{E) Jinja & YAML TA
NENTWDZ EZ2MERLET, Foid, FUEBANBIAEIET 208 ) 0 & iEgs L E
R

Google P9%47° Threat Defense Virtual I[ZE[ETE 720y : VPC 2217 Z BMERLSNLTED |
YAML /X7 A =47 7 A )L TR CARIPIRE SN TS Z L 2B LET,

Threat Defense Virtual = SSH #5555 ICFHARIC R : AT — L BT — DT RIEL W
L EHRLET,

FORE =27 UREONB RV ¢ 2 — 7 Ly kD Management Center Virtual /XA U — K73 1E
LWZ & Z2Ed LETS

* Threat Defense Virtual DE# & N7 7 4 v 7 ORE : 77 A T U 4 —/LL—L & )L— MZ
FIREN 72N 2B L ET,

» F#)C Threat Defense Virtual (212 7 A > CER2 W HTLVWSATU—RAEFEHL WD 0%E
MR LET, A7 — T MEREICL Y IHRRAT— RIIEBEINET,

* Management Center Virtual |27 /31 R & % §k T Z 72\ : Threat Defense Virtual 7% Management
Center Virtual 2> HEZE A BE T o 5 & s L £ 3, Threat Defense Virtual & Management
Center Virtual DA > X —T = A ANFE CY T Hy NNICGHFEET HHLERH Y £,
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 REF SN T2 BEHEIZ L W ILB & Threat Defense Virtual [0/ — 7 3B SN B 720, EEME
T —TERPBAB IS E CPUMHAERSEL 2V 9, &V CPUMHAEREZ TIF 51
. koOWTnrOA T a rEERATEET,

473 3 > 1 : Management Center Virtual C7 — % A V¥ —7 = 4 A& MH L, EFET
H—7DNAT V=V aRE LT, T—H A =T oA AN LET, T—4 A
H—T A AL NAT DFMZONTIE, [/ F =T = ZOME| & Xy FT—2
T RURAZH) 2B TIIZEN,

FT7 a2 IEEMEY v —7 O NAT /L—/L % Management Center Virtual 7> 53 H L 7=
% . Threat Defense Virtual D 2> Y — v iza 74 L., clearconn =2~ > R&HEHLEI,
I 52BN T ERRELTWDEEIL. custer execclear conn 2~ > FAHH L E9,

Threat Defense Virtual ® = > Y —/L"Cshowcpu 2~ > R&FEH LT, CPUMFHEEZMAL
i‘g—c
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html

Google Cloud Platform ~® Threat Defense Virtual 0 & fd |
B rvoscaen 5Ly a—500y
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Cisco HyperFlex ~ @) Threat Defense Virtual
D ER

ZOETIL, vCenter r—/"—F (XA X RT7 1 ESXi AR A k@ Cisco HyperFlex (Z Threat
Defense Virtual % G322 BROFNEIZ DWW TRHA L £77,

« Secure Firewall Threat Defense Virtual & HyperFlex OFI| 4G (317 =X—2)

TV RY—x Y FOFIE (318 ~—)

» Threat Defense Virtual 35 X OY HyperFlex O3 A7 LAZAff: (319 ~<—)

s Threat Defense Virtual 35 X OY HyperFlex OlIRFIH & A KT A 2 (322 X—)

« Secure Firewall Threat Defense Virtual 7 /34 A DEL L (326 ~—)

« Cisco HyperFlex D A2 T (327 ~—2)

« vSphere vCenter Server |- Cisco Hyperflex ~~® Threat Defense Virtual D B (327 ~<—)
 CLI %1 f§ L 7= Threat Defense Virtual D& v F 7 v/ (331 _X—)

« VX VR T L—AOHEME (332 3—)

N TTNYa—=T 4T (333 N—=0)

Secure Firewall Threat Defense Virtual & HyperFlex @ ¥ FH
EaLG

Cisco Secure Firewall Threat Defense Virtual (IHF: Firepower Threat Defense Virtual) 1%, Cisco
Secure Firewall BERE 2 SUABLERBEIC & 726 L7, WHRE, RERE, 7 7 U FREE2EKL
WLTC, 77 FEIC—EMOH X2 T 4R o—2FEB L, V—rn— K4
A—hLET,

HyperFlex ¥ A7 LlE, HHPLGHTHHPLT TV r—a iinA/N"—ar "=V =z
A 4t LU F 9, Cisco Unified Computing System (Cisco UCS) 7 7 / 1 ¥—% i 2 5 HyperFlex
I%. Ciscolntersight 7 7 7 N#EH 77 > b7 4 —ALZ@ U CTEEH SN, GTaflbT 7y 7Y 7r—
varbkT—REBNIYR—L, a7 TSR E—hbTy Y ELTAT Y v I T
U NETOEM % fift L, DevOps FIEAHEE L TREMEZ SO Z LN TE £,
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Cisco HyperFlex ~ Threat Defense Virtual DB |
B -orv-—zorozE

Z O TIL, CiscoHyperFlex B2 N IZ351F % Threat Defense Virtual DFEEEIZ DWW TR L £ 97,
BERED Y AR — h, VAT LB A RTA4 v, GIRFEHREZRY FFET, £, 20
ClX Threat Defense Virtual #EH 45720 DOA 7> 3 O THM LET, SALZRFHIET
HANZ, BHA T a VAL T Z ENEETT, Secure Firewall Management Center ([H
B Firepower Management Center) & 7213 Secure Firewall Device Manager (IHFF Firepower Device
Manager) % {# /]l L C ThreatDefense Virtual Z & #i L O CE £7, TOMOEHRAF 7 =
CYEERTESEbHY T,

ITVRFY—IVFDFIR

WD 7 v —F v — K, Cisco HyperFlex (Z Threat Defense Virtual % &R DU —27 7 1o —

ZRLTOVET,
R oo 229 %
( ) ( ) ( ) ( )
. b/ (2) 3 4)
ngs;nload t_r:Te trlm\jlat Review the Customize the R:.V'.e: tankc)j cIllck
HyperFlex etense virual | ——35 OVFtemplate ——  deployment —_ IR oegn
OVF template file inf i configiration deployment of the
from Cisco.com G AL 9 OVF template
A 1
Ki ) Manage
Management threatl defense
Center or virtual
Device by using
Manager management center or

device manager

T—9AR—R | FIE

"1 N HyperFlex vSphere vCenter Server |- @ Cisco Hyperflex ~~® Threat Defense Virtual
S’ DR : Cisco.com 7> 5 Threat Defense Virtual ® VIOVF 7 > 7" L —
N7 7ANEZET ru— RLET,

2 HyperFlex vSphere vCenter Server |- ® Cisco Hyperflex -~ Threat Defense Virtual
DIERH : OVF 7> 7 L — MERE MR L £ 7,

3 HyperFlex vSphere vCenter Server | Cisco Hyperflex -~ Threat Defense Virtual
DRER « RBARELEZ I AZ <A XA LET,

4 HyperFlex vSphere vCenter Server _I @ Cisco Hyperflex ~~® Threat Defense Virtual
DR FRINDIEFRICHZE L THEGE LE T, [T (Finish) ]
#7 Vw27 LT, OVF 77 L— hORERMZBBL ET,
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| Cisco HyperFlex ~ Threat Defense Virtual 0 &
Threat Defense Virtual & & Uf HyperFlex ® & X 7 LE# .

D=0 AR—R | F&

(g) |Management Center | Threat Defense Virtual D& £ :
| £721% Device

Manager * Secure Firewall Management Center % fii /| L 7= Secure Firewall

Threat Defense Virtual % ¥

* Secure Firewall Device Manager % fi ] L 7= Secure Firewall Threat
Defense Virtual % B

Threat Defense Virtual # & U* HyperFlex D 2 X 7 L& 4

N—23ay

XA —TrnN=Tay FNARN—T 3>
Device Manager 7.0 Threat Defense 7.0

Management Center 7.0

Threat Defense Virtual /A 73— /3o FDOH R — MIBIT 2 BHFEHRIC OV T, [Cisco
Firepower Compatibility Guide] ZZH L T 7230y,

Threat Defense Virtual A €!), T4 RIDHA 2T, XU vCPU

Threat Defense Virtual DE AR I NABEEDNN— R =713, AT LA L RAE L AHO
AT L > THEZ Y F9°, Threat Defense Virtual DA > A X R ZiE, —— ETO
BN Y —2E) ST (A EURE, CPUL. BIOT 4 ZA 7 FE) DULETT,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html

. Threat Defense Virtual 5 & Uf HyperFlex @ 2 X 7 LE

Cisco HyperFlex ~ Threat Defense Virtual DB |

RIE

fEe

INT F—v v ARG

N—23 27008

Threat Defense Virtual (%, ¥ AZERIZ SV TR D A)L—
7 b LoUL & VPN R 2 TR 2 37 g —< o A
Mo A4 A% R—FLTWET,

« FTDv5 4vCPU/8GB (100 Mbps)
« FTDv10 4vCPU/8GB (1 Gbps)

« FTDv20 4vCPU/8GB (3 Gbps)

« FTDv30 8vCPU/16GB (5 Gbps)
« FTDv50 12vCPU/24GB (10 Gbps)

« FTDv100 16vCPU/32GB (16 Gbps)

Threat Defense Virtual /31 2D T A ¥ o A ZFET 254D
HA K7 A4 NZ20 T, [Firepower Management Center =
Y7 4F¥alb—ar A R] O [Firepower ¥ A7 LD Z
AR OEZZBLTIEIN,

GE) VvCPU/ A E Y ODfEZZEE T 5121, &I Threat

Defense Virtual 7 /3 ADEFRE A4 7123 D 0E
NHYET,

A RL—=

T4 A7 ROBRICHESE £,

L TuEYa=r I OT 4 A7 VA XX 4824 GB T
KR

vNIC

Threat Defense Virtual (ZIROFARTR > 8T —20 T X7 %4
A—FLTWET,

*« VMXNETS3 : VMware | ® Threat Defense Virtual Ti, 1K
FTNA ZABAERLT D & &2, T 7 4 /L h A VMXNET3
AV B =Tz R0 FE L, LaNE, 7740 M
el000 TL7z, (7.1 LIK) vmxnet3 R T A N, H&HID
A=Y Ry VT X T2 EERIHEALET, 2&HOT X
TEIIRMBEHTT, (7.0 LLAD)

VMXNET3 R AN E, 2 00FHA X —T = A{ A%
FRLET, IO 2OOA =V %y N THETHIF, B
BALE—T 2 A R L TRETDHLENRDHD ET, 1D
X7 A ZEBEBREHT, b9 1 DIFRH T,
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Threat Defense Virtual & & Uf HyperFlex ® & X 7 LE# .

Threat Defense Virtual 5 1 7> X
* Management Center *HEX 2V 7 4 h—ERADTXTOTA B AEKEZHEL LT,

« TA B ADEBRFEDOFEMINZOWTIL,  [Firepower Management Center 2> 7 ¥ = L —
var HA K] ® [Firepower VAT LDT7 AL A BT EEN,

HyperFlex HX > ) —XDERFE LV SR 42

BE H5R%

HX220c 2> /X"—Y K /) — R T Ty alTARE

e /N3 )= RITARE (T—HN—A
VDI, VSI)

HX240c 2>/ N"— K /) — R T T v ald T ALY

e /N3 ) — KI5 R%Z (VSL: T/Biz 77
UVir—ay, 7N

HX220C &= (VDI, VSI. ROBO) e NAT Uy RITTAH
HX240C (VDI. VSI. 7 A NBA%) /N3 ) —RITRHE
B200 + C240/C220 aLv¥a—T 47 R R 77 Y /DI

HyperFlex HX > U —XADE AL T 3 >
ATV Yy RTTAR
7T ald T AL
* HyperFlex HX = v ¥
*SED F 747
*NVME ¥ v v ¥ =
* GPU
HyperFlex HX 7 7 7 R&FIf L7z EBLA 7> a 2D\ Tid,  [Cisco HyperFlex v A7 LE%

EHA N @ THyperFlex 7 7 7V v 7 A » Z—ax 7 MR SNz 7 A X DR Ot
7varEZRLTIIEEN,
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http://www.cisco.com/go/firepower-config
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http://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#id_37873
http://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#id_37873

Nutanix ~ Threat Defense Virtual &R |

. Threat Defense Virtual 0COW2 7 7 « JL % Nutanix (7 v 70— K

"BRY E3IE

2 Threat Defense Virtual gqcow2 =7 7 - /L % | Threat Defense Virtual QCOW2 7 7 A /L %
Nutanix Z855(27 v 72— R LEF, |Nutanix (27 v 7 m—F (344 X—7)

3 (A7 ay) B~ ORBEBIC|HBOHDary7 4 Xal—ray 771D
WHINDIHEET — X2 E5T5H 0 | i (345 X—)
HOWKRT 7 A VEHERLET,

4 Threat Defense Virtual % Nutanix B2 | Nutanix <~ Threat Defense Virtual O R (346
EHLET, =)

5 (f£&) Threat Defense Virtual ™%+ k | Threat Defense Virtual & >~ 7 v 7 D58T

7 v 72 Day 0 DRERL T 7 A NV EER | (349 ~—2)
Leho 281, CLIice 7oL
T, By b T v 7 EETLET,

Threat Defense Virtual 0COW2 7 7  JL % Nutanix [Z7 v JAO— K

Threat Defense Virtual 2 Nutanix BBz (2 BB 4 5 121%. Prism Web = .  — /L C Threat Defense
Virtual qeow2 7 4 A7 7 7 AN HA A=V EAERT 20BN H D F7,

1R BRI

Cisco.com 7> % Threat Defense Virtual qcow2 7 4 A7 77 A V& X7 ma— RKLET
(https://software.cisco.com/download/navigator.html)

AT 71 Nutanix Prism Web = >V —/LiZa 71 » LET,

AT T2 WHET A a2 %7 ) v 7 LT [RE (Settings) | X—V&H&ET,

ATY T3 FEONRA U TA A=V DE (Image Configuration) 147 U v 7 LET,
AT w74 [UploadImage]l #7 U v 7 L7,

RTYTE A A=V HEERLET,

1

2.

3.

A A=V D4R AT LET,

[ A= H A7 (ImageType) | KR v 7 H UL U R R, [T 4427 (DISK) ]8R L £,
[A RL—y a7 F (StorageContainer) | KR v 77X 07 U R Npb, BHO a7 FERRLET,
Threat Defense Virtual qcow2 7 4 27 7 7 A )V DGFTZF5E L £ 77,

URL ZHEEL TCWeb Y —R—= 57 7 A Va2 ViR— 5200, V—J AT —2a b 77 A
NET v 7a—RKT5Z L TEET,

[fR1F (Save) 1272 Vw7 LET,
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| Nutanix ~® Threat Defense Virtual 0 & Fd
#0A0av T+ ¥aL—var 771 00%E [

ATYT6 [ A—VORE (Image Configuration) | X—IZH LA A —VURFRINDLETHLET,

FEO0OBDOVI74Fal—23ay IJ7M4ILDERE

Threat Defense Virtual % B3 2 H1IZ, Day 0 DML 7 7 A VA HETEET, ZDO7 7 AL
. AR~ L OBEARHCEN SN OHIRET —F 2G0T F A~ 77 AL TT,

WO EEBEB LTI,
o EARFIZ Day 0 DR 7 7 A WV EEHT 5 &, A7 1 ¥ X T Threat Defense Virtual 7~
TAT AP EE TR TERITTEET,
o ARFIZ Day 0 DFERL 7 7 A VEFEH LaWGaE, BERICV AT AOVEREEZTETE
TARLENDH Y £9°, FEMICOWTIX,  [Threat Defense Virtual D& > 57 v 7 D5 T
(349 NX—) | BB LTLLIES,
WREFRTTDHZENTEET,
eV R a—%— T4 28KHE (EULA) DER,
« VAT LDFRA N,
cEHET AU FOF LWEBE SAT — R,
cBHDT AT U=V E—R, WO T7 7 AT 74—V E—F (Jb—Fv FELITH
SURRT LU M) ZRELET,
1 — 7))L @ Device Manager Z ] L TRAZEHT L TEDOLEIL. 77 AT U+ —/b
E— RIZIL—T v FOAZFRETE EJ, Device Manager ZfEH L THhT7 AT L K
T7ATUF—IVET—RDOA U H—T oA AFTHRETETEHA,
« WP — KN, Secure Firewall Threat Defense Virtual 7 /XA ZADEH I 2 2—) %5
HRLTLZE,

[0 — A /VICE B (ManageLocally) ] % [I3V (Yes) ]IZa%Ed 57>, F721% Management
Center 7  —/L K ([Fmclp]. [FmcRegKey]., ¥ & OF[FmcNatld]) (2158 E AT13 52 &
TEFET, FALTWRWEBRE—RTIX, 74—V REZEOFEFIZLET,

T T IATANEHRR Y NI TEETLIEEFTTLHLR Y U= RIE,

ATYT1 FEDOTHFA T 4 X 2FH LT, SILWT X2 7 7 AV EERR L E7,
ATV T2 ROFUZFT LI, TFARN T 7 A NMTKHEROZEHZ AN LET,
1 -

#Firepower Threat Defense

{

"EULA": "accept",

"Hostname": "ftdv-production",
"AdminPassword": "Adminl23",
"FirewallMode": "routed",
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Nutanix ~ Threat Defense Virtual &R |
. Nutanix ~ @ Threat Defense Virtual O &R

"DNS1M™: "1.1.1.1",

"DNS2": "1.1.1.2",

"DNS3": "M,

"IPv4Mode": "manual",
"IPv4Addr": "10.12.129.44",
"IPv4Mask": "255.255.0.0",
"Ipv4Gw": "10.12.0.1",
"IPv6Mode": "disabled",
"IPv6Addr": "",
"IPv6Mask": "",

"IPv6GW": "',

"FmcIp": "',

"FmcRegKey": "",
"FmcNatId": "",

"ManageLocally":"Yes"

}

GE) HOHOHERT 7 A VORREIL, ISONTBERTH D MENDH D £9, JSON BFEY — /L& L
TT XA RNEMIETHLERH D 9,

ATv 73 77 A% [dayO-configtxt] & L CHRIFLET,

ATFYyT4 25791 ~3%#DIK LT, JERT % Threat Defense Virtual = & IC—E DT 7 + /L MMERK 7 7 A V&2 1E
Jﬁl—/i@qo

Nutanix ~ @ Threat Defense Virtual O EE8

1R BHHIIZ

JE P9 % Threat Defense Virtual DA A —T N [A A — OFE (Image Configuration) ]2— (2
FRINTWDHZ 2R LET,

ATy Nutanix Prism Web =2 Y — a7 4 o LET,
ATYT2 A A=a2—NR—T, R oy 7EZy V2 70w 7L, [VM] Z2IRLET,
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| Nutanix ~® Threat Defense Virtual 0 & Fd
Nutanix ~ @ Threat Defense Virtual O &5 .

Home ; . . O 9 v

Hypervisor Summary Cluster-wide Controller IOPS

AHV
VERSION NUTANIX

202010512

Storage Summary

6.48 TiB free (logical) of 672 T

|
VM Summary

19
VMIS)

cCowo =

ATYT3I VM A vy aR—RT, [VMOIERKL (Create VM) 1227V v 7 LE T,

ATv T84 ROFIEEZFATLET,
1. Threat Defense Virtual A > A % > A DL HiZ A1 L £,
2. WEE|ZJE U T, Threat Defense Virtual f > A X > A D2 AT L £,
3. Threat Defense Virtual £ > A X LV ATHEMAT H XA LY — 2 ZIBIRL E T,

RATYyTE  arvta—7 47O MEANLET,
1. Threat Defense Virtual A > A X > A (ZE ) 24T AE CPU O¥A A LET,
2. FARCPUICHID Y THRENHD AT DRE AN LET,
3. Threat Defense Virtual 1 > A% Z|ZEID HTHAEY D& (GB) # AN LET,

AT w6  Threat Defense Virtual f > A X AITT 4 A7 8k L £,
1. [T 4 A7 (Disks) | C, [HILWT 4+ A7 DiEM (AddNewDisk) %7 U v 27 LET,
2. [#A47 (Type) ] ka7 Xy UKD, [T 4 A7 (DISK) | #®IRLET,

3. [#fF (Operation) | Fr >y 7HX TR NG, [4 A=V —E A0 6% (Clone from Image
Service) | ZI®IN L £7°,

4. [NAZAT (BusType) | K v 7H U A oG, [PCI) £721% [SCSI] 23R L £ 77,
5 [A A—Y (Image) | Kmy XU URRNNL, FHTLHAA—TVERIRLET,
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. Nutanix ~ @ Threat Defense Virtual O E B

ATy 17

ATvT8

ATvT9

ATy 710

ATvIN

6. [EM (Add) 1%227 VU v7 LET,

IR b 4ODERBR Yy hU—F A A —T oA AZRELET,

[(*y hU—2 T X774 (NIC) (Network Adapters (NIC)) ] T, [ LV NIC @3B (Add New NIC) ] %
7Uw 7 L, Fv bU—27ZBRLT, BN (AdD) 1227V v27 LET,

IDOTRRBREHBIIRLT, Xy hI—F A B —T oA AZ I BI2BMLET,

Nutanix =@ Threat Defense Virtual 1Z. &5t TI0OHDA v H—T = A AP HR—FLET (FHEHA X —
TxAAXIH, BWiA L2 —T2AAXIH, T—F "7 747 HAFY NI—F L F—T AR
XEKS8MHE) . 2y bT—I~DA L Z—T A ADENY YL, RONEFETHDZ ERXNETT,

evnicO : HHA X —T = A4 X (WIH)
e vnicl : WA X —T7 A A (WIH)
evnic2 : SN A U F—T = A A (WIH)
evnic3 : WA v X —7 = A A (WIH)

evnicd-9 : T—H A L H—T A A (T a)

Threat Defense Virtual D7 7 4 =T 4 R ) o —ZFE L E 7,

[VMA A RT 7 4 =7 1 (VMHost Affinity) | C. [T 7 4 =7 1 OFE (Set Affinity) %27 U 7 L,
RANEBRL T, [fRfF (Save) 1227 U v 7 LET,

J — RIZEENREA LI2E T Threat Defense Virtual #E{TT&E A L 21235120, 1 DU EDOKR A B
PR LET,

%0 HOMWR T 7 A VA ERFEAOGEIE, ROFIREFEITLET,

1. [AAZLAZ YT (Custom Script) | 28R L £7,

2. [77ANVET v7r—FK (UploadAFile) 127 VU v7 L, %0 B~ 71/ (day0-config.txt)
FIRIRLE 9,

Gx) MOT_XTOHIAZLAT VT N AT a3, 20V ) —2ATIEYR— S TWEHE
Ao

(%1% (Save) 1% 72 U w2 L, ThreatDefense Virtual Z BB L £9, VM7 —7 /L & = —(Z Threat Defense
Virtual £ > AV ANFTRENE T,

VM 7 —7 VB 2—"T, # L VER L7 Threat Defense Virtual £ > A X A& 3R L, [EIFRA > (Power
On) 1227 V27 LET,

RDEZRY

* Day 0 # %~ 7 A /L %4 ] L C Threat Defense Virtual 2% >~ b7 v 7 L7234, RO FIE
TN U ZZEHE— FIC Lo TR I,
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| Nutanix ~® Threat Defense Virtual 0 &
Threat Defense Virtual Dt v F7 v TORT .

o [m—H/WZEE (ManageLocally) ] T\ )\ 2 (No) %I L7-35A1E, Management
Center % {#i ] L C Threat Defense Virtual Z &2 L £9, [Secure F 1rewa11 Management
Center % fifi F§ L 7= Secure Firewall Threat Defense Virtual DEE (371 X—2) | &R
LTL7EENY,

» Threat Defense Virtual D% > k7w 712 Day 0 DR 7 7 A V& Lo T2 861%
CLI|zw 7' A > L. Threat Defense Virtual D&~ N7 v 72 % T LET, ZOIHFICH
VWCiX. Threat Defense Virtual D& v b 7w 7058 T (3492—) ZHMRLTLZEV,

Threat Defense Virtual Dty 7Y TDET

ThreatDefenseVirtual7705/1’7‘/2&’ 1XWebA > F—T A A28, Day0 DIEL 7 7
ANEFERAETICEA LGAICE, CLIZEH L TRET NS AZRET HLERH Y F
7

X T F1 Threat Defense Virtual T2 Y —/ /L& B & £9°,

AT w T2 [firepower 2 7 A > (firepower login) | 7' 17> 7 h T, —%—4 admin & /327 — K Admin123 D7 7 +
WEDT LT TR A LET,

AT 73 ThreatDefense Virtual > AT LANEENT 5 L. By T v 77 4 F— R TU AT LAOREITHLERIRDIEHR
DASIRKD BN ET,

 EHFFAE R O E

T LWEBHE SAT — R

o IPv4 F 7213 IPv6 DHERK

« IPv4 £ 721X IPv6 ® DHCP % &

cEHHAR—PFDOIPVAT FL ALY TRy hv A7 ETXIPV6 T RLRET LT v 7 A
« VAT L

T TFHN I =Ty A

*DNStw F7 >

« HTTP 7'z %

cEBHE— R (m—H VEHNME)

ATYTE By b T v T4 P —RORELZHRLET, T 74/ MEEZIZLIENC AT LTZEN B v I NICFRR S
NET, UBNZAN LT-EEFOEFHHAT 561, Enter L FE T,

ATFYTS T Mo TUVAT ARIEEITWVET,
ATFYT6 AV ARN#ETu P MIREDLE X, RENEFIITONZZ L 2R LET,
2Ty 7T7 CLIZHIUET,
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Nutanix ~® Threat Defense Virtual 0 & |
. Threat Defense Virtual Dt F7 v TDORT

RDBERY
ROFML, FIRUIZEHE— NI Lo TRARY £,

s [R—AN<FX—T ¥ EHZNZT S (Enable Local Manager) | T [\ %2 (No) ] ZiEINL
72356 1%L, Management Center % {#i /] L C Threat Defense Virtual Z& 2 L £7, [Secure
Firewall Management Center % {#i ] L 7= Secure Firewall Threat Defense Virtual D& 28 (371
N=) | EBRLTIES N,

BEA T g L OFERIFEOMEIZ DWW TIL,  [Secure Firewall Threat Defense Virtual 7 /31 &
OEHE Q=) | 2BBRLTIEEN,
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OpenStack ~ @ Threat Defense Virtual M &
£

» OpenStack -~ Threat Defense Virtual D EFHIZ-DV\T (351 X—72)

e RY—xV FOFIH (352 X—)

» Threat Defense Virtual & OpenStack D EIHFESRM: (353 ~L—)

« Threat Defense Virtual 35 X OY OpenStack O WA K7 A > LHfi|[RFIH (354 ~—2)

« OpenStack DA (355 ~—)

» OpenStack =@ Threat Defense Virtual O % > h U —72 bR w Uf] (358 =—)

o JEPAOBEE (358 ~—2)

» OpenStack ~~® Threat Defense Virtual £ A —Y @7 v 7 u— R (359 X—)

* OpenStack & ThreatDefense Virtual D% v N —27 A 75 A N T 7 F v OIERL (360 ~2—
)

* OpenStack ~~® Threat Defense Virtual DJEBH (361 ~=X—3)

OpenStack ~ @ Threat Defense Virtual D BEIZ DLV T

Z DA RTIX, OpenStack Bi$ T Threat Defense Virtual Z B3 2 FIEIZ DWW T L £,
OpenStack [THEEL DA — 7 L IR D/ T Rav Ba—T 4 7 77y N7 4 — AT%
D, 1FEAEDHEEF, =2 —F—DEEY— =MD ) Y —REFIHTEL L 91
Infrastructure-as-a-SerV1ce (laaS) L LCART VI T RETIFTAR—T TR @ﬁﬁﬁ e
B L ET,

ZORETIE, KVMAA SN—= A FEFEH L TRAEY YV —22FH L5, KVMIT, 4L
JEBEISAE (Intel VT 72 &) ZHAH L72x86 /~— R 7 =7 E® Linux [Al 22K AEE Y U = — 3
YT, KVMIZ, a7tk v 7 T A N T 7 Fx gt 20— RAalige h—F V£V 2 —
)V (kvmko) & kvm-intelko 72 D7 vt v HEAGDEY 2 — /L THEK I TWET,

KVM ZH LT, EIEESHTWARWNOS A4 A —VZ2FET L TWAEBORE~ Y v 2 BT T
XFET, FRB~NE, XY NT—2 B—R, T4 AT TT3T 490 TETEZRED
TTANR— N N— R T = TR I TWET,
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B -orv-—zorozE

T NA ZLKVM NA X= 3 FTFTICH AR — T 572, OpenStack 48— M &
T DI DB BN — N =R R A 3D 8 A,

\}

(G£)  OpenStack @ Threat Defense Virtual (X, FEfb SNz~ /F / — REREICA VA F—/LT&FE
_640

ITURY—I2 FDFIR

WD 7 v —F ¥ — hi&, OpenStack |Z Threat Defense Virtual % BT 2DV —7 7 v —%7R

LCTWET,
7 N 7\ N
. ‘\1) Upload the {\%/‘ Create the ‘\;3//‘ Deploy the
threat network threat defense
OpenStack defense infrastructure for virtual on
virtual qgcow2 —  OpenStack& —”  OpenStack by
image to threat defense using heat
OpenStack virtual template file
N\
()
Manage
threat defense
Management i
Center using management
center
D—9XAR—R | FE
1" | OpenStack OpenStack ~® Threat Defense Virtual £ A — D7 v 7w — R .
— Threat Defense Virtual (O A —3"% OpenStack (27 v 71— KL %
R
:/é\= OpenStack OpenStack & Threat Defense Virtual D> U —27 A 75 A T

7 F % OYERK : OpenStack 33 £ Of Threat Defense Virtual D% > k
V=0 AT ITANT I F v 2B LET,

(3) OpenStack OpenStack ~® Threat Defense Virtual @ J&BH : Threat Defense Virtual
) ? Heat 7 > 7L — K~ 7 7 A )L ZAli ] L T, Threat Defense Virtual
% OpenStack (2B L £ 7,

4 |Management Center | Secure Firewall Management Center 4 {f/f] L 7= Secure Firewall Threat
Defense Virtual 0% 8
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I OpenStack ~ @ Threat Defense Virtual O & i
Threat Defense Virtual & OpenStack D ATIRSE 14 .

Threat Defense Virtual & OpenStack D Ai{E 54

» software.cisco.com 7> 5 qcow2 Threat Defense Virtual 4 A — Y 2B L F 97,

» Threat Defense Virtual 1%, 4—7"2 >/ — A ® OpenStack E% & Cisco VIM & HE x4 OpenStack
RECORMAEZYR—FLET,

OpenStack DA KZ A ZHE-> T OpenStack BRFEZ v N7 v 7 LET,
o A —7 YV —AD OpenStack NF¥ = A FEZZML T EEW,

Stein U U — A : https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/
overview.html

Queens U U — A : https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/
overview.html

* Cisco Virtualized Infrastructure Manager (VIM) OpenStack ® R = X > | (Cisco
Virtualized Infrastructure Manager D~ = =7 /L, 343 ~3.45) ZZH LTI EIW,

» Cisco A<— M7 7 b, Cisco Software Central CIE% CT& £,
« Threat Defense Virtual ~®D < A & A} 5.

* Management Center "6 ¥ 2 V7 h—EADTRXRTDOT A B AGEHEZHREL F
R

s TA U AOEBRGIEOFEMIZOWTIL,  [Secure Firewall Management Center Admin
Guide] @ TLicensing] #ZM L T 7ZE 0N,

c AU HE—T oA ADEN: :

o HHEA X —T x4 A (2) :1-D0F Threat Defense Virtual 2 Management Center |Z %
T DD ENET, b 1 DEZMBICEN S, Bl T 7 4 v 712
fEHCTEEEA,

e N A v X —T = A ALHE A > Z—T = A A : Threat Defense Virtual Z PNERD 7= 2
FERTY I A0 B —T A AZEERT DHT=DIHEH L E T,

o BIE/NR
* Threat Defense Virtual (27 7 ¥ AT 570D 7a—T (7 1P,

o P IR— b I TVA Threat Defense Virtual DF/3— g

. /§“—:\)5 :/7.0

« OpenStack DEE(Z-SUN T, OpenStack DE AT (3554—) #BMLTLIIEE W,

» Threat Defense Virtual > A7 A DFEEZOW T, [Cisco Firepower Compatibility] % 2
LTLEEN,
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http://software.cisco.com
https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/overview.html
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://software.cisco.com/
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html

OpenStack ~® Threat Defense Virtual O &R |
. Threat Defense Virtual 35 & Uf OpenStack D44 K54 > L HIREE

Threat Defense Virtual & & U OpenStack D 54 K5 A > &
HIfRSE1E

YR— FEh HHEE
OpenStack |- Threat Defense Virtual Xk DFEREZ AR — ~ L ¥,

«OpenStack BREED AL B o —T 4 7 ) — RTFEITEINTND KVM /A 73— A F D
Threat Defense Virtual o B

* OpenStack CLI

eHeat 7> 7L — F_— X DR

« OpenStack Horizon # v ¥ 2 R —
=Ty RE=F (F7H/N 1)

* IPv6

« 74 A : BYOL DBz ¥R — |

» Management Center % fif /i L 7= Threat Defense Virtual 0% ¥

« FZ A3 VirtlO, VPP, XU SR-IOV

Threat Defense Virtual R X — kS A4 2 AD/IN T+ —< U AR

Threat Defense Virtual I, BEAZEFICESWTER D AL—T v F L~UL L VPN #2651 IR 2 fi¢
T o7 p—~v AT A AP R— L TOET,

3= 30: Threat Defense Virtual #EMR T 5 12E D S 4 & 2 XEEDHIR

NIT+—IRBEE | T/ R4k (3 L— IR RAVPN v < 3 Ul
7 [RAM) iR

FTDvS 4 27/8 GB 100Mbps 50

FTDv10 4 27/8 GB 1Gbps 250

FTDv20 4 17/8 GB 3 Gbps 250

FTDv30 8§ = 7/16 GB 5 Gbps 250

FTDv50 12 =2 7/24 GB 10 Gbps 750

FTDv100 16 = 7/32 GB 16 Gbps 10,000
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I OpenStack ~ @ Threat Defense Virtual O & i
OpenStack DB AE .

Threat Defense Virtual /34 ZAD T A L ABWBOTA BT A4 220 TiL,  [Secure Firewall
Management Center Admin Guide] @ [Licensing] DFEAZ L T 72&0,

NI+ —T U RADEREE

Threat Defense Virtual DR D /X7 +—~< 2 A BT H72DI1T, VM & AR~ Ol % i
THIENTEET, FEMITOWTIX,  OpenStack TORLDOFHEE & k) 25 L T
<TEEVY,

Receive Side Scaling : Threat Defense Virtual | & Receive Side Scaling (RSS) % AR — K LT\ &
T, ZhuE, Frv hU— 77ﬁf&miofﬁﬁ®fm?y%:7miykv—&ﬁﬁkﬁ
T4 I ESETAEOIERENSGT 7 /Y —TF, "=V g 70 LETHR— &
TWET, FEMIZOVTIL,  [Receive Side Scaling (RSS) HOEEDORX F=—] S LT
T,

Snort

e Snort D ¥ v N T UAZEEER o720 . VM N ERIICIEL 7o T2 E o T BE
REENRONDHEEC, BEDO T uv ANFEITEIND & =121%, Threat Defense Virtual
%J:U\VM RA ML u 72 UELET, 2R CPUMHE, A€V, VOMHE, B

VAR /EEAREREOr 7 OEL, BEO T TNV a—T 4 v 7ITRIL L E
?“o

*Snort DY ¥ v FZ 7 UERZIE, CPU & VO DEFHENEL 20 9, +572AF U NR
<. BHHOCPUBRWHE—DOKRA b FIZ£% D Threat Defense Virtual A > A Z > A BERL
ENTWAEAIE, Snort D> ¥ v M Z 7 RIS 3835 T Snort =2 7 BMERE S L E 1,

HR— F I LEEE

OpenStack |~ Threat Defense Virtual IXLL FZ ¥ 43—~ LEH A,
s BE)R 7 —v
* [Pv6

OpenStack DE A E {4

OpenStack BREZ (L, VA —FSNTWVWHEN—RY =T Y7 MU =27 OROEHIZHER L TW
HVENRHY FT,
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https://docs.openstack.org/keystone/rocky/admin/identity-performance.html
https://specs.openstack.org/openstack/nova-specs/specs/rocky/implemented/libvirt-virtio-set-queue-sizes.html

. OpenStack DEAE#

OpenStack ~® Threat Defense Virtual O &R |

%= 31: Open Source OpenStack D/\— K )7 &V T bz T7DEY

HFY

HR—krEhd/\—23 >

P

UASIAWAS el NV

UCS C240 M5

2 50 UCS P— "—Z T L
%9, os-controller / — K &
os-compute / — R{Z 1 BT D

<.

KZ AR

VIRTIO, IXGBE. I40E

PAR—FENTND T AN
RO LB TT,

FARV—F 4 VT YRT N

Ubuntu Server 18.04

ZHiE, UCS H— " —THedd
ENTVW5D 0S T,

OpenStack /N\—3 7 >

Stein U U — &

& F ZF 72 OpenStack U Y —
ZADFERINZHOWTIE, RD
URL #Z LT 72 &0,

https://releases.openstack.org/

% 32: Cisco VIM Managed OpenStack D/\— FO 7 &YV T bz 7DEH

HFIY

YR—bENEHNN—Ta Y

EEE

PN N R =T

UCS C220-M5/UCS C240-M4

os-controller / — K Z &1 3
. os-compute / — KiZ2 &
U ET, 5H5DUCS —r3—

AHEREL £,

K< A /X (Drivers)

VIRTIO, SRIOV. # K T'VPP

PR=—FSINLTND FTAN
IFRD LB D TT,
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https://releases.openstack.org/

| OpenStack ~ Threat Defense Virtual &R

OpenStack DBAZH .

hT3av HR—rEShd/\—23y i
Cisco VIM X— g o Cisco VIM 3.4.4 M HOWNTIE, A 2{fE
P g AVITTANT I F ¥ v F—

i V¥ DR¥a AL b343~

PARV=T A VT VRAT 1345 #BRLTLES L,
2 - Red Hat Enterprise )
Linux 7.6 &% X %72 OpenStack U J —

o ADFEMC ST,
* OpenStack /3—=373 - |6 //releases.openstack.org/ %
OpenStack 13.0 (Queens U | 581 << 77500,

J—2x)
Cisco VIM 4.2.1 ZEHNC OV TR, A afAE
P — bkt A TTANT I T v = F—

) YD RF2 A NA21 S
TANV=T AT VAT \mLT s,
2\ - Red Hat Enterprise .
Linux 8.2 X F &XE 72 OpenStack U U —
. ADFEIZ W T,
* OpenStack 73— 3 7 - https://releases.openstack.org/ %
OpenStack 16.1 (kLo > BEL TS A,
Jy—=)

OpenStack 75 v F 7+ —L kRO D

WO, 2H O UCS H— 3 —%ffi [l L T OpenStack TORERZ VR — 35720 DHELE h R
nYERLET,

48:OpenStack 75 v 7+ —L bROD

KeyStone

—

Horizon

Neutron networks Neutron networks
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https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://releases.openstack.org/
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_2_1/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-2-1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_2_1/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-2-1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_2_1/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-2-1.pdf
https://releases.openstack.org/

OpenStack ~ Threat Defense Virtual DER |

. OpenStack _£ 0 Threat Defense Virtual Dy k7 —7% kRO S|

OpenStack _t @ Threat Defense Virtual D =y k7 —% k7R
m2Y|

RDKZ, Threat Defense Virtual 1@ OpenStack [ZFRE Siz4 >DOH 7 x> b (B, 2
WS, BROSNR) ZHRT2Vv—7 v K 7747 U % —/L F— RO Threat Defense Virtual 0)
v hU—27 hRue oz LET,

[ 49 : OpenStack T Threat Defense Virtual & Management Center Virtual % L 1= 7R A S D15

KeyStone

Horizon

Neutron networks Neutron networks

REOBE

A2 TlX, Threat Defense Virtual % JEBH3 272D > 7LD Heat 7> 7 L — F &2t L T
WEJ, OpenStack > 77 AT 7 F ¥ DU Y —RAZERT 5 FIHIZ, x>y NU—27 BT
Ay b, BRONV—=F A F =T = Z%AERT 2729DIZ, Heat 77 L — b

(deploy os_infra.yaml) 77 A /LT S E 7, Threat Defense Virtual O B FNEIZ

RENICROEBZICHHSNET,
» Threat Defense Virtual gcow2 -f A — 3% OpenStack Glance +—E A {Z7 v 7Fma— K L E 7,
Ry NT—=T AV TTANT I F v HAFRRLET,
Xy hU—7
A
=B A =T A

« Threat Defense Virtual f > A% A& ER L £,
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I OpenStack ~ @ Threat Defense Virtual O & i
OpenStack ~@ Threat Defense Virtual 1 A — 07 v FO0—F .

« 7 [/**/\\
e tXa VT 4 T NA—T
e 7u—7 47 1P

o f UAH A

WO TFNE%EH LT, OpenStack (Z Threat Defense Virtual % B T £,

OpenStack ~® Threat Defense Virtual £ A — D7 v 7
o—FK

Threat Defense Virtual qcow2 4 A —3 % OpenStack 2> b2 —5 / — RNiZab—_L, f A—T%
OpenStack Glance —E 227 v 7 rm— R LET,

1R DRI

Cisco.com 7% Threat Defense Virtual gqcow2 7 7 A /L& X 7 — K L, Linux 8 A MIEHIL
£

https://software.cisco.com/download/navigator.html

\)

GE)  Ciscocom D7 A U BLIOY AT —ERAZHNRNETY,

ATYT1 qecow2 £ A—V 7 7 A L% OpenStack 2> b —7 /) — RliZabv—Lx7,
AT 72 Threat Defense Virtual A * —"% OpenStack Glance — Y A |27 v 7 u— R L %7,

root@ucs-os-controller:$ openstack image create <image name> --public --disk-
format gcow2 --container-format bare --file ./<ftdv_gcow2 file>

RXFw 73 Threat Defense Virtual £ A — U NIEFICT v 7a— REN/-Z L 2R LET,

root@ucs-os-controller:$ openstack image list

i -

root@ucs-os-controller:$ openstack image

list4===—=———— e e e LT fomm————— +
| ID | Name | Status

| 4= e e L fomm————— +

| 06dd7975-0b6e-45b8-810a-4££98546a39d | ftdv-7-0-image | active

| 4= e e L fomm————— +

TyTua—=RLIEA A=V EZDAT = ZANFRINET,
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https://software.cisco.com/download/navigator.html

OpenStack ~® Threat Defense Virtual O &R |
. OpenStack & Threat Defense Virtual DRy 7 —% A VIS5 X 59 F ¥ DIER

RDARY
deploy os infra.yaml 77 L— 2L TRy NUV—V A T FA NI 7 F ¥ &1F
’ﬁ]\/ijqo

OpenStack & ThreatDefense Virtual D~y T —9 A4 2
AL F v DIER

1R BHHEIIZ

Heat7 > /'L — 77 AV, 7L — Ry NT—F TRy b —F A F—TxA
A, ¥ 2 VT4 T N—T V=g v hTU—F 47T A KT 7 F % & Threat Defense
Virtual (ZME 722 R— > N EAERT D12 DIME T,

*deploy os _infra.yaml

*env.yaml

Threat Defense Virtual /3S—<" 2 > D7 > 7 L — MMX, GitHub Y AR kU @ FTDv OpenStack Heat
TUT L= PO AFTEET,

|

BEE T xap#itdasaro AL —RNIA—7r V—204 L LTEELTWAEDOTHY . BmED
CiscoTAC AR — F O#EFIAN TITHbN TV ER A, B E ReadMe DFNEIZ DWW TIL, GitHub
B EMNCHERR L T2 &0,

ATFYT1 AV TTANT IV F ¥ Heat 7 FL— 77 A VERELET,

root@ucs-os-controller:$ openstack stack create <stack-name> -e <environment files name> -t <deployment file
name>

1 -

root@ucs-os-controller:$ openstack stack create infra-stack -e env.yaml -t deploy os infra.yaml

ATFYT2 AV TTANTIF ¥ ZAZ v I NEFITERENTZNE I AR L ET,

root@ucs-os-controller:$ openstack stack list

RDZRY
OpenStack C Threat Defense Virtual f > A % > A& VERRL L £9,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/openstack/FTDv
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/openstack/FTDv

I OpenStack ~ @ Threat Defense Virtual O & i
OpenStack ~ () Threat Defense Virtual @ & .

OpenStack ~ @ Threat Defense Virtual 0 &4

Threat Defense Virtual Heat 7 > 7 L — kD > 7 L% f# ] L T, OpenStack (Z Threat Defense
Virtual Z &5 L 77,

1a s BRI

OpenStack T Threat Defense Virtual Z &89 2 121X, KD Heat 7 > 7 L — BB TT,

*deploy ftdv.yaml

Threat Defense Virtual /3>—3 3 > O 7 7 L — K, GitHub U AR ¥ kU @ FTDv OpenStack Heat
T L= OB AFETEET,

| o

BE RaPT A7 L — b NIA—T 2V —20fE LTEELTWALDOTHY . BHD
CiscoTAC R — M O&FANTITHbN TWER A, B E ReadMe DFNEIZ DWW TIE, GitHub
EMIICHERR L T EE W,

AT 71 ThreatDefense Virtual Heat 7> 7' L' — 7 7 )L (deploy ftdv.yaml) % JEBH L T, Threat Defense Virtual

T S (S0 A= 3

root@ucs-os-controller:$ openstack stack create ftdv-stack -e env.yaml-t deploy_ftdv.yaml
i

o = +
| Field | Value |
o = +
| id | 14624afl-e5fa-4096-bd86-c453bc2928ae |
| stack name | ftdv-stack

| description | FTDvtemplate

| creation time | 2020-12-07T14:55:052

| updated time | None

| stack status | CREATE_IN_PROGRESS

| stack status_reason | Stack CREATE started
o = +

ATy 72 Threat Defense Virtual 2 % v 7 WNIEFIC/ER S 722 & 2 MR L E£9,

root@ucs-os-controller:$ openstack stack list

1

| ID | Stack Name | Project | Stack
Status | Creation Time | Updated Time |

| 14624afl-e5fa-4096-bd86-c453bc2928ae | ftdv-stack | 13206e49b48740fdafcaB83796c6f4ads |

CREATE_COMPLETE | 2020-12-07T14:55:05Z | None
| 198336cb-1186-45ab-858f-15ccd3b909c8 | infra-stack | 13206e49b48740fdafca83796c6f4ads |
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/openstack/FTDv
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/openstack/FTDv

OpenStack ~ @ Threat Defense Virtual 0 & |
. OpenStack ~ () Threat Defense Virtual @ &

CREATE _COMPLETE | 2020-12-03T10:46:50Z | None
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s 11 =

Threat Defense Virtual @ Alibaba Cloud ~@)
&

* Alibaba Cloud ~DJEBIIZOWNT (363 ~—)

« Cisco Secure Firewall Threat Defense Virtual DO BHESE (364 ~2—)

* Threat Defense Virtual & Alibaba OFKREY N — b L H[[REFH (365 ~—2)

s RY = LTS AREDHRE (367 X—)

» Cisco Secure Firewall Threat Defense Virtual f A% > ADER (367 ~<—)

Alibaba Cloud ~D ERKIZDULT

Alibaba 1337V v 7 7 5 7 KEiHET9, Secure Firewall Threat Defense Virtual /X, Alibaba Biix
THFARELTHEITEINET,

Alibaba WY R— b T 24 VD REZVREBAT
Alibaba | @ Threat Defense Virtual Ti&, RO A L AZ A2 A THEHTEET,

2y bI—VERT VAL T

HE vCPU D% *EY (GB) YR—bEhDH1Y
2—T 24 ADHZKRH
ecs.g5ne.xlarge 4 16 4
ecs.g5ne.2xlarge 8 32 [6]
ecs.gSne.4xlarge 16 64 8

\}

(GE)  Threat Defense Virtual TlX, £ Y AX L A& P R— 4 571=01cbl b 4000 % —
7 x=—A (ENI) 2’%EETT,
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Threat Defense Virtual 0 Alibaba Cloud ~OER |
. Cisco Secure Firewall Threat Defense Virtual D BTRS 4

v bI—UEH

e Threat Defense Virtual D ZEASY 7R — MHIZ, 420D Vswitch (7%~ ) %1{§x7- VPC %
1 >1ER C&E £9,

« BP Vswitch (X, A >V AX LV ADREFLELEFETY = NICHRERH Y £, ALY —rH
CRRWERIE, (ET 2R H Y £,
BEE

A VAR AR T FDOBREDTEITHOWTIZ, [Alibaba Cloud] &ML TL F &0,

Cisco Secure Firewall Threat Defense Virtual O BiE 54

s Alibaba @7 /17 > |, https://www.alibaba.com/ T 1 DERKTE F7,

e Threat Defense Virtual ® =1 > — L2 T 7B 24521, SSHZ 94 7> ~ (ffl : Windows
DO E1X PuTTY, Macintosh DEE 1T — I F0) BB TT,

» Cisco.com 7> Threat Defense Virtual ® QCOW2 7 7 f V& X o a— R LET,

https://software.cisco.com/download/navigator.html
N

GE)  Ciscocom D 7 A U BLOV AT —E AN NETT,

s Cisco A~— K7 17 b, Cisco Software Central TYERK T £77, https://software.cisco.com/
» Cisco Secure Firewall Threat Defense Virtual D 7 A & A

« Cisco Secure Firewall Management Center 72 H& ¥ 2 U7 4 h—EADTXTDO T A &
VABKERELET,

« TA U AQEBFEDOFEMI OV TIL,  [Cisco Secure Firewall Management Center
Configuration Guide] @ [Licensing] Z#ZM L T 72 &0,

» Cisco Secure Firewall Threat Defense Virtual £ > % —7 = A AD T AT LhEff:

WHA B —T7 A A (1) : CiscoSecure Firewall Threat Defense Virtual % Cisco Secure
Firewall Management Center (Z#f5t 9 2 72 DI S AL E T,

DREROA E =T oA TN SNET, FT 70 v Z7EXIZIIEHTE £
NS

6.7 AR ClE, MBS L T, BEHA VX —T 24 ADRDOVIIT—F A X —T =
A A% FMC OFHIHEH T F4, BHA VY —T oA RAIT—H A X —T = A
AEBOFHESRETH LD, YIHIBRECINERETHIVLENHY T, T—HA
VH—T 2 ANMBEMC~OT 72 AL, @A ORI R— N EhEt A,
FMC 7 7 B RIZKT BT —F A X —7 = A AOFREIZEET 25O\ TIE,
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https://www.alibabacloud.com/help/doc-detail/25378.htm?spm=a2c63.p38356.b99.64.1a4870810dfhxG
https://www.alibaba.com/
https://software.cisco.com/download/navigator.html
https://software.cisco.com/

| Threat Defense Virtual 0 Alibaba Cloud ~ &R
Threat Defense Virtual & Alibaba D #E7R— + & FIFRBIE .

[FTD command referencel] @ configure network management-data-interface =~ > K
LT ESN,

e T T 4w A H—T A A (2) : CiscoSecure Firewall Threat Defense Virtual Z2 N
HOBARNBIONRTY v 32y NI =7 18T OIS NET,
« HE/NA

« Cisco Secure Firewall Threat Defense Virtual IZ7 7 £ A3 572D 37 ) » 7 IP & Elastic
1P,

Threat Defense Virtual & Alibaba D #EeH R— ~ & %R
18

HR— b Sh HHEE
c QCOW2 A A=/ lr—
o R 70 8L D RRE)
* Day-0 ik,
« ABIF—F 1T NA T — K& A L7 SSH,
« 773 7 HH#J T Threat Defense Virtual (27 7 & 2§ 572 @ Alibaba Ul =2 Y — /L,
« Alibaba UI D2 11/ H)
e BAR—=FINTWEA L AZ L AF AT ecs.gdnexlarge, ecs.g5ne.2xlarge, ecs.g5ne.dxlarge,
e NANR= AT 4T

cFTETA Ly ARiLiIAZ (BYOL) 74 B2 ADHHR—h,

Threat Defense Virtual RX— S AV ADIN T+ —T X [E

13, BEATELRICHEASWTERSR D R )L—T v LUl b VPN #5dI IR A it A 7 —<
AR A AR —FLTWET,

& B IERGEICE DI S £ ABEEDHIR

NIT+—IVRBEE | T/ R4k (3 L— ~HIRR RAVPN v & 3 Ul
7 /RAM) R

Threat Defense 4 27/8 GB 100Mbps 50

Virtual5, 100 Mbps
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https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

Threat Defense Virtual 0 Alibaba Cloud ~OER |
. Threat Defense Virtual & Alibaba D#EEH7R— ~ & HIREE

NI+ —TVRABERE | T/3 RitHk (2 L— kIR RAVPN & < 3 Uil
7 /[RAM) 5}
Threat Defense 4 27/8 GB 1Gbps 250

Virtuall0, 1 Gbps

Threat Defense 4 27/8 GB 3 Gbps 250
Virtual20, 3 Gbps

Threat Defense 8§ =7/16 GB 5 Gbps 250
Virtual30, 5 Gbps

Threat Defense 12 =7 /24 GB 10 Gbps 750
Virtual50, 10 Gbps

Threat Defense 16 =7/34 GB 16 Gbps 10,000
Virtual100, 16 Gbps

e VAAANY—F FABVLAT Y FEMHT S BYOL (Bring Your Own License) .

Threat Defense Virtual 7 /31 2D T A & ZEEIZEHT 2 H A KT A 2O TiE, [Threat
Defense Virtual Management Center Configuration ] @ TLicensing the Threat Defense Virtual System |
DEZZRL T TEI W,

NITF—I U ADEREIL

FIDV OEE DT 4 —~ LV AZEBRTEH7-0H12, VM ERA NOW F 2T 5 LT
F9, FEMICOWTIX,  [Alibaba Cloud TORLOFTHIE & k) 25 L T 7ZE0,

Z{E@ R4 —1) >4 : FTDv i Receive Side Scaling (RSS) ZHAR—F L TWET, i,
Xy NT—=0 T HETRL>TE RO Ty arilxy NI—UZENT 7 4 v 7 &0H
TAREDIHERENET 7 /) uad—TF, X=Ta T0LUKETHR— SN TWET,
IZ2OW T,  [Receive Side Scaling (RSS) HOBHD RX F=2—] 2L TV,
HiR— kSR EEEE

* FDM

AT ATV T ¢ OHEE

« HENZ Fr—/1

* [Pv6

* SR-IOV

HIREIE

«72 VYV =TI, FITUVAXRT LU RME—R AUV T F—F, BIONy T E—
FiZFR—FahThEti,
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https://www.alibabacloud.com/help/en/doc-detail/301702.htm
https://www.alibabacloud.com/blog/593984

| Threat Defense Virtual 0 Alibaba Cloud ~ &R
Ky o—e7nqzaronzt |

« East-West b7 7 ¢ v 7%, Alibaba TlZV AR — FINTWEHEA,

o V¥ IR T L— AL, Alibaba DWW DDA VAT AR A TIZRES N TWA T8,
HR—FENTOER A, FEMIZOWTIL, Alibaba Cloud 2L T F &V,

A\

(GE)  Threat Tefense Virtual Tlx., 4 DDA L F—T = A AZEEATHILENH Y £7°,

RS —ETFINA REBETFDERTE

Cisco Secure Firewall Threat Defense Virtual & A h—/L L C, T34 A% Cisco Secure Firewall
Management Center {Z3BJ1 L 7= &, Cisco Secure Firewall Management Center ) L— ' — A > % —
7oA A& LT, Alibaba 77 v b7 4 — 2 L TEE L T\ 5 Cisco Secure Firewall Threat
Defense Virtual D7 /NA ZEHEZRETEET, 778RAar be— LRI r—BIOZDMM
DOFEEARY —%RE LTI 5 &, Cisco Secure Firewall Threat Defense Virtual A o A &
A2EMEHL TN 77 4 v 7 EBTEET,

X2 UT AR Y —id, NextGeneration IPS D7 4V Z U L FTRT S r—a D7 4
& V77 Y. Cisco Secure Firewall Threat Defense Virtual CIEiE S L 5 — b X 2 #I1## LU £,
Cisco Secure Firewall Threat Defense Virtual T = U7 4 AR U I — %K ET 511X, Cisco Secure
Firewall Management Center ZfifH L £, X =2V 7 4 KRV > —DOREHEDOFEMIZ DN T
I%. [Cisco Secure Firewall Configuration Guide] = 7213 Cisco Secure Firewall Management Center
DA TA Yy ~VTEZRLTITEES N,

Cisco Secure Firewall Threat Defense Virtual 1 > X 4% > X

D R 5

J#£Bf 9" % Threat Defense Virtual DA A — 73 [f A —Y DOFXE (Image Configuration) ]~2— |2
FRINTNDHZ EZ2MRLET,

AT w71 https://www.alibabacloud.com/ (27 7 A > L, HulkZ i8R L E 9,
GE) Alibaba X BV AEE S - B ORISR I S TWET, i, 74 > Ruofy RIS
FRENFET, HHHIENOY V—Ri%, HloHIRICIIERENTEEA, BRORIENIZTE
FELTWD Z &2 EMIICHER L T EE0,
RTvT2  HRZLEEES A—SDER
Alibaba 12 QCOW2 A A —Y DHZH R —F L TWET,

a) Object Storage Service (0SS) ZBENL T, QCOW2 A A —TV & &te Ny MEfERR L, LT EZFEITL
£
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https://www.alibabacloud.com/help/doc-detail/200512.htm
https://www.alibabacloud.com/

Threat Defense Virtual 0 Alibaba Cloud ~OER |

. Cisco Secure Firewall Threat Defense Virtual £ > X % > X D B

NIy ML, Alibaba 7227 PN T a0 — U —BTHAHALENDH D 1,

1
2.

7.
8.

a— /T 4 L7 R UG Alibaba 37 MIZQCOW2 A A—TV % T v 7u—RKLET,

EfoFesr—yarw ey Ry TNy b (Buckets) | > [Threat Defense Virtual/34 v +
(Threat Defense Virtual Bucket) | >[7 v Z7B—F (Upload) [DJEIZER L E 9,

Ty 7 u— NREFICETLIEL, [F7A4 =] (Private) ] % ACL & L TERL, A7 Y=
7 FOFMCEH SN TND 0SS A7 V=2 b7 FLXzar—LET,

NTy EMBAAZ DA A= DOSS AT V=27 b7 LAY T £,

[Linux] % OS & L C#IER L, [ZDMDLinux (Others Linux) | &2\ 7> h& A 7 & L TER
l_/i‘a‘o

VAT AT XTI FRITIL[x86 64] BV AT AT —FT 7 F v L LGEIRLET,
A A =T RUTIE [QCOW2] Z 1IN L £ 37,
[BYOL]| 27 AL A XA 7L LTHRIRLET,

b) FIDAT v T OMWALA A=V DA AZ o AEVER L £,

1

ERoFesr—rar 0 RUTAA—Y (Images) |>[HARR LA A— (Customimage) >
[P a> (Actions) >[4 VRV ADERK (Createlnstance) [DIEIZEHR L E 9,

ATYT3  ARBLEREIEAA—ODBAL U RE U REER
a) ElagicarvEa—F4 >4 $—E X (Elastic Compute Service) | >[4 YR 2 > ADER (Create
Instance) [\ZFEEN L T, DARZ@&IRL 9,

1

2.

o > w

[#4: /770 (Billing Method) ] : fE &4 (Pay-As-You-Go)

[Hlk (Region) ] : Z{FIZHES TEIN,

[f »AH A5 A (Instance Type) | : ecs.gSne.xlarge /ecs.g5ne.2xlarge /ecs.g5ne.4xlarge
[#% (Quantity) ]: %EITIS L THRELET,

[f A —% (Image) ]: RIOETHER LI=H 2 X A A A—,

[ AT LT 4 A2 (SystemDisk) ]: H/MEE LT49GB (574 /v 1) Z@RLET,

b) S HITKHATT DX, UTFEZFEITLET,

[VPC] : Threat Defense Virtual % &R 92 TE T,
[Vswitch] : 77 A~V A v H—T A ADH T X h,

[X7 Y v Z71Pv4T KL ADE|I) 24T (Assign Public IPv4 Address) ] : SSH Z i L CHHE T 5 44
ERH D F4 (BINENTWRWES ., Threat Defense Virtual (21X, Alibaba O =12 YV — L5 &
NLTCOBRT 7B ATEET) ,

[E¥=V7 ¢ 7 V—7 (Security Group) |:i)72Ex=2V7 4 VL —T %R L E7,
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https://cloud.google.com/storage/docs/naming

| Threat Defense Virtual 0 Alibaba Cloud ~® &R
Cisco Secure Firewall Threat Defense Virtual 1 > X 2 > X O & B .

5 (M #—7=xAA (Interfaces) ]: 774~V A F—T x4 R%, FIHE2 TERLIY TRy
MIBLTWET, A AZ AT 20DA( v Z—T7 oA ZATRERBTE, B IXEEBICHST
TEET,

) WOEIZTa ilBELT, UTFEEITLET,
1. [F—7 (Key-Pair) |: ¥—_X—20u /A DG, FETORA T WG EEXF— X7 %
AR LET, AT—REZHEHLTA VAR AT IV EATAHIE L TEET,
GE) BEOX—RTEZERT L2, LW — T 2ERT 526 TEES, F—
N7 1L, Alibaba WMRGFT LT — &, 22—V —REFTIWES—7 7 A L TH
HENET, bz —HIFERTIE, AV AZ U RZEEIIERTCEET, F—
RTNFA VAL ANDERGNMBE L R DEENH D20, BT BEHOSGANIRIT L
TLEEW,

2. [M v AZ 24 (Instance-name) | : @Y)72A A X L ZADLHI,

3. [Day-0 (m—H%—7—%) (Day-0(UserData)) ]: Z{FIZHE- T Day-04fpkZ+5E L £7 (Baseod
TOxZ a— FNE@ER LN TEEn)

Management Center Z{#F3 L T Threat Defense Virtual &84 571-6HDH > 7L Day-0 15 -

#Sensor

{
"AdminPassword": "<your password>",
"Hostname": "<your hostname>",
"ManageLocally": "No",
"FmcIp": "<IP address of FMC>",
"FmcRegKey":"<registration passkey>",
"FmcNatId":"<NAT ID if required>"

GE) Day-0 il C/3A Y — REHEE LRWE. 7 7 4 /L hO/XA T — KL, Alibaba =2 >V —
JLFE 721% CLI 2R &5 Threat Defense Virtual DA > A% 2 ID (2720 £,

d) FIFBEMICFEEL T v AZ o 22 E L,
ATy 74 [fEERLTESENT S (Reviewand Launch) |27V v 7 LE7,
ATw 75  [i#) (Launch) 1227V v 27 LET,
RATvT6  BREOF— RTEZBRT 20, HLF— T 2ERLET,
AT9 Tl [ AX U ADEE) (Launch Instances) | %7 V v 7 LE7,
ATwT8 [EEHOFER (ViewLaunch) %27 Vw7 L, a7 MIEWET,
ATvF9  [EC2¥ v =2R— K (EC2Dashboard) ]>[A > A XA (Instances) | DIEIZZ U v 7 LET,
ATvT10 BENETT D LTI, BRBH#H % Management Center |26k T 5139 T,

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v T HA K ()v—3213) .



Threat Defense Virtual 0 Alibaba Cloud ~OER |
. Cisco Secure Firewall Threat Defense Virtual £ > X % > X D B
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5 12 =

Secure Firewall Management Center % {& F3
L 7= Secure Firewall Threat Defense Virtual

NEHE

Z DT, Management Center Zff ] L TEIL I D A H > KT 1 2@ Threat Defense Virtual
T AR 2B OV TR L £,

\)

CE) ZOFRFza A2 FTIE., H&HD Threat Defense Virtual /X —3 3 > OREREIZ DWW CHEHA L £97,
HNR—=T a0V T Ny =T EERA LT DAEEIR. BEWO/S— 5 D Management
Center 1 7 4 Xal— gy 4 FOFEEZSRBL TLIEE,

* Secure Firewall Management Center % {ifi X 72 Secure Firewall Threat Defense Virtual {Z-2\ T
(371 =—2)

» Secure Firewall Management Center ~MD 1 21 > (372 ~X—71)

» Secure Firewall Management Center ~7 /3 A%k (372 ~X—2)

c AW EX 2 VT 4R —0OFE (375 3—)

» Secure Firewall Threat Defense CLI ~D 7 7 7 A (388 ~X—7)

Secure Firewall Management Center % {i& A 7= Secure Firewall
Threat Defense Virtual [Z DUV T

Secure Firewall Threat Defense Virtual (%, Cisco NGFW Y U = —3 3 VO La o AR—x 2 b
T, Threat Defense Virtual (X, A7 — 7V 77 AT U4 —/b, N—TFT 147 VPN,
Next-Generation Intrusion Prevention System (NGIPS) | Application Visibility and Control (AVC) .
URLZ A W2V 7 =y =T iR EORIRT 7 A4 T U 4 — Y= 22t LE T,

Threat Defense Virtual 2 & ¥ 9 5 (21%, BIOY— N— ETETIND T IVEIEO~ LT T 34
A< F—3 % ToH % Management CenterZ {# ] L £ 3", Management Center D1 > A h—/L )5k

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v T HA K ()v—3213) .



Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & & |
. Secure Firewall Management Center ~D 0% 1 >

IZ2WCE,  [Cisco Firepower Management Center 1600, 2600, and 4600 Hardware Installation
Guide] ZZM L T 7EE Wy,

Threat Defense Virtual (%, Threat Defense Virtual <3 NZEI D Y CEHA v X —T = A LD
Management Center % 5§k L Cilfg L £ 9,

NZTNYa—T 4 TOHENT, A ¥ —7 x4 A LD SSH ZfH L T Threat Defense
CLIIZT 7 EAF5HZ &%, Management Center @ CLI 7> & Threat Defense (2t 9 5 Z & & T
TET,

Secure Firewall Management Center ~D O %5 A >

Management Center % {# f} L "C, Threat Defense % i EH L OEEME L £,

1R8O BRI

FR=FENTNDT T TFOFEMCONTE, FHTEZ A=Y a 0 J—R/—h
(https://www.cisco.com/go/firepower-notes) ZZH L T 72 &0,

ATV T A= FINTWLT T UFEHEHLT, IROURLEZ AN LET,
https.//fmcv_ip_address
fmc_ip_address ¢ Management Center D IP 7 R LU AL /2 (IHR A M EREL T,
GE) IPv6 [EH O https://[fmcv_ipv6_public_address]

AT T2 a—WF—LZLLXZT—REAHLET,
AT9F3 [vr A4y (Loghh) 1227V v27 LET,

Secure Firewall Management Center ~M T /\ A X & §%

1R BRI

Threat Defense Virtual < 3 > 2N IEF IR STV T, BRERXNA IR ->TRY . KD T—
FRIEZFEITEHFTHDH I L R LT TEE N,

\)

GE)  ZOFIETIE, dayO/bootstrap A7 U 7 F &l L T, Management Center DXk HAFEE S
NTNWDHZEEFIEE L TWET, 72720, INDOFET XTI, %5 CLI T configure
network =~ > RZfH L CTZE TX £, CiscoSecure Firewall Threat Defense 2~ > KU 7 7
L AEZRLTIIES Y,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)
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https://www.cisco.com/go/firepower-notes
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I Secure Firewall Management Center % {3 f L 7= Secure Firewall Threat Defense Virtual )& ¥
Secure Firewall Management Center ~® 7 /3 X &£k .

AT9 1 [TINA R (Devices) |>[T/31 REHE (DeviceManagement) | Z 3R L £,

ATy T2 GEM (AdD) | Ry 7 X )R MG, [FAA4 20BN (AddDevice) [ 238 L, WD/RTF A—H %
AN LET,

Add Device Q

Host:+

ftd-1.cisco.com

Display Name:

. ftd-1.cisco.com

Registration Key:*

Group:

| None v |

Access Control Palicy:*

Initial Policy v |

Smart Licensing
Note: All virtual FTDs require a performance tier license.
Make sure your Smart Licensing account contains the available licenses you need.
It's important to choose the tier that matches the license you have in your account.
Click here for information about the FTD performance-tiered licensing.
Until you choose a tier, your FTDv defaults to the FTDv50 selection.
Performance Tier (only for FTDv 7.0 and above):
Select a recommended Tier v
Malware
Threat
URL Filtering
Advanced
Unique NAT ID:+

cisccﬁ 2éhat

Transfer Packets

| Cancel |

«[AA L (Host) 1:BIFTHFNRALZDIPT FLA (IPva B LIPv6) 2 AN LET, IPve BSAZNIC
2o TWDGAIE, AA MAIZ IPv4 721 IPv6 A T&E £,

* [#/”"4 (Display Name) ] : Management Center (2K /R 57 /31 ADL4HTIZ AT LET,

o B8k — (Registration key) ] : Threat Defense Virtual 7 — F 2 b T v TRETHE L H O & F U
EF—2 AN LET,

¢ [KAA > (Domain) |: <w/LF RAA VEEZEHLTCWAEAIE. T8 A% U —7 KA A IZE|
DETET,

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v T HA K ()v—3213) .



Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & & |
. Secure Firewall Management Center ~ 7 /31 X &§%k

S [FN—T (Growp) |: FN—T%MHLTWBEAIE. T30 AT —FI2E ) ST EF,

[T/ Ay hu—/LR U 2 — (AccessControl Policy) | : IR Y o —Z8IRN L FJ, HHITLIHLE
DD EDDLNSO TND AL A RFEHDRY) —RNTTIZHDHLEEERWT, [HTLWAKRY —
DAERK (Create new policy) | Z#IRL, [TXTHO T 7 ¢ v 7 %7 v (Block all traffic) | %8R
LET, B CINEERELTCI I 74 v 7 &R THZENTEET, 177 AHEHORE (386
N—=) | ZZRLTLIEE N,

New Policy Q

Name:

ftd-ac_policy

Description:

Select Base Policy:

None v

Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

Q_ Search by name or value

192.168.0.12 |_Add to Policy |

s [A¥— KT A X (Smart Licensing) | : BT DHEEICHMERA~Y—F T MR E LT, [V
77 (Malware) | (ZA 7 =TI v AT v a U EEIT 2 TFEDRE) . B8 (Threat) | (12
ANz TEOHE) . BELO[URL] (BT TV _R—ADURL 7 4 V&) T hETTDHTF
EDHE) ZHV Y TET,

« [ E D NATID (Unique NAT ID) ] : Threat Defense Virtual 77— h A b 7 v 75 TR E L 72 NAT ID
EHRELET,

s [/37 v hO#RE (Transfer Packets) |: 7 734 A 7> Management Center ~D /37 > MNREAZFFAI L E
T, ZOF T a rEANCL TIPSR Snort 72 EDA X2 b N Y H—ENT2H/AIE, T3 ABR
THELTA XY MAZT =R E N > N7 —# % Management Center [ZE{E LET, ZDOF T
a rEENCLIESGEIE. A X2 MEMTZ T 2 Management Center (2355 S 4L, /N7 v b T — & 1Lk
FanEHEA,

ATw T3 B8k (Register) 127V v 7 L, EFICEEINTZ E2ERLET,

BEERRIT DL, TN ZANY A MIEMENET, RIMLEZEAIE., =9 — A vb—UREREINE
F, Threat Defense Virtual 23 B ERIZ K L 725E61X, IROHEBEZMHER L T Z I,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)



I Secure Firewall Management Center % {3 f L 7= Secure Firewall Threat Defense Virtual )& ¥
gxmiera UKy o—oE ]

» ping : Threat Defense CLI ( [Secure Firewall Threat Defense CLI ~7 7 & A (388 X—3) | ) [ZT 7
AL, ROz~ K& H L T Management Center IP 7 R L A~® ping & FIT L F 7,

ping system ip_address
ping 23%Eh L7204 1%, show network =~ > REZEA L TRy NV — 7 HEL MR L E 7, Threat

Defense IP 7 K L A2 A H 3 50N H 5 5A 1%, configure network {ipv4 |ipv6} manual or DHCP =
~r REFATLET,

* NTP : NTP #— =[S RXT L (System) | >[E%E (Configuration) ] > [FFzIDREH] (Time
Synchronization) ]~%— " Ti% & L 7= Management Center %—/N— & —F L TW\5 = L R L ET,

« BgkF—. NATID, ¥ LU Management Center IP 7 R LA @ Wi 5 DT /A A TlA UBEkF— 2 H L
TWHZ MR L, HEHLTODEAIINATID ZEH LD Z & 2R LE T, configuremanager
add DONTRESOLVE<registrationkey> <NATID> =t~ > F#{# ] L C. Threat Defense Virtual T¥}§%
X—LNATIDZHETHIENTEET, £/, TD <2 KT Management Center [P 7 K L A % 248
HIHrZ b TEET,

ERXNGEEF2L)T4R) D—DHRE
Z 2T ROREEMN LTHEARREF 2 U 7 1KY S ERET B HFEICODTHBIL
EL

A v A =T A ALHNA L H—T A A N A o H—T = A RZAXT 7 IP
T RLURABE Y YT, HEA X —T7 = A AT DHCP 2 L ¥,

«DHCPH—/N—: 7 5347 FOWEA ¥ —7 = A4 ATDHCP —"—%fEH L 7,
« T TR — bk AL v E =T 2 A AN LTCT 74 b— REBMLET,
«NAT : SMBA v H—T 2 A ATA ¥ —T = A APAT A L £7,

TR hr—b NI ~D ST T 4 v 7 HFFAILET,

ATFYT1 A Z—T A ZADORE (376 <—)
AT w T2 DHCP H——D#EE (379 =*—)
ATFY T3 TN ML— OB (380 X—)
ATY T8 NAT OFRE (382 ~X—)

RT9TS T EAGEOHE (386 <—)
ATvT6 FHEDRER (387 X—)

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K (1x\—23>13) ||
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Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & & |

AR —T A RADETE

Threat Defense Virtual f v —7 = A ZAZ AL, TNobzr2EX2Y T 40— ZE Y YT
TIPT FLAZHRTELET, BHEIZ. PATALATEROHALA NS 74 v 7 BBSEHLD
W2, e b 20D, B =T oA ZAEHRET DHHENRHY £, BEIL, Ty 7A M) —
DNV—BFETNIA o F—Fy MTE LA 2 —T oA A&, EOxry NT—7 D 1D
UEONEA L H—T 2 A RAEFEHLET, INODA X —T A4 AD—HIL, Web H—
NWN—T2EONRT Y v 7T 7B ANAEERT By NEEET 5 [§EEHE)  (DMZ) L7556
N 9,

— AT UN—T 4 T ORPE, WEA v H—T 2 ATARAET 4 v I T RV AL ER
35 L[EIIFIZ, ISP 225 DHCP 2 L CANEA v X —T = A4 AT RLAZRETHZ & TY,

ﬁ@mﬁﬁ\MKPK£525?4/77FVXE”%?/F%%F@%%4V§%7I4Z

EEHLT, V=7 v FE—FOWNEA v X —T = AR ELET,

ATYF1 [TINA4 R (Devices) |>[T/31 REHE (DeviceManagement) | Z#IR L, T XA A&7V v 7 LET,

ATV T2 [A v H—T A A (Interfaces) | %27V v 27 LET,

alih, Firepower Management Center
===== s | NGFW Interfaces

Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets DHCP

Q Search by name Syn

c Device

Interface Logical Name Type Security Zones MAC Address {Active/Standby) Virtual Router

@ Diagnostic0/0 diagnostic Physical @lot

o

AT9T3 TWE) AT A 2 =T =4 A% 2 ) v LET,
[ (General) | % 7 RERINET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)
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I Secure Firewall Management Center % {3 f L 7= Secure Firewall Threat Defense Virtual )& ¥

AV8—T 14 RADEE .

Edit Physical Interface )

General IPv4 IPv6 Advanced Hardware Configuration FMC Access

Name:

Inside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

inside-zone v

nterface ID:

MTU:

1500

Priority:

Propagate Security Group Tag:

b)

¢)
d)

‘ Cancel ‘ﬂ
48 LT F TO [4HT (Name) 1 Z AN L FET,
Lz A F—T x4 AT indde £\ S &4ETEITET,

[%h (Enabled) | F=v /Ry 7 A%EA N2 LET,

[E— K (Mode) 1iZ[72L (None) JIZERELEFIZLET,

[BEx= U7 1> —> (SecurityZone) | K2 v 7 X R MPOLEEHFEONHREX =T 4V — %%
W20, FH (New) 1227 Vv 7 LTHLWWEXF2 T 4V —r%BMLET,

72& 213, indde zone LW IHARFIDY — L EEBMLET, FA v F—T oA A, BEX=2VT 4V —
VBIXOAS U E =T 2 A AT N—TIZEID LB TCHMERNHYET, A X —T A AL, 1ODEF=
V74— l0HRTHZES, BEROA X —T 2 A AT N—TIIR/TH b TEET, V—
VERIFIIIN—=FIESNTEF 2V TR —FEALET, e xiE WA A —T A R
NG —THI0 YT, AN A =T = A R = AZEID S THZ ENTEET, 205
Ay N7 4 v I BNENOARBICBEI CELLOICT 78R ha— LR U—2FETHI L
IETEETH, INELOLNEICAIT CUIRETE EHA, FEAEORY v—lTEXa VT 4 —V
DOHPHR—=RLTWET, NATARY >o—, L7 4 & KUY v— BELURQoSHY > —7T, Y—r&F
A A =T 2 AT N—T I TEET,

[IPv4] # 7, E7=iX[IPv6] ¥ 7, FlidmiioX 7% 270 v 7 LET,

c[IPv4] : Ky T XTI YR RNNS [AZT 4 v 7IPEEMT 2 (Use StaticIP) ] ZE&R L, IP 7
RLARES TRy N R HAT v aRLETIZILDHCP 47> a » TASILET,

7= & 20, 192168112472 8 L AN LET,

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v T HA K ()v—3213) .
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B sz 1z08%

Edit Physical Interface (7]

General IPv4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
| Use Static IP v ‘

IP Address:
| 192.168.1.1/24 \

(] 12.0.2.1/255.255.255.128 C J2.0.2.1/2:

¢ [IPv6] : A7 — ML AHBREEFEH L, 220A VX —7 = A AEHHIT H72HIZIPv6 DHCP F
TIFFRIRE 2T 2561, [HEEXE (Autoconfiguration) | F = v/ Ry 7 A% A2 LE
R
f) [OK]ZZ7VUvZ LET,
ATy T4 B IERT 24002 —T A A&7 ) w7 LET,
[&M% (General) | ¥ 7 RERINET,

Edit Physical Interface (]

General IPv4 IPv6 Advanced Hardware Configuration FMC Access
N

Name:

‘ Qutside

Enabled

| ] Management Only

Description:

Mode:

‘ None v |

Security Zone:

‘ outsize-zone v |

Interface ID:

MTU:
\ 1500 |

Priority:

Propagate Security Group Tag: | |

cancel | [T |

. Cisco Secure Firewall Threat Defense Virtual 2 — 7 v THA K ()v—3213)



I Secure Firewall Management Center % {3 f L 7= Secure Firewall Threat Defense Virtual )& ¥
phep H—i—nzE |

a) 48 LFETO 4T (Name) |2 AL ET,
22X, A ¥ —7 A A2 Toutside] &) AETEMITET,

b) [H%) (Enabled) | T =v /ARy I AEA N LET,
c) [E—F (Mode) Jix[7/eL (None) JIZERELIEFFIZLET,
d) [EF=UT 1V —> (SecurityZone) | K v 77X R RNOLEFEONMTEX2 )T 4 — 0 &k
RID0, i New) 1227V w7 LTH LWEXF2 VT 4 /=2 EBMLET,
7=& 21X, Toutside zone| &EWHLFIDY —r ZBMLET,
e) [IPv4] ¥ 7, FIlZ[IPv6] ¥ 7, EllZMi D2 7% 27 Vv 7 LET,
* [IPv4] : [DHCPO{#H (Use DHCP) ] #i®IRL, IROA T a b DRI A= EFRELET,
« [DHCP il L CF 7 # /L b /b— M % Hf$ (Obtain default route using DHCP) ] : DHCP ¥ —
W= T 74V~ — bR LET,

« [DHCP/L— F A FU w7 (DHCProutemetric) ]: 7 RI =AML —FT 4T T 4 AX AL
BLIEAA—PMZEOECTEST (1~255) , FELIEAV—F DT 74NV DT RI =X hL—
FAT T4 AR AT T,

Edit Physical Interface Q
General IPv4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
Use DHCP v

Obtain default route

using DHCP:

DHCP route metric:
1

« [IPv6] : A7 — h L AHBERE DA [A B
W LET,

7E (Autoconfiguration) | F = v 7 KRy 7 A% A4

e

) [OK]Z27 Vw7 LET,
ATv TS5 [{R17FE (Save) |27 U 27 LET,

DHCP H—/\—DEK*E
Y

GE)  AWS. Azure. GCP. OCIR ED/NT Y w7 757 REBREICERTHEE8IE. ZOFEEAX Y
TLET,

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v T HA K ()v—3213) .



Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & & |
B 7o+ —roeEm

7547 > h T DHCP #f#H L T Threat Defense Virtual 225 IP 7 KL A ZBS+5 L 9123
L8801, DHCP — _—Z2 Gz L £,

ATY 1 [TINA4 R (Devices) |>[T/31 REHE (DeviceManagement) | ##IR L, T XA A&7V v 7 LET,
AT w72 [DHCP] > [DHCP#—/\— (DHCP Server) | #®R L 7,
RATY T3 [H—N\— (Server) | =TT, B (Add) 1227V 7 LT, ROFTvarEZRELET,

Add Server (2]

Interface*

Inside v
Address Pool*

10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

oo | I

[ H—T7xA A (nterface) |: KRy FHX T YA INNLA L F—T oA AZRIRLET,

«[7 KL 27—/ (Address Pool) ]: DHCP % — S—23MEH T2 IP 7 K L AD I P D g EALOR O
HPAZRELET, IPT7 RLAOHEMIZ, ®IRLIZA X —T oA ALR LY 7 % b BICHFET D
VERHY, A X —T 24 ZAHHDIPT RLAZEHHI EITTEERHA,

« [DHCPH— "—% %23 % (Enable DHCP Server) | :#RL7-A > % —7 = A AD DHCP H—/3—
EAEMCLET,

ATy T4 [OK] &7V v 7 LET,
ATw TS5 [1FE (Save) 1227V v LET,

FI7A4ILMIL— FDIEM

T 74 hb— NMIEE ., INA o H —T = A ADDEERRER T v T A N — b —H E IR
LRLET, A v ¥ —7 = A AIZDHCP AT 25515, 735 ANRTTIZT 7 4L b
N—bEZELTWDEEEADHY £, FEHTL— F2BMT20ERNHLEEE. ROF
8% 947 LEd, DHCP #— =057 7 /b hb— h &[5 LIZGE1E, [TNA R
(Devices) | >[T/31 REHE (DeviceManagement) ]>[JL—T « >% (Routing) ]>[A %
T4 v I)IL— b (StaticRoute) ]2—? [IPv4/L— b (IPv4Routes) ] £ 721Z [IPv6/L— K (IPv6
Routes) | 7—7 MZEREINFET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)
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Forntn—troen [

ATYF1 [TINA R (Devices) |>[T/31 REHE (DeviceManagement) | ##IRL, T4 A&7V v 7 LET,

ATFY T2 [IL—TFT 4> (Routing) |>[RE T4 vYIL— b (Staticroute) | Z =R L, [/b— & BN (Addroute) ]
7V w7 LT, WROLIEELET,

Add Static Route Configuration (2]
Type: e IPv4 IPv6
Interface*

Outside v

(Interface starting with this icon \signiﬁes it is available for route leak)

Available Network C' + Selected Network

Q_ Search any-ipv4

any-IPv4-10.0.0.1

o)

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

Ensure that egress virtualrouter has route to that destination

Gateway
any-IPv4-10.0.0.1 v |+
Metric:
1
(1- 254
Tunneled: (Used only for default Route)

Route Tracking:

v+

==

(XA (Type) 1: BT DHALT 4 v 7 N— DX A FIZI U T, [IPv4] 721X [IPv6] A7 > 3 R
2w Uy LET,

s[4 X —T7 A A (Interface) |: 1A v F—T A AZBIRLET, BEIINTA X —T A A
<7,

s [fERATHEZR %~ b U —7 (Available Network) ] : IPv4 5 7 4/ b Jb— ks DA 1T [any-ipvd], IPV6 T
7 F v hv— s DAL [any-ipv6] BRI L F 97,

o[ —bhU=A (Gateway) | £72IL[IPv6”7— F 7 = A (IPv6 Gateway) ]: ZD/L— FDRT A MK v
T TCHLT— M2 AN—FEZANELITEBRLET, PT FLRAELEIRYy NV—V/RA T
VxZ FERETEET,

o [AFVU w7 (Metric) |:%85EF% Y NU—27 ~DFR v 7OKE AN LET, AMEOFPEIL 1 ~ 255
T, T 74V MEX 1 TY,

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v T HA K ()v—3213) .



Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & & |
B wozz

ATy T3 [OK]Z27 V7 LET,
V= NN AAT 4 v T )— " T—TNBMENET,

Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets DHCP

Manage Virtual Routers + Add Route
Global v Network & Interface Leaked from Virtual Router Gateway Tunneled Metric Tracked
Virtual Router Properties v [Pv4 Routes
ECMP 23
any-ipv4 diagnostic Global test_dhcp false 1 ra | |
OSPF
OSPFv3 ¥ IPv6 Routes

RIP

ATy T4 [fRT7F (Save) |27 U w27 LET,

NAT D% 7E

— 72 NAT — L Clt, WE T RLRAENFA L Z—T 2 A ZADIP T KL ADR— MMIZE
BLFET, ZOXATONATL—ILDZ r A —T =2 AR—K T FLALHE (PAT)
LN E T,

ATy T [T/AM R (Devices) 1>[NAT] #27 U w7 L, [#HLLKRY — (New Policy) 1> [Threat Defense NAT] %
7Yy LET,

ATw T2 K =2 4uEMT, R —&fHT 5751 ZREERL, [RfF (Save) 1227V v 7 LET,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)
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NAT D& E .

New Policy @

Name:
Interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

o

Q_ Search by name or value FTDv 7.1.0 Build 1...

Add to Policy |

(oo | (EN

AU 2r—73Management Center (ZIBII S NVET, Sl&HE, RN P —— L Z2BMT 5 L4ENH YD £7,

ATFwF3 =B (AddRule) 127V v 7 LET,
[NAT/L—/L DB (AddNAT Rule) | %A 7 0 7Ry 7 ARFRINET,

ATFYTE ERLV—NLDOF T g ZRELET,

Add NAT Rule

NAT Rule: _
Auto NAT Rule v
Type:
Dynamic v

Interface Objects Translation PAT Pool Advanced

« [NAT/L—/L (NAT Rule) ]: [HEINAT/L—/L (Auto NAT Rule) ] Z#4R L £,
[ZAT (Type) 1:[F#AF v (Dynamic) ] N L £,
ATFY TS [A v H—TxA A4 7= b (Interface objects) | X—C, [HARESRA VX —T A ZAAT V=V

I (Available Interface Objects) fEIRN S [5695A > ¥ —7 = A AA 7 V=7 | (Destination Interface Objects) ]
FEIRIZ AN Y — 2B L F T,
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Secure Firewall Management Center % {# i L 7= Secure Firewall Threat Defense Virtual ) &12 |

B wozz

Add NAT Rule

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v

Interface Objects

Translation  PAT Pool  Advanced

Available Interface Objects C

[ Add to Source l

outside-zone

l Add to Destination ‘

Source Interface Objects

¥

Q, Search by name |

outside-zone

(0) Destination Interface Objects (1)

L 1]

Cancel m

ATwT6 [£H: (Translation) | X—T T, IROA TV a a2 ELET,

Add NAT Rule (7]

NAT Rule:

| Auto NAT Rule v

Type: )

| Dynamic v ‘

ble
Interface Objects  Translation PAT Pool  Advanced

Original Packet Translated Packet

Original Source:* Translated Source:
any-IPv4-10.0.0.1 v ‘ + | Destination Interface IP
= @ The values selected for

Original Port: Destination Interface Objects in
TCP - 'Interface Objects’ tab will be used

s [JEDE{E 5t (Original Source) 1: #7 U > 27 LC, #XTCDOIPv4 77 ¢ 27 (0.0.0.0/0) OF> K

I—=0 X 7= MBMMLUET,

. Cisco Secure Firewall Threat Defense Virtual 2 — 7 v THA K ()v—3213)




I Secure Firewall Management Center % {§ i L = Secure Firewall Threat Defense Virtual 0 &1

NPETN |

New Network Object (7]

Name

\ all-ipv4 |

Description

Network
() Host () Range | (® Network | () FQDN

0.0.0.0/0 |

|| Allow Overrides

GH) ABINAT L— /i3 A7 Y =7 FERO i & LTNAT ZIBINT 5720, Y AT LERD
any-ipvd A7 V=7 bl Z LI TE ERA, £ VAT LAEROAT V=7 b
ARET D LITTEEE A,

FARIZ, TXTDIPV6 T 7 4 v Z7IZx L TCT 74/ OB A MRy MU —7 [1/0] Zff
FALTNAT R v —& B T& £,

o [BHaE H D IC (Translated Source) | : [F855A > ¥ — 7 = A AIP (Destination Interface IP) ] % %R
LET,

ATy TT [#RTF (Save) |27 Vv 7 L TA—AEBILET,
=D b—/ v (Rules) | 7 —7 MITRAFSIVET,
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B 7/ exnmons

Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & &

Firepower Management Center

Overview Policies

NSRS Analysis Devices Objects AMP Intelligence Deploy Q $0 ¥+ @ adminv
CISCO evices /| NGFW NA olicy Editor
—
Interface_PAT You have unsaved changes [ESITVAVEIGITEE m
Enter Description
Policy Assignments (1)
Rules
—
Filter by Device Y Filter Rules X Add Rule
Original Packet Translated Packet
Source Destination <z - = =
Original Original Original by L
# | ‘Dirsction; | “Typey Interface interface Sources Destinations Services Sources Destinations Services Ogtions
Objects Objects
' NAT Rules Before
v Auto NAT Rules
H. X D any % outsize-z By any-IPv4-10.0.( @ Interface @ Dnsfa #W

v NAT Rules After

ATY T8 NAT X—T T [R1FE (Save) 127V v/ LTEFEEZREFELET,

7 7t AHEHD

)

ax AE

Threat Defense Virtual % Management Center (28 Ek L72 & 12, HEAD [T/*‘“CO) A
71y 7 (Blockalltraffic) | 727 R& a2 ba— R —%{ER LIZSEIE. T35 A

BT DN T T 4y 7 BT LT OICRY — qlw—}lx’?:@ﬂﬂ@‘é%gﬁ)% VET, RO
FIETIE, WIS = MBI = ~D T 7 ¢ v 7 ZFFA T 50—V &R L E3, iz
V= Be LA, WYy NT—I D NT T 4y I EFFRT AV EBMLTL
SV,

KV@EEREX 2V T A REEN—NVERET H%5E1EL. Firepower Management Center = > 7 A
#;V—Va/ﬁ4F@2/74%;V—y3/ﬁ4F%,mb1<téw

AT9 1 [RY) >— (Policy) 1> [7Y AR >— (AccessPolicy) 1> [F7 YRR — (AccessPolicy) % 3#{R

L. Threat D

ATw T2 [JL—)LEEM (AddRule) | %27 U w7 L,

Add Rule

Name

inside_to_outside

Action
© Allow

Zones Networks

Available Zones C'
Q_ Search by name

inside-zone

. Cisco Sec|

-

efense |

B L THENTWET 7R o ba— LRIV —D 2707 LET,
WDIRT A —HEBRELET,

(]
Insert
Enabled into Mandatory v
Time Range
v B None v |+
VLAN Tags A users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Source Zones (1) Destination Zones (1)
inside-zone v outsize-zone v

‘ Add to Source ‘

ure Firewall Threat Defense Virtual R 2 — b7 v THA K (/8= 32 13)
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I Secure Firewall Management Center % {3 f L 7= Secure Firewall Threat Defense Virtual )& ¥
zzorn [

« [4ET (Name) ]: ZDONA—/LICA4ETZAHTET (72 & 21E. insde to_outside) .

o [XfE75 Y — (Source Zones) | : [ R[EE72 > — 2 (Available Zones) ] HNERY — 2R L,
[1%{57C12BN (Add to Source) 1227V v 7 LET,

o [565E> — > (Destination Zones) ] : [ A[HE72 > — (Available Zones) ]72>HAMERY — 2 &R L,
[565E121B N (Add to Destination) 1 %2727 VU v 7 L%,

oFETZFOEFICLTEBEET,

ATy T3 B (Add) 1227V vr LET,
=L [b—/b (Rules) | 7 —7 /WZBISIET,

‘::Illsltl:lt;. FlrepowerManage[n‘entE(?:snter Overview  Analysis Policies Devices Objects AMP Intelligence  Deploy Q “0 ¥+ @ adminv
Poll trol / Policy Editor

Initial AC POIICy You have unsaved changes [IESHIVAYEIGTES ‘ Analyze Hit Counts m

Enter Description

Inheritance Settings | Policy Assignments (1)

Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
Filter by Device Y Search Rules X Show Rule Conflicts @ -+ Add Category + Add Rule
Source Desti...
Source Dest Source Dest VLAN . Source Dest
4 | Name e Pones et Natee Yoo Users Appli... e Forte URLs Dyna... Dyna... Act.. B O B A2 BEw 3

Attri... Attri...
v Mandatory - Initial AC Policy (1-1)
1 A inside_ inside-zo outsize-z« A A A A A A A A A A © Allov 0 7

+ Default - Initial AC Policy (-)
T Add Rule or Add Category

Default Action Access Control:Block all traffic v

ATY T4 [1F (Save) 1227V v LET,

SJL =
=% TE 0D &
% E DZEH % Threat Defense Virtual (2B L E9, BELZEHTALIETIE, T4 2 ETED
EREKET 7T 4712720 8 A,
ATy 1 HLEO[JER (Deploy) 1227V v 7 LET,
Deploy Q¢

Deployment ‘

Deployment History

ATv T2 [KRY—0DJEE (Deploy Policies) 1 A 70 7Ry 7 ATT A A%ER L, [ (Deploy) 127V v
7 L\ijﬂo
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Secure Firewall Management Center % {§ f L 7= Secure Firewall Threat Defense Virtual 0 & & |
. Secure Firewall Threat Defense CLI ~D 7 ¥ & X

‘7‘ | Q, Search using device name, user name, type, group or status ‘ Deploy time: Estimate Deploy
Device Modified by Inspect Interrupti... Type Group Last Deploy Time Preview Status
> FTDv 7.1.0 Build 16- Betal admin, System, masad... FTD Aug 4, 2021 9:28 AM 2 I Ready for Deployment

ATV T3 BENBKD L 2R LET, BEOAT =X 22 E£ 7T 5120E, A=a2—"—0 B (Deploy) ]
RE L OFMZHDETA 227 ) v LET,

1alysis Policies Devices Objects AMP Intelligence Deploy Q {} 0 admin v

Deployments Upgrades @ Health Tasks (7) Show Notifications

m 0 running 1 success 0 warnings 0 failures Filter

» FTDv 7.1.0 Buil... Deployment to device successful. Tm 14s

Show deployment history

Secure Firewall Threat Defense CLI ~D7 7 ¥ X

Threat Defense Virtual CLI 2 LT, B A L X —T 2 A ANRTGA—HEZERT LD, T
TNy a—T 4T &{To7-20 T&E9, CLIUIIT 7B AT HI20%, BHA L F—T oA A~
® SSH ZfE 4 %7y, VMware = > Y — /LB L £,

AFwF1 (47 3 1) Threat Defense Virtual EFLA L X —T7 = A ZADIP 7 KL A |ZEHE SSH #5#8 L £,

BHEIPT RLAX, M~ R LIE L XRE L0 TY, FMEARFICEE L7z ladmin) 7
B b ERRT— RZ&f# L C Threat Defense Virtual (22 7' A > LU E4,

ATvFT2 (AT =a22) VMware 2> Y — /L& YRR E LT 7 4V hO=2—%—4% Tadmin] 7
AT RERRAT—=REMHEHLTC e A LET,

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v THA K ()v—3213)




513

Secure Firewall Device Manager Z{#FH L 7-
Secure Firewall Threat Defense Virtual 0) & 12

Z OETIL, Device Manager i L TEHEB I 4L H A X > K7 12 D Threat Defense Virtual 7
NA A& RBT D HECHOWTHBILET, @7 ZRHAT 55513.  [Cisco Secure
Firewall Device Manager Configuration Guide] ZZM L T 72 &\,

« Secure Firewall Device Manager % {ii§ 2.7 Secure Firewall Threat Defense Virtual (Z-2V T (389
~—)
« WIRRE (390 R—2)

» Secure Firewall Device Manager C7 /3 A& ET 551k (392 <X—)

Secure Firewall Device Manager % {i5 X 7= Secure Firewall
Threat Defense Virtual [Z DUV T

Secure Firewall Threat Defense Virtual (%, Cisco NGFW Y U = —3 a > Oz v AR—x > k
T, Threat Defense Virtual X, A7 — 7V 77 AT U4 —/b, N—TF 47 VPN,
Next-Generation Intrusion Prevention System (NGIPS) ., Application Visibility and Control (AVC) .
URLZ 4 W2V 7 =Wy =T Bl EORMRT 74 7 U+ — NP — Az LET,

—¥ @ Threat Defense €7 /WZHEH S 4172 Web _X— A DT /A ZAFRTE Y 4 % — KT 5 Secure
Firewall Device Manager% ffi | L C Threat Defense Virtual % & ¥ C& £ 7, Device Manager T
L Ny P =7 Tl —IRIICESND Y 7 b =7 OREARERZRETEET,
£72, ZHUEZE < @ Threat Defense 7 /31 A& @ Te KRR R v b U —7 24 % 720012
NIEIRT A ZAD~HX =V % T D52 0700, B—DT A ZELIEFRONTHOT
NA REGiery U —2 OTDICRICREI S TV ET,

yiﬁ(@?”% AEEE L TWAEA. F721% Threat Defense THFrl S35, K 0 #HHE/HERE

RIEZ M L2613, #l2~A 70 Device Manager M7 Y |2 Management Center 2 f# 1] L
“CT/\4’ AEFBELET, dBMMIZOWTIE,  [Secure Firewall Management Center % i ] L 72
Secure Firewall Threat Defense Virtual O H (371 <X—) | 2R L T &0,

Cisco Secure Firewall Threat Defense Virtual 22—~ 7 v 7H4 K (1x\—23>13) ||
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| IR

—

T7HIL K

A

=JL ==

axX ;&

Secure Firewall Device Manager % £ i L 7= Secure Firewall Threat Defense Virtual O & 12 |

NZTNYa—T 4 TOHEWNT, BHA ¥ —7 x4 A LD SSH %] L T Threat Defense
CLIIZT 7229 % Z &1, Device Manager @ CLI 7> Threat Defense (285t 5 Z & H T
iTO

=JL ==

ax AE

Threat Defense Virtual O 7 /)L FiRE TlL, BHA L H—T 2 A AL NHA v X —T =1 A
BRI 732y FCBREENE T, Av— b IA BV AT HERCVAT AT —HF_—
ANDEHT 0T T LEBET A, BHA LV E—T oA AL U H—F v NMEGDLE
<7,

ZD=H, T 7 4/ MEREIX., Management 0-0 & GigabitEthernet 0-1 (PN6) D ilj f7 % {(KAH A
AYF EORITCRY NU—=JICHHTED L IICEKEI SN TWET, T 74V FOEHRT N
ZiE, WEBIP 7 FL A&7 — oA L LT LET, Lo T, FBA A —T = A
ANINEA  H—T 2 A AL TA—T 4 7 L, ZDOh, INFA v Z—T =4 A% I LT
N—T 4T LT, A ¥ —Fy MIEZELET,

Flo, AVF =Ry MIT 7 EBEATEDLRYy NU—JZEHLTWAHRY, WA 4 —7 =
AZRIEH SN TWDL TRy b EIFERR D7 % I Management 0-0 Z45#5i 7 5 Z &
HLTEET, Ry NT—JICHYIREHEASA VA —T oA ADIPT RLAL S — T oA DNFR
EINTWNDH I EEERLTIEIN,

Threat Defense Virtual i, #IEHCEIEFIZ A 72 & H 4 DDA o F—T = A TEIRNA T2
HYBERHD F9,

R~ LD 1 FEHDOA o Z—7 A A (Management 0-0) X, HHA L F—T A A
*(\\—a—(]

R~ ED2FBDA v H—T =4 A (Diagnostic0-0) 1%, ZWiA ¥ —7 A AT
R

R~ EDO3FER DA X —T =4 A (GigabitEthernet 0-0) %, #MA ¥ —7 = A
AT,

i~ EDOAFRDOA o H —7 =4 A (GigabitEthernet 0-1) (X, WA v ¥ —7 = A
ZTY,

T—=H T T 4 v IR K6 DDA H—T 2 A%BIML, Bt T8 ODT —H A X —
T2 A RAEFATEET, BMOT—H A X —T =24 RZONWT, HfEmry NU—7NIE
LWEHEAR Y NI =21 B T &N, KT — XA H—T oA AR—BOH 7 x> hET-
IEVLANIZ= v B 7 ENTWAZ MR LET, [VMwaref ¥ —7 = ADEE] %
S LTLIIEEN,

Threat Defense Virtual OFEL v F U — 27 TIELL BES VB2, WIHREAE T 54
ERHYET, ZHUE, BX2 VT4 T T I7AT A%y NT—JIHALT, £ ¥ —
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I Secure Firewall Device Manager % {# i L 1= Secure Firewall Threat Defense Virtual 0 &1

Device Manager DACE) .

Ty b EIIMO EFRISALES 20— Z IRt T D 12O BERT R ADRENG ENE
To 2O0DHFEDODWTNUNTY AT LOPMIREZITO 2 LN TEET,

* Device Manager Web 1 & % — 7 = A ADMEH (#4E) , Device Manager (3 Web 77 U #
THEITLET, 2O I =T 2L T, VAT L&iE, B, £=4—T&
i ‘j‘o

cavr R IA4 A F =T AR (CLD) By b7 v 7 U4 F—REHHLET (47
v a ) , DeviceManager D8O VIZCLIO® Y N7 v 7' U 4 — K2R EICHEHT
EET, FLFT TNV a—T 4 U ZICCLIZEHTE £, VAT LDOKRE, FH, &
FIZIX5] X #i X Device Manager #f# ] L ¥7, [Threat Defense CLI ¥ ¢ '— R D)

A7Tvar) | 2Z2RLTIESN,

KD NE Y 7T, ZbDA B —T x4 ZAEFH LTI AT AOHMERIEZIT 5 Hiklco
WAL £ 97,

Device Manager D #ZE}

ATy T

ATy T2
ATvT3

RTv74

Device Manager (Z¥]O T 7 A T HEET, TXA A By b T v 7 U4 PF—REFHL TV
AT DO EZE T LET,

77 W& &, DeviceManager (21 74 LET, CLI CHIMEZIT > TV WEA X, https//[FTDv
pubic IPv4 address E 7= [& [FTDv | Pv6 pubic address] ¢ Device Manager % B & %77,

a2 —H—4 admin, BELOVIRAT— K Adminl23 #fEHLTr 71 LET,

THNTAT LA~DODTORIT A THY, CLIEyY N7 v 7T 4 F—REHEHL T RWESE, =
Ra—H T A v AR EFATER L, FEART—R2EET L LR ET, KT 5IiL,
INOLDOFEZTETTHMENDH Y £7°,

WA v 2 —T 2 A ABLOEIA V F—T 2 A AR LTCRDOA T a U EREL, [R~ (Next) 1%
77Uy LET,

GE) [k~ (Next) 1227 Vw795, B"ENT A AZEBBEINET, £ ¥ —7 = A ADLHI
1T TAMER) L 7e 0. Toutside zone)] EX = V7 4V —GEMENFET, REMENIELWI &
PR L ET,

a) [PMEA o Z—7 = A X (OutsideInterface) ]: ZAUEL, 7 —h UV =AEF— FELIILV—FITERT HT-
DOT—HR— NTT, T ZAOWIRERHZHNOINEA o F—T oA AZEIRTHZLIXTEE
Tho AIDT =L 4 B —T A ANT T 5V hOIWNEA L H—T = A ZATT,

[IPv4DFZE (ConfigureIPv4) | : HMERA X —7 = A A D IPv4 T KL AT9, DHCP 295,
FRETFHTAYT v 7 IPT RVA, H 73y h~vR7 BT —bhUxoA ZANTEET, (4
7 (Off) 1#IRL T, IPV4 7 RLAZRELRNEWI B LH Y 77,

[IPv6D#%E (Configure IPv6) | : AMA > % —7 = A ZAHDIPV6 7 K L A T9, DHCP Z{E 9 570>,
FLEFFHTAYT 47 IPT FLVA, L7497 A BIO®F— by =AM 2 AN/JTEET, (7
(Off) 1ZEINL T, IPv6 7 RLAZFHELRWVWEVWIBRIFELH Y 7,

b) [EEA A2 —T x4 X (Management Interface) ]
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Secure Firewall Device Manager % £ i L 7= Secure Firewall Threat Defense Virtual O & 12 |
. Secure Firewall Device Manager T7/\1 R &R E T DA%

[DNSH—/% (DNS Servers) |: ¥ AT LADEHLT KL A D DNS Y—3, Lk fic 1 2L ko

DNS #— D7 RL 2% AN LET, 7 74 /L & OpenDNS /X7 U »» 7 DNS #—_TF, 7 ¢ —/b
REfEL, 774/ MIELTEWEA T, [OpenDNSZ ] (Use OpenDNS) 1% 27 U v 795 &

T4 =)V RIZ#EWRIP T RLARY m— R ET,

(7747 74—/ A L4 (Firewall Hostname) |: A7 AOEHT RLUADKRA M TT,

G¥) THRAAEY T v 7 U4 = FEEHLTEBIIHT 20 731 2R ET D56
. T MRT U RELURT U RO RNT 7 4 v 7K LT AT BN 2ODT 7 4V
cT 72— ENE T, gty T v RIS, INSDT AL VIR S
ThRETEE7,

ATYTE VAT ARAEREL, R~ (Next) 1227 Vv 7 LET,
a) [#A LY —2 (TimeZone) |: VAT DX ALY — 2 ZBINLET,
b) [NTP# A A4 —,3 (NTP Time Server) |: 7 7 4/ h® NTP ¥ — &M HT 55, EH L T\ 5 NTP
P—=_OT FL2AZFEHTANT20E2RRLES, Ny 77 v PHICEROY— " ZBINTEET,

ATFYTl VATLDAT— I B AEBRTELET,

A= FA B ADT I FEFEL, VAT LARMNELTLI9 A4 22 BHATHILERNHY =3,
BUNZ90 HIORMETZ A o A%MHL, B TAY— A BV AERETE ET,

TNA A LT SBERT HITIL, V7 %27 Y v 7 LT Smart Software Manager (SSM) O 7 7 7 > hMZnw
TAY L Bl b= VEER LT, RERY 7 ACED h—27 vy Zat—LET,

P T A B AT DI, [BEETIZ90 B R ORI I 2 BiAs3 % (Start 90 day evaluation period
withoutregistration) | Z @R L ET, B TT A AERERK L, Av— T4 BV AZEETHITIE, A=a—
MOTINA ZADLFTEZ Vw7 LT [T/ AX v 2R — K (Device Dashboard) ] (ZEH, [A~—T1 T
A ¥ A (Smart Licenses) | 7 /V—7DV 7 %270 v 7 LET,

ATy F7 [587T (Finish) 127V v 7 L9,

RDEZRY

* Device Manager Zfi ] L T7 /A A% E L £, [Secure Firewall Device Manager C7
NAABRETHHIE 392 —=) | 28RLTLIEEN,

Secure Firewall Device Manager TT/\1 R ZH{RTET DA
oy

Ty NT T YA P RO T, WL ODOHAR Y 2SI BRI SAHIEL TS
T ABLETT,

cNIA VA =T A ALAA L H—T A ADEF 2V T 4V =1,
NP BN A~DTRXTDNT T 4y 7 Z2EHT LT 7B ALV—L,

[l Cisco Secure Firewall Threat Defense Virtual 2 — k7 v 754 K (A—23213)



I Secure Firewall Device Manager % {# i L 1= Secure Firewall Threat Defense Virtual 0 &1
Secure Firewall Device Manager T 7 /31 R % E T %4k .

s N BN ~DTRTDO N T T 4w T EHNFA L Z—T =2 A ZADIP T KL AD[EAH D
R— F~LEH ST DA 2 —T =4 ANAT JL—/L,

c WA LV H—T 2 A AFETNTTV v P N—T TIEIT ST D DHCP Hr—r3—,

WOFNETIE, BIMEREOREDOHMELHAL 9, SFINEICOWTHFHMREREFRTDHIC
X, R=YDO~NNVT RE (2) 7V w7 LTLTIEEN,

ATV T [T314 A (Device) | ZEIRL TS, [A¥— FT A2 A (Smart License) ] 7 /L —7 D [(REDFER
(View Configuration) 1 &7 U v 7 LET,
HHT 247 a0 4% ([IPS]. [/ =7 Bif#l (malware defense) ]. [URLY 4 /L% U 7
(URL filtering) 1) T, ZNEI[EA@ME (Enable) 1227V v 7 LET, By 87 v FHIZT A ZAEXE
LA, BERRAVPN 74 BV AL FAMITEET, BRENEIDDOOLLRWESE, 74 &
YADHAEMERLET,
BEEL TWRWIGHIE, ZOR—UNDERERTEET, [BEOZHR (RequestRegister) 127 U v 7 LT,
FNRIZRENE T, FHl T A & ARSI DENIBREK L T ES W,
7= & I BIRIPS TA B AIRDO X H IR £,
X 50: 5% IPS5 422 R

Threat DISABLE

@ Enat

This License allows you to perform intrusion detection and prevention and file control. You must
have this license to apply intrusion policies in access rules, You also must have this license to
apply file policies that control files based on file type

Includes: Q". Intrusion Policy

RT9T2 DA ¥ —T 24 ZAEFELTLEAZ, [T A (Device) | ZRIRLTD, [A ¥ —T =R
(Interfaces) ] 7 /v —7" @ [REDF/~ (View Configuration) [ %27 Vv 7 LT, HA L H—T = A A%FH
ELET,
MDA 2 =T 2 A ZADT Y v T N—TEERLT D0, HxDORy NT—2 BFET DD, FIlIEl S
DAL DT ERETEET, KA FA—T 2 AD [ Edi) 1742 (@) 22V, 1P
T RUVAREOREEERLET,
WOBITIX, WebW— =72 EDNRT Y v o7 7w ARG EEARET 5 FEMHE] (DMZ) & LT
BT 270D =T =4 AW LET, BT LIS [IRFF (Save) 1227V v LET,

Cisco Secure Firewall Threat Defense Virtual 2 — 7 v T HA K ()v—3213) .



Secure Firewall Device Manager % £ i L 7= Secure Firewall Threat Defense Virtual O & 12 |
. Secure Firewall Device Manager T7/\1 R &R E T DA%

R51: 48— 14 ADRE

Edit Physical Interface

Interface Name Status
- ©
Description

IPvd Address IPv6 Address Advanced Options

Type

Static M

IP Address and Subnet Mask

192.168.6.1 ! 24

G¥) IPv6 7 R L AZF T HITIE, [IPv6] ¥ 7 2RI L, #M7 R AE 72X DHCP Z#FH L T
IPv6 7 KL AZREL £,

ATYT3 HLnA ¥ —T oA ZAEERTDH5EIL, [F7 Y= b (Objects) ZEIRL, BROO[ExX =2V T o
»'—> (Security Zones) ] Z#ER L F 7,

MREEITMEITE U TH LW — 2 ERLET, A v F—T A ATIE R, EF2 VT4V —IZ
FEONWCTRY V=R T D720, AL H—T oA ATV =B L TCOWABLERHY £, 44—
T2 AEERTDHEE, SN =T 2 A AEEL LI TEEEA, ZOED, HlLnA v H—
T oA AR LI, ETREEFEOA ¥ —T oA AOBWEET LRI —r 47 V=7 b
ERETOILENRH Y F7,

WOFITIL, DMZ A > H—T7 =24 ADT=DIZH LW DMZ ¥ — 2 ZAERT 5 HikErR LET,

. Cisco Secure Firewall Threat Defense Virtual 2 — 7 v THA K ()v—3213)



I Secure Firewall Device Manager % {# i L 1= Secure Firewall Threat Defense Virtual 0 &1
Secure Firewall Device Manager T7/\1 R % ET 5K .

ME2:t¥aUTs V=0 4TSz b

Add Security Zone

MName

dmz-zone

Description

Interfaces

+

@ dmz

RTvT4 W7 747 NCTDHCPZMH L CT NS ANDLIPT RUAEBGT 25451, [T/34 R (Device) 1>
[V RTLERE (System Settings) | >[DHCPH—/3\— (DHCP Server) | ##R L TH» 5, [DHCPY—/A—
(DHCP Servers) | # 7 #3IR L £7,

FTTICHNE A X —T = A AR SN TS DHCP — =R H 0 £, 7 FL A F— L &2fREL
720, FNEHBRLEZDVTAZENTEET, MOWNEHA ¥ —T = AERK LIZGER. ThboA
VHE—=T A A LIZDHCP Y — =%ty N T v 7T H5ONRTL —KHTT, [HE2Z7Y v 7 LTENEA
VH =T 2 ADY ==L T RLRAT— )L L ET,

[#%5% (Configuration) | %7 T2 74 7 MIIEEEI D WINS IS L ONDNS O U X M &S 52 & %
TEET, ROFITIE, 7 R AR F—/10D 192.168.4.50 ~ 192.168.4.240 T inside2 { > X —7 = A A LD
DHCP $r— =% ET 5 HiEEZ R L TWET,

53: DHCP H—/\—

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240
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. Secure Firewall Device Manager T7/\1 R &R E T DA%

ATy TH

ATvT6

[7/3A % (Device) | ZBRL T 6, [/b—7 47 (Routing) | Z7/b—7"T [REDFER (View
Configuration) ]| (E721% [RHDAZ T 1 v 7 /b— FZAEAL (Create First Static Route) 1) Z#27 U v 2 L,
T 7 AN M— R L ET,

T 74 b b— MTEE, SNA =T = A RUSNAFET DT v T A MY — AN FETIX ISP L—F & 15
LTWET, 7740 hDIPv4 L— MIEED ipvd (0.0.0.0/0) . 7 7 +/L hD IPv6 /Lb— MIEE D ipv6
(:0/0) TH, EHTDIP A=V a T —FEERLET, SNA X —T =24 ZADT RLADH
#5(Z DHCP 2342546, BERT 74/ K b— 2T TICE>TWHZERH Y £9,

GE) IONR—UTEHRLINAN— NI, T—F A X =T =2 AHOHTT, BEHA L X —T (A
WX LET A, [T/AM R (Device) | >[V AT LRERE (System Settings) 1> [BEA V42—
714X (Management Interface) | TEES — bV = A Z&E L E T,

WOBNZ, IPvd DT 7 )V h b— h &R LET, ZOBITIE, isp 7 — T = AIZISP X — T =A D IP
T RUVAZFAT DRy NU—2 A7V b T (7 RVARIZISP O RETH2HERH Y £7)
[ — b7 x4 (Gateway) | D FEHO [H LWy NV —27 Z{E% T % (Create New Network) | K2 74
T VAN DI L TCIDOFT V= VaERTHZENTEET,

5: T FIL—F

Add Static Route

Protocol

®) 1Pva O 1eve

Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks
ft: any-ipvd

G¥) RIERIZ, [IPv6] 7 VA RZ &I LT, IPV6 /L— AR ETEXET,

[R U — (Policies) | #EIRL Xy hTV—=27DtX=2VT 4 RN —&HELET,

TNARAEY NT v 7 74— Rix, WY = &Y — DO N T 7 47 7a—52FhLE
T, Flo A =T A AEMFHTLGEIC, B F—T oA RIKTHA U F—T = A ANAT
LAENILET, LA X —T oA ZEHERLEHETH, WY —> A7 V=7 MBI 5854
IXFNHICT 7 ' AHIEL— 3 BEEICE SLE T,

. Cisco Secure Firewall Threat Defense Virtual 2 — 7 v THA K ()v—3213)



I Secure Firewall Device Manager % {# i L 1= Secure Firewall Threat Defense Virtual 0 &1
Secure Firewall Device Manager T 7 /31 R % E T %4k .

72720, BEONGA »F—T =24 ABRHDIEEIL. NEY —DOREY —> ~D T T 4w 7 7 a—
AT LT 7w AN — VRN KLETT, fhovx=2V T4 V= 2Bt 5881, Fhbny —»
EDRNT T4 BT D=V BMETT, ZILIERIEROEFTICRY F3,

IO, MBSV ELTARERELEDL DI, FOMORY) —%2EE LT, B —EXORMAL, NAT
BLOT 7 A V=N BB TEET, ORI U —RETETET,

* [SSLiE %5 (SSL Decryption) ] : RA, ¥/ T =772 EIZOWTHSAL S8 (HTTPS 72 &) %R
BT L5EE, BRAESETO20LERH Y £3, EOHEGEE ST H0NEND L0 E W 511X
SSLIEBRY —2HLET, AT LF, RERICEEZ B SLL £,

[TAT T 47 4 (dentity) ]: flxD2—F—lZxy NU—2 T 7 47 4 8T 5, £z
T —H—FF2—F =T N—T DA N—2 SIS TRy NT—2 T 7 v A ZHIEHT 5
Bl BEDO Y —AIPT RLARICEEMT LN TN 22— —2HET DOTAT T 4T 4 K
Uo—%ZfEHLET,

c[BEX=2VUT 447Uz A (Security Intelligence) ]: 77 27 U A NREFADIP T RLAET
IXURL DEEHi #7272l Fa vy 7951I00%, X2V T4 ATV V=2 AR —%FEHLET,
BEFIOARE/Z2Y A b2 T T v 7 VA MIBEITNE, 778A a3 be— LR —TENLEEE
THMENRRL D ET, Cisco T, EX2 VT4 AT VP2 ADT T v 7 A NREINICHE
FEND LT, BEHMOARIERT FUASLURLOEMEH 7 + — RERAE L TWET, 74— K&
fA342L, 7797 VA NOHEBZBMELIZTHIRT 2720ICR ) O—ZRETIHLERNDH D THA,

«[NAT] (% FU—2 7 RLUAZH) - NEFIP 7 KL A& DN —T 4 T HAGERT R L A
TAHEDIINAT R —%2 AL ET,

« [7 7 2 Al (Access Control) |: > NU—27 ETHATHEROWREICT 7 A 2 ha—/L R

Vo—%FEHLEST, EX2U7 4 V=2 IPT RLVA, Frbhai, A—h 77V r—var,
URL, 22—V —F 7/ dz2—P— I N —F Lo T T4 VHUBTEET, £/2, 77 2 AdIfHEL—L
EHEHLTRARLZ 74V (w7 =T) RIv—%@EHALEST, ZORY > —%2fFHLTURLY ¢
NEY T EFELET,

« {2 A (ntrusion) ]: RARIU o —%FEHL T, BBHOBREZKRELET, 77 &AL —/ %26 H
LTRARY U —Z2EMA L ETHA, BARY —%2HEL THEDR AL —/LVEEBRICAERE 21X
N TCEFT,

WOHITIE, 77 B AHERY > —THEY —2 & DMZ V' — 2 OO N5 7 4 v 7 23645 kLR

LE9, ZOBITIE, [BE5DORK% T (AtEndof Connection) ]ANER I TWDHEHA, [mF 7 (Logging) |
ERDWTHONWTNOZ 7T TH A7 v a VEREISNETE A,
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R55: 79X arra—)LRY o—

Add Access Rule

Order Title Action
2 v Insicie_DMZ Bl atlow ~
Source/Destination Applications URLs Users Intrusion Policy File palicy Logging
SOURCE DESTINATION
Zones : Metworks + Ports + Zones + Networks + Ports{Protocols .2
a inside_zone E dmz=zone

=A==

ATV T [T/34 A (Device) 1 &R L TH 5, [EH (Updates) ] 7 /L—7 T [BREDZF R (View Configuration) ]
BV I L, VAT AT —ER—ZADEHFAr 2 — L ERELET,
RBARY =2 AL TWDEHAIE, V=L E VDBDOT —F RXR—2A 5 EMHREH2HELET, EFa
V7 A ERT7 4 — REHERT 25813, TNOOEHAS Pa— L aRELET, —BHHEL L TExa
V7 4R o —CHEEEREZEAT 255813, 0T —FXR—RAOFHFAr Va—NVERELET,

+
x%vjsx:;MD%%(mmm]ﬁ&y%auy7b\ﬁﬁ@%k#é(mmme]ﬁ&y(@;>%7
Uy 7 LT, BRERANEEZT A RZEALET,

ERIL, ZNOZEMTL2ETT A ZATEMITRY £H A,

RDEZARY

Device Manager |Z & % Threat Defense Virtual D& B OFEMIIZ DU CTid,  [Cisco Firepower Threat
Defense Configuration Guide for Firepower Device Manager] & 721% Secure Firewall Device Manager
DFELTA VT EBRLTIZSN,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



