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7y a AZZOEPRESNE T, TOMEZHEH
LTL &N,

51 : us-east-la, us-east-1b. us-east-1c

MgmtlnterfaceSG

pad

Firewall Threat Defense Virtual &8 A > % —7 = A

ADEF2 VT 4 T N—"T,

& A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml | 7 7 A LV EMH L TA v 7

FALNT I FreRATLE, AX vy Ot

72 a Il OENFREINET, FOMEEMHH
LTL7EENY,
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F—broxzA40—FN\S 5 %FEALT AutoScale V') 2 — 3> .

INTA—4H FERATE5(E/Z |28
147
InsideInterfaceSG SLFA Firewall Threat Defense Virtual NEA o X —7 = A

ADEF2 VT 4 T N—T,

% A7 . AWS::EC2::SecurityGroup::Id
linfrastructureyaml] 7 7 A VZ2EH L TA > 7

TANTZ I F v x2BHTLE, AF vy 7 OHIE

7 a N ZOEPRESNET, TOMAHEH
LTL7E&EW,

OutsideInterfaceSG ==l Firewall Threat Defense Virtual /MiiA > X —7 = A

ADtF 2V T4 TN—T,

%A 7 . AWS::EC2::SecurityGroup::1d
linfrastructureyaml] 7 7 AV &FRHLTA 7

FARNT I TFxwERTALE, A¥ v I DHETIE
Jva Il OENFRESINET, FOMEAEMHH

LTLEENY,
1 : sg-0c190a824b22d52bb
MgmtSubnetld < FEY Y \\EHEY TRy NIDOK < XEIY YA K, YR L
Z W, RIS DR MY — v LR UIEFR IS 5 B
NHYHET,

2 A 7 List<AWS::EC2::SecurityGroup::1d>

linfrastructureyaml] 7 7 A VZEA L CTA > 7
TANTZ I FxmRHTLE, ZAF vy 7Ot
7 v a NZZOEPRESNET, TOMAEHEH

LTL7EEN,
InsideSubnetld = X0 U | NERGig00 Y7 Ry NIDOH < XEID U A K,
N UA NI, fHST 2R AMEY —2 LR CIEFFIZT
HVENRHY F7,

% A 7 . List<AWS::EC2::SecurityGroup::1d>

linfrastructureyaml| 7 7 A VZ2EH L TA 7
FANT IV FYERATLE, XZy 7 OHNE
72 a NI ZOENRESIVET, FOME AL
LTLEEW,
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AWS ~ O Firewall Threat Defense Virtual Auto Scale ¥/ ') 2 —3 3 VDEA |
B 7oz ro0—FAS Y EERALE AuoScale v a—a >

INTG A=A ERTE51E/% | &
147
OutsideSubnetld < FEIY Y SNE/Gig0/l 7Ry RIDDOA <KD U R K,
2k UA NI, E&$ 2 a Y — > &R UIERFIC T
LUERDY ET,

% A 7 : List<AWS::EC2::SecurityGroup::1d>

linfrastructureyaml] 7 7 A L ZEA L CTA > 7
FANT IV FXYERATLE, X2y 7 OMHE
7 a NZZOEPRESNET, TOMEEHEH
LTL7EEW,

KmsArn B2 PEFD KMS @ ARN  (fR{FIFICHE 5L T D720 D
AWS KMS %—) , fFE L7245, Firewall
Management Center & Firewall Threat Defense Virtual
DINAT — R ot T 2 0ENH D £, /<A
U — FORESLIE, FRE SN ARN DA ZFHH L
THETTLXENRD Y 77,

W5t/ XA T — RO " aws kms encrypt
--key-id <KMS ARN> --plaintext <password>" ¥R ® &
IR INTE/RAT— REFEHLTIEIN,

5] : arn:aws:kms:us-east-1:[AWS
Account]:key/7d586a25-5875-43b1-bb68-a452¢2{6468¢

ngfwPassword pras=vll $_CD Firewall Threat Defense Virtual f > A X% >/
2Zi%, BET oS r— b (BEIA T — 70—
7) O [z2—H¥—F—% (Userdata) | 7 4 —/L F

WCATIENTET 74 EO/RAT — RBEE S
TWET,

ZDOATNZ LY . Firewall Threat Defense Virtual (2
TIEATEZDHEIZhDE, NAT—RKRHL
<N AR — BTSN ET,

KMS ARN M STV ARWEAIX, FL—r
THXFARNDNRAT— RZFEHLTLEES, KMS
ARNMEH SN TWAHEGAIE, E{hShiz " x
U— REMEHTILERHY 7,

%l : Cisco123789! F 7213
AQIAgcQFAGtz/hvaxMtIvY/x/rfHnl31PpSXU

fmcServer e el Lambda %% & Firewall Threat Defense Virtual & F
A B —T = A AOMJTIZEIZEFHEZ: Firewall
Management Center EELHD IP 7 K L A,

5] : 10.10.17.21
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F—broxzA40—FN\S 5 %FEALT AutoScale V') 2 — 3> .

INTA—4 FRTE51E/4% |5
147
fmcOperationsUsername | 3=z 5| Firewall Management Center % & B9~ 2 BRIZ{ERL S

U7~ Network-Admin VA FOR L — W —, =—H
Lo — L OVERRDOZEMIZ W TIE.  [Cisco Secure

Firewall Management Center 5 /31 AFRE SN A K]
LTI,

5] . apiuser-1

fmcOperationsPassword | ¢z 4| KMS ARN 23 it#i STV WgGAaIiL., 7L—r
THARNDONAT = REMHL T ZEW, Gilk
STV LEAEIE. B LS AT — R&ff
HT20ERHY £7,

% : Ciscol23@ F7-1%
AQICAHgeQAhvaxMivY/x/mKI3cIFPpSXUHQRnCAaiB

fmeDeviceGrpName pea Firewall Management Center D7 /A A 7 )L—"T44,
] : AWS-Cisco-NGFW-VMs-1

fincPerformanceLicenseTier | 37 54| Firewall Threat Defense Virtual 7 /3 A % Firewall
Management Center Virtual {288k 3 5 BRICHEH S
TR T —< AL AT AR,

ERTE 21 :
FTDv/FTDv20/FTDv30/FTDv50/FTDv100

GE)

FTDV5 B L OFTDVIO X7 —< U AL A ¥
AU AL, AWS F— U= A B— KT %
TR —FEINTWEEA,

fmcPublishMetrics 7=Vl [TRUEJ IC&RET D L. fBEShET A A7

JL— TN D E SR & Firewall Threat Defense Virtual
U —DAFVHEELZIGT 57202, 24
12 1 BFEITEND Lambda BEMER S E T,

i FTRE72{E : TRUE. FALSE
5] : TRUE
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http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

AWS ~ O Firewall Threat Defense Virtual Auto Scale ¥/ ') 2 —3 3 VDEA |
B 7oz ro0—FAS Y EERALE AuoScale v a—a >

NG A—4H ERTZ5E/42 |5HA
147
fmcMetricsUsername ezl AWS CloudWatch (2 A MU v 7 /AT 572D

—E O Firewall Management Center == — " —44,
a—H Lo — VOEROFEMIZ OV TIE,  [Cisco
Secure Firewall Management Center 7 /3 A A F%iE 77
£ R ZBRLTES Y,

[fmcPublishMetrics| 7% [FALSE] IZERE STV
LD%EIE. ZOANEITOREZTH Y XA,

% : publisher-1

fmcMetricsPassword pe=ll AWS CloudWatch (2 A U » 7 Z B3 2 728D
Firewall Management Center /XA U — R, KMS ARN
PR SN TWRWERIT, TL—rTF A RO
WNAT—=REFEALTESN, SIS T
BAE, B b SN "R — R+ 208
N ET,

[fmcPublishMetrics| 7% [FALSE] IZERE I TV
DAL, ZTOANEITHOLEIIHD A,

151 : Cisco123789!

CpuThresholds T~ XYY HE | CPU L& WMED FIRE CPU L& VWMED ERR, Hie/h
%iﬁz fEIE 0 T, RAMEIE 99 T,

F 74/ k110,70
LEWVEDO TRRIZLEVED ERE Y /<

HRERDH Y ET,
1 : 30,70
MemoryThresholds J o~ XK Y B IMEM L & U MED FERE MEM L & WMED B, f
% AMEIX 0 T, FRfEIE 99 T,

F 74k 140,70

LEVED FRRIFLEVVED LREY /<7
HMEENGH Y £9,  [fmcPublishMetrics] /X7 A —
%3 TFALSE] O¥a, 2BIIH 0 £8 A,

il : 40,50
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| AWS ~® Firewall Threat Defense Virtual Auto Scale ¥ ') 21— 3 > DEA
GitHub 7 5 O—H LR b ~OBELT 74 LE CTDgs>a—F [

- ~ ~ ~
GitHub ™5 O—AHIILHRRA FADRBELZ T 7A4ILE CFTD
AoAa—Fk
GitHub 7> & lambda-python-files 7 + L X & X 7 o a— K LET, ZO7 4V XIZiE, ROT 7
ANDBEENTHET,
* Lambda L 1 ¥ OERICfEH 415 Python (py) 7 7 A /b,
cMEITL LT, AAT 4w I N— R EBIML, 2y NT—I RFGA—FEDAF <A AT
%72 S 415 configuration.json 7 7 A /L,
GitHub 7> 5k ® CloudFormation 7 > 7' L — k& X 7 a— KL E T,
*NLB Zffiffl L7z Auto Scale YV =— g v OF 7T L— |k :

e Infrastructureyaml : AWSERBED 2 LV iR— v hE W AX <A AT DDA SN
F7.

» deploy_ngfw_autoscaleyaml : NLB ' U =—3 3 » &l L 7= AWS Auto Scale ® FBf
WA S ET,
*GWLB #fH L7 AutoScale YV =— a2 DF 7L — b :

« Infrastructure_gwlb.yaml : AWS BREED 2 L iR— % > N &2 AHX ~ A X$ 5 7202ff
HEnET,

« deploy_ngfw_autoscale with_gwlb.yaml : GWLB ¥ UV =—3 = > Z i L T AWS Auto
Scale Z BB 5 72O H S E 7,

)

CE) ARG EIE, Ty T L= IT A S OEERNERELET, IWETH L, AWS Bila Y —
WTT T L= FERBT 2 L0, BT HRICA TE £,

NLB #{EFH L /- Auto Scale V') .—< 3 > : Amazon
CloudFormationa > —JLTONLBA VTS A SOV F+
TFTOTL—FDAREZTA X EREH

NLB ZfiH L C AutoScale YV V = —3 3 U ZREETHHEIL. ZOHEICEHINLTWD FIEL
FITLE T,
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AWS ~ ) Firewall Threat Defense Virtual Auto Scale V') 21— 3 v DEA |

I GWLB % {#F3 L 7= Auto Scale ¥/ ') 11— 3 > : Amazon CloudFormation 3> Y —)LTHDGWLB A V7SR SO F v T TL—bDHRETA
X EERH

FIE

ATy Tl AWSEH LY — LT, [H—ER (Services) |>[EI & H/3F > X (Management and Governance) |>
[CloudFormation] DJIEIZEEIR L, [R2 v DERL (Createstack) 1> [FTLWNI V—REFEH (1B#)
(With new resources (standard)) DIEIZZ U~ 27 LET,

ATF9FT2 [TV —b T 7ANDT v 7 r—F (Upload atemplate file) ] ZE4R L, [7 7 A /L DER (Choose
file) 1227V 7 LT, Z7ANEX T a— RKLE7 40405 infrastructureyaml #3410 L £ 97,

ATF9FT3 [k~ (Next) 1227V v7 LET,

AT T8 [AH 7 OFEHMOLRTE (Specify stack details) | ~X— T, A¥ v 7 OL4HIZATTLET,

ATv 75 Infrastructureyaml > FL— F DA ST A—=Z DIEEFRE L £7,

RATFYFT6 [k~ (Next) 127U vr LET,

AT TT1 [AX v I AT 3 DO%E (Configure Stack Options) 17 4 > R TIR~ (Next) 1227V v/ LET,

ATv T8 [HEB (Review) | N—V TRELMER L THELET,

AT9F9  [A¥ 7 OIERK (Create Stack) ] %7 U v 7 L Cinfrastructureyaml 7> 7 L — hZ B L, A¥ v 7
AERC L FE T,

ATy 710 EBAMNETLES, [ (Outputs) 1IZBEIL, S3/\yy hEEEIROET,

GWLB Z#{&FH L 71- Auto Scale V') =1—< 3 > : Amazon
CloudFormation 2>V —J)LTOGWIB A > TS5 RX 359
FY¥ TUTL—FDARETAXERH

GWLB #{#H L C AutoScale Y ) =—3> 3 V2RI H2541F., ZOEIZKFHE N TWAHFIAE
EEITLET,

FIE

ATy 1 AWSHEEIaL Y —/L T, [H—ERXR (Services) |>[BE L H/\F 2 X (Management and Governance) ]>
[CloudFormation] DJIEIZEEIR L, [R2 v DERL (Createstack) 1> [EFLWNI V—REFEH (1B#)
(With new resources (standard)) DIEIZZ U~ 7 LET,

ATF9FT2 [TV —=bT77ANDT v 7 r—F (Upload atemplate file) | ZE4R L, [7 7 A /L DER (Choose
file) 127Uy 7 LT, 774 NVEX T a—RKLIEZ7 4205 infrastructure_gwlb.yaml % 3&R L &
ﬁ‘o

ATY T3 [k~ (Next) 1227V v 7 LET,
ATFY T8 [RZ 7 OFMOFEE (Specify stack details) ] X— T, A% v 7 DA4RIEASLET,
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Management Center TO Ry b T—9 A VT FR RS9 F v DRTE .

AFv 75 Infrastructure gwibyaml 7> 7 L — h DA NN T A —Z DIEZIEE L £7,

ATFwT6 [k~ (Next) 1227V v 7 LET,

AT TT1 [AX v I AT aDO%E (Configure Stack Options) 17 4 > R TIR~ (Next) 1227V v LET,
ATy T8 [HeiB (Review) | N—V CTRELMER L THELET,

AT9F9  [A¥ v 7 OIERK (Create Stack) ] %7 U v 7 L Cinfrastructure gwlb.yaml 7> 7 L— h BB L, *
27 EERLET,

AT9T10 EBEMNET Lib, [H7) (Outputs) 1IZEENL, S3/\T v hEEZEESHDET,

Management Center TRy FJ—D0 A VTSRS
=JL ==
F v DEXTE
Bk A O Threat Defense Virtual © Management Center T, 7 /3 A7 )V—7 F T =7 b,
SNAF 7R —F NATARY o— BLOT 7 EARY U—%2ERBLOHELET,

B DY — = ETEITIND T IUVBRIED~ LT T 3 A A~ 32— ¥ T 5 Management Center
%Z{# Fl L C Threat Defense Virtual % 75 ¥ CTX $£9°, Threat Defense Virtual X, Threat Defense
Virtual (AR~ > 2B Y Y CTEHA ¥ —7 =4 A 0 Management Center % &k L Cidfg
L/ i ‘é—o

FEHEIZ DWW TCIX,  [Cisco Secure Firewall Management Center % {i X 7= Cisco Secure Firewall Threat
Defense Virtual |IZ DWW C) S L TLES0Y,

Threat Defense Virtual iR EEH SN D47V 27 MITRT, 22— —0MEKT D LERDH
= B

A—HMEM
FiE

AT 71 Management Center {212 7' > L £, Management Center C2 DD L—H—7 N7 hZVERT 2 BN
HYFEF, 1 D% Autoscale HEILH T, b 9 1 DiF=—H—23 CloudWatch [IZ A b U > 7 ZAT 5729
DHDTY,

ATw T2 [RE (Settings) | >[1—H— (Users) | Zi&IRL £9°,
ATV T3 HLna—FEERT 2101E, UTOFIEEZETLET,
a) [—YDERK (CreateUser) 1227 U v 27 LET,
b) [Z—H¥—4 (UserName) [IZAJLET,
a—HF =X, ROFIRIZHE S BERH Y £7,

BT, M Ty () BROT =23y () PERET KK 32 0F,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html#id_105951

AWS ~ O Firewall Threat Defense Virtual Auto Scale ¥/ ') 2 —3 3 VDEA |
B 7 zxoL—Foem

s WFIFIRLF LN FEMEHTE ET,

cBUFRN (). AT () TrHx—2ar () USNOAFREIIRRCFIIEHTE E
A,

ATY T4 [/RAT— K (Password) | BLIL N [/XA U — ROMEFE (Confirm Password) ] 7 4 —/L RIZfEZ A LET,
ZOMEIE. ZOZ—PFIRE LI RAT =R AT v a VITHEILL T D RERH Y £,

AT9 TS [2—H—a—LDOFFE (UserRole Configuration) ] =V 7 T, [FH¥E (Administrator) | F = v 7Ry 7 &
EAACLET,

Autoscale YV =— a7 o7 L— FORBFIZHEAT 720, Zhboa—F—a 7 U fFfaE AT L
79, INb0ax—W—a s A UERITZ. FMC HE{EOREB L OFMC 7L AT N—F A N » 7O
ANBOBRETANTHEMLERDH Y 77,

ATv 76 [fR1F (Save) 1227 U w7 LET,

FINA AT IL—TD3EM

Management Center Z {45 &, T34 2% 7 L—FL LT, BEDOT A ZA~DKRY 2 —
DREFHSLT v 7T — FOA VA M=V EHHIZFATTEET, FIV—TIZBT LT3 ZADY
A ME, BBEIIN IR TEET,

| o

BEE TS RITN—TEAERL, VA EEATOILERSY T, T AT NA—TIZ#EHA IR
723 T OFREN Threat Defense Virtual £ & A X 2 AT v 2 SNET,

FIE

ATvT1 [T/IAA4 R (Devices) | > [T/ 4 REHE (Device Management) | DJEIZEIR L £,

AT972 BN (Add) | Key T X0y A=a—nh, [ZA—7 01BN (Add Group) ] Z#ER L £,

ATV T3 BEO I N—TofET HI10%, WETH 7 —TOHRE (Edit) | GRET A=) 2270 v 7 LET,
ATy T84 ZEiE AT LET,

ATFYFTE [OK]Z 27 U7 LT, T3 A T V—TZBMLET,

GE)
Autoscale A% v 7 ZAERKT % & X2, fmcDeviceGrp O FIZZ DT NA AT N—T = AT LET,
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#w2r470zs rotes ]

KRR ATV FOERK

1R BHHEIIZ
AWS * v hU—27 r— K XF 4 (NLB) 2T 2581E. mRA N A7 V=7 b EEHRT
DHLENRH Y F7,

)

() AWS Gateway Load Balancer (GWLB) (ZiX, "A hAT7 V=7 MINEH Y FHA,

FIE

AT 71 Management Center |22 74 > LE T,
ARTYv T2 [#TPxY b (Objects) 1>[A#T >y FEE (Object Management) | Z iR L 7,
ARTYT3 ATV N XA TDY AN [y T —2 (Network) ] 23R L £,

RATYv T4 [y bU—7%BI (AddNetwork) | RRy 7 ¥ 0 A=a—T, [#7 Y =2 F®OiBM (Add Object) ]
ZIER L7,

ATV TS LRk ANTILET,

ATV 76 SHEATLET,

ATF9F1 [y hU—2 (Network) ] 7 4 —/V RT[AA L (Host) | A7 arZ@RL, ROMEE AN LET,
a) A7Vl NFAT DA . aws-metadata-server,
b) "AMTB IO A TG T, IPvd DIP 7 F L A 169.254.169.254 &= A JJ L £,

ATv T8 [R1FE (Save) |27 U w27 LET,

R—bAToxH FOERK

4a & SRS
AWS Xy hU =27 m— A7 % (NLB) 2425615, A=A 7 Y =7 b2/l
LDMEND Y T,

N

(GE)  AWS Gateway Load Balancer (GWLB) (2%, R— A7 ¥ =7 MNIMEH D XA,
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B ocr207 V2 BE0I0 58— T2 AR TL—T 4TS FOKR

AT T1
ATvT2
ATv73
ATv74

ATy TH

ATvT6

ATy 71

ATvT8

FIE

Management Center |22 71 > L £ 7,
[#72 x5 b+ (Objects) 1>[#T¥ o FEE (Object Management) ] ZiER L £,
T2 N HEATDYARNNL [A— b (Port) | ZEIRLET,

[FA—FDEM (AddPort) | R v 7 X T A=a—"T, [A7 =7 FOiBH (Add Object) ] ZiBIR L &
b@‘o

HETE AT LET,

[7a k= (Protocol) JZBIRLET, [KA N (Host) | A7V NEATIZATI LT v ko)L ik
WIDZMENRHY FT, BRLZ7 0 ha/WSC T, [RA—bt (Port) ] THIRT 22, F7=IXICMP D
[ZA4 7 (Type) 1BEL[=—F (Code) ] ZHIRL £,

8080 L ANJLET, ZZTANTLZR—FELIL, BRSNS L TH AL A XA TEET,

(6=3))

[T_T (Al) o7 m bavdt—K3E5Z L2BIRLGEIT. [TOM (Other) | Fry 77X T U X
AL T, R—=hTEHT V=7 FERIRTILENDH Y 77,

[fR7F (Save) 1227 U w7 LET,

XTIV ELVAMUE—T AR ITINL—=T AT H F
DERK

ATwT1
ATvT2
ATvT3
ATv74
ATvTH

ATvT6
ATy 717
ATvT8

FIE

[#T72xy b+ (Objects) |>[A#T x4 FEHE (Object Management) | Z R L F 9,

XTI NEATDIY A RNS, [ X —T A A (Interface) | ZBIRL F T,

[Bf0 (Add) 1>[tEF2UF+aY—> (SecurityZone) 1|27V v 27 LET,

[4 07 (Name) ]1C llnsidesz) & AN LET,

(A H—7xA A% AT (Interface Type) | Ke v 7 X ARG [Jb—7 > K (Routed) ] & &R L
£7

[fR7F (Save) |27 U w7 LET,

FERIC, AT 7 1 ~6 &%V L COousdesz #ERT 2 XLENH Y £9°,

GWLB 7 2 7 V7 — Lz BT 52561%. VNIEXa T4 V=2 Z{FRLET,
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ARF vy Ta—Jok—roant ]

ANLRF TV TO—TOR— OEFHE
SNNVAF 2w 7T —TOR— k22 (SSH) E72iEA— b 443 (HTTP) AN TE £,

\}

() AWS Gateway Load Balancer (GWLB) Zi%, ~VAF = v 7 7 —71308EbH Y £ A,

ANILVAFzvo7Aa—TDHR— k22 (SSH) OEZE

ANNVAF =y 7 e —TZR— 122 (SSH) ZHHALTCWAEAEIE. ROFINEEZFITL T, ~
NAF 7 TFa—TOR— MG LET,

FIE

RAT9T1 [TINA R (Devices) 1> [T 5y b7 +—LEEE (Platform Settings) ]1>[SSH7 ¥ X (SSH Access) [P
JNEIZ IR L £,

ATy 72 [+Add| 227V v 7 LET,

ATV T3 FayFZ 7 URAINBEED[IP 7 KL A (IP Address) | Zi#IR L £,

ATy T4 [EHARERY — /A % —7 =4 A (Available Zones/Interfaces) | 7 4 > K7 T, GWLB F /234N~
Xy MIER SN TWAINEA v H— T = A AZFEIRLE T,

ATv 75 B (Add) 1227V 7 LT, @RLIEA LV H—T oA AZ[BIR LTV — /A F—T A A (Selected
Zones/Interfaces) | 7 4 > R7IZiBIML £,

ATv7T6 [OK]Z27 V7 LET,
ATv T [IR1FE (Save) 1227 U w27 LET,

ANILAF v T7A—TOHR—F 443 (HTTP) OERE

ANVAF =y 7 Fu—T|ZR— k443 (HTTP) ZfEH L TV A3HE1E. ROFIELEFATL T,
NNVAF 2y 7T =T DR— N/ LFET,

FIE

ATY T [TINA R (Devices) | >[FTT v b T+ —LEEE (Platform Settings) ] >[HTTP7 2 X (HTTP Access) ]
DONEIZEIN L £ 7,

ATw T2 [HTTPH— —DH%ht (Enable HTTP Server) | F = v 7Ry 7 A% A1 LET,
RAT9 T3 [F—hF (Port) ] 74 —/LRIZ, M43 L ANLET,

A5y Ta [FAd E 2 ) v LET

ZRFyTE FayFZ U2 MpbEET 5 [IP7 FLA (IP Address) | %38 L%,
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AWS ~ ) Firewall Threat Defense Virtual Auto Scale V') 21— 3 v DEA |
B v zEmLAuoScale v a— a0 Ry D=4 F FLRZHE (NAD KY & —DRE & EE

ATvT6 [HHFEERY — /A % —7 x4 A (Available Zones/Interfaces) |1V 4 > K7 C, GWLB F 721347
Ty MR SN TWAINEA v H—T = A AZIRL T,

ATy 7T B (Add) 1227V 7 LT, BIRLIEA VA —T = A [BIRLIZY —2/Af v H—T 24 A (Selected
Zones/Interfaces) | 7 1 > R 7IZBEIMLET,

ATy 78 [OK] &7V v7 LET,
ATYT9 [1FE (Save) 1227V v LET,

NLB Z{FfH L7/~ AutoScale V') 21— 3> : X2y FI—HF7 KLRE
¥ (NAT) R O—DERTE EER

— )72 NAT b—/LTlE, WET RV AZNMA  F—T = A ZADIPT RLADKR— MK
BLET, COXATDONATV—NDZ LA F—T A A RN—F T FLRZH (PAT)
EFFOVET, NAT R Y 2 —DFEMIZ DWW TIX,  Cisco Secure Firewall Management Center % fi
J L 7= Cisco Secure Firewall Threat Defense Virtual D& FL] @ INAT O T 28R L TLEE
AN

NAT R YU > —IZ13 1 DOMFLV— L RLETT, LLTIC, NAT L— L Ol Z R LET,
« %575 — > (Source Zone) : ARV —
« 5856 —> (Dest Zone) : WY —
« LOE(EIC (Original-sources) : any-ipv4
s JLOEIFILAR— N (Original source port) : Jo/7 7 # /b k
« SEO%E4E (Original Destinations) : A > % —7 = A A (Interface)
s TLOFESEAR— ~ (Original-destination-port) : 8080 F 721X —H —NRET D IEHF R — b
o BHLTE H (5T (Translated-sources) : any-ipv4
o B LG T8 — b (Translated source port) @ J&/7 7 4 /b b
o BHEH5E5E (Translated-destination) : aws-metadata-server
o BHE 585K — I (Translated-destination-port) : 80/HTTP
FIERIC. Z O TED Threat Defense Virtual 7 /34 A v a2 SnNb L9, T—F T 74 v
7 D NAT V— )L ZBINITE £,

| &

BE (FRENTENATRY >—i%, TR AT NV—FICHATAHALENRHY £, ZiiL. Lambda
FEBEIZ & % Management Center FRAEIC & > THRGE S IV E T,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html#id_105944

| AWS ~® Firewall Threat Defense Virtual Auto Scale ¥ ') 21— 3 > DEA
NLB %I L7 AutoScale V) 1—3 3> : vy kT—5 7 FLRZHR (NAD KUsv—nzeEn |

FIE

AT w71 Cisco Secure Firewall Management Center (21 7 > L £,
ZFwTF2  [FAAZ (Devices) ] A=2—T., [NAT| %7 U v LET,

AT9T3  FHLOWKRY O —EERT HI121E, [FLWLARY >— (New Policy) ]1>[Threat DefenseNAT] %2 U v 7 L
EJaN

ATy T4 NATRY > —D4FIEFHHEATLET,
ATy 75 [RfE (Save) |27V v 7 LET,
FLWARY —BMSL T, [NAT] R—VIZE RS NET,

ATY7T6  [—ADEM (AddRule) 127V v 7 LET,

ATwFT [NAT/L—/L (NATRule) | Ka v 7Z U & R [FEINAT /L—/ b (Manual NAT Rule) ] Z 38R L
EJ e

ATy 78 [A (Insert) | Rev7H oA Rnn, [H7 YN (InCategory) 13 X OV[RID NAT /L—/L (NAT
Rule Before) | Zi3#IR L 97,

RTYFT9 [XA4T (Type) | Ruv 7 XU A=a—n5 [FH) (Static) | 23R L E7,
ATy BHAEATILET,

ATYTIN [ ¥ —Tx2A A4 TV =7  (Interface Objects) | A ==—"T, HEFLELWADOAT V=7 M EBM
LET,

AT F12  [ZH (Translations) | A ==2—T, /3T A—FICRDEAEBEML £,

NG A—5 Il

[JED%E{E5C (Original Source) ] any-ipv4

[JEP%E%E (Original Destination) ] 7 FL A (Address)
[JLDEE LA — b (Original Source Port) ] HTTP
[ED%EEAR— kb (Original Destination Port) ] 8080

[EH# X 7-12%{57C (Translated Source) ] any-ipv4

[ X728 ELA— b (Translated Source Port) ]|t/ 7 4 /v b

[ 2 D% % (Translated Destination) | aws-metadata-server
(#7565 — & (Translated Destination 80/HTTP
Port) ]

ATy 13 [R1FE (Save) 127 U 7 LT, —AZHEFLTEMLET,
AT w714 Threat Defense Virtual (2B 5 72 DICERR L7z B LW Lb— L 28R L £,
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B =x057542 30 bo—u Ky s —otks

ATvT15

[EB (Deploy) 1>[EB (Deployment) |DJEIZZ UV 7 L, BV B THT A RACKRY —%RELE
To BHIIRY —% BT 2ETHNIRY FH A,

ERXWLGZT7ER arba—I)L R O—DERK

HLWT 78R ariae— AV R)o—%ERKTHE, ORI —ZT 7NV DT 73
VERENEENET, RV —2ERT DL, BIHICEDE TR v —2fHE x5k,
TCICHmEL Yy g LIIBITLE T,

Fg
RTvF1  [RY)I— (Policies) |>[7 % X% (AccessControl) ] &R L E7,
AT T2 [HLWAEY — (NewPolicy) 27V v LET,
ATv 73 —EBDO4H (aws-asg-policy) EiitHE AN LET,
ATy T4 BHO[T 74NV T 73 (DefaultAction) ]: [T_XCD T 7 4w 7 %717 (Blockalltraffic) ]
ZHRELET,
ATvT5  []R’TFE (Save) |27 U7 LET,
ATF9T6 RX=YOfEHD[X—7 v bT3A A (Targeted Devices) |27 U v 7 LT, R —%%FD Y CTE
‘j‘o
ATvTT  LURNAER LIeT A AT N—T %R L E T,
ATy 78 [HRU—~DiENM (AddtoPolicy) 1227 Vw27 L, [OK]ZZ7 Vv 7 LTKRY —ZBMLET,
AT 7T ERLEBH LAY >—o [fRE (Edit) | 74222707 LET,
ATy 10 [L—ADEM (AddRule) 127V v 27 LET,
RATYTN RORTA—=FZEFELET,
« ZHij : inside-to-outside
« ffi A\ : into Mandatory
e 77 a v Allow
s IKEILY — v sy — v ABIMLET,
ATYT12 [Applyl 227V v 7 LET,
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configuration.json 35 & U configuration-schema.json 7 7 1 LD B Ht .

configuration.json & & U configuration-schema.json 7 7 A

JLDEFHT

configuration.json & configuration-schema.json 7 7 A /Li&. GitHub nHH 7
m— K L7z lambda_python_files 7 4 /L %2 & ¥ %9, Management Center T i L72/37 A —
X &M LT, configuration.json 77 A NVD/NRT A —X2FHH L EJ, JSON F— (14
HITRETRNIEICHEELTLEE N,

configuration.json 77 A VEMRETHEXIEH, A/ F—T=A A, EX2 VT4 V—
VATV b TAARITN—T BRORY = OARINERE X —NOXHLT 247
UVl N EEMIC BT O L 2R LTI,

configuration.json 3L N configuration-schema.json 7 7 A VDY 7w 27 Y
7" MZ, https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/aws/sample-configuration-jsons
?® sample-az-configuration-jsons 7 4+ /L Z 12 D £,

B R AR e 2SSV, configuration.json & configuration-schema.json 7 7
ANDAT Y F R, WOE I, FCARIOT 7 A NDY L TIVAZ )T MBS HZ DA
ERbH0 E7,
*GWLB YU JIWT—L rRr UERET 56
gwlb-single-arm-Configuration.json B LN
gwlb-single-arm-Configuration-schema.jsonZffH L £7,

*NLB FARRr UEEBT 521X : nlb-Configuration.json BILW
nlb-Configuration-schema.json ZffH L F 3,

AWSCLI 2R LA >3RI 9F v aVKR—RY

~D

=L

axX AE

7 7 L — K Cid. Threat Defense Virtual 35 & T" Management Center @ Lambda L 1 ¥ & K55k
INTEARAT—RIIMERSNET AL, ROFIRELEHL T, FarA—FK MERELET,
AWS CLI DFEHIZ DWW, TAWS o~ RIA v A v ¥ —T =4 A ZSRL TS
AN

AVEA—T 4T Y—REEET E1-D Lambda L 1 ¥ zip 7 7

14 ILDIERL

Lambda BH#%|Z % %72 Lambda L ¥ autoscale layer.zip #1Emk L £,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/aws/sample-configuration-jsons
https://aws.amazon.com/cli/

AWS ~ O Firewall Threat Defense Virtual Auto Scale ¥/ ') 2 —3 3 VDEA |

B -7y —2%5EBS 21200 Lambda L1 ¥ zip 7 7 4 LD

ATy T

ATy T2

ATvT3

RTv74

autoscale layer.zip i%, Python3.11 734 > A b —/L Z#1CV 5 Amazon Linux VM TIER T £
T, HHT/N— 3 D Amazon Linux % 3479 % AWS Cloudshell Z {325 Z & ZH#E5E L &
D

autoscale_layer.zip 7 7 A /V & AERCT H1TIX, H&AMIC Python 7 A 77 U /3w r— U OFECHE
% X35 requirementsitxt 7 7 A VEER L T D, V= VAT U N EFETTIHIMLERDH Y T
D

FIE

Python /X 77—V Ol Z F8E L T, requirementsitxt 7 7 A L& {ERK L £ 5,

$ cat requirements.txt
pycryptodome

paramiko

requests

scp

jsonschema

cffi

zipp
importlib-metadata

WDz~ R&F4T LT, autoscale layer.zip 7 7 A W AAERK L E T,

$ pip3 install --platform manylinux2014 x86 64
--target=./python/lib/python3.11/site-packages
--implementation cp --python-version 3.11 --only-binary=:all:
--upgrade -r requirements.txt

$ zip -r autoscale layer.zip ./python

GE)
A A b= LI urllib3 ROME S b7 EDRFBR OB A= 7 =3 RAE LTS AIE, BaT 2 v r—V%
HebE N —0 3 > L —fEIZ requirements.txt 7 7 A M ED L EEBEIO LET, TO%, A VA M=%
BEFETLTHHAE LML TE £7,

Ak S #17c autoscale layer.zip 7 7 A /L% cisco-ftdv/autoscale/aws/lambda-python-filesT 1

L7 FUICEE L £,

autoscale_manager.zip, lifecycle ftdv.zip, ¥ & U custom_metric fmec.zip 7 7 A LV &E{ERR L E 57,

a) W EMT 4 L7 NUOEBEINZVARY NV ICHE SN nake.py 7 7 A NVERD X HICETLE
D

python3 make.py build

ZDT7 7 AN, ERES Lz python 7 7 A DB 40 OERID zip 7 7 A VEVER L. Z3L5 % [target]
TFNEICar—LET,

b) TNHDAODzip 7 7 ANE, A VT TANT I TF ¥ TUTL— MIEXsTERENTS3 v |k
W27 7 — RLET, Python3BREN/FIHTE L EA4MRLET,
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({£E) Threat Defense Virtual # & U* Management Center DRES1b/S R 7 — KDERK .

({£Z.) Threat Defense Virtual & & Uf Management Center DRSS 1E/V X
) — FDERK

Infrastructure_gwlb.yaml 7 > 7 L — K 7 7 A JLIZ KMS ARN fE23 A /] 23TV 5 A 1L, Threat
Defense Virtual 33 X U Management Center CaX £ 5 /XA U — & 5L 50BN H D £77,
AWSKMS =2V — /L&A L TF% — ARN Z 557 521X, Finding the key ID and key ARN [
) EZMLTES N, B—=HLRA BT, IROAWSCLI 2~ REZRITLTRAY— &
EfbLET,

$ aws kms encrypt --key-id <KMS-ARN> --plaintext

'MyCOmplIc@tedProtectloN’
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJvY/x/rfHnKI3clFPpSXUU7THQRNCAFwEXhXH
JAHL8tcVmDqurALAAAAajBoBgkghki
G9w0OBBwagWzBZAgEAMFQGCSgGSIb3DOEHATAeBglghkgBZOMEASAWEQQOMA 5
ATkTqgjSekX2mniAgEQgCcOav6Hhol
+wxpWKtXY4y1Z21d0z1P4£fx0jTdosfCbPNUExmNJ4zdx8="

}
$

[CiphertextBlob] DfEIZRFHAL STz RAT — R T4, ZDO/RAT— R,
infrastructure_gwlb.yaml 7 7 A /L™ NGFWv /XX J— K (Threat Defense Virtual /X2 7 — K)
F 7213 AutoScale HEI{ED FMC /XX J— K (Management Center D/XA U — R) /XF A —H D
il LT LET, Zo/327— KX, CloudWatch [2A k1) w9 ERET 518D FMC
IRART—FROfEE LTHEATEET,

target 7+ JL A DIERL
O—H)VKRARNT, Oa<w FEFEHALT, AmazonS3 /37w MIT7 v 7 a— K92 0EN
BHD7 7 AINEET target 7 A VK EVERR L E T,
python3 make.py build

2—H /LR A MZ Ttarget] EWOAFTO T /W ZHMERR S VE T, target 7 4+ /LA 121, Auto
Scale YV =— a VOREBICHNER dp 77 AV E yaml 7 7 A VDR EFENLTHET,

Amazon S3 /N4y kAD T 7A IO 7y JA—FK

B—WNVHRARNT, ROa~v 2 REFEHALT, target 7 4 L7 MUIZHDLTRTOT7 7 A L%
Amazon S3 N7 v MZT v 7 u—RL%ET,

$cd Jtarget

$ aws s3 ¢p . s3://<bucket-name> --recursive
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https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html

AWS ~ ) Firewall Threat Defense Virtual Auto Scale V') 21— 3 v DEA |
. NLB #{#HF L 7= AutoScale V'Ja—< 3> : NLB #{#A L 7- Auto Scale V') 1 —< 3 VD ER

NLB % {#F L /= Auto Scale /') 2 —< 3> : NLB {5/
L 7= AutoScale V') 12— 3 > D ER

NLB Z# i L CAutoScale VY V =—3 3 U ZREAT AHEIL. ZOHRICEH I LTV D FIEE
EITLET,

FIE

ATy T1 AWSEFLa L YV —)L T, [H—E X (Services) |>[EBE &L H/V\F 2 X (Management and Governance) |>
[CloudFormation] > [R & w9 (Stacks) |DNAIZEIRL, 7> 7L — MI X o THER SN AZ v 7 &
Vw7 LET,

ATV T2 [RE2 VY DERK (Createstack) | >[F LWV Y—XEERA (12#) (With new resources (standard)) |0
EizZ Uy 7 LET,

ARTYT3 [TvTVL— b7 7AVDT v 7 r— R (Uploadatemplatefile) 1 Z3&IRL, [7 7 A /LD (ChooseFile) ]
7V w7 LT, target 7 4+ /L4 5 deploy_ngfw_autoscaleyaml % 3R L £,

ATV T4 [k~ (Next) 1227 U w7 LET,

AT TS [AX v 7 OFMOETE (Specify stack details) [ X— T, A¥ v 7 O4RIEZALET,

AT 76 deploy ngfw_autoscaleyaml 7> 7 L — F D AN RT A =X DEEIEE L £7,

AT T [AX v I F T aD%E (Configure Stack Options) ] 7 4 > K7 T [k~ (Next) ] Z#7 VU v/ LET,

ATv T8 [HER (Review) | X—V CTREEMHERL CHEL X7,

ATFY T [AH v 7 OFERK (Create Stack) 1% 7 U » 27 LT deploy_ngfw_autoscaleyaml 7> 7L — R ZEB L, A
H oy 7B LET,

Z N T, NLB %{# f L 7= Threat Defense Virtual @ Auto Scale Y V) =2 —3> 3 VAR ET H7=DIT
VERW G OT 7L — hORBENET LE LT,

GWLB #{&EFA L 7= AutoScale /' !) 21—, 3 > : GWLB *{&
FHL7- Auto Scale V!) 21— 3 VD ERH

GWLB Z{#il L T AutoScale YV V = —3 3 U Z BT 2HAIE. ZOBEICEHEIN WD FIA
EEITLET,
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mwstx2U5L—70zE |

FIE

ATy 1 AWSEHH 2 YV — LT, [H—ERX (Services) | > [BEE L H/3F X (Management and Governance) | >
[CloudFormation] > [R & w9 (Stacks) |DNAIZEIRL, 7> 7L — MI X o THER SN AZ v 7 &7
Vw2 LET,

ATYT2 [R2 v DR (Createstack) |>[# LW\ Y—XEHER (1B#) (With new resources (standard)) ]
HizZ7 Uy 7 LET,

ARTYT3 [TV — b7 7A4VDT v 7 r— K (Uploadatemplatefile) | Z33&IRNL, [7 7 A /LD (ChooseFile) ]
27V w7 LT, target 7 4 /LX) 5 deploy_ngfw_autoscale with_gwib.yaml 38R L &5,

ATy T4 [k~ (Next) |27 U7 LET,

AT TS [AX v 7 OFMOFETE (Specify stack details) ] X— T, A¥ v 7 O4RIEZALET,

AT 76 deploy ngfw_autoscale with_gwlbyaml > 7 L — FDAS)/RT A =X DEEIEE L £7,

AT T [AX v I F T aD%E (Configure Stack Options) ] 7 4 > K7 Tk~ (Next) |27V v/ LET,

ATv T8 [HER (Review) | X—V CTREEMHERL CHEL X7,

AT T [AH v 7 OFERK (Create Stack) 1% 27 U » 27 LT deploy_ngfw_autoscale with_gwlb.yaml 7> 7" L — k % &
L., A% v 7 ZEkLET,

ZH . GWLB #1{# il L T Threat Defense Virtual JH® Auto Scale Y V = —3 3 U ZRET D72
DB RBT T OT 7 L— FORBENZET LE LT,

ANS X)) T4 TIL—TDERE

1. A T7T7ARTI7F % ZAZ v 7IZXo TR S eipNat & FMC B X 2 U 7 ¢ 7 v —"7
IZFFAILET (FMC X7 Y w7 IP T RL AT 25E)

2. FMCIP#FID A v AZ A ¥xa VT 4 ZV—FZHFALET (7Y v 27 FIDIP 7
RURZBEHT 256) .

GWIBY 'Y)ya1— 3> %#RA LT AutoScale : GWLB > KR4/ > +D
Y& Rk

GWLB Z{#i [l L T AutoScale YV V = —3 3 U Z BT 2HAIT. ZOEICEHEIN TS FIA
FEITLET,

FIE

ATY 1 AWSEH L YV —L T, [U—ERX (Sarvices) |>[#y hIT—F 25 ELVa 2T YEME (Networking
& Content Delivery) ]>[VPC]>[T Y KR4 > k¥ —E X (Endpoint Services) [DIEIZEIN L £,
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B vcor—51ovome

ATy T2
ATvT3
ATv74

ATy TH
ATvT6
ATy 17
ATvT8

ATvT9

ATy 710
ATy TN

ATvT12
ATv 713
ATy 714

ATv 715

ATv 716

VPCDIL—T 4 2T DE

[T RARA > M —EADER (Create Endpoint Services) &7 U v 7 LET,
[B— KN Z % A7 (Load balancer type) | C[7— F 7 = A (Gateway) | Z IR L £,

[f# FATRE72 7 — R 3F 1 (Available load Balancers) ] . Auto Scale DJEBID—#1 & L TIER &7z
Tz — RNRT P E@RRLET,

[T RBRA > b DOAEGENME (Require accept for endpoint) | T, [AFRAHLE (Acceptance required) | %
BIRLET, BRI DL, =0 FARA U M= A0 ERZFETZTANDILERH Y 7,
[PAR— RSN TWABIPT KL A ¥ A7 (Supported IP address types) ] C. [[Pv4]ZER L F 7,

[ER% (Create) 1227V v 7 LET,

FIAHER LT RARA v M —E RO —ExA 2 a—LET,

[P—EX (Services) |> [y bT—F 5B LU T U YEME (Networking & Content Delivery) |>
[VPC]>[T Y KR4 > kb (Endpoints) (DNEIZEIR L E9,

[ RARA > FOVER (Create endpoint) 1 %227V v 27 LET,

[—E 247 2V (Service category) ] T [F DD KR A > hH—¥E X (Other endpoint services) ]
ZEIRLET,

[th—E 24 (Service name) | IZH—ERZADARTEZ AT L, [—EZXDfER ( Verify service) ] AR L
iﬁdo

[VPC] 7 4 —/LV R C, =¥ RiRA > b&EEKT D VPC 23R L £77,
[h7 %> b (Subnets) | C, =2 RBA LV FEEHRT LIV 7 Ry FEEIRLET,

[IP7 R LA %A (IP address type) ] T, [IPv4] A7 a v ZRIRL T, =2 FRAL b Ry hT—7
AUHE =T A AZIPvA T RLAZEID B TET,

[T RaRA > hDYERL (Create endpoint) %227V v 27 LE7,

FIE

ATy 1 AWSEHH 2 YV —)L T, [H—ER (Sarvices) 1> [y hT—F 5 BLUTarT Y (Networking &
Content) |>[{RETZ A4 R— 45 F (Virtual Private Cloud) ]>[/JL— kT—7JL (Routetables) ™
JIEIZE IR L FE 5,

RARTVT2 A0 2=y M= VA DL— T —TNERIRL, ROFIAEFETLET,

1.

2.

3.

[72 32 (Actions) | >[)IL— FD#REE (Editroutes) JDIEIZZ U > 7 LET,

IPv4 DAL, b— FOEM (Addroute) [#7 U > 27 LEd, [405E (Destination) ]2, 77U 7r—
g H—R—DH T F v FOIPVACIDR 71 v 7 % AHLET, [#—4 v b (Target) ] . VPC =
YRWA L P EBRLET,

[ % D47 (Save Changes) 1 &7 U v 27 LET,
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Auto Scale /' )L— T DiRE .

ATV T3 77V r—va v —n"=—03H5%7 %y hONL— T —TNVERIRL, ROFIEZFETLET,
1. [72¥ 3> (Acdtions) |1>[IL— bD#wRE (Editroutes) (DIEIZZ U v 27 LET,

2. IPv4 OLETE, b— OB (Addroute) 1227 VU v 27 LET, [485 (Destination) (2, 0.0.0.0/0 &
AN LET, [#—5 v b (Target) ] T, VPC > KR4 > bEEIRLET,

3. [EHDOLR(F (Save Changes) | %7 U v/ LET,

ARTFY T8 =0z a— KT HPDZ RRA U IRHDLT TRy hOL— T —T L EEIRL, ROFIEE
FATLET,
1. [7Y <32 (Actions) |>[)IL— FD#EE (Editroutes) |DIHICZ U > 7 LET,

2. IPv4 DA, b— bOEM (Addroute) 1227 VU v 27 LET, [465 (Destination) ](Z. 0.0.0.0/0 &
AHLET, [#—F v b (Target) | T, £ F—Fy NF— b U= BRINLET,

3. [EHDOMAF (Save Changes) 1 %7 U v 7 L%,

Auto Scale 7 )L— T DiRE

5 7 4/ k TiX. Auto Scale 7 /L— 7@ Threat Defense Virtual f o A % ZA D&/ N & e K
ITENENO0 E2ICRESNTVET, BRI TKEEZEELE T,

FIE

ATY 1 AWS EFHa YV — LT, [H—EX (Services) |>[aEa—T 4 2% (Compute) |>[EC2]DNEIZER
L. [Auto ScalingZ /L —7" (Auto Scaling Groups) %7 UV v 7 LE7T,

AT w72 VERKL7= AutoScaling 7 /L —7 &R L, [#RH#E (Bdit) 127 VU » 7 LT, IS U THERERE (Desired
capacity) |, [F/N#& & (Minimum capacity) ]. [fx K& &= (Maximum capacity) |17 4 —/V ROEZZHT L £
T, FMHEIX. Auto Scaling FERE D 7= LB 3% Threat Defense Virtual A > A X ADHUZHIE L E T, [
27275 (Desired capacity) | %, f/NEEE & KRB BEOHFHPANOMEIZERE LET,

ATw T3 [E#H (Update) 127V w27 LET,

\}

(GE)  Threat Defense Virtual £ > A X L A% 1 DT HEEIL, ZOA L AX U ANBE LBV ICEE
LTCWADHERTDHZ EEHERLET, 20Kk, BIZS U TEBNDOA VAKX U A% LE T
*£9,
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B =ooz

R B DIRELE

T — MOREBMNEKII L7 5, Amazon CloudWatch = > Y —/LICBEI LT, o 7 2MUE X
W, MERT T —APMER SN TS Z LR LET,

a4

077 7 A VAR L T, Management Center DFGEICBT DA N7 TV a—T 4 7
LET,

FIR

ATy 71 AWSEHE oL YV —)L T, [H—ERX (Services) |>[BHE L H/3F X (Management and Governance) | >
[CloudWatch] DJIEIZIER L £,

ATwFT2 (077 N—7 (Loggroups) |27 Vw7 L, #rRENTHd2W0Inroe s 7 v—"%7)yr7LTas
BFRIALET,

75—L

WBE 72T T — A7) Amazon CloudWatch =2 & YV — )L CHERR S CTWA Z & AR L £9,
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