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DFIEZZRLTIZEV, ROMIZ, EANRT e —F 2R LET,

8:NATR') L — Dl

Device Management  WAT  VPHv Q5 Platform Settngs | FewConfy  Certficates

autoscaleNAT S i Qo

8 o
r Y F A
Bareats Sawrie Deatination reigenal igenal Orvgnal Tramilated Aramlated Arenslated Aiplis
e o Imterface Chjocty Interisce Ojocty Sources Destinatisns Sarvices Sowrces
e
. e 40 o s p = .
a 4 9o a 2 g o A
T
= 8= r

GE) BHOMERL N T TNy a—T 4 7 BNEERIRRZRET D720, —WITEX LT 7
MZTH T L MR L £, NAT 23284 DRCIERRSFHE T 5 2 LV EETY,

ATYT6 [R1FE (Save) 1227V w27 LET,

ARG A—43

WORIZ, T T — I NTA=FBIOHIZRLET, F T A—FDEEROHTZH, Azure
PTAI YT a ICARM T 7 L— M EREHT S & X2, /37 A—X & FH LT Threat
Defense Virtual 7 /34 A ZA/ELTZ £, [Auto Scale ARM 7> 7 L — FDER (44 ~—

V) | EERLTLIERND,

R2:TVITL—bNRF A4

RS A—4% HATE 5B/ |5 1)) — R0
aqT BaA7
resourceNamePrefix LFEHNE B~ T RTOY V=%, ZOF | FHHER
10 3C5°) V7 4y A E AT TE
KEnET,
E o NTFOREERA L TL
7ZE0,
B - ftdv
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N5 A—B ERTE 518 |58 Y —RDIE
847 maA T
virtualNetworkRg S iRy FT—2 DY — % | B

T N—T DA,

fil . cisco-virtualnet-rg

virtualNetworkName P Ry NU—2 %4 (BRI | BETT
7
i : cisco-virtualnet

virtualNetworkCidr CIDRJZ  |ffiA8x v b U —2 DCIDR (ff | BEAF

X.XXXY RAGEEY)

mgmtSubnet prac=vil EHY TRy MMy (FERRE | BEHF
7*)
5] = cisco-mgmt-subnet

diagSubnet pedl 27 x oy MMy (FERRE | BEAF
7)

i : cisco-diag-subnet

insideSubnet pe=ll WES 7% > MG (B | BEfF
7*)

5] : cisco-inside-subnet

internalLbIp peEil &7 %y hORZae — N | BEF
NRTUHDIPT LA (MEK
)
Bl 1.23.4
insideNetworkGatewayIp = W7 %y b — o = |BEFF
AP T RL A (JERRHE )
outsideSubnet pac2l YT Ry N (G | BETF
'y

5] : cisco-outside-subnet

outsideNetworkGatewaylp pas=| IR T Ry N — N = A | BEAE
P (fERH #)

deViceGroupName el Management Center DT I3, A BT
TN—"7" (fERE#)
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IND A=A ERTE 518/ |5k )Y —XD1E
247 REA7
insideZoneName paE=]| Management Center D NE > — | BEAF

4 (TR 72)

outsideZoneName p==il Management Center D455 — | BETF
4 (TERE A7)

softwareVersion bl Threat Defense Virtual /S— = | BEAF
V(BRI Ry X T
M5 ER)

vmSize pa= Threat Defense Virtual 1 > A % | %472 L

VADY A X (BRI R
oy FE TG ER)

ftdLicensingSku pra==| Threat Defense Virtual 7 A &> |#%%4 7 L
ZE— T (PAYG/BYOL)

£ : PAYG |33 —2 3 > 6.5+
THHR—FEINTWET,

licenseCapability J1<XHY |BASE. MALWARE, e
peE] URLFilter, THREAT
ftdVmManagementUserName LR * Threat Defense Virtual VM & ¥ | BrE/ERK

DEHE 2 —P—4,

ZhiE Tadmin] [ZIZTEFE
Ao VM EHF 22— =4 D
HA KT A AW TIE,
[Azure] Z#ZHR L T
AN
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IND A=A ERTE 518/ |5k )Y —XD1E
247 REA7
ftdVmManagementUserPassword | 5z 5241] * Threat Defense Virtual VM ‘& FE | BriR{ERR
DEHH 22— —D /AT —
K,

NAT— ROEIT 12— 72

T, MR, RFE K

T RS E AT DM

N ET, £lo, LTFOM

DIELIZ2 BIETIZT HHE

NHYET,

GE) T L— RZ
X, ZDORT A—
ZDaryTI3AT
VAF = v U HERE

TH A,
ficIpAddress pa=v| Management Center /37 VU + | BEFF
XXX 7 IP7 R A (fERGHE7)
fmcUserName pac=l EHLMHENR % FF> Management | BETF
Center = —H'—4  ({ERE )
fmcPassword bl Hij3k @ Management Center = — | BE7F
' —% ™ Management Center /¥
AT — K ({ERkE #)
policyName el Management Center CTERL = 41 | BEAE
TeX=2VT7 AR — (1E
J¥H )
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Anrisx—4 |

NS A—H %

ERTE 5B/
847

B

)Y —XD1E
BaA7

scalingPolicy

POLICY-IPOLICY2

POLICY-1: & S 7= #ifH
12, W U2 Threat Defense
Virtual OB RFI A 7 —)L
T MLEVEEZEZ D EA
T=NT T RN T—E1
=R

POLICY-2 : 3% I 7= H#ifM
({Z. AutoScale 7 /L — 7 NDT
~C ® Threat Defense Virtual
INA A DR A A — )L
TURNLEVWEEZBEZD LA
=T T ER RN T—EN
£7

ELHLDOEESL, AT —nA
va Yy 7R CEETT,
RE S NHIMIZ, $XTo
Threat Defense Virtual 7 /31 A
DNYEJRRFN A —A > L
EVWEZ TS & A —A
UMY T —SET,

BALP

scalingMetricsList

pedl

A=V 2 7 ORENEH S
NoAMY>7,

Al CPU
CPU, AE
T 74/ bk : CPU

ML

cpuScaleInThreshold

pa2l

CPU A RNU T DAT—)vA
YLEWE (RN—tr M
{j-) o

F7FL k10

Threat Defense Virtual £ kU v
7 (CPUEHIZR) 2N Zfa%
THEIS &, A —nA D0 |
UH—SNET,

[Auto Scale ¥~ 7 (59
N=) | EBRRL TS
AN

B
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INTGA—BZ ERTE 5B/ |H5HA 1)V —ZAD1E
247 BaA7
cpuScaleOutThreshold bzl CPURXRNU YT DA —)LT |47 L
URLEWE (=t hH
i) .

T 74K 180

Threat Defense Virtual £ kU
7 (CPUEHIR) 28 ZDfE%
kEIDE A —T T R
MY H—ESNET,

lcpuScaleOutThreshold] (%,
W12 TepuScaleInThreshold] <
DRELTOHMERHY F
j—o

[Auto Scale =¥~ 7 (59
N—=) | EBRRLTLLEES

7AW
memoryScaleInThreshold S| AEFYARN) T DOARAIr—) L Y71
A LEVE (S—kr FH
L)
FT7F) k0

Threat Defense Virtual £ kU v
7 (CPUEHIER) 7" ZofE%
TEIS &, AT —bA DR
U —SNET,

[Auto Scale ¥~ 7 (59
N—=) ] EBRRL TS
AN
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Anrisx—4 |

NS A—=5% ERTE 5B/ |5RHA 1) — 2D
847 47
memoryScaleOutThreshold SCEEA| AEFY AN ITDORr—)L |47 L
TURLEWE (S—E2 b
HAL) .
T7FNNR 0

Threat Defense Virtual £ kU
7 (CPUEHIR) 28 ZDfE%
kEIDE A —T T KR
MY T—ESNET,

l'memoryScaleOutThreshold |
ES A
l'memoryScaleInThreshold] J:
WRELTOHULENDHY F
R

[Auto Scale @~ 7 (59
N—=) | EBRRLTLEE
Uy,

minFtdCount Eic2q TEOHETAr—LEy b |47 L
Cffi /AT RE 72 /% /)> Threat
Defense Virtual £ o A ¥ &

@O
Bl -2,
maxFtdCount R Rlr—ty NTHFRESND [#%47e L

B¢ K Threat Defense Virtual A >

AL A,

%l : 10

GE) Z O

Management Center
DRI L > THI
[REAET,

Auto Scale & v
7 TIXZ OEHD
%ﬁ(i?‘l D S
nigni=o, HE
ICAJILTL 2
AN
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D

ZORIEIE, A Y v
PIHL SN HRER (H0D) %
KLUET,

ZOEBOMENRS (557) DY
& . Auto Scale Manager 73 A 7
Va—nshdbeE, ANy
7 DWE 5 sy EOFE0
Fxw 7 It ZORERITE
DNT AT =Y 7 OHWrA
1ThinEd,
GE) Azure ORI KL
0. BRI BUELE
1. 5. 15, BID®
30 7217 T,

INTGA—=5% ERTELfE | HA 1) — XD
847 a4
metricsAverageDuration #t Fey T UoMB@INLUE (35957 L
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INTGA—RZ ERTE 518/ |H5HA 1) — XD
247 BaA7
initDeploymentMode BULK/STEP
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NS A—B% ERTE 5B/ |5RHA 1)V —ZAD1E
247 BaA7

FITHRA ORI, £7213A
r—)L%& v FZ Threat Defense
Virtual 4 > AX  ANEEN
TWeWEEICHE Sh E
R

BULK : Auto Scale Manager
1Z. TminFtdCount| f#®
Threat Defense Virtual A & A &
CAZFIRFICEB L L9 & L
EJean

GE) EENTIAT L TYT
DIVET N,
Management Center
~DEERIX
Management Center
DOHIFRIZ L 0 A
FEITSNET,

STEP : Auto Scale Manager /3.,
AV a—)VENTEI &
{Z TminFtdCount] f{i& @ Threat
Defense Virtual 7 /3 A% 1 D

TORMALET,
GE) STEP 47> a3 v
T,

‘minFtdCount) {#
DA AL AN
Management Center
TEBIB L UORE
ST, BhfERTEE
(272 % £ TR A
ARV S NN
Ny ZIRAL S %
B

BULK # 7' = >
Tix,  QEATHEAT
DI=)
'minFtdCount] 1
9T D Threat
Defense Virtual %
EBET 501215
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NS A—B% ERTE 5B/ |5RHA 1)V —ZAD1E
247 BaA7

@ Threat Defense
Virtual &) & [7] U
RFE 32300 £
73, Management
Center D EKIFNE
WIATSINET,

'minFtdCount] 1
@ Threat Defense
Virtual % J&BR9 %
7o DDA FHREH] =

(1 2@ Threat
Defense Virtual @
ELENREE + 120D
Threat Defense
Virtual ki L
B EREH *
minFtdCount) ,

*Azure |[ZiE, BT LWY Y —ZADOMARANCEE T SHIRAH Y £97, HIREZERT 20, £
FTRTPCFEEH L TLEENRAR=—ZPZOMDFH/RXFFIFERALLGENTLEEL,

Auto Scale 0) B

BANY—OOAHYO—F

Threat Defense Virtual Auto Scale for Azure ' U = —3 3 1%, Azure DWEEET 2P ——1L % o
v 7T AT 7 F v (LogicApp. Azure %k, m— KA Z 4% i~y v A r—Lt v b
) %3 5 Azure Resource Manager (ARM) 7 > 7 L — h_"— XA DRI TT,

Threat Defense Virtual Auto Scale for Azure V' ) = — 3> 3 U ORENIVNER 7 7 A )V E X 70—
RLET, 4T X—Va VHORBEAZ V7 T o7 L— M, GitHub U ARY FUn5
AFTEET,

)

ZEH  AutoScale OV AaBEHDEAR I ) MBI T L — NI, A=V —2DHE L
THRAEEINTE Y, BHE D CiscoTAC VR — FOFPHNTIIH ANA—ENR N LICiEELTKL
77&Vy, FHE ReadMe O FNEIZ-DWTIE. GitHub Z EMANIHEZR L T &y,

ASM_Function.zip /3 v 77— P OIERTIEICOWTIE, [V — 2 22— R 6 D Azure BB OHEEL
(63 ~—) | ZBRL TSN,
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Azure T O Threat Defense Virtual DB |
B Avoscalearm 7> TL— o EE

Auto Scale ARM > 7 L— + D ER

: ARM 7 7 L — | azure ftdv_autoscalejson {6l L T, Azure /] Threat Defense Virtual Auto

Scale (ZHHER Y YV —AZRBALET, FFEDY VY —=ATL—THNTIE, ARM7T 7L —h%&

BT 52 & TRONENIERSNET,
v A=ty b (VMSS)

« S — RNT Y

s WEBE— RNT 9

*» Azure Function App

* Logic App

X2 VT4 ITN—T (T HA L H =T oA ABLIOEHA L H—T A AH)

1R BHEIIZ

 GitHub Y AR R U (https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure) 7>
5, ARM7 7 L—hraXyrn—RLET,

2Ty 1 BED Azure V' — 1T Threat Defense Virtual f ' A% V A BT AMLERNH HLEE1T. BEEY —Ya v
T TATHER Y — NS T, ARM T U FL— M afRELET,
B -
"zones": [
"1",
"2",
"3"

] 4

BN, 3 oD = %D [Central US| V—Y 3 U a Rk L TCTWET,

ATFY T2 o — KTV TUER N T 74 v 7=V ERELET, 2D ljson] B ZILETSHZ & T, £
HOBDN—NZ2BINTE £,
{1 -
{
"type": "Microsoft.Network/loadBalancers",
"name": "[variables ('elbName')]",
"location": "[resourceGroup() .location]",
"apiVersion": "2018-06-01",
"sku": {
"name": "Standard"
}I
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName'))]"
] ’

"properties": {
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Auto Scale ARM 7> 7 L— 0 EE [

"frontendIPConfigurations": [

{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {
"id": "[resourceId('Microsoft.Network/publicIPAddresses/",

variables ('elbPublicIpName'))]"
}
}

}
]I
"backendAddressPools": [

{

"name": "backendPool"

}
]I
"loadBalancingRules": [

{

"properties": {
"frontendIPConfiguration": ({
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),

'/frontendIpConfigurations/LoadBalancerFrontend')]"

}I
"backendAddressPool": {

"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
' /backendAddressPools/BackendPool") 1"

}I

"probe": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
'/probes/lbprobe') 1"
}I
"protocol": "TCP",
"frontendPort": "80",
"backendPort": "80",
"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"
}I
"Name": "lbrule"
}
]I
GE) DT 7 ANERELROVEEIE, BAKIZ Azure R—F A biRETAHIZ L TEET,

RATY T3 Microsoft 7 H 7Y hD2—H—4 L /XAT— R H LT, Microsoft Azure K—Z /Liza 74 v LET,

ATy T4 [VY—RAZ)—T (Resource Groups) | 7 L — RIZT7 7 AT 512F, $—EADA=a—n5[) V—
A7 N—"7" (Resource groups) | &2 U7 LET, W7 A7 VT a v NOTXTDY Y —AT—T
N7 L— RIC—ERRINET,

FLWY Y =2 T N—T2AERT D, BEFDZEDY) V—AT7N—T% IR L ET, =& 21X, Threat
Defense Virtual_AutoScale,
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B Avoscalearm 7> TL— o EE

ATy TH

ATvT6

ATy 71
ATvT8

B 9: Azure R—% )L

[V Y—ADfERK (+) (Createaresource(+)) |27 V27 LT, 77— ERHAOH LY V—X
PERLET, [V Y —ATNV—TDIER (Create Resource Group) | 7 L — KRBT RINFET,

[v—7 v b7 LA ADFfFE (Searchthe Marketplace) | C, 7> 7L — DREM (WAX LTV T L —
k&M L7=J2B)  (Template deployment (deploy using custom templates)) | & AJJ L. Enter Z L &

7

10: hRELTTL—FOER

Template deployment (depiay uting custom templates)

Template deployment (deploy using custom templates)

s Pt :
I: ploy (deploy using custom templates) = -
{ﬁ} Mcrosolt
Create
Overview  Plars
Epphcations runng s Microsef Azere usually rely on @ combination of resources, Bor databases, servers, and wib apps. Adure Resource Manager templates enabhe you

10 deploy 53 MINBOE hELE MESCUTCRS 31 3 Grovg, uiing B ISON SESETiption of the FesouCEs and This deploymint semngs
R your template with inteliSente b deploy i 10 & hiw OF exitling resource group.
Usetl Links

[{ERk (Create) 127V v 27 LET,

TUT L= b RERT DDA Ty a VTERB Y £, [T 4 X2 THREDOT L — FEERT S
(Build your own template in editor) ] Z3&R L 7,
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Auto Scale ARM 7> 7 L— F0EE [

1M:BBEOTYTL— FDOER

SoUNces. Servces, and docs 1G+

Home » FIT e > New > Template deployment [deploy using custom templates) > Custom deployment

Custom deployment

Learn about template deployment
0 Resd the docs ot
£ Build your own template in the editor

Common templates
A Create a Lin virtuad machine
BB Create a Windows vitual machine
@ Create a web app

B Create a SQL database

AT T [Tr7L—bOfFEE (Bdittemplate) 1|7 4 > R T, $T_XTOF 74/ har T oV ZHIBL, BHL
7= azure ftdv_autoscalejson 725 1T Y 2 a ' — LT, [fR1E (Save) | 227 U v 27 LET,

12 : Edit Template

Edit template

 addrewece T Cuiotet template T lLosdfle & Download

» i Paramatery 02} 1 {

3 vanables ()

i Baourcas (1)
o LA (MR EAORL gLt 5
@ (sl gL ] puber
L LT B
= T B AL e
B tisbieiChotngPlashisme ]
B rarabieaTencionspphiame]

L TR
§ Iciblesrhosiametindngat. | 14
I frariabirir el bubbrighant ] | ‘
o faisbribrane] Moo | 17
& st tiame| ot | R
Bt LS e
2
2
e
1
2
2
n
35 “ngat:
e “ty

N

ATFYFTN0 KOEZ a2 T, TRTCORT AL EANLET, KT A—=FOFEMHONTIE, TASIT A —
A (33 —2) | #RL TSN, ®iZ, A (Purchase) 227 Vv 7 LET,
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B Avoscalearm 7> TL— o EE

13:ABRM 7> FL— b5 A—4

GE) [/3T A =% O (Edit Parameters) ] 427 U > 27 LT, JSON 7 7 A VEMRET D0, FTz
ERIA SN2y TF oY ET v a— R TxET,
ARM T > 7 L — kD ASFEEREIIR SN TV D720, AN ZBIET 2 Dlda—HF —DEHETE
T,

AFvIN T L — FORERBEAMNIIT S &, Threat Defense Virtual Auto Scale for Azure Y U = —3 g I MEER$
RTOY Y —=AMEESNET, ROKDY V=R 2B LTI IZEW, [ZA 7 (Type) 15NTIE. Logic
App. VMSS, @ — RNRZ o4 RTU T IPT RLRREDKY VY —ARRENET,

14: Threat Defense Virtual B/ X 7 — LT > 7T L— F D ER

,,,,,,

st
ng
s
Shoming 110 11 6 11 o
settings .
et ] wame 1 Type T4
kit » o apcheatien vright
i 1 @ nav Metwork securty grov
Propactes ] & nav Load batancer
Lectz ] o P B st
Expn vomplate 1R nae Agp Sarvee plsn
S 0 Sanv
Cost Managament =
0O & o [ree—
ot anayuis
) e Log<ae
B Com slens (peevent s
? etk ety (e
) pdgs
% wirtus machine
 sdvsor recommendations
= orage o
Monitoring
¥ nights (pemsien
o s
e
B Disgromic waings
# Legs Page |1 v |od
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Azure Function App D E

ARMT > 7 L— h & BT 5 &, Azure|Z k> TA4 /L b Function App WMERR SN Ed, =
D7 7 VX, Auto Scale Manager 2 ¥ v 7 ([ZM B AEZHEH L CTFH THHBLIORET S
VERHY £7,

1R8O HHEIIZ

« ASM Function.zip /X 77—V % ENL R LET, [V—RA2— K560 Azure B OFEEE
(63 ~—2) | ZZRLTIEEV,

ATY 1 ARM T > 7 L— hZ R L7 & 2B L7- Function App (2B BN L, BN LRV L 2R L E
4, 77UV TROURLIZT Z7EBALET,

https://<Function App Name>.scm.azurewebsites.net/DebugConsole
[Auto Scale ARM 7 7' L— R DJER (44 <—) | OFIOGE, RO K 1270 7,
https://ftdv-function-app.scm.azurewebsites.net/DebugConsole

RATYT2 Ty ANT I AT 0 —7 T, site/wwwroot (BB L ET,
AT w73 ASM Functionzip 27 7 A VLTI AT 0 —TFDHEBIZ KT v 7T R Ray 7 LET,

[ 15: Threat Defense Virtual Auto Scale #8ED 7 v 7O— K

/wwwroot + Oitems & @ &

Hamer Madfed i Sao

> hipe to upload

RTYTE ToyTu—FRENT 5L, TRTOV—"— L 2BEERERRENET,

Azure T Threat Defense Virtual O & RH .



. Azure Function App O &

16 : Threat Defense Virtual DY —/\— L X #§E

~.Iwwwroot + 21items & @ A
Name

Y] 3

10 -

EN-] =

Ex-] —

10 =

10 =

10 =

v A

Modified

8/24/2019.1
B/24r2019,1
82472019, 1
82412019, 1
82472019, 1
82472019, 1

Br24r2019,

2:19:56 PM
219:56 PM
2:20:08 PM
2:20:08 PM
2:20:08 PM

2:20:08 PM

12:20:08 PM

Use old console

ATv TS5 PUTTYSSHZ A4 T7 v b Xy rua—RLET,

Azure T O Threat Defense Virtual DB |

Azure BA%E. SSH #5¢ %4/ L T Threat Defense Virtual IZ7 7 T AT AMENH Y £9°, 727-L, — 13—
L 2Aa— RTHEHENEA—7 Y —RAF A7 5 UL, Threat Defense Virtual T X415 SSH % —A3#4
TNIY ZLEYR—FLTWEEAL, LIRS T, FANCHEINTZSSHZ 94T v e X v ra—R

TORENDHY £,

www.putty.org 205 PuTTY 2~ RT7A » f VU H—T = A A% PuTTY /3 7 =2 K (plink.exe) ([ZX 7

n—RKLZET,
17:PTTY Q&9 0— K

Alternative binary files

putty.exe (the SSH and Telnet client itself)

plink.exe (a command-line interface to the PuTTY back ends)
32-bit: :
64-bit

plink, exe
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32-bt: Rutty.exe (or by ETP)
64-bit: Rutty.exe (or by FTP)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit RESRaEXE (or by ETP)
64-bit: RECR.EXE (or by FTP)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTF)
32-bit: reftp.exe (or by ETP)
64-bit: psftp.exe (or by FTP)
puttytel .exe (a Telnet-only client)

32-bit: Ruttytel.exe (o by ETP)
64-bit Ruttytel.exe (or by ETP)

(or by ETP)
(or by ETP)
pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

(Not sure whether you want the 32-bat or the 64-bit version? Read the FAQ entrv)

(siznature)
(s1znature)

(siznature)
(s1gnature)

(siznature)
(s1gnature)

(siznature)
(s1gnature)

(siznature)
(s1gnature)

The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta

ATYT6 SSHZ 74T hDOFEFT7 7 A v plink.exe D4 Hij % ftdssh.exe (2

EHRELET,


http://www.putty.org
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gromz ||

ATwT1 ftdshexer 7 7 A V=7 270 —Z7 D5 (RIO AT » 7 CASM_Function.zip 7 > 7' v — K L7=355T)
W R 7 RRkay 7 LET,

ATv T8 SSHZ 747 h3FunctionApp & & HITFET D L AR LE T, LEIS L TR—VE2HHLET,

X TE DR

Auto Scale Manager Z R L7720, TNy V7 THEH LD T57-OIEHTE 2 ENNL
OMHVET, TNHOF T a i, ARMT U7 L— MIIFRRINFEH AL, Function
App THRETE 7,

4R8O SRS

)

GE)  REEFVOTHLWRETXET, RELZWET LA, ROFIEIHENET,
« Function App # #Ezhic L £,
WEFEDAT Y a2 — VERE AT PETTHETHLET,
« RIEL S L TRIFLE TS
* Function App # HZhiZ L ¥ 7,

AT w1 Azure IR—# )L C, Threat Defense Virtual Function App % 58 L CEIR L £ 97,
18 : Threat Defense Virtual ¥8£7 ) r— 3 >

shprotis 0] Buatpubtinpectiy ¥ Cownicadappcocms 8 Delee

80T -S4 ERE0BALBARITES  Coneral US

Configured features

ATYT2 ZZTiHE, ARMT U 7L — 2N L CESNERELRETE T4, BHELIZ. ARMT 7 L— ki
WADGENH D T 0, 250 BIZARIN GEICERT& F7,
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B zcoumz

K19:7F)5r—2 3 b DERE

Configuraton

Configuration

w N

W% 0% % %t % hh

AN E N EEEN RN N

Y

FLALEDFT v a s id, ARz ANEHbN0 £, RICBIZRLET,

o [##5%4 (Configuration Name) |: [DELETE FAULTY FTDJ ([7 7 4/V M#] (Default value ) ] :
YES)

Ar—)v 7 7 MHIZ, #1 L\ Threat Defense Virtual A > A 2 > A3 EL#E) L, Management Center, %58k
DR LUTZSGE, 20472 a ISV T, Auto Scale Manager 73 % @ Threat Defense Virtual A > A
B RAERFFT 20, HIBRT 20020 ELET, (I (Yes) |: FEFE D 2 Threat Defense Virtual
ZHIFRLET, [V 2 (No) ]: Management Center |28k T X 72V 34 T% ., Threat Defense Virtual
AVAZ U AERFFLET)

* Function App ¥ E CTlI. Azure V7 A7V S a 7 7B ATE b a—H—F, T XTOEK
( Tpassword] 72 EDEX a2 7 72 XFHNEEZATWELEREET) 227 V77X A MEXTERTE
i‘g—o

ZORIZETLEX 2T 4 LOBRERHL5E (& 2IE, Azure Y7 27 U 7L g SHERN O

RWHER 2 Ff o — Y —R T SN TV D HEE) . =—F —1X Azure D Key Vault F—E 2 &2 L
THNAV—RER#ETEET, ZOREEZTLHE, HERORETZ V77X A LMD lpassword] A

TR0V, 2—F—F, NAT— FBREFESI TV D Key VaultiZ Lo TER S L2, BEF =27
RN AT BN Y £,

GE) Azure D KX 2 AV MEBBL T, 77V r—ya v s — 25 R#ET L7200 7T
TT 4 A RO TLIEE N,
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wEv v 2r—nty tcommo—LoxE [

RET AT —)LEy FTOIAM O—)LDHETE

Azure Identity and Access Management (IAM) (%, Azure Security and Access Control ®—#8 & L
TR, 2= —D ID 2 FHB L OHE L ET, Azure V VY —ZAD~3—Y FID I,
Azure Active Directory CHBI{JIC~ F— R ID 28 Azure —E A ICHRft S L E T,

IR Y BIRAYARRERE D 7 A AE#H A 72 < Th . Function App MR~ A — Lt v
k (VMSS) ZHilf# T £,

AT Y T1 Azure F—& /LT, VMSS IZBEI L F T,
ATy T2 [77 A HI#EH TAM) (Access control IAM)) %27 U v 27 LET,
ATY T3 EM (Add) 1227V vy 7 LCr—L0E Y CEBEMLET,

ATy T4 [m—/LE Y TOENM (Addrole assignment) | K2 w7 & 72t [HFEERKE (Contributor) ] % 3R
LET,

ATY TS [T 72ADE Y Y TH (Assignaccessto) | K v 7 #1775, [Function App] 28R L £97,
AT w 76 Threat Defense Virtual Function App % #4R L £ 97,

20:AIMB—)LOEIY LT

[ —

B, frdv-vmss | Access contral (LAM)

ces  Role assgrments  Deny assignments  Classic adminsiratoes  Roles

et it bevel of 40K 8 st QPOUR, Service principal
o managed idestity has 10 the neiowTe. Lo :

------

ATw 71 [1R7F (Save) 227V v 27 LET,
Gx) % 77 Threat Defense Virtual f > A ¥ V ANEEH L TWARWI & LR TILENHY £97,

Azure EX ) T4 IL—TDEH

ARM T 7L — NI, BEHA VA —T 2 AT —H A F—T =4 ZAHD 25D EF=
VTFr 4 I N—"7%El LEd, BFEX=VY T ¢ 7/ /L—71%, Threat Defense Virtual & FL7 7
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. Azure Logic App D E

TAET LM BR N T T 4 I OREHANLET, IEL, T—FA X —T x4 AD®
2 VT4 T N—TET_XTDIN T T4 v 7 2] LET,

BEO MR LT YU Ar—2 g D=— R ESNWTEXF 2 VT 4 TN —T DN — VAR T,

G¥) Fe B AR —T 2 ZADEF2 )T 4 ZA—T1F, Dl bu— RAF %50 SSH k
T4 T EFATAMLENRDHY T,

Azure Logic App D E#7

Logic App IX. Auto Scale #HE ™ Orchestrator & L CTHEEL £9°. ARM 7 > 7' L— MZ L - TXA
7V kv Logic App BMERSIVET, 2077V r—a & FETEE LT, Auto Scale
Orchestrator & U CHERET D 72 DIC LB R IGHMA TRt T 2 BN H Y 7,

ATy T VARY RN, LogicApptxt 7 7 A Va0 —H )L AT LMIRE L, ROXHITHRELET,

BE FlEZE T NCHATEME L THLHITL T EE,
FEOTFIEIZ, ARM 77 L— R TIXHEE SN2, Logic App DA% THREBNZT » 7
JL—RT&ET,

a) WZH: 3XTd TSUBSCRIPTION_ID] #FE L, ¥ 727 U7 a v IDERICEEHRZ £7,
b) WH: T XTO [RGNAME| ZMBEL, VY —ATNV—TZHITEEHZ T,
c) WZH: T XTD [FUNCTIONAPPNAME] % f%% L. Function App 4 IZi&E iz £7,

W OFE, LogicApp.txt 7 7 A VDITO—E AR L TWET,

"AutoScaleManager": {
"inputs": {
"function": {
mign:
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVME/providers/Microsoft . Web/sites/FUNCTIONAPENAVE,/ functions/AutoScaleManager™

}

}7
"Deploy Changes to FTD": ({
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
"'/subscriptions/SUBSCRIPTICN ID/resourceGroups/RG NAME/providers/Microsoft .Web/sites/FUNCTIONAPPNAVE, functions/DeployConfiguration”

}
"DeviceDeRegister": {
"inputs": {

"body": "@body ('AutoScaleManager')",
"function": {
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Azure Logic App D E .

" i d " :
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE,/ functions/DeviceDeRegister"

}
}I
"runAfter": {
"Delay For connection Draining": [

d) (EE) MV V—RRZERET L. T 740 ME (5) OFFICLET, Tk, Auto Scale HEFED
EMRIZ Y T — SN2 RRIFETI, ROHIIL, LogicApp.txt 7 7 A L DITO—H %R L TWET,

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5

b

e) (FER) FLA L T 2RMZRET D0, T 74V ME (5) OFFIZLET, ZhE, AF—nAr
BREHRIZT NA 2 & HIBRT D RIIZ, Threat Defense Virtual 7> & BEAF Ok % N LA L3 5B C
T, IROBIIL, LogicApp.txt 7 7 A /L DITO—{ AR L TWET,

"actions": {
"Branch based on_Scale-In or Scale-Out condition": {
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

f)  (EE) 7—nNZorREmET 20 7740 ME (100 OFFICLETS, Zhud, A7r—nA7
¥ h5E THIZNO ACTION % 3 T9 5K T9, IROBIE, LogicApp.txt 7 7 A /L DITO—#Z 7/~ LT

b\\iTO
"actions": {
"Branch based on Scale-Out or Invalid condition": ({
"actions": {
"Cooldown time": ({
"inputs": {
"interval": {
"count": 10,
"unit": "Second"
}
GE) INHOFNEIL, Azure R—F A0 b HFATTEET, FEMICOWNTIE, Azure® R¥F = A2 b

ZZRLTIZEN,

AT T2 [Logic App=— Kt =— (Logic App code view) | IZBEIL, T 7 4/ hONEZHIFRL T, WMELE
LogicApp.txt 7 7 A LV OWEZHEY £, [fR1F (Save) 1227V v 27 LET,
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. Azure Logic App D E#H

& 21: Logic App 13— FE 21—

*  Rov-lge-app | Logec app code vies
¢f» fidv-logic-app | Logic app code view =

Doare -
@ syl L)
aetast ezetred sy
* ugp
& Diagaarie and sobve peoblems
Euvriopment Tooks a8
s 521 £160 F0- 4040 45T Hadh- S SOUB1TEE rancur cwirs ™ 4 mmtonfig)
o tog o duigaar
al s
e o
AP eoneactonn
527
a4 Crack start g 52
s2p
W Rebease sotes. 131
Settings a
[Eyr— o
® s 5
taartay ¥
sa
Proparses =
Y -
41
W Export e a3
Monitining .
[ s
"1 W
e . ' B
B Clagroite g s 4

AT T3 Logic App #{R17F9 5 &, [ME%) (Disabled) ]IRAEIZ72 Y £9°, Auto Scale Manager # BT 251X, [H
#h{t. (Enable) 122 U > 7 LET,

X 22: Logic App DAL

7 Movlopeape
) frdv-logic-app

B ciont & tmpont

1o 1 igger, 34 csns
[y + Cantral US. tates * Drsalbded

i @ Anse Enterp i 10 setorsih, O laded

[r—
5 60 Te- aat-dad -Bad-DL IEDAREITES

# T x
¥ Diagrone and solee problems Summary
Deveiopment Baok Trigger PR
& Loge ap deigoer RCURRING o]
- Recamence 35 actian
0 Logi app code view Vit i Lo s

W [

ke FORLLATION
o itk e gides Erauated 2 bmes, bre | mes i th lact 24 s
W Ralesse sctes

ATy T4 AT HE, XA OFTRBBINET, [ETH Rumning) |AT7T—X A&7 V7 LT 7T 4E
T A4 ERALET,
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Threat Defense Virtual 7 v 745 L— K .

23: Logic App DEFTAT—E2 X

] Rums history % Logic app ren X
4 -
E Eacumenoe L]
J' -]
-+, [EEE——— ™
St e - |
¥
g s L
- . o ™
l °
) L L
\l' o
| [ &
J .
B o rscmes s et )
.
-] ("
|-~ — DUl - Ly "

AT w75 Logic App BEEENT 5 &, BABEEOT X CTOFIENZET LET,
R 76 Threat Defense Virtual £ > A Z » ARERR SN TWA Z L& VMSS THER L F7,
24 : 3218 O Threat Defense Virtual 1 > X 3 X

e > fidv-mas | instances

0 fedv-vmss | Instances

--------

B Overven

B sy Hame Status Hiealth state
‘Access control QAMY 0 e @ Creating (Rusning)

# ng O ram @ Creating (Runring)

o
L]
i

& Diagnose and sobve problems
Sattings

B instances

i Metworking

4 Scaing

= sworage

ZOFITIEE, ARMT 7 L— FORERMT MminFtdCount'] 7% 3] IZERE S 4, [initDeploymentMode] 2%
BULK| IZRESNTWAHT=®H, 3 D0 Threat Defense Virtual f > A X » ANEB S E T,

Threat Defense Virtual D 7 v 745 L— K

Threat Defense Virtual 7 > 77 L — KL, (KB~ v 27—ty b (VMSS) OA A =TT v
T L= RFOEXTORYR— I Ed, LA - T, Threat Defense Virtual % Azure REST
APl A VB —T 2 A AN LT v 7 7L —RLET,

)

GE) {EEDREST 7 74 7 > k%M L C Threat Defense Virtual 7 v 7 7' L — R T& £,
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. Threat Defense Virtual 7 v 74 L— K

188 BRI
« i CAFAJHEZ2 HT L\ Threat Defense Virtual £ A —3—2 g VARG LET () :
650.32.0) .

s LD A —)bt >y FOEBICHEHA T2 SKU #H45 L E7 (# : ftdv-azure-byol) .
s U =2 N—F LR~ A — Ly M EBRIGLET,

AFYyT1 TP TROURLICT 7B LET,

https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0

ATw T2 [/XF A—4 (Parameters) | &7 > a NZFEME AT LET,
25 : Threat Defense Virtual D7 < 745 L— K

imeters

: Body

v bl Msich o e ok

AT w73 #H L\ Threat Defense Virtual f A —/3— 3 > SKU, kU #—RUN %12 JSON AJ1% [AX (Body) ]
7 va it AN LET,

{

"properties": {
"virtualMachineProfile": {
"storageProfile": {
"imageReference": {
"publisher": "cisco",
"offer": "cisco-ftdv",
"sku": "ftdv-azure-byol",
"version": "650.32.0"

ATY T4 VMSS WEEZZIFTAND L., Azure BRI DISENIE > T&E £,
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Auto Scale A 2w & .

LA A—=DL, Ar—T v MEEO—B & L CRE X715 #H LV Threat Defense Virtual 1 > A % 7
ATHEHEINET,

« BE17 D Threat Defense Virtual £ > A X > A X, A7 —)bEy MIFELTWAR., WY 7 o =7
A A=V EMGEH LT £,

« iR OEIERZ EEE L, BEAED ThreatDefense Virtual f A X L A& FETT v 77/ L— R T&x £,
INEITHITIE, VMSS D [T v 77 L— K (Upgrade) | R¥ %27 U v/ LET, B4R L7 Threat
Defense Virtual f > A X  ANRFEB SN T, Ty 77 b —RanEd, 7 v 77 L— K&z Threat
Defense Virtual £ > A X VA X TFE THEFRB L OHRET HILENH Y £3, COFETHERINE
A,

Auto Scale A<~ v 4

A=A r)wy
ARM 7 7 L — b X, Threat Defense Virtual Auto Scale Y V = —3 g VTN ER Y V— A& B
BT a7l ET, ARMT U7 L— rOREBFIZ, A=V 7 XA RNY v 72RO
FTarnbn 9,

« CPU

+CPU, AEU (IX—Tar67L) .

N

G¥)  CPU A MV v ZiZAzure 2>, AE YU A RV v 7 (X Management
Center 2> HIVEE SN ET,

ARF—IL7orOTyY
¢« POLICY-1: &E SN-HREIC., LT b Threat Defense Virtual D LGRS 2 o7 — LT o7
FLEVMEABXD EAr—NT U NN M) H—ENFET, [CPU, MEMORY] A/ —
Vo7 A NY w7 5B ERTEE. AZr—AT %k LEWVEIL. A7y —1Ltvy NNOEE
@ Threat Defense Virtual ™) CPU £ 1= A F UV EHEKTT,

+ POLICY-2 : % &N 7-HIMIZ. § TP Threat Defense Virtual 7 /34 R DA A A
#—wTW%L%wﬁ%ﬁzékxﬁ—wYWF#b)ﬁ EnEd, [CPU, MEMORY
ARg—=0 Tk M) w7 2T 6. A7—AT U FLEWEIZ Ar—Aty A
DG R T D Threat Defense Virtual 7 /31 A D) CPU £z IE ATV HFEHETT,

RF—=A2BTYY

o« RTEINT-HIMEIZ, §XT D Threat Defense Virtual 7 /31 A2 D CPUfEH RN R E I iz A
&~w4/bgwf%TEotﬁmoFam‘Mmmqub')/ﬂx%J/a%ﬁ
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. Auto Scale DAFX LT ET N Y

AT 584, 2 /r—t vy RRNOT T O Threat Defense Virtual 7734 2D CPU B LU A
T UHHARR, RESNEHMICHRESNIZATr— A v LEVWEEZ TES &, CPUDOEA
TR /N Threat Defense Virtual 23#& 7T HIICEIR I £

:I_'Er_
=]
LS

o Al — A A — LT T NMI1OToToNET ((0F D, —FIZ 12D Threat Defense
Virtual 720 WA — A U EIIA T —AT U FENET)

* Management Center 2> 555 L2 AE VEHEED A MY v 7%, REFICEHR SN2 FEY
ETIER < BEMR ATy T v ay MU VETY, LichosT, A=Y 7%
RETDHEECAETY AN v I RETEZETHZ LT TEERA, BEHIFIZAETY OHD
ANV BFERHT LAV a iddh o EHA,

Auto Scale DAX >S5 &F/\v 5

P—N—L 23— RFDE I R—R MZE, MEAORX U T A=A LNHY £, £7-.
aZEZT ) = ar A YA MIT ) v ENET,

o il & D Azure B DO v J B FIRTE E T,
X 26 : Azure B8O 5

P [ ——
fedhe-function-app - AutoScaleManager

* Logic App & XD x DAL R—% 2 FOFETTLICFAKOR 7V 2 FKRTEET,
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Auto Scale DH A K541 L HIHEIE .

27: Logic App DETO Y

2ory Lokt app nn

.| Runs history < % Logicapp run

£ Retresh

r > = g -
= : [ [ .
a \
L]
EC'\«- # Scabng s Reguired or Not o
—
L] o
[ P B || Wk S e &

o 0o 0o 00 0 0 0 0 0 0

« BRI, LogicApp TEIFTO X 27 2o ThIEILEFIHE T T EF, 1271,
HAEFEFTHH O Threat Defense Virtual 7 /3 ABNEENEZI1ZK T T 5L, —EMED 2RV REE
2720 9,

s BFEITETNTME 2 D H AT T Do T2 REfi]IZ, Logic App THERR CTX £ 97,

e FunctionApplE, ¥iL\zipZ 7 v 7/ me—R$T52 L TWHOTHLT v 77 L— RTEET,
Logic App ZfF1E L, 3 XTDOX AT DFET ZfF-> TH b, Function App &7 > 77 L —
]\‘\[_/i‘j‘o

Auto Scale D HA K54 > L HIFIEIE

Threat Defense Virtual Auto Scale for Azure B AT B2LEIL, ROTA RT7 A v EHIIRFHEIZIE
BELTLEEN,

o (RN—=U g 6.6l Ar—1U 2T OPEIL, CPUMHARICESEFT,

o (N=Ta 6Tl AF—U T OPREIZIE, CPUDAHRDMEHARE, F7215 CPU & A
TV DOEHAREREHEHTEET,

» Management Center D F B3 V3C9, Device Manager 1V 7H— s I TWEHA,
» Management Center (213737 U » 7 [P 7 KL ARME T,

s Threat Defense Virtual ¥ A X —7 = A A1X, XTV w7 IPT KL RAEZEFDOL I ITHE
INFET,

cIPVA 2B AR— s ENET,

» Threat Defense Virtual Auto Scale for Azure (X, 7 /3 AT NV —T|ZHWAH I, Ar—1LT v
[ & 317~ Threat Defense Virtual f > A X > AAiESINDET 7B ARY > — NAT RV
V=, Ty N T A AREREORED A Y AR —F LEF, Management Center % fifi
ALTT AL AT V=T DREOHERCTEET, 7/A AFEOREE YA — b ET
WEH A,
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B Avoscalen ts5TLv -7y

cARM 7 7 L — F D ANBIHEREIZR SN TV A=, ANEZIELLBIET DI —
PF—DELTT,

* Azure FHEF X, Function App BREENOIEE T — & (FEE 1 7 A AEFRSO/NSA Y — R
E) 7 —r 7 XX MNEATHERTE £7, AzureKey Vault r—E 2 ZfEH LT, B
VT T T RETEET,

BEDEHE T, TTICETHOAL LV AZ L ATITHBRIC KB SN ET A, ZHETH LWL
THNA ANZDB KBS IVET, ZO LI REHIL, BFOT A RAZFH TS v 272
VENRHY F,
BEEDA VAR ADREE TFETHEHFL TV D & X ICRERRE LESGAIR. 2 b0
A VAR U ABRG =V T T N—TNBHIBRL, HTLWA U AZ U RAICEEZ D2 L
EHLEL 9,

AutoScale D FS TN a—TF 4

RIZ. Threat Defense Virtual Auto Scale for Azure D — ¥/ T —>F UV FLF RNy FTOE VK
ZRLET,

» Management Center ~D#%#i (2 K075 : Management Center O IP F 72131 7' A 15 & ik
7 LT 72 &V, Management Center 23 fEFERAE F 721X BERRIRIETH 2 0 ER L £ T,

Threat Defense Virtual |2 SSH 855t C& 72\ 1 MR RAT— KRBT 7L — R &N LT
Threat Defense Virtual [ZJE SV TCWAMER L ET, BX =2 U T ¢ Z/L—7 T SSH #55H°
HFAIEN TV DR L £,

o — RAT YDA~V AF = v 7 5 — : Threat Defense Virtual 357 —H A X —7 = A
ADSSHIZSBELTWOD MR LET, EX a2 VT 4 7V —TORELXHERLET,

N7 74 w7 OFE : 52— K37 3 /L—)L Threat Defense Virtual CTi% & S 4172 NAT
N=IVBIOAZT 4 v I — R LET, 707 b —betFa T4 7 L—7
=)L TIREE SN D Azure (IER Y NU—27 /T Xy M — NU = A OFME R L E
R
Threat Defense Virtual Z Management Center |Z%$§% T X 72> @ 7 L\ Threat Defense Virtual

T NA AT T D 7291 Management Center DX B R L E T, 74 B AZMERL
%9, Threat Defense Virtual /X\— 3 O H M Z TR L £,

« Logic App 73 VMSS [Z7 7 E A T&E 72\ : VMSS @ 1AM = — /L EANIE LW ) ilERd L E
T
« Logic App D FATHRFHINETE S « A7 —/L 7 7 ks 47 Threat Defense Virtual 7 /3 AT

SSHT 7 & A Z i L £ 7, ManagementCenter T7 /31 ABERORE AR L £, Azure
VMSS "C Threat Defense Virtual 7 /314 A DIRAEZ fER L £ 77,

e T A7 VT aIDEED Azure DA —T— . TAT L NTT 7 4L hOY
TAZ VT arPERINTWDLZ L 2R LET,
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Y—R3O— KM Azure B DIEE .

o« Al — LA UBHVED R : Azure TOA VAKX LV ADOHIBRICITEFR MDA 2 0350 £
T, ZOXIRIRITIR, A=A VEMERZ A LT T ML, =T —NEESNET
D REHNCIEA A Z U AREIBRENE T,

FRE &S 3 S EIC, Logic App & HEZNIZ L,
%ij—o

FATHOTXTOZ AT BETT HE TH

Y—XO— 5D Azure BEELDIEEE

VAT LEH

* Microsoft Windows = A2 ~ w717 v 7 kv,

« Visual Studio (Visual Studio 2019 /S—<0 5 > 16.1.3 TF A MFH)

)

GE)

Azure BAEUT C# 2 FEH L (R S E T,

o [Azure Bi3&] U —27 o — K% Visual Studio {24 VA h—L T B0 RH Y £97,

Visual Studio Z{EHAL-EI/L F

1
2.

fcode] 7HNFEu—N~vAlxyrm—RLET,
[FTDAutoScaleManager| 7 4 /L% (ZBE) L £7,
Visual Studio T7’'v =7 7 7 A /L [FTDAutoScaleManager]| % B & F 7,

7V =7 w7 LTEN KT BITIE, Visual Studio DAEREFNEZHH L £9,
[ 28 : Visual Studio E )L R

oQ Fl¢ Edit View Project | Build | Debug Test Anshze Took Edensions Window Help  Search Visual Studio (Creles ] FTDAutoScaleManager ° = a *
(00| -aES g S i w3 " 14 lveShore &7

Rebuild Schation
[ e Opeoes s (TR .
| FTDAutoScakeManager | Run Code Analysis on Soluticn AsF11 per ~|2 Run{HttpRequest req, ILogges log QE- B-%@
= using system; + =
Build FTDAwtoS Manager Shift+F6 Solution E -
using System, Threading B4 B0l FTDAutoScalebdana; ! h Soh £
using Microsoft.Aspiet Rebuild FIDAutoScaleManager 21 Schution FTDAuteSealeManager' (1 &
using Microsoft.Azure, Clean FTDAustoScaleManager 4 [ FTDAutoScaleManager
sing Microsoft.Azure) '
a8 Pack FTDAutoScaleManages b2 Dependendes
using Microsoft.Aspiet B e
using Microsoft.Exteny & Publish FTDAutoScaleManager r”'
itignore
using Microsoft.Rest.d § 9
Batch Build.. . i
using Microsoft.Azure, . b Anire Operations.es
using Microsoft.Azure, Configuration Manager_.. b FMC Operations.cs
i 3 frdssh.ex
using Microsoft.Azure) ‘Configans Continuous Dulivery fo Az E cks. e
using Microsoft.Azure. &) hostjson
using Microsoft.Azure. Managesent.Monitor; b€ Managercs
using Microsoft.Azure.Managesent.Monitor . Madels; b oo Unses
wsing Microsoft.Azure.Managesent . Network;
using NetworkManagementClient = Microsoft.Azure.Managesent.Hetwork. NetworkManagesentilient;
using fmchuth;
‘ »
=/* Scaling Logic: Solution Explorer E
* If current Scale set capacity = O, Start Scale-Out (increase VM count by 1 or by "MIN_FTD_COUNT' durati
* POLICY-1 : ScaleOut : *SCALE_OUT_THRESHLD® for Properties
* POLICY-2 : Scaledut : If a ge of scaling group goes beyond 'SCALE_OUT_THRESH
* Srala-Tn :  TF all the WW's sape et helow “SCALF TH THRFSHID® for SAMPITRG o o B,
5% =@ Nolssues found Fr 4 b A

5 ENVRRIEFIZa AL Sz 5, \bin\Release\netcoreapp2.l 7 4+ /L X ICBEN L £7,
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. Threat Defense Virtualf * — X+ v T3y b

6. TRTONEZERL, [%EIES% (Sendto) |>[EME (ZIP) 7+ LA (Compressed (zipped)
folder) | DIEIZZ U v 27 LT, ZIP 7 7 A /L% ASM Function.zip & L TIRAEL 3,

29: ASM_Function.zip ® E )L F

» ThisPC > MewVolume (0 » gitrepo > cloud_autoscale > Azure » FTOV » Code » FTDAutoScaleManager » bin » Debug » netcoreappll »

AutoScaleManager
bin

L ConfigureFtdinterfaces 13-05-2020 Pin to Quick access
{ CreateStaticRoutes 13-05-202007, & Add to VLC medis player's Playlist
DeletelinRegisteredFTD 13-05-202 & Play with VLC media player
DeplayConfiguration 13-05-2 & Move to OneDrive
ScaleMana DeviceDeRegister 13-05-2020 07 7-Zip »
DeviceRegister 13-05-2020 07} CRC SHA b
l hP! 13-05-2 T - 2
- DisableHealthProbe @ Cisco AMP For Endpoints >
FrdScaleln 1
FrdScaleOut = Send to 2| D Bluetocth device
GetFrdPublicip 3-05-20200 Cut 1 Compressed (zipped) folder
MinimumCenfigVerification 13-05-2 i Copy B Desktop (create shorteut)
WaitForDeploymentTask 13-05-2 Paste 5 Documents
Wai 13-05-2000 0 4@ Fax recipient
I ...\'aﬁFolfldToComeUp 3-05-20200 e e o :
= FTDAutcScalehar deps.j 3-05-2020 07 Mail recipien
:._.h cScaleManager.deps.json Dot
=] host} g ,—“_—
g SR Rename
- Properties

Threat Defense Virtual f * — X+ v F 3w k

Azure R—H )V TCAF w7 ay b A—T%fEH LT, Threat Defense Virtual & {ER IS S OVE
BICEET, A A=V RF T gy bMi, WET—X D7, B X172 Threat Defense
Virtual f A —3A VAKX ATT,

Threat Defense Virtual X v 73 3 v D=

Threat Defense Virtual f > A X L ADAF v 7T a v bA A=V 5AERT 2 7 v & 1%, Threat
Defense Virtual 33 X ONFSIC IZ%f L CEITSNAHAIDO T — M FEEAF v 752 L12K 0
W 2T D OFHUCRE & B/ NRICI 2 5 DICENL L E T, AT v gy A A—T0,
FHNC AT & 72T — & ~X— A L Threat Defense Virtual #Ji#1 7 — b 7o A TR S E 9,
Tz LY, A A—1X Management Center & 72 (XE OMOEFEE o Z — D v A7 AID (ZBE
T5—EDID (UUID, ¥ U7 V&S) aBEKRTEET, 207k Xid, BER S —/VE
BHIZ AR A K 72 Threat Defense Virtual 0 LB 2 584E 4 2 DI L B £9,

EEXNERA A —H 5 DThreatDefenseVirtual R+ TS 3w A A —
T DIER

Threat Defense Virtual DA A — A F > 729 v N OVERKIX. Azure 38— #Z /L C Threat Defense
Virtual f > A% > ADEFOEBRA A —V BT 57 a2 2T,

. Azure T Threat Defense Virtual 0 R



| Azure T® Threat Defense Virtual 0 EFH

&

ATy T2
ATy T3

ATy T4

ATy TH
ATvT6

ATy 71

ATvT8

ATvT9

BHERZ A A —Ih 50 Threat Defense Virtual 2+ T+ 3 v k14—t ]

1R BHHIIZ

Azure R—# )L CLinux VM @D Azure A b L— 7 7 hNOD a7 FI2H A XZEH L= VHD
A A= %7 w7 a— R LT, Threat Defense Virtual /X —<7 3 > T2 LI DOE N RA A —T%
ER L TR MERH D 9, I XZEF L2 VHD A A — OfERIc >V Tk, [VHD B &
WY V=27 T — &M L7 Azure 2B DR (17 5—2) | 22 L T EE,

ARA=V AT v T gy NOUE[FZE LT 5 Threat Defense Virtual f > A % > A % Management
Center X Device Manager 72 & D~ R— T ¥ [ZBEK LRV TS TZE 0,

Threat Defense Virtual f > A % ADEHRRA A — T HVER LTz Azure R—F VBB L £7,

GE) #8942 T D Threat Defense Virtual - A &% A 7)% Management Center IR S L TWRND
L FERIFMOT =N TR =T R ITRESNTORNI & FEERENEH I T
ZLEMRLET,

[V Y —RAZ7—7 (Resource Group) ]I(ZF4HE) L, Threat Defense Virtual f > A % A &8RN L £ 7,

Threat Defense Virtual f & A X L ADF B — 9 o ~_X—=T T[T/ —/b (Serial Console) ] % 7
Vw27 LET,

KDOAT VT MEfEALT, ZF A= = UINHT LA Ty T vay b 7reR&2F T LET,

> expert

admin@FTDvbaseimg:~$ Sudo su
root@firepower:/ngfw/var/common# prepare snapshot
Do you want to continue [Y/N]:

AT U7o}"(“prepare_snapshot o<y REHEHTAHE, A7 VT NOETOHREZ RO A2FMA vE—
DERRSINET, A7 VT NEFATTHIIE, [YIZHLET,

ififi\ root@firepower:/ngfw/var/common# prepare snapshot -f DX 5 Iz, ZThavsyv NIz -f %JEJJH L
T, 2V OB A v E—VEAX Yy T L TAI VS NEBEHEETTH L TEET,

DAY ) 7" M. Threat Defense Virtual f > A % > Z(ZEEEA T N2 T XCORBRERE., B IR
Ji—, REEINT=~3r—T v, UUID #HIBR L7, WENFET 325 L. Threat Defense Virtual 1 > A X
VAFT Yy N ENET,

[FF¥7Fx (Capture) |27V v/ LET,

[f A= DfER (Create an image) | ~~— T, BEFEDY V=X N—T %IRRT 50, [V YV —RATN—
7 (Resource Group) | KR v X T UZXRNOHLNWY V=27 V—T%2AE L ET,

[f > A% ADFEH (Instance Details) |7 2 a > T2, BHEHRA A—TDHhEXYy TF ¥ LE
9 (No, capture only a managed image) | %7 U v 2 LC, EFEMNGA A —VOHEIER L ET,

Threat Defense Virtual f > A X ADEFRIRA A=V L CHERT D AT v v ay b A=V D4
AiZfE LET,

[LE=z— LR (Review+Create) 1% 2 Y » 7 L C, ThreatDefense Virtual £ > A X ADH LWNATF >
Yay b A—VEERLET,
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B <0793 b A= £ERA LT Threat Defense Virtual 1 > X% > 2 £ BBIT 5

RDBERY

AFwTvaw bA A= %M LT Threat Defense Virtual £ ' A X AR LET, [A
Fv7awy b A= U C Threat Defense Virtual f > A X L AZRET 5 250 L
TLIZEN,

AFw T gy bAoA A—T%ERAL T Threat Defense Virtual £ > X &
VARAERET D

1R BHHIIZ
WD L ERERELET,

« Threat Defense Virtual f > AX LV ADAF v T gy hA A=V 0MEHFRETHDHZ & %
MR L F9,

ATYT1 Azure K= e 74 LE1,
RAT9 T2 FHUHER LIZA T vy T v ay MM A—=YDY Y —ZAID&ab—LET,
GE) Azure TiX, HH05H VYV —RA (R F v S ay b A=) BN Y—RIDIZBEERMT LT
WE9, #Hr LU Threat Defense Virtual £ > A X LV AZRETHI21E, AF v 7T ay A A—
TOU Y —ZID BPHNETT,
a) Azure " —# /LT, [ A— (Images) | ZZ=IN L E T,
b) FEHBRAA—TEMEHALTCERLIEZAT YT v ay b A=V EBRINLET,
c) [ME (Overview) 127 U v 7 LT, A A—YDO7u X7 4 2F€RLET,
d) ZUVy7AR—=RYVY—RIDEZat—LET, UY—RID ¥ v 7 A FRORICESNE
9, /subscriptions/'<subscription-id>/resour ceGroups/<resour ceGroup>/provider sMicr osoft. Compute/<container >/
<vhdname>

ATV T3 A F vV gy hA A—T % LT Threat Defense Virtual £ ' 2% ' 2D R Z#HATLE£4, VHD B X
RN ) —2AF7 S L— el L7z Azure 2B OB (17 X—) 5L T X0,

G¥) Threat Defense Virtual =2 > —/L7)x5 CLI =< > R show version 3 &2 OF show snapshot detail %
FAT79 D &, #H L < BRI &7z Threat Defense Virtual A o A X L ADA— g 0 L FEH & iR
TEET,
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