JE— 721X VPN DT

s AAA —NR_—F—DEEOHEE (1 2—)

» ASA with FirePOWER Services #5725 D7 U 77 % A MERXTD AAA — 3—F—0DHL
5 (1 2—=)

+ ASA with FirePOWER Services 705 @ PKI GEFHED =7 AR — h EEHE X —~DA
R—h Q=)

e AnyConnect X7 — L 7m 7 7 A )LOEG (3 —)

c RAL L EAD T4~ RALORE (42—)

AAA H—/N\—FX—DEED BEt

Firewall 17—/ 3.0 1%, ©—#H /L2 —HF—_ Radius. 3 L\ Live Connect ASA @
LDAP/LDAPS/AD H— _—IZfifl &5 F— 05 % a4 57>, £721% moresystem:
running-config =~ K27 v 7 — N4 2555, £, I XTOF—2FBH)CRG L., [FHER
EHREE (Review and Validate) 1>[)E— k7YX (RemoteAccessVPN) ] D FdD [AAA]
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more system:running-config =~ > K% A1 L %7,

aaa-server and local user 7 v a NZBEIL T2 V7 7% A MERXOTXTO AAA 5L & xf
IS D F—fEE RO ET,

ciscoASA#more system:running-config

|

aaa-server Test-RADIUS (inside) host 2.2.2.2

key <key in clear text> <o The radius key is now displayed in clear text format.
aaa-server Test-LDAP (inside) host 3.3.3.3

ldap-login-password <Z U 77 F A FD/NAT— K> <————- LDAP/AD/LDAPS "NAU—RKNZ U T FF Ak
ERTERINDLDITRY ELE,

username Test User password <Password in clear text> <----- The Local user
password is shown in clear text.

G wm—hIna—P—ORAT— PRSI TODEAX, SR T — RENEH TR
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A UR— NEDERYE X —T, BITRIT 7T 4 7 4 D—B & LT, ASAASAwithFirePOWER
Services F 7 A FARA  FEZIZVPNIFAEAZ PKI A7 V=7 & L TFBITHRITLET,

FIE

Wha<y REFEH L, CLLZ/ L TA »AR— Ftd ASAASA with FirePOWER Services 1%
5 PKIEFAAE A F— & & HI2 PKCS12 7 7 A M= ZAFR— s LET,

ASA (config) #crypto ca export <trust-point-name> pkcsl2 <passphrase>

PKIGEREZ B Z—If VAR—FLET (A7 V=7 MEEE (Object Management) ]
[PKI 47~ = 7 K (PKI Objects) ],

AR DUV TIE,  [Firewall Management Center Configuration Guide] [5%55] Z#Z M L T 2 &
U,

FETER L7ZPKI A7 Y =27 ME, [VE— 7 27X VPN (Remote Access VPN) ] D [ k
Z A RKRA b (Trustpoint) &7 ¥ 3 2H D [MeEad & FFE (Review and Validate ) ] ~3—
O Firewall B1TY — VT TE 2 X512V £ LT,

AnyConnect /N — & O 74 ILORE
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AnyConnect 7’1 7 7 A )VIA T v a v Th O, EHE Y ¥ —F =X Firewall BT — L& L
TT7 vy 7r—RTXET,
1a s BRI

cEHEVX—DYE— T Z7EAVPNIZIX, 1 DL ED AnyConnect /N v 77— U N MLEET
j—O

o 1N Hostscan &AM 7 7 U R0 r = TR SN TWAEEIX. Zhboyir—
BT v 7 u—RTAHALERHY ET,

HBATHIOT 7T 4 €T 4 D—BE LT, T XCORy r—VEFHE X —5EINT 54
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* Dap.xml & Data.xml |Z, Firewall 17> — /L% L CGEMT 20 E R H Y 7,

FIE

WDa~y REMFHAL T, BB/ —T %5578 ASA 7°5 FTP £ 7213 TFTP H—/3—{C
a2 —LE1,

Copy <source file location:/source file name> <destination>

ASA# copy disk0:/anyconnect-win-4.10.02086-webdeploy-k9.pkg tftp://1.1.1.1 <---—- Example
of copying Anyconnect Package.
ASA# copy diskO:/ external-sso- 4.10.04071-webdeploy-k9.zip tftp://1.1.1.1 <---—- Example
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of copying External Browser Package.

ASA# copy disk0O:/ hostscan 4.10.04071-k9.pkg tftp://1.1.1.1 <----- Example of copying
Hostscan Package.

ASA# copy disk0O:/ dap.xml tftp://1.1.1.1. <-—-—- Example of copying Dap.xml

ASA# copy diskO:/ sdesktop/data.xml tftp://1.1.1.1 <----- Example of copying Data.xml
ASA# copy disk0:/ VPN Profile.xml tftp://1.1.1.1 <----- Example of copying Anyconnect
Profile.

Fyrma— Rl r—VEERe 2 =2/ VR— b LET (TP FEE (Object

Management) ]>[VPN] > [AnyConnect 7 7 1/ JL (AnyConnect File) ]) ,

1. Dapxml & Dataxml X, [#:2 &5 (Review and Validate) 1 >['JE— 7Y X VPN
(RemoteAccessVPN) ]>[AnyConnect 7 7 4 JL (AnyConnect File) 1 &2 2 3 > ® Firewall
BATY — A bEEE X —ICT7 v 77— T H0ERDH Y 7,

2. AnyConnect 71 7 7 A /WL, FHE X —IZHET v 70— N 250, F03 [HERER
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7 4 —/L RIX ASA TIIEBNZHERR X419, ASA @ LDAP-base-dn ##§k2> & S v E 9,

If the ldap-base-dn is: ou=Test-Ou,dc=gcevpn,dc=com

[AD 77 A4 ~1U KAA > (AD Primary Domain) ]I1%, 774~V FAA U ZFKT 5 dec.,
de=gcevpn, de=com TIEE D7 4 —/L R TT, AD 7T A~V RKAA L gecevpn.com (Z72 0 F
T

LDAP-base-dn DYV 7 )L 7 7 A )L :
cn=asa,OU=ServiceAccounts, OU=abc, dc=abc, dc=com:
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—§—O

cn=admin, cn=users, dc=fwsecurity, dc=cisco, dc=com:

AD 774~V R AA X fwsecurity.cisco.com T,
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