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Fortinet 5 5 Multicloud Defense ~MD#%1T
T—7 JH—

e FY—x U FOFIE (23 ~—)
« BATORMERM (24 ~—)
«BATOFET (26 ~—2)

IRY—IRDFIE

WD 7 a—F ¥ — k&, Cisco Secure Firewall 17> —/ /L Z&{#H L T, Fortinet 7 7 A 7 7 4 —
/L% Multicloud Defense (2179 5V —2 7 —% R L CWET,

Multicloud
Defense

1) Download the
Secure Firewall

2 ) Launch the
Secure Firewall

8 ) Review the

Local migration tool » migration tool post-migration
Machine from Cisco.com » report —_
3 ) Export the
configuration
Fortinet
Firewall
(4 ) Specify the 5 ) Review the Optimize, 7 ) Push the migrated
Secure destination pre-migration Review and configuration to
Firewall parameters and » report Validate th_e " Multicloud Defense
Migration Tool selec‘t feayures conﬁgurvauon and doyvnlo_ad the
for migration to be migrated post-migration
report

9 Verify and use the
migrated configura-
tions
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J—ZAR—X | F|@&
(1) |r—HN~ |Ciscocom /6 Cisco Secure Firewall 7Y —/L & 4 7 m— R L
— e
FEMZ2 FINEIZ DWW TiE,  TCisco.com 2> 5B D Cisco Secure Firewall
BATY—AoXx T rmn— R 22 LTIEIN,
() Local Machine n—Hh N~ C, Ciscocom/NHEyra—RNLiET7T 7Y 47—
YarIZyANELZL TN Y v LT, Cisco Secure Firewall 1T
Y —VERRBLET,
3 Fortinet 7 7 A4 7 |#&~7 7 A VD= AR — |k : FortinetNetworks 7 7 A 7 7 4 —/L
U4 —Ib MOAERE T AR — T 251213, Fortinet 7 7 A 7 W 4 — /L5
OO 7 ZAR—F (29X—=) 2L T EEV,
(4) Cisco Secure Z DFINEDZEFTH ., Multicloud Defense DHEEREE/XT A —Z ZIEE
" |Firewall 217> — | cx £9, FIEOZFEMIZ OV TIE, Multicloud Defense D HEf4E /<
v T A=HDIEE 30—Y) 2BBLTIEEN,
%\ Cisco Secure BATRILAR— 2o n— RLESFTCBEI L, LR— N &k
Firewall B17> — |28 L £4, FHEOFEMICOWTIZ, BITHIL A— hOfER (32
v N=) EZBLTLEI N,
/6\ Cisco Secure Mk 2 EEICREE L CRERB L, ENRIELWI L 2R L ET,
" |Firewall BATY — | FEOZFMZ SN TIE, BITT DM OREL, MRE L O
IV (33 X—V) 2L TLTEEN,
(7 |Cisco Secure BAT7 n e A0 ZOFNATIZ, BATH A48 Z Multicloud Defense
7 |Firewall BATY — |I2%E L, BIFRLA— b2 T o— RT3 L5 LT,
v FNEDOFEAMZ DWW TIE, Multicloud Defense ~DHERE D7 > 2 =
(36 ~—) ZBHLTIIZSIV,
8\ Local Machine BITHRLAR— b2 F o ra— RLEGANCBE L, LR— b &hE
*f RBLET., FEOHEMIZOWTIE, BITH LK — bOMER L BT
DT B7%—=) ZZRLTIEIN,
9) Multicloud Defense | #2177 Atk & fEnd L. MBS LT, 7 — b7 = A O Tl
Ly

Jzﬁ l_/\ijﬁo

BITORIREH

R 2 AT DRI,

WRDOT VT 4T 4 ZFEITLET,
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Cisco.com m 5 0 Cisco Secure Firewall #8517V —/LDA ™ >O0— K .

Cisco.com H 5 @ Cisco Secure Firewall 7Y —I)LO4SAH>O0—F

FIIE

ATvT1

ATy T2

ATvT3

ATv74

1R BRI

Cisco.com ~DA > #—% v MEEHEN A HEZR Windows 10 64 £~ b E721% macOS X— 3
10.13 LD~ > VU N EE T,

Security Cloud Control 45 A k 41TV 5 Cisco Secure Firewall 57—/ D7 77 RKN—T 3
EMERT25E1F. FIH4ITERET,

2B a2 —# T, Cisco Secure Firewall 47> —/VH D 7 + VX &2 ERR L £9°,

DT FNEINIE, MDOT A NERFLRN EE2BEID LE T, CiscoSecure Firewall 17
Y EEEHTLE, vl VYR BIORZOMTRITOT 7 A NVNIDOT 4+ /VFIZEE
SnFET,

GE)
Cisco Secure Firewall B{TY — /L D EFHNN— g v 2 X T va— RT5E51%, L3P LWWT +
WA EAERR L, BETF O 7 AV Z I3 EA LT 72 &0,

https://software.cisco.com/download/home/286306503/type 2 L, [Firewallf517> —/L (Firewall
Migration Tool) 1 %7 U v 27 L&,

LoV %) v 35 L [FirewaINGFW/3—F % /L (Firewall NGFW Virtual) ] [Cisco
Secure Firewall#%17> —/L (Firewall Migration Tool) ]ZF#) L &£, Firewall Threat Defense 7
INAADH T v — RiEED S Cisco Secure Firewall /7Y — /L& Xy o —RT52 L4 T
EET,

Cisco Secure Firewall 47 — /L Ox#HiX—Ta o2 B LT 7 4+ VA ICX v a—RLE
7,

Windows H F 7213 macOS <+ > JH @ Cisco Secure Firewall 17> — /L D@ 72 ZITAHE T 7 A
NaEXyra—RL TSI EEHERLTIEEN,

Security Cloud Control — 4 —"T% ZIZ/HR A h SN TWDHBATY — 2T 251, Security
Cloud Control 7 MZu 7 A LT, LEflO~A T, [EE (Administration) > [#1T
(Migration) 1>[Z 74 72 4—IL#47Y—IL (Firewall Migration Tool) |28 L C. BT
A VAL RAENER L E T,
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Fortinet 7 > Multicloud Defense ~D#177—4 70— |
B ze0xs

BITDRIT

Cisco Secure Firewall #217V—JLD# &)

TDHRAATIE, TAT Ny I N— 5 D Cisco Secure Firewall {7 — /L ZfEH L T\ 58
FlZOHEHA EE T, Security Cloud Control TAHRA F I TWARBITY — DT T 7 K/3—
Va AL TWDGAIEL, [Fortinet f 7 7 A VDT v 7 a— R [TERET,

)

GE) BATY—NOTAZ by I NR—=VarzEEhdTse, oy RuTaryy—LnlEE
9, BATOHETrDIZE T, CiscoSecure Firewall 117> — /L DBAED AT v 7 OHETTIRILH
Y VIZERENFT, BHEIZZ Y — A RERINDWVEEE1E. Cisco Secure Firewall %
7Y =N OFERIZH DTN H D £,

18D HHIIC

+ Cisco.com 7> 5 @ Cisco Secure Firewall 47— VO X 7 a— R

» Cisco Secure Firewall 47> — /L & EITT B 72D, &Hi/N— 3 > D Google Chrome 7 7
THNRAL E2—H I AN LENTWND I & &R LET, GoogleChrome %7 7
NEDOT TR E L TERET D HIEICOWNTIX,  [Set Chrome as your default web browser |
BTSN,

o REBULIHERL 7 7 A VERBAT T 25a 13, BT v a2 P AT AR A Y —FREEICR
BIRNE A —TRIEEHRLET,

FIE

ATy 71 o B2 —H& T, CiscoSecure Firewall B{TY — /L& Xy a— KL= 7 3 /L ZIZBEIL £1,
AFvT2 RKONVTNNEETLET,
» Windows < 3> C. Cisco Secure Firewall 1T — VDO FEITHRET 7 A NE X TNT Y w7
L . Google Chrome 77 7 CiZ#Eh L £,
T EBRERINTZS, 1TV (Yes) 1227 VU w7 LT, CiscoSecure Firewall 17> —
WV AT DIETEMA DI ENTELHEICLET,

GE)
O TA LRy T T T ORFEWY T DN D720, 77 0FORy T T v 7Ty
=T L ET,

Cisco Secure Firewall 17 —/Vi%, 9+ XTCOE Y 7 A4 /L& ER% L. Cisco Secure Firewall
BATY —VOHIET D74 NVZIRGFLET (B 7BV Y —RAD 7+ VX EET)
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ATvT3

ATvT4

ATy Th

ATvT6
ATy T17

Cisco Secure Firewall #17"Y — L D EY .

e Mac TlZ. Cisco Secure Firewall {7 —/L® *.command 7 7 A /L% BHID 7 + )V Z 2 H)
L. #—3F W77 r— g &E) LT, Cisco Secure Firewall 517> — /L3 A o A
= ENTWETZANFESRL, WOa~vw FEFETLET,

# chmod 750 Firewall Migration Tool-version number.command

# ./Firewall Migration Tool-version number.command

Cisco Secure Firewall 17> —/iE, +_XTOREHE T 7 1 /L Z{ERL L, Cisco Secure Firewall
BATY —VOTFIET D27 A NVZIRIFLEST (7 BLG) Y =207+ V2 25T
Evbk

CiscoSecure Firewall {7V —/V&2BZ 5 L3 L, BELXA T oI/ Rn"EREINET, I
X, Bt B e BHFE 12 K o T Cisco Secure Firewall 17> — /L% Apple (2B &k ST
WeWeH T, BuAAOHBEEICL LT 7Y r—ya VER FIECO TR, T
IR A 72 Mac 77 < ] ZZR LT IESN,

GE)
MAC DX —F D zip AV v REHEHALET,

[Ty R2—HF A& A (End User License Agreement) | ~X—C, 7 L A b UIF#HAE >~
22 L IF/T 55 1E, [Cisco Success Network & iz HF 92 2 LIZ[AEE (1 agree to share

data with Cisco Success Network) 1 %27 U v 7 L, ZHLUANOEEIL [ TITH Tldo later) ]
7V w7 LET,

Cisco Success Network IZHEgt 2151535 Z L ICRIET 5 &, Ciscocom 7 WV &AL CH
AT B LT RD B ET, Cisco Success Network (Z#EEF 2 1XE LARWD & 28N L1-5
AlE, v—ha A AEREZHEH LT Cisco Secure Firewall 817V —/ica 74 » LE,

Cisco Secure Firewall 7Y —/1ua 7 A o _XR—IJ T, IROWT N0 EFEITLET,

« Cisco Success Network & #talZ A7 521X, [CCOTHZ A » (Login with CCO) 1V >
IEI VI L, eI A rFra A U AEREMEM L T Ciscocom 7 72 Moa
JA v LFET, CiscocomT B2 hinZpn 1%, Ciscocom D1 J A L ~_— T THERL L
e

Ciscocom 7 UV FEEHALTE A L LTWDIERIZ, A7 v 7 It EAET,
A UH =Ry NIT 7V BATERNWET Xy v 'Ry NT—JIZT7 74T U+ — /%R
L7288 1%, Cisco TAC IZHE LT, BHEOr /A4 UERCTEMET A EL REAFTLT

<téwo_®twkfiﬁ%%ﬁ®ﬁﬁ#/x:_%mém¢JMC#m74/hﬁ%
BETELZZLITEELTLLEE N,

[NAT—FRD Uty bk (ResetPassword) |~~— T, HUWIAT—REFH LVWIRAT — REA
T, HLORRAT— REiER LET,

B LW ZRT — IR ICFL LT, RIFL/NLF, BT BLORHR LT A2 B0 L 0LERH
D ET,

[VE> b (Reset) 127V v 7 LET,
FHLWWRRT— KTl A LET,
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. Cisco Secure Firewall 17V —/LTODTEE— FOFEA

GE)
NRAT— REENTSEE, BEFEOT X TOT —H % <migration_tool_folder> 7> S HIFR L |
Cisco Secure Firewall 17— V& HA A h—)L LF T,

ATYT8 BATHIT = v 7 VA MEMEGRL, MBS TWDOTRTOHEAZZE T LTSI L 2R LE
—§—O

Fxy 7 VAMOEHAZ 1 DU ERET L TWRWESRIE, BT T2ETHITLARANTES
Wy,

ATy T [HHEBIT (New Migration) ] %27 VU v 7 LET,

ATFYT10 [VT7 b U=T T v 7T — k&R (Software Update Check) ] [E[E T, Cisco Secure Firewall %
1T —=NVDERHNN— a Y EFEITLTNDENE D DR ARZREE X, Cisco.com T/N—Y 3 >
R L ET,

ATY TN [#ifT (Proceed) 1227 U7 LET,

RDERY
WDAT » ST Z ENTEES,

« Cisco Secure Firewall 17> —/L Zffi [l L C Fortinet 7 7 A 7 7 4+ — /L ER AT 5
PVENRH DEEE. [Fortinet 7 7 A 70 4 —/VInD ORERD T 7 AR— b | IT#ELET,

Cisco Secure Firewall #8217V —ILTOTEE— FDOEHR

Cisco Secure Firewall 17> — /L& fE) L, [2X{5 03 E D& (Select Source Configuration) ]
R—T, [BITOMLE (Start Migration) | ZfEH L TBATZMIET 20, [TEE— R (Demo
Mode) JIZADNEFEIRTE E7,

TEE—RTEH, FI—T A RAEFEHLTCTEBITEZFITL, EBEOBIT7e—RED L)
Wl B EAfUETE E3, BITY —/Md, EEIL7 7 A 7 U 4 — /XA — (Source Firewall
Vendor) ] Ky X7 U CORPUZESWTTEE—REZ NI T—LET, W77 AL %
Ty Ia—RTL0, TAT TN AEHR L TBITARITT 522 b TEET, 7 EFMC,
7% FTD 7 /34 A Multicloud Defense 72 & DIE(EILT /SA ALK GET NA A BRINT 5 & |
TEOBITEIITTEET,

A

EE [7EE—F (DemoMode) |%iEINT 5 & BEFOBATY —2 7 —RbiUTEsnE T,
[(BATOBA (ResumeMigration) [IZ7 277 4 7B ATR O H L ZITTEE— RN+ 2 &,
TUT 4 TRBATIIRDI., TEE— FEEH LRI OHETILERH Y 7,

BATRILAR—hE2 Xy oa— L THERL, EBEOBITY —2 70 —TC3{TT 520D 7T 7
varEFTTLHIELTEET, L. TEBITIIHREDOHIEE TCLNEITTEEEA,
ZHUTTEE— RIZTERWED, BIRLETEXY—F Y b TS RCREE T v a$ DD
LIXTEEHA, MEAT— X AL MELZHER L, [TEET— FOK T (Exit Demo Mode) ] %
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Fortinet 77 1 72+ — 1L 50RO Ty 2K— + [}

77U w7 LT [EETCi% € DER  (Select Source Configuration) | ~<— VIZHEBEI L, EEO
BATZBRIGCE £,

\}

GE) FEE—FTIE. RTEDT v =2 %< Cisco Secure Firewall 4T —/L DT X TDOMEEYR
MR LT, EBEOBITEITHORNCZ Y RY—2 0 ROBITFRIED T A4 TNV E2FITTEFE

S

Fortinet 7 7 4 74— LD L DERDITH A KR—

ZOFNEEMFH LT, Fortinet 7 7 A 7 U 4 —/LIn OB EZME L E9,

)

GE)  FAAZRIPOEET Y AR — SN EEN T2 2 L 2R L,

FIE

AT v 1 FortiGate GUI 225, [BEHE (Admin) ]>[#58 (Configuration) 1>[/N\v 2 7 v 7 (Backup) ]

2N £,

i~ - ¢
[m‘ © TP @ FortiExplorer
sdmin

A FortiGate Telemetry is disabled.

ATFY T2 a—HIVPCEIXUSBT 4 AT I T v 7 hfmik LET,
GE)
VDOM WNAZNZ 2> TWAEAIE. Ny 7 7 v 7O FortiGate {2 (7 1 —s3L)
F 7213 ED VDOM 0 (VDOM) OWTFHThiE0EmLET,

AT9 T3 Ny T 7N VDOM R OEA L, [VDOM] U A k5 VDOM 4 & 3R L £ 77,

G¥)
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B Mutticloud Defense Dt/ 85 2 — 5 D

Cisco Secure Firewall 81T — /L Cld, Nv 77 o7 7uv A2 ED 57O AL I TV
W 7 AL ETT,

ATy T4 [OK] ZEIR L £,

Web 77 UVICL Y, BT 7 A VORESEFTiEfREET S Lo icRkRb o E T,
WeRk 7 7 A WV DYEIEF1X .conf T,

Multicloud Defense D1EfZITL/NT A —F2 DIETE

1a s BRI
» Multicloud Defense 734 %012 72 > T % Security Cloud Control 73> s 3% 5,

* Multicloud Defense |Z B /EH 7 A B A AL TWD,
N

GE)  9HODEE T A T AHBPCHLHEEY T A7) Py g DEs
IHEREZABR L W22 5720, Z O T&H - T Multicloud
Defense (ZHER A BT TE £97,

* Multicloud Defense ®X— A& URL & Security Cloud Control 77> M4 2R FF L T 5,

« API ¥ —%&{ER L, API & —{EmkIFIZ, Multicloud Defense 234 5% 3% APl — D & API
F—L—Y Ly bbabt—L7, FEMIZOWTIE,  [Create an API Key in Multicloud
Defense] &ML TL &,

FIE

ATV T [#—F v F%&EIN (Select Target) ] 7V ¢ > K7 T, Multicloud Defense % 3R L &7,

ATV T2 HIETHT 44—/ RIZRONRT A =X ZEE LT, BITY—/1 & Multicloud Defense [ DH%#¢
THESL L FET,

« R—Z URL ®AA : ZiiE, Multicloud Defense = > b —Z |ZHf5e T D BRI T F U H T
R TEDHN—AURL TF, 7z xiE, 2 hr—F % v 28— KT, /dashboard ®
oy ERS 77 U LoV v Za v — L EF, URL I https://xxxx.mcd.apj.cdo.cisco.com
DE IR FF

T+ 2 &AM AR : Security Cloud Control 77> s D4 i, Multicloud Defense 7 4 & R/
WCWAGAEE, A EO[7a 774 (Profile) | Ka v X7, Security Cloud Control
U4 RUICWAEATE, [BE (Administration) ]>[—#&5%%E (General Settings) ] 7»
bavr—LET,
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Multicloud Defense DIEHTFL/ N5 4 — 5 DIETE .

*API ¥F—IDDAN : [V RATLETHD 2k (System and Accounts) ] > [APIF— (API
Keys) ] DIEFICER L T, API ¥ —Z{EAKT HFEIZ, Multicloud Defense = & k7 — 7 73
45 APl F—ID, ¥—D4HiI, E A=/ 7 KL A, APl ¥— |24 %21 —/L API
F—IMEFT L= LB LU0 —2 LT 57200 API F—O AR 2 E L £,
X—OT 7+ bOFHHIMIL, 365 FIZREINTWET,

* APl ¥—>—J Ly FDAA : API F—DIERKKEZ Multicloud Defense = > ks 12— F 34
K35 APl F—2—o Ly K,

GE)

API F —ODERIFIZOLFREND APl F—ID & APl ¥F——H Ly O HFE2a™—1L T
KFEEW, abt—LENZSEEIE. MERRLZ APIF—Z2HIB L Tl LW —2 4 L, 4T
‘/Z‘j‘::l ED‘_‘L/VC< fiél/\o

Create X

Name
Email

Role * admin_read-only
API Key Lifetime

(days)

v/ Success

Mote: This key will not be visible again. If you lose it, you should remove the APl key and create a new one.

API Key ID:

coPY @

APl Key Secret:

Show

coPY @

Download Key

Ul

AT w73 [#E (Connect) 1%~ Y v 7 L., Multicloud Defense ~D#%55¢
TEEICINEFH] A v —V22ETHETRHELET,
AT T4 [HEREE IR (SelectFeatures) | &3 % &, Multicloud Defense (24479 DMk & B4R T& £
T, [7 7 E Al (Access Control) | B LN [BBA TV =7 bOHZ%EHEIT (Migrate Only
Reference Objects) | F = v 7 Ry 7 A ET 7 4 /L h TH U /2>TWET,

TORBITTIE, A F—T 2 ARN— NP EDEETLT 74 T 74— b DOFDMORER
IEAR—FENTWWARWVDOTIEEL I,

RATAEH LTz 2 & 2 TeRT 5

k=]

ATYT5 [ffT (Proceed) ]. [Z#a% B4t (Start Conversion) | DNEIZEIR L 9, BTV — /2B E T
DORERE T 5 E TR L £7,
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B zeof—romz

A5 w6 Cisco Secure Firewall 1TV — /M Lo CEM I N EZOME LR L E T,
R 7 7 A VIEFIZT v 7'a— RB X OWIT Sz & 9 D EERT 512, BiTasITT
HENCEBITRILR— b2 XU — L CHERLET,

ATy 71 [VR—FrDF v a— R (DownloadReport) 127 U v 7 L, BITRILAR— FE2RFELET,

BATAILR— b2 —% | Cisco Secure Firewall 17> — /L & [[] U357 & % Resources 7 o+
WARAFSIVE T

ATy T8 [k~ (Next) 127V w7 LET,

BITRILAR— FDRESR
BITHICBITRIVA— "2 v on— RLUENEEEE, kO v 7 2FHLTHF Y a— K
LTL7E&EW,

BITRILAR— FOF 7 a— R KARA > | : http://localhost:8888/api/downloads/pre_migration
summary html format

)

GE) LR — R L. Cisco Secure Firewall 1TV — /L OFETHIZOHRL T a0 — R TEFE T,

FIE

ATV T BATHILVAR— b2 X U rm— FLEGFICBE L £,

BAIRILAR— O —1%, Cisco Secure Firewall 17 — /L & [7 U FATIZ3H 5 Resources
T FIVHNRAFEIE T,

ATY T2 BATHILAR— M A&, TONELZEEICHR LT, BITHEMT 25K & 722 5 A fE L
3

BATRIL AR — MIE, ROERPEGENLTHOET,

« Firewall Threat Defense F 7= 1% Multicloud Defense ~DBATIZKH L= AR — ST 5
WERRBEFR E BITHIORIR SN FED e~ U —,

s TS —MHDEMAT : CiscoSecure Firewall 11 — /L MENT T X 720y o T2 T2 DI IEWITE
ITTERVEREZOEM, #BRcTInsoT—%2EEL, BiLWVERY 7 A /1E2x
JAR—F L6, FH LW Y 7 A /L% Cisco Secure Firewall 17> —/VIZT v 71—
FLT, BATLET,

o B SN - AL . Multicloud Defense ¥ 72 1% Cisco Secure Firewall 517> — /L3R — K L
TR W2 DIZIEIR S 7- R BE R D FEMM, Cisco Secure Firewall 217 — /M id 2 i D
TTEMATLER A, TNHOITERHERR L. &H%6E) Multicloud Defense TH AR — h X T
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BTy smmosEt, wRssogi [

WOHMMNE DI DEERBLET, PR—FSNTWDEEIL, gL FEICHBNKT 2 Z & %25
Ebij—o

AT9 T3 BATRILAR— F TEEHENMER SN TV DAL, A V¥ =72/ AT, ZRLHLOEELZ:E

TL., BEMKZ A NVEZ 7 AR—FL, BHINTHBRKT7 7 ANVET v 71— LT, fit
TLET,

ATy T8 W7 7 A VEIEFICT v 7 e— KL, fi#ffr L7=5. CiscoSecure Firewall 17> — /LT |

[k~ (Next) 1227 U v 7 LTBATZRATLET,

BT B D&EL, HEES &K VREL

FIE

158 BRI

[FXE DO b, #ER8d L UMRAE (Optimize, Review and Validate Configuration) ] X—3 T,
% —7/ K Multicloud Defense {217 L £ 9 & LTV DR/ X T A — & 2 filEidd L UMRAE T =
F9, ZDORT v T, BITY —/Li% Multicloud Defense D BEAF DORERLIZ 5t L THERK & MGE
L. #—% > b Multicloud Defense TOEEZHET H7-DIZ, 7 7 & AHlHL— LD B EAT T
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