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YT B =Tz A (T A Z—T7 = ZXIDIE, BITEHZHEIZ VLANID & [H &5
WCRRESNET)

A=k F¥ 1L

RN R H—T A A (VII)

TV I N—TF (P T AT L E— RDH)

IPSLA DE=%

Cisco Secure Firewall 17 —/VIZIPSLA A7V =7 FE{ERR L., A7V =7 hEEED
HiL— Mo~y B L, 47 Y= k% Management Center (21T L £,

IPSLA E=X TiL, E=HF VU ITHBDOT KL A~OEHRA ) > —%2EHZL, TDOT K
LVASNONL— O AEEZ N T vx o7 LET, FL— hoRl A, ICMP = o —3
REXFL, IEEZHFETHIZLICL T, EFINICTF =y 7 SET, =a—ZRBH
ALTURTBHE, ZOHINL—MNMINV—T 4 T T—TNAMBHIREN, Ny o2 T v
J— MIBEEHRZONET, SLAE=X Y 7V a7, T3 AREDNDS SLA T=H
ZHIBRL TWRWRY . BB T ICBB L TCEIT LT ET (oF0, YaTide—v
YIT T RLERA) , SLAE=X ATV =/ ME, IPVAERIL— FR Y —0D [JL— b
N7 > %> 7 (Route Tracking) ] 7 4 —/LV RCEH I ET, IPv6/L— K TiX, +— Kk
TvX U TIZE S TSLA =452 MHT5Z LT TEEHA.

ATy NI N—T DR

AT NIN—TRBEANCTDE, Xy NIV —I 4T V=7 FEaEGRT /A2
vhu—nA AR =AY BRI INE T, A7V NIA—TRBERDL
T, BT D0 TT7 7 AR —C X D/ AT OMHEFERTLIZ L %28
B LET,

GE) e ATV NI N—THERIE, 6.6 &V HI[0 Management Center
FT BB T DB O N— 3 CIHERATE AL

ATVl NI N—TRBITIEHER T 7 =TIV AR — h &
TV, BT 0 £,

o I R—2 DA T 7 b

FR—2DF T =2 b

Cisco Secure Firewall 81T — /UL, 727 B AL— /L TEREINLGMR—2A AT =7 K
AT DL FORHMARN—ZAFT V27 NEBITL, TRENDOT 7 EAL—I< Y
v LET, EROMERLEMRIE (Review and Validate Configuration) ]3— D /L— L2
ML TCAHT V27 FaRLET,
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oM &2t % 71 2oy F—+ [

B N—2 DA TV =7 ME, MKW TRy NV —2 7 7 223+ 5T7 78 A
YA NFATTT, FFEOHAEZIXFREDRAICHEKASONTT U MUV RNT T 4 w7
FRFA NI RNT T 4 v 7 BHIIBT2M0ERD D 5EIERTT,

A

GE)  HEITD FDM FRLG BT S, Anb X —47» RO FTDICH A A
V= E FEITCRAITTALERH Y £,

o [FA R VPN k> /L (Site-to-Site VPN Tunnels) ]

« %1 K# VPN : Cisco Secure Firewall 517> — /L1, 15(57C FDM EEXI R T A AT
B~ TR AR T 5 & BB~ » 7 % Management Center VPN (278 A > kY —
RAV B bAREYELTBITLET,

« FDM BB R T NA ZAH 07 V7 v~ v 7 (F/E) ~—Z D VPN
¢ /L— h_X—2Z (VTI) @ FDM VPN
« FDM F IR T /31 A3 D OFEHE~— 2 D VPN BAT
« FDM EFHERI 5T S ZAD kT A iR A >~ F 721 E7EH 3 O Management Center ~D %
TIEFETETITDOLERHY , o, BITRIOT 77T 4 ET A IZHENT WD MEL
N0 ET,
B L— AT V=2 b BGP, &KLV EIGRP
e RY—=U AL
TV T 4y 7 AY AR
ceII=z=74 URE]

s AT X7 L (AS) /3R

e JE— 77 A VPN
*«SSL & IKEV2 7’'u k=)L

« WAL [AAA DA (AAAonly) 1. [7 T4 T > MiEAZFE DA (Client Certificate
only) . BELU[AAA &7 T4 7 FiEWE (AAA + Client Certificate) ]

* AAA : Radius, @ —7%/1, LDAP, 8L AD

TR T AN, TNA—T R — BT 7 EARY —. LDAPEM~ v 7
BIOGEAE~ v 7

o FEUER 72 ACL & HE3E ACL
CHBATHIOT VT A ET 4 D—EE LT, WOFIEEZFEITLET,

« FDM BB RT NA AD KT ANKRA L N2 PKIA TV =7 FELTFEHT
Management Center (84T L £ 77,
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B v EmEng s o 2ROy R— b

» AnyConnect /N 77— Hostscan 7 7 -f /b (Dap.xml, Data.xml, Hostscan
Package) . M7 7 U Ny r— 0 LW AnyConnect 7' 1 7 7 A LA IE[ETT
FDM EH G T /3 2B HAG L ET,

¢ 3T D AnyConnect /N /77— % Management Center |27 v 7' 12— KL %7,

« AnyConnect 7" 7 7 A /L % Management Center |Z[EH27 v 7' u— 3570, £/
I% Cisco Secure Firewall 7Y — b7 v 7 a— R LET,

TN 2T RBIOT ANV KR —

s BATY — /UL, FDMBEERT ASA ADY N T =T 77 ANRY v—% H—7
NEBEL X —Il Ty v ad8 DT 78R arba—L R v—DZREND/NL—
JAZIBINL £,

[N T =T HTRTT v ” (Block Malware All) |0 [~¥/V TV =T7 2777 KLy
7 w7 -7 a7 7L (Malware Cloud Look up - No Block) |72 DT 7 4 /L hD 7 7
ANRY —=IIER S EE A,
* SSLEZRY v—
* SNMP

* SNMPv1 35 L TNSNMPV2 D& 13, [RRED KL, 8. MFE (Optimize, Review and
Validate Configuration) | X—YTCaIa=7 4 A ) VI RFHTEHIN TS Z
AR LET,

« SNMPv3 O a1E, [REDKE L, MR8, #EE (Optimize, Review and Validate
Configuration) ] T —H —3RiE & 2 —HF =K S L/ AU — RRFETHEI N TN D
ZLEMERLET,

MAMIZHHR— &5 DM EEXNR T /N1 AR

Cisco Secure Firewall 17> —/LiL, ¥k FDM BTG T A ZAER OBAT 2505y B A —
FLTWET, IO —EIZIE, FMlA 7Y a VEERTLILV—AREER, Z05
DA T a7 L TEBITENE T, Management Center 25 Z AV 5 DFEfA 7S g &K — b
LTWAEEIE, BITORETRICFE TR TE 7,

s ETT 4 (BERE) CRREIMMRER S, mERa XU IREAFEH L CERESNEZT 7k
2 ay hu—LARY — )L—)L

s NI w ATV g v EERLTERESIN#HAL— b
o SFHEN— 2O VPN B1T
s L— AT U7 . BGP, L EIGRP

N—hvwy
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I Cisco Secure Firewall i21TY— /LD R A — b7y THA K
FoM &5 % 7/ 31 2o F—+ [

HHR— FINTULEL DM EEXR T /N1 R1ERK

Cisco Secure Firewall 517 —/LiX, R® FDM EEEX 527 /N A AR OBATE A — F LT\
EH A, IO DOHERK DS Management Center TH R — F I TWAIGA, BITOE TRICTFH)
THERLTE X7,

¢+ SGTX—ADT /A a3y bta—)L KR — L—)

«SGT R—ZADFT V=2 K

e A—HYR—ZADT VA ar ra—yLRY— )L—)L

Ty 7B Y TAHT v g UEMA L THR S L7 NAT L—)L

c PR—=FSNTVWARWVWICMP 4 A 7B LV a— R&FFo47 V=7 b

e XY Tu halXR—ADOT 7k A ary kag—)L R o— L—)L

N

(GE)  Cisco Secure Firewall 17> —/L & Management Center 6.5 TD 7' L-
T ANE DY R— I,

 SCTP THERL E 4172 NAT /L— /b

e RA B “0.0.0.0° THERL S 472 NAT L—)L

*SLA N7 v ¥ 7 &M L7 DHCP % 721% PPPoE & L - THUS ST 7 4L b b— |
* sla monitor schedule

e hT UV AR—=FE—RDIPsec DTV A7 3 —Ahk v b

« FDM BB R T /NA AD kT A h7RA > b @ Management Center ~DFE1 T

*BGPD G AT LU N T AT U —/LE—FR

¢« SNMPV3 22— P — L —TBLONFRA K L—F

FDM BEEXRT/INA ADA T2 x4 k& Threat Defense

FDM BB X4 7 S ADERK 7 7 A /VIZ1X. Threat Defense ICE{TTX AR DOA TV =7 M3
GERLTVET,

Xy hNI—27 AT V=7 k

e —ERAAT =2 b (Threat Defense TlIAR— A7 V=7 hEFETND)
«IPSLAAF 7 V=2 b

« B R—2 D47 V7 b

VPN A7 =7 § (IKEvI/IKEv2 7" Y 2 —_ IKEv1/IKEv2 IPsec-Proposal)
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Cisco Secure Firewall #17Y—ILORZ— r7 v FHA K |
B sssacsnss

BN — b ATV N RV —VAN, LT 47 AVAL, aIa=T4UR
r, AS/RA, T7EAV A, BLOL—bFvvY)

e =7 v RE— RTHR— S5 BGP B LU EIGRP

*RAVPN A7 V=7 b

« INN—T R —

«AAA #7227 kb (Radius, SAML, @ —7%/L L L., AD/LDAP/LDAPS L /L J\)
« 7 RLAT—)L (IPv4 & IPv6)

T T 7 AL

« LDAP @Mt~ v 7

« IKEV2 R U > —

« IKEv2 IPsec 7" 2 7R—4 )L

S E~ v 7
* DAP
ARARY v—

o [ZFAL—L

FIEFEEHRNSEIA

FDM BEEXRT/INA ADBITHA KSA4 >
Cisco Secure Firewall 4T —/L & i [l L T FDM B G 7 A 22 BT T D100 D H A
NI4T LET,
« % FDM EHRI ST A A ATV = 7 MZ—EO4 T LMk 5354 Cisco Secure
Firewall 1TV —/W3IA 7 V=7 b2 ABEETICEFITBITLET,

« FDM B RT A A4 T V=7 hOARNZ, BHE L Z—THHR— h IR TRV
BRSCFEN 1 DL EEENTWAEA « Cisco Secure Firewall {7 — L%, HHEL ¥ —D
F T2 MO, FOF TV 2y MO TR T SUFICE
FLET,

« FDM BB R T NA AF TV =7 NOARTE RN ERE 2 — D FA 7T V=7 F &
[F U4« Cisco Secure Firewall 1T — VTG BiEERICEE L ¥ —F TV %2
HRIA L, FIDMEHHRT AL 2L T =7 FEBITLER A,

« BHD FDM EHXIRT NA A4 TV =7 M, RIXFDNCF0N R 5720 OfF L4
BIDMS T STV B34 Cisco Secure Firewall 817 — VX, BEBIEOA 7 = 7 MM
LR T Lo, ZOLIRAIT V=7 POLRTIEZEEE LE T,
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I Cisco Secure Firewall 1TV —ILDRAA— 7 v THA K
sesmennszd

|

EE CiscoSecureFirewall B1TY — VX, T RXRCOAT =V b ATV NI N—TDL4HETEHE
RO 2D LET, 2720, VE— T 27 BAVPNHERO XML 7’12 7 7 A JLiX, 4RID
FEFHLTOrSnEd,

FOM BERR T /N1 B DO FIREIE
1570 FDM BB R T A AR OBATIZIL, ROFIRR & Y £,
s AR—FINTWRNAT V=7 & NAT L—/VIRBITSILER A,
e $R— FENTOARWVACLL—/UE, BRI L—L L LTEBY 2 —IIBITENET,

e PIR— R ENDTXTOFDM EFET SA A5~ 7 VPNIL, BHE L X —DKRA
VRY—IRA VN PRI LTRBITEINE T,

e PIR—FENTWRV, FEITIRBEBRATT 4 v 75~y 7 VPN bR DIIBT S
nNEHA,

« BRBEA~OEBRI—T 4 T 8 —ED FDM B HH SR T A AR EZBITTH 2 &
TTEERA, ZNDOHMITTFEITRITL TSI,

EHE XTI, RA NIV —ER AT V2T N IA—TFEER— N —T
I AR—hFESNTWETA, BHDO—E & LT, CiscoSecure Firewall 817 — /Wi, &
INTWVERANINEAT V2 NI NV—TFREIAR— NI NV—TONEZERRLE
7,

« Cisco Secure Firewall 477 —/Lit. 1 DDEFRIZH B EE LR — b L3RR — b EHNE
B —ERAOAT V2l VETRIIITN—T %, BEROBRUIETZBRE R 24T V=7 b
WHEILET, 20X Tr78Aay ba—b—LOSMIL, EMIZHE UBEROE
Yo —— VSN E T,

cHEED bRV 77 m b=l (GRE, IP-in-IP, IPv6-in-IP 72 &) # SR LARNWT 7k A
/L — /L3 REAE TE FDM B BTG 7 /S ZRICH D | Zh b O—/L 73 FDM & Bk}
BTN A LD EALENTWRW R RIL N T T 4w 71— 550, &R
179 % &, 3ET 50—/ 13 FDM FERGT A 2 LL AL LD CRBfEL S8A, &
O T V7 4 L ERY =T, ZNEORFED b RANN—LEERT 5 2 & 2R
LET,

o« PIR— FENDTXTOFDM FHXERT A A5~ v F1d, R"A Y= A2k b
ravtLTBITENET,

EPRE X —IZ[R UARTO AS-Path 7 ¥ = 7 " RRREINTHE . BITIIRO= T —
Ayt —UTEIELET,

[Management Center Cii &9 % AS-Path 47V =7 MAABRMESNE Lz, H{TT D12
I%. Management Center Dt & fff L T 72& VY, (Conflicting AS-Path object name detected
in the management center, please resolve conflict in management center to proceed further) |
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Cisco Secure Firewall 21TV —I)LORAA— 7 v THA K |
B sor9t—trshsIdsyror—a

o JL— k= v F T/ M, CiscoSecure Firewall 217> — /L& A U CTERSHIICREAT X
NET, APIOHIRIZE Y, match A & set AIEH R — FENTHEEA,

eIDARY—, SSLARV>—, X2V T4 AT VP A, SGT, 2—HF—_—2D
=TI EDL AT TERY —i%, APILOHIRIZL Y BITSINET A,

RAVPN O {TDOHIPREIE
VE— K77 EA VPN OBITIX, ROHIERMSE THR— I TWET,

« API OHIBRIZE D, B A X LEM:, SSLRE. BX VPN AMOBOBITIZ TR — K&
IWTWER A,

¢« LDAP YV —_"—%, BB b Z A 7 [72L (none) | & LTRBITENET,

« 78 ) 2—|% Management Center {23 ] &1 5 72, DfltGrpPolicy (34T SNV E R A,
Management Center CHEE/R AT A EHEATH Z LMW TEET,

* Radius h—/3—TIL, BHRREED AN/ > TV DA TE. AAA Y — N —Hzfe S8R L —
TAYTTIRLAVE—T 2 A RAEN L THUTOIRERHLV EF, A X —T A AL
TENIERIEDN AN 72 > TV D AAA B —/3—T FDM BB R T A ZHERR RoOD o
7354 . Cisco Secure Firewall 17> — /VIZEIHZRGEA R L4, BEHE L X —TA v
B —T oA ABIR LT-%IC, BIRGEE TEICARNCT D2 HERH Y 9,

« A RRT 7 2 A sysopt permit-vpn 473 3 21X, RAVPN R Y & —TH NI/ -> T
WEHA, 7EL, BBEWSLT, BHEV X —DDOHENCTHZENTEET,

s AnyConnect 7 74 7 > hNEV a— & 707 7 A LOHEIL, 7°El 7 7 A )V Cisco Secure
Firewall 17> — Vi GEB Y o 2 —I27 v F'u— RSN HEIZOHR, TV—TRY —
> CTHBTTEET,

GEHEFEEZEH Y X —ICEEY y BT T ORERD Y T,

«IKEV2 X7 A—H (X, T 74V FTRHBITSNEREA, TNHDONRT A =X [TEFE
H—%fHLTENTIHNERDY T,

BTN R—FEShET5Yy b T7+r—LA

Cisco Secure Firewall 17> —/WIZ L 2T TliE, LLFO FDM EHHSRT A A, BIL O ERE

WX D8 77 R 7 — AR AR— SN TWET, PAR— N ED BEUCKT 2B
7T N7 F— ADFEHII OV T, [Cisco Secure Firewall Compatibility Guide] [#5E] % 2[R
LTL7EEN,

HR—FENEZYV—ZADMEERETNA R TSV T+ —LA

Cisco Secure Firewall 7Y — V&2 {FEHAL T, RO T NVaryTH A MN<)FarssER b
FDM BFHRRT NA AT T v N7 4 — LI DEREBITCE £,

» Firepower 1000 > J — X
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I Cisco Secure Firewall 81TV —ILD XA — +T7 v THA K
BiAsYR—rEnd TS5y kr—4 [

* Firepower 2100 U — X

* Secure Firewall 3100 U — X

* Firepower 4100 > J — X

« Cisco Secure Firewall 4200 > J — X
» Firepower 9300 > J — X

* VMware, AWS. Azure., KVM _® FDM Virtual

HR— k&34 —4y b Threat Defense 75 v b T4 —L

Cisco Secure Firewall 7Y — /L& LT, ZBICKHT D058 77 v F 7 4+ —LDIRODAH
YRTu U ERIE R T A VA RICER I R ERBITTCEET,

s Firepower 1000 U — X
* Firepower 2100 U — X
* Secure Firewall 3100 U — X
» Firepower 4100 U — X
« Cisco Secure Firewall 4200 > J — X
» Firepower 9300 'V —X (K% & ie)
. SM-24
* SM-36
* SM-40
« SM-44
* SM-48
* SM-56

* VMware ESXi, VMware vSphere Web 27 714 7 > k. F72iXvSphere A% > K7 a7 5 A

7> b EFEH L CRE X7z Threat Defense (VMware )

« Microsoft Azure 7 7 v KE721% AWS 7 7 7 K_E® Threat Defense Virtual
A\

G¥) * Azure |Z331F % Threat Defense Virtual D FiH5:{4 & FHlEREIC
DWW T, [Getting Started with Secure Firewall Threat Defense
Virtual] [555] # S L T2 &0,

« AWS 7 7 7 RIZEIT 5 Threat Defense Virtual D ETHESM: &
AR EIZ DWW TIL,  [Threat Defense Virtual DFHESAE] &5
HBLTIEEN,
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Cisco Secure Firewall 21TV —I)LORAA— 7 v THA K |
B v&rshenaroemess—

ZID DBREE T & AZEARITHE > THFRARRE 4172 Cisco Secure Firewall 17 — /LTI,
Microsoft Azure & 721% AWS 7 7 7 KN Management Center (285t L, #kEZ D7 T v
RPN Management Center (2T S H 572Dy MU — 7 BN LI TT,

A

GE)  BATEI S 5ITIL, Cisco Secure Firewall 17> — /L& 7
5HNZ, Management Center ¥ 72 (3 Threat Defense Virtual % S5Hija%
ET DO DRHERME DT STV DHMENH D £77,

BR— SN EBITEDEEL 2 —

Cisco Secure Firewall 17> —/LiL, BEHE ¥ —B L7 T 7 FIEA4 Firewall Management
Center |2 X » CEH X415 Threat Defense 7 /34 A~DBIT&E P R— s LET,
Management Center

BHY XTI 172 Web R—ADY)VF TN, A X —T ¥ T, MADH—/—/—F
V=7 BT, FREAANANS Y EORBT A AL LTEBLET, BITOTZDDO X —
Ty NEHE LA =L LT, AT LI REHY X — L RE R X — Dl T &
i‘j‘o

R =3, BITICET2ROTA FTA Calmlz T BERH D £,

« BATTHAHR— F S5 Management Center ¥ 7 b7 =7 /8—Y a3 v (BITTHA—RhEh
Y7 b0=TON=Yar (B1R—=V) 2BH)

A UB =T A ADSBATT D FEDT X TOMEEEZ G e BT 2858 DA~ —
F oA B RAERGHEABLOAS VA M= EFELTHDLZ L, WESRLTLIZE,

* Cisco.com @ [Cisco Smart Accounts] @ [Getting Started] &2 > =3 >,

* Register the Firepower Management Center with the Cisco Smart Software Manager [ 35]
» Licensing the Firewall System [5%5F

« REST API @ Management Center 23 ZhZ72 > TV ET,

Management Center Web f > % —7 = A AT, [V R T L (System) |>[FRTE
(Configuration) ]>[Rest APIZ&%E (Rest API Preferences) | > [Rest API & B %hIZY
% (EnableRest API) 1i2%Eh L. [Rest APIZE%IIZT S (EnableRestAPl) | F = v
IRy I A F AN LET,

| &

EE RESTAPI ZHNIT 5121E. Management Center D45 B = —
P—m—APRETT, FHE Y —Oa—F—m— L DOFEMIC
SONWTHE, [a—P—m—] 2BRLTIEEN,

[ 77—/ %R L= Cisco Secure Firewall Threat Defense ~0 FOM EE# £ 7/ X DT


https://www.cisco.com/c/en/us/products/software/smart-accounts.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/licensing_the_firepower_system.html#task_E14666F0D32E45FE820B52C9D3103B6F
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/licensing_the_firepower_system.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/730/management-center-admin-73/system-users.html#id_63961

| Cisco Secure Firewall #47Y—ILDRXE2— 7 v FHA K
BIATYR—rEhdY I roz70s—Cay [

42 5 K242 Firewall Management Center

7 7 v REftA Firewall Management Center X, Threat Defense 7 /N1 ZADEBT T > K7 4 —
L TH Y, Cisco Security Cloud Control (IH Cisco Defense Orchestrator) % 41 L THEfli & E 3,
7 7 v RigHA Firewall Management Center X, & H® > ¥ — L [F URRE 2 2503808 L £ 7,

Security Cloud Control 235 27 7 7 R4g{it/%! Firewall Management Center (27 7 Z A TX £,
Security Cloud Control %, Secure Device Connector (SDC) %4 L T2 7 7 R Firewall
Management Center |Z#2f5¢ L £9°, 7 7 U FZHE Firewall Management Center D FEAHIZ-DUNT
WX, 77 v R Firewall Management Center {Z X 5 Cisco Secure Firewall Threat Defense 7
NAZOFEH] Z2ZRLTIES,

Cisco Secure Firewall 177 —/Lix, BITHROEH L X —& LTZ T U R Firewall
Management Center 7" — b L CWET, 7 7 U FEHE Firewall Management Center % 17
FeDEHY X — L L CRIRT 521, Security Cloud Control @ #ilsk 3B L. Security Cloud
Control IR—% /L6 APL b—7 U ZERT 2R H YD £,

Security Cloud Control M 1hig
Security Cloud Control | 3 > $&7¢ 2 Hulsl THIHI T & | HusiX URL $R5E 1 Cahll T & £97

5= 1: Security Cloud Control D115 & URL

Hhis Security Cloud Control URL

BRI https://eu.manage.security.cisco.com/

uUsS https://us.manage.security.cisco.com/

APJC https://apj.manage.security.cisco.com/
Australia https://au.manage.security.cisco.com/
V2N https://in.manage.security.cisco.com/

BIAITHR—FENBY I I T7DOIN—D3 Y

BATD =2 YR — b &L TS Cisco Secure Firewall 17> —/L, FDM & BEXI R T /314 A |
BIXOEBIZHT D OR—2 3 A3kD EBY T,
H#HR— k& TLVS Cisco Secure Firewall 34TV —ILD/IN—2 3 >

software.cisco.com [ZH#H SN TWVWAENR— 3 Uid, Yoo o o=7 ) v 7B XY R— M
FRIZL o TERIZYR—FENTWAENR—T 5 T, software.cisco.com 7> S F i/ 3— g >
@ Cisco Secure Firewall 17V — NV a# X o0 — RT5H5Z M BRI L E9,

HR— SN DM BEEXNRT /NS AD/IN—D 3

Cisco Secure Firewall 17> —/LiZ. ThreatDefense ¥ 7 b 7 =7/ X—T 3 72 A FEIT LT
W5 FDM EFLI R T RA AN OBITE R —F LT ET,
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https://in.manage.security.cisco.com/
http://software.cisco.com

Cisco Secure Firewall 1TV —ILDRAZ— 7y THA K |
B secvk—trshayorozrons—vay

U—2 FOM BEHET/ A R THR— P ENDEBELE—0/S—Da Y

FDM EH%I5 T /314 A D4 . Cisco Secure Firewall 217> — /L%, N— 3 72 L& 2 FEAT
LTCWAEHE L Z—|C k> TEB S5 Threat Defense 73 AHOBITZ Y R— LT

b\i‘j‘o

N
GE) o« —HROMREIL., T/ N— 3 L OE LY % —F L O Threat Defense TO AP R— k Xh
F9,

o Bl S IRATIREE 2 EER T 2121, BHE® L ¥ —% software.cisco.com/downloads TE & &
NTVWDHELEY ) — A=V g T v ST — T2 L aBEDLET,

4 7R— k &t 3 Threat Defense D/A— 3 >

FDM BB ST A ADH4 . Cisco Secure Firewall %17 —/L1Z. Threat Defense /13— 5
T2LBEEFITL CWDT A ANLDOBIT2 R —F L TWET,

BT DB DAV —F 4 T AT NERAT 4 v T BRED B &5 1= Cisco Firewall
DY T =T bon— R =7 OHEBEOFHEMIC OV TIE,  [Cisco Firepower Compatibility
Guidel [B55E] S L T Z2E0Y,
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s BATORMESRM 36 ~—)

s BATOFAT (44 =)

e Cisco Secure Firewall B{TY —/LDOT A > A h—Jb (77 ~<X—)

« BATH : FDM EHLxE:7 /31 A )25 Threat Defense 2100 ~ (78 ~2—7)

ITURY—IVFDFIR

WD 7 1 —F % — M, Cisco Secure Firewall B1T7Y — /L& H LT, FDM FHLIHRT /N1 X
% Threat Defense |17 9 5V —7 7u—%&/_RLTWET,

1) Download the

APl token

from CDO

5) Launch the
Securs Frown Seairo 19 tmiaton
Local Machine | migration tool Firewall  postmirato
from Cisco.com migraton tool
4
v
2) (Optional) 3) (Optional)
Obtain the Export PKI
Device FOM-managed — ~ certiicates and
Merages oLt device with AnyConnect
config file packages and
profies
M v
4) (Optional) 5
Import the PKI Deploy the migrated
Management certificates and configuration from
AnyConnect management center
packages to the to threat defense
management
center
( 7)(Optional) 8 )(Optional) . a
6) Select the 7)(Optionai) s )specifythe (11 Reviewthe (12 Map FOM-man-  (13)Map FOM-managed ~ (14) optimize, (1) Push the migrated
Secure source config Upload the Cornect deatination pro-migratin aged device device config with Qotimizn, I configuretion 1o
Firewall Srowalland  —» FDM-managed —» MO COES L, parametersand  report , configurations with __ security zones and Validate the _, management center
Migration Tool migraion option  deviceconlg  [neger fror seloct features threat defense > interface groups > cone e e~ and download the
fie el for migration interfaces i
N report

D—9 AR—2R

FIE

'I\ Local Machine

Cisco.com 75 Cisco Secure Firewall B{7Y —/L&Z &7 a— KL

=7,

FER 72 FNEZ DV TE,

[Cisco.com 7%>5 @ Cisco Secure

Firewall B{TY — L DOX 7 a— K| 2B LT EEN,
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D—9 AR—R

FIE

TN AT H—
¥ % CLI

(A7 a ) EDMEBRXISRT A AR T 7 A V&2 BUST 5 -
F R A= F— % CLL 75 FDM B GT A AR 7 7 A
NERST HI21E,  [FDM BEXISR T A AFEK T 7 A /L OEL
51 ML T 7Z&Vy, Cisco Secure Firewall 21T — /Ly

FDM BRI R T A ANHS T 25815, AT v 7 3ICAXx v
L9,

TNA A H—
¥ % CLI

(A7 a>) PKIGEHER L O AnyConnect /X v 77— &t 7'
Ty ANETZT AR—= 1T D ZOFMEE, A FEVPNEB IO
RA VPN H§RE%4 FDM & BEXI 47 /3 A A /)5 Threat Defense (21T
THZEEFHEB L TWAEGICOALETT, T/ A3 —T %
CLI »5 PKIGEEA =7 AR — N9 5I121%, [F310 A~ F—
U ¥ 1 H O PKIGEHED = 7 AR — | & Firewall Management Center
~DA VR —F] B LTEE, AnyConnect /N 7r—3 &
T Ty A NET NN, AT F—T ¥ CLINDH T AKR— h$ 512
IZ. TAnyConnect/Xv/r— b7 a7y A)VORE] 2B L T
<&V, B4 MEVPNEB L URAVPN 28179 5 TEN 2N
BlE. FIETICAF T LET,

Management Center

(A7v 3 ) PKIGERE & AnyConnect /8w 77— V& i v
H—lZA VR —= b5 PKIGEEZEH Y 7 —I2A VA=
T2ITE, 7S A=Yy OO PKIGEHED =7 AR —
I & Firewall Management Center ~D >R — k| LW
[AnyConnect /X 77— 707 7 A VO] #2LTLE
SYTAN

Local Machine

1 — % L= 3 Cisco Secure Firewall 17> — /L &2 &#) L £,
[Cisco Secure Firewall 17> —/LDOE#E)] 2L T 7ZE 0,

Cisco Secure
Firewall 17> —
V%

BETER T 7 AT O — NV ERBATA T L a 2 RIRT 512U,
[V =ZARELT A ASX =V BITA T > 2 VORI 25
LTS ZEWn

Cisco Secure
Firewall 17> —
V%

(A7 ay) TAL A3 —T % CLI L EAS L7- FDM &
KRT NA AERT 7 A NVET v 7a—RKLET, [FDMAERHN
YRVDOT vy T r— R LT ZIV, 74 7 FDM & #xt
BT NA AHH T H L EZFHEIL T DEAEIE. AT v 7 81C
A%y 7 LET,

Cisco Secure
Firewall #2617 —
V%

Cisco Secure Firewall B{TY — /LB EFE., T4 T T3, A< L—
Ty IR TE T, M OWTIL,  TCisco Secure Firewall %
T — 6 FDME BRI G2 T S A A~DOHfi) 22T ES
AN
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D—9RAR—R | FIE
g | Cisco Secure ZDAT v TR, BITOHERENRT A —F R ETEET, 7
" |Firewall 81T — |#172FIEIZ > TlE. [ Cisco Secure Firewall 17 — /L Oz 5
Us T A=ZDEE] ZBRL TSV,
(10) |Security Cloud (A7vay) ZOFEIAT Y arThY, 777 FTeRfis
- Control AU % Firewall Management Center % {7/ Btz o 2 — & L CTE#IR
L7 EIC OB METT, FEMRFIRIZ DWW T, [Cisco Secure
Firewall 81T — )V OGN T A — X DIFE] 2R L TLIEE
AN
(11) | Cisco Secure BATRIVAR— e X v ra— RLEGImcBE L, LAR— N &7
7 |Firewall 817 — |2 L4, #MATIECOWTIZ, BTRTLE— FOMR] %
U SR LT IZE,
12 Cisco Secure Cisco Secure Firewall 817 — V&3 2% &, FDM & B 57 3
" |Firewall 817 — | 4 Z#pk % Threat Defense £ > % —7 = A AZv v B 7/ T&F
v T, FEAIZR FIEICOWTIE, TFDMAE B S:T SA AL & Threat
Defense f > #—T7 = A4 AD~ v 7| ZHRLTIIEIN,
(13) | Cisco Secure FDM B BRI T A A N IE LS BITESND L 952, FDM &
7 |Firewall 1TV — | Bt A A A o X —7 = A A % #it) 72 Threat Defense A » % —
v T2AAFT TVl b, X2 T4V =0, BIXOA U Z—
T2 A AT N—TIIv v 7 LET, FIHOFEMIZ OV T,
(eXa VT4 —r A H—T A AT )V—TF ~0O FDM & Hl
RBFNSA AL B —T oA ADw v LY | BBRBLTLEX
AN
(14) | Cisco Secure MRk - (L E I AR L, 4431 ) C Threat Defense 7 /34 A DA AL
~ |Firewall BATY — |45 & 5095 2 L ARER L ET, SMATFIECOWTE, (B
v 1T DR O L, BB IOWMAE] 22T 7EE0,
(15) |Cisco Secure BITT R ADIDAT v 7T, BATSNI R AR 2 —
" |Firewall B1TY — ||c%E L. BB LE— 240 — T 595 LET,
U PR FNEIZOWTIX, [BATESNIEHEROLUL T~D T v v =
Management Center| ZZH L T 7230,
y 1'6\: Local Machine BB LFE— A X T n— FLEEFBE L. LF—
RLUET, SR FIEICOWTE, TBITHRLEA— OB LR
TOET) #ZRLTIIEEN,
(17) |Management Center | 217 L 72 #pl 2 Hi & > & — 7> & Threat Defense |2 B L & 97, 7¥
MZRFNEZOWTIX, TBITRLVA— FNOWREEBITOTET] &
ZHRLTITEEN,
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B seomizzes

BITORIREH

FDM BB SR T N4 A R EBITT DRI, ROT 77 4 T 0 BZFITLET,

Cisco.com D 5 ® Cisco Secure Firewall {7V —J/LODAH>O0— K

FIE

ATy T

ATy T2

ATvT3

1R BHHIIZ

Cisco.com ~DA > ¥ —X v MEGE N ATREZR Windows 10 64 ¥ b F 7213 macOS N— g >
10.13 LLED < 3 U BB T,

2B a2 —# T, Cisco Secure Firewall 47> —/VHD 7 + VX 2 /ERR L £9°,

DT FNFIIE, MDT 7 ANERIELRN EE2RBEIO LE T, Cisco Secure Firewall 17 —/L & it
#HTrL, vl V=R BIOEOMITRTCOT7ANNIDOT7 4 VA ICRESNLET,

GE)

Cisco Secure Firewall B1TY — NV OEFN_R—a v X ra— KT A8, STH LW T + VX 2 VERK
L. BEFEO 7 AV FZIIEHA LN T EE N,

https://software.cisco.com/download/home/286306503/type %28 L, [Firewall#17>” —/L (Firewall Migration
Tool) 1227 Vv 7 LET,

rRoOV 2% 7Y w74 5L, [Firewall NGFW/N—F ¥ /L (Firewall NGFW Virtual) ] @ [Cisco Secure
Firewall#17> —/L (Firewall Migration Tool) 128N L £, &I D5 T34 ADX 7 m—FK
FEIKA> B Cisco Secure Firewall BTV — V&2 X 7o — RT5Z L TEET,

Cisco Secure Firewall {17 — LV OEHFHN—a %, fERLET7 VK IcF o a— R LET,

Windows f F 72 1< macOS ~ > o H DY) 72 Cisco Secure Firewall 217> — /VEITR[REZ 7 A NV EH X T o —
I\\‘ I_/ i j‘o

FDM BB R T /N1 AERL T 7 1 ILOEE

FDM E BRI R T A AR 7 7 A WV EBUGT 512X, ROWT IO HiEEERTxE,
« FDM G BT NA AKER 7 7 ANDT 7 AR— K (37 =—)

* Cisco Secure Firewall 17> —/L )5 FDM B HEGT R T /34 A~DHEHGE (49 ~_—)
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| FDM BB R T /34 A H 5 Threat Defense ~DT—4 70—
FOM EExt &7/ 1 2B 77 A LD 1o 2k— b+ [

FDM EEBN RTINS AR T 7AMILDIT Y AR— bk

ZDHX AT, FDM GBS R T NA AR 7 7 A VA FEBTT v e — RT 5855120 H
HCTT, T AR —T v O 7 7 A /Vid, ThreatDefense API Z i fl L T/ AR— T
EFEJT, BREZ I AR—1F 2L, ZIP 7 7 A ADMERRESNET, ZIP 7 7 A VIF, o —7
NI —=J AT = a iFvru— RTEET, BB HRIL, JISONEXDOTF A F7 7141
TRMELEOT 2 HH L TERIN-AT Vs e LTEINET,

T AR— FNEEITTAEAIE., EOMKEZ I AR—F 7 7 A MIEDDEIERELET,
SERTY AR— ML, =7 AR—bzip 7 7 A NVHNOTXCTOFBERNEENET,

T AR—= b zip 77 A ML, RO DN ZENLDHERH Y £F,

CRESNESA T V27 bEERTDIEMLEEDOLT, TR, AvX =V T 47V
7 N ERFEND L OIETICRE LT, BARRRERERIZTRT, ATV FELTET
MM ET,

« UE— 7 27 A VPN, AnyConnect /N 7 —VBIRZEDMDOSRT 7 4L (VT4 7
a7 7 AN XML 77 A/, DAP XML 7 7 A /L, Hostscan /N> 77— 72 &)

cHABZLT 7ANRY —2RELEBGIE, TRXTOBREL 7 V—r U A MERIED
AL LR A B,

FIE

ATV T1 =7 AR—FHDISON 72 =7 NAIKREZER L £,

B -
JISONF 7V =7 FOHZRIRLET,

"diskFileName": "string",
"encryptionKey": "xxkxxkxxkn,
"doNotEncrypt": false,
"configExportType": "FULL EXPORT",
"deployedObjectsOnly": true,
"entityIds": [

"string"
1,
"jobName": "string",
"type": "scheduleconfigexport"

}
BT D &0 TT,
- diskFileName :  (fEE) =27 AH— b zip 7 7 A L OARL, ARIEHELRWGE, 774/ F TR
TAZ Ko TARIPERSINET, ARTERELZLGAETH, —BEMEZHERT 272014 NI SCER
fEmsn25a8060 £4, AalokKEIL 60 X+ TY,

« encryptionKey : zip 7 7 A VO At F—, 77 AV EREFLLARWVEGERIE, 2O 74—V REAx v
7L T, fL Y IZdoNotEncrypt":trueZ i E LE¥, ¥F—2HETL2HEIL. F—Fn—A L~ v
WX — RLER®RIC, =AU Czip 77 A NVERSBLERSHY £3, =7 AKR—FShi-

17— )L %A L 1= Cisco Secure Firewall Threat Defense ~0 FOM EEx15 7/31 20%17 [



FDM %5 7731 ZH 5 Threat Defense ~D7—4 70— |
B oveEnss s 2ERT 7 L0 RE— ¢

R 7 7 A VTl R, "RTU—F, BXOEoMoEEST —223 7 V7 7% A N TABINE
T (FHILRWNVWE, A VAR—FTEEHA) , ZOHE. MET— X2 FHETH-DICE L —%
WHTAZENTEET, VAT ATIT AES 256 B kMBI S £,

« doNotEncrypt :  (fEi) =27 AR— M7 7 A VZHEHLT D0 (false) E2ITHEEL LRV (true) o
T 74V M false TT, DF D, ETRVKESX—BEEZIEET H2LENSH Y £9, true ZFRET
Lé. e b — BT ER SN E T,

« configExportType : #§ 7 7 A V& T 7 AR— M T H72DIZ, ROT T ZAR— KA TONWT )%k
RTEET,

« FULL_EXPORT : =7 AR — N7 7 A VIR EZEDET, TRIETIHIL DA T3y
THY. BITOEOIERT ILELNHYET,

« deployedObjectsOnly : (fEE) A7 ¥ =7 FRBEBHSNTVWDLLEICOHR, TNHLDA TV = b
T AR= T 7 AMIEDDLNE I D T 740 MEfalse TT, ZAUT, TXTORE T OLEE)
T AR—MIEENDZ L ZEWRLET, RETOLEZRIIT DT, true ZHEE L E T,

e entitylds : [ > 2] THENT, —HOBWBARA » MA7 V=227 bOID A B~ TRE 7Y A |,
Z® VU A MZPARTIAL_EXPORT ¥ = 7 CIIMATY, U A MNOKHEABIZIL, UUID A, E72ik
"id=uuid-value", "type=object-type". "name=object-name" 72 & D/ — L T LB LEO T D
WITNOERETEET, =& 2I1E. "type=networkobject" 72 F A FEE T 77,

s type I, networkobject 72 ED YV =T =T 4T 4 AT —HDY =T Z AT DA YT ADU
T F9, WBED type =AU T ADH| & LTlE, network (NetworkObject &
NetworkObjectGroup) . port (37T TCP/UDP/ICMP "— k., 'm haj, BLOIv—7 Z
A7) . ul (URLAZ7 V=7 FBLORIV—) | ikepolicy (IKEV1/V2R Y 2 —) | ikeproposal

(Ike VI/V2 7m0 AR—4 /L) | identitysource (T XCTOT AT 7 47 4 Y —A) | certificate (3~
RTOFEHES A7) | object (THRA AKX =T ¥ D[A 7P =7 kb (Objects) |—IZV A K
EINBTRTOFT V=l MNIN—T%A4T) | interface (TXTDORYy NT—F f X —T =
A R) | 2svpn (T XTOH A M VPNEES 1 7)) | ravpn (X THORAVPNBE X 1 ) |
vpn (s2svpn & ravpn D7) 72 ERH Y 97,

ATV FEENLNLEH SIS ST HRIZT T, PARTIAL_EXPORT D)7 7 A /Wi
BENET, TV AR— IRARERA T V=7 MITRT, IDEHEELZEAGTH, DK
NENFET, WURY Y —RAEZATIZKHLTGETA Yy REFEHL, ¥~ v b4 7V=27 bD
UUID, #A4 7, i34z L7,

2l zIE TRTORY NU—7 A7 V=2 ~ & myaccessrule & WD AHTDOT 7 Z/L—/b B&
O, UUID THBISND 2 O0DAT V= T/ AR— T L556, ROXIITHETEET,
"entityIds": [

"type=networkobject",

"id=bab3e3cd-8c70-11e9-930a-1f12ee87d473",

"name=myaccessrule",
"acc2e3cd-8c70-11e9-930a-1f12ee87b286"
]"!

*jobName : (fEE) =7 AR— T aZIARIEMITHE, VaTdTDORAT—FRAERETH &SRS
TR <R ET
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s type : ¥ a 7 DX A 7I3% | scheduleconfigexport T,

RTYT2 A7V FERARNLET,

ATvT3

ATvT4

11 -
curl I RIFIRD XL 912720 £9°,
curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' -d '{
\
"configExportType": "FULL EXPORT", \

"type": "scheduleconfigexport" \
}' 'https://10.89.5.38/api/fdm/latest/action/configexport’

B MR LET,

BAGT 208 2 — RiL200 THHLERH Y £7, HIKRDO ISON A7 V=2 hERA N LIEHE, ER
TRINEARNIRD X 912720 £,

{

"version": null,

"scheduleType": "IMMEDIATE",

"user": "admin",

"forceOperation": false,

"jobHistoryUuid": "c7a8ba6l1-629%9a-11e9-8b8d-0fcc3c9dedOb"™,
"ipAddress": "10.24.5.177",

"diskFileName": "export-config-1",

"encryptionKey": null,
"doNotEncrypt": true
"configExportType": "FULL_ EXPORT",
"deployedObjectsOnly": false,
"entityIds": null,
"jobName": "Config Export",
"id": "c79be920-629a-11e9-8b8d-85231be77de0",
"type": "scheduleconfigexport",
"links": {
"self": "https://10.89.5.38/api/fdm/latest
/action/configexport/c79be920-629a-11e9-8b8d-85231be77de0"
}
}

WD T 7 AR — FOIRREZ MR L E T,

T AR— FRFET T DITIXZDIFRIN 00 £9, HMEARKEIWIEE, ¥a TICHERFFHANELS 2D
T, VaTDRT—HRAEF v I L, TrANEX T a— RTHRNICIEFICET LTWD Z L&
BLET,

AT —H A BB T HI2IE. GET /jobgconfigexportstatus Z {# 42 HiEn ik b EE T, 72 & 21, curl
a~Y RFRO X 912720 £,

curl -X GET --header 'Accept: application/json'
'https://10.89.5.38/api/fdm/latest/jobs/configexportstatus’

EFICETLEY a 72, ROAT—FANRFRENET,

{
"version": "hdy62yf5xp3vEi",

"jobName": "Config Export",
"jobDescription": null,

"user": "admin",

"startDateTime": "2019-04-19 13:14:542z72",
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ATvTH

"endDateTime": "2019-04-19 13:14:562",

"status": "SUCCESS",

"statusMessage": "The configuration was exported successfully",
"scheduleUuid": "lef502ad-62a5-11e9-8b8d-074ebc750708",
"diskFileName": "export-config-1.zip",

"messages": [],

"configExportType": "FULL EXPORT",

"deployedObjectsOnly": false,
"entityIds": null,

"id": "1f0aad8e-62a5-11e9-8b8d-bblebb4d1300",
"type": "configexportjobstatus",
"links": {

"self": "https://10.89.5.38/api/fdm/latest
/jobs/configexportstatus/1f0aad8e-62a5-11e9-8b8d-bblebb4d1300"
}
}

T AR—NT7ANVEF T a— RRLET,

T AR=ITaTRETTDE, TITAR— NI 7 ANNY AT LT 4 AZICEEIAEN, WET 74
JVEMEENET, 2O AFR— h7 7 A VL, GET /action/downloadconfigfile/{objid} Z#fEfH L Cr—%
N~y ra— RTEET,

ERAEEZR 7 7 A VDU A N &HFFT 5121, GET /action/configfiles A ¥ v R&H L £7,

curl -X GET --header 'Accept: application/json'
'https://10.89.5.38/api/fdm/latest/action/configfiles’

INBEIZIZHEABDO Y A RBREREIIL, INBITENEFNDER 7 7 ANVTT, 72E 2, ROY A MI2o
D77 ANERLTVET, TXTOT77ALDIDITT 74NV R THY ., IDZEHL DY IC
diskFileName # {42 DN A N T 7T 4 A TY,

{
"items": [
{
"diskFileName": "export-config-2.zip",
"dateModified": "2019-04-19 13:32:282Z",
"sizeBytes": 10182,
"id": "default",
"type": "configimportexportfileinfo",
"links": {
"self": "https://10.89.5.38/api/fdm/latest/action/configfiles/default"

"diskFileName": "export-config-1l.zip",
"dateModified": "2019-04-19 13:14:562Z",
"sizeBytes": 10083,
"id": "default",
"type": "configimportexportfileinfo",
"links": {
"self": "https://10.89.5.38/api/fdm/latest/action/configfiles/default"

}
] r

diskFileName # 47 =27 FID L LTHEAL, 77/ v EX D a—RKLET,

curl -X GET --header 'Accept: application/octet-stream'’
'https://10.89.5.38/api/fdm/latest/action/downloadconfigfile/export-config-2.zip"
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TINA AT RX—T v H 5D PKIEEBAZED T - X7R— k & Firewall Management Center ~D 4 > 7R— k .

T AT FTIFNIDE 0 — R AL AT n— RERET, APL=Z A7 —F 5 GET
AV REFITLTNT, ¥ura— RGHEEET L IRDDLIEIICT T UIFRRESN WIS
X, 77 ANVERETLEORKOLNLET,

G¥)

EFIcFya—RER5 L, BEVa—RN200 &0, WEAIT <20 £9,

—

TNAAIR=TU v o0 PKIGEAZE D T Y A7R— b & Firewall
Management Center ~D A > 7R— k

Cisco Secure Firewall 17— /UL, ZEHEN— 2D VPN OB EY o X —~DBITE2FHR— |
LCWET,

A AR — N T FDM EERG ST S ARERR S RLICiE, F—& & HICiEES o — R
NEENTVWET, ZHIFEHE X —Ic/ AR — T ET

A R — NEDEBY X —T, BITHIT 7 T4 ET 4 D—BRELT, PTAMRAS L ME
ILVPNREEZ PKI A7 V=7 N LTFBITBITLES, ZOT 277 47 11%, Cisco
Secure Firewall 17> — V&M Lo BT BT D RNCFEITTH2LERH Y £,

FIE

ATy T A Funs, GEBESA 72— K (-----BEGIN CERTIFICATE----- — END CERTIFICATE----- D
Dffi) & % — (BEGIN RSA PRIVATE KEY----- o— END RSA PRIVATE KEY--—— O DfE) # =2 — L
F7,

1 -

"type":"identitywrapper",

"action":"CREATE",

"data": {
"version":"girr7veykdjvx",
"name":"RA VPN Cert",
"cert":"-—-—-- BEGIN

CERTIFICATE----- ",
"privateKey":"---—-- BEGIN RSA PRIVATE

RSA PRIVATE KEY----- ",
"issuerCommonName":"mojave-rsa-root-2048-sha384.cisco.com, CN =

mojave-rsa-root-2048-sha384.cisco.comn",

"issuerCountry":"US",

"issuerOrganization":"Cisco",

"subjectCommonName" : " fdm-ra-vpn-cert.cisco.com, CN = 172.16.10.50",
"subjectCountry":"US",

"subjectDistinguishedName":" C = US, O = Cisco, CN = fdm-ra-vpn-cert.cisco.com, CN =

172.16.10.50",
"subjectOrganization":"Cisco",
"validityStartDate":"Jan 1 12:00:00 2012 GMT",
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"validityEndDate":"Sep 1 12:00:00 2034 GMT",
"isSystemDefined":false,

"keyType":"RSA",

"keySize":2048,

"allowWeakCert":false,
"signatureHashType":"SHAL",
"weakCertificate":true,
"id":"9d0a8efb-01fa-11ed-8d7b-1£4809c453ac",
"type":"internalcertificate"

}

RATv 72 PKIGEAEZEHE X —ZA > FR—FLET (TP Y FEE (ObjectManagement) |>[PKIA T
x4 bk (PKIObjects) ])

FEMZ DUV TIE,  [Firewall Management Center Configuration GuideJ [J%5E] ZZ M L T 2 &0,

FE)TIER L7 PKI A7 Y= 7 ~&, Cisco Secure Firewall 517> —/L'® [VPN > /L (VPN Tunnels) |
Y7 v ard MRS L FEE (Review and Validate) | ~— Y Tl T& £,

AnyConnect /Ny —2 &L O T 74 )LOEE

1R & SRS
AnyConnect 7’1 7 7 A JMIA T2 9 o ThHY | FHE L #—F721F Cisco Secure Firewall 17
V=N umSLTCT v r— FT&EET,
cEHE X —DYE— T 7 A VPNIZIE, 1 2L ED AnyConnect /X 77— VN T
‘j‘o
« #EE%7Y Hostscan &M 7 7 U YRy 7 — U THER STV A HEIT, b0y —v
T w7 m— RTLHULEPRHY £,
CBATHIOT 77 4 BT 4 D—BE LT, TNTONRy =Vt 2 =3B 54
b £9,
* Dap.xml & Data.xml |Z, Cisco Secure Firewall 47> —/L 2/ L CGEMT 20 E R H Y F
j‘o

FAL AT HR— DX TH Y v n— KA Sy r— VR TR LT,
FIR

ARTYT1 TRAATR—=V ¥y TH U a— Ry r— VR LET,
GET /object/anyconnectpackagefiles API ZfEH LT, 7 /34 A LD /Ny r— V%2R R TXET,

curl -X GET --header 'Accept: application/json' '
https://10.89.5.38/api/fdm/v6/object/anyconnectpackagefiles’

[ 77—/ %R L= Cisco Secure Firewall Threat Defense ~0 FOM EE# £ 7/ X DT


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000b21

| FOM EEHK T/ A X 5 Threat Defense ~DT—% 70—

ATy T2

ATy T3

AnyConnect /3w /7y —2 & 707 7 1 LD .

ZOavy RiE, T A 32— % THEHFTEEZ: AnyConnect /Ny 7 — Y 2 BUG L E T,
{

"items": [
{
"version": "gxbyk7xkdsosu",
"name": "anyconnect-win-4.10.02086-webdeploy-k9.pkg",

"md5Checksum": "63e4a86fc7c68d7769%9b6alb2976f£fa73",

"description": null,

"diskFileName": "12f0988e-01fb-1led-8d7b-07ecdd54c7bf.pkg",

"platformType": "WINDOWS",

"id": "133f2dbf-01fb-11led-8d7b-89d64ab04el8",

"type": "anyconnectpackagefile",

"links": {

"self": "

https://10.89.5.38/api/fdm/v6/object/anyconnectpackagefiles/133f2dbf-01fb-11ed-8d7b-89d64ab04el8"

JNE DD D diskFilename IL, AnyConnect /X7 —T %X U u— KT 57DICHINET,

AnyConnect /X 7 — V& A an— R LET,

GET /action/downloaddiskfile/{objld} Zf# ] L T, AnyConnect /X7 —T %0 — NN T —7 AT — 3
WCHFvra— RTEET, EHENDAT7 Y= FID X, AnyConnect /X 77—V DA O diskFileName
(12£0988e-01fb-11ed-8d7b-07ecdd54cTbf.pkg) T

curl -X GET --header 'Accept: application/octet-stream'’
' https://10.89.5.38/api/fdm/v6/action/downloaddiskfile/12£f0988e-01fb-11led-8d7b-07ecdd54c7bf.pkg"

TNA A H— ¢ TEHFEEZR AnyConnect 7' 1 7 7 A NV EHEH LET,

G¥)
AnyConnect 7' 2 7 7 A /L%, Cisco Secure Firewall 217 — /LT K > TTF A AR — T ¥ b HEHJIZER
BFEINET, ZOTFNEIL, AnyConnect 717 7 A V& FEITTY v 70— T H5E5ICOHMETT,

GET /object/anyconnectclientprofiles Z i/ L T, 731 A~ — V¥ THEHFEER T 1 7 7 4 L Z iR T
EET,

curl -X GET --header 'Accept: application/json'
'https://10.196.155.3:12272/api/fdm/v6/object/anyconnectclientprofiles’

ROISEPFRENET,

"items": [
{
"version": "jgtwzirf3egke",
"name": "AnyConnect VPN Profile",

"md5Checksum": "e4ba581f84daec6£f24c209£f9f7£f9%elfb",
"description": null,

"diskFileName": "1629395a-0384-1led-8d7b-abla2a5ad583.xml",
"anyConnectModuleType": "ANY CONNECT CLIENT PROFILE",

"id": "1754cl10b-0384-11ed-8d7b-6b8e36ael285",

"type": "anyconnectclientprofile",
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FDM %5 7731 ZH 5 Threat Defense ~D7—4 70— |

BN D D diskFilename |X, AnyConnect 7 B2 7 7 A L& X rn— RTH-0ICHINET,

AT w74 AnyConnect 711 7 7 f VX7 rn—RLET,

GET /action/downloaddiskfile/{objld} ZfH ] L C, AnyConnect /X7 —T %0 — NN T —F AT —3/ 3
WZHx o — RTExET, HH I 5 objld X, AnyConnect 7' 12 7 7 A /L DIE 7> B @ diskFileName

ATy TH

(1629395a-0384-11ed-8d7b-abla2a5ad583.xml) T,

curl -X GET --header 'Accept: application/octet-stream'’
'https://10.196.155.3:12272/api/fdm/v6/action/downloaddiskfile/1629395a-0384-11ed-8d7b-abla2a5ad583.xml"

Foyrna—RLERNyr—VEERE 2=l A= LET (T2 MEE

1

(ObjectManagement) ]>[VPN]>[AnyConnect 7 7 1 JL (AnyConnect File) ]) .

Dap.xml & Data.xml |&, Cisco Secure Firewall 17> —/L-® [#EFR L #&REE (Review and Validate) ]>[")
E— 7Y 2AVPN (RemoteAccessVPN) ]>[AnyConnect” 7 4 JL (AnyConnect File) 127 > a >
MOEHY X —IZT v T = I MENRDHY £7,

AnyConnect 7’1 7 7 A /WL, BEE® ¥ —ICE$ET v 7' v — K950, F721% Cisco Secure Firewall
1TV — O [HEZR L HREE (Review and Validate) ] >['J E— F 72 £AVPN (Remote AccessVPN) ] >
[AnyConnect 7 7 4 JL (AnyConnect File) | 27 > a v %/ L CT7 v 7 e— RTXET,

FENTT v — FEN7=7 7 A /UM Cisco Secure Firewall 217 —/V THEHTE A L1220 F L=

BITDRIT

Cisco Secure Firewall #17V— L D#2 &)

[ 77—/ %R L= Cisco Secure Firewall Threat Defense ~0 FOM EE# £ 7/ X DT

TDHEATIL, TAY by T N—T 3 D Cisco Secure Firewall 21T — /L& H L T\ 53
Bl & FE T, Security Cloud Control TAHR A F I TWABITY —NL DT T 7 K/3—
TarvEHFEHLTWAIEAIE. [FDM#ENY KvoT7T v 7ua— K] [ [#ERET,

)

() CiscoSecure Firewall 17V — V& EET 5L, BlOT 4 RuTar Yy — R Ed, BT
MEETe DI H T, CiscoSecure Firewall 17 — /L OBIED AT v 7 OHEEITIRIAN 2 > Y —
JVICRRSIET, BHEIZT Y — IV RERR SR WEE L, Cisco Secure Firewall 17 — /L
DOBERIZHHLATEEERH Y 77,

188 BRI
* Cisco.com 7> @ Cisco Secure Firewall 217 — /L DX v oo — R

e R—FENDIBATHROEH YL X — (302—) ¥/ a rCEMEHRELET,


https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fdm/fdm-to-threat-defense-using-the-migraton-tool/m-fdm-managed-device-to-threat-defense-workflow.html#Cisco_Task.dita_19bd7cc5-a0ce-46b7-9057-9df67b1e057f

| FDM BB R T /34 A H 5 Threat Defense ~DT—4 70—
Cisco Secure Firewall #17Y — )L D#2E) .

» Cisco Secure Firewall F£17>Y —/L % 179 5 729DIT, H#H/N— 3 > D Google Chrome 7' 7
TR Ea—F I VA =L ENTND I E 2R L E T, GoogleChrome %7 7 +
NEDOTZ UL UTERET D FIEIZOWTIL,  [Set Chrome as your default web browser
EZRILTLEEN,

o KIRALIHERR 7 7 A VEBITT 261, BIT7 vy Va2V AT AR A Y —REEIC 72
LRVWE AV —TREEHBRLET,

FIE

& 2B 2 —H& T, Cisco Secure Firewall {7V —/VAZ XU a— KL 7 3 /VEZICBEIL £9,
ATFvT2 ROWTHNEETLET,
» Windows = 3> . Cisco Secure Firewall BTV — VO EITAGETZ 7 AN EZ X TNT U v 7 LT,
Google Chrome 7 7 U CiEEH) L £ 7,
Tu T IRRRINTZE, [T (Yes) 157 U w27 LT, Cisco Secure Firewall 17> — /L7232 A
TAIEEEZMZ A ENTEL LT LET,
Cisco Secure Firewall 1T —/Li%., T+ _XTOBE T 7 £ L% 1ER% L. Cisco Secure Firewall 17> —
NOGIET D7 ANFZNRGELET (BITBIRN) Y —RADOT7 3 VX EET) |

Mac TlX. Cisco Secure Firewall 17—/ D * . command 7 7 A V& HEIDO 7 3+ VXT8N L, ¥ —
SFNANT Y r— g BN L T, Cisco Secure Firewall 817 — VWA VA b—LENTWA T #
NE BB, kOa<y REFITLET,

# chmod 750 Firewall Migration Tool-version number.command

# ./Firewall Migration Tool-version number.command

Cisco Secure Firewall 17> — /L1, T XTORE Y 7 A L ZAER L, Cisco Secure Firewall 517> —
NOGFETDH 7 A NVHIRGFELET (B 7BV Y =207 3 VX EETe)

ek

Cisco Secure Firewall BTV — LV #FZ 5 L TH &, BEX A TarRERrENET, 2t it
D3 5 7372 B #8412 &L > T Cisco Secure Firewall #2177 —/L7% Apple [IZ8 8k SV TVRWZH T,
HIuUARHDORBEFIZL LT 7V r—va VERLSFIECOWTIE,  TBARCO A2 Mac 7 7Y %
<) 2L TLEE0,

GE)
MAC DX —F VD zip AV v REHEHLET,

ATv T3 [Ty RFa—%T A v 2E¥ (EndUserLicense Agreement) |»X—C, 7 L A MU E#HRAE A2 LI
T 58 61%. [Cisco Success Network & {f#t a4 4925 Z & IZ[AE (I agree to share data with Cisco Success
Network) | Z#27 U > 27 L, ZNLUNDOLEEIX [ TITS> (Illdolater) %7V 7 LET,

Cisco Success Network [Z#iEt #5575 Z LIC[HEE T 5 &, Ciscocom T T v ML TR Z A 7
5 EDITRD B FET, CiscoSuccess Network |IZHEFF A2 IBE LW Z E 2 BINLIZGAE, n—bra s
A NEHR A H LT Cisco Secure Firewall 47 —icu 74 o LET,
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https://support.google.com/chrome/answer/95417?hl=en&co=GENIE.Platform%3DDesktop
https://support.apple.com/kb/PH25088?locale=en_US
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FDM %5 7731 ZH 5 Threat Defense ~D7—4 70— |

. Cisco Secure Firewall 17V —/LTODTEE— FOFEA

ATvT4

ATy TH

ATvT6

ATy T1

ATy T8

ATvT9
ATv 710

ATvIN

Cisco Secure Firewall B{TY —/LDu 7 A L ~_X—I T, IROWTNINEFEITLET,

* Cisco Success Network & izl 23G9 2 2i%, [CCOTrZ A > (LoginwithCCO) (V7 %7V v
T, IV A oA ra A AFEREM L CCiscocom T AU MZa /A LET, Cisco.com
THT FRIRWEESIX, Cisco.com D1 VA =T TERR L E T,

Ciscocom 7 H UV rEfEHLTr A L LTWAEAIE, AT v 7 8ITHEARET,

A UH =Xy NIT IV BATERNZ T Xy v Xy NT—=JIT7 7 AT U+ —VEER LSS
I, CiscoTACIZHE LT, BHEOR /A VIEFRTEMETHEL REZATLTLLEIN, ZOEL
R IR OB N 2 2TEEENT, TACH e /A U ERAREE TS LicEE L TL
fiéb\o

[SAT—=RDYEy b (Reset Password) | ~—Y T, HUWWRRAT—=REFHLWIRAT—RE AT L, #
LWRRAT — REfERLET,
BFLVWRAT — NI 8 FLL LT, RKXFE/NF, BT, BLRORELFEZEZOLILERH Y 7,
[VEy b (Reset) 127 U7 LET,
FLOWART—RTrZ A U LET,

GE)
NAY— REENTESEE. BFOTXTOT —# % <migration_tool_folder> 7> 5 Hl|fk L. Cisco Secure
Firewall B1T7Y — V&2 HA A h—/L LET,
BATHI T = 7 U A MEMER L, STV TR TOHAZZE T LTS Z 2R LET,
Fxy 7 VAMDHEAZ 1 DU EET LTWRWEAIE, ETTH5FETHRITLARNTIEZ N,
[HTHi4T (New Migration) 1227V v 7 LE7,
[V 7 b =T 7 v 7T — hOHER (Software Update Check) ] i T, Cisco Secure Firewall 517> — /LD
BHAN—Ta w2 FATL TV LN E I DRI RGAIX. Vo2 %27 Y v 27 L, Ciscocom TX—V 3
MR LET,
[%¢1T (Proceed) | %7V 7 LET,

RDRERY
WDAT » ST Z ENTEES,

« FDM EHEXIRT NA A A 2 Ea— X =7 AR — k LizfA1L,  [FDM AN
RADT v 7a— K] IC#ERET,

Cisco Secure Firewall #8217V —ILTOTEE— FDEHH

Cisco Secure Firewall 177 —/L 2 &) L, [1X(E 0% & DN (Select Source Configuration) ]
R—UT, [BITORMAE (Start Migration) | ZfEH L TBATZMLET 220, [TEE— R (Demo
Mode) JIZAD N EZBEIRTE ET,

[ 77—/ %R L= Cisco Secure Firewall Threat Defense ~0 FOM EE# £ 7/ X DT



| FDM BB R T /34 A H 5 Threat Defense ~DT—4 70—
Y—RBEE TN R RS BiTA T a v oER

TEE—RTEH, XI—T A AEFHLTCTEBITZ2FEITL, EBEOBIT7e—RED L)
WD &AL TE E9, BATY —/E, EEL7 7 A 7 U 4 —/_X % — (SourceFirewall
Vendor) | Ka v 7 #  TORIRICESWTTEE— K2 NI A—LFET, 771 1%
Ty 7a—RTD0, TAT T ATERE L TRBITA2HITT 52 b TEET, TF FMC
FNRA ARTEFIDTNAA AR EDTED Y —AFNA AL B —Fy NF AL AR T,
TEBITORITEZEDONET,

A

FE

i

[7EE—F (DemoMode) |Z##INT 5 &, BEFOBITY —7 7n—RNbiudiHE SN ET,
[BATOFB] (ResumeMigration) (27 77 4 72 BiT0N 5 L XICTEE— REHEHT D &,
TIT 4 TIRBATIIRDbIL, TEE—REEHLERICRIPDHEBATLILERH Y 77,

o, EEROBATY —7 7o — RIS, BATRIV AR — FOF T rm— R EfERS, A 5 —

T2AADR BT kX2 VT4 =Dy BT A F =T 2 A AT NV—=T D=
BT REDTRCOT 7 arvEFTT52LbTEET, 2L, TEBTIEREDMKIE
FTCLDOETTEERA, ZHUITEE—RICTERWED, BIRLETEY—4F Y N TS
ACREET v aTHI LT TEETA, MIEAT —F XA EMBE LR L, [TEE—FO
#T (ExitDemoMode) 1% 7 VU v 7 LT [EFILREDER (Select Source Configuration) ]

N=VICHERE L, EEOBITERGTEET,

\)

GE) TEE—FTIE., BEDT v =2 %< Cisco Secure Firewall 17 —/L DT X T OMEETYE
FEERA LT, EBOBITEITHIRNCTZY RY—x 2 ROBITFIEDO hSA TN EETTXE
j—O

J—REBEETNAAIR—VOBITA T 3 DEIIR
FIE

ATFY Tl Ry X2 b EETT 74 7 74 —/L~_Z— (Source Firewall Vendor) ] Z IR L. [B1T
DOBF4G (Start Migration) %227V v 27 LE7,

AT Y T2 FDM EBEIRT A ZAEBITTOBTA T > a VAR L ET,
EHAARE/R A7 Y a TR D EB Y T,
» [Firepower Device Manager®O 4T (GEAHEALDA)  (Migrate Firepower Device Manager (Shared Configurations
only)) ]
IOAT v a s ildV, T A=V v IpOBATHROER Y » F —~O IR OBATH /T REIC
720 FT, WHMRBENNIBITEN, BTT A AEREBITTEL L0, 2047 v a UidE
MR BAITICHEAT O ERNH D T, ZOZ—AF—RIF T Z A MIH Y /A,

« [Firepower Device Manager AT (7 /34 236 L OMLARERC A & 1e)  (Migrate Firepower Device Manager
(Includes Device and Shared Configurations)) ]
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FDM %5 7731 ZH 5 Threat Defense ~D7—4 70— |
B ovass s ko7 yTo—F

ZOF T a k0, HEHBERE X OT NS AR EBITREOE e X —IIBTTEET, 2D
BATO—BRE LT, BEILOEGEGENT A A~ 3=V X nOEH X —ICBBi S E T, BT
WIEWICFETT 5 &, B X — 38| S GEET A AZEBRLET, LEER-T, 20—
AL — AT, RELEBITHIZR CBBEHT A AT, 20— 7 —2 T, BEP#ET A
A ANERE X —IIBEITAHTD, AT A A LR ELET,

ZOF T a AL THERERBITT 212E, BITRIOT 77 487 4 O— & LTIREFEITLE
R

1 FALARwF—VxicnsZ AL, [A7 V=2 h (Objects) |2 a BB LET,

2. [IDY—A (Identity Sources) ] =27 U7 L, [FVE&y F7 4% (Presetfilters) ] 2>5 [ADL /L
2 (AD Realm) | Z&IRL £,

3. [7 7 a3 (Actions) | T. HiE{b% A 7 [LDAPS] £ 7213 [STARTTLS] TH D HFED L /L LD
[ (Bdit) ] (4) 227V v27 LET,

4, [T 4 L7 MU H——fEpk (Directory Server Configuration) ] C, ¥ — \—ZOMIZHD Fa v
2R ) vy 7 LET,

5. [Mf51b®Z > 2 (Encryption Section) ] T, Hf5{b# A 7% [/ L (NONE) ]IZA®E L. [OK]
w7V w7 LET,

6. AHAZREMALET,

G¥)

RN EH Y o —ICBITENT= 5, EHE L Z—0 AD LV LD Z A 7% LDAPS £7-1%
STARTTLS ICFRT Z RN TEET, FHMARTFIEICHOWTIE., BITHLER— FNOMEREBITORET
L TLIZE0,

« [Firepower Device Manager (7 /31 235 KO Z B 1) OFTDT/NA A (FiLvwx— Ry = 7)
~DOF1T (Migrate Firepower Device Manager (Includes Device and Shared Configurations) to FTD Device
(New Hardware)) ]

ZOF T a il LV, FDMEEMNRT N4 AW E, BITHOEE ¥ —IZ T TICBE I TW
DB BT CTE £9, BECFDM EEX ST A ADHRIL, BITHOEHE Y ¥ — |28 S
NTNDE 2 —F =8N L =BT BB BITSNE T, 20— 7 —R [ ZFF T ¥4 NT
HYEHEA,

FIDM#ER/ANN> FILO7y 7Aa—FK

IR HEIIC
EETLT AL A= IO FLE 2ip & LT ZAR— M LET,

[ 77—/ %R L= Cisco Secure Firewall Threat Defense ~0 FOM EE# £ 7/ X DT



| FDM BB R T /34 A H 5 Threat Defense ~DT—4 70—
Cisco Secure Firewall #17°Y —JLH\ 5 FDM EERR T /34 A~ DHE#HT .

A\

GE) FE7 v m—RI. UTO2o00F 7> g THR—FENET,

* [Firepower Device Manager (7 /34 23 X OMGAMHEKZ ETe) OFTDT 34 A (FrLvw—
Ko =7) ~D{T (Migrate Firepower Device Manager (Includes Device & Shared
Configurations) to FTD Device (New Hardware)) |

» [Firepower Device ManagerOF1T (LA DA)  (Migrate Firepower Device Manager (Shared
Configurations Only)) ]

FIE

AT w1 [FDMEHRDOIH (Extract FDM Information) ] i @ [F8)7 »~» 7' 17— K (Manual Upload) &7 ¥ 3 > T,
[7>v7m—1R (Upload) 1% 7 VU > 7 L CFDMEBEXIGHERR N FVET v 7 a— RRLUET, Moy R
IDEE L EN TV B AL, Cisco Secure Firewall 217 — L DT F A "R v 7 AZF—%2ASI L, X
FLEESFELET,

AT v T2 FDM BEIGT A AERT 7 A VOBFTa SR L, [BA< (Open) 1227 U v 7 LET,

Cisco Secure Firewall 17> — /LM KV &2 T v 7 a— R LET, KEEZER T 7 A VD556, 2
DFMEIERER 2370720 F97, 3> Y —iZid, o FDM B HES RT3 2R & AT 2 LIt
TR R FNFRINET, T2 Y —BRREINRWIEEAEIX, Cisco Secure Firewall 17> — /L D #
WZHDHRIDOT 4 R THRTEET,

ATw T3 [fbrZ&BAtG (Start Parsing) 1227V v 7 LET,
[f#tr¥~ U — (Parsed Summary) | &7 ¥ a VITHIT AT — X ANFRENET,

AT T4 7TyTu— RNENT-HERT 714 /LT, Cisco Secure Firewall 1T —/L23H U CREMNT U 7= B O L A il
BLET,

ATV TS [k~ (Next) 1227 Vw7 LT, ¥y hRTRA—HEBRLET,

RDBRY

Cisco Secure Firewall 1T — /L Ok sc /3T A — X DIEE

Cisco Secure Firewall 3247V — L/ 5 FDM BN R T /34 ANDIELE

4RO HREIIC

Cisco Secure Firewall 17 —/Vi%, #8177 5 FDM BEEXIGT A A8 L. LERAERIE
WAEMHTEET, FDMEHSRT NS ZA~D T A TERIX, 32502 —R 7 —AF T TH
A= hFZINTWET,

17— )L %A L 1= Cisco Secure Firewall Threat Defense ~0 FOM EEx15 7/31 20%17 [
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. Cisco Secure Firewall #8517V — L DIEFHE/NS A — 2 DIEE

FIE

ATy I

ATy T2

ATvT3

ATy T4

« Cisco Secure Firewall B{TY— L& X v a— RRLCEBLET,

« FDM EHOGRT ANA A BB MY 7 —ICBITT 572 DI ETT 52— A7 — A & 841
LET,

T NAAT A=V X OFEEIP 7 RL A, HHEBHRIEHREZIEGLET,

[FDM{E R O} (Extract FDM Information) ] i @ [FDM~®$Ek: (Connectto FDM) | &2 v 3 > C,

[#ft (Connect) 1% 7 U v 27 LT, B1TT 5 FDM HEXIGT /A ATt L £7,

[FDM= 7' > (FDM Login) ] T, OEREATILET,

1. [FDMIPT KL A/ A h4 (FDM IP Address/Hostname) ] 7 4 —/L KiZ, FDM OFBHIP 7 FL A £ 7=
IR A NG EATILET, [227 A (Login) |27 V27 LET,

2. [2—¥—4 (Username) ], [/XAT— K (Password) |7 4 —/V RiZ, #UIREHEHO O 74 &k
fHWmaE AT LET,

3. [m7 A4 (Login) 1%227 Vv 7 LET,
Cisco Secure Firewall 17> —/L 7% FDM & BRI R T S R TEERET D & BATEFATT DENIC, —Ho =
VTITAT VAT =y 7N EDM BHEART AL ATEITENET, ZNHDOF = v 72O TIL, Hite

SR RA NI I TF 4 2D aryTHHLTWET, Fov 20T 5E, BITIIROAT v
W E T,

Cisco Secure Firewall 517> — /L7 FDM BEEERI R T NA AR L, 2T TA T U AF = v 7 PRI d
DL, EEREROMEEZGLET, MERERICE TTD L, T SN ER—URERINET,

[fbr¥~ U — (Parsed Summary) | &7 ¥ a VITHIT AT — X ANFRENET,

FDM B BRI S T /34 2D 5 Cisco Secure Firewall 17 — V23 H U CHRAT L 7= BROMEZ R L F
7,
[Tk~ (Next) 1227 Vw7 LT, =7 "hRXTXA—=FEBIRLET,

RDBRY

Cisco Secure Firewall #1T Y — /L Ok dc /3T A — X DIEE

Cisco Secure Firewall F21TY — L DEHEFL/INS A — 2 DIETE

4RO HREIIC

Security Cloud Control TR A h 3157 T 7 RAN—=2 9 Y OBATY — /L2 L TV 55513,
AT T 3ITHEATLIEE N,

[ 77—/ %R L= Cisco Secure Firewall Threat Defense ~0 FOM EE# £ 7/ X DT



| FDM BB R T /34 A H 5 Threat Defense ~DT—4 70—

FIE

ATy T

Cisco Secure Firewall #8217V — L DIERFK/NS A — 2 DIETE .

« 77" I X Firewall Management Center ® Management Center @ IP 7 N L 2 ZHuf5% L %
@—O

« ({EE) #IRL7=7 1 —3 [Firepower Device Manager (7 /3A AR L LA HEKE & Tr)
DOFIDT /NA A (FrLWWN— KD =7) ~OF1T (Migrate Firepower Device Manager (Includes
Device & Shared Configurations) to FTD Device (New Hardware)) | D4, #—/4 > b Threat
Defense 7 /NA A % E B L # —(ZiB/N L & 9~ Management Center (ZiE/ L £ 7,  [Adding
Devices to the Firewall Management Center] #ZH L T 7E 3V,

o [#ER & BEE (Review and Validate) ] X— TIPS £721%7 7 A /LR U o —% ACL |23 H
THMEND LHEAIL. BITHIC Management Center TRV o —Z21EkT 25 Z & 270 B
B LE4, CiscoSecure Firewall 47T — /L3 4%#¢ & 7172 Management Center 7> 578 U 3 —
RG220, RURY —&2HLET, LAY —%2Ek L TEEOT 7 X
HIgEY A MIEID Y CTHE, RT3 —< U AMEFL, 7y aDRid 2 mREMRH Y
7,

[#—7% > b DOEFR (Select Target) | WE D [7 7 A T U 4 — /L& (Firewall Management) &2 2 a >
T, WOFNEEZFITLET,

T T VIADT AT U —NVEHE L —IIBITT DT, ROFIEEZFEITLET,
a) [ 7L IAFMC (On-PremFMC) | A7 v a b iRmZ a7 v 7 LET,

b) EFHELZ—DIPT FLRAEITTREM FA A 4 (FQDN) Z AJ) LT,
¢) [FAAY (Domain) | KRy 7 XD URRNCT, BITHD RAAL U EBRLET,

[Firepower Device Manager (7 /34 23 JUOMEHAR A Z L) OFIDT N4 X (FiLuwwx— Ry =7)
~D4T (Migrate Firepower Device Manager (Includes Device & Shared Configurations) to FTD Device
(New Hardware)) ] %33R L7=5E1E, BIN L7z KA A > Cffi H A #E 72 Threat Defense 7 /3 A A2 D F
BATTEET,
d) [##¢ (Connect) 1% 7V w7 LT, FIE2IZHEARET,
s 7 7 0 R{g{A Firewall Management Center (2479 51213, RO FNEAZEITLE T,
a) [7 77 FEEfE FMC (Cloud-delivered FMC) [ A7 > a v AR %7 U v 7 LET,

b) U— = U&IER L, Security Cloud Control API h— 7 > &5V fF1F £ 9, Security Cloud Control 7>
O APl h—7 U EAKT D70, LFOFIAICHEWET,

1. Security Cloud Control (22 7' A > L %9,

2. HEREG, [BRE (Preferences) ] >[—H#%E%E (General Preferences) ICB#EI L, [v A1 h—7
> (My Tokens) |£7 < a v bH AP h—2 VA av—LET,

c) [###t (Connect) %7V v 7 LT, FIE2IZHEARET,

17— )L %A L 1= Cisco Secure Firewall Threat Defense ~0 FOM EEx15 7/31 20%17 [
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ATy T2

ATvT3

ATy T4

[Firewall Management Center~~0 1 71 >~ (Firewall Management Center Login) | %A 7 2 7R v 7 AT,
Cisco Secure Firewall 17— VEHT 7 v hOa2—HF—4 L X2AT—RE AL, [BZ A (Login) ]
7V w7 LET,

Cisco Secure Firewall ££17 > — /L | Management Center {[Z 2 21 > L, % @ Management Center (= J % Bl
G EBUKIT DB T8 AD Y A MERAGLET, ZOFIEOETRIIZT Y — L THRETE F
‘d‘o

[#t1T (Proceed) 1 %7 Vv 7 LET,

[Firepower Device Manager (7 /34 23 L OGN EZ ETe) OFTDT /N4 2 (FrLnvw— K7 =7) ~
D17 (Migrate Firepower Device Manager (Includes Device & Shared Configurations) to FTD Device (New
Hardware)) ] Z&IR L 723561, @I L7 KA A T RTHEZR Threat Defense 7 /N1 A D AT TE
i ‘3—0

[Firepower Device Manager D17 (LA D) (Migrate Firepower Device Manager (Shared Configurations
Only)) ] #iER L7=HE

ZDU—7 7ua—7Ti&, B EL X —O [Threat Defense] 7 > a VIFRESINERFA, HLHERY v —
(772 AHI#Y 2~ NAT, BEOA TP =7 b)) OHBFMCIZT vy v adiEd, Bt 7 —I
Ty aTHMERSLEAR) 2 EGOLINAX Yy ST ENERBIRTEET,

[Firepower DeviceManager D#4T (T/N\A AB L UHBREMEEL) (MigrateFirepower DeviceM anager
(Includes Device & Shared Configurations)) | 23R L7254

BHY X —ZBE) XN 5 ThreatDefense I, 7 /3 A X — VX L > TEHINTWEIDERITCT A
A ATT, ZOHE. Bt % —® Threat Defense Ei 3 1L ESNEH A,

[FTD?#E4R (Choose FTD) &7 ¥ a v T, ROWTNNEFEITLET,

* [FTD7 734 ZADEP (Select FTD Device) | RKe v 7F# v U A N4 27 ) v 7 L, FDM EEXIRT
WA AEREBATT 2T A R A T LET,

4R L 72 Management Center K A A VINOT /3A A3, [IP7 KL A (IPAddress) . [4F (Name) ],
[7 /34 AET /L (DeviceModel) 1. BLU[E—F (Mode) ] Wb—7 v RELIFZ R T VAT LV
) BlCRRSIET,

GE)

FAR—MENTWB X —4 > b Threat Defense 77~ N 7+ — 20N, FHE X —"—T 9650
W % i % 7= Firewall 1010 T 2 512D A, FDM 5505 BATH A — MILARY v—cifl S, 7
NA ABEFORY > — 21T H S vFE A, Threat Defense 72 L CHifT9 5 & . Cisco Secure Firewall
BATY — VIR £ 7213 U o — % ThreatDefense |27 > > = LW A, L7273 T, ThreatDefense
DT NRA AEHFEOHWKTHLA v H—T oA AL — b, BLUOYA FEVPNIIBITINEEA,
722U, NAT, ACL, R— A7 Y= Ml #HR—= SN TWHMOTTORERL GiaRY
ATV M) IBITENET, VE— T EAVPNIIIARY 2 —TH Y. ThreatDefense
RLTHBITTEET,

* [FTD Z#fE ¥ 3%¢1T (Proceed without FTD) 1% 27 U v 7 LT, #%/% Management Center [ZF&1T L
7,

[ 77—/ %R L= Cisco Secure Firewall Threat Defense ~0 FOM EE# £ 7/ X DT
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ATy TH

ATvT6

Cisco Secure Firewall #8217V — L DIERFK/NS A — 2 DIETE .

B ARG 72 L TRe{TT 5 &, Cisco Secure Firewall 47 — /L% BB %T$ 2 B (2 Rk
FRFARV =% T v a LEFA, LER-T, BEICHT 20 OF A ZAEAFOKRIETH D
A B =Tz A AL — b, BIOYA M VPN 3BT &9, Management Center C -8 CHEK
THLENRHY 9, 7272 L. NAT, ACL, A— A7 V=7 b L AR —FEn T aHthod
RTOWR AR =LA77 b)) FIBfTINET, VE—FT7 7 X VPN IZHEARY
v —T& Y. Threat Defense 72 L THEITTE £97,

(%17 (Proceed) 1 %7V v 27 LET,
BATHEIZ05 U T, Cisco Secure Firewall BT — /L2 A L TBITT DM REA BIRTX £17,

[HEBRE DB (Select Features) | &7 v a &7 U v 27 LT, BATHRICBITT 2L MR L GRRL £
R

o BEfor e BBUTKE T DB 78 ZIZBATT S5 6 . Cisco Secure Firewall AT —/LiE, [T /34 A
D% (Device Configuration) |77 > a > & [3H# 5 (Shared Configuration) 1 &2 v 3 > T,
FDM & BRI G T 3 A AN HBATTE DR Z HEIRICRIR L £, BHITSC T, T 741 b
DFERE S LIZEETEET,

* Management Center |Zf179 5454 . Cisco Secure Firewall 17> —/LIL, [T /31 A& E (Device
Configuration) ]. [F:A 4% (Shared Configuration) ]. 3 X OV [Ai{t. (Optimization) | &7 > 3 >
T, FDMEHRGT A AN HBATTE 2HEL HEIRICRIRL £, BHISC T, 774
NV ROBRRE I HICERETEET,

GE)
[Firepower Device Manager® 1T (ALEREK D A)  (Migrate Firepower Device Manager (Shared

Configurations Only)) ] %R L7255, [7 /31 AFKE (Device Configuration) &7 + = VIFfEHT
TFEHA,

« Cisco Secure Firewall 217> —/L Clx, BITHIZKRDOT 7 & AHIER YR — F I3 TWET,
X2 )T 4= DIRE BT O ACL D36 — D~ v B T A LET,

N— Ny 7T v a Yy ZiIxERL— N EEERLV— MIRE S LD —J7, PBR, #iyL— b,
BIONAT IZEBE SN ETA, A VX —T A A F v MU — 7T, BL— ME#RA B
BT al-oIEHIET,

BEREEBLCEREDO R Yy N =7 ATV 27 b TA—TOWHEIZL > TiE, ZO®RMEIZEY

W= ADREHET D ERHY ET,

s e TAU—TALANT v a O AT RN T T 4 v 7 DFEIT, T 7 A bR LE
TONRT =~ A%f ESEET,

e N T F—<ADMA L B O XV v KRB B EDOMOEEREIZHOWNWTE, 77 A R
ART By VT HIENTEET,

Cisco Secure Firewall 17> — /UL, BETER T 7B UELEINTZ MRV NT T 4 v T —
NEFBINL, T T4 E R RAN— L E LTBITLET, V7 4V H R —TEBITS

Nic N AW — VB ERTEET, 77 4R Y 2 —iX, Management Center THIT X4
2T 7%A aryba—)LRY —ZBEMTENET,

TULT4NHE N RN N—LE LTRBITENDS T 8 Fa/VIko EBY TT,

17— )L %A L 1= Cisco Secure Firewall Threat Defense ~0 FOM EEx15 7/31 20%17 [
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« GRE (47)
« IPv4 71 7L (4)
« IPv6 71 AL (41)

e Teredo >V 7 (UDP:3544)

GE)
TV Y NEF T a BRI LRWGEE, TXTO MRV T T 4w 7 — L3R — b
ShTWnWAwWwLb—L et LTRBITENET,

FDM ‘G587 34 X #E D ACL k> %/ b—/ (GRE BLOIPnIP) 1. BfE. 7 4/L
R CHIFME LTRBATENE T, T7E8Za ha—LOREF TS a9 T, #ELEoL—1
FER AR ELITHEGFRICEETCE A L2120 E L,

« Cisco Secure Firewall 1T —/Li%. VPN F R ABITHIZKDOA v Z—T 2 A AL F TV b
FAR—FLTNET,

e ARY == (K5~ >7) : ¥—7% v | ManagementCenter & ZBIZ %95 BHE H3/3— =
v 6.6 LAED Y&

e Jb— h_X—2RZ (VTI) : #—7%" v b Management Center & &% D BAMH 23/ N—2 3 > 6.7 LA
D% 6

« Cisco Secure Firewall 17> —/WE, #—57 v MEHE L X =R 72 DBEOBAEIZYE— T 7R
VPN O#A7% YR —~ LET, VE—HFT 7 EAVPNIL Threat Defense 72 L THITTX AR
) v—T7, Threat Defense % i 9~ 2 817 % 18R L 72454, Threat Defense O /3—3 = 1% 7.0 LA
THHMERH Y T,

+ ({£&) [Optimization] &7 > = > C, [Migrate only referenced objects] Zi& N LT, 77X 2k
B/l RY—=ENAT RY —=TERENTNW LA T V27 FOHBEBITLET,

GE)
ZOF T a rEERT S L. FDM BHHRT A X BRANOZRENWTWRWAT P =7 ME
BATSNERA, ZHUCKY, BITRRIA RSV, REHOAT V=7 MM OIEES L
£

« ({LE) [xi#fk (Optimization) [EZ > a3 > T, HEIZKIT 858 OF7 72 AR > —I2 X % il
RAEVMHBLEBT 2561, [ 7V =7 N7 A—7 DR (Object group search) ] Z 3R L
£

c BATILOFDMEBXI G T NA AT T v b7+ —LRE, 77 A0, BEOAT=THRY —MR
b5 BATY — VTN D % [HERED IR (Select Features) | ~— D [HA#E (Shared
Configuration) (D FIZHD[F 7 v b7 4 —LF%E (Platform Settings) 13 L V[T /31 A% 7E (Device
Configuration) ] D FIZHD [V 7 A VB OB~/ T =7 R Y 32— (File and Malware Policy) ] & LT
FHRLET, TNHDOTF 2w I Ry 7 AET 74V FTEB RSN TNDZ EICHERE LTSI,

ATy FT1  [#ifT (Proceed) 1 %227V 27 LET,
AT w78 [Rule Conversion/ Process Config] =2 +* = ¢, [Start Conversion] 27 U v 7 L CEMZBME L 9,
AT w79  Cisco Secure Firewall 81TV — W Lo TEMEIN - EHOMELHER L E T,

[ 77—/ %R L= Cisco Secure Firewall Threat Defense ~0 FOM EE# £ 7/ X DT
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samLf—rorR

T 7 A NVBIEFIZT v 70— RB IO SN2 E ) hEHERT 51203, BIT2FITT R0
TRILR— b2 F T o—FLTCHERLET,
ATy 710 [LFR—bFDOF 7 a—FK (DownloadReport) | %7 U w7 L, BITRILAR—F2REFLET,

BITRILR— kD= ¥ —1% ., Cisco Secure Firewall 817> —/L & [6 UBATIC 3 D Resources 7 # /L& (T
BAEENET,

BATATLR— DR

BATPICBATHIL A — h e v n— FLENLLEAIE, ROV 7 2L TH Y rn—F
LTL7EEW,

BATRIVA— hD X 7 m— R RARA | ¢ http://localhost:8888/api/downloads/pre_migration
summary html format

)

GE) L AR— N, Cisco Secure Firewall 1TV — /L OFETHRICOHRF T a0 — R TEXFE T,

FIE

ATy 71 BiTRiLAR— a2 X v a— RLUEGANCBEI L £,

BARILAR— kO —% Cisco Secure Firewall 17 — /L & [7 UHATIZ 3 5 Resources 7 4 V& 1%
FanEd,

ATv T2 BITHILA— b2BE, TONFAEEICHERL T, BITHLKTAFERKE 2 5BEE2ST L ET,
BATHI L A — M, KOERBEERTOE T,

s [2RDY~ Y — (Overall Summary) ] : FDM & BRI RT S A A ERIER AT 2720, 721374
7 FDM B BRI G T /3 A 2 MRS BERe 9 5 T O & 5 ik,

BT DB ICIEFICBATCE 2R — M5t 5: FDM B G 7 A X EREHE L. BATR L
L CGRIRSNTZRED EED T~ U —,

F A 7 FDM EBA R T A AT L TV D56, Y~ U —iZidt v MU v ME#R (FDM &8t
BT NA A= LR SN B E ZDF A LAZ TR DEENET,

« [T —DH HHERAT (Configuration Lines with Errors) ] : Cisco Secure Firewall 17> — /L 23Mi#AT C & 72
Do T IeDITIEFICBATTE RV O EROFEM, MR TINLDT T —Z2EEL, H LV ERK
Ty ANET T AR—FLTHE, HTLWHER Y 7 1 /L% Cisco Secure Firewall B47Y —/LIZT v
2— KL, ffT LTSN,

o [FR5 0972 R — MA#RL (Partially Supported Configuration) ] : #340HIIZ DA 1T A AE7: FDM 45 BT 5
TN, AMEREROFEM, T D OMRERIIT, AT a v EGDAL—ALEFT V=T NG
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B rom Emsig /0 RHH L Threat Defense 1 © 2 — 7 T4 ADT v EV Y

ATvT3

ATvT4

Management Center &
Configuration Guidel [

FNTWATD, HlA 7T Y a v AR TICV— AV F T A TV BT TEXET, 26D
1TRMER L, B4 7 2 a2 > 7)) Management Center TH AR — h SN TWDHEMNE I NEMHRLET, W
A= F SN TWDHEEIE, Cisco Secure Firewall 1T — /L&A H L TRBATAZE T LIZZIC, 2Ab0
F T a rEFETHEE TS Z L AFELET,

o [V AR — FORERL (Unsupported Configuration) ] : Cisco Secure Firewall 17> —/L72% Z i1 & OEED
BATH YR — h L TRz, BITTE 70 FDM BB RT S A 2 fEREHROFEM, b OfT
ZHER L, AHREDS Management Center THAR— F SN TWAHNE I AR LET, VAR —FShT
WD EEIE, Cisco Secure Firewall AT — /L& L TBATZ 58 T L7212IC, BEREL FE) TR T 5
ZEmRtE L ET,

o [MEAR X A #EK (Ignored Configuration) ] : Management Center & 72 1% Cisco Secure Firewall 47> — /L
THAR— F I TWRWe DTG S 415 FDM B BRI 7 /3 A A FERCESE DFfM, Cisco Secure Firewall
BATY — X TG OIT 2T LERE A, TV OIT 2R L, £4H%6E)S Management Center CH 78—

FEINTWEINE I DEMHERLET, PAR—F SN TWDLEAEIT, WL FEI TS 2 2 & Z25HH
L7,

BT X D5 TH AR — b SN DHHEREDFEMIZ OV TIE,  [Management Center
FEl SR TR,

13’]%:
e
ES

BITRILAR— b CEEBENMEREI N TV EAIE, A ¥ —T7 =4 A TEELX5E T L, FDM EHxI%
TNRAAER T 7ANEHEZ I AR—FLTHhL, BHEINER7 A NVET v 7o — KL, HfrL
LI,

FDM BHXHRT NA AR T 7 A VPIEFICT v 7 a— RB X O 7= 5. Cisco Secure Firewall
1TV —MIEY . [k~ (Next) 127 Vw7 LTBITERITLET,

RDARY
FDM EH XI55 A AR & Threat Defense f 7 —7 = A AD~ v B 7

FDM SR T /N4 A¥ER & ThreatDefense 1 3 — x4 ADI WY

=27

BT DB 7S ZZiX, FDM BRI GT A Z L CHEH S T 2520 Eoy it
AV E—=T 2 A ALR—F FXr RN AL H =T oA ADRKETT, ZhbDA L H—T A
AX, WHFDOTNA ZATRICARITHINETIHY AL, AV F—T 2 AD~ Y BT
BEEBINTE ET,

[FTDA 2 —J x4 AMDY v 7 (MapFTDInterface) ]i&#iC. Cisco Secure Firewall 517> —
M, BB T BT A, A DA B =T 2 ZADY A MERELET, T 74T
IZ. Cisco Secure Firewall 17> — /LI FDM B G T A ZA DA B —T = A A & B RITxt
TLRE TN, R B —T 2 A ZAID I Ty 7 LES, 72L& 21X, FDM &#
KRBT NA AL B =T 2 A AD EHEH| A 2 —7 = A X%, BEUZXHT HB58 7 31
20 MEHEM] A 2 =T 2 AITHBWIC vy B 7S, ERTEERE A,

[ 77—/ %R L= Cisco Secure Firewall Threat Defense ~0 FOM EE# £ 7/ X DT
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FDM BIEXIR T/31 X# K & Threat Defense 1 V2 —J A ADT Y EV Y .

FDM BB RT NA A A B —T 2 A ADD GBI T B A 2 —T 2 A~D~ v B
VX, BB A TN RZ A T I o TRRY 9,
o« X—27y N BIBNIKTT B XA T 4 T A A T OFEITIRD X DI 9,
o AR AR X, TS FDM BB T NS, A L 2 —T oA AE 21T
R—=rF ¥ (PC) T—HF AL H—T A ANFEELL ESLETS (FDM EFXTS

FONA AREROEGHER LT A v F—T7 o4 ZA%RL) . REREBEOEAIT. ¥ —
o b BB T A B R E A T DA B —T = A ZAEBMLET,

W TN B =T oA AF, WA L E—T 2 AE IR — FFy R~y BT
F-3U T Cisco Secure Firewall 17 —/WZ Ko TER S ILE T,

 B—4y N BB A RN a T T A A T OBRRITRDO L IR FT,

o BBEUCKT DB, EHT 5 FDMEBIGT NA A A 2 —T = A A PR
TA L HE =Tz A A, K= F ¥, FREFR—F Ty XV TS H—T A
ANABLL EVBETT (FDM BHEX R T A A BROERGEHZER) o FEAR
DEFAEX, =7 v b BEICKT D LB Z A T DA v HZ—T = A ZA%BM
LET, mEzxiX, =7y NMEBICHHT D0 OWBRA v X —T = A4 A LYY T
AU B =T 2 A AOEN FDM FEXRT SA 2 TOHID 100 Dianigae, ¥4 —
7 N BEAIKRET BB\ BMOMBEE I 1IN T A U H—T o AEERTE
E3

e 7 A B —7T = A A%, CiscoSecure Firewall 217 — /L ClIfER SN EH A, WE
AV H—=TzA A, K= FxFN, FLFVTA L F—T oA AOA L F—T =
A A BT ORNBHFATINET,

B8 HHIIZ

Management Center (282t L, #3Fet & LT EBUCK T D5 28R L T\ D 2 L 2B L
T, FEMIZ DWW TIE,  TCisco Secure Firewall 247 — VD5 o /3T A — X OFFE (50 ~—
V) | EERLTLIEXND,

\)

()  [Firepower Device Manager® 17T (LD #A)  (Migrate Firepower Device Manager (Shared

Configurations Only)) ] ZfMH L TRATT 256, ZOFIHITEHN SN EE A,

Z OFJEIZ. [Firepower DeviceManager D17 (TNA AB L UVHE#EEZEZEL) (Migrate
Firepower Device Manager (Includes Device & Shared Configurations)) | D& #IEMtD 2% H 1)

& LEFIETY,

17— )L %A L 1= Cisco Secure Firewall Threat Defense ~0 FOM EEx15 7/31 20%17 [
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B tra050U— o8- R —T ~ DM EEHET ARV B—T A DTV ELY

FIE

ARTYTN A F—T 2 A~ B T HERTIHHEA, [FIDA ¥ —7 = A A4 (FTDInterfaceName) ] K&
TEIGLN AN ) v I L, TDA L E—T 2RI~ B TTHA 0 H—T 2 ZABIRLET,

BEHA L HE—T 2 A ADT BV TIIERETEEY A, BEICKT D5 A % —7 = A A9 TIZFDM
BHNBTNAA AL =T 2 AZED B TOHNTWEEEIL. Fay 7 XA RNLEFDA
H—T oA AGEBERTEERTA, BV Y TELOTXITOS X —T = AFI T V—FnrSh, AT
FHA,

VTN E—T 2 A~ BT THMEIHY £ A, Cisco Secure Firewall 17> —/LiL. FDM &
B RT N, 2 EHRANDOT R TOYT A v —T = A ZTONT BBICKT D T34 ZADHT A >
B —T oA Ak~ LT LET,

AT T2 ZEFDMEEMNRT NSIA A A U H—T oA A% ZWICKTHHM A v X —T 2 A~ BT L6,
[k~ (Next) 1&27 Vv 7 LET,

XA YTFA =LA —TITARTIL—T ~AD DM EEXRET
INARAVE—TTARADIVELY

)

G¥) FDMEHXRT ANA ZARERIZT 722V AN ENATLV—ANEENTWRWES, £720132
NEDORY —%BATL2WEEIL, ZOFEEZAX LT [ Iz N TEET, B
fT—é*z)*%b_k@Fﬁ %ﬂﬁ\ Eﬁwuki@*ﬁnﬁ (60 /\O*‘T‘/)

FDM E B G 7 /3 ARG IE LS BTSN D L 512, FDMEHXRT NA AA X —T =
A AZWY)R BT HE A L =T 2 A A AT V27 b, EF2 VT 4=l
v/ LEY, FDMEBHEMRT A AR TIE, 772 a3 br—/L KU 2 —& NAT R
Vo—l3Af 2 —7 x4 A% (nameif) Z{EH L E7, ManagementCenter TiX, ZiLHDRY
V3 A E =T A A F TV FEEMLET, E5HIZ, Management Center AN U v —|&
AVE=T 2 A AFT V27 NERO LT V=T LET,

X2 VT4 = A H =T 2 A RE, 100X T 4 = VIZDOHRETDH L
NTEFET,
e A HE—T 2 A AT N—T : f L F—T = RAIEBEDA o H—T = A AT N—T BT
HIENTEETS,
Cisco Secure Firewall 7Y — /L TlX, ¥X 274/ = AV F—T 2 A AT N—T LA
HA—=T o2 AE1X1 TV TEET, BX2 VT4V =V FRFA L FZ—T A RT

w—7b4/& Tz ATy BT SNTWLHHEE, oA =T 2 f A~D~ v B
I H T & £ A2, Management Center TIIFFAI 41 £ 9, Management Center® & ¥ =

[ 77—/ %R L= Cisco Secure Firewall Threat Defense ~0 FOM EE# £ 7/ X DT
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FIE

ATvT1

ATy T2

ATvT3

ATy T4

EFXAVTFAV—AVE—T A RTL—T ~O M EBRETNA R VE—TIAADIVELY .

VTF )= B =T 2 A R N—TOFEMZOVWTIE,  [CiscoSecureFirewall Management
Center Device Configuration Guide] @ [Security Zones and Interface Groups] &ML TL 2 &
AN

[EX=2 VT )= H—T 2 AT —T~D~ v 7 (Map Security Zones and Interface Groups) ]
BT, AR, =T 2Af R, EFXF2 VT4V = BILOA I =T 2 A AT N—T 28 L
£

X2 VT 4B, ¥ —T = A AV )L—T"7) Management Center (ZfF7ET D6, F£idEF =
VTFg V= ZAT FT7 V=7 k& LTFDM EHHART NA AL T 7 A VITIFHAEL, Fry 7 &y
YU R NCTHEHARERGAE, WD VX —T oA R~y B 7T 5120F, ROFEEZFEITLET,
a) [EF¥=VUT 1Y —2 (SecurityZones) |FIT, £ —T A ADEXa VT 4/ —UZBIRLET,
b) [ ¥ —T=A X7 N—7 (InterfaceGroups) %I T, £ v F—T =2 ADA L FZ—T = A AT )N—"T

IR ET,

X2 VT 4= H =T 2 A RTN—TF, FEITY 7T HHEITERTAZED
T%iﬁ‘o
X2 VT4 = —T 2 A AT N—THFH Ty 7T 51203, WOFNEEZEITLET,

Q) [EFalUFqy—r g H—T A RTA—T DB (AMSZ&IG) 127V v LET,

b) [EX=2VT Y=l A v Z—TxA AT N—T DN (AddSZ&IG) |4 A T u/ Ry 7 AT, B
m(Add) 1227V o7 LTHLWEX 2V T 4 =0 Fd A v F—T =2 AT NA—T BN L ET,

¢) [EX=VUT 1Y —r (SecurityZone) [FNCEFX 2T 4= HE AN LET, EHTE DRRLF
Bid 48 T, FRIC, A U F =T =2 A AT N—TZBINTEET,

d) [FAC% (Close) 127V w7 LET,

X VT4 A H =T 2 A AT N—T HHIERIC L > Ty B 79 51001%, ROFIEEE
TLET,

a) [BENMERL (Auto-Create) |27 U v 7 LET,

b) [BEIER (Auto-Create) | XA TR TRy 7 AT, [f v F—T A A7 /)L—7 (Interface Groups) | F
T [V —r~y 2 (Zone Mapping) | DWT NN ETILM G2 A I LET,

¢) [H#EMERR (Auto-Create) ] %27 VU v 7 LE9,

Cisco Secure Firewall 17— i%, b0t xF=2 T 4V — I FDMEBEHNRT AL A LV —T =
A A LR C4AT (outside<C inside 72 &) ZAF1F, ARTDH#IZ "(A)" 2% LT, Cisco Secure Firewall #£17
VUL X o THER SN E R LET, £ V¥ —T =4 AT —T1Z1L, outdde ig X inside_ig 72 &
D ig¥h 74y 7 AMBMESNET, £lo, ¥F2 VT4V = A F =T =2 ATV —TI21Z, FDM
BN GT NA AL B =T oA ALFRCE— BBV £T, 72& 21X, FDM EFERT S A R GadlA
VE—=T 2 A ANLIE— ROGE, £OA L F—T = AP SNt xF 2V T4 Yy —v A 2 —
T A AT N—TH L3 F— R £,
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B & UHRELE

ATYTE TRCOA L H—T oA A%t X2 VT 4 =V A =T oA AT N—T I BT LT b,
[k~ (Next) 1#7 Vw7 LET,

BT BB D&EL, HES & VKL

FDM BHERI R T A AEROGE. MARII S EIE R FETHIES., @RULEBfT 7o —
ko TR 4, £HA T a0 TITONAEROBIETRDO LB Y TT,

HEBRDOREIL.

» [Firepower Device Manager (7 /34 A3 L OGN A ZTe) OFTDT /34 X (Fr L w—
Fo=7) ~D#1T (Migrate Firepower Device Manager (Includes Device & Shared
Configurations) to FTD Device (New Hardware)) ]: 7 /34 A L ILHFER OB H B 1 >D 7
7 — CHERE L OMFES L E T,

* [Firepower Device ManagerD#4T (FLHEMDA)  (Migrate Firepower Device Manager (Shared
Configurations Only)) ] : A HERL D A D3RRI L OMRFES AL E T,

« [Firepower Device ManagerOAT (7 /34 A3 LU Z & 1)  (Migrate Firepower
Device Manager (Includes Device & Shared Configurations)) | : $:H#EAK & 7 /A AR DME
MOT7 v —THRIESNET,

MR EH & UMRELE

BT L7 FDM M a2 Y L ¥ — 107 v v 2T AR, R EEICHE L. Zh sy
Threat Defense 7 /34 ADERNE E —BTHZ 2R LET, SELTWDHHXTIX, KD

BOT 7y a eI T T OMENRS D L ERLTVET,

T

\)

GE)

(SR D FE b, ERRF L UMRAE (Optimize, Review and Validate Configuration) ] Hij& C Cisco
Secure Firewall 17—V ZPAL 5 & EITIRBIRIFS L, B TRITZHMATEET, 20
[/ DHAIZ Cisco Secure Firewall 17 — VAL 5 & | EITIRIUIIMRIF SN ET A, T
WCEENEAE LTSS, (VX —T7 =4 A~ v L7 (Interface Mapping) | i & Cisco
Secure Firewall 17> —/V % FiE@E) L 7,

Z 3T, Cisco Secure Firewall 47> — /L%, Management Center {23 CTIZIFET D12 APHEI
2T 5 (IPS) RY =L T77ANKRIY—2WGL, BITT2778AXAa hr—LL—L
WZENDZEEF T2 &N TEET,

TrANKY =lE, VAT ANEERNLRT 72 AHIEBREDO —ERE LT, Fy U= D
e~y = Tl E 7 7 A NV ZFATT 57 OIEHT 5 —EORETYT, Z ORI
kD, 7782 ary b=V b= VDOFMEE—BTDNTFT T4 v ITNOT 7 A V& i S
HDHNS, VAT DIBT T 7 A NVERET DL IRV T,

FRRIZ. BT 7 4 v 7 BEEREICID D Z L ZFFAI T HHIC, Y AT LORKHZ A L L
TIPSRKRY v—%fHTEES, BARY >—F, EXF2 VT 1 BXIETD N7 740970
MREFEEREL, A T4 VEBTIE, BEBEOODL NI 74 v 7 k7 uy 7 EIFEETH
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TENTEET, VATAPRBARY —2HHLTC N T 7 4 v 7 Z3HET 256, VAT A
WEESEAM T ON-A Nty FEGRHLET, By NANOKEROEHIT, BANL—/L TN
WHEHINAEEZFRL, BMETBIOSEEDIPT RLAER—=FE2#ILET, AR > —
W AEEEMFH LT, — AWMl X O — W REIZHAIP T RLAZRTZELT
xFET,

& T TCHEORERIE R 2R T A120%., SO ESichAr 7 4 —L RICEEL4E AN LET,
T =T IWVOITIET 4 W EA RS, MREBEFEIC BT 2HEBOANRRINET,

[ DO Fci b, R84 L UOYRAE (Optimize, Review and Validate Configuration) ] i C Cisco
Secure Firewall 817 —/V AP L 5 & EITRWBSIRFS N, B TBITZHATESET, 20
B ORI T 5 &, EITRIUIRFE SN E A, BITRICEENSBE LG, [ ¥ —
7 A A~ 7 (Interface Mapping) ] i[> 5 Cisco Secure Firewall 517> — /L % [ L E)
LET,

Cisco Secure Firewall #17Y—JL M ACL it DHEE

Cisco Secure Firewall 5T —/Uid, v hU—VHERRICE B A 52 52 L7, 7747 U4 —
NWI— L _R— 2B fciifl. (B E7213HIBR) TX 5 ACL ZillBllk L OVoBET 5K — b
PIRHE L F T,

ACL HiEfblx, D ACL #A 72V R—hLE7,

« TE ACL : 2 5D ACL OH & L— LDt > BRI UEE. HALSAD ACL 24K LT
by =2 ICEBIH Y FHA, 22 200V —ARE LRy hU—F ET
FIPBXOIP bT7 7 4 v 7 2R L, T B ABERTHL—LNERSN TRV
B BHIONL— L EHIBRTE £,

% R ACL : f#]?® ACL X, 2 FHD ACL DR EEERIIY Y RuA v 7 LET, 2
DDON—)VIZERED N T 7 4 v 7 B3 5%mE. 2BADNL—/WET 78R Y A FDORFEI
RRENDT2D, EORTT7 4y 7 IZbHEHSNEEA, 20DV —1LVIR T T 4 v I
MLTRRLT 7 arZRELTWDEE, ¥y RUA 7SR — Ve BET 5
D WTNDON—VERE L TRERFRY —2RETEET, L 2E, FHEDKE
JLEITSEITH LT, EARLV—LVTIP N7 74 v 7 2HEL, ¥y FUA 7Sz
V=)V CFTP b7 7 4 v 7 ZFFA] TE £,

Cisco Secure Firewall 17> — /L%, ACL FiE{b. DO/ —/L % L3 A BRIZIR DT X — X % fif
ALET,

N

GE) FDMEENETANA ATIXIACP LV —AT 7L a it LTIt AR X F1,

b Sz ACL VT, Edfb 7 e APICBE SN ER A,

¢ EETLD ACL 1L, Xt 2 ACE (£ T4 ME) ITEBEEIN-H%., RONRTRA—HZIZD
W S E T,

KT s Y —

cHXfFILEHEDR Y FU—7
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FIE

EET/sE AR — b

I bOREL
WROF TV =7 MI, B et 2Pt 7Y =7 hOREICOWTEESINET,

cREBBOAT V=7 b BITORMIIZ, RBROAT V=7 bE2BIT LRV K D ITER
TEEY,

cHEHE LA TV b AT TV FH3TTIT Management Center (Z/7/ET D35, B
LA 7 V=2 bEERT 2RV, AV —REAHINET,

AT (A7 ay) BEROKE, #EEE X OHMEE (Optimize, Review and Validate Configuration) ] & C,
[ACLD#xiiE{l. (Optimize ACL) 1% 27 VU w7 L’Cﬂiﬁﬂj»——IH RZF4T L, UTOERELZETLET,

a)
b)

c)

¥FE SNz ACL bV — & X o ra— R332, [#7e—FK (Download) (27 Vv 7 LE
7

N—VERIRL, [72 3> (Actions) |>[#E3E LTH#IT (Migrateasdisabled) | £7-1%[#4T L4
LV (Donot migrate) | #IRL T, WINHhrOT 7 varz@fLET,

[RTE (Save) 127V v 7 LET,

BATEAEDS [BB1T L72W (Do not migrate) ]7°5 [HE5h & L CTHAT (Migrate as disabled) | £721L% D
WZEDY £,

ROFT Y 3w AL T, A= Ao HERE LT TE ET,
« [B17 (Migrate) ]: 7 7 4 /v FOWRBETHAT L E T,
« [T L72\ (Do not migrate) ]: ACL OBATE2 IR L F7°,

o [ME5h & L TBIT (Migrate as disabled) | : [IRHE (State) ] 7 4 —/L F28 [#£%) (Disable) ]IZFRE S
NTW5 ACL #BATLET,

s [B#h& LTRAT (Migrate as enabled) | : [K#E (State) 1 7 4 —/L R [5%) (Enable) | IZRRE S
NTWSH ACL #BATLE7,

AT T2 fafh, (HERROMERR & MFE (Review and Validate Configuration) ] Wi T, [7 2 & A/ —/1 (Access
ControlRules) | #7 V 27 L, WOFNEEFEITLET,

a)

T=TNANOET L FVIZHONT, vy BT EHERL, TNONELWI LE2HRLET,

BTSN T 78 ARY —n—WE, TV 7 4y 7 AL LTACLAZEM L, Tl ACL v—/v
FEHZIBIMNT5Z LT, FDMEHHRT AL AT 7 A My B 7 LT LET, ek
IE. FDM & B4 T /34 2 ACL D4R "inside_access" DA, ACL DD /L—/ (L7213 ACE)
TOL AL "inside_access #1" 127210 F9, Kmitim»@ﬁﬁébﬁ\%%%~Exﬁ79:7
}* F 2T OMOEH T/V—/V%Tﬂﬁﬁ“éﬁgﬁ) & DA, Cisco Secure Firewall #5172 — /L34 Hil
WCESMHEST7 0 v 7 2AZBIMLET, T2l 2 IE, FFA—ADBBITOIZHIZ 2 DD — /L~ PLiES
NWAHYE. EIHD/L—/LIZId "inside_access #1-1" & "inside access #1-2" &\ ) ARIDHT HAvE T,
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b)

d)

samoat. gRssvrid [

PR—FEINTW RN T V=7 FaETeL—/LOFA . Cisco Secure Firewall #17> — /L IZL BT
" UNSUPPORTED" £ \WHH 7 4 > 7 ZA&BMLET,

12U EOT 72 AHEY A MR =BT LARWESIE, ST 51T0ORy 7 A&+ 0L, [7
233> (Actions) 1>[#fTL7ALY (Donot migrate) | #ER L C. [fR1F (Save) 1227V v 7 L&
TO

BATLRWNWZ ERBIRLET_RTONL— VT, T— AT L —FERrEINET,

Management Center 7 7 A /LR U o —% 1 DL EOT 7 A 2> ha—/L R —Z#EHAT 25815,
MU HITOR Yy 7 A AL, [P Y3y (Adions) [>[Z 74 LR &— (FilePolicy) | %%
WLETF,

[Z77A/AKRY >— (FilePolicy) | #A 7w/ T, #7777 ANLARY —%28IRL, #RLZT 7 &
A ayha—)L AR —IZEHA LT, #fF (Save) 1227V v 7 LET,

Management Center IPS 7R U o —% | DL EDOT 7 v &2 2> bua—L R U— (AT 55815, %Y
THITDOR Y 7 A A2 L, [P 3> (Adions) |>[IPSR!) &— (IPSPolicy) | Z&#IR L 7,

[IPS AR Y — (IPSPolicy) 1 ¥ A 717 C, WMYI/RIPSHY —LxtsdT 285t v FERINL, 2R
L7 78A arbbe— R U —IZHH LT, [BR1F (Save) 1227V v 7 LET,

X INREDI I TWAT I/ ERay ha— A —LOrX 747y a v B EET 5845811,
BT DITORy 7 Ak AL, [T a3y (Actions) 1>[B4 (Log) | #=#IRL F7,

(07 (Log) 1A 7 v/ Tld, HfmOBMMRFEIITH TR, £FZOME TRy hor¥ 7%
AN TEET, v XU TE2AMNCTHHEGIE, Bt X FEARY MEa—7 £7213 Syslog D>
T, FITWGITHET D 2 L 2BIRTDLBENDH Y £, #Hi A N2 b % syslog —/NIkfE
T 5 Z L AR L7255 . Management Center T3 CTITHERL S 4TV 5 syslog AN U 2/ —% [Syslog] K= >~
THI A= a—InHEIRTEET,

[77EAar hra—/ (Access Control) | 7—7 NVANDOBITENTZT 7 E8Aa br—A/L—1LDT
I va Y EERTLIHAR. SN TAITORy s AE AL, [T 3> (Acions) [>[JL—ILT
233> (RuleAction) | R L £,

V=T 27 3 (RuleAction) | #A 727 D[7 27 ar (Actions) ] Kr v 7 Z 7 T, [ACP]
X TEIE [T LT 4 AH (Prefilter) | ¥ 7 %R CX £,

*ACP: 77 A ha—)Lb—)UIiX, VATLEAN—HTHINT 74072 5D HITMEL,
O JICRERT DONERETDHT /v arnNdbVET, 778 Aa hu—b—iZxt LCEF
", B, BE=X, Yav s FRFVEy MEET Ry 2 00nTRAOT 7 v a v EETTE
F4, 20U A ML, ACLIZEhEM T N~ =T BLRT7 7 A AR o— b EENET,
INBHOACL I, BT, WA, LB LRV EE2BRTEET,

e Prefilter : L —LDT 7 a Nk~ T, B LT T 740 v 7 QUL o &GO TIENRED
£, V7 AMRRET 0y I EFTTEET,

Ev bk
TIHAT FE— L= LT X v F SN THHIPSBLOT7 7 A VORY —iX, [#FA (Allow) ]
AT a v ERS T RTON—NLT 7 a % L THBICHIBR S E T,
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2)

KU —DF ¥ 2T 4 LHIROEE « Cisco Secure Firewall 817 — V%, B4T L7-/L—L D& ACE
Ny N, =Ty N T Ty N7 —ATHHR—FEZT5 ACE #l[R & bl L £ 9,

Cisco Secure Firewall #£17T —/VIZLERDOFERICIE SN T, BIT SN 72 ACE ORI L & WMEZ B 2 7=
BHE, =7y b T AL ADOF AR — NI TOLHIRO L EVMEIZE SN TWAEEE, A v
Ul L Ryt — DR LET

J—/VH[ACE 77> & (ACE Count) 1% x 25603, &b+ 22 88, BITLARWZ L&k
ETHIEHTEET, BITZET LTHH ZOFEHMZEEM LT, Management Center T7° > = LT
MHERT A E oM, VA EEEbTAZ b TEET,

GE)
Cisco Secure Firewall 177 —/ViE, BERH-> THLBITEZ 7y 27 LER A,

ACEZ D h&, HIE, BIE, L., K2y, BXWhgvo7 o2V o TE/FY—/7r 2 ATT 4
NWNE Y TTEHEITRY F LT,

TANEY TR E 7 VT 50, [ZA4NM0FD27 VT (ClearFilter) 127V v 27 LET,

G¥)
ACE (22 W= ACL @ Y — MERFIE, FROALZHEE LTWET, ACL X, R4 L7-RERINEIC 5
ST Ty adnNET,

[RAARY > — (Intrusion Policy) ] TiX, T XTORARY > — xS T HHARY >— FETDHH
AL L— )V F—R—F f RENTz—, BAET— R, BLPACPOSZHEPRFRREINET, 7.
Snort 3 @ Snort TV E NAP RY v —HFR L E T,

BHY X —O APLHIRIZE Y, —2 EEX X7z Snort 2 R U v —I3EHR SN ET,
T 7N NEREORARY —iF, BEHE ¥ —THAHAINET,

Snort3 DA —/"—F A4 RENTZ)V—)U/ B A HZ L)L— )L F 77 1% Snort3/Snort2 DIE AT — FiH 25 ¢ef2
ARY —DF LAY —1F, KU —4 <FDM KA "> CTER S ET

ATV T3 ROXTH7Y w7 L, WRIER 2R L £,

* [NAT /L—/L (NAT Rules) ]

s [AT7 V=7 b (Objects) | ([T27 AU RANAET =7 b (Acess List Objects) |, [*y N —2 47
Y= 7 kb (Network Objects) ], [R— F4A7 =2 k (Port Objects) ]. [VPNA 7 =7 ;b (VPN
Objects) ]. BLOEH/L— 47 =7 kb (Dynamic-Route-Objects) ])

e« {2 X —7xAA (Interfaces)

« /L'— I (Routes)

« % FH VPN k> %L (Site-to-Site VPN Tunnels)
« UE— 77 EA VPN (Remote Access VPN)

* SNMP
* SNMPvL/v2

* SNMPv3

[ 77—/ %R L= Cisco Secure Firewall Threat Defense ~0 FOM EE# £ 7/ X DT
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ATy T4

ATy TH

samoat. gRssvrid [

- DHCP
« DHCP #—/\
*DHCP )y L—
« DDNS

TIEAYARNET Y7 MZiX, BGP, EIGRP. 3L UO'RA VPN TEH L 5% ACL & §55E ACL 23
FrENnET,

1 DU EDONAT V=V ETIN— M U F =T 2 A AT LRWGAIX, 8T 170Ny 7 A& F
2L, [P Y32 (Actions) ]1>[#1TL7ALY (Donot migrate) ] #334R LT, [f&1F (Save) &2 27 VU v 7
LET,

BITLARWZ EZBIR LT RTONL—VT, T—F AT L—FREINET,

(ER) MO, [y hU—2 A7 V=7 & (Network Objects) | # 7, [R— A7V =7 b
(Port Objects) ] % 7, F7/ZIL[VPNA T =27 ~ (VPN Objects) | ¥ 7 T[FU 3> (Actions) |>[4H]
NDEHE (Rename) | ZEINL T, xy b= FTVx27 b, A=+ FT P77 b, £TRIEVPNAT V=
7 NOARTEERT DI ENTEET,

LN ERINTZAT V27 VEBBTAHT 7 BANL—)LENATRY >—b, HiL WA T V=7 N4 THE
HEnEJ,

[% 4 FRIVPN k> %/ (Site-to-Site VPN Tunnels) | &7 3 12, RIETLT 7 A T 74+ —LRENDHD
VPN kRN —ERRINET, FITD [EEILA ¥ —7 = A A (Source Interface) ], [VPNZ A 7
(VPN Type) ]. [IKEv1] 3 X OV[IKEV2] DFRER ED VPN F o T — X B L, T X TCofric g
HXx—OHEEEELTNDZ 2R LET,

BEOY A FE VPN > RUVBREEZGLRE T, o=y M) OFFE X —%2 —FIZFHT 51213,
WO FIEZHENFE T,
c RIS —Z2EHT 5 A FE VPNRET Y R 28R L F9,

0
Xy —RK (=— ) &2V v 27 LT, 77 NVEMmEARE Excel > — MIT 7 AR — M LET,
« % VPN REICK L TENENDOINCHF/HEAF—2 AN L, 77 AV ZRFLET, IKEv] & IKEv2

DM HFDON— 2 O IKE Z&Te VPN ZEDLEIE, Vo~ TRULNZ 2 DOEEFNCAT L E
‘j‘o

Ty 7u—FK ( ki ) Vv LET, BITY — /Ui Excel D=2 MY ZFHLED . VPN
DX d HEATHA F—F I BERICEM L £,

GE)
—EEHO—HE LTHEGFT SN o FAEHAF— 2 HHT5I120F, = MU EZRRLC[7H >3
> (Actions) |>[BEHI#AF—DEH (UpdatePre-Shared Key) 1% RIRT 55 7 /L kD J5 k%l
9570, Excel Z=/ AR— ML THF—%2FHL, 1> KR—bLET,

e
i}
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ATv 76 [VUE— K727 EAVPN (Remote Access VPN) &7 >3 Tk, VE— 727 EA VPN IZHIET H T
TOF TV =2 8D FDM EBRGT A ZANBEHRE 2 —ICBT3Sh, RO XD ITERRENET,

« Anyconnect 7 7 4 JL : AnyConnect /N> % —<°_ Hostscan 77 7 - /L (Dap.xml, Data.xml, Hostscan
Package) . M7 7 U Ry r— B IO AnyConnect 7' 12 7 7 A Ui, 25550 FDM B HxtZ 7 N
AAMBEGT HMERDHY . o, BITIHHTE 2HENH Y £,

BATRIOT 77 4 BT 4 D—E8 & LT, T3TD AnyConnect /Ny 7 — U EHE L 2 —|27 v 7'r—
KL Z%EJ, AnyConnect 7’0 7 7 A Vi, EEE X —ICEHET » 7 v — K L7V CiscoSecure Firewall
BATY =N T vy 7Fua— Rz Txxd,

BHE X =B ES L7ZBEF D Anyconnect, Hostscan, F72IIMNHBT 7 ¥y r—U &3 IRL £
9, 1 DL D AnyConnect /N 77—V ZRINT HLE R H Y 4, EFICOR CEMTRERSG S
I%. Hostscan, dap.xml, dataxml, E7213MF7 7 U FZRINT 205N H Y £7°, AnyConnect 7' H
T AMEIA TV a v TT,

dap.xml |, FDM EFHGT A ADLRGLEELW T 7 AL THOILERH Y 9, MIEIE,
7 7 A VT FTRER dapxml TEITINE T, BRELCKERTXTOTZ 7 ANV ET v 7 —RL

TEIRTDHDMLENRDH D 3, FHICKIT 5 & R4 b ~—2 Zdu, Cisco Secure Firewall 17 — /L
IIRRAEICEA T/ A,

[AAA] : Radius, LDAP, AD, LDAP, SAML, BXUO'R— VLIV AF A T OFRFEY — _R—03F RS

NET, TXTOAAA P —1"—DF—%HTH LE 3, Cisco Secure Firewall 17> —/L 3.0 LA, Live
Connect FDM EHEXf 57 /3 A A DO FHHA F— 1T B E3IICEE S EJ, moresystem: running-config
Tr7ANVEHERHLT, BRLX—250FE0OMKET v 7r—RRT5Z2 b TEET, AAA GG
F—%2 27 V7 THF A MNEATIGET 51213, WOFIEZFATLET,

G¥)

N B OFNANL, Cisco Secure Firewall 17 —/V OB TEITT HLERH Y 7,

1

2.

SSH = >V —/L%& 4> L C FDM BB 47 /3 A R Bt L E T,
more system:running-config =~ > K& AJJ L E 79,

aaa-server and local user £ 7 3 g LIZBEIL T2 U 7T F 2 FEROTRTD AAA FERL & 5t isd
HX—fE%E RO E7,

ciscoFDM#more system:running-config
|

aaa-server Test-RADIUS (inside) host 2.2.2.2

key <key in clear text> <----- The radius key is now displayed in clear text format. aaa-server
Test-LDAP (inside) host 3.3.3.3

ldap-login-password <Password in clear text> <----- TheLDAP/AD/LDAPS password is now displayed
in clear text format.

username Test User password <Password in clear text> <----- The Local user password is shown
in clear text.
G¥)

O—HNa—P =AU — RNFELENTWAEEIL, XA T— RENECHRT 50, £
7-1Z Cisco Secure Firewall {7 — /L CH L WA T — K&k T& £,

* LDAPS TlE, BHbE LU X —IZ AL UNHETT, KE{b ¥ 1 7 LDAPS D KA A L & B4 503
NV E9,
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* AD #—/3— Management Center (2%, —ED AD 77 A4 v VU RAL UPMETT, —EDRFAAL
DRI E 415 & | Cisco Secure Firewall BT —/VIZER R ENET, FEBROD-T2HEG, A7V <
7 MEERICT vy aT 23, —EDAD T IA <) NAL B ANTL2RERHY 5,

2L A% LDAPS ISR E STV D AAA H— "— D4 FDM BRI SRT /3 AP LR A ML E
TIERAAL L EBYR—FLETH, FHE X —I3FRA MELTIRAASL v OBEIR—FLET,
FDM B HEX R T NA AR A MAFETLI R AL UM EENTWAEES, T HRESE SN TER
SHET, FDM BHLRT A ZKHERIZ LDAPS D IP 7 FL ARG ENTWAEAIE, [VE—FT
7 AVPN (Remote Access VPN) D FD[AAAlEZ v a il RAAL B2 AT LET, AAA P —/3—
DIPT RVAZHHRTED RAAL VEANTHUERLY £,

S AT AD O AAA Y—3— (P— =% A T |LFDM EHKRRT /A AR T Microsoft) DHEr,
[AD7'Z A~V KAA > (AD Primary Domain) | Z&H ¥ % —CHRTL2MHE7 1 —/V FTT, =
D7 4 —/V RILFDM B EX G 7 /34 A CTIIEBNCAHER S 4179, FDM B B4 7 /34 A D LDAP-base-dn
MR B SV E T,

If the ldap-base-dn is: ou=Test-Ou,dc=gcevpn,dc=com

[AD 77 A4~V KAA > (ADPrimary Domain) ]i%, 774~ U KAA &K T 5 de. de=gcevpn,
de=com TIrE L7 4 —/V RTH, AD 774~ U FAA 1% geevpn.com (272 1) £,

LDAP-base-dn DV 7 /L7 7 A )L ;

cn=FDM, OU=ServiceAccounts, OU=abc, dc=abc, dc=com:

Z Z T, de=abc & de=com 7% abc.com & L CHEG S4L, AD 7' I A4~ U RAAL UBBRESNET,
cn=admin, cn=users, dc=fwsecurity, dc=cisco, dc=com:

AD 77 A4~ U RAA % fwsecurity.cisco.com T,

AD 774~V RAA XHBICESF S 41, Cisco Secure Firewall 7Y —/VICER RS IVE T,

GE)

AD 7 T4 RAAL VDI, VAL TVl FTLI—ETHILERDY £, BAPHEH
ENTZHA D, F 7203 Firewall BT — /LA FDM B HX R T 3 A 2K THZ o S 0WiGs
X, FFEDOY—N—DAD T T A~V NAAL L ZANTHEIITKROONET, ADTTFA~ U RAA
CERANT)UTHERC A BREE L £ 7,

[7 L AT —/ (Address Pool) ]: JXTD IPv4 7' —/L & IPv6 7 — /L3 Z ZIZERRINET,

[Z7/V—T7R Y v — (Group-Policy) |: 2Dt ailik, 7747 a7y A), BT n
TZrAN, VIAT LV MEVa— b BT BT 7 A NDIRWTN—T R —r G I N—T R
Uy —MNERRSINET, 7877 A0 [AnyConnect 7 7 1 /L (AnyConnect file) & 727 > 3 BN
SINTWDHHEEIE., FANCERESNTREBTCRRESNET, 2= —T o7y 0, BHEHIT0T7 74
NV, BEXRIIALAT U RN EVa— ) Ta7 7 A NVEBIREITHIRTE 7,

s [Bi 7 v 7 7 A /L (Connection Profile) | : T XCOEEHR T 7 7 AW/ N RNV TN—T N ZITH
REINET,

*[FZ A RARA b (Trustpoint) | : FDM EHR LT NA ZANLEHE L X —~D T A RMKRA M E
TZIZPKI AT V=7 FOBATIX, BITRIT 77 4 E7 4 D—E8RTH Y., RA VPN OBATZ IERIZELT
THEDICARAIRTY, [VE—FTZEBA A Z—7 =A% (Remote Access Interface) |27 3 3
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T/ u—/LSSL, IKEV2, BEXOA UV H—T 2 A AD N T ANKRA U b~y B 7 LT, BITOK

OFNAICHEAF T, LDAPS 7' h I L RHFHZ/2 > T DHiAE, 71— YL SSL & IKEV2 7 A b

RA Y MIMHATT, SAMLA 7V =7 MBFET 53 E, SAMLIDP & SP D R T A MARA &

SAMLt®Z7 v a > TCvy b7 TCEET, SPREIHEIEIA v a »TT, FED L RV T NL—TFIZD

WTIE, FTAMRA UV b E2A—N—=F3 A FTHZ L TEET, A——F 4 RENTZSAML + 7

A NARA 2 MBI E(E JC FDM B RT3 A AT ATRE72 5A1%. [SAMLO A —/3—F A
(Override SAML) | A7 2 » C#IRTE £,

FDM & HI%I 85 /34 A/ 5O PKI ZEHED T 7 2K — MZHOWTIE., [FDM & HIR LT 81 AKER
T ANDEZT AR— R EBRLTITEEN,

o [RAEBE~ v 7 (Certificate Maps) |: = ZICFEHE Y v 7BRERSINET,

AT w71 [SNMP] % 7 Cld, RO 7 %R, Wik, BLOBETE £7°,

ASA F /31 Z1Z SNMPV1/V2 F 7213 SNMPV3 BEN & 2 72 E 9 T HESWT, #BEIL [SNMPVI/V2] # 7
F7-1F [SNMPV3] ¥ 7 Ic K7 ENET,

SNMPV1/V2 :
o [IR A R —,3—4 (Host Server Name) ] : SNMP 7K A k D4 ij
«[IP7 KL A (IP Address) ]: SNMP 7R A R®DIP T LA

c[2I=2=F7 4 ALY Y (CommunityString) ]: FEI/TIHETH2LENHLHSNMP 2 2 =7 1 A b
Vo7, RARZRIRL, [TV 3> (Acions) |>[A 22T ALYV DEH (Update
Community String) JIZBEIL T, 232=7 4 A M) V7 Z2MBELET, ZhiL. SNMP ¥ —E R|Z
REINEIIa=T 4 FF2—VPALFE L THLINERDH D £7,

« [BRFEIRAE (Validation State) ]: ¥ —7%7 v MNMEHE L ¥ —TIER SN D AR A M — R—DMFEIRRE
SNMPv3 :
o [—H%—4 (User Name) ]: SNMP 7K A h D—H—4,

* [BFE/NA T — K (Authentication Password) ]:[7 7 > = (Actions) | %7 U > 7 LT, =—H—D
BENAT — REfRE LET

o [B5 Bt/ AT — K (Encryption Password) ]:[7 7 v 2> (Actions) %7 Vv LT, 2—H—D7
FTANY—=NATU— RERELET

o [RAEIRAE (Validation State) |: % —7% v MEEE L ¥ —TIER SN 25 2 —H — DGR E

AUTFUADRIBEI R — T Y DIEE

HHFEEN T v aZ3 b, Ry T v 7TE2ZTANTAUTF AT 4 0 RUICBEIT 5
WVERH Y £97,
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Start of the Maintenance Window

Manager will be moved from FDM managed to FMC lmanaged.
o This Step onwards should be performed in a maintenance window as there is a device downtime involved in
this migration process.
o Ensure connectivity between FDM device and FMC to move the device from FDM to FMC using FDM.
o FDM Devices enrolled with the cloud management will lose access upon registration with FMC
o Ensure out-of-band access to the FTD device is available, to access the device in case of accessibility issues
during migration.
o Itis highly recommended that a backup (export) of the FDM configuration is performed to restore the original
state of the firewall managed by FDM if required.
o FMC should be registered to Smart Licensing Server.

[vF3—Y % DOBE) (Move Manager) ] X—Y Clid, ROFFMZIBET 2L ENH VD 7,

* [FTDANATT SA ADE#%Z8 5D (FTD is behind NAT Device) ], [FMCZINATT /34 A D
H#%IZH S (FMC is behind NAT Device) ]. [NATDOEZIZT 734 ZAH3720 Y (No Device is
behind NAT) ] (7 7 4/L F&RE) OWTINEZRINL E3

[Management Center/Security Cloud Controls A 4 £ 721XIP7 KL A (Management
Center/Security Cloud Control Hostname or IP Address) ] : T X TOFEMNZ —5 v hDO~ R —
Ty bR INET, BEISLTIP ZEETEET,

A

(GE)  [FMCHNATT /31 AD#%(23 % (FMC is behind NAT Device) ]
OHE. 74— RIFEHINET,

« [Management Center/Security Cloud Control’5#% % — (Management Center/Security Cloud Control
RegistrationKey) ]: v —Y ¥ OBEHICHEH SN0 —EOBREGY —4 B ET L2 LEND
nEY,

[NATID] : (47> =) , Threat Defense & 7213EH T > % — 2 NAT 7 /34 ADHH%IT
b HGEITMETT,

[Threat Defense (FTD) 75 A R4 (Threat Defense (FTD) Hostname) ] : Threat Defense IP/7s
A ML, FDM FEMGT A AR PO RGSNE T, 2=V =3, LZEITSCTIP
EEFTEET, [FIDBNATT A ADE#IZH S (FTD is behind NAT Device) ] D35
G 74—V NIZERIET,

¢ [DNSH—/,3—727 L —=7 (DNS Server Group) | : 7 /3 A3 — x LEHE 7 —[#D
PHGE M S D DNS =" — 2 L —7,

* [Management Center/Security Cloud Control 7 7 £ A A L % —7 = A A (7 — X /EHE)
(Management Center/Security Cloud Control Access Interface (Data/Management)) | : < % —
Uy EBEITAOOT S EHRA A —T 2 ADWT N ERIRLES, T4 A
VE—=T 2 A AL, T—HFA L H—T 2 A AN L TEO L — PR SN TGS
WZOHYFR—FIET,
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[v*—Y % OFE) (Move Manager) ] #%#{9% & | Cisco Secure Firewall 17> — /LT X -
T, TR ARy NEEHE L X —~ D=V Yy OBHN M) H—ShEd, v~%—
CxEBETLLE. TAL ARV NOLT AL AT VA TE R ET,

BITT 2T /\M ABRDOREL. HRE L VRS
FIE

ATV TN ROZTERIRL, HREH 2GR L ET,
e f % —7 x4 A (Interfaces)
« /'— I (Routes)
« [YFA FE VPN k> /L (Site-to-Site VPN Tunnels) ]

BELDOF A RMEIVPN b > RAVREZ G E T, o= M) OFEFEHAE X —%2 —FEICHEHT 512
I, WOFIEICHENFE T,

c FAHEA X —ZTH T 50 A ME VPNRET S MY 2RI £,

4'0
e Xy —RK (= ) 27V w7 LT, T—TNVEREFHE Excel > — M/ AR — L
i -é‘o

« % VPN R EICX L CENENDINCF/HEFE X —2 ATIL, 77 A NVEERFELET, IKEV] &
IKEV2 Dfi 5 D3 —2 3 D IKE 58T VPN iREDH AL, I~ TRUISNTZ2 >DEEFIC
AHLET,

Ty —R ( ki ) 27U w7 LET, BITY—/Lid Excel D=2 Y ZFHAELY . VPN
RE DR T D HFFIHEA F—FICHERICEBEML £,

GE)
—fEREHO—HE L THEGIN R o FAEAX— 28T 5121, = MV ARIRL T[T
L aY (Actions) |>[ERI£EBEF—DEH (UpdatePre-SharedKey) (& &R$ 55 7 4L hDJ5
HEFEHT DM, Excel =/ AR—MLTHF—2FHL, 1> HA—FLET,

[EfLv— 47 =2 & (Dynamic-Route-Objects) ]2 >3 /TiE, BTSN DT XTOYR— i
TWAHLET V=l PBRERRSNET,

cARY—U R R
s VLT 4w AU AR
3l a7

cala=F 4 YA

[ 77—/ %R L= Cisco Secure Firewall Threat Defense ~0 FOM EE# £ 7/ X DT
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BT 57\« 2R oREL. #RsLUvRTE [

e AS /32

T A YR

ATv T2 b—1F (Routes) | &7 v a v idid, koL — bRFRENET,

s [AXT 4 v (Static) ]: TRTDIPVEBLOIPV6 AXT 4 v 7 )— "R LET,

«[BGP] : T XTCDOBGP /L— F&F R LET,

* [EIGRP] : TXT® EIGRP /b'— h # & /~x L' £7, EIGRP TlX. more system:running #2137 » 7' 17—
F&Eh, F—HA ST RWES, BiES—0BESnE T, Y —ABR T2 E{Lah
TWAHEAIE, EIGRP DA v 4 —T 2 A A® 7 a TR —2FETRETE 7, WiE¥ A 7
b, FERESAL, FERE, E£oiF e L) ZERL, ZRIOS U TR —2BETEET

ATV T3 FERMVET LIZD, [BRAE (Validate) 1227V v 7 LET,

KRFEF ., Cisco Secure Firewall 817 — /L IdE B o X — 128 L, BEFOA 7 V=7 FEHERL, T b
DATVxl NeBATHRA 7 V=27 hOU R MR LET, 27V BT TIEEHE ¥ —I2FF
E3 54, Cisco Secure Firewall 817 — /VIZIR OALBE A 1T L F 7,

ATvT4

I TVl bOLRETERERDFE A . Cisco Secure Firewall 7Y — VIZBEFEO A 7V = 7 k2 HA
AL, Bt 2 —ICH LA TV =7 F2ER L EH A,

ATV V7 FOLREINE U THERDN B 72 53546, Cisco Secure Firewall 17 —/WidA4 7 =7 F Ot
EERELET

BAEDEITIRIIE 2 Y — L TR T £,

MRFEDNTET L. [BRREA T —4 A (Validation Status) | ¥ A 7 R 7Ry 7 221 DU EOF TV =7 SO
BNERINTHEIT. WOFIEEZFEITLET,

a)

b)
<)

d)

e)

2)

[Bia OfEk (Resolve Conflicts) | %27 U v 27 LET,

Cisco Secure Firewall 1T —/Lix, 7P =7 FOBANRE SNEZHAIOUSC T, Ry NUY—2 %
7Y =7 & (Network Objects) | ¥ 7 £72lT [R— A7 =2 b (PortObjects) | ¥ 7 D\ nE Tz
IEE IS T A a2 R LET,

XTIV L, 727 bafERLET,

MANDIES TVl bOx M) R L, [72 32 (Actions) | > [BREDHAER (Resolve
Conflicts) | =N L 7,

[ OfEtt (Resolve Conflicts) |V 4 > RO T, HIE7 7 v a U AFEITLET,

7= & 213, BEfF D ManagementCenter 47V = 7 N & DOBEERENT H72DIC, A7V =7 MY 7 (>

I AEBBMTLDEIITROONDGERSHVET, TNV NOY T 4 v 7 A& AND D, HE
DYV T 47 AEXBRZ DI ENTEET,

[fi#k (Resolve) | &2 U 7 LET,

5T LEOFRTOAT Vw7 NOFEEMRLIZ5, [I’IF (Save) 1227V v 2 LET,

[RRFE (Validate) 1 %27 U v 7 LTHIRAZTRIEL, 3XTOAT V=2 hOBAZMR L2 & %7
BLET,
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. BITSNIZBROLUTA~D T v 2 2 : Management Center

ATV TS BEENET L, [MEEAT—# A (Validation Status) ] # A 7 1 7 7R v 7 A|Z [Successfully Validated] &\
IAE—UNRRINTD, BTSN ZEHE L #—I127 v 23 % (PushtheMigrated Configuration
to Management Center) ] (ZiEA % 97,

BITESN-BHROLTAD T Y2 : Management Center

R ORFEZ LTS, T _XTOFT V=7 hOFEEMRIE L TORWEAIX, Bifran
FDM & BRI 57 /3 A A {58 % Management Center (27" > = TX 8 A,

BAIT7 v ADZOAT » 7 TiX, BAT IRk % Management Center (2255 L £, &K
ZRET DB 78 AR E BB L £ A, 7272 L. BB 2854 _EOBEFORRIT
ZDOAT S THEINET,

\)

(GF)  Cisco Secure Firewall 517> — /L3 BAT S 1L7- A%k % Management Center [Z26(5F L T 5 i,
MR AEEL LD, T RZEHLED L2NTL S,

FIE

ATY 1 [MEFEAT —# A (Validation Status) | #4712 7R v 7 AT, MO 2R L £,

AT w72 [#D7 >~  = (PushConfiguration) %7 U~ 7 LT, BT L7 FDM&EXIHRT /A A #)% % Management
Center |25 L £,

Cisco Secure Firewall 217> — /L O LW bAEREZ T2 &0 BT 4 VX 2 H L TRBITR R 28
RIS TEET,

Cisco Secure Firewall 17> — /L, CSV ¥ v o— Ragmibk L, X—=Y b a—Z¢IE213T T
N—T Vv avrEliTs2ebTEET,

Cisco Secure Firewall 177 —/LZ, BITOETIROMENF RS £, =22V —/ L2, Management
Center |27 v ¥ a2 SN TWND AV KR—F 2 hOFEMREI TR AT IR R TEET,

GE)
—HERET Yy L aDFTHRICT =D LIEREN D DHEGE. BITY —TEEZ A —L, BiradikL
T —%2FETEET L), ot ELRN L TRITZHITT DI E2RODET, =7 —DHILHEIE
ERALTOHL, [BITOHAT (Continue with migration) | E 721X [FFIE (Abort) | Z@INTEE§, BiT%
PIEF D58, b I a—T 4T N R ey rn— R L, Srd7®IZ Cisco TAC & 3A T
TET,

BATZRATT 25613, BITY — VBT OISR LI2BiTE LT ET, BITRLEA— 24
vou—RLT, 7Py vaxzd—nRRRTBITSNRPTEREDY A 2R R TE LT,

AT T3 BITHRETLEL, [LAR— DX 7 v—FK (DownloadReport) | %7 U w7 LT, BT LHR— b EH
yoa— RLUTHRFLET,
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ATv74

sirgLt—rorresroxT

BT LR — b2 —1, Cisco Secure Firewall 17> — /L L [7 UGATIC & % Resources 7 # /L Z T

FENETS,
BITNKILTESGEIE, BITR LA - v 77740, BRORBIT 7 7 A VA HEEICHER LT, KIK
DJFN Z R L £7,

N TN a—TF 4 o ZIZOVWTIE, AR — FF—AIZfWEDLESLZ &L TEET,
BITOXBOYR—
BATICRT 2581, AR — MZBRWEbEL &N,

1

[BAT5E T (Complete Migration) ] B T, [¥8—h (Support) 1R %7 Y » 7 LET,
~)L T R— &*‘f}iﬁi’%% = ﬂi'@’*o

[PAR— kS /b (Support Bundle) | F =y 7Ry 7 AZA NI LT, ¥ Uyro— RT5E7 74
NEFIRLET,

GE)
o777 ANEDB 77 AT, TN IITE T E— FREIGEBIRERLTWET,

[ — K (Download) %7V v 7 LET,

PHR—=RIRU RV T 7 AE, B—h N RR(Zzipk LTH Y a— RENET, Zip 7 4/VF ZHhiH
LT, 2777 A4/L, DB, BLUOMK T 7 A VEZRRLET,

[Emailus] Z#27 U v 7 LT, T2 =AWNF—LEEDHEMEE T A—LTEELET,
Fyrua—RLEYR—h 77 A NVEEBFA—IVICERMNTHZELTEET,

[TAC X— 2 #) (Visit TACpage) 1 %7 V> 27 LT, YAadDHR— =T TTAC r—A%1E
JE‘Z L\ij—o

GE)
TAC 7 — A%, BATHIZWDOTH YR — b RX=U b A =7 TEET,

BT LE— FORBEBITORT

BITHROLR—MIT, SFESEARHTITIDACL 7 b, ACL Fifb., BLUOMER T 7
ANTEIT SN RELO RN B o —IZET 5B R RENET, i VTR, %
ST ZEW, BITT 2R ORE L, MR L OWEE (60 =X—)

FTV 2 NEER L TRIELET,
- HFIY
o ACL V— V&5t (BBATITDOHERL)

o L ORI L BT S B ACL L— L OAE, TE. vy RukEnbv 4,
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« ko> ACL 7 7 v M, BE{LORIZICH 7 &z ACL/V— L O&F%E R L

el

BATHICBITHR L R— 2 X o — FLENESSIE. ROV 72 EFHLTHE 7ya—FR
LTLEENY,

BAITHRLUVAR—ROX 7 m— Rz R7RA | ¢ http:/localhost:8888/api/downloads/post_migration
summary html format

)

GE) L 7R— M. Cisco Secure Firewall B1TY —/VOFEITHIZOIRKF 7 a— R TEE4,

FIE

ATV BITRLR— 2LV a— LGB LT,
ATvT2 BIThRLA—bEE, ZONELZEEICHZ L T, FDM EFBXIRT N A AERNR EO X5 IZBITI N
ez Bl L ET,
* Migration Summary : ASA FDM E BRI G277 /31 R b U3 2 B 1B ICRAT S -k o
. FDM EFBXRT NA A A X —7 = A A, Management Center ;R A h & RAA L H—4 v b
BT D 73 2 (AT 558) . BLOIEFICBAT SR ERICBET 2 RN E £
nET,
« FDM Migration Path : LR D 3 OB 70 —0DH 5, EOF T v a Un@ERan=naE R L E9,

* [Firepower Device Manager®#4T (FLBEHEKDA)  (Migrate Firepower Device Manager (Shared
Configurations Only)) ]

* [Firepower Device ManagerD 1T (7 /34 Ak L OULHEHERK A 5 Tr)  (Migrate Firepower Device
Manager (Includes Device & Shared Configurations)) ]

* [Firepower Device Manager (7 /34 A3 L OMHMHKEZ ETe) OFTDT /N4 A (FrLivvw— R =
7)) ~OFAT (Migrate Firepower Device Manager (Includes Device & Shared Configurations) to FTD

Device (New Hardware)) |

« Selective Policy Migration : #47T FIZ R SN2 HFE D FDM B HX 5T 3 A A FEEEDFEIL. [T /341
AHERKHERE (Device Configuration Features) |, [H:AHERHEEE (Shared Configuration Features) ], 3 X O
[B#ft. (Optimization) (D3 >OH T I YNTHEHATEET,

« FDM-managed device Interface to Threat Defense Interface Mapping : IEF BTSN A VX —T =4 A
DOFfAIE . FDM E B GRT SA AR DA > H—T = A A% BT L85 T34 ADA X —
Tz ATy BT LT, T~y BRI ERY ThL T LR LET,

GE)
DR v a s E, BB T DT AN, A L2V BIT, ERRBTICA v —T A
APERESNTWNVREWNGEICITE] S EE A,

[ 77—/ %R L= Cisco Secure Firewall Threat Defense ~0 FOM EE# £ 7/ X DT
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» Source Interface Names to Threat Defense Security Zones and Interface Groups : 1IEH (24T S 4172 FDM 4 2

XRT NA A v F—7 = A A ELAFIOFM, BILOTNE 2 BB T O OEx=2V T ¢
S b A VB =T 2 A AT N—T Iy BT LIc i, InbDxy VIR EBY ThH D
L aERLET,

G¥)
TOEREE) R R E NAT BBITICRIRENTWEWES., o7 va dEHShEEA,

» Object Conflict Handling : Management Center DEEF DO A7 V= 7 kLA L T 5 Lkl S 47z FDM
BHHNRTANA AL TV 27 bOFFM, 477 FOL4RTERENFE CHE . Cisco Secure Firewall
BATY —/ViX ManagementCenter 77 ¥ = 7 & HAIH L TWET, A7 Y= 7 NOARTHNFE U THERK
NELRDIGHEIT, BEENENLDOA TVl FOARIEERELTWET, INHDEFT7T V) &
EERICHER L, BiaNEYICRSNIZZ L 2B LET,

» Access Control Rules, NAT, and Routes You Chose Not to Migrate : Cisco Secure Firewall 17> — /L TEAT
LW XK 9 (@8R L7z /L — /L DM, Cisco Secure Firewall 17 — /W2 L » TEML S, BITESH
RPSTZNOGDNL—VEHERLET, ZNODITEMRL, BRLIETXTOL—ARZDOES T3
VICVARINTWDZ 2R LET, HEISUT, ZNHDOL—LEFETHK TE £,

« Partially Migrated Configuration : i£fi4 7' 2 V72 L THA— L EZBITTE D584 7 v a A& —
NEET, —HDBRIEAT T2 FDM EHRT /S A X L— /L OFEM, T b DITa MR L. FH/A
7Y 3 3 Management Center THAR— h SN TWENE I DEMHBELET, VP AR— S TWa5E
X, o047 v a v EFEBTHRLET,

« Unsupported Configuration : Cisco Secure Firewall 17> — /L3 2L 6 ODFERED AT A2 A — kL T
Wiz, BATS Do 72 FDM BB T /S A A HERRE R OFEM, ZN b OIT 2R L, SHEREDS
BT D8 THAR—F SN TWEINE I DEMHERLET, £OYATE. Management Center T2
o DR ZE FEITHALL £77,

« Expanded Access Control Policy Rules : #1THf(ZH— 0> FDM & B85 /XA A Point /L —/ L S5 D
BT DB L — YRR ST FDM BB R T AA A 7782 ar br— R o— b—
IV DRERM

» Actions Taken on Access Control Rules

+ Access Rules You Chose Not to Migrate : Cisco Secure Firewall 17> — /L CEAT L7\ K 9 1T L
72 FDM R T ASA X T 78 23y hr—/lb— L OiFfll, ZbOITEmR L, R
FTRTOL—NANRZOEI7 T a N ARSNTNDLZ 2R LET, HBEIISLT, Zb
DN—)V % FETHE TE LT,

* Access Rules with Rule Action Change : Cisco Secure Firewall 17> — VA LT [L—AT7 7 23
V] WEBRENETRTOT 7 A ary ba—L R — b—LOFEM, V—LT 273D
fE1X. Allow. Trust., Monitor, Block, Block withreset T9, ZALHDITZHER L. BIR L7724
TON—IVNZDEZa YA RENTWDZ &R LET, LEZLUT, ZRHDL—
NV FEITHRTE £,

+ Access Control Rules that have IPS Policy and Variable Set Applied : IPS R Y > —2@H I T\ 57
RTOFDMEHNRT ANA AT VA ay ba—LR ) o— b— VO, Znb50L—1L%E
EEICHERE L. Z OWRED BRI T 20 THR—F ST L0 E I a R LET,
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» Access Control Rules that have File Policy Applied : 7 7 A LR U =R H I N TNBETXTO FDM
H’sfjﬁﬁ%'r/vf AT IRAayba—)LRY — L= LOFEM, T D —/L & EE IR
Z OMRED BRI T D THAR— PSR TWENE I nEERLET,

» Access Control Rules that have Rule ‘Log’ Setting Change : Cisco Secure Firewall 17> — /L& L T
Mo ZE%E] WER S FDM BHMRT SA A T 72 Aay ha— o b— VO, v 7%
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Is BGP Configured FDM & HEt 5 5 /34 A T BGP MMRE & C | false
WAHMMNE D M»

EIGRP 2L & T 5200 |FDM BHLIG S5 /XA AT EIGRP 23k S 1 | false

I D> TWDENE I D

Is OSPF Configured FDM & Hixt 527 /31 AT OSPF A\ S | false

TWNBEMPE I M
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Target Management Bl NEHT AL ADEAT Management Center
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T—2 KAk El: ] EDH
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Name TrEA ayha— R —DLRT | FFE LA
VY

Partially Migrated ACL Rule Counts | #3451 T < 4L7- ACL V— /L D558 | 3

Expanded ACP Rule Counts YERE ACP L — L D¥K 0

NAT 7R1) & —

Name NAT R Y > — D4 Hi FELR
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NAT Rule Counts AT 47 NAT L— /L DA 0
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T—2 RS b B EDHI
Sub Interface Counts EH AN T A R —T A ZADE 0
Static Routes Counts gL — h O 0
Objects Counts B Shi=A 7Y =7 DK 34
Object Group Counts ERRENTeAT V=7 NI NA—T D% |6
Security Zone Counts EcshietF 27 0 — D8 3
Network Object Reused Counts | ffIfil S 7472 = 7 k¥ 21
Network Object Rename Counts LEIDEFE XN T2 PO 1
Port Object Reused Counts FR SR H— R AT s ¥k |0
Port Object Rename Counts LHINEE SN K — T =2 ko |0
ey

& 7: Cisco Secure Firewall 3617V —)LDIN T+ —IX VR TFT—4H

F—5 K12 k| 3 el
Conversion Time | FDM ‘& HExt 5257 /5 A ARERRAT OFRNTIZ D303 T=BER (4)) 14
Migration Time | x> RV —x ROBIFICH D> 725 R (4)) 592
Config Push Time | &Mk D7 v & 2 12 h3h o =B (4)) 7

Migration Status | FDM & H%} 525 /3 A% D Management Center ~D#470 A | SUCCESS
T—HA

Error Message Cisco Secure Firewall B{TY — Ml k> TERENDHTZTFT—A > [null
T

Error Description | = 5 — /3584 L 72 Befids L OVE 2 B AL D MRAAICRI 3 238 |nul

TLAKRY DM 774 ILDHF]
RIZ., Threat Defense |~ FDM EEEX R T A AMEREBITT2HADT VA NI T—X T 74

NORZR L ET,

{

"metadata": {

"contentType": "application/json", "topic": "migrationtool.telemetry"

}l

"payload": { "FDM config stats": {

"access_rules_counts": 46,

"acl counts": 46,

"fqdn based access_rule counts": 7, "is bgp configured": false, "is eigrp_ configured":

false, "is multicast configured": false, "is ospf configured": false, "is pbr configured":
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false, "is_ra vpn configured": false, "is s2s vpn configured": false,
"is_ snmp_configured": false, "local users counts": O,

"nat_rule counts": 17,

"network object counts": 34,

"network object group counts": 6,

"port object counts": 85,

"port object group_ counts": 37,
"sgt_based access_rules_count": O,
"timerange based access_rule counts": 1,
"total unparsed access_rule counts": 3,
"unparsed config count": 68,

"unsupported _access_rules_count": 3,

"unsupported nat rule count": 0

}I

"context mode": "SINGLE", "error description": null, "error message": null,
"firewall mode": "ROUTED", "migration status": "SUCCESS", "migration summary": {
"access_control policy": [ [

{

"access_rule counts": 0,

"expanded acp_rule counts": 0, "name": "Doesn't Exist",
"partially migrated acl rule counts": 3

}

]

]I

"interface counts": 0,

"interface group counts": 0, "nat Policy": [

[

{

"NAT rule counts": 0, "name": "Doesn't Exist",
"partially migrated nat rule counts": 0

}

]

]I

"network object rename counts": 1,

"network object reused counts": 21,

"object group_counts": 6,

"objects counts": 34,

"port object rename counts": O,

"port object reused counts": O,

"security zone_ counts": 3,

"static_routes_counts": 0,

"sub interface counts": 0

}I

"migration tool version": "1.1.0.1912",

"source config counts": 504,

"source device model number": " FDM5585-SSP-10, 5969 MB RAM, CPU Xeon 5500 series 2000
MHz, 1 CPU (4 cores)",

"source device serial number": "JAF1528ACAD", "source device version": "9.6(2)",
"source_ type": "FDM",

"system information": {

"browser": "Chrome/69.0.3497.100", "operating system": "Windows NT 10.0; Win64; x64"
}I

"target device model": "Cisco Firepower Threat Defense for VMWare",
"target device version": "75",

"target management type": "Management Center", "target management version": "6.2.3.3
(build 76)",

"time": "2018-09-28 18:17:56",

"tool performance": { "config push time": 7,

"conversion time": 14,

"migration time": 592

}

}I

"version": "1.0"
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