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W2, Xy hI—=2 LR —bOF TV Mkt T DX I
DFE L7, kO RE b, P L UWREE (Optimize, Review and
Validate Configuration) | ~—Y D% T 547 TCINHDA TV =
7 MR L, (A7 V=7 FETN—T Dkl (Optimize Objects
and Groups) 1% 7 U v 7 LC, #{75?® Management Center (Zf1T
TORNCAT V=27 bOU A Mt LEd, BITY—id H
Uz FFOA T V=7 NETNA—T%HAIL, 65 2R 50
BRI D X5k ET, sBlicOWTIE, ko &b, i
BB LOMGE) 2L T EEN,

Cisco SecureFirewall Threat Defense ~0 FDM EIEX R T/ 1 A DFEIT
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TRy 7 ANRFE NI TND I EEMERLET, SO T
. TR O L, HERB I OWEE 22 LT EEN,
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Tl NeMOFT T2y WA TITINATBAITTE DL H1272D
F L7z, BATHIC, (o R, fEdds X OMERE (Optimize,
Review and Validate Configuration) |X—Y @D [4A7 Y =7 b

(Objects) 17 4> RO [URLA 7Y =7 k (URLObjects) 1% 7

ERERLET, FEMICOVWTIE, TR Ok, e LU
AE] ZZRLTIEEN,

Palo Alto Networks 7 7 4 7 )+ —JL® Cisco Secure Firewall Threat
Defense ~D#FH 1T

* Palo Alto Networks 77 7 A 7 7 #+ —/L/)» &> Threat Defense 7 /31 A
URL A7 V=7 b4 T2y NAATITMATEBITTED
970 £ Lz, BATHIC, RO, fERSI K URGEE

(Optimize, Review and Validate Configuration) | X—2 D [4 7 ¥ =
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2T HNTHERLET, I OWTIE, ko, s
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https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fortinet/fortinet-to-threat-defense-with-migration-tool/m-fortinet-to-threat-defense-migration-workflow.html#id_70162
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fortinet/fortinet-to-threat-defense-with-migration-tool/m-fortinet-to-threat-defense-migration-workflow.html#id_70162
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool/m-pan-to-threat-defense-migration-workflow.html#id_70162
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool/m-pan-to-threat-defense-migration-workflow.html#id_70162
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» Secure Firewall ASA ™ WebVPN %1 % . Threat Defense 7 /31 A D
Zero Trust Access Policy BXEICEAITTE H L D120 F L7, [Hne
DIEP (Select Features) ] ~X—3C [WebVPN] F = v 7R v 7 AN
FUNTIRoTND Z LB L, [REDRKE L, . Ak
(Optimize, Review and Validate Configuration) | ~<—3THr L\

[WebVPN] % 7 Zfifgi L £ 9", ThreatDefense 7 /31 A & X —74" > K
FHE 2 —d, N—Va U TALRETETIN, Bitmr YL
LT Snort3 ZFEATL TWAHMERSH Y 7,

Simple Network Management Protocol (SNMP) 35 & O Dynamic Host
Configuration Protocol (DHCP) DF%E % Threat Defense 7 /3A A |Z
BATTE DL 910720 £ L, [BEREDIEIR (Select Features) ]—
VT, [SNMP] B X O [DHCP] F = v 7R v 7 ANRF AT/ > T
%HZ L AR LET, Secure Firewall ASA C DHCP 3% /E L T %
%A%, DHCPH— "—F 72XV L—=— = k & DDNS O E
BRBATRG L LGEIRTED ZLITIEELTLES N,

INTFAUTHIANASATNA AERFATTHLEIL, Fax b~

IVFRZ (BCMP) N—T o v TRERH—A A2 ADEEB

HO~—Y SN THFRAMBITIIBITTE LI EL

7o T ENIZH~ VY —D[b— b (Routes) % A /MZECMP Y —

YHHEENDL ORI F L, [REDKEL, VE2—, BEE
(Optimize, Review and Validate Configuration) ] -X—"® [JL— b
(Routes) | ¥ 7 CRILZ & ZMFETE £7,

A FTI v I RB N A B =T x4 (DVTD) REDHK A
73 w7 bV % Secure Firewall ASA 7>5 Threat Defense 7 /3 A
AT TEDL LDV E LT, ZblE, [BExX=2VT 4V —
YAVE =T 2 A RTN—=T BIUVRE~DASAA v H—7 =
A AD~< 7 (Map ASA Interfaces to Security Zones, Interface
Groups,and VRFs) |"— Y T~ v B 7 CT&Ed, Z OMEREL A
THITIE, ASA D=V 3 N 9.19x) LIETH D Z & 2R L %
R

Cisco Secure Firewall Threat Defense A0 FDM EIEXE T /31 A DFEIT
¢ SNMPRHTTP 25T L A ¥ 7 X2V F 4R —, =L T =T

BLOT7 7 A NVKRY > —3E % FDM EEEXIG T /314 2/ 5 Threat
Defense 7 /3A AT TCEH L IRV ELE, ¥—F > MEH
T F—DN=Ta VR TALUBETHD Z L, BLO [HEEDER
(Select Features) | X—Y D [V T v h 7 +—LFE (Platform
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e Check Point 7 7 A 7 U 4 —/L DY A ~EH VPN (KU o —~_—X)

%€ % Threat Defense 7 /3 AIBATCEH L2 Lz, 2
DOFHEIL, Check Point R80 LAFEMD /X— 3 > 33 &L T Management
Center 33 & U" Threat Defense /X— > 3 > 6.7 UUBRICEA SN 5 Z &
WICHERE LT EEN, [HreDER (Select Features) ]-X—C, [V
A REVPN k> /L (Site-to-Site VPN Tunnels) | T = > 7 R > 7 A
DA NI TWBZ L EHRLET, ZNET A REFORE
Th o7, [FTD7e L THifT (Proceed without FTD) ] iR L 7=
Bt BATY — /W ZN B OREFTFERSNRNT LIZEREL TS
720,

Cisco Secure Firewall Threat Defense ~® Fortinet 7 74 724 —JL®D
o 2]
» Fortinet 7 7 A 7 #—/L )5 Threat Defense 7 /31 A TR E & AT
THEXWC, THYr—vary 7k A arba—L JA b
(ACL) Z (b TEDL X DT L, EREDOHKEIL, L
B —, MREE (Optimize, Review and Validate Configuration) ]<—
2O [ACLOHG#AL (Optimize ACL) R % » 24 LT, TUE ACL
LY RYACLOY A hEFRRL, kbl R— &4y n—
F L CEffi7e ACL fH#AFR R LET,
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» Cisco Secure Firewall #17>—/L{%, Cisco Secure Firewall ASA 7 /3
A A6 Threat Defense 7734 A~DOEED 85 o ALXTF L |k
T7AT A=V ET—ROEX2 T 4 arTHX NOBITEY
RN— ;95192720 F L7z, Cisco Secure Firewall ASA 7 /31 A
NDO2OUED NG ART LU N 77 AT U4 —)LE—RDa
VTRARNERTUANRT LU FNE— RO VU RAZ AT —Y
L, ZNHEBITTEET,

1D ED a7 %2 MI VPN RENH 556 D VPN R ED ASA
JBBACIL. VPNIRTE% ¥ —/4 v b ® Threat Defense 7 /XA A ZIEAT
THAVTHXARNEIODORBIRTEET, BN L7ehoTlzar T
XA RNSIE, VPN BRELUANADOT R TOBRENBITSNET,

FEANZOWTIE, TASA X 2T 4 arTHFAMOER | 25
LT,

Cisco Secure Firewall 17> — /L 2 L T, ¥4 MBI £—
k7 22 A VPN & & % Fortinet 35 X O Palo Alto Networks 7 7 A 7
7 4 —/L )5 Threat Defense (AT TE D L O £ L7, [HKEE
DFER  (SelectFeatures) 731 026, B474 5 VPNIEREA IR L
9. [Migrating Palo Alto Networks Firewall to Secure Firewall Threat
Defense with the Migration Tooll] ¥ X" ['Migrating Fortinet Firewall
to Secure Firewall Threat Defense with the Migration Tool] @ T[Specify

Destination Parameters for the Secure Firewall Migration Tool| &7 3 =
YEZHRLTLIIEE N,

Cisco Secure Firewall ASA 7 /3A A5 1 DL EDONLV—T v RET

T UART VLN T AT VA=V E—RFOEF2 T 42

T X A MEEIR L, Cisco Secure Firewall 17 — V& LT
YINATRARNEEIIALT AL TRANERBITTEDH LI
720 FE L,
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https://www.cisco.com/content/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#select-the-asa-security-context
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool/m-pan-to-threat-defense-migration-workflow.html#id_68145
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool/m-pan-to-threat-defense-migration-workflow.html#id_68145
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fortinet/fortinet-to-threat-defense-with-migration-tool/m-fortinet-to-threat-defense-migration-workflow.html#id_68145
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-fortinet/fortinet-to-threat-defense-with-migration-tool/m-fortinet-to-threat-defense-migration-workflow.html#id_68145
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Threat Defense 7 /3 ZA~DEHDOEX 2 F 4 a3 TXF R OB
TEVR—FTHLIERDELLE, WTNDLOITHFA NG
BEEBITT D0, T XCOAM—T v R 77 AT U4 —/L ET—F
DALTHXAIPOREE~Y—V L TRBITTOINEBRRTEET,
BRDONF o ART LY N 77 AT 04—/ E—F arsx A b
MHEDOREDO~Y—VOHR— M, Ebe<<FIHAREICRY £5,
FEMZHOWTIE, TASA 794~V X254 avTFHFALD
BN 22 LTSN,

BATY — i, RV —T 4 U 7B X OB (VRF) HEEZTEH L
T, VATFarTXRA MO ASABRECBEINI SN M7
T4 v 7u—FERLET, UL Hiiiy— Y SRERED
—EBICZR D EY, BATY AR L= TR X S oBIE, B
W[z T F AL (Contexts) | %A /L THER T, fRHTH I [fRdT
OREE (Parsed Summary) ] 2—D# LU [VRF] # A /L CTHER T
XET, FEBITY VL, [EX 2V T4 =T >
AARTN—T~DA L H—T =24 AD~ v 7 (MapInterfaces to
Security Zones and Interface Groups) ] X— 12, Zi#L 5O VRF

YUV TENTWOAS U E =T oA A RFLET,

Cisco Secure Firewall 21T — /L OFH LWVFEE— REHH L TRIT
U—r 7ua—2KER L, EBEOBITNED X Sk b 0% ik
TELX2CR0E L, S VWX, 7747 U —1i
ITY—TOTEE—ROMEMH] 2L TIEEN,

Hr LUWSBEYEIE & X 7 DIEIEIZ L Y | Cisco Secure Firewall 17> —
JUTE. Palo Alto Networks 7 7 4 7 7 % — /L@ Threat Defense ~D#%
T LT, WESNEREBIT= 7 AR = o A58 TRt L F
‘a‘o
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Cisco Secure Firewall 517> —/L 4.0.3 |Z1X, X DEIEE . ROFT=72
PEARMERE N G E N TV ET,

« 1T —/LC, PAN #%JE % Threat Defense (2177 5 7= DRk &
N[ 77V —va s~y (Application Mapping) ] i /3
RSN D L DI F Lz, FEMICOWTIE, [BITY — L 2ff
FH L7z Palo Alto Networks 7 7 A 7 7 4 — /L & Cisco Secure Firewall
Threat Defense ~DHAT] HA KD Mk 77V r—va <y
B 7 #BRLULTIIEZEN,
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https://www.cisco.com/content/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#select-the-asa-security-context
https://www.cisco.com/content/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#select-the-asa-security-context
https://www.cisco.com/content/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#using-the-demo-mode-in-firewall-migration-tool
https://www.cisco.com/content/en/us/td/docs/security/firepower/migration-tool/migration-guide/ASA2FTD-with-FP-Migration-Tool/m-asa-to-threat-defense-migration-workflow.html#using-the-demo-mode-in-firewall-migration-tool
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool/m-pan-to-threat-defense-migration-workflow.html#Cisco_Task.dita_77bc0e03-7711-4ab9-b9cb-e30af261fb8b
https://www.cisco.com/c/en/us/td/docs/security/firepower/migration-tool/migration-guide-pan/pan2threat-defense-with-the-migration-tool/m-pan-to-threat-defense-migration-workflow.html#Cisco_Task.dita_77bc0e03-7711-4ab9-b9cb-e30af261fb8b
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KA MIFEALEEENFEAN, JRERT VA N T —HIT,
EVEMRT VAN T 2DV A MEREEFLET, ZORTIL,
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DI CEATL TV D
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+ (Windows) [Power & Sleep] T [Sleep] 5% & %° [Never put the PC to Sleep] {25 E ST 5
To, KBBRBATY v v a PIC vy AT AR A Y —FREBIZZ2 5720

¢ (macOS) KHMELRBIT v afliar Ba—F En—RF 4 A7 NA Y —7IREEIC 2
5720 & 91T [Energy Saver] 5% EDMERK STV D
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s
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BH FI,
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GE)  90OHOEEE LT A T AT TCHLREES T AV T a r0EsS
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Defense (ZAER 2 BT T £9°,

« Multicloud Defense ®-X— A URL & CDO 77> M ERFF L TV 5,

« API &—Z{ERk L. API % —{EmkBF(Z, Multicloud Defense 234 5% 3% APl —ID & API
F—L—Y Ly bbabt—L7, FEMIZoOW T,  [Create an API Key in Multicloud
Defense] ZZML T 7ZE0,
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cAR—h AT/ b

*FQDN 47 Y= b

BITTHR—FEINBY IO T7DIN—23 Y

Cisco Secure Firewall 17> —/LiZ. Check Point (r80 ~ r81) »X—3” 3 > ® Multicloud Defense
~OBATEYR—FLTWET,

A > My
BELEE #
Z OIETIX, Multicloud Defense B# D & F K Flpax—H—H A ROMEEZRLET,
» Cisco Multicloud Defense User Guide [3<7E
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https://docs.manage.security.cisco.com/multicloud/g_introduction.html#!t-create-an-api-key-in-mcd.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/release_notes/cisco-multicloud-defense-release-notes.html
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/about-multicloud-defense.html#multicloud-defense-naming-conventions
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https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/about-multicloud-defense.html#multicloud-defense-recommended-version
https://www.cisco.com/c/en/us/td/docs/security/cdo/multicloud-defense/user-guide/cisco-multicloud-defense-user-guide/about-multicloud-defense.html#multicloud-defense-in-security-cloud-control
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