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« BATH) . F= v 7 HRA 2k D5 Threat Defense 2100 ~ (55 ~X—7)

ITURY—IVFDFIR

WD 7 1 —F ¥ — K, CiscoSecure Firewall 217> — /L& {# H L T, CheckPoint 7 7 A 7 7 4 —
)V % Threat Defense (2179 5V —27 7 —% /R L CWVET,

1) Download the 4) (Optional) 5) Launch the 6 ) (Optio 16) Review the
Secure Firewall Zip the Secure ° post-migration
Local migration tool exported files Firewall —> report
> Exp — P
Machine from Cisco.com migration tool
v
2) (optional)
Export
Check Point Check Point
Web config files
Visualization for 177
17) Deploy the migrated
configuration from
Management management center
o to threat defense
3) (Optional) 8)( 9)specify the 11) Review the 12)Map Check 13) Map Check 14) Optimize, 15) Push the migrated
Secur Export device live destination pre-migration Point configura- Pointinterfaces " review, and configuration to
5 ecus EH configuration Check Point Check Point parameters and report tions with with security __ validate the __ management center
TSl using Configu- (r80) and —* configfle —* select features threat defense > zones and configuration and download the
Migration Tool ration export the for migration interfaces interface post-migration
Extractor config file groups report
10/ (optional)
Generate
API token
CDO from CDO

17V —IL % L 7= Check Point Firewall 5 5 Cisco Secure Firewall Threat Defense ~ D #%1T .
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D—9 AR—R

FIE

7 |Local Machine

Cisco.com 75 Cisco Secure Firewall {7 — /L& X o a— KL
*9, FEMARFIEICOWTIL,  [Cisco.com 75 @ Cisco Secure
Firewall BTV — /L DF 7o — | 28R LTLIFEN,

2 Check Point @ Web
aIRAL Y — v

({E:#) 177 @ Check Point #p 7 7 A VA& =7 AR — b LET,
177 @ Check Point i 7 7 A V& =7 AR — N F 5121k, 177D
Check Point # 7 7 A VDT 7 AR — b | LT TEEW,
Cisco Secure Firewall 17> — /1™ Live Connect f#E % f# ] L T r80
DT 7 A Va7 AR— T 25813, FIRSICAFy 7L
£7

7> | Local Machine

(fI-&) FMT-CP-Config-Extractor Z{#H L TT /A Atk %z 7
ZR— kL %9, FMT-CP-Config-Extractor v4.0.1-8248 % fifi ffl L C
177 DT A AR E =7 AR— M DI,

[FMT-CP-Config-Extractor v4.0.1-8248 > — /L Zffi [l L 727 /34 A
W DT 7 ZAR— R ZZRLTIEIVY,

::-/' 4'\-} Local Machine

(ER) =7 AR—bSINT7 7 ANVEEMHLES, T7THIC=Y
AR—= ST XTOWRT 7 A NVEFIRL, TN bZzip” 7
AVIZJERE L E T, §El2FIEICOW T, =7 AKR—F3h
727 7 ANVDIERE 2SR LTIIEIN,

/= |Local Machine

1 — % )L~ 3 Cisco Secure Firewall 17> — /L & &) L £,
[Cisco Secure Firewall 17> — /L OE#E)] 2L T &0,

R O 728 @ Check Point  (180) 7 /34 A D HHIFXE : Firewall
@ Live Connect Z 7 5 #ijlZ, Check Point (r80) 7 /3A A TnH
TANERERERT DB H Y £7, Check Point (r80) 7 /31
2D T A AFRMOEFFREICOWTIL,  [Live Connect Z1fi f L
T-ABRARH D 72 8 D Check Point (180) 7 /31 ADHHFRTE] &5
LTLIES, ZOFIEZ, 180T /31 ADIERK T 7 A L OBAT
ZEHE L TV A AICORMETT, (777 A ADORER & BT
L TPEOEAIE, FIESIZAF YT LET,

5 )

’6\ Local Machine

e }"\.‘ Cisco Secure

/| Firewall 17> —
V%

(fE) 7 A 7 CheckPoint (r80) ZHiE L, #pk~7 v A V&2 T
AR — b L£9, Live Connect ##E % {# i L T r80 ® Check Point
W7 7 A VBT 7 AR— T 25I21%, 1180 @ Check Point /i
T ANET I AR — T HFIA] 2R L TN,

7o | Cisco Secure
/| Firewall 17> —
V%

({EE) Check Point 17 7 A V&7 v 7 mu— KL%, Check
Point ¥é 7 7 A VDT v 7 — ROZEH 72 FIEIZ OV T,
[Check Point#p 7 7 A VDT v 77— K| BB TN,

. 1TV —IL % {EF L 7= Check Point Firewall 7\ 5 Cisco Secure Firewall Threat Defense ~ DF& 1T
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zvrv—zvrnFE [

D—9RAR—R | FIE
‘g |Cisco Secure ZDAT v TR, BITOHERENRT A —F R ETEET, 7
" |Firewall 81T — |#172FIEIZ > TlE. [ Cisco Secure Firewall 17 — /L Oz 5
Us T A=ZDEE] ZBRL TSV,
10) |€DPO (ER) ZOFIEIEETHY . 77U RTRHEES D Firewall
- Management Center # A T/EE L ¥ — & L TRIRLZHGEIZO
HMEETT, MR FNEIZ OV TiX,  TCisco Secure Firewall #£17
V= VDGR T A— X DIFE)] B L TIIEEN,
(17) | Cisco Secure BATHIL R — h & X oo — RUESHICBEI L, LR— k25
| Firewall BATY — |ZBU ¥, 3R TIEICOWTIE, [BTHLE— FOMR %
v ZHLTLEEN,
12) Cisco Secure Cisco Secure Firewall #17> — /L Z i 45 & . Check Point 1% %
" |Firewall 17> — | Threat Defense > % —7 = A A~ v B> 7 T £, e T
v NEIZS>WTIX, TF =7 ARA 2 b Rk L Secure Firewall Device
Manager Threat Defense f > % —7 = A AD~ vy 7| ZHKEL
T,
(13) |Cisco Secure Check Point HfR 73 1F L < B47 & 415 X 912, Check Point A > & —
7 |Firewall 817 — | 7 = 1 2 %3#t)72 Threat Defense { > % —7 = A A 47V x 7 k.,
v X2V T4V = BIOA LV F—T =2 AT N—T|I~v v E
Y7 LET, R FIEICOWTE, X2 Ty —r iAo
VHE—T 2 A AT N—T~DF 2 IRA LV A F—T AR
D~y 7] ZBRLTIEINY,
(14) | Cisco Secure MR A2 HEICHERR L, #4203 Y) C Threat Defense 7 734 A DAL
7 (Firewall B1TY — | N L KT 5 2 L 2R LET, A FIHCOWTIE, (5
Us b, HERROER EMRGE] 22 LT EEN,
(15) | Cisco Secure BAT7RERDZORT v 7Tl BT Sl e Bt 5 —
7 |Firewall B1TY — 1242 L, BIFTRLE— b2 XYoo — RT3 5512 LET,
Jv PR FHEIZOWTIE,  [BATESNIHROLL T~D 7 v v =
Management Center] ZZM L T 72 &0,
(16) |Local Machine BATHRLAR— b 2x v rn— RLEEFRICBEIL, LE— %2k
— SBLFET, FEMARFNEIC ST, [Check Point DF1TH#H L AR —
FOWMEREBATOET ] 2R TITEE N,
. 17 Management Center | #17 L 7= 2 & Ptz o % — 7> 5 Threat Defense (2 BRI L £,
—/ #72FNEIZ SV TIL,  [Check Point DFEATH L AN — h DR & B
TOwET Z22RLTTESN,

1TV —IL % {EF L 7= Check Point Firewall 7 5 Cisco Secure Firewall Threat Defense ~ DF£ 1T .
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B seomizzes

BITORIREH

Fxy 7 RA L MEREBITT DRI, ROT 7T 4 T 4 2FEITLET,

Cisco.com D 5 ® Cisco Secure Firewall {7V —J/LODAH>O0— K

ATy I

ATy T2

ATy T3

1R BHHIIZ

Cisco.com ~DA > # —3 v MEHEN A HE7R Windows 10 64 > b F721% macOS X— 3
1013 LD~ > U LB T,

a2 ¥ a—4 T, Cisco Secure Firewall 17 —/VHD 7 VX B LE T,

TOTFNFIIE, MOT 7 ANERFELRNT EE2BEID LE T, Cisco Secure Firewall 17 —/L % &
#HiorL, vl V=2 BIOZOMITRTOT 7 ANNRIDOT 3NV A IIREINET,

Gx) Cisco Secure Firewall B{TY — /L OFHFNR—Ta v w2 F v o — KT 58481%, 2F5HLWT
WA L, BEED 7 # VA IHER LR T EE N,

https://software.cisco.com/download/home/286306503/type %2R L. [Firewallf$17>” —/L (Firewall Migration
Tool) 227 V7 LET,

LRV 7% 7Y w74 5L, [Firewall NGFW/N—F ¥ /L (Firewall NGFW Virtual) ] @ [Cisco Secure
Firewall517> —/L (Firewall Migration Tool) 1 (ZBEI L £, ZEIZxT D5 T34 ADX 7 m—FK
HEIR A & Cisco Secure Firewall BTV — %2 X o a— K452 Ly TxET,

Cisco Secure Firewall {17V — /L OEH N N— a9 0% fERRLEET7 # VK I Ay a— R LET,

Windows f F 721X macOS ~ o > Dt 72 Cisco Secure Firewall 517> — /VEZITRIRETZ 7 A VB X D o —
I\\\ ]\/ i ﬁ‘o

RDERY
Check Point # ~7 7 4 /LD 7 AR — |k

Check Point iR 7 7 /1 LD T YU AR— bk

R @ Check Point #f % =7 AR — h CTEF£7,
e 177 @ Check Point #&i% 7 7 A /L DT 7 AKR— K

* 180 @ Check Point #&a 7 7 A /L DT 7 AKR— K

. #47Y— )L Z{E R L 1= Check Point Firewall 5 5 Cisco Secure Firewall Threat Defense ~ D517
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| Check Point 0 Threat Defense ~D#1T7—4 70—
177 O Check Point #m 7 7 1 LT o ZK— [

r77 O Check Point iR 7 7 1 LD T H R7R— k
177 ® Check Point f§ji 7 7 A V& =7 AR — F 3 H120%, ROFINEEZFEITLET,
« Check Point Web Visualization Tool (WVT) Z{#HH L7-tERK DT 7 ZR— K

« FMT-CP-Config-Extractor v4.0.1-8248 > — /L Z{HH L 727 /A AR DO 7 AR —F (26
e

s T AR— FZNT=T 7 A VDL
Check Point Web Visualization Tool (WVT) Z{#FR L=EROIT Y XHR—

AT w71 Check Point Management Server |Z7 7 ¥ AT H U~ AT —v gy Cavy K77 MaREEd,
AT w72 Check Point Firewall 73— 2 >|Zi# L 7= Check Point Portal 2> WVT 24 7 v — R LET,

ATY T3 WVTzip 7 7 A VEMRE L 7,

AT 74 Check Point WVT ¥V — /LMl SNTZF CV— R 7 4 VXD FIZH LWY 7 7 4 VX EER L 77,
ATFwTE a<x s R7a 7T, T4L27 P2 WV DMEFEENTWET ALY FUICERL, kOavy R

et e

FAITLET,

C:\Web Visualisation Tool> cpdb2web.exe [-s management server] [-u admin name | -a certificate file]
[-p password] [-o output file path] [-t table names] [-c | -m gateway | -1 package names] [-gr]
[-go] [-w Web Visualization Tool installation directory]

RIZH 2~ L ET,

C:\Web Visualisation Tool> cpdb2web.exe -s 172.16.0.1 -u admin -p adminl23 -o Outputs

ROa~xy REFATT5HE, BT 207 7 A4 /L708 Outputs 7 4 L7 F VIR S IVE T,

avU R aifA

C:\Web_Visualisation_Tool WVT Y —/LDN— kT4 L7 R,
172.16.0.1 Check Point Management Server O IP 7 K L X
admin Check Point Management Server O —4;,
Admin123

Check Point Management Server D /S AT — R

7 A7 7 A N RAFT DR N A,

1TV —IL % {EF L 7= Check Point Firewall 7 5 Cisco Secure Firewall Threat Defense ~ DF£ 1T .
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Check Point 0 Threat Defense ~D#177—% 70— |
. FMT-CP-Config-Extractor_v4.0.1-8248 YV — )L Z A L 1= T /31 ABHD T Y AK— b+

(6=3) X2 VT AR —BIONATRY > —7 7 A LOLAHNET, T Eh Security Policy.xml
BLONAT Policy.xml THHIMLENRHY ET, 77 A NVANRRDGEIT, FEITARTE
EHELET,

BHOEX2 VT A BIONAT A > —7 7 A AR D5E1EL. BATT 5 Check Point 7 /3 A
A D Security Policy.xml BXUNAT Policy.xml 7 7 A /LDHZ @R L THREFL TL
AN

RDARY
FMT-CP-Config-Extractor v4.0.1-8248 >V — /L Z{li [l L7227 /S A AR DT 7 AR — K

FMT-CP-Config-Extractor_v4.0.1-8248 Y — )L ZER L =7 /N1 RO T Y XKR— bk

AT w71 Cisco Secure Firewall BTV — /L DY 7 =7 XU u— R =T
FMT-CP-Config-Extractor v4.0.1-8248.exe # % 7 > 12— KL £,

AT w 72 Check Point Security Gateway (7 7/ ¥ A T& 5 U —27 27— 3 > C, Windows DFEIT7 7 A /L (exe) T
¥ % FMT-CP-Config-Extractor v4.0.1-8248 > — /L & Bl & F£ 4,

AT 73 CiscoSecure Firewall 17 — /L & ] L T U v — %479 % Check Point Security Gateway (245t L £ 77,
eI DI2IE, ROEWRDNLETT,
a) [IP 7 KL A (IP Address) ]

b) A h
c) —W4
4 ART—F

AT 74 FMT-CP-Config-Extractor v4.0.1-8248 > — /LB HUfG L=t )17 7 4 VD4R % networking.txt 7 7 A
CEHRLET,

WD~ K23, FMT-CP-Config-Extractor v4.0.1-8248 Y — /L IZ X > CFEITENE T,
» show hostname
« show version product
» show interfaces
* fw vsx stat
« show management interface
» show configuration bonding
« show configuration bridging
« show configuration interface
« show configuration static-route

« show ipv6-state

. #47Y— )L Z{E R L 1= Check Point Firewall 5 5 Cisco Secure Firewall Threat Defense ~ D517
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FMT-CP-Config-Extractor_v4.0.1-8248 *V —)LZ A L =T/ 1 REREDTH XK— b .

« show configuration ipv6 static-route

* netstat -rnv
9T D a~ 2 KNI FMT-CP-Config-Extractor v4.0.1-8248 Y —/VIZ X > Ty 7 7T 7 RTCETS I, H
NE xt 77 AE LTRIFESNET,
7= & 2, 172.16.0.1 1%, RV > —%F1T79 % Check Point Firewall Gateway @ IP 7 K L A T9,

AT w75 CheckPoint VSX (Virtual System eXtension) 73— g V' R77 Ok AE =7 AR —FL X H E LTV DH5HE
E. ROa~xr REFEBTEITL, HHE xt 77 A VICRFLET,

« show hostname
« show version product
« show interfaces
« fw vsx stat
« fw vsx stat <vsid>
* set virtual system <vsid>
Evk vsid 1%, B A7 A ID 2R LET,

* fw getifs

« show management interface

+ show configuration bonding

« show configuration bridging

« show configuration interface

« show configuration static-route

* show ipv6-state

« show configuration ipv6 static-route

e netstat -rnv

AT9T6 txt 77 A /L% Outputs 7 A /VFIZBELET,

RDBERY
T AR— N ENTZT 7 A ILDEHE

1TV —IL % {EF L 7= Check Point Firewall 7 5 Cisco Secure Firewall Threat Defense ~ DF£ 1T .
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B z/oxt—rsnrorLoER

IHARR—brENE=T 74 ILDEHE

8 DT XTDT 7 A/ (Web Visualization Tool (WVT) N»HD 7DD 7 7 A&
FMT-CP-Config-Extractor v4.0.1-8248 > — /L5 D 1 DD txt 7 7 A V) ZEIR L, 12D zip 7 7 A /WIZJE

LET,
GE) BATHOZ 7 A VEJERMET DRIIC, Security Policy.xml 3B X UNAT Policy.xml D7 7
A JL73 Threat Defense (2479 % Check Point 7 /34 A TH D Z L R L ET,
e Index.xml e index.xml
e communities.xml e communities.xml
* network_objects.xml * network_objects.xml
* services.xml + networking.txt — * services.xml — config.zip
* users.xml * users.xml Zi
¢ Security_policies.xml ) ) e Security_policies.xml P
« NAT_Policy.xml Configuration Extractor « NAT_Policy.xml
¢ networking.txt
Check Point WVT Zip All (8) Config Files
Output

*Check Point =7 A s 7 % D/N—37 5 : FMT-CP-Config-Extractor v4.0.1-8248
GH) tar E7ITEDMDENETZ 7 A V2 A T IV HR— S TOERA,

RDERY
Check Point # 7 7 A VDT v~ 7m— K

BITDRIT

Cisco Secure Firewall #17' YV — L D2 &
Y

(3¥)  CiscoSecure Firewall BTV — VA BT H L BlOU 4 Ry Taryy—LAnfEEd, BIT
DT> DI A HH T, Cisco Secure Firewall BT — /L DIIED AT v T OMEITIRMMN 2 > Y —
JVICFRRENET, HEEIZ T Y — IV RFR I NR2WEEA 1L, Cisco Secure Firewall #5477 — /1
DEZIZHDAREMENRH Y £,

1R BHHIIZ
* Cisco.com 75 @ Cisco Secure Firewall 217 — /LD X v o — R

e R—FENDIBITEOEH L Z— (18X—) ¥/ g TEMZMERLET,

. #47Y— )L Z{E R L 1= Check Point Firewall 5 5 Cisco Secure Firewall Threat Defense ~ D517
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Cisco Secure Firewall #17Y — )L D#2E) .

» Cisco Secure Firewall F£17>Y —/L % 179 5 729DIT, H#H/N— 3 > D Google Chrome 7' 7
TR Ea—F I VA =L ENTND I E 2R L E T, GoogleChrome %7 7 +
NEDOTZ UL UTERET D FIEIZOWTIL,  [Set Chrome as your default web browser
EZRILTLEEN,

o KIRALIHERR 7 7 A VEBITT 261, BIT7 vy Va2V AT AR A Y —REEIC 72
SRVWE IR —TREEER L ET,

2Tv 1 22— & T, Cisco Secure Firewall B{T7Y — /&2 X o a— R 7+ )VAICBEIL £,
ATvT2 KONV THLEFITLET,

» Windows = > C. Cisco Secure Firewall B17Y —/VOFEITARET 7 A NV E X TN 7 U v 7 LT,
Google Chrome 7 7 7 ¥ Ciit#h L £ 7,

7°D VIR BREIRENTZS, [IEVW (Yes) 1% 2 U w7 LT, Cisco Secure Firewall 17> — /L3 v &
LNIERZMZ D Z kﬁVC%éJx) LET,

Cisco Secure Firewall 17> — /L%, T X TORH T 7 A /L ZERL L. Cisco Secure Firewall 17> —
NOFET DT A NVFIRELET (R ITBRIORY Y —RAD T+ VX EFTe)

Mac TlX. Cisco Secure Firewall 47—/ D * . command 7 7 A V& HHEIO 7 + VFIZEEH L, ¥ —
SFNAT Y r— g & EEN LT, CiscoSecure Firewall 17 — /L3 A VA F—LENTWA T *
NEEZRL, WOa<x REFEITLET,

# chmod 750 Firewall Migration Tool-version number.command

# ./Firewall Migration Tool-version number.command

Cisco Secure Firewall 17> — /L3, T XTORE Y 7 A L ZAER L, Cisco Secure Firewall 517> —
NOFET 27 A NZRELET (R 7BLB) Y —RD 7+ VX aETe) .

Evbk Cisco Secure Firewall BTV — VAR Z 5 L35 &, BEXSTurBhERrIhEdT, Z
UL, BT 623 RBAR#E I X > T Cisco Secure Firewall ££17> —/L7% Apple (28 &k
NTWRWEDTT, FIAHOREEICLLDT 7 r—a » a2l < FIEIHOW T,

[Open an app from an unidentified developer] &£ LT 72 &0,

GE) MAC DX —F D zip AV v REHEHALET,

AT9FT3 [y Ra2—%T A 28 (EndUserLicense Agreement) |~—3 T, 7 L A U IEHRAE T A2 b ibfy
T 5856 1%. [Cisco Success Network & {F#i a4 A4 25 Z & IZ[AE (I agree to share data with Cisco Success
Network) | #Z7 U 27 L, TNLSNDEEIX[#£TITH (Illdolater) 1227V v 27 LET,

Cisco Success Network |ZHEat &% E 356 Z LICRIETH &, Ciscocom 7 AU bEfEHLTr VA 3
5 EHITKD BIET, CiscoSuccess Network |IZHEFFH A IRE LW Z E 2RI LEZHAIE, v—ru s
A N Z#H LT Cisco Secure Firewall 17> —/Licu 74 > LE7,

AT w74 Cisco Secure Firewall BTV — /LD 7 A o _R—I T, ROWVTNNEZEITLET,

» Cisco Success Network & itz H 35121, [CCOTrZ A > (LoginwithCCO) (V27 %7 U v
7L, I AT a4 U AFREMH LT Ciscocom 7 AU Mor A4 LET,

1TV —IL % {EF L 7= Check Point Firewall 7 5 Cisco Secure Firewall Threat Defense ~ DF£ 1T .
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Check Point 0 Threat Defense ~D#177—% 70— |
. Cisco Secure Firewall #217Y — L DCE)

GE) Cisco.com 7 4 7 > b 372 WA 1L, Cisco.com D a7 A o ~_— I THERKR L £,
cROT 7 AN b TR IA LET,
o« —HW—4 : admin

« /XATU— K : Adminl23

Ciscocom 77> bafFH LT A LTWAEHEAEIE. AT v 78It ARET,

AT9FT5  [XARU—=FDOUE v b (Reset Password) | X—T T, HUWSAT—REFHLWWIRTU—REAS L, #
LWARZAT — REiER L ET,

BLWART — RE 8 CFLL BT, RXFL/NLF, TP, BLORERIFEEDLLERNHY 7,
ATv7F6 [Ukv b (Reset) |27V v LET,
ATFvTl HLWARTU—FTrZ A LET,

GE) NAT — REENTHEE, BRFOT X TOT —X % <migration_tool_folder> 7> S HIFR L |
Cisco Secure Firewall 17> —/V &2 FHA > A h—/L LET,

ATvT8 BATHIFT =y 7 UAMEfMERL, TSN TVLITRTOHEAZZETLTWD Z L2l LET,
FxyZ VA FOHA%Z 1 OULEFET LTWRWESIE, BT T2ETHRITLAVTIZIN,

ATv 79 [HHBIT (NewMigration) |27V v 7 LET,

ARTFYFTN0 [VYT7 b U=T 7T v 7T — O (Software Update Check) ] i C. Cisco Secure Firewall #1717 — /L
BHAN—Ta w2 FATL TV LN E D DB ARRAREEIX, Vo7 %22 U v 27 L, Ciscocom T/X— =
ERERLE T,

ATy TN [#ifT (Proceed) 1227V 27 LET,

RDRERY
WDAT » ST Z ENTEES,

e Check Point #ipk & 2 L ¥ o — & |27 ZA4R— F L7284 1F.  [Check Point %~ 7 1 /L
DOT v T a— K| ([ZHERET,

« Cisco Secure Firewall 17> — /L Zffi [l L T Check Point (r77) 2>&IF#H A4 2 HLEN
HHEAEIE. (177 O Check Point % 7 7 A VDT 7 AR — b IR ET,

» Cisco Secure Firewall #17> — /L Zf# L T Check Point (r80) 7>5&F#Rk 24 5 MLE N
H5%EIE. 180 @ Check Point %7 7 A VD=7 AR — b~ ([ZHEHAET,

. #47Y— )L Z{E R L 1= Check Point Firewall 5 5 Cisco Secure Firewall Threat Defense ~ D517



| Check Point 0 Threat Defense ~D#1T7—4 70—
180 O Check Point #7771 L T2 2K— [

r80 M Check Point & 7 7 /1 ILD T U X7R— k
Y

(GE)  Check Point r80 D = 7 AR — K. Cisco Secure Firewall #£17 > — /L ® Live Connect HFE C
DRI HR—FZNFET,

Check Point 7 /31 A CTBAITO=DIINER T T A AEREMRL L=V . Check Point #fik 7 7
ANETI AR—FLIZDT D2, ROFEEZEITLET,

» Live Connect % fi i U 7248 pkA H 0 72 @ Check Point (r80) 7 /3 A A D HHXE

* 180 ® Check Point #ik 7 7 A V& =7 AR — h3 5 FlE

Live Connect Z{#/H L F-#E B iH D 1= D Check Point (r80) T/\14 R DERIEZTE

WONTNDOFNEZFEH LT, BITHIIC Check Point (r80) T /34 2T /' A NG & HERK
TEFET,

* 73 Check Point JEBH 75 D= 27 AR — I : Check Point Security Gateway & Check Point
Security Manager 235l % (28 D55,

o A% K7 1> Check Point A5 D 7 AR — I : Check Point Security Gateway & Check
Point Security Manager 23 Hi—7 /3 A 2 BIZH 555,

» < /LF K A A > Check Point BE#/> 5 D 7 A7K— I : Check Point Security Gateway & Check
Point Security Manager 23~ /LT R A A VR E SV TV 556,

4>#% Check Point BRI 5D T Y X R— +

Check Point 5% /€ Z i3 5 121X, Cisco Secure Firewall 17> — /L ® Live Connect % {# 3 5 Aij
2, Check Point (r80) T /34 A Tu /A MNEREWLT HHLENRH Y £,

/3 H% Check Point FEBH T 1 7' A AFMFAIRE FIAIZIE, ROAT v TREENET,

AT 71 Gaia Console Check Point Security Gateway ¢, & &1Emk L £,

a) Web 77 7T, HTTPS & v ¥ 3 » #H T Check Point Gaia Console 7 7"V 77— 3 % BJ &, Check
Point Security Gateway (ZHfE L &£ 7,

b) [Z—V—% P (User Management) | ¥ 7\ZBEI L, [2—H— (Users) |>[BM (Add) [ZZR L F
j—O

¢) [=—¥ DB (AddUser) 1V 1~ FUT, WROFFMEMEHA L TH LW —VH LA — FafEf L
£

e[ =L (Shel) | Ru w7 Z 0o hb | [etclcish ZiER L £§,
« [FIFAffE72 1 —/L (Available Roles) ] 75, adminRole 3R L £,
VDT 4 — )V RIXT 7 AN MEOEFIZLET,

17V —IL % L 7= Check Point Firewall 5 5 Cisco Secure Firewall Threat Defense ~ D #%1T
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B 5 check Point BBID 50T H R K—

[OK] &7V w7 LET,
d) Check Point Security Gateway (Z SSHEHGE L, RO a~ > REMH L THLWWIRAT — RE/ER LT,
set expert-password <password>

GE) * Check Point 7 /3 A T F A/N— h/XA T — RETTICHE L TWHHEIT, Tk
BFRIALET,

« BIE3 129 & 912, [Check Point Security Gateway {Z#5%¢ (Connect to Check Point Security
Gateway) | X—Y TCINbOR T A AERNPLEE 2D 3,

TH A= hRAT — R&EMHERL U725, Check Point r80 Gateway TO 12 7' A EHM O HFHIER ENE T L
\iﬁqo

FEHIIZ DUV TIE, X 3 1 Check Point Security Gateway ~D it 2 B L T 7280,
R T 72 180 @ Check Point Security Manager CL—4 & /XAY — REMER L ET,
a) SmartConsole 77U 77— 3 T, WOTFNEEZFEITLE T,
1. Check Point Security Manager (22 7' A > L £,
2. [Manage and Settings] > [Permissions and Administrators] > [Administrators|iZ & L £ 77,
3 *%&7 Yy LTHLOWZ—PL L RZAT— REMER L, ROTFIEEZFETLET,
« [#FE )7 (Authentication Method) ] {Z [Check Point /X2 7 — K (Check Point Password) ] % i3

RLUET,
* [Set New Password] #27 U v 7 LT, HLWWIRAT—RZFRELET,
GE) [ —HIFXRE 7 7 A SRR NA T — ROEEAME (User Must Change Password

on the Next Login) | F = v 7 Ry 7 ZIA T LRWNTL7EE N,

s [HEfR~" v 7 7 A /L (Permission Profile) ] {Z [A—/%—=—+ (Super User) ] Zi®R L F7,
s [AZWHABE (Expiration) ]2 [72 L (Never) ] &L £7,
4., [/X7 VU v = (Publish) 122 Y > 27 LT, CheckPointSmartConsole 7 7" U 77— 3 > ORI T
ERAELET,
b) Check Point Security Manager @ Gaia Console C, KD FIAEZFEITLET,
GE) I TERT A — Y4/ LA T — RiX, A7 v 7 2a T SmartConsole 7 7"V 7r—3 3 > T
ERLTZH D LERIUTH S Z MR LTS E I,

1. Web 77 ¥, HTTPS & v > 3 & H T Gaia Console 7 7" VU r—3 3 % B % . Check Point
Security Manager |Z45%#¢ L £ 77,

2. [User Management] % 7 |[Zf8) L, [Users] > [Add] Zi®R L £ 7,

. #47Y— )L Z{E R L 1= Check Point Firewall 5 5 Cisco Secure Firewall Threat Defense ~ D517



| Check Point 0 Threat Defense ~D#1T7—4 70—
24> k70 Check Point BEAN 50T 2 AK— ||

3. SmartConsole 7 7V 7 —> 9V DAT v 7 2a 3) THERLEBLDEFELa—FL L AT — %
ERE L £,

s[>=/v (Shell) | Rry XD rinG, [binlbash 28R L £ 7,

« [ AREZ2 7 —/L (Available Roles) ] K2 v 74 7785, adminRole Z23#4R L £4°,
VDT 4 — NV RIFZT 74V MEOEFIZLET,

c[OK1 %7 Vv 7 LET,

4. Check Point Security Manager (Z SSHEHE L, RO a~ > REMH L Tod A%~ h 82T — R&1E

E‘Zl./\ij—o
set expert-password <password>
G¥) ¢ THXANR— IR T— RETTIZREL TWDIHEEIE, TORAT— REFEATE

£7,

¢« AT w720 3) EAT v 2a 3) THEMRLIZa2—H4AE AT —RIFELCTH
DENRH Y F9,

Sy B BH @ Check Point T?, Check Point Security Manager D 1 7' A AEHROFFIHEDE T LE L1z,
TFE 4 (2779 & 912, [Check Point Security Manager (Z#5%¢ (Connect to Check Point Security Manager) ]
f\**‘/“C\_i“L%@U 7/1' VIERBALEEL D ET,

Check Point Smart Manager T4 A % A AP AR — M ZfEH L TV 5354 1%,  [Check Point (r80) Security
Manager (277 A X I APL AR — b AR LET 2, | 25 LTL f_éb\

RDZERY
80 ® Check Point #i 7 7 A V& T 7 AR — 45 TFJA

XA > K7 0Oy Check Point BN S DT Y A R—

Check Point 2% & Zfl1HH 3 5 121X, Cisco Secure Firewall 17> — /L' 0 Live Connect % {# -9~ 5 #i]
IZ. Check Point (r80) T /34 AT 7 A NEREHER T HLENHY 97,

A K K7 1 Check Point JEBA TO v 7' A AFREFRIENE FIAICIZ, ROAT v T REEN
F9,

ATYF1 Web 77 7T, GaiaConsole 7 7'V 77— 2 > %BA &, CheckPoint Security Gateway & Check Point Security
Manager D i )7 2 & BL3 % A % > K7 12 2 Check Point 7 /31 AZHEE L £ 57,

ATw T2 [2—HW—EFH (User Management) ] ¥ 7IZBE) L, [1—H— (Users) | >[B1 (Add) ]%&IRL E7,

a) [—HFDiEM (AddUser) 1|V 1> KU T, WROFFEMEFEH L TH L —HH AT — REERKRL
jij—o

1TV —IL % {EF L 7= Check Point Firewall 7 5 Cisco Secure Firewall Threat Defense ~ DF£ 1T .



Check Point 0 Threat Defense ~D#177—% 70— |
B =<5 r70> checkPoint BBAM 5 DT H 2 AK— K

e[>=/V (Shell) ] Fmy 7 X7 inG, [etclclish ZEIR L ET,
o [(FIHAIHEZ2 2 — L (Available Roles) ] K » 7% 7 )26 adminRole Z &R L %9,
VDT 4=V FET 7 AV MEDEFIZLET,
C[OK] %7V v 2 LET,
TFE 3 (27~ K 912, [Check Point Security Gateway (Z#5%¢ (Connect to Check Point Security Gateway) ]
NV TINLOR T A AFRPLEL 2D £,
FEAMIZ O CIE, X 3 : Check Point Security Gateway ~DO ke 22 L T30,

b) [—VDiEM (AddUser) |V 4 > R T, ROFFEMAFEH L CTHlO—Y4 AU — RE/EK L £
j_o

e[>=/V (Shell) ] Km w7 &7, [binfbash 23R L £ 7,

« [FIFAffE72 1 —/L (Available Roles) ] K2 7 &Z 7 )35 adminRole Z &R L £,
ROV DT 4=V RIIT 7 A MEOFEFIZLET,

*[OK] %27V v 27 LET,

AT w73 Check Point 734 A 1 180 il SmartConsole 7 7"V 77— a ¢, WaEEKRLET,
GE) O THERT A — 4 L AT — RiL. B AT v 7T Check Point Gaia Console TIERL L 7=
HOLFE L THDZEHERLTLIIEE N,

a) Check Point 7 /34 A D SmartConsole 7 7'V r—v a a4 LET,
b) [Manage and Settings] > [Permissions and Administrators] > [Administrator /I &) L £ 37,
o *x&7 Vv 7 LT, ROFMEMHL THLOAZ—FH LT — FE/ERLET,

o [#3AES R (Authentication Method) ] (Z [Check Point /XA 7 — R (Check Point Password) ] % &R L

£
* [Set New Password] %7 U v 27 LT, HLUWWIAT— REFEELET,
GE) [—WITRE 2 7 A VRHIZ S AT — ROZE T3 (User Must Change Password on the

Next Login) ] F = v 7Ry 7 AFA NI LRNTLIZINY,

« [MEFR~ v 7 7 A )L (Permission Profile) ]| {Z[A—/3—=—¥ (Super User) | ##R L £,

s [A2hHIBE (Expiration) 112 [72 L (Never) ] Zi®R L F7°,
AT T 2DAT v T b EAT YT IDAT v 7 ¢ TERLIE2—F4 L 2T —RZFRELCTHDH M
ERH Y ET,

FNE 4 12777 & 512, [Check Point Security Manager (Z#2f¢ (Connect to Check Point Security Manager) ]
N=UTINbOR A ANERPVEL 2D £,

d) [»X7 VU v = (Publish) ]%7%7 U2 LT, Check Point SmartConsole 7 7' U 77— 3 > ORERET %
BRIFLET,
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| Check Point 0 Threat Defense ~D#1T7—4 70—
< LF KA 4 > Check Point BB 505 2 AK— ||

AT 74 Check Point 7 /31 AT SSH#EfE L, IRD A~ REMEH L T2F 28— hR2AT— REAER L ET,
set expert-password <passwor d>

G¥) e Check Point /%A A TCZF A/8— "R U — RE2F TIZHTE L TWABEAIL. T a2 HF|
HLFET,

AT UT2DAT T b ERT T IDAT v ¢ TR LIZ2—T4 & 32T — FiEFE
CTHAHVLENHY £,

2% K7 1 L EBAO Check Point 7 /3 A THO T 7 A NEROFERIRENTE T LE Lo,

Check Point Smart Manager T4 A% & APL AR— M 2l L TW2561%.  [Check Point (r80) Security
Manager (277 A% 5 APLARN— R &2 L ET7 | 2L T él/‘o

RDHBERY
180 @ Check Point ik 7 7 A V& T 7 AR— F 32 FE

T ILF KA A > Check Point BRI SDITH AHR—

Check Point 3% & Z i+ 511X, Cisco Secure Firewall #4177 — /L ® Live Connect Z{# 7 L T,
Check Point (180) T /34 A Tu 7 A IEREHERTILENH D £,

< /LF KA A > Check Point BER CO B 7 A AERFRIRETINEITIZ, RORAT v THREEN
iﬁqo

AT w71 Gaia Console Check Point Security Gateway T, KA 1ER L 7,

a) Web 7 7 U C, HTTPS & v I = L #%H T Gaia Console 7 7'V -7 —3 = %[ % Check Point Security
Gateway (Z#ft L £ 77,

b) [User Management] % 7 |ZF8E) L, [Users] > [Add]Z &R L 77,

¢) [—HDiEM (AddUser) 1V 1> KU T, WOFEMEMHEH L TH LWV —FH ERAT— REEKRL
£7,

e[>=/v (Shell) | Rry XD inG, letclclish Z @R L £,
« [FMIFATREZ2 7 —/L (Available Roles) | K2 v 7 & 7 785, adminRole Z3#R L £4°,
VDT 4=V RIET 74V MEOEFIZLET,
«[OK]Z7 Vv 7 LET,
d) Check Point Security Gateway (& SSHEEfE L, RO~ REMEHA L TH LW AT — FEERLET,
set expert-password <password>

Check Point Security Gateway TO~/LF R A A VEBHO B 7 A AFROFRRENTE T LE L,

1TV —IL % {EF L 7= Check Point Firewall 7 5 Cisco Secure Firewall Threat Defense ~ DF£ 1T .



Check Point O Threat Defense ~D#%177—4 70— |
B <17 k44> check Point BBIS 5D T4 ZK— -

e) (f£#&) Virtual System Extension (VSX) T /34 ANSAEE TV AR— T 258546, [IKFE AT A
ID (Virtual SystemID) | F = v /Ry 7 A% AL T, (KA ATAID ZANTEDEHICLE
j—o

1: Checkpoint Security Gateway ~DEH: : < ILF KA A VBB

o -

Connect to Checkpoint Security Gateway

IP Address Port

10.1.1.1 22

Admin Username

admin

Admin Password

Expert Password

Virtual System ID

Virtual ID Number
2

AT 72 Check Point Security Manager CL—H%44 & /XA T — R&EER L £,
a) SmartConsole (mds) 77V /r— 3T, WOFNEEFEITLET,

1. Check Point Security Manager {22 74 > L £79,
2. [Manage and Settings] > [Per missions and Administrators] > [Administrators|iZ# &) L &7,
3 * %7 Vv s LT, ROFMEMLEHL THLOWE—YHLARAT— R/ LET,
« [#8FE 5. (Authentication Method) ] {Z [Check Point /X2 7 — K (Check Point Password) ] % i3

RLUET,
* [Set New Password] #27 U 27 LT, HLWRAU—FREHRELET,
GE) [—HIklEla 7 A VRFIZNAT — ROEFE D ME (User Must Change Password

on the Next Login) ] T = v 7R v 7 A IA NI LRNTLIZE0,

« [MEfR~' 11 7 7 A4 /L (Permission Profile) ] |Z[~/VF KA A v A— 8~ —H (Multi-domain
Super User) | Z&#R L 9,

s [ (Expiration) 112 [Z2 L (Never) ] Z@®IRL £7,

. 1TV —IL % {EF L 7= Check Point Firewall 7\ 5 Cisco Secure Firewall Threat Defense ~ DF& 1T



| Check Point 0 Threat Defense ~D#1T7—4 70—
< LF KA 4 > Check Point BB 505 2 AK— ||

4, [/X7 VU v = (Publish) 122 Y > 2 LT, CheckPointSmartConsole 7 7" U 77— 3 > O T
BRI LET,

Check Point Smart Manager T4 A % i APl AR— R ZfEf L T\ 5354 1%, [Check Point (r80)
Security Manager |25 A % I APLAR— & L E T2, | 2L TIZS 0,

b) Check Point Security Manager @ Gaia Console C, RD FIHAZFEITL £ T,

GE) ZCTERT 22 —P4 L RNATU—RiE, A7 v 7 2a (3) TSmartConsole 7 7'V 7 —3/3
TR LD LRI THD ZEHRL T EE,

1. Web 77 74T, HTTPS & v ¥ 2 > #%&H T Gaia Console 7 7'V 7/ —3 2 > % B &, Check Point
Security Manager (282t L £ 7,
2. [User Management] % 7 (2R @) L, [Users] > [Add] &R L £,

3. A7 w7 2a (3) TSmartConsole 7 7V r— g THER LD ERLa—PFL L AT — %
ERE L E 9,

e[>=/V (Shell) ] Fmy 775G, [binfbash 2R L 7,

« [ ABEZ2 7 —/L (Available Roles) | K2 v 74 7 75, adminRole Z23#4R L £4°,
VDT 4 —NRIEIT 7V MEOEEIZLET,

c[OK1 %7 Vv 7 LET,

4. Check Point Security Manager (Z SSH¥t L, kD <> REHEH L TH LVWIA T — RE/ER L E

—é—O
set expert-password <password>
GE) * Check Point 7/3A A TCZF A/N— hXAT — RETTIZHREL TWEHEEIT, #
NZxEHEMMELES,
A7 w72 3) ATy T2 3) TR LI —Y4 L NAT— NIRRT TH
HILENRHD FT,

~JLF R A A B D Check Point Security Manager TO 1 7 A UNEROFRRENZE T LE LT,

Live Connect|Z#%#t 92 (21, X 2 : Checkpoint Security Manager ~D#4f¢ : ~ /LT KA A VREID X 5
a7 A AERPLETT,

1TV —IL % {EF L 7= Check Point Firewall 7 5 Cisco Secure Firewall Threat Defense ~ DF£ 1T .



Check Point O Threat Defense ~D#%177—4 70— |
< ILF KA A > Check Point BEIM 5D T Y RAE— b

2: Checkpoint Security Manager ~D1E#t : < ILF KA A VBB

X
] Lheckpe i
1P Addr A
Expe rd
G¥) * Check Point Smart Manager T4 A % I APIAR— F & L T\ 5455513, [Check Point
(r80) Security Manager (2 A% 5 APIAR— hZ2HEHLETH, | 2BRLTLIEE

Wy,

e IF RALVEBBHO 7 a— LR o— Ry r—JIFRETExERA, LENS
C. Check Point CMA OIERO—#E L THERINZAT V=7 b, ACE/L—L, B
L ONNAT L—)LT, =7 AR— FBILUOBITOHITHhILET,

RDRARY
80 @ Check Point {7 7 A VA& = 7 AR — 45 FAE

. 1TV —IL % {EF L 7= Check Point Firewall 7\ 5 Cisco Secure Firewall Threat Defense ~ DF& 1T



| Check Point 0 Threat Defense ~D#1T7—4 70—
Check Point (r80) Security Manager =7 % 4 L APl i— k2 A LETH. [

Check Point (r80) Security Manager [Zh X% Ly API R— R ZFERA L ETH,

)
() Check Point Smart Manager T/ A% A APl AR — R &2 L TV A EAF, RO FIAEZETLE
‘j‘o

+ [Check Point Security Manager] ~X— " [Check Point < /L F R £ A »JEFH (Check Point
Multi-domain Deployment) ] F = v 7Ry 7 2A& 4 N2 LET,

e LT RAAL VEBZHEH L TV DAL, Check Point CMA DIP 7 R LA & APl AR— b
DOFFMEBIMLE7,

o — %172 B @ Check Point Security Manager ™34, Check Point Security Manager @ IP 7
RUREREEL, AKX L APLA— hOFEMAE A LET,

r80 M Check Point iR 7 7 A ILE T U A R— T 5 FIE

1R BHHIIZ

Check Point /34 A TLL T #HRRET D LENH Y £9°, BITHIIZ Check Point (180) T3
A ATa T A AFRERERT DIz oW TIX,  [Live Connect Z i L 724 o 7= 0
Check Point (180) T /34 ADHERIRT) 2R L T ZEW,

A\
GE) « Live Connect Zf# ] L C Check Point (r80) ik ZfH 45 Z & Z2HERE L £9°,

« Cisco Secure Firewall 17> — /L CHERL S CU 720 Check Point (r80) Ak 245 & .
RERRN YR — R E L TRAITEINTZD . S0 MICBITSNZ0, BITHARIRLZ0 L
*9,

R DT 7 AR — N OIFERNRZ22EGE, FFEOHBMRIIBITSNT, HiR— bxtgs &
LC~v—7 &n%E7,

180 @ Check Point #pk 7 7 A VW &E T 7 AR — b 5121E. ROFINEEZFE(TLE T,

AT 71 [Select Source Config] ~— 7% [Check Point (r80)] &R L £,
ATw T2 [##5 (Connect) 127V v 7 LET,
GE) Live Connect /%, Check Point (r80) TOAfEH T E7,
AT w73 Check Point Security Gateway (285t L £ 97, RO FIAEZ EITLET,
a) Check Point 180 Security Gateway |ZIKD K D IZ AT LET,
«IPT7 FLA

e SSH A~ — K

1TV —IL % {EF L 7= Check Point Firewall 7 5 Cisco Secure Firewall Threat Defense ~ DF£ 1T .




Check Point O Threat Defense ~D#%177—4 70— |
B 50 0 check Point #5574 L& TH 2 K— b T B FIE

¢ Admin Username
* Admin Password

e THF A/N— fXAT— K

3: Check Point Security Gateway ~ D %%

b) (w7 A (Login) |27V >vZ7 LET,

Cisco Secure Firewall 1T —/LIL, A & —7 = A AR/ — MBS & DT A A[FAG O E
Ee networking.txt 7 7 A /L &A% L £ 97, Cisco Secure Firewall {7V —/LVOHEDOE v a D —
HNT 4 L7 UIZ networking.txt 7 7 A L EARIE L £97,

AT 74 Check Point Security Manager {28t L £ 77, IO FIEEZFITLET,
a) Check Point r80 Security Manager (ZIRD X 9 IZ AN LET,

sIPT7 FL A

« SSH 7" — k

« Av—haryy—pa—F4
e Av— AL/ —)LD/NAT—

e TFXF A/NN— fXATU— R

. #47Y— )L Z{E R L 1= Check Point Firewall 5 5 Cisco Secure Firewall Threat Defense ~ D517



| Check Point 0 Threat Defense ~D#1T7—4 70—
180 O Check Point #5771 L& T2 2k— + 5 5FIE ]

4: Check Point Security Manager ~ D5

b) [#2Z A (Login) %27 V27 LET,

Cisco Secure Firewall 17>/ —/L(X, Check Point Security Manager Cfifi F FIRE7R 58272 % v NV —27 B &
WY —ERFT V=7 MEEF v 7 F ¥ 9 5 Extracted-objectsjson 7 7 A /L&A L £ 77,

Cisco Secure Firewall 17> —/VOBIEDE v a L ODu—h /LT L7 + U |Z Extracted-objects.json
Ty ANERFELET,

GE) Cisco Secure Firewall 17 —/L % Check Point Security Manager |28t L TV 535413, Check
Point Security Manager CEH AIEE72 AR Y v — "o r—2 DU A MRFRINET,

AT w75 [Select Check Point Package] U A k755179 % Check Point 78 U 2 — 3w r— U % 3R L, [Start Extraction]
7V v LET,

1TV —IL % {EF L 7= Check Point Firewall 7 5 Cisco Secure Firewall Threat Defense ~ DF£ 1T .



B somso7Loms

5: Check Point R') > — /8y r— L D

Extracted Metworking.on file successtully

Extracted extractod-objocts json succasafully

Star Extraction

ATYT6 MRELZ T r— L, BITERITLET,
6: FHBRAB L URE > K7 O VRMNDTL% Check Point RN H!

Firepower Migration Tool

. L J
Extract Config Information

Check Point 0 Threat Defense ~D#177—% 70— |

@00

AT FT [k~ (Next) 1272 U v 7 LT, Check Point (r80) #RDOBITEFITL X7,

RDBRY

Check Point # 7 7 A VDT v 7 m— K

RADERET 7 4 ILDEE

BOHERL 7 7 A Va2 BGT 21203 ROFIREZFETLET,

cHDORY =3y =V OF LUERLZ G35 7>, 5l Check Point (180) 7 7 A 7

T F— VT DI, [EE T OEIRITRED

£

(Back to source selection) | %2 U v 27 L

« BfF L 72 Check Point (180) k% % THATT D LENH D5 E1T, BUEDOHKE XV

n— RNLET,

. #47Y— )L Z{E R L 1= Check Point Firewall 5 5 Cisco Secure Firewall Threat Defense ~ D517



| Check Point 0 Threat Defense ~D#1T7—4 70—

Check Point #5771 L7 v 70—k [

\}

GE)  HEOHERZ7AMI, 779 TRESNTWADET 74/ bD
Ayom— R — REnxEd,

N TTIA T 7 —F2EH LT, 80 fkasBETcE£9,

eLiveConnect #EfTLC, 77 AT U4 —NDE R r—UFH38EERT7747T
7 4 — /L@ Check Point (180) &k~ 7 A V& HUG L £,

« BEEOWR DY RY MY ZER L ET,

cBRTFET v e — Rl L TBITZHIT T 2121E, [ TBATZBA4 (Start Migration
later) | A7V araEHLET,

Check Point #7274 JILDT7 v TAO—FK

ATy T

ATy T2

ATvT3

ATy T4

1a s BRI
W7 7 A V& zip BT/ AKR—hLET,

[Extract Config Information] [ @ [Manual Upload] £~ * 2 > C, [Upload] %27 U 7 L T Check Point 1%/
TrANET v T u—RLET,

7 7 A VMR SN TV D GFT A S L £ 5, Check Point (r77) D&~ 7 A /L3l & 41, Check
Point (r80) @ Live Connect ZfHEH L TH¥ v a—RKsivEd, < (Open) 1227V v 7 LET,

Cisco Secure Firewall B1TY — V07 7 A Va2 T v 7o — R LET, KFERER T 7 A VDS, =
DOFNEIZVIRFR R 30 F97,

ZIT, TR e AN T LE L,
[t~ U — (Parsed Summary) | &7 ¥ a VITHIT AT — X ANFRENET,

Ty 7ua— RENTHERR T 7 A /LT, Cisco Secure Firewall 1T — /L 23H U CRENT U 7= B OB 4 il

WBLET,

[R~ (Next) 1227V v 7 LT, =5y bNTA=FE@IRLET,

RDBRY

Cisco Secure Firewall #1T Y — /L Ok dc /3T A — X DIEE

1TV —IL % {EF L 7= Check Point Firewall 7 5 Cisco Secure Firewall Threat Defense ~ DF£ 1T .



Check Point 0 Threat Defense ~D#177—% 70— |

. Cisco Secure Firewall #8517V — L DIEFHE/NS A — 2 DIEE

Cisco Secure Firewall #2717V — L DIEFRFTL/NT A — A DIEE

ATy I

1R BRI

CDO THA FENDT T T FNR=2a Y OBATY =V EHEA LTS 5EAIE, A7 v 731
AT ZEINY,
s 4271 I A Firewall Management Center ® Management Center ® IP 7 R L 2 & Hif5: L &
_aAO

» Cisco Secure Firewall 17> —/L 3.0 LA CiX, 4> 7 L I A D Firewall Management Center
F72137 7 7 M Firewall Management Center %33R T& £ 77,

« 7 7 v R Firewall Management Center D34, UV —T a3 & API b—27 V& FRET
LHVENRDHY T, FEHICOVWTIL, [P R—FShaBThE0EHE ¥ — (18 X—
V) ] BBRLTLIESN,

« (LR AU F—T 2 A ARN— RREDT S REAOWEREBITT 25E61E, ¥ —
7y b B3 D B 2 Management Center (23BN L £9°,  [Adding Devices to the
Firewall Management Center] #ZM L T 7230y,

o [FEZ8 & fFE (Review and Validate) ]-X— Y TIPS £7/21X7 7 A VAR U ¥ —% ACL |2 A
THMEND LA 1L. BITHIIC Management Center TRV o —Z21EkT 25 Z & 270 B
O L £, Cisco Secure Firewall 51T — /L1385t S 4172 Management Center 7> H 7R U &/ —
ERAFT o720, FURY —2fHLES, HLORY —2El L TEEOT 7 & X
FIEY A MCEID LB CTHE, RT3 —< U ANMEFL, 7y aDRd 2 mREERH Y
7,

[#—7 > N DEIR (Select Target) | WD [ 7 A 7 7 4 —/LEEL (Firewall Management) | &2 ¥ 3 >
T, WOFNEEFITLET, AT VLIRDT 7 A T U — VEHE L ¥ —F72137 70 Rt~ »
AT U —NVERE X —~OBITERINTE £7,

AT VIADT AT U d—VEEY X —IIBTT DI, ROTFIEEFETLET,
a) [ 7L IAFMC (On-PremFMC) | A7 v a Ry &7 Vv 7 LET,

b) FHELVX—DIPT RUAEITZEEMEM NAA %4 (FQDN) Z# A1 LET,
¢) [Domain] K v 77X R RNT, BITHDO KAAL VEBINLET,

BB KT D5 T8 ATBATT D5A0E, IR L2 N A A 2 R PTREZR BBk B 5 7
INA AZDHFATTEET,

d) [#% (Connect) [%#Z7 V7 LT, FlE2ITH#ELET,
« 77 7 REEHA Firewall Management Center (2179 5 121E, RO FNEEZETLE T,
a) [Z7 77 F#EMAE FMC (Cloud-delivered FMC) [ A7 v a v ARE %27 U w7 LET,

b) U—Ta & ®IRL, CDOAPI h—7 U &ZQLD 17 £7, CDO S API h—727 U &HAERT H720,
PLF OFNEIZHENE T,

. #47Y— )L Z{E R L 1= Check Point Firewall 5 5 Cisco Secure Firewall Threat Defense ~ D517
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| Check Point 0 Threat Defense ~D#1T7—4 70—

ATy T2

ATv7T3
ATy T4

Cisco Secure Firewall #8217V — L DIERFK/NS A — 2 DIETE .

1. CDOR—=#nica 74 LET,

2. [XE (Settings) ]>[£#RZTE (General Settings) JICBEI LT, APl h—27 v % ab— L%,

¢) [ (Connect) 127 U vz LT, FIR2IZERFET,

[Firewall Management Center~0 2 71 >~ (Firewall Management Center Login) | %A 7 2 7R v 7 AT,
Cisco Secure Firewall 1T — VBT H U v FOa2—H—4 L XZAT—REANL, [BZ A (Login) ]
7Y w7 LET,

Cisco Secure Firewall 17> —/L|% Management Center [Z 2 2 > L, % ® Management Center (= J % & Bl
RGBT DB T ASA A0V A M EREGLET, ZOFIROETRIIZ= Y — LV THERTEE
D

[%¢1T (Proceed) | %7V > 27 LET,
[Threat Defense 34 (Choose Threat Defense) | &7 2 3 T, ROWTNNEFEITLE T,

« [Firewall Threat DefenseT 73 A A D4R (Select Firewall Threat Defense Device) | Kz v & 1) X
sVl L, Fov IR N BREBITT DT M RAE2A4 I LET,

R L 7= Management Center KA A Y INOT /XA AN, IPF7 FLREAFITY A NI ET,

GE) L b, BIRT DRA T 4 7T EBICKT D 7 34 A2iF, BITTDHTF v IR
A MERERICEOWMEA 2 —T 2 A AETRIFIAR—FF ¥ RN A 2 —T A4 AN
WEETT, Dl bb, BEBUCKT DB T A ADa T A AX U AIZE, RU
BOWMBEA L H—T 2 A AETFIR— N TF X RNV A X —T 2 A AT A H—T =
AANKETT, Fov I RA Y MERKERIC 7 7 A7 U4 —/VE— R TT /A A%
BT DMERHY T, 2L, INLDA 2 H—T A AL, WHOT A ATHLU
ZHEITHHUNETH Y A,

GE) PR—hENTWDHF—%4 > b Threat Defense 77 v b 7 4 — A8, FHE L X —/—
¥ a 6.5 L& A 72 Firewall 1010T&H % 56120 A, FDM 5505 AT AN — b~ iddf
R —IZ@EHAEN, T, AFEADORY > —2i3dfH S EH A, Threat Defense 72 L
THefTT 2 &, Cisco Secure Firewall 17> — VIR & 721X U 2 — % Threat Defense |Z
7y a2 LERA, Lo T, Threat Defense DT /31 A[EAFOWEMR TH DA X —
TxAREN— b, BEOYA MHEVPNIIRBITSNEY A, 72721, NAT, ACL, &R—
NAT7 Yz bl $AR—FENTHAHMOTXTOML GEERY v—L ATV =
7 R IIBITENEY, YE—FT 7R VPN ITHARY —7TdH Y. Threat Defense
RLTHEBITTEET,

U &— NEEANE LI/ - TV 5D Management Center 7218 B %9 2 54 6.7 LA~ Check
Point 7 7 A 7 7 #—/L®O#1TIL. Cisco Secure Firewall 17>V —/L CTHR—FENTWET, 1
B—T 2 A AEN— NOBITIETFETITHOLERH D £,

* [Threat Defense % 5 9 %¢1T (Proceed without Threat Defense) %2 U v 7 LT, 1%k % Management
Center IZBATL £,

IR DB 7o U CFHATT 5 & . Cisco Secure Firewall 17> — /LI BB 54 5 B (SRR
FLEFRV =% T v a LEFA, LERS T, HEICKHT 2858 OF 31 ZAEH OHEK TH 5
A B =T AA AL —F, BEOY A FEVPNIZBITENEE A, 7277L. NAT. ACL, &R—

1TV —IL % {EF L 7= Check Point Firewall 7 5 Cisco Secure Firewall Threat Defense ~ DF£ 1T .



Check Point O Threat Defense ~D#%177—4 70— |
. Cisco Secure Firewall #8517V — L DIEFHE/NS A — 2 DIEE

F T2l b, YAR—=FENTVBMOTRTOWR AR — 47V =7 b)) 13817
ENET, VE—FT7Z7EBAVPNIZIEEARY > —TH V. Threat Defense 72 L THBITTE £77,

ATv TS5 [#ifT (Proceed) 1 %227V 27 LET,
F#ATHEI2)05 U T, Cisco Secure Firewall 847 — /L2 A L TBATT DM AER BINTX £77,

ATvT6  [HEREDIEIR (Select Features) |t 7 v ar a7 U v 7 LT, BITHRICBITT DHEREZ MR L CEIRL £
‘é‘o

o Bl BT xET D TN A ZTBATT 286, Cisco Secure Firewall 17 — /L%, [T /31 A
DOHERL (Device Configuration) | & 727 3 2 > & 3G (Shared Configuration) ]2+ 2 > T,
Fxv 7 RA L RN OBAITTE 28R BEIRICRIR L £, ERIE U T, T 740 O
RESBHICEBETEET,

* Management Center (2173 54855, Cisco Secure Firewall 517> — /L%, [HeAHERK (Shared
Configuration) B2 3 C, Fx= v 7 RA L MERPOBITTE 2HRELZ BEIRYITIEIR L £ 7,
FIRZIE U T, T 74/ FOEBRE S HIIAETEET,

GE) [ /34 ZDOHER (Device Configuration) 1% 7 ¥ = i, BATH BEixr34 2868 7%
AR BIRL TOWARWESIIFEHTE E£E A,
GE) [Firepower Device Manager® AT (LA DA)  (Migrate Firepower Device Manager

(Shared Configurations Only)) ] %R L7256, [T /31 A D& (Device Configuration) ]
v va IMEATE EEA,

+ Check Point ™54 1%, [Shared Configuration] T, Béi# 9% [Access Control] 47> =  #IRIN L £ 7,

= LR Vo ZOF Ty a VEEIRT S L, ACLKRY —DE[FT Y — v sl —
VIMEEO LD L LTBITENET,

o =V NR—=ARY — ZTOF T a v EBRBIRTHE, EELY -y — i, HET
LDy N~ F T2 NEFIFIN—T DON—F 4 T A B = AL LD TR —
ML 77 v A SNTEHINET,

GE) J— Ly 7Ty AL — R EEIRL— b (PBR ENATIZZESNERA) I
BESI., BHETEEDRY NT—T ATV N I I—TOMEIC L - T,
ZOEAEIC L D L= LA T A RREM N H Y £,

N—T 4 v TIERIL, networking.txt 77 A AMBEEENET, ZOT7 7 AL
%, netstat -rnv 2~ > REFHA L CL—TF 4 V7T —T N E2IUET D
FMT-CP-Config-Extractor v4.0.1-8248 > — /LD 77T, FEMICOWTIE,
[EMT-CP-Config-Extractor v4.0.1-8248 Y — /L Z{#i [l L 727 /3 A ARERRL DT 7 AR —
K EZZBRLTIIEEN,

DYV —=ATHE, V= R_R—=ZAKRY T —DIPv6)L— L 7T v FIIVHR— R &
NTWFERHA, Z7a— bR o—F 23— _XR—=2AKR Y o —DFT X TDH/L—/)L
NEFIIBITENTWAZ L 2MHHELET,

e Cisco Secure Firewall 81T —/Wit., ¥—4F v FNEHE L X —N 12 IEOBESITY E— T 7 k& X
VPN o172V R —hLE9d, VE— L7 2 & AVPNIL Threat Defense 72 L TBIT T& 54 R
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ATy 717
ATvT8
ATvT9

ATy 710

samLt— oz [

J 3 —"C79, Threat Defense % fif 3 D17 % BN L7254 . Threat Defense D /3— 3 1% 7.0 LI
THHIUERHY FT,

+ ({£&) [Optimization] &7 > = > C. [Migrate only referenced objects] Z3®IR LT, 77X a2k
H—/L RKY —ENATRY —TEREINTWDHAET V=7 bOREBITLET,

GE) IDFTarEERTLEE, Fz v IRA U MERRNOSZREIN T EWnWAET V=
MIBITENETA, 2K, BITRRI DN RE(L S v, REHOA 7 V=7 FHE
o bEEEINET,

(%47 (Proceed) | %7V v 27 LET,

[Rule Conversion/ Process Config] -z 7 2 = > C, [Start Conversion] % 7 U v 7 L CE# %G L £7,
Cisco Secure Firewall /7Y — /W K > TEWMIN - ERZOME LR L £,

W7 7 ANV IEFIZT v 7'a— FBXUOWMIT SN2 & 9 D EERT 2120, BITEFITT D1
TRILAR—hE2 X 7o — RLTHERLET,

[LAR—hDOX T m— K (Download Report) 1427 U > 27 L, BITRILAR— b Z2RFLET,

BITHILAR— b2 ¥ —1%, Cisco Secure Firewall #17Y — /L & [8 UHATIC & 5 Resources 7 V4 1Z
BRIFESNET,

RDBERY
BATHI L AN — hORERE (47 ~—2)

BATATL R— DR

ATV T BATHILAR— XU rm— RULESITICBEE L E7,

BITHILAR— kD2 ¥ —11 ., Cisco Secure Firewall %17 —/v & 6 UCHBFATIZ & D Resources 7 # /L& (TR
TFanEd,

ATYyT2 BITHILA— & E, TONFZHEICHER L T, BITHKRNT 2RIR L 22 5MEERE L £7,

BATAT LA — M, ROFRPGENRTOETS,

s [BITOME (Migration Summary) ] : Firepower Threat Defense (ZIEF (T CTE 5, R—FEND
Check Point iR O RRH 2E, 7= & 21, KU —4, L—NE7p ETT,

o [T =7 — D7t (Parse Error Details) ] : fiftT =7 —DRIK & e > TR A3 ERE R LET, 297
5T LT, R ERESXOERH L THAITLOT K20 £,

o [PAR— k72 W HERK (Unsupported Configuration) ] : FMT IZ X BT AR — v Tngng <
TOWKT A T DO A b, T2 2E, V=T RNy s A VT AL B =Tz A, KAA
VATVl MR ETT,
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. F v o R4 > bk ¥R & Secure Firewall Device Manager Threat Defense f 2 —J 14 ADIY Vv EVS

o [FR5 9722 B AR — MA#RL  (Partially Supported Configuration) ] : #R47HIIZ DA FELT AIEE72 9T Check
Point #REF DU A b, 72L& X, Ping NT A —X Zfif L7z — R e & T,

o [AF¥ v T Ei LMK (Skipped Configuration) ] : BATHIZFMTIC L > TEH I, ¥—F v F AT
LIZHERE SHL72 T Check Point #RLEFE D Y A b,

Management Center 35 X OV & BUCKHT D5 TH AR — b I HHEEDOFEMIZ OV TIEL,  [Firepower
Management Center Configuration Guide] ZZ ML T 7230,

RATv T3 BATRILAR— b CEERENHERE S LTV HEE1E, Check Point TIEIEZ 52 T L, Check Point 1% 7 7 A
NEFET AFR— KL THDL, BHINER 7 7 A NVET v 7 a—RL, Hft LTIES0,

AT 74 Check Point 7 7 A W IEFIZT v 7' r— KRB L UWIT & 472 5. Cisco Secure Firewall 17> — /WIZ R
D, [k~ (Next) 1227V w7 LTBITERITLET,

F v R4 > k&R & Secure Firewall Device Manager Threat Defense
AB—TTARADIVEY

BB DB T3 ZZE, F v 7 RA bR THEA SN TWAELL Loy
B—=T 2 ALR—= N F X FNVA U H =T 2 A APRKETT, TNHDA L H—T A AL,
W HEDTNA ATRICARITHLIMNEIHY A, AV F—T oA AD~Y v VT HikEi%k
RTexFET,

[Threat Defense{ > % —7 = A AD~ 7 (Map Threat Defense Interface) | M C, @I xd
LR T AL A LDA B =T 2 A ADY A NERSFLET, 7 74/ h T, Cisco Secure
Firewall BTV — X F = v I RA LV bDOA U B —T A4 AL ZEIZXT D 734 2%
AVE—=T 2 A AIDIE>Tvy 7 LET, 2z, Ty I/ RA LV MU E—Tx
A 2D EHHEH] A o Z—7 = A 23, BEICT 20 7 20 ERSGH]) A 2 —
T oA AHBMNICY v B 7S, BERETEEEA,

FzvIHRA L N AHE =T oA AP BRI TDEHE A L H—T 2 RO~y BT
1. BT A T AZA TSI Lo TRRY 9,
« X =77y N BB T DB BN RA T 4 T EA TOEEFRO L DI £,

« BEUCKTT BB I, TS Fav RS b A F—T 2 AEZITHR— b
Fxx (PC) T—H A B —T = A ANRBUEVLETT (Fzv 7R A 2 ki
ROEHER YT A2 —T 24 A%RL) . WHECRHOLEIE. ¥ —7 > ME
T DB S B R Z A T DA B —T = A AZBILE T,

W T H—T 2 A AT, MBEA A —T oA AF IR - Ty R~y BT
H:3U T Cisco Secure Firewall 217 — /Ll Lo TIER SNV E T,
« X —4y NI T A N a T RZA TOBREIIRDO L DI £,

BIBINTRT AR IR, TS F2v IR N A =T A A, YEY T A
VHE—=T 2 A A, A= b Fyx ), FTEEFAR—F F RN VT A Z—T A AN
R EMETT (Fov 7R A MMEROEEEAZERLS) . REERBEOSLAIL,
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F vy iRA 2 b #aLL Secure Firewall Device Manager Threat Defense f 24— 27z f ADIY v EVY .

B =27y N BT DB B e X A T DA A —T = AEBIMLET, -
EZX, =5y NBEBEIIKT 2851 OMBERA > F —T = A R EYERYT A v H—
T2 A ADEIN F v 7RA L TOELY 100 D7 WBE, ¥ —47 v b Biicx
THRE N EBMOERE - IIMES 7 A v X —T7 oA ABERTE 7,

e BT A B —T A AlZ. CiscoSecure Firewall 81T — /L CIIIER SN E A, WH
B =T 2 A A, KR—=F Fy¥x, TREFV TS E—T 2 ABDOA LV F—T =
A Ay BT ORNTFTEINET,

1R BRI

Management Center |Z#&ft L, #&ktst & LT EBUCK T 5 21BN L T2 Z L4 L%
T, FERIC DWW TCIX,  TCisco Secure Firewall B817 — /L DG/ 3T A — 2 DFFE (44 ~<—
V) ] EERLTLEE N,

\}

GE)  BEUCKT D054 7 /3 A A 72 L T Management Center [T 3 2846, ZOFIATEH S E
A,

ATYTN AU HF =T 2 A A~ vV T HEFT HEA1L, [Threat Defensef > % —7 = A A4 (Threat Defense Interface
Name) | Ky X VA N7 Vw7 L, TOF 2w IHRA L M A E—T oA ATy TF
HAVE—T oA AL ERLET,

A LA =T 2 A ADZ y BV TIIERTEER A, BEICHT L0 A 4 —T7 =2 A ARTTIZF = v
IIRA L DA =T 2 ZAZEV B TOENATVDLEEIE. Fuy T A 0 VA NRLEDA U F—T =
A ABBINTEETA, BIVYTELADOTRTCOA X —T x4 AT V—FREN, FHTEETA,

YT H =T 2 A~y BT T HNEEHY £ A, Cisco Secure Firewall 177 —/LiX, Fx=v 7
RA YV MERNOTRTOVT A U H—T = AZOWTEBUCKTT D5 T A ADY T A ¥ —T =
A R~y LET,
RTYT2 KTz I RA LV MAVE—T oA A% BBIZHT LA L H—T = AT~ BT L2, IR~
(Next) 1227 VU7 LET,

RDHRY

Fxv I KAV DA VH—T 2 A AR BBIKT OV A 2 X —T = AFT V=
by F2 U4V =0, BEGA LV E—T ol RATA—F vy BV 7 LET, o0
T, (XU F S —r oA A —T 2 A AT N—T ~DF 2 JHRA N X —T =
AAD~ LT ZBBLTE &L,
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B 52052 o 8T ARIN—TAD F v IRL Y b A V=TT A RDIVELY

X)) F A= EAR—DITARTIL—TADF v IHRA Y
kAR —D A ADIVEY

ATy T

ATy T2

ATy T3

ATvT4

ATy TH

Fxy IRAL MERBIELSBITENDLOIZ, FovIRA L M A Z—T oA A%
YR BRI T DA v H—T 2 A AF TV b, ¥Fa2 VT 4V~ BLOS v H—
T2 A ARITN—TIZ~vy BT LET, Tz IRA L MERTIE, 778X 2 br—L
RY—ENAT RY o —FA v F—7 = A A4 (nameif) %/ L %9, Management Center
Tk, ZnODORV —FA v =T =2A AFT V=7 bEFEHLET, & 512, Management
Center KU O —IA L H—T 2 A AT V=T V2RO LI T NA—T{LLFET,

X2V T4 A E—T A AL, 1ODEX2 T 4 =N ORBTDH &
MTEET,

A VEB—T A AT N—T A B —T = A RIEEDA B —T = AT N—TF )BT
HIENTEETS,

Cisco Secure Firewall #1717 — /L ClX, EX 2V 74V =0 BLOAS X —T = A AT V=T L
AF=T2A A% 11 Ty 7 TEET, EFXa2 VT4V =0 FE@3A o 4—T=A
ATN—=TPA B =T 2 ARy BTSN TWDLER, DA S =T = A~D~ v
BN EA T E £8 A, Management Center CIEFF Al 41 FE 7, Management Center D&
X274 =AU Z =T A AT N—TDFEMITOVTIL,  [nterface Objects: Interface
Groups and Security Zones| [#5E] 2L T2 &0y,

[ExX=2VT g —r A F—T A AT N—T~D~ 7 (MapSecurity Zones and Interface Groups) ]

BT, EHARERA =T =2 A, X2 VT4V =2 BIOA =T = AT NV—TEHER L

5

X2 VT 40— B0 ¥ —T = A AT )V—T7" )3 Management Center [ FAET 256, Thidtxa

VT = BAT F TV FELTHRT 7 A VITHFIEL, Ray ¥ o) 2 NCERRERYS

By INDIA U H—T oA A~y B 7351003, ROFIEEZFEITLET,

a) [EF¥=U7 1Y —> (Security Zones) %I T, DAL F—T A ADEF 2T 4/ = EHRINL
£

b) [ F—Tx=A A7 )N—7 (Interface Groups) 15T, ZTDA L F—T =2 ADA L F—T = A RXT
N—TZ @R L £,

X2 VT4 VBRI U F—T = A A7 )L—"7) Management Center (Z/F(ET DA, £oidtExa

VT V=2 B AT 47 V=2 k& LT Check Point (180) ik~ 7 A MIZIFAEL, Fry T XU 2

N CEEFAIRER G A, DA v X —T oA A~y B 7325120, WOFIAEEFATLET,

a) [BXx=VUT 1 —> (Security Zones) ]¥| T, FDOA L H—TxA ADEF2 VT 4/~ &BERL
5

b) [ #—TxA A7 )N—"7 (Interface Groups) ]I T, TDA L Z—T A ADA L B —T A A
N—TmBR L ET,

X2V T4 =AU F =T 2 A AT N—=TF, FHTY B TLZLbHBTHERTLZ LD

TEET,

X2 VT4 = A VB =T 2 A AN —T HFEH T v ' 7T 51213, ROFIEEZETLET,
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siat. #rowzesi [

a) [Exa2 VT4 —r A Z—T A AT N—TDEM (AddSZ&IG) 1%7 VU v 7 LET,

b) [EX=2VT Y=l A v Z—T oA AT N—T DN (AddSZ&IG) XA Tu/ Ry 7 AT, B
M (Add) 1227V w7 LTHLWEF 2T 4= FRB3A v =T 2 AT N—TZBINL £,

) [EF¥=VUT 1Y —> (SecurityZone) |FZtFx=VT 4V —r A& AT LET, FEHTEDRRCF
BL 48 T, FRRIC, A v F—T A AT NV—THBIITEET,

d) [PALD (Close) 1227 V27 LET,

X2 T4 = BT 2 AT N—T HHIMERIC L > Ty B 7951215, RO FPIAESE
ITLET,

a) [HEMER (Auto-Create) 1 %227 VU v 27 LET,

b) [HEMER (Auto-Create) | ¥ A 70/ Ry 7 AT, [ F—T A A7 /)V—"7" (Interface Groups) ] £
X [V —r~ vy B (Zone Mapping) | DWFILNEIIIM &2 A NI LET,

c) [H#EMERR (Auto-Create) 1% 27 VU w27 LE9,

Cisco Secure Firewall £17Y —/Wit, 2 oD®F =2 VT ¢V — /12 CheckPoint f V' Z—7 = A A LR L4
i (outsde<°inside 72 &) ZfHi), ARIDKIZ "(A)" % Zr LT, Cisco Secure Firewall BT —/LIZ L -
TERSNTEZ LR LET, A ¥ —7 oA A7 V—TIZ1%, outsde igX°insde ig72 &D ig¥ 7 4 >
JAPBEIMENET, £, EX 2V T4V —v A0 —T = A X7 N—7IZ1F, Check Point A > % —
TxAAELFRLE—RBHD FT, 72& 21X, Check Point A X —7 = A AN L3 E— FKDFE, £
DAVHE—=T oA ZARIER SNz X2V T 4 )= AV H—T oA AT N—THL3E— RIZR2 0 £
R

ATYTl TRTOAN U F =T oA A& X2 VT4 =L b A V=T 2 A AT N—TIv v B T LTED,
[K~ (Next) 1227V vZ7 LET,

miEb, RO &R

BAIT LT F = v 7R A v b #Ak A Management Center (27 > ¥ = § B EINC, KA 1E (2 HER
L. ZNEY) € ZBIcxr3 285 T34 2AORRANF E 89D 2R LET, MK
LTWEZ 73, RO—EDT 72 a r2FITT0ENRHDZLa2nRm L THET,

\}

GE) ko, MR KL OMEE (Optimize, Review and Validate Configuration) ] [ C Cisco
Secure Firewall 17—V AL 5 & EITIRWBIRFES N, B TBITEZHATEET, 20
[E[ [ OFITIZ Cisco Secure Firewall BT — V&2 U5 & EITIRIUIRTF SN ET A, T
WCPEENEAE LG A, [ ¥ —7 A A~ v 7 (Interface Mapping) ] i 2> Cisco
Secure Firewall 17 — /L& FELEN L £ 7,

Z LT, Cisco Secure Firewall 17> —/LiZ, Management Center (23 CIZIF(ET HIRABSHEI T
AT 5 (IPS) RY =T 7ANRI =BG L, BITT5H5778Aa hr—/L—
WZENDZRHEfT T2 &N TEET,

T ANRY —E VAT LRRIENRT 72 AREBRED B L LT, Xy N —7 D
=y = TE 7 7 A Nl EZFATT 572D HT 5 —#HOKETT, Z ORI
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B ssc. sromzcg

Wk, 7R ==V DOFMEE BT L T T 4 v INDT 7 A L E RS
DHNZ, VAT AEMLT T AN ERETDHL IR0 F9,

RIS, bT 7 4 v 7 BEERCICHD D Z &2 THR1I, VAT LAORKEIET A L L
TIPSKY v—%2fHHTEET, RAKRY —iL, EX2 V74 EXKICEATEI NI 7427 D
BMEFEEZREL, A>T VBETIE, BEOHDL N T 74 v 7870y 7 £3EFT5H
ZENTEET, VATLAPRARI > —%2FEHLC NI 7 4 v 7 23T 256, VAT A
EEEA T b A Ky FEBEHALEYT, By NNOKESOEEL, BAL—/L T
W SN AEER L, BETBLOSEDIPT FL AL R— M2 LET, BARY o —
WZHDEHAEFEH LT, A— Vil KO8 L — VIREBICH A IP T RLAZRTZ L H T
xFET,

27 TREORERIEH 2 BT 5120. Yo Eficdh s 74—V RICHEBL 2 A LET,
T—TIWVOITIET 4 WA BES L, BB BT H2HEOANRRRINET,

A\

GE) T 74/ RMTIHE, [ T4 7 —71k (Inline Grouping) ] 47> a VB HENZ/2 > T
ﬁqo

-

ES

MRk D iciifl, #ERRF L UOWRFE (Optimize, Review and Validate Configuration) ] i C Cisco
Secure Firewall 17—V A PHL 5 & | EITIRDBRIFS L, B TRATZHATEET, 20
EE ORI L 2 &, EBITRWITRTF SN E A, BITRICEENEELZGA, [ ¥ —
7 A A~ 7 (Interface Mapping) ] Hifi 7> 5 Cisco Secure Firewall 1T — /L % fiEL B
LET,

Cisco Secure Firewall #17Y—JL M ACL =it DHEE

CiscoSecure Firewall 17> —/Wid, Fv N —JVREICW B2 52527, 774 T U —
JIV— L _— A0 b It (B b £ 72 13HIBR) TX 2% ACL kbl KOV 54— |
PR L F T,

ACL Fi{kiZ, kD ACL # A 7 &V R — bk LET,

« TLE ACL : 2 5D ACL Ok & L— L D¥ » F3E Ua . EALSN O ACL 5% LT
by U= ZEBIIHY FHA, 2 200 —ANRE LRy hU—F ET
FIPBEWIP b T 7 4 v 72 L, 77 B AZELETHL—ANERZS N TRV
G BAIONL—VEHIBRTEET,

« % K7 ACL : 41D ACL 1%, 2 & H D ACL O EEERIIT Y RuA 7 LET, 2
ODDON—IVZFERD N T 7 4 v 7 356, 2BFEADNL—MIT 782U X OB
KRINDTeD, EONT T4y 7ICbEHINEEAL, 20OV —LVBN T T 4 v 71T
MLTRRDLT 73 a v ZHELTVWDSHEG, ¥y RUA VTSR — LV E2BET 2
2, WOV ERRE L CHRERRY —2RETEET, L 2E BEDXE
JCEITSEEICH LT, EAL—LVTIP b7 7 4 v 7 2ESRL, ¥ NUA 73z
=)V TCFTIP T 7 4 v 7 dFa] TE X,

Cisco Secure Firewall 17> —/Li%. ACL i D/ —/L & LT D BEICIRD/XNT A —F ZA{f
ALET,
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BITOXBOYR—+
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1

[B1T752 T (Complete Migration) | i C, [YA— K (Support) | HRFZ %27 Vw7 LET,
AV T PR — =V RFIRENE T,
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ATV TN BIThLVR— b 2F o ra— R ULESCBE L E1,
ATY T2 BIThLA— b alE, TONEZEEICHR L T, ASAHERNEDO X IITBITS NN EEEL £,

s [BATOMEE (Migration Summary) ] : Check Point 7> & Firepower Threat Defense (2 1E 5 (24T S L7248
Jlc DMEEE,

s [BIRAYAR U > —H1T (Selective Policy Migration) |: BITRE IS X —T = — A< v B 7DDl
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Cisco Secure Firewall 17V —ILDT7 214 X —JL

TR_RTOaR—3% 2 ML, CiscoSecure Firewall 217 — /L E R U 7 # IV EITRIEENE T,

AT w9 F1 Cisco Secure Firewall 81TV — /L 2B E L7 7 # /LA IZBEI L £,
RATY T2 a7 RGETIHHAT, log 7ANMZEYIVEY £2i32 € — L THOEANCAL Y £+ £,

AT9 73 BITHILA— R EBITHR LR — F 2 RFT 28551, resources 74/ X YD EY 722 — L ThHl
DOGFTIZAE Y 1T F 97,

AT 74 Cisco Secure Firewall 817V — L2 BB L7 + V2 2 LE T,

vk g7y ATy Y —v g ROZBERHT 5 CuvE 9, Cisco Secure Firewall 17 —
NDaryy—ny 4 RUPRANWTWAEA, B 77 A LE 73 VEIFHIRTE LA,
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A\

CE)  BATORTHICY =y bT A ATETTEDT A MFHEEIER L ET,
« AT I AMRETD 2 A Y

c AT Ao X AT

AT FUREBBEIOR XD

48 HHEIIZ

Management Center % > A b—/V L TR L TWA Z 2R LET, SO WTIE,
4172 [Management Center Hardware Installation Guidel [9%55] 35 X OV Y72 [Management Center
Getting Started Guide] [#3E] #Z ML T 7E &0y,
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AT F1  Check Point Web Visualization Tool 35 J T8 FMT-CP-Config-Extractor v4.0.1-8248 > — L& il LT, B47L
£ 9 & LT3 Check Point 7 /31 AR A INEE L, Check Point #K 7 7 A LD a B — % RfF L £7,

AT v T2  Check Point ik zip 7 7 A VA HER L £ T,
ATYF3  Fv FU—2Z|Z Firepower 2100 >V —X FNA ZAZREAL, AV F—T oA AR LT T I7A4T
ADEREA AT LET,

FEMILZ DUV TIE,  [Cisco Threat Defense for the 2100 Series Using Management Center Quick Start Guide] [3%
AL TLLIEE N,

ATw 74 Management Center |2 & > TEFLZ 415 Firepower 2100 & U — X 734 A&k LET,
FEAIZ OV CiE,  [Add Devices to the Management Center] ZZ MR L T 72 S0,

ATvTH (EE) B#ELT =y 7 RA Y MBRICHEA V F—T = A ARH DAL, ¥ —4 > | Firepower2100
LU —X F A A THR— FF ¥ %/ (EtherChannel) % {ER% L E9,
FEABIZOW T, [Configure EtherChannels and Redundant Interfaces| % &M L CTL 72 &0,

AT w76  Cisco Secure Firewall 217> — /L DfcHi/N\— 5 % https://software.cisco.com/download/home/286306503/
type PH AU E— RLTEITLET,

FEMIZ DWW TTIE,  [Cisco.com 75 @ Cisco Secure Firewall BT — VD& 7o —FK (24 X—V) | %
ZIRLTLLZE0,

AT w71  Cisco Secure Firewall 17 — /L& L8 L, #5037 A — % 28 €T 58415, Management Center {28
#k L 7= Firepower 2100 > U — X T34 R &R L F 7,
FEMIZ oW TIE.  [Cisco Secure Firewall 17 — /L D#efi e /8T A — X2 DIgE (44 =) | 2B
LTL7EEN,

ATvT8 Fxy AU A S =T 2 2% BREIHT DU A 27 =T 2 A A2y BT LET,

GE) Cisco Secure Firewall BTV — V2T HE, Fo v IRA L " A E—T A AEA T %
BRI T B A v 2 —T 2 AEA TSI~ BT TEET,

7z & 21X, Check Point DFERA » F—7 = A A% B3I 2 O L2 —7 =4 AT v
VITTEET,
FEMZOWTIE, [F = > 7R A > b kL Secure Firewall Device Manager Threat Defense f > % — 7 =
AAD YT BEHRLTIEIN,

RT9T9 WA LH T2 A R Xa T 4=y BT 5 L&, [HEER (Auto-Create) ] % 2
U w7 LT, Cisco Secure Firewall {7 — /L THLWVEX 2T 4 V=0 B{EkTE A L9212 LET,

BEotX2 7 4= B EHTH203, FIITT oy I RSV biaBEBA LV H—Txf A Fa
T4 =y B LET,

FEANCOWTIE, TBXa2 VT4 = A =T 2 A RATN—T~D F =2 TR~ A H—
T2 A ADT LS| BZHERLTLIEEN,

RT9TI0 ZOHA ROTFIAIHES T, BITT D8 E NI MRS K OMRGE L, #§6% Management Center (27>
T\/:L Li‘g‘o
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INTLET,
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Cisco Secure Firewall 17 — /L CBAT 7 2 B A& BMET H7-NT, e T 257V A NI T —H
T 7 A JVINEEDGATICRE S IVE T, Cisco Success Network N B RN 6. BITL F = v
7 IRA b #Epk % Management Center |27 v > 235 L, Ty ath—ERAXZOLANLT
A . T—H N T T RIZIERICT v 7' e — RSN RICHIER
L%7, CiscocomT I U hu A AFHONDYICu—hvnm 7 A o AFRE M H LT Cisco

VAN =T 7 A4 V%

Secure Firewall 1T —/LiZv 7' A 3 D54,

T T—H T 7 A MIRDOBENCH D £,

<migration tool folder>\resources \ telemetry data

ROFIZ, TLVAR)IT=ERA b ZOBHA, BLOF T fEZRLET,

®2: VX T LIER

TLARN)ITF=HIII TR yvaE&N

F—8 KA Vb
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FANV—=T 4 T VRT

Cisco Secure Firewall 17 — /L % 347+ 5 F 2L —F ¢ | Windows
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High Sierra Z il T& £

AAVA Cisco Secure Firewall 17> — /L OEENAFH X5 75 | Mozilla/5.0
7, Mozilla/5.0. Chrome/68.0.3440.106, Safari/537.36
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FLALYT—%5 |

F—8 KAk

Bl

EDHI

Source Device Serial Number

Check Point 3 U 7 /L& =

FNAADTY
TNES (F1E

THHE) .
Source Device Model Number Check Point D EF L& 5
Source Device Version Check Point D/3—30 g o R77.30
Source Config Counts EETHERR DIT DO A EE 504
Ty AT g — ET— R Check Point THifk &h TW5 7747  |ROUTED
T4 —LE— K —FT v REFIT T
AT L2 b
I FF AN E—F Check Point D27 F A FE— K, ZiL [>T
X, Y narFX A NERIIv LT 2
YTHRANMIRY ET,
Check Point Config Statistics:
ACL Counts TIRATN—TIZT X v FENTND |46
ACL %%
Access Rules Counts T 7% A )—LOEE 46
NAT Rule Counts NAT /L— L D& 3 17
Network Object Counts Check Point I Sz~ b T —27 47|34
Network Object Group Counts Check Point D%~y NU—27 F7 27 |6
TIN—T DI
Port Object Counts R—brFT7T=7 D% 85
Port Object Group Counts R—= ATVl N T N—TD¥k 37
Unsupported Access Rules Count | 4-78— F TV WT 27 ZL—LD4 |3
R
Unsupported NAT Rule Count HAR—FENTWVWARNWNAT 727 21— |0
IVDEFHK
FQDN Based Access Rule Counts | FQDN ~X— 2 D7 7 & A /L— /L DI 7
Time range Based Access Rule RERH &S N — 2 DT 7 & 2 L— LD 1
Counts
SGT Based Access Rule Counts SGT XR—ZAD7T 7 & A)L—)LDIK 0
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T—RKRA b =5 BA EnHI
Y—ILHET T ELRVMERITOBME
Unparsed Config Count IR T Lo TR S VRV MR T O %) | 68

Total Unparsed Access Rule Counts | ffZ#fr K 72\ N7 7 & 2 )L— /L DA EHK 3

=R 4:9—4y NEET/NA4 X (Management Center) &R

T—R KAk HoL:L fEDHI
Target Management Version | Management Center 0 % — /"> h3— |6.2.3.3 (build 76)
Tarv

Target Management Type Management Center

Z—0y MEBTNAADZAT

(Management Center)

Target Device Version I RTINS ADIN—T g 75

Target Device Model VMware []1} Cisco Secure

Firewall Threat Defense

S—=0y b TNAAL ADET IV

Migration Tool Version BATY —ILDIR—T g 1.1.0.1912

R 5 BITOME

T—8 KA b Ll BBl

TR arbao—LRY I—

Name TURA T hr—VRY —OLART fFELTR
VY

Access Rule Counts BAT SNz ACL v—L D& FHL 0

Partially Migrated ACL Rule Counts | 345 #1247 X417~ ACL L— /L D& 54 |3

Expanded ACP Rule Counts PEsk ACP /L — v D% 0

NAT RY) & —

Name NAT R U & — D4 i FFELZR
A

NAT Rule Counts BAT S hUl NAT b— L D &7k 0

Partially Migrated NAT Rule Counts | #4312 1T & 72 NAT b— /L D& 5 |0

ZDDFBITEH

Interface Counts HHENEA 2 —T A 2D 0
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F—a KA b+ Bl (XL
Sub Interface Counts FHIN-Y T A Z—T A4 2D 0
Static Routes Counts gL — h O 0
Objects Counts ERREnicA 7V =7 b O 34
Object Group Counts R SNTeA T V=7 NI N—T D%k 6
Interface Group Counts e ST A v B —T = A 2T —T D% |0
Security Zone Counts e szt X2 ) 74— 0¥ 3
Network Object Reused Counts HAHAINA-A TV =7 FOE 21
Network Object Rename Counts | 4 §i/35H S 47 = 7 k0¥ 1
Port Object Reused Counts BRI — b7 V27 FO¥K 0
Port Object Rename Counts LHINER SRR — ATV =7 % |0

5 6: Cisco Secure Firewall %17V —ILDIN T+ —IX VA T—4

F—5 R4 b | 55 Bl
Conversion Time | F = v 7 /KA b AT ORI » 72 (4)) 14
Migration Time | = RV —=x o ROBATIZD Do A (%)) 592
Config Push Time | &5 7 & = (2 h 0o TR (49) 7

Migration Status | 5= v 7 7K A > k #§/£ 0 Management Center ~DFE{TD A7 — 4 | SUCCESS
A

Error Message Cisco Secure Firewall B{TY —LZ Lo TFErEnNs5—A v |null
S

Error Description | = — 2358 /E L 72 Bef s L OVE 2 S D WARIAICE 4 58] |null

717 DT L A k1) Check Point 7 7 1 )LD
WAz, B3 D5 (2 Check Point f ik 2 AT T 255 DT LA MU T —4 7 7 A )LD

%i—\‘ [_/gzj‘o
{
"metadata": {
"contentType": "application/json",
"topic": "migrationtool.telemetry"
}7
"payload": {
"Check Point config stats": {
"Ipv6_access rule counts": 0O,
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"Ipvé6 _bgp count": O,

"Ipvé _nat rule count": O,
"Ipvé_network counts": 24,
"Ipvé_static_route counts": 6,
"access_rules_counts": 63,

"acl counts": 63,

"fqgdn based access_rule counts": 0,
"nat rule counts": O,

"network object counts": 143,
"network object group_counts": 31,
"no of fqgdn based objects": 0,
"ospfv3_count": O,

"port object counts": 370,
"port object group_ counts": 55,
"sgt_based access_rules_count": O,
"timerange based access_rule counts": 0,
"total unparsed access_rule counts": O,
"tunneling protocol based access_rule counts": 0,
"unparsed config count": 15,
"unsupported access_rules_count": 0,
"unsupported nat rule count": 0
}I
"context mode": "SINGLE",
"error description”: null,
"error_message": null,
"firewall mode": "ROUTED",
"log info_acl_count": 0,
"migration status": "SUCCESS",
"migration summary": {
"access_control policy": [
[
{
"access_rule counts": 63,
"apply file policy rule counts": 0,
"apply ips_policy rule counts": O,
"apply log rule counts": O,
"do not migrate rule counts": O,
"enable Global-ACL-Policy": true,
"enable Zone-Specific-ACL-Policy": false,
"enable hit count": false,
"expanded_acp_rule counts": 1,
"name": "FTD-Mig-1566804327",
"partially migrated acl rule counts": O,
"update rule action_counts": 0

]
] r
"interface counts": 12,
"interface group counts": O,
"interface group manually created counts": O,
"nat Policy": [

[

{

"NAT rule counts": O,

"do not migrate rule counts": O,
"name": "Doesn't Exist",
"partially migrated nat rule counts": 0
}
1

] r

"network object rename counts": O,

"network object reused counts": O,

"object group_counts": 15,

"objects counts": 54,
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"port object rename counts": O,
"port object reused counts": 5,
"security zone counts": 13,
"security zone manually created counts": 0,
"static_routes counts": 22,
"sub interface counts": 11
}I
"migration tool version": "2.0.3169",
"rule change_acl count": O,
"source _config counts": O,
"source_device model number": "Check Point Model Not Exists",
"source device serial number": null,
"source device version": "R77.30",
"source_type": "Check Point",

"system information": {
"browser": "Chrome/76.0.3809.100",

"operating system": "Windows NT 10.0; Win64; x64"
}I
"target device model": "Cisco Firepower 9000 Series SM-24 Threat Defense",
"target device version": "76",
"target management type": "6.4.0.4 (build 31)",
"target management version": "6.4.0.4 (build 31)",
"template version": "1.1",
"time": "2019-08-26 12:55:40",

"tool analytics data": {
"objectsplit 100 _count": 0

}I

"tool performance": {
"config push time": 725,

"conversion time": 29,
"migration time": 1020
}
}I
"version": "1.0"

80 DT L # k') Check Point 7 7 1 LD

WIZ, BTk 5 BA#E (2 Check Point #i% a BT T DHBEDT LA R T —X 7 7 A4 LD
ZRLET,

{

"Check Point config stats":({
"Ipvé_access_rule counts":0,
"Ipvé _bgp count":0,
"Ipvé nat rule count":0,
"Ipvé _network counts":3,
"Ipvée_static_route counts":0,
"access_rules_counts":726,
"acl category count":O0,
"acl counts":726,
"fgdn based access_rule counts":0,
"nat rule counts":335,
"network object counts":7645,
"network object group_ counts":268,
"no of fqdn based objects":0,
"port object counts":1051,
"port object group counts":66,
"s2s_vpn_tunnel counts":0,
"sgt_based_access_rules count":0,
"timerange based access_rule counts":0,
"total unparsed access_rule counts":0,
"tunneling protocol based access_rule counts":0,
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"unparsed config count":234,

"unsupported _access_rules_count":0,

"unsupported nat rule count":0},

"context mode":"SINGLE",

"error description":"No data.",

"error message":"push failed for object network",

"firewall mode":"ROUTED",

"log info_acl count":0,

"migration status":"FAIL",

"migration summary":{

"access_control policy":|[
[
{

"access_rule counts":0,
"apply file policy rule counts":0,
"apply ips_policy rule counts":0,
"apply log rule counts":0,
"do not migrate rule counts":0,
"enable Global-ACL-Policy":true,
"enable Zone-Specific-ACL-Policy":false,
"enable hit count":false,
"expanded_acp_rule counts":1,
"name":"Doesn't Exist",
"partially migrated acl rule counts":0,
"total acl element counts":389416,
"update rule action counts":0

1
] r

"interface counts":11,
"interface group counts":0,
"interface group manually created counts":0,
"nat Policy":[
[
{
"NAT rule counts":0,
"do not migrate rule counts":0,
"name":"Doesn't Exist",
"partially migrated nat rule counts":0

1

] r

"network object rename counts":0,

"network object reused counts":0,

"object group_counts":222,"objects counts":7148,

"port object rename counts":2,

"port object reused counts":30,

"prefilter control policy":|[

[
{

"do not migrate rule counts":0,
"name":null,
"partially migrated acl rule counts":0,
"prefilter rule counts":0

]
] r
"security zone counts":11,
"security zone manually created counts":0,
"static_routes counts":0,
"sub interface counts":8,
"time out":false},
"migration tool version":"2.1.4283",
"mtu info":{"interface name":null,
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"mtu_value":null},
"rule change acl count":0,
"selective policy":
{
"acl":true,
"acl policy":true,
"application":false,
"csm":false,
"interface":true,
"interface groups":true,
"migrate_ tunneled routes":false,
"nat":true,
"network object":true,
"policy assignment":true,
"populate sz":false,
"port object":true,
"routes":true,
"security zones":true,
"unreferenced":true},
"source_config counts":0,
"source_device model number":"Check Point Model Not Exists",
"source device serial number":null,
"source_device version":"R77.30",
"source_ type":"Check Point",
"system information":
{
"browser":"Chrome/80.0.3987.163", "operating system":
"Macintosh; Intel Mac OS X 10 15 4"},

"target device model":"Cisco Firepower 4110 Threat Defense",
"target device version":"76",

"target management type":"6.5.0 (build 63)",

"target management version":"6.5.0 (build 63)",

"template version":"1.1",

"time":"2020-04-16 04:50:05",

"tool analytics data":{"objectsplit 100 count":6},

"tool performance":
{
"config push time":1457,
"conversion time":279,
"migration time":2637
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=% =R

BITOMED FZ IV a—TFT420T

e Cisco Secure Firewall B{TY — /LD ST TV a—TF 47 (67 ~2—)
s NI TNV a—T 4TI EN S T BLOEOMO T 7 AL (68 X—)
e Check Point 7 7 A VDT v 72— RERMD T TNy a—FT 407 (68 2—)

Cisco Secure Firewall 17V —ILD FS TN a—TFT a1 >

5

BATHRIT 201%, @F., T IR A L MR 7 ANV ET v 7 a—RLTWND L x|
FIFTBAT SR A2 Management Center (277 = L TWA & & T,

Check Point s DFAT 7 10 & ZADNKICT 2 — iY77 U ATRD LB Y T,
» Check Point Config.zip 72 B 7 7 A /L KK,
» Check Point Cofig.zip N D M%) 72 7 7 A /L) Cisco Secure Firewall 217> — /L T &7z,

* Check Point #p% 7 7 A /L3 zip SN D MG 7 7 A W Z A T Th D,

Cisco Secure Firewall BTV —ILDOHHR— /A2 KL

Cisco Secure Firewall 817> — V2L, AR — b XU FLvadF oo a—RLT, a2/ 77 AL,
DB. W7 7 AN EDENI DO N T TN a—T 4 U7 ERAHT A7 a U0 £
T, WOFINEEFEITLET,

1. [B1758 T (Complete Migration) | i T, [V — b (Support) | RZ > %27V 7 LE
j‘o

NIV T YR — hR—=URFRIRINET,

2. [HA— k2 R (SupportBundle) | F =7 Ry 7 A4 NI LT, ¥vrua— K75
W T 7 A VBRI L7,

\}

Gx) Bl 77 ANEDB 77 ANME. T AN RNTE T yE— RAIGBREIALTWET,

17V —IL % L 7= Check Point Firewall 5 5 Cisco Secure Firewall Threat Defense ~ D #%1T .



BIOMBED FS I a—Fa2d |
B 5o a5 vgREnEOTBLUZOMOT 7 AL

3. [#vru—F (Download) 127V vZ7 LET,

PR—=FIN RV T 7 AL, v— A RR Zzipk LTH U ya— REET, Zip 7+
NEEHHLT, 77740, DB, BLUMR T 7 A V2R RLET,

4. [Emailus]Z7 Vv 27 LT, 77 =INTF—AZEEOFHMEE LA — LV TEELET,
Fyoa—RLIeYR— b 77 ANEBTA VIR T5Z2 b TEET,

5. [TAC ~X—VIZHE) (Visit TACpage) 127 U v 7 LT, Y AaDOHPR— hX—T T TAC
r—A%ERR L ET,

A\

GE)  TAC r— AL, BITHICWHOTHLYR— b= b4 —TF o TEFET,

SO a—Ta U TIZERAEINEO07ELUZEDIN
DIF7AIL

RIREDHFE L F T TNy a—TF 4 TIEEDERIZ. IROT7 7 A MZH Y £97,

Z74AI R7—ay

0y 7y AL <migration_tool folder>\ logs

BATEIO L R— I <migration tool folder>\resources
BT O LR— K <migration tool folder>\resources
R —7 7 A L <migration tool folder>\resources

- o o _ . .
CheckPoint 7 7 /)LD 7 v 70— FELBD STV a—
TAT

Check Point f§% 7 7 A VDT v 7'a— NIZKRI L7284, 8% 13 Cisco Secure Firewall 17> —
IWIRT 7 A VND 1 DU EDATEFRYT CE oo Z EMRER T,

7 v 7 u— RBIOMITORMDIRIA & 72 o7z 7 =2 5 FHIL. ROGFTTHRTE £
‘j—O

o RERMTD 7 7 AV : 77 A IVDREZFART, EFITHNT 372 Check Point 1~ 7 A
JVCHRBICHERE SN IT28E L E T,
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| BToMED LS I a—Fa2y
CheckPoint D bS5 TN a—T 4 VT8l : X T ) bITL—TDAN—MREDIH B (175 ~ 17130 DFH) .

s THAL 72U\ 7 7 A JL : Check Point TR 727 7 A A S vE Lz, 72 & 21E. Mac
OS ZfEM L Czip EMidT 5 &, Mac VAT L7 7 A LIMER SN ET, Mac 7 7 1 L&
HIFRL T 72 &0,

o (175 ~17730 DI) FEHST-LEID T 7 AL : CheckPoint DX = VT 4R > —& NAT
RY =T 7 ANVDLFNE LL 2WEE, ACLBIONAT 7 7 A /VDOL4HIZLELLE
FLET,

« R¥ 7 7 A /L : Check Point ® config.zip 7 7 A VB —E D7 7 A VB KRFE L THET,
VBT 7 A NEBIMLET,

\}

GE) 177 OHAIE. RELTCOWDER T 7 A V& FEyTHHE L E T,
ZEIC OV T, T177 @ Check Point ¥ 7 7 A L DT 7 AR —
M ZBBLTLEE N,

180 DA 1%, Live Connect % {#i F L T Cisco Secure Firewall ££17
V=L DIELVER T 7 A L ERE L ET, FElc VLTI,

80 ™ Check Point ¥k 7 7 A /LD 7 AR — ] ZHBRLTL
72 &0,

CheckPoint D F S T a—TFT 4V FH ATz O FTIL—TDHA
JIN—DE DO S LY (k75 ~ 177130 D H)

ZOFITIE., EREOERICT T —0H B 7D, CheckPointtifl 7 7 A VDT v 7 a— K L@
DR F9,

ATYT1 TT7— A=V L THIBEERELE7,
ZOTT—IZEY, ROTT—RA v —URERINET,

SH% IS—Ayt—v

Cisco Secure Firewall 81TV — /LD A v | =T —%E e, FHTH & D Check Point K&k 7 7 A /L,
L = 5 — |2 SV TIBATT LA R OEROT T —F 2 33 o,
TV a AT —=UHIIEAT DT vV 2T —{TOVTiECheck
Point DT LR — M OWMERR ERBITOTZ T EZZR L T &0,
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BIOMBED FS I a—Fa2d |
. Live Connect @ Check Point (r80) [ZE89 2% FS T a—TF 4 > 54l

SR IS— Ayte—o
0y 7y A [ERROR | objectGroupRules] >"ERROR, SERVICE GROUP RULE not

applied for port-group object [services epacity nt abc] as CheckPoint
object [ica] does not exist in <service> table;"

[INFO | objectGroupRules] > "Parsing object-group
service:[services_gvxs06]"

[INFO | objectGroupRules] > "Parsing object-group
service:[services_iphigenia]"

[INFO | objectGroupRules] > "Parsing object-group
service:[Services KPN_ISP]"

AT w T2 Check Point services.xml 7 7 A L& E F7,

AT 73 services_gvxs06 L WO ARIDAT V=7 I N—THRBELET,

ATV Tl A~v— Ny aR—REHHLT, #4727 I A—TDORELTND AL NR—ZERLET,

RATYTES KT 7 ANVED ) —EX I AR—FLET, FEMITOVTIE, 1177 D Check Point #k 7 7 A /L D=2
AR—=F] ZBRLTIZE N,

AT 76 T bExT =020 GE1E, B L Check Point #%/5% zip 7 7 4 /L% Cisco Secure Firewall f£17> —/L{Z
TyZu—RL, BITERITLET,

Live Connect @ Check Point (r80) (B3 A +S TS a—TF 4 T4

{5 1 : Check Point Security Manager D EHIEERT 5,
Z OFITIL, Cisco Secure Firewall 17> — /L% Check Point Security Manager O ¥l & Bk L &

D

TT Ay b=V HER L THEEZHELET, ZOTT—IZLD, ROZT—=AyE—UNR
ERRENET,

SRk IS—Ayt—P

Cisco Secure Firewall 17> —/L | Check Point Security Manager Ol 2 #2492 & 9 |22k
D ){ > “TZ _ fy \j— 5 @ﬁo

s 77 A [ERROR | connect_cp] > "Unable to extract the
Extracted-objects.json file due to credentials with insufficient
privileges, time-out issues and so on. Refer Secure Firewall
migration tool UG for more info."

127.0.0.1 - - [20/Jul/2020 17:20:43] "POST /api/CP/connect
HTTP/1.1" 500 -

27 A ERNPELLS HY EA, BRNZHH LIZFIEICES T, v 7 A AR & FRTE L
F9, HFHT D 74 1FHRITIE. Check Point Security Manager @ Check Point Gaia | @ /bin/bash
TR T A VHRMETT, #E OER TIX, Check Point Security Manager @ Check Point
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| BToMED LS I a—Fa2y
Live Connect @ Check Point (r80) IZB8d % +5 TS a—TF 1 w5l .

SmartConsole 7 7' U -r— 3 12, ML a7 A AR E A— S—a2— PR CHAGRET D
ERHVET, v ILF KA /@Fﬁ%fﬁﬁﬁ?‘é%é‘\ MERIZA ===V THINENDH Y
7, FEMICOWTIL,  Live Connect Zfifi Fl LU 72l 0 72 8 0 Check Point (r80) 7 /3o
ADEFRE] 2R LTLLIEEN,

B2 : REHIT7AILER

Z OFITIX, CiscoSecure Firewall BTV — /L OBATIZ. RIERT7 7 A NVERARNEKR T a2 v 7

I TWET,

TT—Avb—VEERLTHEEZEELET, 20T —ZLD, ROTT—RX vEB—IN
ERENET,

SHR% IS— Ayt—2

Cisco Secure Firewall (7Y —/v |7 v
DA yt—

s 77 A [ERROR | cp_device connection] > "Bad file format"

2020-07-20 17:10:57,347 [ERROR | connect_cp] > "Unable to
download .tar file."

127.0.0.1 - - [20/Jul/2020 17:10:57] "GET
/api/CP/generate_tar_file?package=Standard HTTP/1.1" 500 -

27 A ERPIELL H Y A, LIANIHA LI FINAICHE-> T, v 7o UAF#Z FREE L
T3, EHT D0 7 A ERIZIL. Check Point Security Manager ¢ Check Point Gaia |- ¢ /bin/bash
a7 7 A IVDEETY, Check Point Security Manager @ Check Point Smart Console 7~ 7
Uor—vail, Mu 7oA s AfHE A—"—a—FHERTHEIMRET D2LERH £9, <
NF RAAL VEBREFERTAIERAIE, A—3—a—VFHERE 5T ALERH Y £, 2EMIC
ST, [Live Connect 2 ] L 72t 0> 72> @ Check Point (r80) 7 /3A A DFRTR
] ZZRLTIZE N,

BI3: JOwy - VSX #EElL Threat Defense THR— k& h gLy

Z OFTIX. Cisco Secure Firewall 47 —/LOITIX., 712 v 7 72 VSX HEEEDS Threat
Defense ([ZIFAET 5 Z & MNFKRTHRIL £,

TT—Avt—VEHERB L THEEZHFELET, ZOTT—IZLD, ROZT—AyE—UR

RS ivET,
iz IS5—Ayte—2
Cisco Secure Firewall /7Y —/V |71 v 7 Sufz VSX #iEIL, FID TiZHA—F ST
DA y— FH A,
g/ 77 A [ERROR | config_upload] > "VSX Feature is UNSUPPORTED
in FTD"
Traceback (most recent call last)

FIEDEEE : o> 7 —%, fwvskstat =~ > K23 Check Point r80.40 LA THEIE S 7=7= 01T
FALET,
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. Live Connect @ Check Point (r80) [ZE89 2% FS T a—TF 4 > 54l

FEEER & LT, ROFIEELFATLET,

1. configzip 7 7 A VAR L £,

2. networking.txt 7 7 A VA BHE £,
wIZ, WA ZRLET,

firewall> fw vsx stat
Deprecated command, Please see sk144112 for alternative
Deprecated commands: cphaprob cpinfo cplic fw ips raidconfig fwaccel

INZROL S ICTFHTESHBAET,

firewall> fw vsx stat
VSX is not supported on this platform

3. TRTCOT 7 A NERIRL, zip LR ICEM L E T,

. #47Y— )L Z{E R L 1= Check Point Firewall 5 5 Cisco Secure Firewall Threat Defense ~ D517



B,
=% =R

Cisco Secure Firewall #17Y—)/)L @ FAQ

e Cisco Secure Firewall 17 —/L D L FH LN HER (73 X—)

Cisco Secure Firewall BTV — LD L < FEoNSER

Q.

>0 »0 >0

O

U J—2Z 3.0.1 @ Cisco Secure Firewall #47> — /L TH R — b I35 FHEEEI T T,
Cisco Secure Firewall 17> —/1 3.0.1 TlX. Cisco Secure Firewall 3100 > U — X% Check
Point 2> H DBATHT NRA AL LTOHAYER—FTH5 L9120 F LT,

U U —& 3.0 @ Cisco Secure Firewall 17> — /L CH AR — kN S5 FHEEEIXMT T D,
7 7 7 R Firewall Management Center ~D 4T,

U U —2 252 ® Cisco Secure Firewall 217 — /)L CH R — b I D FHERE LT T D>,
Check Point ™ ACL #xiiEfl.,

Check Point 7> & Threat Defense ~DZEHLIZI5 1T 5/~ — R 7 = 7l [RIFAT T D,

KR 7 7 A /L3 Check Point Web Visualization Tool 33 & (N FMT-CP-Config-Extractor v4.0.1-8248
Y —L b HYEN 8 556 1%, 125(8 JC Check Point # 1T CTE £ 77,

Check Point r76SP 7> H =7 AR — b ST 4B A LT, Z4% 4100 38 K10 6100
Firepower 77 v b 7 4 — LIZBITTE £,

F, 175 ~177301%, TXTOT Ty F 74— L THR—-FSNET,

77w N7 4 — A%, Check Point Web Visualization Tool 23F RIEE THILIE VA — F X
E AN

Check Point FD/L— )V CEHEINEZAT V=7 b ERG 2 HEEZH 2 T IEEN,
T2 NISBINEA T DX T 2 NI N—TFTH LA, ACL EHT 7] &

[Ty 7| OMAGLEIHENET, ZOEHILACL THR— IR TWETN, B
NEZATDOXY NT—0F T NITNA—TIIHR—FENTWERA, =& 203,
Check Point ACE V— /L3, BIRINDEHNF A T OFT V=7 NTNV—T2FEO5LET
7

* Check Point /L — V7 7 > a 3 TEFR[ ] OBAEE. RO L1220 F£9,
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Cisco Secure Firewall 17V —)L M FAQ |
. Cisco Secure Firewall 1TV — /)LD L < HFE NS5 EM

+ ACE |21, <exception></exception> XML % 7 CTH M X3 TV 5 Object-Group %
HES) 2577 v a rBNETY, /L—/1iZ [Rule for Exception Object-Group
TAREBMLTLZEN,

* ACE |21, <base></base> XML # 7" CH M I 1T\ % Object-Group % [FF 7] |
577 a rRMETT, /L—/iZ [Rule for Exception Object-Group| = A >
ML T 7ZE0,

« Check Point /L—/L 7 7 a N HER/ U By b OBEAIE. ROL TR F9,

« ACE IZ1%, <exception></exception> XML # 7 TEHH S 41TV 5 Object-Group %
[§F0l) 25772 a BB ETY, /L—/1Z [Rule for Exception Object-Group |
AR FEBMLTZEN,

« ACE 2%, <base></base> XML # 7 TS M Z 41TV % Object-Group (Z-DWV\T D
Mty b (JEER) | Z2&bed [Tuyry (ER) /Tay 7] OF 7 a )
WECY, /L—/ LT [Rule for Exception Object-Group] = A > hZiBML TL 72
S,

Q. Cisco Secure Firewall 817 —/L L, HE®/NLZ L H729 ACE Z VAR —F L TWETD,
PR—F L TWORWEES, £ 5 D/L—/Lid Cisco Secure Firewall 7Y — /Ml L > TE
DEDNTHEL S IVE T D

A. BERNLELE B9 ACE 1L, Cisco Secure Firewall 517 — /L CHHR— h SN TE LT,
ZDOACEZBHEDACE L LTH Y Z Lk TEREINET, ZNOOMEITASH%DY
V—ATRFIND TETT,

Q. [Failed to bind to the DB. Access denied error.| L \9 A v —UREREINFET, EHT
AUTNNTT D,

A. ROFIEZFATLET,

» Check Point Gaia Console for Management Server % B & 97,
* Gaia Console FO a2 —HF—LB L UNe —/LOREICEE L 7,

o« WHLH 17— )L % FfD Check Point Management Server Gaia Console T, "—AF 4 L7
FU® /home /XT A—H Lz )LD Jetc/cli.sh/XT A—HZFEHLT, HLWV
a—F—a A AEREERLET,

Q. Cisco Secure Firewall 17> — /L & f# ] L "C Check Point fpk % fi#tT 35 &, fEirhh v > b
MO LFRINFET, £ THIENNTT D,
A, ROVTNUPDOFIEEZFATLET,

FMT-CP-Config-Extractor v4.0.1-8248 > — /L% i l] L T networking.txt 77 7 1 /L Z 5 L &
4, FEVTIERR L7 networking.txt 7 7 A /W3 L2 T 72 &0,

F720%

i & OB T, networking.txt 7 7 A /LD ) B 7 AR — | S 17z Check Point Security
Gateway TH X VT DNFTIR > TV L AREMRH Y £T, v X IRFARICR->TND
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I Cisco Secure Firewall 47V —)L M FAQ
Cisco Secure Firewall 1TV — /LD L < HE LN ZERM .

721 networking.txt 7 7 A JWIZHERAMR AR HAVBINS N TER Y . 2D X5 Z2RENFAE L
TWET, ZOHAE. ROFIREFETLET,

* networking.txt 7 7 1 L & fifER L £ 7,
BIMMESNTRyen ZITEHIBRL T 7 A VEEELET,

« 1 L\ zip % Cisco Secure Firewall {7 — /LT v 7m— KL &,

Q. VSX Z{#f LT Check Point 7> S #2847 T& £,

A, IR AT MCBET DREDR Y =Ny =%k T AR— b TEET (—EIT1D
DAL 2T L) o 12L& ziE., Web Visualization Tool (175 ~ r77.30) Zflif L CHpk % —
JAR—=bTDHE, TRTCOBBL AT LORY —BHR NI AR—FENET, TO
7=, indexxml, communitiesxml, network objectsxml, I3 J ONnetworking.txt (317415
AR U 2 —@ Security Gateway 70 5) & & HICBITTDIRABI AT LONAT 7 7 A )V ERY
V=T 7 ANDHERFFL T, ENEERILHERIZLET,

180 DA . Check Point AR Y >—/X o or — U2 3IR L CHERL A U3 288, FIES T, B
179 % Live Connect % 41 L C Check Point Security Manager |28t 92 & &2, HFFEDOEAR
VAT ADRY =Ry =V RIRLET,

Check Point Security Gateway (& & #9554 1L, Check Point 78 U 3— /X & — xS
7% ) 7% Check Point Virtual System Check Point Firewall Package ™ 1E L VEEHEE & $2 {1
LTL7ZEN,

FTH MENRR L2V EE 13, Cisco TAC ICHEZE LT, 2O DEED TAC 7 — 2
FERR L TL 72 &0,

Q. Check Point (r80) ik 4 FE) THG TE 30,

A. WX, CheckPoint (r80) #pkz FEITHST 2 Z LIXTEEHA, 272 80 K A HL
54 5121%. Cisco Secure Firewall #17>Y —/ L C Live Connect Z{# 3 U £ 4, FED[E8EH
Z{i -4 % 7> Cisco Secure Firewall 17> — /L THERL & LTV 720> Check Point (r80) %
AL CHEREMET D L BB RZERICRDET TR, PR—hFERTnaeng
DELTRITEND D, BOMICITSND D, BEICL o IR L £,

FEHZHOWTIL, (180 ™ Check Point ffil%. 7 7 A VAT 7 AR — T 5FEH] 28R LT

<TEEW,

Q. X F & F7¢ Check Point (r80) BERRZ A 7D v 7' A 5 #A FRIRRET D HEE#Z TS
7ZEW,

A, ROWTHOOIFIEIC LY . BITHIC Check Point (180) T /34 A Tu 7' A U EHREAER
TEET,

o 43 Check Point JBBH B D 7 AR — |k

e A4 K7 11 Check Point BN DT 7 AR — b
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. Cisco Secure Firewall 1TV — /)LD L < HFE NS5 EM

Q.

o« ¥ )L'F K A A > Check Point BN G D7 ZAR— |k

Check Point Security Manager 1 (Z Check Pointr80 T4 A # I APIAR— h &2 H L TW\E 9,
WA FERICIGT 5 HEZHZ T TEI W,

Check Point API % {# 19~ % 7= ¥ |Z Check Point Smart Manager T4 A % A API A8 — b % fif ff]
LTWDEEIE, ROFIEZFATLES,

* [Check Point Security Manager] ~— 3" ® [Check Point ¥/ F K A A > & (Check Point
Multi-domain Deployment) ] F = v 7Ry 7 A% A4 N LET,

e wILF R AL VEBRZHEH L TV AEE1E. Check Point CMA OIP 7 LA & API
R— bOFEMEBML £,

« —fH972 2B @ Check Point Security Manager ™37, Check Point Security Manager @
IP7 RLUAZREFL, 7 AX N APIAR— FOFEMAE AT LET,

/R—3 5 2 180.40 @ Check Point Gateway % Jl L T4 ¥ | Live Connect % A L 72 Bt/ 13[4
B FATTEET, 2L, TS Blocked VSX Feature is UNSUPPORTED in FTD |
LWV ZT—NRARINET, £ THIXNNTT D,

Z D=7 —[%. Check Pointr80.40 L& T fwvsxstat =~ RBEIL SN0 BAEL F
7, networking.txt 7 7 A L& fENTT 5 & EIC fwvskstat 2w REFE4T9DH L. Cisco
Secure Firewall 1T — VIIEE BT TX A,

R & LT, IROFIREEITLET,

1. config.zip 7 7 A VAR L £ 7,

2. networking.txt 7 7 A VA B E E 9,
Wz, WOz R LET,

firewall> fw vsx stat
Deprecated command, Please see skl144112 for alternative
Deprecated commands: cphaprob cpinfo cplic fw ips raidconfig fwaccel

INEROLIICFECEETHZ ET,

firewall> fw vsx stat
VSX is not supported on this platform

3. FTRTOT 7 ANERIR L, zip #53E TICIEM L £+,
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