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Outside

Ethernet 1/1
outside, DHCP and IPv6 autoconfig from outside nw

(Alternative) Management 1/1
management, DHCP from mgmt nw
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(Optional) Console ports
Ethernet 1/2
inside, 192.168.95.1
Management Computer » » »

DHCP from inside ifc: 192.168.95.x Other Data Networks

2747 0+—ILOEREDHEA

VAT LDERIE. 77 AT UA—NOEHIIHD O v H—ERAAL v I Lo THIEI U E
T, By D—mRAAL vFIX, V7 bEMERELET, ZNICXKY, VAT LADTL—RAT
Wy hEGURYTR— RSN, VATLAY 7 b 2TBLOT—ZOHED U 2 7 238
SNnET,

B

GE) 77 AT7 U —/LEZYOTEEIT S L X%, Firewall Threat Defense D FJHILITHK) 15 ~ 30 430>
MY FEI,

188 BRI

T AT U+ —MIx L TEEEOEWENZMGT 5 2 ENEE T (MEEEREE
(UPS) 2T 572E) . BWIOT Y > NE T U ETORWTEINKbNS L, ERA
T ANV AT AOEREESI SR ITAREERHY £, Nv I T U RTIEFEICEEO T
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FIE
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AR R=ILENTWST7 TS5 — 3> (FirewallThreat
Defense £ 7=1& ASA) DIEER

Firewall Threat Defense & ASA O GF DT ) r—va v, "—RKuxz7 THR—FENT
WET, Y —bAR— MIER L, HERHIA VA R =L SN TWET 7Y r—v a &bl
WLET,

FIE

ATV T WIFNPOR— "2 A THEHA L Tar Yy —LiR— MO LET,

K3:a>vy—I)LKR—F

E”E
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Mini USB console

RJ-45 console

ATFY T2 CLIZu> 7 42&B LT, 77A 7 7+ —/LT Firewall Threat Defense F 7213 ASA N FEITIN TN AN E
IMMEMERLET,
Firewall Threat Defense

Firepower 2 274 o (FXOS) 7w U7 "RERRINET, B4 LTHLWRRAY — REZREETIT,
W22 N TEET, v /A V2R TTDHHLEND LHE 1L, Firewall Threat Defense CLI ~D 7 7 2
A (5—=V) B#BRLTLIEI0,

firepower login:

ASA
ASA 7u 7 W RERENET,

ciscoasa>

ATY T3 WESTT 7V r—2a UREITIN TV DAL, Cisco Secure Firewall ASA 35 X OF Secure Firewall Threat
Defense fFA A —Ab A REZSR LT 7ZE0,

| EY


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/reimage/asa-ftd-reimage.html
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Firewall Threat Defense CLI ~D 7 7 # X .

Firewall Threat Defense CLI ~D7 &~ £ X

REEII N T TN 2a—T 4 T DIDIZCLILT 7 B AT HUERH L5607 H 0 7,
FIE

ATYT1 WITNDLDOR— 2 A TE2FEH L Tary y—viR— MO L7,

K4:a>y—)LR—F

OOOOOOOO E
ooy =
OOOeOe@ =

Mini USB console

RJ-45 console

ATFw T2 FXOS 128k LET, =—F—4 admin £ /32T — K (F7 4/ hE Admin123) #fHA L TCLIICa 2
AV LET, IO Tal Ay LieEx, RATV—REEETLLIRKDOLNET,

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **xkxkix

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]

firepower#

X T 73 Firewall Threat Defense CLI IZZ8 8 LU %4,

GE)
W »~ 7 v 71T Firewall Device Manager % i 14~ 5 %54 1%. Firewall Threat Defense CLI {27 7 & A L 72
NWTLESW (7782 FTHL CLLEy Ty 7RSS ET) &

connect ftd
Firewall Threat Defense CLI [IZ#]D CHEfi T2 &, #I#lt Y T v 72 TT5 L 0ITRDLNET,
1 -

firepower# connect ftd
>

e
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Firewall Threat Defense CLI Z #4795 (21%, exit £7iX logout 2~ FZ AN LET, ZDavr N
V. FXOS 7r v 7 MIRED £,

1 -

> exit
firepower#

_:)3 “/O)ﬁﬁnu&ﬁ’f)‘ “\'”:

TrAT VAN ERET DRI GNA—Ta v VA= LTHZ 2RO LET, Bl
DHEE LT, BBRIZT v 77— RE2FETTH2 L TEETN, REXZRFTLT7 v
JL— RTlX, ZOFIBEEFEHT D L0 LREHR2N 56050 £7°,

X N VACE D N

Y7 T Fyru—R_X=U0) ) —=AFKSOMIIH D, @OOREPTNTH S Gold
Star U U —RA&FE(TT 5 Z &2 BEID LET, https://www.cisco.com/c/en/us/products/collateral/
security/firewalls/bulletin-c25-743178.html TSN TWAH Y U —2AHIKZZRT 52 L b TE
\iﬁqo

FIE

ATYT1 WITNDPDOR— 2 A TE2FEH L Tary ) —viR— MO L7,

B5:3>yY—ILKR—

OOOOOOOO E
ooy =
0009099 g

Mini USB console

RJ-45 console

ATw T2 FXOSCLI T, EfTHON—Ya 2R R LET,
scope ssa
show app-instance
1&“ .

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper

| EY


https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html
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ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

RATYT3 HLnA—Va vz A N LT5551F, ROFIEZFATLET,
a) T ANBNTIE, BEA L H—T7 A AXDHCP 2 LE3, HHA VX —7 = ZTHMIP T R
VAZRETDMENS DGEIL, WOavr RE AT LET,

scope fabric-interconnect a
set out-of-band static ip ip netmask netmask gw gateway

commit-buffer
b) FXOSDO NT TNy a—TF 47 A4 RICREBEEINTHDEHA A—MOFIEEZFEITLET,

BEA L H—=T 2 A AMPBT I EATEDZY ==L LW, A=V E2F T u— RT3 0END
D E£9,
T AT U —/LFERE) L7e 5, FXOS CLIICFESER LET,

¢) FXOSCLIC, BHENRAUV—-RNEZHERET LI IIIROLNET,

(EE) CLLTOEERY FT—VREDEKE
T 74N F T, ROWTNDPDA L Z—T 2 A ATT 7 AT U+ —VEFHTEET,

e A —H%F v b 1/2:192.168.95.1/24

« BH 1/1 : DHCP 6D 1P 7 R LA

TNV EIDIPT RUVAEEATE 2WGEIL, 22 Y —/bR— MIER L CCLI Tt »
7 o7 HEFETL, BEHUIDOIPT FLREZ#HIT FLRIZRETE £7,

FIE

ATYT1 avy— N KR—MNIEEFELET, f A =L ZNTWNWDHT 7Y 77— 3 (Firewall Threat Defense & 7=
X ASA) DR (4 X—) LT 7EEN,

R T 72 Firewall Threat Defense CLI (ZH5%: L =97,
connect ftd

1 -

firepower# connect ftd
>

e


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#task_n5q_3v1_hbb

1% L& B

(F®) CUTOEERY FT—VHENERE

ATV T3 BHA L E—T A ZADBREMDOCLIEY N T v 7227 ) X E258T LET,

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

HAZTUR: ZNHDEATOT RLADALREL 1D Ty Z AT LET,

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

HAFZ VR FHIP 7 KLU AZRET DL [FE) (manual) | 23R LT,

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

HAF R = T4 DIPT RLAZHFRELET,

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35:

Enter a comma-separated list of search domains or 'none' []: cisco.com
If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

H4 4 2R : Firewall Device Manager % 3 25513, yesE AT LET,

ATy T4 HLWEHEIP 7 R L A T Firewall Device Manager (212 71 > L TL 72 &0,
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TAB AT, VAIETIFREREIENLT AL ZAEEA LRI, A~— Y7 hy=T
FGARL T TH T MY 7 SNTWET, Smart Software Manager (27 4 W 2 kA3
WX, Vo227 0y LTHLWT AUV MEFELET,

Firewall Threat Defense (ZIZIRD T A B A3V £,
o FEYE - WIH
« IPS
o %D =T BRI
cURL 7 4V HZ VT

¢ Cisco Secure Client

1 ﬁ B TTA B AZBINT2MENH 5854 1%, Cisco Commerce Workspace T [T
& (Search All) 17 4 —/v K&fEH Lia:

R6:54 2 RARE

= v SearchAll.. Q

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

2. FABUAPIDZMBLET, BEARPIDICHOWTIE, BETA REZ2BRL TSN,
3. MRS, [ &Y —E R (Products & Services) | 3R L 77,

7: 4R
e All Results
T Orders 6
[E® Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

(WERIGE) 72747 04+—ILOEIREA
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https://software.cisco.com/software/smart-licensing/inventory
https://software.cisco.com/software/csws/smartaccount/accountCreation/requestAccountForCustomer
https://apps.cisco.com/Commerce/home
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JTZ 0 RTIXFEICEEDO T o ANETINTEY, R 7 72k BIRZ YN
L7=0TDE, 729 AT T4 — VI AT LETL—A Ty NI TEEY A,

CLIICHIFTAT 747 74— ILOEIRDUIE

FXOSCLI T2 &, VAT AZLRIIV Yy MU LTI 74T 74— /VOEREY)
WrcE £,
Flg

ATFYvT1 WENDLDOR— "2 A THEALTar Yy —/LR— M LE9,

K8:avy—ILKR—

E”E
OOOOOOOO E
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Mini USB console

RJ-45 console

AT 72 FXOSCLI Tr—H/VEMHE— NIHHE L7,
firepower # connect local-mgmt

ATVT3 VAT LEV Yy AUV LET,
firepower(local-mgmt) # shutdown

&1

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

RTFVTEG T7 AT U= NDY ¥y NI T UV AT AT u T he®=—LET, VY v NETURETT
ELROT a7 ERFRENET,
System is stopped.

It is safe to power off now.
Do you want to reboot instead? [y/N]

ATv TS LEIJSUTEEAS v FE2A7IZL, BRT 7 72K TY v — oD ER A TR S 2 L
TEET,
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Device Manager Z{Ef L 1= 7 7 1 7 0+ — LD ER LB .

Device Manager A L= 74 704+ —ILDOEIRYIE

ATy T

ATy T2

ATvT3

Firewall Device Manager Zfif] L T A7 AZ@UNZY v v RF T LET,

FIE

TrATUA—NET Yy NI T LET,

a) T/NA R (Device) #7V v 7 LThb, VATLEE (Sysem Settings) > BEE/ vy FFD Y
(Reboot/Shutdown) V> 27 %27V v 7 LET,

b) [¥rvv E¥ DY (ShutDown) %227 Vv 27 LET,

A= NIND T T AT U —IVICERL TWOSGRIE, 77 AT U4 — ARy y MU T4 L&

VAT LT u T M= —LET, VY Y MU UBRETTLHE ROT T ERERINET,

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
a2 =D BEERE L TORWIEAIE, R3O T AT AR Y Y v MUV L2 L 2R LET,

PDEIE L CEFAA v F oA 7L, BRT 77 &R T Y v — 2 HYBIICBIRE B A 2 2
TEET.

e
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