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Secure Firewall Management Center & SecureX D& .
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SecureX @ Create a new
Sign-On SecureX
Sign-On
account
SecureX @Create anew @Connect your @Confirm e Configure
Organization Firepower Firepower Firepower
—>» devices devicesare ——» module and
connected tiles
Security Link Smart/ @ Configure
Services Virtual Cloud
Exchange Accounts —_» Services
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VAT ANEFIZEEL TS ZEEMALET (DFV, BERRY —NERSh,
ARy SBERR ST [4987 (Analysis) ] % 7D Management Center Web 1 > % — 7 = A
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AT w72 [CiscoCloud) —< =3 > (Cisco Cloud Region) ]V 4 ¥ = » b T, [H (Region) | Ku v 7%
VYA NNOHEY T RA@IRL, [fRfF (Save) 1227 U v 27 LET,

Cisco Cloud Region

Region

us-east-1 (US Region)

This setting determines where events are sent to, if configured
to send to the cloud, as well as data generated by the Cisco
Success Network and Cisco Support Diagnostics tools.

M7 7 7 RE@IRT LR, WOBEBELRFREZBEL TSN,
 AIEE72 A 1. Firepower O AR IR bt WHIE 7 7 0 2 L T 72 &0y,
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AT w73 [Cisco Cloud{ <> h DFFE (Cisco Cloud Event Configuration) | 7V 4 Y= > h T, A XV &
SSE |Z%15 3 % X 9 IZ Management Center % #% & L £,

Cisco Cloud Event Configuration «)

_—

o

() Send high priority Connection Events to the cloud
@) Send File and Malware Events to the cloud

@) Send Intrusion Events to the cloud

Click here to view your Cisco Cloud configuration.
Click here to view your events in Cisco Threat Response.
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https://www.cisco.com/c/en/us/support/security/securex/
products-installation-and-configuration-guides-list.html "¢ ['Cisco SecureX Getting Started Guide]

ZZRLTES N,
FIE

ATYT1 SecureX B4 VA Fi LW SecureX A AT AT NIV AT v LET,
a) https:/sign-on.security.cisco.com {27 7 & A LE T,
b) [SecureX¥ A > A DIERK (Create a SecureX Sign-On) %7 U v 27 LET,
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SecureX Username

SECURE X

Sign-0n

[} Remember me

Need help signing in?

OR

il
£I5€0

Sign in with Cisco.com I

Sign in with Microsoft ‘

l bl Create a SecureX Sign-On

System Status

T A — LI AT LT, Bk (Register) %7 U v 7 LET,
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Create Account

droberts @example.com

NS

LN

Dave
Roberts

Macmillan Toys

Register

d [7Hvr h&2H%ME (Activate Account) | EWH A DEF A —LVERKEL, [T AT
k&A% (Activate Account) 1 %27 U v 27 LET,

AT w9 T2 SecureX H4 A > : Duo Security & % /E L CHEFEZFGE (MFA) #&%ELE7,

a) [ZEERALOFKE (Set up multi-factor authentication) ] Hifi T, [%/E (Configure) ] %7
Uy 7 LET,
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% L0 SecureX 41 w4275y oz [
st ren]e P
cisco X

Set up multifactor
authentication

Your account requires multifactor authentication to
add an additional layer of security when signing in to
your account

Setup required

Duo Security
Use Push Notification, SMS, or Voice call

to authenticate.

[REDRIM (Startsetup) 227 Vw7 L, 7027 MIE-> TT A AZ@IR LT, IR
LT AT hONT Y o 2R LET,

FEHZ DWW TCIL,  [Duo Guide to MFA and Device Enrollment] ZZ&B 1L T Z& Vv, T30

AWZDuo 7 7V —a VBT TIZA VA=A SNTWAEEIX, ZOT7 7 OT

I7 4= vara— FRMMEENET, Duold 1 BOT NS ATHEBDOT B o v ba

A—FLET,

GE) X2V T7 %&b 5700, BARHT A A% 2 H5U EREL T Z L&

[BLET, [T/8 ZAOEM (+ Add another device) 227 Vw7 L, 7rr7h
W THIDT NA 2R %R L ET, MOV T, [Duo Guide to MFA and
Device Management] # &M L T 7Z &0,

U4 — ROR%ZIZ, [0 7 A %177 5 (Continue to Login) 1 %727 U v 7 LET,
THEEFIEEMHL T SecureX 1 A NI A A LET,

TNAART A heXT Vv rshicb, [587T (Finish) 1227V » 27 LET,
WEEZIER UC, MFA IZ Google Authenticator % ffl L T2 BEfF O = —H 1%, [Google

Authenticator®FX & (Setup Google Authenticator) | #27 U v 7 LTFr 7 MIHEDH Z &
T, Ny 77y 7EFL LTI ZITBNTE £,

SecureX A4 oA > :SecureX VA AT A DT T N) ANV DOET v a o ER
E]\/\ij—o

a)

b)

(A7 ay) SMSEHEHL T XA —KE2 Uty L7V, ThHUr bow w7 Z2fEkR
L7209 5700 EEEFEBMLET,
TRV T AA A=V EERLET,
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c) [¥ATHvr hOVERK (Create My Account) %27 U w7 LET,
GE) TAURIARNIDOAT v a VERESTHRNCHEDE Yy v a v isZ A LT U L
72546, SecureX A VA UNFREIOB T A VATV a VERETDH L OITKRD
i‘é—o
AT T4 SecureX : SecureX TH LWWFRRERZER L £,
a) SecureX Z EEIY D HuU A RIN L £7,

dalaln o, ’ o ; .
clsco C > Application Portal o 1

Do you like our new Application Portal?  Yes, it's great! - Not really Iff

alraln , Choose your region and launch into Securex
asco SECURE X
W A€ L%

the broadest, most integrated security platform. SecureX (APJC) SecureX (EU) SecureX (US)

Use SecureX as your dashboard and take advantage of

]

' 4
LR
*

SN
v @ Global
CDO Docs Cloudlock Merak Umbrella

by TRV IRERRENTES, SecureX FA AT AT MNEEHLCERAEL £,
c) 7HA—ALIZAN L, [#FkOVER (Create Organization) 1 %7 U » 7 LET,
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CISCO

SecureX
Create Your Organization

Please complete the form. Reguired fields are marked with *

Organization Name *
| Macmillan Toys 1] |

Country *
| United States vl

City

| San Jose |

Street 1
| 300 East Tasman Dr. |

Street 2
| |

Paostal Code
| 85134 |

Department
| ciso |

GCreate Organization

Support: tac@cisco.com | 1-B00-553-2447 or 1-408-526-7209

AT 75 SecureX : SecureX TH LWT 7 b OFFMATER L £,
a) [7HDr FOFEME (Account Activation) | ~—T DA ERBICH DB OARTEZ 2 Y v 7
L/\i‘é_o
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]
CIsco

SECURE %2 DaveRobensv—®
1 Dave Roberts
droberts @example.com
Account Activation Admin
a illan Toys @
To start using SecureX, please configure your first product to activate your account.
,'( Theme
If you are an AMP for Endpoints or Threat Grid customer, please ask that account administrator @
to invite you to their organization to get started
A~ System Status
@ Al Systems Operational
Configure integration modules such Connect a Device such as SMA
as Umbrella or AMP for Endpoints Email/Web, Firepower, Email Security G Log Out

Appliance, WSA or Stealthwatch
Enterprise

Connect

b)
©)

Mo miE 27U v 7 LET,
THU Y NOFEMERRLET,

mmim
cisco

SECURE %

Administration

Your Account

Date / Time Format

Dave Roberts

Your Account

Your account is managed by SecureX Sign-On. To modify your account information (email, password, etc), go to https://me.security.cisco.com/

Devices Name:

API Clients Email:

Users
Organization:
Organization Id:
Role:

Scopes:

Last Login:

Dave Roberts

droberts@example.com

Macmillan Toys
91¢339cd-3d1d-4c64-8660-adeef864cd9a

Admin

account-activation, admin, integration, profile:read, sse, telemetry:write, ui-settings:read, vault/config/metadata:read,
vault/configs:read
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SecureX A AT AT NN THLERDY £,

5RO BRI

c TA B REHT T Y T HITIE,

(Firepower 5D T A & 2 25T 5)

TRTDOITA L AERT H 7 & SecureX ~DT V¥ RAERTHT o Mo, &
BEL VDA — T AT NEFIFAN—F % LT H 7 MERDSLE T,

» Cisco SecureX Threat Response TEH T H7-DICTTIZY > 7 SNTT AT Nindh 56
IX. SecureX DI=DIZENLDT Y v b EFEY 7T HMEFTRL, ZOHHFEET

j—o
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o« ZOFNEEZEITT HICIE., Cisco.com D1 7 A ANERBP MBI Y £,

FIE

ATY 1 SecureX 4 oA Y SecureX IZT7 7 BALET,
a) https:/sign-on.security.cisco.com/|Z A F 3,

b) SecureX A AT H Y NEFERALTHA A LET,
) Imr7 EMERIN G, Duo Security ZfEH L THRAEL £ 7,

d) SecureX Z iELE) T % Ml A B IR L £ 97,

i o, ’ s ;
clsco C ¥ Application Portal

Do you like our new Application Portal? Yes, it's great! Iff  Not really I8

hal Choose your region and launch into SecureX
bty CE"‘[JP\E >,
cisco oL URE AN
W A€ X
s your dashboard and take advantage of
ost integrated security platform. SecureX (APJC) ecureX (EU SecureX (US)
&
# £
*
-
\‘\..
v @ Global
CDO Docs Cloudlock Merak Umbrella
CDO Docs Cisco Cloudlock Cisco Meraki Cisco Umbrella

ATw T2 SecureX : SecureX 7 7 v FOFMET 0w A EBMG L ET,

a) [T AUy bOFEE (Account Activation) | ~—C, [#%¢ (Connect) [%#7 U v 7 LE

TO
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SECURE »¢

Account Activation

Configure integration modules such
as Umbrella or AMP for Endpoints

To start using SecureX, please configure your first product to activate your account.

If you are an AMP for Endpoints or Threat Grid customer, please ask that account administrator
to invite you to their organization to get started.

Connect a Device such as SMA
Email/Web, Firepower, Email Security
Appliance, WSA or Stealthwatch
Enterprise

1of 2

b) [T /31 AD#HE (Connect Device) | X— T, [TV hdD VU Z (Link Account) | %

7V w7 LET,
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cisco
Connect Device
Which of these would you like to connect?
Register Device Link Accounts

If you have devices registered via Cisco Smart
Licensing or Cisco Defense Orchestrator, you
can connect them by:

If you have on-prem appliances, (ie. SMA,
CSSP) register them by:

1. Following the Registration guide.

2. Return to this page.

3. Click Confirm Devices Are Connected 2. Return to this page.
3. Click Confirm Devices Are Connected

1. Following the Link guide.

After connecting a device, return to this page to confirm the device is working by clicking the

Confirm Device is Connected

20f 2

button below.

Web 77 Y OF LWF 7T SSE NBRE £,
G¥) SecureX Z 7 LR WTL 7280,

AT w73 Security ServicesExchange : #7225 74 BV AFHA~— T AT b (FFA—F v LT
AT R) TSN TWDEREE Y 70 RNOH—DOE 2 —ICAET 512, ThbDTA
T REBT H 7 b SecureX ~DT B AT AT AU MY T HMNERDHD
£,
a) SecureX VA AT A MEHLTSSEIZH A A LET,
b) H ERRICHD [V —/b (Tools) 1RF > (%) 27Uy 7 L, [Av— b A=Fy LT HDY
> h® V7 (Link Smart/Virtual Accounts) ] %R L F 7,

Cisco Secure Firewall Management Center (6.6.1) & & U SecureX #i& /74 F .




B sccwex st hy roEDIE

: .l.llls'cllc;' Security Services Exchange Devices  Cloud Services
Devices for Macmillan Toys
hd :Q Device Name / ID |
0 Rows Selected
Y # Name ~ Type Versio... Status

No Devices Configured

Page Size:| 25 Total Entries: O

Events

Description

9 % A

Link Smart/Virtual Accounts o

Unlink Smart/Virtual Accounts
Link CDO Account

Downloads

Actions

K <[> »

® 2021 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and certain other

countries.
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¢) [Link More Accounts] #72 U v 7 LE7,

Link Smart/Virtual Accounts @ X

Accounts Linked to Macmillan Toys

You haven't linked any accounts yet. Click the ‘Link more accounts' button to
get started.

Close Link more accounts

d) VAo A 2ERENTZS, Ciscocom D17 A ANEREFHLTH A A LET,
ZDITIRTHATY DNERETHT AV M BRLET,

e)

f)

Link Smart/Virtual Accounts @ X
Select accounts to be linked to Macmillan Toys

A Anaccount can only be merged once.

Smart/Virtual Accounts

> Denver (denver.example.com)

g Helsinki (helsinki.example.com)

Firewall VA

Cancel

Link Smart/Virtual Accounts |

[A~v— N NN—=Fx LT H hdV 7 (Link Smart/Virtual Accounts) | %27 U v 27 L&

j—o

g) [OK]%Z7 Vw7 LT, ~ERLET,
h) Management Center & & DIFEEXGET /SA A [T /34 A (Devices) ] ¥ 7IZFR ST

5T LEMERBLET,
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iseo Security Services Exchange Devices  Cloud Services  Events  Audit Log @ % A DaveRoberts
—
Devices for Macmillan Toys
Y A
0 Rows Selected +o0
Y # Name ~ Type Version Status Description Actions
> 1 Cisco Firep...  6.6.1 @ Registered (FMC managed) V]
S 2 firepower Cisco Firep...  6.6.1 © Registered firepower Vi
Page Size:| 25 Total Entries: 2 I< < n> >
®© 2021 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, Inc. and/or its affillates in the U.S. and certain other countries.
Cisco Universal Gloud Agreement | Data Privacy Statement
| .
N e A = 1> = N N
ZDYAMIT AL APRERENLOERIE, BEEREDO T TV a—T 47 (29
° ® B
N=Y) BZRLTSIZEN,

i) [AXF (Bvents) | ¥ 7IZA XV MMRFREINTNDZ L aMERLET,

aliln Security Services Exchange

Event Stream for Macmillan Toys

Devices

Y Q

0 Rows Selected

] Talos Disposition Incident

H| No
Promoting

| No

| No

J Unknown No

1 No

Page Size:| 25 ~ Total Entries: 2,393

v

Destination IP

69.

50.

.100

.46

201

01

Cloud Services

Events

Event Time

2021-03-23 16:48:41 U...

2021-03-23 16:45:57 U...

2021-03-23 16:45:52 U...

2021-03-23 16:45:47 U...

2021-03-23 16:44:40 U...

2021-03-23 16:44:40 U...

2021-03-23 16:42:43 U...

2021-03-23 16:42:40 11

8 03/22/2021, 16:51 - 03/23/2021, 16:51 X

Ingest Time

2021-03-23 16:48:42 U...

2021-03-23 16:46:02 U...

2021-03-23 16:45:57 U...

2021-03-23 16:45:47 U...

2021-03-23 16:44:41 U...

2021-03-23 16:44:41 U...

2021-03-23 16:42:46 U...

2021-03-23 16:42:41 11

@ % A Dave Roberts v
mon

Message Proto Actions
MALWARE-C... tep o ®
MALWARE-C... tep o
MALWARE-C... tep o ®
MALWARE-C... tep o ®
MALWARE-C... tep o ®
SMTP_COM... tep o ®
INDICATOR-... udp o ®

MAI WARF-C ten m

\<<.2345>>\
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ZOUANMIBEEINDA R FRFERINDNVESIT
29 X—v) EZZHRLTLLIEZN,

N4

AT w74 Security ServicesExchange: SSE D7 77 K9 —bE 22 ELET,
TEI7Vy 7 LET,
b) Cisco SecureX Threat Response & A X2 M —EANFHIZ /2> TWNWDHZ & EfERLET,

a) [Z/77UR¥—

E 2 (Cloud Services) ] %

HEFRAEDO N T TNy 2—T 4

Cisco Secure Firewall Management Center (6.6.1) & & U SecureX #i& /74 F .



B sccwex st hy roEDIE

’(I:IIIS.CllfI)' Security Services Exchange Devices  Cloud Services ~ Events  Audit Log @ % A DpaveRoberts v

Cloud Services for Macmillan Toys

Cisco SecureX threat response

Cisco SecureX threat response enablement allows you to utilize supported devices in the course of a ()

cybersecurity investigation. It also allows this platform to send high fidelity security events and observations
to Threat Response.

Eventing

Eventing allows you to collect and view events in the cloud. () {:}

® 2021 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and certain other
countries.
Cisco Universal Cloud Agreement | Data Privacy Statement

) YN zTEBIOMEXF2VT 4 AT IV V2 ALY M SecureXDA T ML
THET 121X, [k (Bventing) |"S3%NVD %7 Y w7 L, [4X2 O HBHFE

(Auto-Promote Events) ] ¥ 7 CTHB/2 A X M7 A T HBIRL TH D, [BR7FE (Save) 1%
27Uy LET,

Settings @ X

General Filter Intrusion Events Auto-Promote Events

~ By Event Type

Malware Events
All Security Intelligence Events
DNS

IP Reputation

URL

» By Custom IP Address (Intrusion Events Only)

AT v 5 SecureX : SecureX 7 7 hOFMET o R EE T LET,

a) SecureX ¥ 7 ([T /3A AD#EfE (ConnectDevice) 1) ~X—VIZRY | [T/34 AN S
TWb Z & %#fERT 5 (Confirm Device is Connected) 127V v 27 LE T,
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CisCo

Which of these would you like to connect?

Register Device

If you have on-prem appliances, (ie. SMA,
CSSP) register them by:

1. Following the Registration guide.
2. Return to this page.
3. Click Confirm Devices Are Connected

Register Device

After connecting a device, return to this page to confirm the device is working by clicking the

button below.

Dave Roberts »

Link Accounts

If you have devices registered via Cisco Smart
Licensing or Cisco Defense Orchestrator, you
can connect them by:

1. Following the Link guide.
2. Return to this page.
3. Click Confirm Devices Are Connected

Confirm Device is Connected

20f 2

b) [SecureXZ{#i L CTRA%A (Startusing SecureX) 127V v 7 LET,
c) [®&# (Administration) |>[7 /34 A (Devices) |IZF#E) L, Management Center & % D4 Bl

HRTNA AP ZDOR=VICRRIND T L ZMER LET,

s,
alialn SECURE 5 fon Modles O , B @ Dave Roberts v
cisco
——
Administration Devices
Your Account
Date / Time Format
Devices Name Type Version Description D 1P Address
API Clients
firepower Cisco Firepower Management Center 6.6.1 firepower -
Users for VMWare a38f-7a8a45888¢40
Cisco Firepower Threat Defense for 6.6.1 (FMC -
VMWare managed) 934b-26fb3ddf8fal
firepower Cisco Firepower Management Center 6.6.1 firepower = 1
for VMware e37c717880ea

ZDY R NMIT A ANFIRENRDERIL.

M=) EBRLTIEZEN,

25 |perpage 1-30f3 [< ¢[ 1 |1 > >

HEARC =0+
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SecureX T® FirepowerE> 1 —)LE R A LDERTE

FIE

ATvT1

Cisco SecureX X, A2z EXxa ) T4 8EBIOY— "R X—F 4 YV a—2a  HOHE
V2 ERME L TV ET, SecureX TT — & LREHE 2 i TX % X 9 IZ Firepower &
Va—)VEBRETHLENLY FT,

X2 VT 4 BESKREFIH L, BERA~ORISERET 5720, SecureX ¥ A /LIZIE Firepower
BEORA N v 7 LT —2NEREINFET, SecureX (T Firepower $i&E ¥ = — /L ZBINT 5
& . Firepower # A V& X v aR— RIZBMTEH X 91220 £,

15 H B HIIC

TN AN IRN—2 3 Y EFITLTWNDENE I e EO VAT AMEH %7~ SecureX ¥ A

NVEFT BIZIE. Management Center C Cisco Success Network (CSN) ZHZHZI L E T,
DOREEMR LTV A L=V 7§ 5HI21%, Management Center Web 1 > % —7 = AD [/

27 5 (System) (34) ]>[A~—hkF A A (Smart Licenses) ]~<—JIcB8I L £3, 3

#MIZ-SWCid. Management Center 427 A >~/ 7 C [Cisco Success Network ] ZH#%8 L C<

7ZEW,

CSN ZHNZ LIcte, T/ AD AT —Z AL A )VINEET S D E TITHK 24 FEEID DD £

-éAO

SecureX B4 V74> : SecureX IZT7 7 A LET,

a) https:/sign-on.security.cisco.com/IZHEA FE F,

b) SecureX VA AT H T NEMHLTHA A LET,

) ImryF EMERINTSH, Duo Security ZfEH L TFRAEL £7°,
d) SecureX ZEE)T D HUE A IR L £ 77,
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Clsco SecL red  Application Portal o 1

Do you like our new Application Portal? Yes, it's great! I8 Not really I

alvaln , Choose your region and launch into SecureX
cisco SECURE >\
WP~ e w

the broadest, most integrated security platform. SecureX (APJC) SecureX (EU) SecureX (US)

Use SecureX as your dashboard and take advantage of

v @ Global

CDO Docs Cloudlock Meraki Umbrella

CDO Docs Gisco Cloudlock Gisco Meraki Cisco Umbrella

AT v T2 SecureX : #H L\ Firepower i &€ Y 2 —/L&ZBML 7,
a) [MEEY =—/L (Integration Modules) | ¥ 7 %27 U v 7 LET,
b) [HTLWHEEEY 2—/L&IB (Add New Integration Module) ] %7 U v 7 L9,

-|CII|S-::|°|| S E C U R E >: Dashboard Integration Modules Orchestration Administration

Integration Modules

SecureX uses integration modules to integrate with other Cisco security products and third-party solutions. Click here to view all the available integration modules.

Your Configurations

¢) Firepower FEEEY 2 —/VICBEI L, [+HLWEY 22—/ (+NewModule) 1 %27V v 27 L
‘ij‘o
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d)

dull SECUREX o

Cisco Threat Intelligence API

The Cisco Threat Intelligence API (CTIA) is a REST
API designed to facilitate the rapid storage and
retrieval of cyber threat intelligence data structed in
the Cisco Threat Intelligence Model (CTIM)

+ New Module Learn More

ion Orchestration

Administration

=W Email Security Appliance

The Cisco Email Security Appliance (ESA) provides
advanced threat protection capabilities to detect,
block, and remediate threats faster, prevent data loss,
and secure important information in transit with end...

+ New Module Learn More

B @ DaveRoberts v

Firepower

Firepower provides complete and unified
management over firewalls, application control,
intrusion prevention, URL filtering, and advanced
malware protection.

Free Trial + New Module Learn More Free Trial
(ojsY Orbital Orbital (deprecated) %[n""ﬁ’ SMA Email
Cisco Orbital is a service that uses Osquery to Cisco Orbital is a new advanced capability in Cisco Cisco Content Security Management Appliance

Firepower fi5E Y = — VD4R EZ AT L, [PR1F (Save) 1227 Vv 7 LET,

alaln
tede’ SECURE X

My Integration Modules

Dashboard

Integration Modules

Available Integration Modules

Add New Firepower Integration Module

Integration Module Name

Quick Start

[ Firepower

l

Orchestration

Administration

When configuring Firepower integration, you must first
configure your Firepower devices to send events to Security
Services Exchange (SSE) and provide SecureX access to the

events, See the Firepower and SecureX Integration Guide for

instructions.

FV 2= WBRIEFICRESNINE D el 572010, EFETF = v 7 BNITShE

T, ZOTaEANETT AL,

a Thiz integration module has no issues

U

REICBEN RN & FiF= T =Pt hizZ &
ERTAYE—UNFRINET,

L <BEMESNTEY 2—/UE, (AT ORAEEY 22—/ (MyIntegration Modules) ]=—
¥ ([T =—/ (Integration Modules) ] ¥ 7) I[ZERENET,

AT w73 SecureX : Firepower # A /L& BN L £,

[y aR—FK (Dashboard) | # 7 %7V v7 LET,
b) [#A/LDBENM (AddTiles) 1227 U v 27 LET,

) HLWH Y aR—REERT DI, [F v =dh— ROMER (Create Dashboard) 1% 7

a)

Uy 7 LET,
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Customize Dashboards

My Dashboards
No Dashboards
Shared Dashboards

No Dashboards

| Grest Dasreoars | T C e s

FX BEFEOX v v a2 — REfHTE £7,

d) ¥ vvadR—RKOLHIE AT L, SE7R Firepower Z A V&R LT, [£RT7F (Save) | &
7w LET,
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Customize Dashboards

>
My Dashboards Dashboard Name

‘ MyDashboard
MyDashboard
Shared Dashboards Share this dashboard with my organization

No Dashboards
Available Tiles

~ [l Firepower (3 selected) Remove All

Event Summary
Summary of Firepower events sent to SSE.

Incident Promotion Reason
Summary of Firepower incidents.

Talos IP Reputation
Summary of Talos IP reputation.

o Intrusion Top Attackers
List of top attackers for intrusion events in your organization

Intrusion Top Targets
List of top targets for intrusion events in your organization

Intrusion Top Signatures
List of top signatures for intrusion events in your organization

Device Inventory
Inventory of firepower devices

m Security Update Status

~+ Create Dashboard C) Refresh Tiles

ZANEBMLTc%, A XEZEE LT, SecureX ¥ v ¥ 2R — K LD HONEIZBE)
THZENTEET,

RDARY
FBEREN SecureX DEFHE 2 —HF—DIGH |
* SecureX #&H CTHLFRIZSINT 2 L lca—V—2RFLET,
« Firepower % v ¥ 2 7R — R AN OO 22— — L IH L ET,

FNEIZDWTIE, SecureX 4> T A o~V T HEEBERLTLIZEN,
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D30 E~ADT7 U ERIZET HERE

s OB DHREARLDERNCT T RT AU e T 75 47k L, ZOmEnEER
WCRENRAE LA, | ~ 2B ST, 79U RThu Ly h~Dua 7 A &R
L%,

s T AUy MIBEHEMT LN TWAHIE Y 7T FOIELWURLIZT Z7EALTWA I L%
WL TLEE,

FINARAVE—T A RZIFHEPENERT SN TLEMN, [T/84 X (Devices) 1 R—
[ZIET /3 ADBRTSNELY

VTR T T MU ENNTWRWAR— R~ T AT b, FIEAET o
ML TCT AL ADTA B ANRBE SN TS AREENH Y £, ROWTNE
EITLET,

*SSE T, TNXAADTA VL AERE LTy MY 7 LET,

T ENTWVBT AT MINETNAADTA B AZTET HI2E, REFEITL
F9,

Management Center COMAE TN L, T34 ANLIED T A & o AD Gk % fif
BRL. V78N TWDET AT R TN ZADTA v A FEAEL THb,
Management Center CHt & & FHEEANC L E 77,

* Firepower D% E CEIR LD LR CHIKD 7 70 RZZM L TWD Z L 2R L ET,
777 R~DA X hOFERMGRHIHIR A BRI L 0o 1256518, 54k s 70 8
R LT 7ZE N,

ManagementCenter [Z K > TEEB IN 5 T/34 AH[SSET/VA X (SSEDevices) ] X—IIZIEL
(RIRESNGGELY

TR A4 0%, SSE ~DHIHIEGEIF I 0 2 Management Center 7> 5 SSE 2365 S 4L, T /34 A
A8 FMC TAESLTSH SSE THH SN EE A,

SSED[T /31 R (Devices) | R—T T, LIBTICEBRINI=T NS ANFHETREHFLEL TR
mEND

ZIH DT A A Device Manager (2 L o TEEE I 4L TV 5 Threat Defense 7734 A Th ) |
SecureX & DHEH DTZDITT /3A A% SSE IZHH L2 IZ CDO L DA Z AL, £LET
Ny Ne~w—Y L TWRWEAIX,  [Cisco Firepower 35 X O SecureX #5774 K

(https://www.cisco.com/c/en/us/td/docs/security/firepower/integrations/Secure X/
firepower-and-securex-integration-guide.html) @ [CDO 7w > K & SecureX 77 7 > b D~ —
V] OFIMEZFATLTIIZS N,
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FELTWLV=A R FA[SSEA R + (SSEEvents) 11 R k(Z#ELY
cIFELWHIIE 7 SO RETH U FEFEHALTWDZ 2R LET,
cTNAAMWT T RIZEETEDLZ L, BIOMERTXTOT RLANDT 74T 74—
NENLIE N T 74 v I RFRENTNWDEZ EEMERLET,

e [f X b (Events) ]X—Y®D[H#H (Refresh) | R¥ %227V v/ LTV ANEEFRLE
j—O

o THIL TU A X b8 Firepower IZER/RIND Z L 2R L ET,

« SSE @ [Cloud Services] ~<— <’ ? [Eventing] D% E T, HEHIE (X bDT 4 NLET T
NMOUEE) OFREZHER L E T,

cFOMD N T TN a—FT 4T DE Y MIOWTIE, SSEOF L T A v ~ILTESRRL
TLTEEW,

—EDARY FHARFELTLNS
CBERANR FNEEETDHE, X2 VT A ATV Ve R A N POLBMEA S
F4, OB Xy MITRTEREINET,

* Management Center T, 27 H—/3L7 11y 7 J A MRFFA[ U A |36 K U Secure Firewall Threat
Intelligence Director 72 EDHAZ L X2 VT 4 A T VP2 A ATVl &R
LTWD5EIE, TN FT7 V=2 A LTRSS A XV M2 BEAET 5 X
INCSSEZRET HDMERHY £9, A X FDA VT EADFIEIZOWTIL, SSE
FoTA L INTORERESZRLTSIZEW,

TORFa A ME, KEVAIRIT RS2 A NOSERRTY,

Uo7 HHc oS £ LCE, AARBRIBRELA T, KERIZT v 77— bbb v, V7 ED—U)
BRI/ AHEISNTOWLIHERHY ETLae T TAITES N,

HLETHBBENRE RV ETOT, EXBRNEIZOWTIIKREY A FD FEa Ay FaSZRJITES 0,
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