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«SSD i H L CW A HADOREDOFE (35 2—)

Ny b v TFx

NIy b ¥ TF N YR, L REDRIED T X 7R, Firepower 4100/9300 3 ¥ —
VEBMTO N T T 4 v T u—OBERIEHTE AMESH 5EETT, Ny Ry Ty
Y — &2 % & Firepower4100/9300 & ¥ — L DRFEDA ' F —T7 = A Az ilimd 5 ~ 7
T4y TIilonTrZERETEET,

BEON Ty N Fx T Ty Byva VEERTE, Ky ar TEEOA X —T oA R
DRI T4 I X T T XY TEET, "Wy b7 TFrEyra ilagEndE L o ¥—
T xA AR, EARDSRTr Y k F¥ P F v (PCAP) 7 7 A DMERR S ET,

Ny IJL—riR—bIvEDY

Firepower 4100/9300 > v — T, N#N v 7 7L —r K— MIRO~ v B 7 R— K& ff
HLFET,
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tXalyTq4 EDa—) R"—rTvELY SBA

X2 U5 4 Y =2—/L 1/ | Ethernetl/9 Internal-Data0/0
SN AP =S

*¥2UTF ¢ FY=2—/L 1/ |Ethernetl/10 Internal-Data0/1
X2 UTF g vV

X2 UT g BEV2—L2 Ethernetl/11 Internal-Data0/0
XU T 4 BV a2—2 Ethernet1/12 Internal-Data0/1
TtX=2UT 4 BV 2—L3 Ethernet1/13 Internal-Data0/0
X a2UT 4 FVa2—3 Ethernetl/14 Internal-Data(/1

O O N xr -~ S
INTY R XY TFvDEEBIES LUFHIEEIE
Ny N Fy SF Y V=L, ROFIBEENSH Y E3,

« XX 7 TF ¥ TEDHDITHEAK 100 Mbps £ TTT,

e NNTy N XY TTy By va O HICERTREZ R e TH, Ny b
T 7Ty by rarEERTEET, Ty b XY T TF vy v a U EBRBT DRI,
ERPTREZ2 3 720 BN D 2 L AR T ALERH Y 97,

o U7 VIED 4x100Gbps & 721% 2x100Gbps v U — 7 E Y 2 — /b (ZNEIBLE S
FPR-NM-4X100G 35 &L TN FPR-NM-2X100G) TO /N7 v b ¥ ¥ FF ¥ v v a v OA,
EV 2 —/LD adninstate W off ITREIND &, F¥ 7 F vy a2 HEIIZEZ
720 . [OperState Reason: Unknown Error] &9 XA v —U B4R SNET, V22—
@ adminstate THE on ITRELTHODL, F¥ 7 F vy oy a2 HEHTINENDHY
7,
DT _XTHOR Y J—JFY 2 —)LTiL, FY 2 —/LD adminstate DEE I TH N
Ty hFry T Ty By va S ET,

EEDOT VT 4 TRy N XYy T Fy By g I AR—NERERA,
c WAL v FDOANSIDEMETORF ¥ 7 F ¥ INET,

e NESAA wF N TER WAy b (2F2 VT4 IN—T ET Ry NI —7 H—
ER Ny HZ— 7y ) [Z7 4V OERH Y £HA,
1 O OB TEEOY T A B —T oA ZAEFHTAEETH, By g TLiC1o
DY TAHE =T oA ADNNT y NDOIZEF XY ST ¥ TEET,

« EtherChannel 2{& £ 7= 1% EtherChannel DV 7 A V' H—T = A ZAD/N)r v b a¥ vy 7F ¥ T
XFEHA, 72720, FRET A AIZE Y YT 51TV 5 EtherChannel D354, EtherChannel
DANAZ =T 2 A AT LIRSy Xy T F¥TEET, BA L F—T AR
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| F390va—F40%
Ry kv TFe by avonssriame ]

TR T A A =T 2 ZAFED Y THEERIT, AR, FZ =T A LDy
Xy 7TF¥3H5ZLIETEERA,

XY I F by alNT T 4 TRENE. PCAP7 7 ANV Eat— Lm0, =7 AR—
FTEEHA,

Xy b XY T Ty rarEHlRTAE, FOR YT a VIZEET LT RTONT
M FxY7Frv 7rAbHIBRSNET,

N7y b XY TFy 2y a DERERIIHES
IR

ATv 1 [Y—=IL (Tools) |>[/87 v b v TF+x (Packet Capture) ] DNEIZER L £,

[Capture Session] % 712, BEREINTNDI Ty EFx 7 F ¥ Eya Dl R MRER
ENFET, Xy b Xy T Ty By rva URBERESR T RTIUR, btz k
BT AvbE—UNREREINET,

ATVT2  ROWTNINEETLET,

Ry XY TF Y By va VEERT AT, [FY P F ¥ By 3 (Capture
Session) | AR &7 U7 LET,

HEFONRTy N Xy T T By a VERET DL, FOE Y a O [Edit] ¥
oy LET,

U4 RUDEMTIE, FFEDT TV r—va A VAR AERERIRL, TDA VAL AD
KiERRLET, ZOFRRIL, Xy baXy 7T XY T4 04— T oA AZEIRT 5720
WHERSNET, V4 RUOHEHNC Ay M XX T FrEy v a b EERTHZDDOT (—
JVRBEENTNET,

ATFYT3 Fao7lH 00 Ama—hbA VA —J A REEIRLET,

ATFYTE NI T4 EX T FTHEA L E—T A AE Vw7 LET, BIRLIA X —T oA
AT vy v—T7 BFRrLET,

AT Ts VT A H—T A ADYA ., [Subinterface selection] | TH 7 A X —7 = A A% FKRT 5Bl
AVE =T 2 A RADEIZHDEZTA 2w v LET, INOYTA X —T A X%
Uy 27 LET, 1 2B EOBTHEEDOY TA ¥ —T A AT HHEETH, ¥ 7T v
Yol ar Il OOV T A B =T 2 ADNNry DB EFY T F ¥ TEET,

BEOYVTA B —T A ZDBPE. T A 22D T YL Subinterfaces(n) (2720 . H—nH
TAE =T 2 A ZADBPE, T T A F—T 2 AIDICRVET, BA ¥ —T =
AAEA VAL ACHENY B TCHHEE, BIA v A —T oA AERIEI TS X —T =2 AD
WTNDEBEIRTE Ed, MFZRIRTHZ L3 TEERA, BEAEV L THERATWARWVWES
1. 7L —F R & E T, Etherchannel D74 X —7 = A AT HR— SN THWEHFA,

FSINYa—TFaT .
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B rorseT7rvvravokmztizgse

ATYT6 FRETNANAANBNY I T — AR — b ETCREEEND N T T 4 v I XX T F v T 5T,
ROBEEAITVE T,
a) TV r—val AV RB U RAERTRYy I A% ) v 7 LET,
[Capture On], [Application Port], I J T [Application Capture Direction] 7 ¢ —/L FiX,
[Configure Packet Capture Session] ™7 « > Ko7 O TR ATREIZ /2 0 £,

by NI T4 vl EXYT T T DNy T L— R— FERIRT 5, [Capture On] K v
77 U A R)vG [All Backplane Ports] 23R L £ 97,
AT F1 [SessionName] 7 4 —/L K27y b Fxv 7 F v EyaO&4uiez A LET,
ATwv 78 [BufferSize] U A D HLNUHERINIED 1 D%RIRT %570, [Custom in MB] % 5&4R
LThB ROy 77 YA XEAN LT, Xy b Xy 7T ¥ By va  EHT Ly
77 YA RERELET, HBET LNy 77 A X1 ~208MBICTHLERH D £7,
ATY 79 [SnapLength]) 7 4 —/L RIZ, ¥ ¥ 7 F ¥ 35y NORIEZHEELET, ARHEIL 64~ 9006
WA BTT, T74N FDAFT T RIZ 1518 3A R TT,
ATYTN0 ZOXTy h ¥y T Fy ByialrBFETLILLEIC, BEFEOPCAP 7 7 A Vi LHEET D
. ETIEPCAP 7 7 A NIT —Z BT 20 & fELET,
ARFYTN TAVr—va v A VARV ALEEDA L —T 2 A AED NT T 4 v I F v TF v 15
Wi, ROBIEZATVET,
a) BT NARERT R I A% ) v LET,
b) [CaptureOn] K v 77X URARNNL, 77U r—var X247 (asa]l 72 &) R L
£75
) ZEELIFEENT 7 4 v X% 7 F ¥ T 2% [Application Port] Z3R L £,
d) WRET AL ADBIRELIEA VA —T 2 AP b T T4 v 7 DHFT Y TF ¥ T 5HIC
IZ. [Application Capture Direction] D2 5 [Egress Packets] A7 >a v %7 U v 7 LE

bd‘o
G¥) [Egress Packets] Z R4 5L, FT7 7 4 v 7 IXEIRLT Ny 7 FL—R— |
TOHFXYTFryanEd, BRULEZLETH, WEA—-FTE T T4 7
TF¥ ¥y 7 TF ¥ INEREA,

e) HEELIA LV E—T A RATEBELIIZET DI NI 74 v 7 &F v 7 F v T 5T,
[Application Capture Direction] DFEIZ & 5 [All Packets] &7 > a v %27V v 7 LET,

ATYTIR XxTFX LT T4 w0574 NE ) 7T 5I120E, WOFIEEZFATLET,

a) [¥x¥ 7T x 71/ % (CaptureFilter) | 74—V KD [7 4 VX O[]l (Apply Filters) |4
Tvarzrsl)y s LET,

TANBEBRETHIEDOO—HDT 4 — )L KPRENET,
b) T AN EERT AMERND DA, [T 4 VX DVERL (CreateFilter) %227V v 7 LET,

37w b 7 4 v H OFERR (Create Packet Filter) ] 4 A 7 12 7Ry 7 ARFRENET, Gt
MZONTIE, Ty b XX TFrORDOT A NZORE (5—V) 2L TL
TZE,

o [EM (Apply) | Fry7H T UR MG EHTL7 4 02 2R E,

B rsorva—F424



| F390va—F40%
Koy kxvIFenton7 Li0Ez ||

dy [EHE (To) (ka7 HX o VRN, T4 NEEEATHA LV H—T =4 ZAZRR
LET,

e) BMOT7 4 VHEEMAT DI, BO7 4 v O (Apply Another Filter) 1% 2 U w7
LoD BERLoBEMO7 4 VR Z#EHAT AT v 7 a2V IRLET,

ATy 13 RoOWTIrEFEITLET,
IOy XX T T By va VERFELTTCETT DT, [BRFLTEIT (Save
andRun) | RZ > %227 Vw7 LEd, ZOFTvaid, thoryv s vy 7F v by
Va VPNBEEFITEN T ARNWGEEOREHTE 7,

IO hXX T Ty a VEBRTIITTE DL ITRFT HITIE, [PR1F (Save) |
R ET Vw7 LET,

[¥+7F v al (CaptureSession) | ¥ 7ITMER I NIty v a b bblcty g
VINTERRINET, [RfFLTHEIT (SaveandRun) |ZBIRL7IGE, X7y b Xy 7 F v
yvaid, Ny b EFYTFYLET, By a PO PCAPT AL T a— R
THANS, ¥ T T Y 2T D2HERDHY £7,

INTY XY TFoD=ODT 4 ILREDETE

RNy b FxTFr By adlEGENDL T T4 v 7 BHIRT 572007 4 VX BERKT
XFET, Ny N FXXTTy Byl arOIERPICEDA L E—T 2 ABRFED T 4 )V HF
AT AR TE £,

A\

GE) HBEFITHFORY Y Xy Ty Byl a ICHEAIN TS 7 4V B EEF - I3HIERT
LA, FOEyva U EENICLTHLBEEANITAETIEETINEE A,

FIE

ATy T [Y—IL (Tools) |>[/3 v kb ¥ TF+ (Packet Capture) | DIEIZER L E T,

[Capture Session] % 712, BIERREINTNDI Ny XX 7V F ¥y a Dl A MBRER
SNET, Xy b XY T Ty By g URBEREINLTWRITUL, btz b
ERTAE—URERINET,

RT9T2 RONWTNNEFRITLET,
o T ANEEAERT DITIE, [7 4V OB (Add Filter) | A& %27 U w27 LET,

BEED T 4 NE e ET DI, FOT 4 NED [ (Bdit) | RZ %2270 v 7 LE
7T

FSINYa—TFaT .
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B ot xvT7rwyvvavommssvEE

[ > b7 4 v OVER E 7135w  (Create or Edit Packet Filter) | Z A 7 1 77K v 7 ANER
SNET,

ATV T3 [74H4 (FilterName) |7 4 — /L RIZ X7y hX v 7T v 74 VX OL4RTEATILET,

ATy T4 FFEOTa hark 7 4 Z ) 73 520%, [7e Fhai (Protocol) 1V A ML ERT S
M FTAX (A AH L (Custom) | HFIRLTHO 2 harvz AN LES, WAX A T a
P a3 10 IR (0 ~255) DIANAICL > TERESN-7 2 Fa L ThHALERH Y £
—/9)40

AT w75 FEED EtherType & 7 4 V4 U v 79 5I21%, [EtherType] U A " BLEHRT B, £z [
A4 2 (Custom) ]| 28R L T HAMOD EtherType & A1 LEJ, 5 A X A EhterType (% 10 #fE
XD TANA IZ L - TiEF S 47 EtherType Th HMLENH D £ (72 & 21X, 1Pv4=2048, IPv6
=34525, ARP =2054, SGT =35081) ,

ATv 76 WEVLAN (R— MIAJIT 5D VLANID) F721% %%WAN@mmmmmmmmyk~
VICE o TEINENT VLANID) IZHESWTC KNI 74 v 727 4 VE ) 7523, f687E
EN=7 44—V FIZVLANID Z A LE9,

AT T BEOEBELEILIISED N T T4 v 7 T 4 VZ ) 7T 5I121E, IPT RLAER— & A
HT 50, R EOEETEZITILE T A — /L FICMAC T KL AZ AN LET,

G IPv4 £721LIPv6 7 FLAZERH LT 4 A2 ) 7 TEETN, R ATy b
FYTTFY By varyTOMGIZELT A NE ) o TIEITEEREA,

ATY T8 [IR1FE (Save) |27 Vv 7 LTI A NHERFELET,

[7 4% UA R (FilterList) | & 7IZMOIER ST 7 4 v B2 & & BT 4V Z R A MRR
ShET,

NTYy kX TFr 2y a2 ORBELUNEL
FIE

ATy 1 [Y—IL (Tools) |>[/3 v b ¥ TF+ (Packet Capture) | DIEIZEIR L E 5,

[Capture Session] # 712, BIEREINTWDH Ty M X ¥ 7F ¥ By a0l X NBRR
SNET, /\7/1\9??77”(?//3/7?&& YESNTCORTHE, Rbvicznz &
ERTA Y E—URERENET,

ARTF9T2 Xy b XxT7Fyv byrarERBETHIC :t Oty arolkyya ORI
(EnableSession) (AR Z %27 U v 7 L, WICHRDTZOIZ[IEV (Yes) |27 U w7 LET,

GE) Moty arOFTHE Ny XY T TFy by va VEIBTE EEA

vy a Nl EENDHA L E—T A ADPCAP 77 A NN NT T 4 v 7 ODIEELZE L F
T, Byvardtyiary T—HEEEEZTHIIOCHESNTWDEA. BEFD PCAP

B rsorva—F424



| F3o0va—F104

ATvT3

KTy FeTFYy I74LDES O0—F .

T=ZIXHESRE T, 25 ThWGE, T—2iF (b Lbiud) BfFo7 7 A riZiBinsh
iﬁqo

Nry b XY 7FY By alrOFTHIL. o740 02Xy 7 F T HICONTEA D
PCAP7 7 ANDT7 7 A)NY A ZXREMLET, Ny 7 7OH A XFHIRIZETHE, VAT L
DNy NOBEFEEZBG L, BEEI TN 70—V ROENEEML 9,

NRrohFx7Fy by arEEIRETLHICE, FOEya o[y a O
(Disable Session) |RHZ %27 Vw27 L, WRICHERDOTZDIZIFEW (Yes) 1227V v 7 LET,

Ty a v RNEHC o %. PCAP 7 7 A N EX T e — RTxET Oy hXx v 7P F ¥
TrANDE T a— R (T_—=) 2R .

NTY XY TFY TJ74IILODFHO—F

ATy T

ATy T2

tyvarvnbr—hrarva—XiI sy hxFy 7Ty (PCAP) 77y A VEX U a—
RCxEd, 2NTRYy hI—I Xy b TFIA4 TR ERLTONTE5 L0127 F£9,

FIE

[Y—IL (Tools) 1>[/S4 v k % TF+ (Packet Capture) | DIEIZEIR L EF,

[Capture Session] #Z 712, BERTESNTWE 7y b ¥ FF v By arnl A RRER
SNET, Xy b Fr T Ty By g UBRBERES AT RITEL, RbViIZEDZ L
BT Ave—URFRINET,

Ry b ¥ TTFx By alrNOREDAS U F—T A ADPCAP 7 7 A VE X T 1—
NI2I121Z, 2042 —T oA ZZxHET 5 [¥ U m— R (Download) | ARZ %227V v
7 LET,

G¥) RFEy M FYT7F ¥ By a b OFETHIZIPCAP V7 A V2 XU n— RKT&FE
A,

TIUVICEoT, $BELIZPCAP 7 7 A VT 7 4L DX 7o — REFTICHEIRIC X ¥
va—REINDh, FRE 77 ANVERETDHIIOICKROLNLET,

NTYy X TFY £y a U DHIER

Ex DTy NFX YT Fxtyasid, BUEFRITLTOWRITIVIHIBRTE ET, IET 277«
TRy bRy TFY By g iE, DTRLLHEIBRTE E9,

FSINYa—TFaT .
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FIE

ATY 1 Y=L (Tools) |>[/37 v k ¥+ TF+¥ (Packet Capture) | DIEIZIEIN L E 7,

[Capture Session] AN, BEREISNTWA Yy hF vy 7F vy toiarnl A RRER
ShET, A7y b Y 7Fy By va URBERESR TV RTIUE, fibviczoz
BT A v — URFRESE T

ATV T2 BEDONRry XX T F ¥ Byia  EHIRTHICE. T0® vy a v oOxIsT 5 [HIER
(Delete) | AR v %227 U w7 LET,
ARTYTI TRCOIET I/ T 47 Xy b Xx7F ¥ Byra r2HERTCE, Xy b 7Ty
Ty va OV ARANDRIZHD [TXTOE Y a OHIER (Delete All Sessions) | R % 7
Vw7 LET,

2y RIT—OEGEOTA K

48 HHEIIZ

BRIy NI =8t T A T HHMNT, Xy FT—7 LORIOT S, ADRX M
721X IPv4 7 R L A %> T ping ZFE(TT 521X, pinga~> REFEHLET, *v hU—7
LDOBOFT AL ZADHRA ML ETZILIPV6 7 R L A% - T ping ZFE(T4 5121, pingé 2~
Y REMEHLET,

Fy NT—7 EOROT NA RZEDN— &, TORARNGELIZIPVET L RAZff-T
FL—295I21F, traceroute 2~ > REFALET, v FU—27 LORIOT A RZED
N—h&, ZORARNELILIPV6 7 R AZio>T KL —2F 521X, tracerouteé =~
REFEHLET,

eping 2~ RE LW pingd =~ > L, local-mgmt E— R CEHAIEE T,
. plng 2= NZ module E— ]\VC%)@%)EHVC% ij—o
e traceroute =< KB LN tracerouted =< > RiE, local-mgnt &— K CEHAFHETT,

e traceroute =~ Rl nodule B— RTCHEHTE F 7,
FE
ATYT1 ROa<2r FOWTFAN 1 2EANTTHZ EIZED ., local-mgmt E— N FE 721X module E— K
W LT,

* connect local-mgmt

» connect module module-ID {console | telnet}

B rsorva—F424



| F3o0va—F104

2Ty

2Ty

72

73

rvbo—siH072 - ]

1 :

FP9300-A# connect local-mgmt
FP9300-A(local-mgmt) #

AR ey VU — 08T A N T HHMT, *y NU—27 EORIOT SA ZADKRA M E
721X IPv4d 7 RL A% - T ping (T LET,

ping {hostname | IPv4_address} [count number _packets ] | [deadline seconds ] | [interval
seconds ] | [packet-size bytes ]
11

ZOFNX, Xy FU—2 EORIOT A ATk LT ping #Efi & 12 BT 5 HikE R LTV
i‘a‘o

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 eth0O: 56(84) bytes of data.
64 bytes from 198.51.100.10: icmp seg=1 ttl=61 time=0.264 ms
64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms
64 bytes from 198.51.100.10: icmp seg=3 ttl=61 time=0.234 ms
64 bytes from 198.51.100.10: icmp seg=4 ttl=61 time=0.205 ms
64 bytes from 198.51.100.10: icmp seg=5 ttl=61 time=0.216 ms
64 bytes from 198.51.100.10: icmp seg=6 ttl=61 time=0.251 ms
64 bytes from 198.51.100.10: icmp seg=7 ttl=61 time=0.223 ms
64 bytes from 198.51.100.10: icmp seg=8 ttl=61 time=0.221 ms
64 bytes from 198.51.100.10: icmp seg=9 ttl=61 time=0.227 ms
64 bytes from 198.51.100.10: icmp seg=10 ttl=61 time=0.224 ms
64 bytes from 198.51.100.10: icmp seg=11 ttl=61 time=0.261 ms
64 bytes from 198.51.100.10: icmp seg=12 ttl=61 time=0.261 ms

---198.51.100.10 ping statistics ---
12 packets transmitted, 12 received, 0% packet loss, time 11104ms

rtt min/avg/max/mdev = 51.005/51.062/51.164/0.064 ms

FP9300-A(local-mgmt) #

Xy NI =7 LEORIOTNA AZEDN— Mo, ZORAMERLITIPVET L A% ST
FL—2L%ET,

traceroute {hosthame | IPv4 address}

51

FP9300-A(local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10 (198.51.100.10), 30 hops max, 40 byte packets

1 198.51.100.57 (198.51.100.57) 0.640 ms 0.737 ms 0.686 ms

2 netl-gwl-13.cisco.com (198.51.100.101) 2.050 ms 2.038 ms 2.028 ms

3 netl-sec-gw2.cisco.com (198.51.100.201) 0.540 ms 0.591 ms 0.577 ms

4 netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms 0.289 ms

FP9300-A (local-mgmt) #

(EE) 1ocal-mgmt T— RZET L TR HMIT— FIZEDITIX, exit Z AN LET,

FSINYa—TFaT .
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B c5( 59120254205 TNv2—F 1Y

%

\" m}

Z

BAVE—TIAADAT—EAD LI TN a—T4

WIHULEECRR ERFIZ, (52 OHH  (Chassis Manager (27 7 Z A TE R\ YY) TEHA
H—T oA ANEE) L7V E BN DAL, local-mgmt ¥ = /L C show mgmt-port =< > K
EHEALT, BHA LY —T 2 A ADAT—H AR LET,

A\

GE)  fxos ¥’=/LCshowinterfacebrief 2~ K2R LRWTLZEW, HE, Z0Oa<w KT

ATy

ATy T2

I, BT FRBFTRSNET,

FIE

WDa<y REANTHIEIZED ., 1ocal-mgnt T— FITHHE L ¥ 7,

* connect local-mgmt

1

firepower# connect local-mgmt
firepower (local-mgmt) #

show mgmt-port 2~ > RZFEH L TEEA VX —T 2 A ADAT—Z AR LET,

i
firepower (local-mgmt) # show mgmt-port
ethO Link encap:Ethernet HWaddr b0:aa:77:2f:£0:a9

inet addr:10.89.5.14 Bcast:10.89.5.63 Mask:255.255.255.192
inet6 addr: fe80::b2aa:77ff:fe2f:£f0a9/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:3210912 errors:0 dropped:0 overruns:0 frame:0

TX packets:705434 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:1648941394 (1.5 GiB) TX bytes:138386379 (131.9 MiB)

firepower (local-mgmt) #

show mgmt-ip-debug =~ > F&MEHT2 2 L L TEXETN, A ¥ —7 = A AREFROIR
#e ) A MBERENET,

R— k FRIL AT—RADFER

BUEERSNTWVDOR— N F¥ RNVDAT—Z Z&HRIT 2I121E, ROFIAEFETLET,

B rsorva—F424
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ATy

ATy T2

ATvT3

R—bF FrRIL AT—2 ADOFHER .

FIE

Wha< RE AL T /eth-uplink/fabric &— RaEBtE L E 9,
» scope eth-uplink
» scopefabric {a | b}

i

FP9300-A# scope eth-uplink
FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

BUUEDOR— bk Fy L& ZNEnoE kiR JOEEREO Y 2 M &R AT 5121, show
port-channe =~ > K& A LET,

&1

FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channell0 Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell?2 Data Disab
led Admin Down Administratively down

48 Port-channel4s8 Cluster Enabl
ed Up

FP9300-A /eth-uplink/fabric #

il % DR — b Frv g R— MIHETLHEREZTRTHI0F, RKOa<w F2AJLT
/port—-channel T— R&BIGE L 9,

« scope port-channel 1D

51

FP9300-A /eth-uplink/fabric/port-channel # top
FP9300-A# connect fxos

Cisco Firepower Extensible Operating System
TAC support: http://www.cisco.com/tac
Copyright (c) 2002-2017, Cisco Systems,

(FX-0S) Software

Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #
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B &t 7rrz7—sz0m2

ATvT4

ATy TH

ATvT6

ATy 717

BELER—F Fv RVDOARAT—H AEREFRT DI, show a2~ RE AN LET,
B -

FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason
10 Port-channell0 Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

R—=K Fx HXNVDA LN K= FDORAT—HZ A FRE TR HITIE, show member-port =~ >
FEATTLET,

i

FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

Port Name Membership Oper State State Reas
on

Ethernet2/3 Suspended Failed Suspended

Ethernet2/4 Suspended Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #

A= F ¥ RUE, BT AL ZZHD B THONLETEIRRINBZNI LITEELTES
Vo W= b F v FADGRET A A0 D HIBR SN2 BEOMELT A ADHIBR S iz a i3,
W= Fr XN —FHEIRRIBICR Y £97,

IBIMOR—F Fr 2 VB IO LACP fF#AZFIRT 51, ROa~ FeANT5Z LIk
). /eth-uplink/fabric/port-channel E— RZKT LT fxos F— FIZAD 9,
. top

 connect fxos

1 -

BUEOR— N Fry o~ —IiFhE LT 5I2IE, show port-channel summary =< >
EANTLET,

i
FP9300-A (fxos)# show port-channel summary
Flags: - Down P - Up in port-channel (members)

D
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
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Group Port- Type Protocol Member Ports

Channel
10 Polo(sD)  EBth  IACP  Eth2/3(s)  Eth2/4(s)
11 Poll (SD) Eth LACP Eth2/1 (s) Eth2/2 (s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl1l/5(D)
48 P048 (SU) Eth LACP Ethl/1 (P) Ethl/2 (P)

fxos B— R TlX, & 5|2 show port-channel =~ > KB LW showlacp 2~ RHEHA T %
T, b a~vr NEERTLIE, BE, N T2 747 Aoy RS, &FS
FRR—F F¥ FALBLOLACP R 2R RTHIENTEET,

RDEZRY

= b F ¥ FOVOIERRITIEIZ DOV TIE, EtherChannel (7R — bk F ¥ /L) OBMAZILTL
TZEWN,

Y7 bz T7EENSDEE

1R BHHEIIZ

VAT ANERIZT = FTERWY 7 My =2 TREENRA LSS, UTOFIEEZFEITL
T, VY7 T OFRNAN—a 27— TEET, 2O RAZETTIHITINE, v 7
AR~ KA A—THETFIP T — F L. FH AT AL R =y A A=V AT — KL,
HHAA—ZFERHLTT— FTA0ERDH D F97,

BEDFXOS N—T gD U N 4 2=, UTFoWwWTFnhonrr— g 0 Cisco.com
MHOAFTEET,

* Firepower 9300 : https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252&flowid=77282&softwareid=286287263

« Firepower 4100 > Y — Xhttps://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

UHBNY A4 A —DIZF, 3ODRLD T 7 ARG ENET, 728 21F. FX0S2.1.1.64 O
EDY IR L A=V Z L FICRLUET,

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

FSINYa—TFaT .
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B oroz7eErioms

ATy

ATy T2

FIE

ROMMON (27 7 A L %7,
a) v Y —/LAR— MIBEERLET,
by VAT ALEVTZT—RLET

rFSILYa—F108 |

VAT AFe— REEGL, 2OV AP T N B4 w—EFRRLET,
) WUV RIEUUHIZESS F—%#F &, ROMMON £— RIZAD £7°,

1

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot

bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

X AE—F A A—=T% TFTP 7— b LE T,

a) BHIPT FLA, FHRXY h~RA7 =t Uz IPT RLVARELSEESNTND
CEEMERLET, TNLDOMEIT, st o~ FEMBHLTERTEET, png=z~ > K

AT 5 L TFTP Y — " ~DEE 42T 2 F Tx £,

rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) Fv 7 AKX — K A A=, Firepower 4100/9300 * v — 57 7 2 A A[HE/R TFTP 7 «

L7 RUIZae—LEd,
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GE) X T AE— A A=V D=V 3 VFFIE, N RVDONR—T g3 UFFIT—
FHLEHA, FXOSNR—=Va Xy I AZ—F A4 A= L OB ORGERT
EHIL. Ciscocom DY 7 " =7 A yra—RKXR—=IJ|2H ) 4,

¢) 77— b a~wrFaEMHL T, ROMMON b A A=V 7 —F LET,

boot tftp://<IP address>/<path to image>

GE) & 51T, Firepower4100/9300 & v — D7 1 h3FLIZHDHUSB A v hZ
FHALTZFAT32 74—~ RO USB AT 4 77 /3 A %Ml L T, ROMMON
MHFX Y AR — e T — b THZELHTEET, VAT LOBEETIZUSBT
NA RAEAFN LTS5, USBT 3 RGBS ATV AT A& HiLET 5
MERNDHY F£7,

VAT AEI A AT EZITRASO T I A~ A A=V — T 5 LERT, —
HO#ERRLET,

1 -

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
rommon 5 > ping 10.0.0.2

|
Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2
B i
B i
2

File reception completed.

X573 Firepower4100/9300 & ¥ — VNCHRANC T — R L72% v 7 A% — h 4 A= & —FF5 U HAY
VAT REVR—VX A A=V EFTa—RLET,
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b)

1 -
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UHNRY) VAT AERRZ =V A A=V EF T a— RT520%, BHIPT FLALF—
N2 A ZRETOHVLERHY ET, ZNODA A=, USBEEHLTHF 7 n—|
TAHZ LI TEET A,

switch (boot)# config terminal

switch (boot) (config) # interface mgmt 0

switch (boot) (config-if)# ip address <ip address> <netmask>
switch (boot) (config-if)# no shutdown

switch (boot) (config-if)# exit

switch (boot) (config) # ip default-gateway <gateway>

switch (boot) (config) # exit

YANRNY AT LR —=V Y A A—V%, JE—K P —NET7 =7 Ty alla
[:O_Liﬁ—o

switch(boot)# copy URL bootflash:

RONWTNPOELEFEHLTA v AR— S5 7 744 VO URL #HEELE 7,
« ftp://username@hostname/ path/image_name

* scp://username@hostname/ path/image_name
« sftp://username@hostname/ path/image_name

« tftp://hostname/ path/image_name

1 -

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_ images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Firepower 4100/9300 > ¥ — Nl A A —UNIEFIZA L —I N6,
nuova-sim-mgmt-nsg.0.1.0.001.bin > H~ R — % A A —T~Dsymlink ZEfk L E3, ZD
Vo2, a—RT59F%—T XY A A—V%0— R AD=ALIZHERLET, symlink 4
IZ. B—=RLED L LTWEHA A—=DIZBfRZ2 < 1T nuova-sim-mgmt-nsg.0.1.0.001.bin
ETOMENRDYD 7,

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0

switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown

switch (boot) (config-if)# exit

switch (boot) (config) # ip default-gateway 10.0.0.1

switch (boot) (config) # exit
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switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

ATy T4 BECA T e — R LIV AT A AL A=V u— RLET,

switch (boot)# load bootflash:<system-image>

1 -

switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA
Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

RATYTE VAN A 2A=UPa—REnkb, UFOoa~vy FEANLT, YATLARAAS A=V %
H—RLZRVWESICLET,
GE) ZOTFNEE, VAN A A=V Ou— ROBEZIZFETTILENDHY £9°,
FP9300-A# scope org
FP9300-A /org # scope fw-platform-pack default
FP9300-A /org/fw-platform-pack # set platform-bundle-version ""
Warning: Set platform version to empty will result software/firmware incompatibility

issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

AT w76 Firepower 4100/9300 > v — Y CTHHATLT T v v 74— NV RV A A=V %Xy a—FK
LTCA YA M= LET, FFHICOVTIE, A A—VEHEZSBL TSN,
1 -
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FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

WEID7M4IL ORXTLDMEITE

1R BRI

A=A PFDF L R—=RK 7T v aPE L, VAT ANEFICEBTE L ol e
I, WOFINEEZFEH LTV AT L2 EETEET, 2070 AZFTTHIE, ¥y 7 R
A—hFARA—=VHTFIP 7—hL, 79 vy ar@l74+—~v L, FHI AT LE 2 —
VA A—TEX T A= R, HHAA—TVEFHLCT—FNTAHAXERHD 7,

Y

GE) ZoOFEII, AT LTI aDBE 74—~y PG ENRTWET, FORE, EERIC
IV AT L EREIIHRETDHILENDH Y F7,

BED FXOS NX—2 a3 DY N A4 A=, LLFToWTFhmnoa 77— g O Cisco.com
MO ANFTEET,

* Firepower 9300 : https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 2~ U — Xhttps://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423&softwareid=286287263

UBANY L A=, 3O0DRZRLT77ANANEENET, 728 21E, FXOS 2.1.1.64 D[A|
BAA—TEUTIORLET,

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA
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&

ATvT2

T PRSI E I |

FIE

ROMMON (27 7 ®A LET,

a)
b)

¢)

1

oY — )b IR— M L E T,
VAT ALEV T —MLET

VAT AIun—RERBL, FOTav AR AT MO XA ~v—%FRLET,
By hE TR Ese F—% 7L ROMMON £— RIZAD £,

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot
bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA

bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

X I AE—F A A—T% TFTP 7— b LE T,

a)

b)

BHIPT RLA, Ay h~A7, = Tz IPT7 FLARELSHEINTWVD
CEEMERLET, TNLDOEIT, set o~ FEMBHLTERTEET, png=z~ > K
AT 5 L TFTP Y — " ~DEE 42T 2 F Tx £,

rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

X AKX — K A A =L, Firepower 4100/9300 > ¥ — M5 7 7 & AR[HE/: TFTP 7 «
L7 hUIZae—LET,
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GE) X T AEZ— A A=V D=V 3 VFFIE, N RVDONR—T g3 UFFIT—
FHLEHA, FXOSNR—=Va Xy I AZ—F A4 A= L OB O%GERT
EHIL, Ciscocom DY 7 vy =7 A yra— R XR=IJ|2H ) 4,

¢) 77— b a~wr &AL T, ROMMON b A A—V &7 —k LET,

boot tftp://<IP address>/<path to image>

GE) & 51T, Firepower 4100/9300 > ¥ —> D71 k /X% /LZHDH USB A2 v k
WZHIALTZUSB A7 4 7 T34 A%HEH LT, ROMMON 726 % v 7 A X —
N7 =R 252 TEET, VAT LOBETIZUSBT A ZAEfFA LT
A, USBT A AR S DIV AT 22 HESTHLERNDH Y £,

VAT AE, A ATV EZTROTHF Y VRS — A A=V au—RFF5Z LamRd, —
O # ZFKRLET,

1 -

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

> address 10.0.0.2

> netmask 255.255.255.0
> gateway 10.0.0.1

> ping 10.0.0.2

rommon

2
rommon 3
rommon 4
rommon 5

|
Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHEH AR R R R
FHEH AR R R R
FHEH AR R R R R

File reception completed.

ATYTI Xy I AX—F A A=V —FRLEDL, intsygsema~ > REFHA LTIV T v v az2H 74—
~v hLET,
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ATv74

T PRSI E I |

initsystem =~ > R&ZFETTH L, VAT AIZHA U B—RENTWLTRTOY 7 vy =T
{ A—VRVAT ADFTARTORELZ G, 77 vV aONFIMESRET, 2~y FHsE
TT5ETK2 ~30 0000 £97,

1 -

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] vy

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

U330 A A—% Firepower 4100/9300 > ¥ —> ~F 7 m— R LET,

a)

b)

( )
( )
( )
switch (boot)
( )
( )
( )

VANY A A=V ra— RT5I0F, BEIPT NLRAEF— b U oA Z3RET D

VERHDFET, ZNHDAA—IF, USBEFEHLTHF Y e— R+ A2 LIXTEFEH

Po

switch (boot config terminal

switch (boot) (config) # interface mgmt 0
switch (boot

#
(
(config-if)# ip address <ip address> <netmask>
(config-if)# no shutdown

(

(

(

switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway <gateway>
switch (boot) (config) # exit

VE— MY —NET7 =7 T v 2ll3 02T RXRCOY IR f A=V habt—LET,

switch(boot)# copy URL bootflash:
WONTNPOELEHHLTA o R—bEND7 741D URL ZFE LET,

» ftp://username@hostname/ path/image_name
* scp://username@hostname/ path/image_name

FSINYa—TFaT .
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« sftp://username@hostname/ path/image_name
« tftp://hostname/ path/image_name

51 -

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_ images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA

bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) Firepower 4100/9300 > ¥ — NI A A=V BEFICIE—INTZ D,
nuova-sim-mgmt-nsg.0.1.0.001.bin 5~ R — ¥ A A—I~Dsymlink Z{ER L9, ZD
Yo 2iE, e—FRT569vx—Vx A A—V%a— R AH=ALHRLET, symlink 44
X, B—=RLEIELTWDHA A—=ICERZR <, T nuova-sim-mgmt-nsg.0.1.0.001.bin
ETDMEND Y £,

switch (boot)# copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

1 -

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config)# ip default-gateway 10.0.0.1
switch (boot) (config) # exit
( #

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
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bootflash:
Trying to connect to tftp server......
Connection to server Established. Copying Started.....
/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

A yFz)n—FLET,

switch (boot)# reload

1
switch (boot) # reload
This command will reboot this supervisor module. (y/n) ? y

[ 1866.310313] Restarting system.

!l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'

Or can not find correct boot string !!
rommon 1 >

XY IR =N A A—TVBINVAT LA A= NBT—MLET,

rommon 1 > boot <kickstart-image> <system-image>

G¥) AT AA A=V — KR, FTABLV A X —TU vy DIT— XA oB—IUNE
RENDHZENRDVET, TOXIRAyE—VIFEMAL THEVEEA,

B -

rommon 1 > dir
Directory of: bootflash:\

01/01/12 12:33a <DIR> 4,096

01/01/12 12:33a <DIR> 4,096 ..

01/01/12 12:16a <DIR> 16,384 lost+found

01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
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01/01/12 12:29a 330,646,465 fxos-k9-manager.4.1.1.69.SPA
01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin

4 File(s) 946,269,798 bytes

3 Dir(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
1 Kickstart Image verified successfully 1

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
Sl0mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan

Creating /callhome. .

Mounting /callhome..

Creating /callhome done.

Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

FIPS power-on self-test passed

Unpack CMC Application software

Loading system software

Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait
nohup: appending output to "nohup.out'

--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

RATYTT] A A=TDOu—FNETTHE, PATAZL Y PIEERREZ AT AL IR LN E
T, FHZOWVWTIE, 2 Y= R— 1 2EA LR TEEZSR LT EE0,

RFwF8  Firepower 41009300 ¥ — L CHMT 27T v N7+ —b N R A A=V EF T m— ]
LET, iV TIE, f A—VEHEZSRL TIEEN,
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1 :

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

PRIOFIECTHE 70— R LT Ty b 74— RNV RV A A—=V% A A=V LET,
G¥) A A =Tt AZIEEE 15 ~ 20 5000 97,

a) auto-install £— RiZ L FE 7,
Firepower-chassis /firmware # scope auto-install
b) FXOS 77 v 74— NV RV&EA A=V LET,
Firepower-chassis /firmware/auto-install # install platform platfor m-versversion_number

version_number X, > A =T B FX0OS 7T v b7 4 —Ah N KADR—V g &5
T (2 &z, 2.1(1.73) .

) VAT AF, FTA AN ATEHY T My =T N —UhkERLET, T L THAEAS
VAR=ALENTWAT SN =2 a VERELLFXOS Y Ty 7 — ALY T Ry T
NRor—YOMOEEHEMEZBENLET, FREBEOE Yy a v 2K TT22T7 v
TL—RO—ELTIARATLAEY T — T AMNENHDLZ ENRNEEINET,

yes Z AJJ LT, MEEICHEde Z & 2R L 77,

d) A VAN LOFITEMET HICITyesE, A VA M—=NEF v AT 5ITiEnoE ANT)
Li‘é‘@

FXOS 28/8y RVEFRRL, IV R—F b &7 v 77— RFERZIFYr—FLET,
e) 7y —RK7FrbRAE2E=4T5T1F, ROFIEEZFATLES,
« scopefirmware # AJ) L £ 7,
» scope auto-ingtall 2 A L %79,
« show fsm statusexpand = A/ L £,
i

TB10 /firmware/auto-install # show fsm status expand
FSM Status:
Affected Object: sys/fw-system/fsm
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GE)

Current FSM: Deploy
Status: In Progress
Completion Time:

o

Progress (%): 98

FSM Stage:
Order Stage Name

Status

rFSILYa—F108 |

1 DeployWaitForDeploy

2 DeployResolveDistributableNames
3 DeployResolveDistributable

4 DeployResolvelImages

5 DeployValidatePlatformPack

6 DeployDebundlePort

7 DeployPollDebundlePort

8 DeployActivateUCSM

9 DeployPollActivateOfUCSM

10 DeployActivateMgmtExt

11 DeployPollActivateOfMgmtExt
12 DeployUpdateIOM

13 DeployPollUpdateOfIOM

14 DeployActivateIOM

15 DeployPollActivateOfIOM

16 DeployActivateRemoteFI

17 DeployPollActivateOfRemoteFI
18 DeployWaitForUserAck

19 DeployActivateLocalFI

20 DeployPollActivateOfLocalFI

Success
Skip
Skip
Skip
Success
Success
Success
Success
Success
Skip
Skip
Skip
Skip
Skip
Skip
Skip
Skip
Skip
Success

In Progress

AT —=VDRAT—=HF AN TR b (2% y 7)) £l Tl £8P L%
T, WOAT v FITHE 2N TL X0,

ATYTN0 AVAM—NLETTY R T H—L N R A A=V NV AT LORBICHHAT A4 A—
xS LT A A, FERMIC YV AT A — REFCHERATEXA L5 Icx vV AX— K A
A—VBINVAT AAA—VETFBTHENCT HD2LERHY £9, BIEA A—V L LTHLE
AA—TVEMFHLTCNDT Ty N7 —A N KVEA VA N—LVT 556 BT 77 4
N— g IRAELEEA,

a)

b)

fabric-interconnecta M A 2 — 7 #HE L F 4,

FP9300-A# scope fabric-interconnect a

FITHOH — N NRN—T g e FTHOI AT A N—T g 53R T 5120, showversion
av U REFEALET, A A—V%2T7 T 4 71235120, ROEF|ZFEHRLFE T,

FP9300-A /fabric-interconnect # show version

GE) Startup-Kern-Vers 35 X U" Startup-Sys-Vers 739" TIZ

FME 11 (2 £,

WDa<v REASILTC, A A=C2T 77472 LET,

FP9300-A /fabric-interconnect # activate firmware

U

X E S 41, Running-Kern-Vers
¥ L O'Running-Sys-Vers & —8T 555515, 4 A=V 2GRN T 203 T72 <,

kernel-version <running kernel version> system-version <running system version>

commit-buffer
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Gx) P — RO AT—H A% TR LT 1 A2 (Disk Failed) | I8 EEIN 555
RNHVET, ZORXA v E—VIFEELZH Y BT, FEEFFITCTEE
‘é—o

d) A= b7 oI R=TarPELLRESINTWVDILEWREL, A A—VDT 7T 47
{bAT —H AT =FT5HI21%, showversion =<2 F&EFEH L E9,

BE AT —=BAN T 77 4712 L TWET (Activating) | 205 [FELTAMAE
(Ready) | ICZEDDHET, WDAT v 7T E RN TLEE W,

FP9300-A /fabric-interconnect # show version

&1

FP9300-A /firmware # top
FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:
Startup-Sys-Vers:
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)
Warning: When committed this command will reset the end-point
FP9300-A /fabric-interconnect* # commit-buffer
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)

Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)

Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

VAT LEHEE L ET,
i -

FP9300-A /fabric-interconnect # top
FP9300-A# scope chassis 1
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FP9300-A /chassis # reboot no-prompt
Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

¥ AT IE Firepower4100/9300 > % — ¥ D EIR % FeA&HIIZ
X2 VT T a— D DEREREATICLET,
v ET,

LT LEET2H1IC, &
_@7m?x 1355 ~ 10 530

VAT ADAT—HAEET=HFLET, = "ORAT—X AL K (Discovery) | 75 [
B% (Config) | . HEMITIL TOK) ~EZEDV £,

51

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery

1/1 Equipped Config Complete

1/2 Equipped Config Complete

1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery

1/1 Equipped Ok Complete

1/2 Equipped Ok Complete

1/3 Empty

WEHRAT =2 A3 TOK) IZR3UE, VAT MFREE L2 12720 9, 5l&fs, &

X2 VT4 TTITAT VA (GA B AREEEGT) ZHREL, T A ANHIITHEIE
T AMENH Y F9, FEMICOVWTE, KESRL T Z S0,
* Firepower 9300 D7 A > 7 A& — ks FA F [$5E] : http://www.cisco.com/go/
firepower9300-quick

s Firepower 9300 D 2> 7 4 X = L —3 3 > HA R [J€5E] : http://www.cisco.com/go/
firepower9300-config

* Firepower 4100 >V —ZXD 7 A v 7 A% — K T4 R[5
firepower4100-quick

FE] : http://www.cisco.com/go/

s Firepower4100 & ) — XD a7 4 ¥ o bL— g > HA R [HEE] :
firepower4100-config

http://www.cisco.com/go/
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EEERT— FARALBE BT THHFEEOTF I+ rREER

LR T — KATHAAESIZH T2 TIBHEREDT
A4 FEREDETT

Z OFINEIZ X Y Firepower4100/9300 3 ¥ — 3 3 2T LAWNT 7 40 FEREICEY £, HFHE S
AU—RbEENET, HEHE AT — RBRARHARGE. WOFIEEZFEH L TT A ZAORE
ZUEy bLET, ZTOFETIE, A VAP AVENTWEHET A ABHEEINET,

\}

G ZDOFNATIX, Firepower 4100/9300 > v —> D2V — VT 78 AT HMENRH Y T,

FIE

AT TN HEO=a Yy —Nr—T NV EEHLCPCEay Y — LR — MBI LET, ¥—3I )1
L—Z ZEFEHE 9600 R —, T =Xy b8, NUT 4L, AbyTEy M, 7l
RUCRELT, 2 Y —LIC#ERLE T, FEMIIC OV TiX,  [Cisco Firepower 9300 /~— R
VT RETA R] ESRLTIIEIN,

AT T2 THRAADOEREZANET, ROXH%RT a7 RFRENTZL, ESCEF—2HLTT7—
L E 9,

51

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.09, RELEASE SOFTWARE
Copyright (c) 1994-2015 Dby Cisco Systems, Inc.

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: 00:00:00:00:00:00

find the string ! boot
bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
Use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

ATFYT3 YT ARE— R A RA—TD LIV AT A A—VDLFIEZAETLET,
B -

bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

FSINYa—TFaT .


http://www.cisco.com/c/en/us/td/docs/security/firepower/9300/hw/guide/b_install_guide_9300/b_install_guide_9300_chapter_01.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/9300/hw/guide/b_install_guide_9300/b_install_guide_9300_chapter_01.html

rFSILYa—F108 |

B =2 27— o FBABAICH T ZTHBHEROT T 4L FEEOHT

ATvT4

ATvT6

ATy IT1

ATvT8

Xy I AH— A=V — RRLET,
[rommon 1] > [kickstart_image]boot

1 :

rommon 1 > boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
!l Kickstart Image verified successfully !!

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Tue Nov 24 12:10:28 PST 2015
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592

Usage: init 0123456SsQgAaBbCcUu

INIT: POST INIT Starts at Wed Jun 1 13:46:33 UTC 2016

can't create lock file /var/lock/mtab~302: No such file or directory (use -n flag to
override)

Sl0mount-ramfs.supnuovaca Mounting /isan 3000m

Mounted /isan

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2015, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under

license. Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or the GNU

Lesser General Public License (LGPL) Version 2.1. A copy of each

such license is available at

http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch (boot) #

config # — I F/VE— R&fm L £,
switch(boot) # config terminal

1

switch (boot) #
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

INAT— RafREL, BHEEMHRLET,

switch(boot) (config) # admin-password erase

GE) COFRZFEITTLE, TRTOREDHESN, VAT LANT 7 /b PBRIEITR
DEJ,

1 -

switch (boot) (config) # admin-password erase
Your password and configuration will be erased!
Do you want to continue? (y/n) [n] vy

config # — I F/LE— RZBBL £9,

switch(boot) (config) # exit

COFIEDAT v T3 TAELIEVAT LA A=V Eu—RNL, PHRE ¥ A7 7a—%f
MLUTY AT L bRELET,

switch(boot) # load system image

1

switch (boot)# load bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Uncompressing system image:
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bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

SO a—TFT4 T BT T7AILDERK

ATy T
ATy T2

ATvT3
ATvT4

ATy TH

ATvT6

PVEWSC T, I TNy a—TF 4 o TIZRHAT B2, F7201% Cisco TAC ~E(ET H7-20HD
0y 7y ANEERTEET,

FIE

[Tools] > [Troubleshooting Logs] % &R L £,
BT o0 7 774 NDEAL T Ray X UARNPLERRLET,
o[~ —3 (Chassis) ]: ¥ —I /=R =7 ORERCA —/8— R R — B A< R—
CxEEGLY 7 U2 TOMBEO N T INY a—T 4 U IERT e ST 7 A VAR
L\i—g—o

s [Module<#>]: EFX =2 VT 4 EVa— W/ Py OMBEO N7 TNy a—TF 4 TITfE
MT2vr 77 ANVEERLET,

[Generate Log) #7 U » 7 L £,
[Yes] #7 Vw27 LT, 0 77 ANEERT DI EEMRLET,

ny 7y ANNERINET, ZoTavR X, FRBDPNIGEERHY ET, vns 7y
ANDAERTIE, BEDAT—F A A v —UNFRENET, 07 77 A NVOAEREF ¥
BT B, AT —H A A yE—UD [Abortlob] 7 Vw7 LET, v T 7w A NE
END e, AT —FARX v E—URNRAICEDY, Va7 BNIEFIZET LI ERRERE
ER

EEhizaZ 7y A NVEX D a— KT 5Z21E, [Download Files] Y A hNDO w7 7 7 A )L
WZBE) LT, [Download]| %2 V v 27 LET, B2 77 A /LIiE, techsupport 7 A4 /L Z \ZERAFE S 4L
ij‘o

GE) #H L AR I N7 7 A /L% [Download files] V A MIFERT DL, HLEITGT
T [Refresh] 7 U v 7 T HHLENRH Y £,

EREhiznZ 7 7 AV EHIERT 521X, [Download Files] U A "N 7 7 7 A VB EI L
T, [Delete] 7 Vv 7 LET,
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B =c—roarsrionmt

EDa—ILDATETDODEMIE

&

ATy T2

ATvT3

Fa— N TarE T EANITDHE, VAT AT Ty alELTERED N T Ty a—
T4 TV AIBEMER H V| MBS U C Cisco TAC [ZIEETE £,

FIE

HRIDOEY =2 — Wl LET, RICHEZRLET,

Firepower# connect module 1 console

(FERE) oa<r FEANLT, BEOaT X T AT —H A2 F R LET,

Firepower-modulel> show coredump detail

Zoawry ROWMNIZIE, a7 XU THEMBENE Sl nwolz, BIIEOa T X T AT —
B AFERBFRINET,

1 -

Firepower-modulel>show coredump detail
Configured status: ENABLED.

ASA Coredump: ENABLED.

Bootup status: ENABLED.

Compress during crash: DISABLED.

GE) oAU N TTIAT U ATASATMET NA A2 FT LTV L HAITDR
fEfl C&., 777 A 7 > AT Firepower Threat Defense i El 7 /XA A& FEITL T\ 5
BEIIIERTEEE A,

configcoredump =~ R&MH L C, a7 X T2 ANEITENC L, 7T vy oD
T X T EME R AR E TITEN LET,

« VT alffOaT XU T OIEREBNCT HIZIE, config coredump enable % L £
‘j‘o

VT alffOa T XU T OERE AT HI2IL, configcoredump disable i L &
j‘o

a7 KT OEME AT SI2IE, config coredump compressenable Z i L £,
« T BT OEMEE NI HI2IE, config coredump compressdisable L £9,

1 -

Firepower-modulel>config coredump enable

Coredump enabled successfully.

ASA coredump enabled, do 'config coredump disableAsa' to disable
Firepower-modulel>config coredump compress enable

WARNING: Enabling compression delays system reboot for several minutes after a system
failure. Are you sure? (y/n):

y
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1) 7 ILEE DR Firepower 4100/9300 3 v — .

Firepower-modulel>

G¥) AT E T T AMIT 4 AV REEEELET, BapdbRley, EENER
RO TWRWEGEER, a7 X TREMI>THN TS, ar X777 AR
BREENLZNWZ ERH D 1,

) 7 ILE S DIE Firepower 4100/9300 < v — <

Firepower 4100/9300 ¥ ¥ —3 L Z DL U TILE S OFEMA MR T £9, Firepower 4100/9300
=y DOV TR, WHEHT AL ADV Y TAEGEITRRDDOTHEE LTI EE N,

FIE

RTv 71 [BE (Overview) 1>[4 AR k1) (Inventory) [>[F_T (All) ] Z&RLET,

ZORIZ, VA —VIA VAP LENTWNWDHaAVYR—R U PO AL, FNHEDa
A= FOEEFRSTEH I N TWET,

ATy T2 [ UTI (serial) 1FIDL v —> DL VT NAFFEELET,

RAID (R K4 TJDBEE

RAID (N7 4 A7 DTLET VA) L1, BT+ —~ AL T+ —)L N ML T A
ARt 2 OMN LW RS A4 T DT LA (IA—TF) TF, K547 7 —7F13,
WELR A TDOIN—TTT, TNHDRITATVE, R RT A T EMEENRD/—T 43
TEHEINET,

RAID R4 7 I N—7TliE, B—FRIATDA ML —2 VAT AZHRTTF—4 A L—
COEEMN L THEEENEEY £, FIA 70EECLLT—Z0HEKITL. KbhizT—#
ERODRIATNOEEET LTSI ENTEET, RAIDIX, VO RXT 4 —< 2 A
R EIEDEEBIC, A ML=V T URT AOEEM AN ESEET,

RMDP?%f@bfﬂ#ﬁ&%#é#ﬁ??%yﬂkék\RMDﬁﬁ°?471\mﬁ%
ERRENET, UFTOFIEAMEH LT, RAID RAE R T A 7 HHIIREEN E D I Z ik

WMEIZIS LT, B—WNT 4 AV RERER) o —% *ﬁ%kmumﬁbfﬁ%%LT<t
él/\o
~
GE) O— T A TREGFER) S —F 0 llRETHE, TAARAT EOTRTOT —Z D EE
XNET,

FSINYa—TFaT .



rFSILYa—F108 |
B rorErscToEmE

FIE

ATYT1 RAID RIA T DAT—H A %R LET,
1. Yy —vE—FRIZADET,
scope chassis
2. b—rE—FIZAV X7,
scope server 1
3. RAID =2 hr—FIZAD ET,
scoperaid-controller 1 sas
4. RERNIFIATERRLET,
show virtual-drive

RAID A R 7 A THHIRIETH 25613, BfFIREE? Degraded & Frm S E 9, RIZ
BlaRLET,

Virtual Drive:
ID: O
Block Size: 512
Blocks: 3123046400
Size (MB): 1524925
Operability: Degraded
Presence: Equipped

ATYT2 RAID 7 A 7 HFEET D702, n—H VT 4 ATRERY) o —Ri#EnolTREL £,
ZOFEEETTHELT 4 AT EOTRTOT—FPHIIND Z LITHERLTIEI N,
1. MkoFMHEZ AT LET,
scopeorg
2. O—HNNT 4 ATHFERY —OHiHE AT LET,
scope local-disk-config-policy ssp-default
3. R#% no lITRELET,
set protect no
4. REZ=AIvY MLET,

commit-buffer

ATYT3 RAID FIA THREMESNDLETHLET, RAID MEAT —F A 2R LET,
scope chassis 1

show server

RAID RT7A TR EFICEHEREIND L, Ay hOBERNRAT —H AN 0k LFERENE
T, Wizl ERLET,

B rsorva—F424



| F3o0va—F40y
ssp AL agsomnEnEE I

1 :

Server:
Slot Overall Status Service Profile

1 Ok ssp-sprof-1

ATv T4 RAID RTA TREFICHMBEINTLS, a—h VT 4 ATEER) o —Ri#% yes TR L E

j—O
1 Mfo#EEE A LET,
scopeorg

2. B—ANT A ATRERY —OHHEZATILET,
scope local-disk-config-policy ssp-default

3. R#EZ no ITXELET,
set protect yes

4. REZaIv MLET,

commit-buffer

SSD #EFA L TWLWAIEZEDREBEDREE

T AN EZ TS SSDICBAL T, HEHREZIEEL, B2 ONAMEEFET 51T,
PIFOFNEEZFEHLE T, SSDORBBEOIEROHE LT, T—#EFHT . (DME) Yt
ADENRT D2 D3 H Y F9,

)

GE)  HLWSSD #fAT 5L, 7 L— K BIOS fRHHRICA X MV ICEAER (X147, T
Ny SN2 E) OBRBADENET, v—BNT 4 A7 T —H|%, SSP-O0ST v 77 L — RD5E
TEHZDOI, A XU MVICANENET, SSP-OSDT v 77 L— ROIRREN £ 72 [HH T
OEE, A XU MVIZEe—h T 4 A7 O hUNRFIREINT, SSD OHEGICB T 5 B
EA -V HERRINET A,

UTOFIRRSNTWD 77 7 A D773 SSDICBT S8 Z R L TV A58, TAC
WIZBRWEDOE L 7ZE W (https://www.cisco.com/c/en/us/buy/product-returns-replacements-rma.html
=B

FIE

ATwF1 FXOS 2~ Ry o VIR LE T,

connect fxos

FSINYa—TFaT .


https://www.cisco.com/c/en/us/buy/product-returns-replacements-rma.html

B ssozemLcvsssomEnkE

rFSILYa—F108 |

ATFYT2 nvtam S 7 7 A NVEFERLET,

show logging nvram

=7 —HIOH
2020 Oct 22 13:03:26 MDCNGIPSAPL0O2 %$ VDC-1 %$ Oct 22 13:03:25 $KERN-2-SYSTEM MSG:

[28175880.598580] EXT3-fs error (device sdad): ext3 get inode loc: unable to read inode
block - inode=14, block=6

B 7y ANERRLET,
show logging logfile
7 —HIop)

2020 Oct 21 21:11:25 (none) kernel: [28118744.718445] EXT3-fs error (device sda4):
ext3 get inode loc: unable to read inode block - inode=14, block=6

B rsorva—F424



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



