kST a—FTa 8

Ry b Xy ITFr (13—

Xy NT—UHERDOT A b (8 N—)

CEHA LA T 2 A ADAT—HADKNT TN a—T 47 (9—=)
e R— bk F¥ R AT —F ADHER (10 <—)

o VT MU TEENLOREIE (13 X—)

MR T 7 AN AT AOREIE (18 X—)

 HEHSAT — B RHARGEITH T B THHMHFEOT 7 4L hEEDHET (28 ~2—
V)

s "NTTNTa—T T al TrANVDAER 30 —)

* Firepower E ¥ = — /O a 7 X o 7OHME (31 ~X—)

o VU 7IVES DGR Firepower 4100/9300 ¥ —3 (32 X—)

« RAID AR KT 4 7 OFEMER (32 24—

(] (o]
INTY b FrTFv

Ny b Fx T VUL, B EREDOMBE DT N 7R, Firepower 4100/9300 ¥ —
VEBEBT L NT T 4 v Ta—OBfRIEHTEAMMEHHEETT, Xy hx Y STy
Y — Va5 & Firepower 4100/9300 > ¥ — L DFFEDA VX —T = A A& @iRTH b7
T4y ZiIonT R S ERRETXET,

BEONTry N XX T Ty By va Y EERTE, Ky rar THEEDA VX —T oA A
DT T4 7 X% T Ty TEET, Xy Iy TFr o ra AlEGENDIHKA L F—
7 xA AR, AMDOSRry b Ty T F v (PCAP) 7 7 A DMERREHE T,

Ny TL—riR—kTvELY

Firepower 4100/9300 > v — 3 Tld, Wi\ 7 7L —2 R— MIKRO~ v B F R— kN &ff
ALET,
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B rorsvT77rvoxssasLUHREE

tXalyTq4 EDa—) R"—rTvELY SBA

X2 U5 4 Y =2—/L 1/ | Ethernetl/9 Internal-Data0/0
SN AP =S

*¥2UTF ¢ FY=2—/L 1/ |Ethernetl/10 Internal-Data0/1
X2 lTFqg mvv

X2 UT g BEV2—L2 Ethernetl/11 Internal-Data0/0
XU T 4 BV a2—2 Ethernetl/12 Internal-Data0/1
TtX=2UT 4 BV 2—L3 Ethernet1/13 Internal-Data0/0
X a2UT 4 FVa2—3 Ethernetl/14 Internal-Data(/1

Ty b XYy TFYOEEBELS L UHIREIE
Ny N F oy SF X V= iE, ROBIREERH Y 3,
X ¥ 7T v TXDHDILHEK 100 Mbps £ TTT,

Ty b XY TF v By g OB RER F o eRR B e < TH, Ay b
FYTFrbyra 2ERTEET, Ty PR TTF v By va CEBRGT DRI,
EHFTREZR H4r ZRRRIE I B 5 2 & 2R T 2 BN H Y £,

DT VT 4TIy b ¥y T F Y By g i aAR—- SR EEA
s NEAA v FDATIOEMETOHRX ¥ 7T v INET,

s WAL wFNBHETE WAy b (X2 T4 INV—T H T Ry hT—7 HP—
EA ANy X=Xy N E) X7 4V DOEBRH Y FHA,

1 OU LB THEEDY T A v H—T oA AT HHETH, Ty ar it
DY TA L E =T 2 ADry FDBEF X TF ¥ TEET,

» EtherChannel 42/& % 7213 EtherChannel DYV 7 A X —T = AD/Xr vy NaeF ¥ 7F ¥ T
EFEHA, 2L, BT A RIZEY 4T 5TV D EtherChannel D354, EtherChannel
DAUNAE =T 2 A AZLIRT Y baeXxy T FYTEET, BA L F—T=A R
TRV TA v E =T =2 A ZZFNV Y THEBIE. AN A L F =T oA A LDy
My 7F¥TH6Z LT TEERA,

XY T TFx By a BT T 4 TREIE PCAPT7 7 ANV EAE— L2, =7 AKR—
FTEEEA,

Xy b XY T Ty arEHlRTAE, FOREY g VIZEET LT RTONRNT
&%y 7F v 77 AVBHEIBRENET,

B rsorva—F424
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Ry kv TFe by avonssriame ]

Ny XY TFvYy i avDERTIZESE

ATy T

ATvT2

ATFvT3
ATvT4

ATvTh

ATvT6

ATy T17

FIE

[Y—IL (Tools) 1>[/34 v b ¥+ TF+ (Packet Capture) | DIEIZEIR L E,

[Capture Session] & 712, BUEHEINTWANRTy M Fx 7T v By alDl X MNRER
SNET, Ny b XY TF v By g URBEREISNLTWRITAR. RbviczoZ L
BRI A vbE—URERENET,

KON ZEETLET,

Ty b FTTFx by g VEERT DR [FY T Ty By (Capture
Session) |ARZ > %7 U w7 LET,

BTy b Xy T Ty By a VERET DX, OBy a O [Edit) RY
w7 Vv LET,

U4 RYDEMTIE, BEDOT TV r—ar A VAR ABRIRL, FDOA AL AD
KrRRLET, ZOFRRFI, Xy baX vy T TF X T4 F—T oA ABIRTH720D
WHEAESNET, V4 RUOFICAAry h¥x T Fr vy a b BERTIHEOHDT 41—
VR EENTHET,

Ry 7 X Ama—nbf U3 —JD 4 RAEERLET,

NI T4 XY T TF T ADALHE—T oA A7 V7 LET, BIRLIAA VX —T A
AlTF =zl v—T KRR LET,

YT A B —T = A ADE . [Subinterface selection] 5| TH 7 A X —T = A AR FRT HHEL
A BE =T 2 A ADEIZHDT A 2% )7 LET, FINOYT A 2 —T (A% T
Vo7 LET, 1 20U EOBTEEOY 7 A ¥ —T = AEHHATIHAETH, v 7 F v
o alrITEIC1 oDV T =T oA ADNRNT Y "DHEXY ST ¥ TEET,

BEOYTA B —T A ZDBPA. T A 2 DT~ Subinterfaces(n) (2720 . Hi—nH
TA U H—=Tx2 A ADFHA, T-0MEIVTA X —T A AIDDIZRVET, AL X—T=
AAEA VAL ACHENY B THEHEE, BIA v A —T 2 A AF I TA X —T = AD
WP EBINTEET, MHFEZERTHIZLIITEERA, BBHEHID Y TONTHRNWEGEE
1. 7L —F R ENE T, Etherchannel DYV 7 A X —7 = A ATV AR — SN TWEFA,

FELT N, AN Ny 7 L= R—h ETEEEIND N T T4 v I XY T F v T 5T,
WOBNEEATNET,
a) 77V 5=y al A VAR RERT R I A% ) w7 LET,

[Capture On], [Application Port], I & U [Application Capture Direction] 7 o —/V FiZ,
[Configure Packet Capture Session] 7 « > Ko OA{A TR A[REIZ 72 0 £4,

by NTFT7 4wl EXYTTFxTHNy 7T L— R— FERINT 5, [Capture On] K v
7 U A RovG [All Backplane Ports] 2 864 L £ 97,

[Session Name] 7 4 —/V RIZX Ty b Fx 7 F v By a VOARTEZATILET,

FSINYa—TFaT .
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B rorseT7rvvravokmztizgse

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

[Buffer Size] U A F2H & B2 LOERER SALIMED 1 D& BT 5, [Custom in MB] A 341
LTOHBLHON Yy 77 A XEAILT, Xy b Fxy 7Ty By va RT3y
77 YARXERELET, HETDH NNy 77 A XTI 1 ~2048 MBIZTHHLERH Y £,
[SnapLength] 7 4 —/V RIZ, ¥ ¥ 7 F ¥ 3537y hOEIZHEELET, HEMEIL64~ 9006
NA RTY, T74V DAy TREIZ1518 314 b TT,
IOy R XX T Ty by va BT LI XIS, BIFOPCAP 7y A VE EEETD
M, FETILPCAP 7 7 A MCT — X BINMT 20 ERELET,
TV —=2a b A VAR RAEREEDA B —T 2 A ABDNT T4 v 7 X T FxT 5
Wi, ROBIEZITNET,
a) MET A RAERTRY I AET Y v LET,
b) [CaptureOn] K v 77X URARNnDL, 77V r—var X247 ([asa]l 72 &) &R L
£7
) ZEFHITFENT 7 4 v 7 %X % 7T v 35 [Application Port] % =N L F 7,
d) WHREET AL ADPLEE LAV H—T 2 AZAN) VT T 4 v I DEF X TF ¥ T 5HIZ
I%. [Application Capture Direction] DAFIZ &> 5 [Egress Packets]| 47> a v &7 U v 7 L&
—g—o
(G¥)  [Egress Packets] ##IN T2 L, "T 74 v 7 XN LNy 7T 1L —2KR— KT
DHFx 7T v INET, BRLIEGATH, WEAR—FTIE N7 740 v 271X
Xy¥ 7 FrInEHA,

e) MELIA LV F—T 2 A ATKEEITZETDOIN I 74 v 7 2% 7 F v+ 2121,
[Application Capture Direction] DHEIZ & 5 [All Packets] 7'~ a > %7 Vv 7 LET,

XX TTFXY LI N T T4 2T 4 NE ) 7T DHIZE, ROFIEEZFEATLET,

a) [F¥7F ¥ 71/% (CaptureFilter) ] 7 4 —/V RO [7 4 /L% DM (Apply Filters) 174
Tvarks Uy LET,
TANFERET DIZDD—HDT 4 —)L FIRISNET,

b) T A NEEERT DUEND D56, [7 1V DVERL (CreateFilter) 227 YV v 7 LET,
37w b 7 4 V2 OFERK (Create Packet Filter) ] %A 70 7Ry 7 ARNFRENET, 7

HNZOWTIEZ, Ny R X2y TF DD T7 4 ALZDORE (5—) 2L TL
7230,

c) [EH (Apply) 1 RmyF X oy VARG, T 7 0 2 2%IRLET,

d) [EME (To) 1Fay X T URARNL, Z4NAVEEEHATHA 2 —7 = A4 A% IR
L9,

e) BIMDOT 4 N2 ZEMT 51X, o7 1 v %O (Apply AnotherFilter) 142V w7
LToD ERROBMO7 4 VR ZEHAT AT v 7T a0 iR LET,

RONWTIINZEFEITLET,

cZDONRT Y b FxTTFx By a VERELTT SETT LTI [IRFFLTEIT (Save
andRun) | R¥ > %227 Vv 7 LET, ZOFTvaid, thory s vy 7Fv &y
a VPBEFETEINTOWRWGEEORMERTE £,

B rsorva—F424



| F3o0va—F104

Koy kxvIFenton7 Li0Ez ||

IOy RXX T Ty a VEBRTIITTE DL ITRFT HITIE, [FR1F (Save) |
REET Vw7 LET,

[+ 7F ¥ tviar (CaptureSession) ] ¥ TI/ER SNzt vy av bt bickyva
UINBEFORENFET, [R1FLT3HEIT (SaveandRun) |2 BN LGS, N7y hF vy 7 F ¥
tyTalsit, Ny b EXYTTFYLET, By a VB PCAP Ty AL EX TR — R
THHNS, F¥ 7T ¥ ZF LT HMERH Y £7°,

NTY X TFDREHDT 4 ILEDETE

Y

NRry b FYT7Fvy Boval dllEGEND b7 7 4 v 7 ZHBRTHDICT7 V2 EVERT
XFT+, XAy XY TITTFy By arOERPICEDAS B —T oA ADREED T 4 VH
AT AR TE £,

GE)

ATy T

ATy T2

ATvT3
RTv74

ATy TH

BHAEFEITHONRry b 2y 7 F vy vy ia ViQEASNTWDE 7 4V Z B EF £ 2135
LA, DBy a VEERNI L TCOLEEAEDICT A ETIIEITSINEE A,

FIE

[Y—IL (Tools) |>[/34 v bk F+ FF+¥ (Packet Capture) ] DIEIZER L E T,

[Capture Session] % 712, BIERXEINTNDI Ty XX 7V F vy a Dl A MBRER
SNET, Xy XY T Ty By a UBRBEREINLTWRITUL, btz b
ERTAvE—URERINET,

WONWTINNEFITLET,
o T ANEENERRT DITIE, [7 4V F OB (Add Filter) | A% %27 Vw27 LET,

HEED T 4 N R RET DI, FOT 4 NED [ (Bdit) |RZ %2270 v 7 LE
‘j‘o

[/ > N7 4 AV Z OVERE 721345 (Create or Edit Packet Filter) ] #4712 7R v 7 AINFEIR
ShEd,

[7 4 /%% (FilterName) |7 4 —/V RIZNry XX 7 F ¥ 7 4 VFOLFTREATILET,
FrEDOTa hanviE 7 o2 ) 7T 512k, [7a b3 (Protocol) ] U A R BHEIRT 5
M ETAX[AAF L (Custom) | ZBIRLTHMO 0 hartz AN LET, WAX L Tr
k= id 10 EIER (0~ 255) DIANAICE > TERSNZT 0 ha L ThiILERH Y %
kD

FEE D EtherType % 7 4 )V U o 74 5IZ1%, [EtherType] U A E M HIEIRT D20, E7iH [ F
A4 A (Custom) ] 23R L THMO EtherType # AJj LE 3, H A% A EhterType (3 10 #E

FSINYa—TFaT .
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B ot xvT7rwyvvavommssvEE

XD TANA IZ L - TiEF S 47 EtherType Th HMLENH D £ (72 & 21X, 1Pv4=2048, IPv6
=34525, ARP=2054, SGT=35081) .

RATv 76 WEVLAN (R— MIAJIT 58D VLANID) & 72134M% VLAN  (Firepower 4100/9300 % —
VNZE S TGEBMENTZ VLANID) ([ZHESWC I T7 4 v 7 %7 4 VZ ) 735121, HBE
EN=7 44—V FIZVLANID Z A LET,

ATV T BEOEETEIISEED N T T 4 v 0BT 4 NVE ) U TFTHI21E, IPT RLRAER— a2 A
T 20, FRITEEDOEETCEZIIFEET A —/V FICMAC 7 RL A& A LFET,

GE)  IPVAE7IXIPV6e T RLAZFHA LTI 4N EZ Y 7 TEETN, AL 7y b %y
TFX By ar TOMBIZLDZ T4 NAZ) T TEERA,

ATy T8 [IRTFE (Save) |27 U v 7 LTI A NHERFELET,

[7 4% UA R (FilterList) | & 72O ST 7 4 v 2 L BT 4V Z R R MERR
ShET,

NTYy X TFr 2y a2V ORBELUMEL
FE

AT 1 [Y—IL (Tools) |>[/3 v b ¥ TF+ (Packet Capture) | DIEIZER L E T,

[Capture Session] # 712, BIEREINTWAH Ty M X ¥ 7F ¥ By a0l X NBRR
SNhET, v b 5?’(’77"(’ Yy va UNRBERESINTWRTE, fbvicznz &
ERTAvE—UNFRENET,

Z?vjzNﬁy%%kffkﬂyVay%%%?éﬁi TRy aro[ktyyaroRit
(Enable Session) 7™ %27 U w7 L, WITHERDTZDIZ[IFE (Yes) 1227V v 7 LET,

GE)  BlotyraryoFETHE, Ty FFdFy T TFr By va U EBTEEE A,

Yol a Nl EENDA L E—T A ZADPCAP 77 A NVIN T T 4 v 7 DINEELZBIE L E
T, BEyvardtyiary T—HEEEEZTHIOICHESINTWDHEA. BEFD PCAP
F=HIIWEEEINET, FITRWEE, T—21% (L L) BFEO7 7 A MTEIMEH
F7,

Nry b FXx 7Ty ByralrOFTHIE, VT4 vl B T Ty T HIONTEA D
PCAPZ7 7 ANDT7 7 AINY A ZXREIMLET, Ny 7 7OH A ZHIRIZET D E, VAT L
DNy NOBEFEEZFB L, BEI TN 70—V ROENEML £9,

ATV T3 RNy b Xy T Ty By iarEERET LI, %@“TZ//EI VO [y va OB
(Disable Session) RN F %27 Vw7 L, RIZHERDTZDIZ[IFW (Yes) 1227V v 7 LET,

B rsorva—F424
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KTy FeTFYy I74LDES O0—F .

Ty a RN EHC o %, PCAP 7 7 A N EX Ty — RTxET Oy hXxv7FF¥
TrANDE T a— R (T_—=) Z25R) |

NTY XY TFY TJ74ILODFHO—F

ATy I

tyvarhbur—ALarva—Xry ¥y 7Fx (PCAP) 77y A VEX DT a—
RCxEd, 2NTRYy hI—I Xy b TFIA4 TR ERLTONTE5X 012720 F9,

FIE

['Y—JL (Tools) |>[/37 v k ¥ TF+¥ (Packet Capture) | DIAIZIEN L EJ,

[Capture Session] % 712, BUERREINTNDI Ty XXV F ¥y va Dl A MBRER
SNET, Xy b ¥y TTFr By g UBRBERES AT RITEL, RbVIZEDZ &
ERTAE—URERINET,

ARTFYT2 Ry b Xx7Fyv By a DO EDA A —T A ADPCAP 7 7 A VAT a—

NI2121Z, 2042 —T7 oA AZxHIET 5 [¥ U m— R (Download) | ARFZ %227V v
y L/iﬁéo

GE) Ny bhFyT7TFy By ralryOFEITHIXIPCAP 77 AV EX U oa— RTExEY
Po

TIUVICEoT, $BELIEPCAP 7 7 A LT 7 )L DX 7o — REFTICHEIRICZ ¥
va—REINDh, FRE 7 7ANVERETDHIIOICKROBNLET,

NIy X TFY £y a U DHIER

ATy

lx DTy FFRYTF Yty va i, BEFITL TOWRITNTHEIBRTE LT, 777+
TRy bRy TFrY By g siE, DTRLLHEIBRTE E9,

FIE

['Y—JL (Tools) |>[/87 v k ¥+ TF+¥ (Packet Capture) | DIAIZIEIN L EJ,

[Capture Session] % 712, BUEREINTNWAENRTZ Yy F XX 7F ¥ By arDl A FRFER
SNFET, Xy FFXYTFr By va UBRBERESLTWRITE, RbicznZ s
BT AvE—URFRINET,

ATV T2 BEDONRTry ¥ T F ¥ Byia  EBHIRT A1, T0® v a rOIsT 5 [HIER

(Delete) | R v %227 U w7 LET,

FSINYa—TFaT .
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B < ro—vag07z+

ATvT3

TRCOIETIT AT Ty M FxTF ¥ bEyvarZHRTH12E X7y by 7 F v
Tty alrDURAMDLEIZHB[TRTDOE Y3 DHIEE (Delete All Sessions) [ R ¥ > % 7
Uy 27 LET,

2RI —0EGDOTR L

ATy I

ATy T2

1R BHHEIIZ

BRIy VU= 8fia T A M T H5HMNT, Ry NU—27 EORIOT SA ZADRA MMy E
721X IPv4 7 R L A %A > C ping & EIT74 DI, pinga~> FEHEHLES, Xy hU—7
FOBOT AL ZADKRA ML ETZILIPV6 7 R L A% - T ping 2 FE(74 5121, pingé =~
Y REMALET,

X hT—7 EOROTNRA AZELNLV— e, ZORA N ETILIPvE T RV A Zff- T
L —RZF 5L, traceroute 2~ > REFEHLET, *y NU—27 LEORIOT A RZED
N—bt%&, TORARNELIXIPV6 7 KL AZfi~>T kL —2A79 5|21, traceroutes =~
REfEHLET,

e ping =¥ REB LV pingé =~ FiX, local-mgmt E— N THEMHFRETT,
e ping =¥ Ni¥ module E— RTHEHTEET,
e traceroute =~ > R LN tracerouted =~ > NiX, 1local-mgnt E— K THEHAEETT,

s traceroute =< > RiX module B— R CHHFA T £7,

FIE

WDOa<y KOWTNn1 22 ANJ1T5Z &1k, local-mgmt E— FE721E module E— K
WL E T,

* connect local-mgmt
« connect module module-ID {console | telnet}

&1

FP9300-A# connect local-mgmt
FP9300-A(local-mgmt) #

AR IRy N — 7 i T A M TLHMT, Ry M —2 EORIOT AL ZADRA ML E
721X IPvd 7 KL A Zff - C ping #FAT L £,

ping {hostname| IPv4_address} [count number_packets ] | [deadline seconds ] | [interval
seconds ] | [packet-size bytes ]

1 -
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EEA LA T4 RADRTF—2 RO L5 TLva—F 125 ||

OB, v b T—27 EOBOT A ATk LTC ping #5512 [IFEITT 5 HEE R LT
\iﬁqo

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 ethO: 56(84) bytes of data.
64 bytes from 198.51.100.10: icmp seg=1 ttl=61 time=0.264 ms
64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms
64 bytes from 198.51.100.10: icmp seg=3 ttl=61 time=0.234 ms
64 bytes from 198.51.100.10: icmp seg=4 ttl=61 time=0.205 ms
64 bytes from 198.51.100.10: icmp seg=5 ttl=61 time=0.216 ms
64 bytes from 198.51.100.10: icmp seg=6 ttl=61 time=0.251 ms
64 bytes from 198.51.100.10: icmp seg=7 ttl=61 time=0.223 ms
64 bytes from 198.51.100.10: icmp seg=8 ttl=61 time=0.221 ms
64 bytes from 198.51.100.10: icmp seg=9 ttl=61 time=0.227 ms
64 bytes from 198.51.100.10: icmp_ seq=10 ttl=61 time=0.224 ms
64 bytes from 198.51.100.10: icmp seqg=11 ttl=61 time=0.261 ms
64 bytes from 198.51.100.10: icmp seqg=12 ttl=61 time=0.261 ms

---198.51.100.10 ping statistics ---
12 packets transmitted, 12 received, 0% packet loss, time 11104ms

rtt min/avg/max/mdev = 51.005/51.062/51.164/0.064 ms

FP9300-A (local-mgmt) #

ATFYT3 Ry FNT—2 FOUMDOT R, RZEAL— s, FOFRAMNEFIZIPVET RLAEFE ST

FL—ALET,
traceroute {hosthame | IPv4 address}
11 -

FP9300-A(local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10 (198.51.100.10), 30 hops max, 40 byte packets
1 198.51.100.57 (198.51.100.57) 0.640 ms 0.737 ms 0.686 ms
2 netl-gwl-13.cisco.com (198.51.100.101) 2.050 ms 2.038 ms 2.028 ms
3 netl-sec-gw2.cisco.com (198.51.100.201) 0.540 ms 0.591 ms 0.577 ms
4 netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms 0.289 ms

FP9300-A (local-mgmt) #

ATY T4 ((£E) local-mgmt B— RZK T L THR EIE— RIZEAIZIL., exit Z AL ET,

A A—DT A RADAT—RAD IS T a—T~«
b

\" mk

A ERECFR BRI, M5 OB (Chassis Manager |27 7 B A TE W ) CTEHELA v
2 —T A ANEE L2 EBDNDEEIE, 1ocal-mgmt ¥ = /L "C show mgmt-port =~ > K
EHEHLT, BHA L =T oA ADAT —H AR LET,

FSINYa—TFaT II
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. R— bk FYRIL XA T—2 ADHESR

A\

GE)

ATy I

ATy T2

fxos v /L C show interfacebrief 2~ > REEA LARWTL W, BHE, Z0a<w RT
X, o ERBPFRINET,

FIE

WDOa<y REAITTH5ZEICLD, 1ocal-mgmt B— FIZEEE L £97,
* connect local-mgmt
i

firepower# connect local-mgmt
firepower (local-mgmt) #

show mgmt-port 2~ > RZEH L CTEEA VX —T =2 ADAT—H AZMERLET,

i
firepower (local-mgmt) # show mgmt-port
ethO Link encap:Ethernet HWaddr b0O:aa:77:2f:£0:a9

inet addr:10.89.5.14 Bcast:10.89.5.63 Mask:255.255.255.192
inet6 addr: fe80::blaa:77ff:fe2f:f0a9/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:3210912 errors:0 dropped:0 overruns:0 frame:0

TX packets:705434 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:1648941394 (1.5 GiB) TX bytes:138386379 (131.9 MiB)

firepower (local-mgmt) #

show mgmt-ip-debug =2~ > RZEHT L2 L b TEETN, A ¥ —7 = A AREFHFBRDIR
7R A MR AERSIVET,

R— bk FYRIL RT—2 ADFEER

ATy I

BAEERINTVWDER—F FYr RNVDRAT—HF ZZHBTHI21F, ROFNEEFEITLET,
FliE
WD a< R&EAS LT Jeth-uplink/fabric E— REZBRIE L £,

* scope eth-uplink

» scopefabric {a | b}
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ATy T2

ATvT3

ATvT4

R—bF FrRIL AT—2 ADOFHER .

1 -

FP9300-A# scope eth-uplink
FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

BEDOR— K F v 3L & ZNENOEIRES LOBRREO Y 2 M &R RT 5I21E, show
port-channel =~ > K& A LT,

1 -

FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channell0 Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell?2 Data Disab
led Admin Down Administratively down

48 Port-channel4s8 Cluster Enabl
ed Up

FP9300-A /eth-uplink/fabric #

il % DR— K Fy RV ER— MIETLHHRERTT DI, kROa~v P FEASLT
/port-channel &— }‘%Fﬂﬁﬁﬁbij«o

* scope port-channel 1D

&1

FP9300-A /eth-uplink/fabric/port-channel # top
FP9300-A# connect fxos

Cisco Firepower Extensible Operating System
TAC support: http://www.cisco.com/tac
Copyright (c) 2002-2017, Cisco Systems,

(FX-0S) Software

Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

BELER— N F¥ RNVDAT—HF REREFR T HIZIE, show 2> REATILET,
1 -

FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:
Port Channel Id Name
State Oper State

Port Type
State Reason
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. R— bk FYRIL XA T—2 ADHESR

ATy 717

10 Port-channell0 Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

R—= b FXRXNDA LN R = FDAT —F AEREFRT 5L, show member-port =< >/
REATLET,

1 -

FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

Port Name Membership Oper State State Reas
on

Ethernet2/3 Suspended Failed Suspended

Ethernet2/4 Suspended Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #

A—hF v xit, GET AL RAZED Y TOENDIETIEERENRNWZ LICEELTLEX
VW, R— N F v RADGHELT XA AN B HIBR S NG ARELT A AR S NG AT,
A=k Fy AN —HFEIREICREY £97,

BIMOR—F F v xVB IO LACP A FRT HI21E, ROa~ FeANT5Z Lick
). /eth-uplink/fabric/port-channel “E— RZH#KT LT fxos F— FIZAD 9,

. top

 connect fxos

&1

BIEDOR— kN F¥ 2D~ U —fFl@E R T 5T, show port-channel summary =~ > R
EANILET,

i :
FP9300-A (fxos)# show port-channel summary
Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports

Channel

10 Pol0 (SD) Eth LACP Eth2/3 (s) Eth2/4 (s)
11 Poll (SD) Eth LACP Eth2/1(s) Eth2/2(s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl/5(D)
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48 Po48 (SU) Eth LACP Ethl/1 (P) Ethl/2 (P)

fxos B— R TlX, & 5|2 show port-channel =~ > KB L Wshowlacp 2~ RHEHA T %
T, b a~vr NEERTLIE, BE, VT 7407 Aoy RS, &FS
FRR—F F¥ FALBLOLACP [E#HE2RRTHIENTEET,

RDEZRY

R b F ¥ FOVOIERRITIEIZ DOV TIE, EtherChannel (7R — bk F % /L) OBMAZILTL
TZEW,

Y7 bz T7EENSDEE

ATy I

1R BHHEIIZ

VAT ANERIZT = FTERWY 7 "y =2 TREENFEA LSS, UTOFIEEZETL
T, VY7 T OFRNAN—Ta 27— TEET, 20T RAZETTIHITINE, v 7
AR — KA A—THETFIP 7 — F L. FHL AT AR =y A A=V AT — KL,
HHAA—VZFERHLTCT— FTA0ERDH D F9°,

BEDFXOS N—=T gD U N 4 2=, UTFoWwWTFnhonar— g 0 Cisco.com
MHOAFTEET,

* Firepower 9300 : https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252&flowid=77282&softwareid=286287263

« Firepower 4100 > Y — Xhttps://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

UHBNY A4 A —DIZF, 3ODRLD T 7 ARG ENET, 728 21F. FX0S2.1.1.64 O
EDY INRNY L A=V Z L FICRLUET,

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

FIE

ROMMON (27 7 A LT,
a) Y=L AR— MIHHRELET,
b) VAT LEYT—FLET
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ATvT2

VAT AIue—RERKBL, ToTuebw Ay NE U X Aw—R KR LET,
c) HUYhEUUHIZES F—%F L, ROMMON £— RIZAD £,
B -

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot
bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

X I AE—F A A—=T% TFTP 7— b LE T,

a) BEIPT NLAL HHXY h~vA7, F=h Uz IPT FLAPRELSEEENATND
CLEERLET, INLOMEIE, set 2~ REAFHLTCERTEET, pingz~ 2 K
AT A L. TETP 4 — "~k %7 A N T& £,
rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) F v AZ— Lk A A=, Firepower 4100/9300 > v — /157 7 & AA[HEZR TETP 7 «
I/y }\ U (:3 I:O*‘[/ji—g_o
GE) FvITAZ—FARA=TYDONR—=Vg 0 FBEIT. N RLOAR—D g VBRI
LEFA, FEXOSX—V g bdy 7 AT — kA4 A= L DOBIOX G E R HR
I, Ciscocom DY 7 h =7 X nma— R X=VIIhHh FT,
¢) 7—ha~wr RE#HLT, ROMMON b A A—Y 27—k LET,

boot tftp://<IP address>/<path to image>
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G¥) S 5HIZ. Firepower 4100/9300 > ¥ — D7 1 h /SR )LICH D USB A1 v hMC
FHALTCUSB AT 47 T3 A% LT, ROMMON /b ¥ v 7 AX — h &
T—=brTHZLHTEET, VAT LAOBEIPIZUSBT A A2 A LTZSGA .
USB 53 ZZWFETHITIT L AT LA ZHEESTHLERNDH Y £,

VAT AE, AATEZTHAO T I A~ A A=V — RTHI LERT, —
HEO#ERRLET,

i

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
rommon 5 > ping 10.0.0.2

|
Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

igadssas i siissasiisssaiiidssatiisasatiissasiiissasiiisasiiissasiiisastis;
iadssasisssasiissasiidssaiiissatiisasaiiisasisissasiiisasiiissssiiisastis;
igadssas i asiiissasiissasiisaaiiidasasiisssiiisastiisaniiisasiiisssti

File reception completed.

Firepower4100/9300 &% —ACERIIZ R — R L2 » 7 AT — b A A=V & =HT 5 I A3

VAT RETR=V X A AT EF T = FLET,

a) UNNY YATHEIR—VX A A=VEX T a— RT3, BHIPT FLA LS —
Ry HRETBLERD Y ET, TRHOA A—DE, USBEMILTH Y m— |
THZLIETEE A,

switch
switch

(boot) # config terminal

(boot) (config)# interface mgmt 0

switch (boot) (config-if)# ip address <ip address> <netmask>
( ) (
( ) (
( ) (

switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway <gateway>
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switch (boot) (config) # exit

b) VINY VAT AETR—Vx A A=V %, VE—F =L T - 7T vzl
E—LE9,

switch(boot)# copy URL bootflash:

RONTNPOEL LN L TA AR —FEND7 7 A VD URL ZHELET,
« ftp://username@hostname/ path/image_name
* scp://username@hostname/ path/image_name
« sftp://username@hostname/ path/image_name

» tftp://hostname/ path/image_name

1 :

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_ images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

¢) Firepower 4100/9300 3 ¥ —ZA A —YNIEFICa E—SNT= 6,
nuova-sim-mgmt-nsg.0.1.0.001.bin > 5~ R — % A A —T~Dsymlink Z/Epk L £3, ZD
Jo2iZ, v—= RT3 —Vx A A—V%— R AH=ALHRLET, symlink 44
X, B—=RFLEIELTWDHA A—=DICERZAR <. T nuova-sim-mgmt-nsg.0.1.0.001.bin
ETDMENRDHY T,

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

1 -

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
( #

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TEFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA
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bootflash:
Trying to connect to tftp server......
Connection to server Established. Copying Started.....
/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

ATy T4 BRICE 70— RLEVAT A A A—Vka— RLET,

switch (boot) # load bootflash:<system-image>

1 :

switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

RTFYTs VANRN) A A=V —FREhichb, LFOavy REAN LT, VAT LRIEA A—T%
2—RLZRNWEIICLET,

GE) ZOFEEL, VIR A A= — ROEZICETTILERHY 9,

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility
issue.

FP9300-A /org/fw-platform-pack* # commit-buffer

AT w76 Firepower 4100/9300 ¥ — > THEAT 577 h 74 —LA NV KLV A A—VEF T — R
LTA A=V LET, FFICONTIE, T/ A—VEH] 2ZRLTIZE0,

51

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
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Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

WEID7M4IL ORXTLDMEITE

Y

1R BHHEIIZ

A=A DA R—=R 7T aniffB L, VAT ANREFICBETE 2L Loz GE
X, WOFIEZEHA L T ATLEZRETEET, 207 REEITT I, v 7 A
H—KNAA—UHTFTP 77— L, 79 v abkf{7r—~<y L, SV AF AL R—
DX A A=V EE g a—RL, FHEAA—EEHLTCT— T AMLERDHY 9,

G¥)

ATy 1

ZOFNEIE, VAT LT Ty aDFE T r—~<y MREENTWVET, ZORE, BIERZIC
LV AT DB SERICHRET DHERNDH Y £,

BEED FXOS N—2 a3 DY N A4 A=, LFToOWTFhmnoa 77— g >0 Cisco.com
MO ANFTEET,

* Firepower 9300 : https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 2~ U — Xhttps://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423 &softwareid=286287263

UBNY L A=, 3O0DRZRL 77 ANANEENET, 728 21E. FXOS 2.1.1.64 O[H|
BAA—TEUTIORLET,

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

FIE

ROMMON (27 7 & A L %7,
a) 2V —/LAR— MIBEERLET,
by VAT ALEVT—HKLET
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VAT AIue—RERBL, ToTuebw Ao NE U X Aw—RERRLET,
c) HUYhEUUHIZES F—%F L, ROMMON £— RIZAD £,
B -

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot
bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

X I AE—F A A—=T% TFTP 7— b LE T,

a) BHIPT FLAR, Xy h~RZ7, = = IPT7 FLARELLREESNTND
CLEERLET, INLOMEIE, set o~ REFHLTCERTEET, pingz~ 2 R
TS L. TFTP — A" ~OEfE AT 2 F X £,

rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) Fv I AX— K A A=, Firepower 4100/9300 * v — /267 7 & A W[HE7: TFTP 7 «
I/y }\ U (:3 I:O*‘[/ji—g_o

GE) R T AF = A A= D= 3 VEFIF, N RLDAR—=T g VFEFIT
LEHA, EXOSNR—=Ua b F oy AL —h 4 A=V L OB OREZRTIER
IZ. Ciscocom DY 7 b =7 Fyrmo— R X=IZH £,

¢) 7—hawrREHEHALT, ROMMON b A A—Y %7 — KN LET,

boot tftp://<IP address>/<path to image>
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ATvT3

G¥) X 5|2, Firepower 4100/9300 > ¥ — D7 w2 b XU H S USB A1 v MZ
FHALTZUSB AT 47 T3 A% LT, ROMMON /b ¥ v 7 AX — R &
T—=hrTHZLHTEET, VAT LAOBEIPIZUSBT A A2 A LTIZGA .
USB 534 A& ETEHITIT T AT L EHEETHLLERNDH Y 1,

VAT AE, AA—TEZTHAO T I A~ A A=V — RTHI LERT, —
HEO#ERRLET,

i

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
rommon 5 > ping 10.0.0.2

|

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

iadssasissssasiissasiidssaiiissatiisasaiiissasisissasiiisasiiiasasiiisastis;
igadssasiisssasisssasiissaiiissatiisasaiiissasiiissasiiisasiiissssiiissstis;
igadssas i sasiissasiisaaiiidasasiissaiiisastiiisasiiisasiiisssti

File reception completed.

XY I AX— A A=V —RNL7h, initsygema~ > REEHLTT7 7 v v 2 2F 7 +—
~v hLET,

initsystem =2~ REZETT 2L, VAT AH T B— RSN TWAHTRTOY 7 =T
{ A—VRVAT ADFTARTORELZ G, 77 vV aONFIMESRET, 2~y Fi%E
TT5HETK 20 ~ 30 000 £97,

i -

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.
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Do you want to continue? (y/n) [n] vy

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

U BN A A—% Firepower 4100/9300 & ¥ — 3 ~F 7 a— R LET,

a)

b)

UANR) A A=V EFZyra—RTD23, BEHIPT FLVALT = U= ZRET D
VERHY ET, ZNHDOA A—=VF, USBEAEA L TH YV r—FF5Z L3 TEEHE
/L/o

switch (boot)# config terminal

switch (boot) (config) # interface mgmt 0

switch (boot) (config-if)# ip address <ip address> <netmask>
switch (boot) (config-if)# no shutdown

switch (boot) (config-if) # exit

switch (boot) (config) # ip default-gateway <gateway>

switch (boot) (config) # exit

VE—F =BT =779 all3 0T _XTOY IR A A—=Vhkat—LET,
switch(boot)# copy URL bootflash:

RONWTNPOELEFEHLTA v AR— N5 7 744 VO URL #HELE 7,
« ftp://username@hostname/ path/image_name

* scp://username@hostname/ path/image_name
« sftp://username@hostname/ path/image_name
« tftp://hostname/ path/image_name

1 -

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA

bootflash:
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switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_ images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

¢) Firepower 4100/9300 3 ¥ —ZA A =Y NIEFICa =S5,
nuova-sim-mgmt-nsg.0.1.0.001.bin > H~ R — % A A —T~Dsymlink Z/Efk L E3, ZD
Vo2, a—RT59F%—T XY A A—V%a— R AD=ALIZHERLET, symlink £
IZ. B—=RLED L LTWEHA A—=DIZBfRZ2 <, %I nuova-sim-mgmt-nsg.0.1.0.001.bin
ETOMENRDYD 7,

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

1 -

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0

switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown

switch (boot) (config-if)# exit

switch (boot) (config) # ip default-gateway 10.0.0.1

switch (boot) (config) # exit

switch (boot) # copy

tftp://192.168.1.2/recovery images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TEFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...
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switch (boot) #

AA yFz)n—FLET,

switch (boot)# reload

1 -
switch (boot) # reload
This command will reboot this supervisor module. (y/n)

[ 1866.310313] Restarting system.

!l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'
Or can not find correct boot string !!
rommon 1 >

T PRSI E I |

XY I AL =N A A—TVBINAT LA A= NBT—MLET,

rommon 1 > boot <kickstart-image> <system-image>

GE) VAT LA A =D — KR, TABVA TR =TV DZT— A yE—UNRER
SNDTENRDHBYVET, ZOXOI Ay E—VITEYH L THVWEEA,

1

rommon 1 > dir
Directory of: bootflash:\

01/01/12 12:33a <DIR> 4,096

01/01/12 12:33a <DIR> 4,096 ..

01/01/12 12:16a <DIR> 16,384 lost+found

01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
01/01/12 12:29a 330,646,465 fxos-k9-manager.4.1.1.69.SPA

01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin

4 File(s) 946,269,798 bytes
3 Dir(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA

1 Kickstart Image verified successfully 1

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592
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Usage: init 0123456SsQgAaBbCcUu
INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
SlO0mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan

Creating /callhome. .

Mounting /callhome..

Creating /callhome done.

Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

FIPS power-on self-test passed

Unpack CMC Application software

Loading system software

Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait
nohup: appending output to "nohup.out'

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

AA=TOU—FRETTDHE VAT ALV GERREEZ AT DHE IR ENE

To REMICOWTIE, a2 Y = R—= b2 LI IBE2 2L T &,

Firepower 4100/9300 > v — > CHHTH7 7 v 74— NV RV A A=V EFX T a— R

LET, iV TIE, f A—VEHEZSRL TIEEN,
1 -

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
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Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

URIOFIETHE v a— LT Ty b7+ —A NV RV A A=V %A A M=V LET,
a) auto-install E— RIZLE T,

Firepower-chassis /firmware # scope auto-install
b) FXOS 77> N7 4 —L NV KLV A A N—=LLET,

Firepower-chassis /firmware/auto-install # install platform platfor m-versversion_number

version_number (X, 4 > A F—NLTBHFX0S 7T v b7 4 —L R RALDNR—V g &S
TT (o & xE, 2.1(1.73) &

) VAT AE, FTALAINNTEYT N =T RN r—UkERLET, £ L THIEA
VARV ENTWET TV = a  ERELIZFXOS T T v b A=A YT by =T
Ny r—YOMOI EEZBEMLET, FBEFOEy v a v ERTTHIE0T v
JL—RO—HE LTI AT LAZ ) T — N HRERSH L Z ENEEINET,
yes # AJJ LT, MGEICHET Z & AR L ET,

d) A VAN IVOFITEMHEET HIZITyesh, £ VA M=% F ¥ AT 5HIZIEno&x AT
LET,

Firepower eXtensible Operating System 23/3> RV Z R L, 2R R—F 2 " T v 77 L—
REFIZYVr—RLET,
e) T 7L —RTubREE=FTHITIEL, ROFIEEZFATLET,
« scopefirmware # A ) L £ 7,
« scope auto-ingtall # A L £,

« show fsm statusexpand = A /) L £,

AVAP=NLIET Ty R T =L N RV A A=VIRV AT LOREIMENT 54 A=
IR LTV B AT, FERANICY AT Ao — R CHEHATE L L) ICF v 7 AF— T A
A—=VBIOVAT LA A=V EFETHENCT 2LERHY £3, BEIEAA—TL LTHLU
AA=TVEHEHLTWDET Ty 7+ =L N KVEA VA N—=LVT D55, BET 27 4
N—T g NI ELER AL

a) fabric-interconnecta M A 21— 7 %% E L £7°,

FP9300-A# scope fabric-interconnect a
b) FEITHOI—F N NN—=T g EFITHO VAT L RN—T 3 U EFRT HITIE, showversion

av REFEHLET, A A—V52T77 4 72T 5I20E, ROLTFHNEHEHLET,

FP9300-A /fabric-interconnect # show version
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(G¥)  Startup-Kern-Vers 33 & O® Startup-Sys-Vers 739 TIZF%E S 41, Running-Kern-Vers 33
X O Running-Sys-Vers & —ET 2581, 4 A=V 2 HMNIT HHE TR, F

JE 11 (A T

WDa<wy REANLTC, A A=VET 77 4712 LFET,

FP9300-A /fabric-interconnect # activate firmware
kernel-version <running kernel version> system-version <running system version>
commit-buffer

GE) Y—rRoRF—F 2T [RKLE

HVET, ZOXAvE—VIZIX

5 4 A7 (Disk Failed) | IZEHE SN 2HEE0
HEEZ O BT, FIRZHITTCEET,

AF— N T v T AT 2 U RELSBRESH TS D L AR L, A A—SDT 75 47
fpATF —HF 22T 5I1201%, showversion =~ REFHALET,

BE AT =B AN [T 77 47 L TWET (Activating) | 25 [FE{TAHE
(Ready) | IZEDDHET, WDAT v FITIFHEE RN T IEE W,

FP9300-A /fabric-interconnect # show version

FP9300-A /firmware # top

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:

Startup-Sys-Vers:

Act-Kern-Status:
Act-Sys-Status:
Bootloader-Vers:

Ready
Ready

FP9300-A /fabric-interconnect # activate firmware kernel-version

5

.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)

Warning: When committed this command will reset the end-point

FP9300-A /fabric-interconnect*

# commit-buffer

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating

Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)

Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)

B rsorva—F424



| F3o0va—F104

ATvIN

AT T12

T PRSI E I |

Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

VAT AEFREELET,
51

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

¥ A7 A% Firepower4100/9300 ¥ % — ¥ DB IR & fc #&1C LT HEBT DA, &
X2 VT 4 BTV a— VU DOERE LTI Liaﬁ, ;@7 7 ZNZIEHKI 5 ~ 10 573D
Di‘d—o

VAT LADAT =R AET=H LET, =D AT—H A1X B (Discovery) | 75 (1
% (Config) | . HFEMITIL TOK) ~EZEDY £,

1 -

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

WA AT —2 208 TOK] 224U, AT AFEE L2 Lz £3, 8l xFix, &
X2 VT AT TIAT VA (FABUVAREEZEGT) ZHEHREL. T A ARHIITHEIE
T HALERH Y 3, FEIZHOVTIE, RESRL T EE,

* Firepower 9300 2 A v 7 A% — | JiA R [ZFE] : http://www.cisco.com/go/
firepower9300-quick

s Firepower 9300 2> 7 4 ¥ = L —31 3 > T4 R [ZFE] : http://www.cisco.com/go/
firepower9300-config

* Firepower 4100 > UV — XDV A » 7 A% — | JiA K [#GFE] © hitp://www.cisco.com/go/
firepower4 100-quick
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B e=2 20— PO FRLBECHTETHHEROT 7 L FREOHE

* Firepower4100 >V — XD a7 4 ¥ o L—3 3 > HA F[EEE] : http://www.cisco.com/go/
firepower4100-config

EEEART— EOTRABEHT 2 THHEHOT

JA4IL ME%

)

ENETT

Z DOFINEIZ X Y Firepower4100/9300 > ¥ — 3 3 AT LT 7 4V FREICEY £3, HEHE N
AV—=RbEENET, HHE AT — FRARALRGE, WOFIEEEN L TT 1 ADRE
Uty bLET,

GE)

ATy T

ATy T2

ZOFNETIE, Firepower 4100/9300 & ¥ —> DV — VLT 7B AT HLERH Y £,

FIE

fEgpay ) — A —T LR L TCPCEa Y —LR— M L4, #—3IF /L=
L—& Z A 9600 R —, 7 —F# B> 8, NUT s72L, Ahy By M1, 7o —il#l
RUICREL T, Y — /LT LE T, FEMIIZ OV TIX,  [Cisco Firepower 9300 /~— N
VT ETA R] ZZRL T I,

TNRA ADEREANET, WOL > a7 MRFoRanzn, ESCHF—2MLT7— b
Z L E9,

1 -

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.09, RELEASE SOFTWARE
Copyright (c) 1994-2015 by Cisco Systems, Inc.

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address: 00:00:00:00:00:00

find the string ! boot
bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
Use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >
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EWEART— FARRALEECE T IO 7+ L rREosT |

XY T AB— A A=V LU RAT LA A=V DLFTEAELET,
1 -

bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Xy AL — A A=V Ea— RNLET,
[rommon 1] > [kickstart_image]boot

51 -

rommon 1 > boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
!l Kickstart Image verified successfully !!

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Tue Nov 24 12:10:28 PST 2015
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592

Usage: init 0123456SsQgAaBbCcUu

INIT: POST INIT Starts at Wed Jun 1 13:46:33 UTC 2016

can't create lock file /var/lock/mtab~302: No such file or directory (use -n flag to
override)

Sl0mount-ramfs.supnuovaca Mounting /isan 3000m

Mounted /isan

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2015, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under

license. Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or the GNU

Lesser General Public License (LGPL) Version 2.1. A copy of each

such license is available at

http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch (boot) #

config # — I F/LE— RZBAEL £9°,
switch(boot) # config terminal

1 -

switch (boot) #
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

NAT—=REBREL, BELHERLET,
switch(boot) (config) # admin-password erase
GE) ZOFIREFITTLH L, TRTOREPHEIN, VAT LANT 7 4V M5
ESCaN

(R Y

R
il

51

switch (boot) (config) # admin-password erase
Your password and configuration will be erased!
Do you want to continue? (y/n) [n] vy

config # — I F/LE— RZBBEL £7°,
switch(boot) (config) # exit

COFEDAT v T3 TAELIEVAT AL A=V — L, #IHRE X A7 7a—%1{F
HALTY AT A ERIINLRELET,
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switch(boot) # load system image
1

switch (boot)# load bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Uncompressing system image:
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

ST a—T420 09 J74ILDOER

ATy T
ATy T2

ATv73
ATvT4

ATy TH

ATvT6

MEINCT, "IN a—T 0 U ZICRAT 5728, F7213 Cisco TAC ~EET D72 D
a0y 7y ANEERTEET,

FIE

[Tools] > [Troubleshooting Logs] % &R L £,
T o0 Z7ANDEATH Ry T XU R MPLRRLET,

o[~ —3 (Chassis) ]: V¥ —/— R =7 DERCA == PP —E 2~ F—
T EELY 7 NI 2T OMED NIV a—TF 4 LTI T A ST 7 A VR AR
L/iﬁ‘o

o [Module<#>] : t¥ 2V T 4 EFVa2a— Wz VU DOMEDO N T TNy 2—T 4 7IEH
TonT Ty ANEERLET,

[Generate Log] #7 V v 7 LET,
[Yes] #27 Vw7 LT, 0 77 ANEERTDI EE2MHERLET,

ns 7y ANANERENET, 2o a R, BRI LEANHY £, u s Ty
ANDERETIE, HEDAT—FZ A A vt —UNFRENET, v 77 A VOEMEF ¥
BT B, AT—H R A yE—UD [AbortJob] B2 Vw7 LET, v T 7 A NNE
REINDE, AT —FRAA = UNREAIIEDY, a7 BNERICET LI ENrRaEnE
D

B EhicaZ 7y A NVvEX T a— KT 521E, [Download Files] Y A hNDw 7 7 7 A )L
\ZBE) LT, [Download]Z#27 U 7 LET, v 77 A /L&, techsupport 7 # /L Z IZfRAF S 4L
ij‘o

GE)  #H LA ENT=7 7 A V% [Download files] YV A MIERT HITIE, LB T T
[Refresh] 7 U w7+ 56N H D £,

EREnizaZ 77 A VEHIERT 521X, [Download Files] U A kN 7 7 7 A )VITBE) L
T, [Delete] 27 U w7 LET,
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Firepower 01— L7 2> Toamt [

Firepower E2 2 —/)LDa 745 > TDHERNIE

&

ATy T2

ATvT3

Firepower ©¥ 2 — /L CaT7 X v T2 HGNMNITHE, VAT AT T oy alNBELEHRED b
FINY a—T 4 TITRISLOAREMER H D | MBI U Cisco TAC IZIEETE £,

FIE

HHJD Firepower £ = —/WIZHHt LE T, RICHEZRLET,

Firepower# connect module 1 console

LE) koa<wy REANLT, BUEOaT X T AT =2 2R LET,
Firepower-modulel> show coredump detail

Zoawy ROWMNIZIE, a7 X THEMBENE S otz BIIEOa T X T AT —
HAFERBFRINET,

1 -

Firepower-modulel>show coredump detail
Configured status: ENABLED.

ASA Coredump: ENABLED.

Bootup status: ENABLED.

Compress during crash: DISABLED.

configcoredump =~ > R&EMH LT, a7 X 72 GNEITEDNCL, 77y alkkDa
TE T ER R AR E TN L ET,
VT v alEOar T OVERE AT HI2IE. config coredump enable & L %
ﬁqo

« VT a0 ar X T OER A AT HITIE. configcoredump disable A f# ] L %
R

« AT XU T DIEMEEANTT DL, config coredump compress enable Z{# L £ 9,
o a7 XU T OIEREE TN 521X, config coredump compressdisable ZfEH L £,

1 :

Firepower-modulel>config coredump enable

Coredump enabled successfully.

ASA coredump enabled, do 'config coredump disableAsa' to disable
Firepower-modulel>config coredump compress enable

WARNING: Enabling compression delays system reboot for several minutes after a system
failure. Are you sure? (y/n):

y
Firepower-modulel>
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. 1) 7 ILEE DOREER Firepower 4100/9300 & v —

GE) a7 X777 MEIT A AVREEHELET, BRENDRLI 20, JERENEC
RO TWRWESIL., a7 X TRENNIR>TWTYS, a7 X777 A VIMEE
NN ENRHY EFT,

) 7 ILES DHE Firepower 4100/9300 < v — 3

Firepower 4100/9300 ¥ — /k%@/)7w§ﬁ®ﬁﬁ%% I CEZ £, Firepower 4100/9300
Y=y DOV TNAEGE, WMET AN ADV Y TNAE G LR DO THEREL T IEEN,

FIE

Z?v71[mg(@HWNO]ﬂ4>&>FU (Inventory) 1>[9 T (AIl) | Z&IRLET,

DOFEITIE, V¥ —VICA VAP L ENTWNWEaLVR—F DIV RARE, ZERHDa
T X v b OBEFEmRARRE SN TV ET,

ATFY T2 [UTI (serial) 1FIDT v —> DL VT NAFEFEELET,

RAID R K54 TDOBEE

RAID (N7 4 A7 DILET VA) L1, BT+ —~ AL T+ —)L N ML T A
ARt 2 OMN LW RS A4 T DT LA (FA—TF) T, K547 7 —7F13,
WELR A TDOIN—TTT, TNHEDRITATVE, R RT A4 T EMEEND/—T 43
TEHINET,

RAID R4 7 I N—7TliE, B—FRIATDA ML —2 VAT AZHRTTF—4 A L—
COEEMN L THEEENEE £, FIA T7OEECLLT—Z0OHEKIT,. Kbhi-T—#
ERODRIATNOLEEET LTSI ENTEET, RAIDIX, VO RXT7—< 2 A
R EIEDEEBIC, A ML=V T URT AOEEM AN EIEET,

RMDF?%f@bfﬂ#ﬁ&%?é#ﬁ??%yﬁkék\RMDﬁﬁ°?47i\Mﬁ%
ERRENET, UTOFIEAMEH LT, RAID AR R T A 7 HHAREEN E D D Z ik

PVEISE LT, v—=AT 4 A7 RERERY > —%& *ﬁ%km;ﬁﬁbfﬁ%%LT<t
él/\o

GE) wv—INT A ATRERER) O —%F o llRETDHE, T4 A7 EOTRTOT — X PRI
SNET,
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FIE

Z2FYF1 RAID RKTA T DRATF—F A5 R LET,
1.

Ty —v B FICADET,
scope chassis

P—=F— FIZAD £,

scope server 1

RAID = > hr—Z(ZAY £,
scoperaid-controller 1 sas
BRI A T ERRLET,

show virtual-drive

RAID {R78 F 5 4 TOBEEE .

RAID A K7 A THHIRIETH 25613, BfFIREE? Degraded & Frm S E 9, RIZ

Bz R L ET,

Virtual Drive:
ID: O
Block Size: 512
Blocks: 3123046400
Size (MB): 1524925
Operability: Degraded
Presence: Equipped

ATY T2 RAID RT7 A 7T HFEET L0, a—HT 4 ATRERY) > —1Ri#EEno xR ELET,
COFEEZETTDHET A AT EOTRTOTF—EINWEIND ZLITEERELTLEE N,

1.
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scopeorg

B—HNVT 4 AT RERY —OfHEATILET,
scope local-disk-config-policy ssp-default

R#Z no TR T LE T,
set protect no
BREEZaIv FLET,

commit-buffer

AT9 T3 RAID RT7A TNFMBEINDLETRHLET, RAID FHHERAT — X AR L £,

scope chassis 1

show server

RAID RT7A TR EFICEHEREEIND L, Ay hOBERNRAT —H AN 0k LFERENE
T, Wizl ERLET,

FSINYa—TFaT .
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1 :

Server:
Slot Overall Status Service Profile

1 Ok ssp-sprof-1

ATY T8 RAID RT7A TRIEFICHMEEINTZS, B—DINANT 4 ATEERY VU —Ri#% yes IR L F

j—O
1 Mfo#EEE AN LET,
scopeorg

2. B—ANT A ATRERNY —OHHEZATILET,
scope local-disk-config-policy ssp-default

3. R#EZ no ITXELET,
set protect yes

4. REZaIv MLET,

commit-buffer

B rsorva—F424
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