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e

AR R7AOVERETINA ADEM

A3

AL KT R BT AN R FHEMEZ 1IN TRA T T 2=y PELTHEHATEE
To A TRAFTEYT 4 OEHAROFEMCONTIE, N TRATEUT ¢ 2T OB (
41 =) EZRL TSN,

K7 0> ASA O3B

AL RT 0 OB T A AT, B EIIANAS T_A T8 )T 4 XTCTEMELEd, @
Bovxal)T 48y a— L EHE#HT D Firepower 9300 TlX, 7 7 AX FZIAX L KTy
TNRAADWT NP ERETEET, 77 AKX TTRCOEY 22— NVEHHTINERHDT-
W, FEZIE 2FVa— VI TFTRELHE—DREZ L RT O TS, 2% ) TR EDED
ZEIITEERA,

Firepower4100/9300 > ¥ — > M bb—7 v RETII N T VAT L N 77 A4 T U —)LE—
N ASA BT £,

“NTF AT HRA LT FORE, BANSTHET S AZEA L Tinb, ASAT 7 r— s
YTCYAT AT RARN BT REFHCTOLENRDH Y £,

1R BHHIIZ

 FRBLT R RTERT ATV r— g f A—T % Ciscocom P H AU a—RKLT,
Z DA A— % Firepower 4100/9300 > v — IZ7 v 7 — RKLET,

B #ETsqr



| #BF AR

&
ATFw T2

ATvT3

z2avr7ovasanen [

A\

GE)  Firepower 9300 D35E1%, #0277V r—v a2 47 (ASA
BIXOFID) 2 v — T HNDBIMEDOEY 2 — 2o v A h—/LF
HZENTEET, JMEOEY 22— Tk, BRH =300
TINVr—a AV ARE A BT HEITTEET,

FRERT NA ATHERTAEEA U —T oA ZAEHRELET, BEHA VX —T = A AN
BTY, ZOBEHA =T oA AF, Yy —VOEHORMEHIND Vy —UEH
AR—REFLCTEHY FHA (E/, [ F—7 x4 A (Interfaces) | ¥ 7 D LI
[MGMT] & L CERESNET) o

c ROERERABELET,
c DT NAADA L HZ—T =2 A A1d
EHA LA —T 2 A AIPT RLAL Ry NU—T <R
e S—hVx=AIPT KL R

FIE

[F@EET /3o A (Logical Devices) | Z &R L £7°,
[N (Add) 1>[RAZ > KF7AOY (Standalone) | %27 U v 7 L, IRO/NTA—HEFHELE

B
Add Standalone 2%
Device Name: ASA_1
Template: Cisco: Adaptive Security Appliance =
Image Version: 9.13.0.6 b
| Instance Type: MNative 7

QK Cancel

a) TINARBEANLET,
CDOARNE, V¥ — VAR, PREHEREEELToCA L F—T =4 AEED Y THT
OIEALET, ZAUIT 7TV r—va VRETHERASNDT A A4 TIEH Y A,

b) [Template] TiZ, [Cisco Adaptive Security Appliance] % ¥R L £,
c) [Image Version] % &R L £ 7,
d) [OK] %2V w27 LET,

[Provisioning - devicename] 7 1 > RUDNERINVE T,

[7—%# A— b (DataPorts) |fEHKAZEB L, 731 RZHVYTLHEAR— 227U v LE
ﬁ—o

LS ACES |



HEF AR

B <5 r70oasamem

ATv74

ATy Th

ATvT6

ATy T1

ATvT8

PARIIZ [Interfaces] X— Y CHIMNZ LIZT — 4 A L H—T =24 ADHZEE VY THZ LN TEE
FBIFEASA TINODA v B —T oA ZAEHNLTHELET IPT7 FLADOREL
ate) .

>

BEHPEROTNSA AT A arizr )y s LET,

HAT TRy T ANERSN, FIIOT - AN v TREEITHOZENTEET, 2 b
DORTET., FIHIEAEREH, £ 7 42X U AR HATT, @EOEHATIE, 77
r—3 9 CCLIREDIZEALDEZERETEET,

[—f%fE#H (General Information) ]-X—YC, IROFIAEETLET,

a)  (Firepower 9300 DIFE) [BEX = U T 4 E Y 2 —/LOER (Security Module Selection) ] D
TT, ZOMBT AL AMGHT2EF2 VT 4 EV2a—VEZ ) v 7 LET,

b) [Management Interface] Z 3R L 97,

DA UHE—T A AF, BTN ARERTLHEOICERASNET, 0L X —
T oA AL, Yy —TVEFBER— NI DT,

) BHA LA —T oA AEFIRLET, [7 FLAZ AT (AddressType) ] : [IPv4D I (IPv4
only) 1. [IPv6®DZ~ (IPv6 only) ]. F72I% [IPv4d L NPv6 (IPv4 and IPV6) |,
d) [ManagementIP] 7 KL AZRE L ET,

DA H =T A A EDIPT L AZHREL LT,
e) [Network Mask] & 7= (% [Prefix Length] (ZAJ) L £ 7,
) FYbT=0F—bozA4 T FVAZANLET,
[BXE (Settings) | # 7 &2 Vv 7 LET,
Cisco: Adaptive Security Appliance - Bootstrap

Configuration

General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password:

[Firewall Mode] % [Routed] & 7= % [Transparent] |ZF57E L £,

N—TFT v RE—=FRTHE, ASAX, Xy hU—ZD—F Ky T LRREnNEd, v—7 4
TEATOIEA VE =T oA ATE R LY T2y P RICHVET, —FH, FFAXT LU b
77477¢%Wi [Bump In The Wire] F720% (AT NVA 77 AT U4 —/v] OXHITHE
BTO2LAV27 747 U4— N Th, BINT A A~DN—F Ky 7L LTI
éniﬁmo

T 7 AT U —)VE— NIIVHRBRFICOAZELET, 7— MR NI v 7ORELHEMAT
LA, ZORTCIIEHASNEE A,

BHH 2 —P O [Password] Z AJJ L THER L, NAU—REFHLET,

B #ETsqr



| #7142

2ATFvT9
ATy 710

ATvINn

FMCRX % >

FMC Fi X 4 > K7 B > Firepower Threat Defense (380 .

HHTRESN TS ASABEHE -/ 2T — RBLOS 32— L N2 T— RiF, AT —
ROEHRIZENLH ET, FXOS 77 B AN MRS, HFHEL—Y AU — R/ x—T )L
NAT— R Eic)Ey hTEET,

[OK] %27 Vw7 LT, REXA TR IRy 7 AU ET,

[fR7F (Save) |27 U w7 LET,

VY —UiE, BELEY 7 b T RA=VarEFyra— KL, TV =Y ar A UARH
VAWLT = FAN T yTRELEHA V=T A AREE T v 2T DI LT, T A
AHBEANLET, [RET/NM X (Logical Devices) 13—V T, HLWIRHET A AD AT —
X AZTER L ET, BT /XA A [Status] 75 [online] & FREN=H, 77V r—a T
X2 VT R v—ORELRIBETEET,

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

& #* a

Status
@Dnline @:‘ .*t (455

X2V T4 R —OREEMBETHIIE, ASAaLT7 4 X2l —var A REBRL
TLTIEEW,

K7 0O > Firepower Threat Defense M3/

AL RT B OFBET A AL, B ETZ 1IN, TXA T8 T 0 XTTEHELES, &
BoOvX2)T 4EY 22—V EHEHT D Firepower 9300 Tlk, 7 7 AZ £ IAZ L KTy
THRAAZADWT NN ERERBATEET, 77 AFETTRTOEY 2 — L E2FHTLILNERS ST
W, FEZIE 2TV 2 VI TARAELEHE DAL KT ur T3 2% ) EL A DED
ZEiITEEY A,

—WDEL 22— INVTRAT A TA LV AZ L AEFHL, TOMODET 22—V Tar 74 A
BUOARHTEET,

48 SRS

BT R RAERT AT TV r—2 g v f A=V % Ciscocom b A7 ru—RKLT,
Z DA A— % Firepower 4100/9300 > ¥ — (27 v 7Fr— KL ET,

#ET 12 |}



wETNIZ |
. FMC fAX 4 > K7 B > Firepower Threat Defense 0 3E /N

A\

GE)  Firepower 9300 D35E1%, #0277V r— a2 47 (ASA
BIXOFID) 23 v — T HNDOBIMEDOEY 2 — 2o v A h—/LF
HZENTEET, JMEOEY 22— Tk, BRH =300
TINVr—a AV ARZ AL T HEITTEET,

T NA A THERTLEHA X —T oA AERELET, BEHA L F—T oA ADIN
HTT, ZOEHA L H—T oA XL, Vr—VOFEHOREHNIND Vv —VEH
R—rERUTIEHY A (F7, [ ¥ —7 = A A (Interfaces) ] ¥ 7 D _EFRIZ
[MGMT] & L CERSNET) o

Fi2, R EB1ODT =X XA TDA L H—T =2 A AEHRETHLENRHD I, &4
R LT, $RTDOARID T T w7 (Web A X2 Mp ) ZiS
firepower-eventing f > % —7 = A4 A HERTE 7, sl OWTIE, Ao ¥ —7 A
ABAT] ZBRLTIZEN,

AT FAVABRZK LT, TN IDTT 7 A NEER LW, 2T
FAUAB LR )= ATa T A NEBINIES T Y —A T a7y A )L EBINLE
j—o

AT F A UARE L ADERE, BN T I A VAR R A A b= T BT,
TAAIRELWT =~ MZRDZEIIC X2V T 4 EV 2a—)W/m Py B FHES)
T 20ER’HY £, [EF= VT 4EFY2—/b (Security Modules) | £721E [ =
U7 4> (Security Engine) ] Z 4R L, [fF#IHL (Reinitialize) %27V v 7 L&
T, BEEOHET A R FHIBRENTHLWT AL AL LTHA VA M—LENDT2D,
B—ANOT TV r—a VEREIRT R TRbIVET, RAM T A TA LV AZ R AT
FAVAZ L RTEZRZ DGEIT, WA T A TA LV AZ U ARHIBRT H20ERH
FT, IATATA VAR L AR AL TF AV AZ L ACHBIICBITT S 2 LT TE %
Hho FEICOWVWTIE, X2V T 4 EVa2— o P ORISR LT EE
A

s ROEHERBELET,
e ZDTNAADA U H =T A A1d

CEHALH =Tz AIPT RLAERYy NTU—F v R
o =T x=AIPT RLA

* FMC R L 72 IP 7 K L A/NAT ID

«DNS =D IP 7 R %

*FID RA M & RAA 4

B #ETsqr


b_GUI_FXOS_ConfigGuide_281_chapter9.pdf#nameddest=unique_166
b_GUI_FXOS_ConfigGuide_281_chapter9.pdf#nameddest=unique_166
b_GUI_FXOS_ConfigGuide_281_chapter8.pdf#nameddest=unique_159
b_GUI_FXOS_ConfigGuide_281_chapter8.pdf#nameddest=unique_159
b_GUI_FXOS_ConfigGuide_281_chapter11.pdf#nameddest=unique_207

| #7142

&
2ATFw T2

ATvT3

FMC Fi X 4 > K7 B > Firepower Threat Defense (380 .

FIE

[F@ELT /SA A (Logical Devices) | Z3#IR L 7,
[(BN (Add) 1>[RE > K70y (Standalone) | %27 U v 27 L, IRO/NRNTA—HEHELE

B
Add Standalone i)
Device Name: FTD_Instance2
Template: Cisco Firepower Threat Defense V
Image Version: 6.5.0.1159 v
Instance Type: Container b2

@ Before you add the first container instance, you must reinitialize the

a)

b)

d)

security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

QK Cancel

TFTINARBEANTLET,

ZOAHNE, Y =V A= NN PPREHREEIT > TA VZ—T oA A%HIV Y TH
DIHEHLEST, ZhET 7V r—2a VBRETHEHAIND T A RAATIEH Y XA,
[Template] Ci. [Cisco Firepower Threat Defense] Z8&R L £9°,

[Image Version] % B&fR L £ 7,

[f > AHZ v AH A7 (Instance Type) ] : [ 7 F (Container) | 72T [FA T 47
(Native) | ZEIR L E7,

FAT AT AVAZ L AFTEF 2V T 4 EV 2= VTP OTRTOY Y—2 (CPU,
RAM, BLOT 4 AV KE) AT L7200, %A T 4T A VAL RE 1 DDIA v
AR=NTEET, AT FTAVAZATE, EF2 VT4 EV 22—V 0DY
V=2ADY Ty bEMT LD, BROa LTI A AL R A R—LTEE
D

[OK1 %27 U v 7 LET,
[Provisioning - devicename] 7 1 > RUNER RS VE T,

[Data Ports] fEIkZ JBEH L., T34 RZHEIVYBCTHA X —T oA AT NENh7 ) v 7 LE

B

#ET 12 |}



wETFTAIZ |
. FMC fAX 4 > K7 B > Firepower Threat Defense 0 3E /N

Overview Interfaces QLTINS R Security Modules  Platform Settings System Tools Helf

Provisioning - FTD_Instance2

Standal | Cisco Firep Threat Defi | 6.4.0.42

Data Ports =
Ethernet1/2 <

- Ethernetl/3
Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8
Ethemetl.-’l
EthemEtl,r‘B 2 FTD - 6.4.0.42

Click to configure

Ethem et2/3

[Interfaces] X— Tld, LAANZANI LT =& T —4HFA L X —T =4 ADHEEID Y
THIENTEET, BTEMCOINHDA L H—T =24 AZHFHILTRELET, Zh
Wi, IP7 RL20ORELEENET,

AT T A VARG ATEITRRI0 DT = IFA v F =T 2 A ZAEEVHTHILBTE
9, o, BT FHEEA X —T oA RT, R BEOI T A RE 2 AZEID Y
THZLNTEET, F—F A L H—T = A AlZ[Sharing] T A 2> (%) TRENET,

N R 2 TR RZAFHISDOR— MIROT A 2 TERREINET : @, FFEDAS ¥ —T =
AAEY2a— VTl A TA4 By hA U Z— 7;421%LT@&A—P?37N4N
AMREEZ AN TEET FMCRENTA RE2SM) . ~N—RU T NA XL, EERIC
T4 9INBDA L TA A H— 7:42A?mehﬁ75_t%%ﬁbiﬁo_®%
X, Y7 MU =T EE N R 2 T EEORAERICR v T — 7 A MR T 5 7o DI
TEET, "RV TN NRNAXRTOMEDA o Z—T =2 AL BEID ETHN TN
B FDYTRERTHDL Z L2l T 28EA v —VURRRINET, "= R =T A
4A2% EZMHT 2 MBI, B—DA v X —T 2 A AZE|NYBTHZ ENTEE
7

ATYv7T4 WEHPROTNSNAAT A2z )y LET,

FATOATRYy 7 ANEREN, PIHIOT— b AN T v TREZITHIZENTEET, b
DOFEL, MMEAER, £/2037 VA2 VAR FATY, BEOERATIX, BTV
lr—3 a3 CCLIRTEDITEAEDEAEET TE£9,

ATw 75 [fENEH (General Information) ] X— T, WO FINEEFEITLET,

W %=
I
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ATvT6

FMC Fi X 4 > K7 B > Firepower Threat Defense (380 .

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Security Module(SM) and Resource Profile Selection

5M 1 -0k | 5M 2 - Ok SM 3 - Empty
5M 1 - 40 Cores Available

Resource Profile: Default-Small w

Interface Information

a)

b)

<)

d)

e)

f)
2)

Management Interface: Ethernetl/4 2
Management
Address Type: 1Pv4 anly &7
IPv4
Management IP: 10.89.5.22
Network Mask: 255.255.255.192
Network Gateway: 10.89.5.1
(Firepower 9300 D3 4) [£ ¥ = U7 4 EY 2 —/LOBR (Security Module Selection) ]

TC, ZOMBT A AMMHT 28XV T A EV2— N2 )7 LET,
aAVTFIDOA VAR ATE, YY—=RAODTAIT7AILERELET,

BTCHRRDY ) —RTuT77ANEEHNVLRTEHE, A AZ AR v— RS, 55
WINDZERHYET, MELINTANA TRATEY T 0 XTOEARIC, BRHHPAX
DYV I)—=ATa T 7 ANEENDLRTEHLEXL, TXTOANROYA XABE L THDLZ &
HZTCELREITRSMER LTI IZE N,

[Management Interface] % 3 L F 7,

ZDAE =T A AL, BT AA AEEHT L0 SNES, ZoA 25—
TxA RE, T —VEHR— LI s D TT,

BHA LA —T oA ZAERIRLET, [7 FLAZ A7 (AddressType) ] : [IPv4D 7 (IPv4
only) 1. [IPv6®DZ (IPv6only) |, F7=i% [IPv4E L TPv6 (IPv4 and IPV6) 1.
[Management IP] 7 R L A Z 3% E LE T,

TDAVE—T oA R—EBDIPT RLAEZZRELET,

[Network Mask] & 7= 1% [Prefix Length] (Z A /] L £ 77,
FYRIT—=O F—boxA4 T RLAEZATILET,

[X7E (Settings) 1 ¥ 7 C, WOHEHZEZAH LET,

#ET 12 |}



HEF AR

. FMC fAX 4 > K7 B > Firepower Threat Defense 0 3E /N

Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

Management type of FMC ¥
application instance:

Firepower Management 10.89.5.35

Center IP:

Search domains: cisco.com

Firewall Mode: Routed b
DNS Servers: 10.89.5.67

Firepower Management test

Center NAT ID:

Fully Qualified Hostname: | ftd2.cisco.com

Registration Key:

Confirm Registration Key: |esss

Password:

Confirm Password:

Eventing Interface: v

a)

b)

d)

B #ETsqr

FAT AT A VAR LADLEEF, [TV r—val A VAR AQEBRL AT
(Management type of application instance) | K72 > 74 7> U X T [FMC] Zi®R L £
R

FATATAVAZAE, X =V ELTOFDM bR —FLTWET, 7T
NAAZRBA LRI A=V A THEHETHZLIETEEE A,

EH FMC @ [Firepower Management Center IP] # A ) L E£9, FMC O IP 7 KL A )30
HRWGEIL, 207 4 — /L REZEEADOEFEIZL T, [Firepower Management Center NAT
ID] 7 4 —/V FIZRATZ L—X% AT LET,

aAYTF A UAZAZK LT, FTIDSSHE Y 3 TIFR/IN—F E—FZEHFAT
BMEIM%ZE [Yes] £72iF [No] THREL ET, =F ANX—F E—FTIE, SERNTT
Ny 2—T 4 VI FID Y= VBT 78 ATE £,

DA TV arT[Yes| ZiIRTHE, SSHE Y VarhbarTh A VAKX VAIZHE
V7 /v AT Ha2—FRF AN b E— REZRHBTEET, WX (No) JZERL
72356, FXOSCLI 2o av T A VAR VAT VB AT Ha—HDOILNPITF A/ —
FE— RZRFBTEET, A U AZ U AMOSBELHETIZIE, [Nol & RTHZ &%
BEIOLET,

~ =27 VOFIETRD S3L7-854 . F 7213 Cisco Technical Assistance Center 7> 53R D 5

NG EDH, mXAN—h E—RFEEHLET, Z0OF— Rt 512X, FTD
CLI Cexpert 2~ REMHEHLET,

< EKEIY YA RE LT RAA Y (Search Domains) | # AL E T,

[Firewall Mode] % [Transparen] % 7= !% [Routed] {Z8&R L £7°,

=7y RE—RTIE, FIDIZHX Y NIV =V NDONL—F KRy FERpIET, L—
TA T EITIEA LV E—T =2 A R FIR72 D7 xy b EICHY EST, —FH, FT7U R
TV N 77 AT U =ML, [BumpInTheWire] F721E (AT NVA T 74T 04—



| #7142

ATy T17
ATvT8
ATvT9

FMC Fi X 4 > K7 B > Firepower Threat Defense (380 .

V] DEDITHEET DL AT 277 AT UF—LTHY ., HEHINTZT A A~D)L—
& -\]‘/7 clf LT iwunﬂﬁéhi'ﬂ‘/‘u

T7AT U x = E— NIWHREFARICOZRELET, 7—FA NI v TORELH
BT %6, ZORE! iﬁ)ﬂéhi*@h

f) [DNS Servers] Z#7 > ~XGIV DY A ~E LTANLET,
7o & ZI1EX, FMCOKRA N ZRET 554, FIDIZIDNS #fH L £,

g)  FTD o [Fully Qualified Hostname] % A7) L &7,
h)  BEKEFIZ FMC &7 31 A [ THA T 5 [Registration Key] Z AT L E77,

ZOX—ITE, 1 ~3TLFEEEDOT F A MUFEHERINCTE£4, FIDZ BT S &
X2, FMCIZRUF—&2 AT LET,

i) CLI 77 & AR ® FID E# = —¥ ? [Password] &= AJJ L E7,
j)  Firepower 1 X ks OE[FIZfE T 5 [Eventing Interface] Z#iIR L 9, FHE LR2WIGE
%, BEHA X —T oA ABEHEINET,

ZDA v H—T A A, Firepower-eventing f > % —7 = A AL LTEHRT DLEND
D ET,

k) AT A AR ADEANE, [N KU = T K5t (Hardware Crypto) | % [f %)
(Enabled) | 7213 [#%) (Disabled) ] IZERE L E7,
ZOBREICELY, "RV =T OTLSKEALT 787 L—2 3 UREMCRY %m&
ATDNTT 4T DT f—v ANRMELET, ZOKEIZT 74/ hTA R—

Mo TWET, X2V T4 EVa— VT LI :km@@4/x&/xkowf
HSH%M???7V—V3/%ﬁﬂ ITEET, ZOMEEIX. RA T A TA U AK Y
7\T IXHEIZENNC > TVWET, O AZ L AZEV B TENTWAN— R T =T

LY Y —RDEE BRI HITIE, show hw-crypto 2~ > RZ AN L £,

[Agreement] ¥ 7 C, = K 2—#% J 4+ A (EULA) Z#A T, RAELET,

[OK] %27 Uw 7 LT, BEXA TRy 7 A=HLET,

[R1F (Save) 1 &7V 7 LET,

Vx—UiE, BELEY 7 N T R—VarvEXyryr— KL, TV S—var A UARH
VAWLT = FA RN T TREEEEHA LA =T oA AREE T v aTHI LT, BT A
AZEANLET, [#WET/N\A4 R (Logical Devices) ]X—T T, HLWIHET A ADAT —
HAER L ET, ST /31 AD [Status] 2° [online] & FRrENT=H, TV r— 3T
X2 VT4 RV —ORELZRBTEET,

#ET 12 |}



wETNIZ |
B rommx 45> £7 0 Firepower Threat Defense &

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online CK:' .*t (455

AT T FID 2EHMRT NNA AL LTENML, X2V 740 KU —0ORELZBBT 521X, FMC
a7 4 FXal—yary B RESRLTLEI N,

FDM A X 2 > K7 O > Firepower Threat Defense 0 3iE/0

FDMZRXAT A TAVAZ U ATHERTEEST, avTFH AV AZ AT R—FER T
FH A, AF U RT B OFET S, AR, BMERIEI NS TXAFZ8 0T 0 X7 TEIEL
F9,

4r 8O HHEIIC

T N AMERHT AT Y r— g v A4 A—T % Ciscocom N H A 7o —RLTC,
Z DA A— % Firepower 4100/9300 > ¥ — IZ7 v 77— KL ET,

N

GE)  Firepower 9300 DIGEIE, B2 7 7Y r— a2 47 (ASA
BLOFID) 23 % —YHNOBHEDEY 2 — A VA h—/LF
HILENTEET, IMAOEY 2—1TlE, BREZ3—=Va00
TV r—vary A VAR AR AL THETTEET,

« WERT NA ATHEHTDEEA L F =T 2 A REBIELE T, BEA U F—T = A 2D
HTY, ZOEHA =T oA AE, Yy — Y OEHORMMEHIND vy —VE
R—=FEFLUTHE®Y FHA (F/, [ F—T7 =1 A (Interfaces) ] ¥ 7 D LI
[MGMT] & L CRRINET) .

s Flo, AL E B 1 DODT =X BAT DA L H—T oA AR ET DLEND D ET,
ROEWRAERELET,

cZDTNRAADA B —T = A A1d

EHA L H—T A AIPT RLRERY NT—T <R

=V AIPT RLRA

B #ETsqr



| #BF AR

&
ATy T2

ATvT3

FDM i # > K7 O > Firepower Threat Defense i/ [

*DNS Y — "D P T KL X

*FTD R A "4 & RAA 4

FIE

[F@E7 /N1 A (Logical Devices) | ZER L 77,
[Bh (Add) 1>[R2 > F7OY (Standalone) | %27V w27 L, IRONT A —XEFELE
—é‘o

Add Standalone )i
Device Name: FTD_1
Template: Cisco Firepower Threat Defense =7
Image Version: 6.5.0.1159 B
| Instance Type: Native b
QK Cancel

a) TNARBEANLET,
ZOAFNE, ¥ =V A= AN, PPREHREEZAT O TA I —T = Z&HIV LB THT
IR LES, ZET 7Y r—va URETHERN SN T A A4 TIEH Y FHA,

b) [Template] Ti%, [Cisco Firepower Threat Defense] % 4R L £,
¢) [Image Version] Z &R L 9,
d) [Instance Type] C [Native] 23R L £,

AT A AL AT FDM T A—Fsh ThERA,
o) [OK] %27V w7 LET,
[Provisioning - devicename] ¥ 1 > RUNERINE T,

[Data Ports] SEI A R L, 734 AZHIV B THA X —T = Af AEZNTh7 U v 7 LE
-3‘0

#ET 12 |}



wETFTAIZ |
B rommx 45> £7 0 Firepower Threat Defense &

Overview Interfaces JIGLITEINEWTLEEN Security Modules  Platform Settings System To

Provisioning - FTD-FDM2 et
Standalone | Cisco Firepower Threat Defense | 6.5.0.1159

Data Ports =

Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Port-channel3

Ethernet1/8 || }I

Ethernet2/1 |
FTD - 6.5.0.1159
Port-channal3 Click to configure
Ethemnet2/2 | |

PIRTIZ[A > # —7 = A A (Interfaces) | X— Y THMI LT —F A L H—T = A ADH%EH
DUTHZENTEET, T, FIDMTINOLDA VX —T =2 AEHMMI L TRELET,
THWZIEIP T FLADBRELEENET,

ATy T4 WETROFALZT A 2w ) v LET,

HATaTRy 7 ANEREN., PIIOT — A NI o TREZITH>ZENTEET, 2 b
DORENT, WHPEAEN, 7213742 Z U BN HTE, @FEOEMTIE, B T7r7Y
r— 3 CCLIREDIFE AL DEALEETEXET,

ATw 75 [N H (General Information) ] X— T, WO FINEEZFEITLET,

W #E7 R
|
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ATvT6

FDM FAX # > K7 B8 > Firepower Threat Defense 03/ .

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Security Module(SM) and Resource Profile Selection

5M1-0k | 5M 2 - Ok 5M 3 - Empty

5M 1 - 40 Cores Available

Interface Information

a)

b)

<)

d)

e)
f)

Management Interface: Ethernetl/4 7
Management
Address Type: IPv4 anly bl
IPv4
Management IP: 10.89.5.22
Network Mask: 255.255.255.192
Network Gateway: 10.89.5.1
(Firepower 9300 D3 4) [£ ¥ = U7 4 EY 2 —/LOBR (Security Module Selection) ]

TC, ZOMBT AL RMEHT 28X 2V T4 EV2—AE27 Y v 7 LET,
[Management Interface] % 2R L F -,

DA E—T oA AE, WRELT AN RAEFEHTALDIFEHINET, 204 HF—
T A AL, T —IFFR— N EIIHOL DT,

BHA A =T oA AEBIRLET, [7 FLAZ AT (AddressType) ] : [IPv4D I (IPv4
only) 1. [IPv6®D & (IPv6only) ], F7=i% [IPv4E L TPv6 (IPv4 and IPV6) ],
[Management IP] 7 R L A Z 3% E LE T,

DAL VHE—T o A—BEDIPT RLAEZRELET,

[Network Mask] & 7213 [Prefix Length] IZ AT L £,
FYLT—O F—broxzA4 T RLAEZATILET,

[Settings] # 7 C., IROFINEZEITL £,

#ET 12 |}



HEF AR

B rommx 45> £7 0 Firepower Threat Defense &

ATy T17
ATv78
ATvT9

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Management type of LOCALLY_MANAGED W
application instance:

Search domains: cisco.com
Firewall Mode: Routed b
DNS Servers: 10.8.9.6

Fully Qualified Hostname: | ftd.example.cisco.com

Password:

Confirm Password:

QK Cancel

a) [Management type of application instance] K2 v 7*# 7 > J 2 F ¢, [LOCALLY MANAGED]
ZIEIRL 7,

FIATATAVAZ AL, %=V % ELTOFMC b AR—FLTWET, s@mET A
AAZRB LRI X=X 2ETTDH L, RENHESIL, T3 AR S
F7,

b) B ~XEIYUARELT[HEK NAA L (Search Domains) ] # AJJLET,
c) [Firewall Mode] Tl [Routed] &— KD AV R — F N TWET,

d) [DNS Servers] Z »~XGID DY A r&E LTANLET,

e) FTD O [Fully Qualified Hostname] # A /) L £9°,

f) CLI 77 EAMH®FTD E# 2 —% D [Password] # A ) LE T,

[FIAHA (Agreement) ]# 7T, =2 Fa2—H% JF 4k A (EULA) %A T, RELET,
[OK] %227 U7 LT, REXATRITRy 7 AZALET,

[f*1F (Save) 1#7 VU v 7 LET,

Vry—UE, BELEY 7 by =T A=V arEFyrna— KL, TV = a A A
VAT =AM TRELEHA VAT A AREE TS v 2T HI LT, BT A
AZEANLET, [FWET/N\1 R (Logical Devices) ] X—Y T, HLWVHET A ADAT —
5 AETERLUET, T A A0 [Status] 8 [onling] & ER S D, T7Y r— 92T
X2 UT 4 R —DORELZHIBETE £,

B #ETsqr
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ng 7R156u5 ¢ ~7oemn |

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online (<4 ®)] .*t (A~

ATV X2V T 4R O —DREFBEDDITIE, FDMO a7 4 Fal— g A REBRL
TLEEW,

N TRASEY T4 R7DEM

FITASANA TRASEY T 4 (Tz—AF—_"—E {EENFET) 1%, FXOS TiE<
TV = a N THRESNET, 27 L. M T_A TV T DUy — T EHEHT DI
T, WOFINEEZSHR L T 7ZE0,

1R BHHIIZ
INATRAZEVT 0 OFEIELRHRES (18 X—) 2R LTI E XN,

FIE

AT YT BT AL RZR—DA v 2 —T = A ZA&E Y TET,

ARTY T2 Tx— A== Y J 27—~ V721 DFRE200T % A X —T A A%E|
DY TET,
INLDA LB =Tz A A, 220D ¥ —Y DTN, TXATENT 4 8T T 407 %R
DY LET, A SN 7T z—NF—R_"— VY7L xF5F—K~ U721, 10GB ODF—&
AVHE—T A REERTHI L2 HRLET, BlOT7 2 — A — =B IOREDOY 7 %
R CEEITMHHTERA VX —T7 oA ARHIVUL, KREDOV U 7I121F, 1T & A EOHRIEIEN
METT, Tx—NF ==V I FREFRAT— s VU TIEBHA A TDA L Z—T A A
AT LIITEERA, LRy NU—=F BT A M ETHDOT AN, AT =2 — VG —
N U B =T oA AL LTHEATTIZ, vy —VETAAS v FEFEHATL L 2BED L E
7
AVTITA Y RL L ADE R, T2 A= AN=) I HOT =S A S =T = 2TY
AR—=hFENTWETA, BA X —7 A AF=ILEtherChannel TV 7 A  H—7 = A A% A{E
KL, HEAVAZLADY T A H—T oA AZE VKT, To— A== 7L LT
AT E2RBEDLET, AURAOTRTOY TS v H—T =2 A7 2 — /)L ——1

RET/NA R
|



wETFTAIZ |
B /5x20em

YL L THERTASLENDSZ EICEBR LT EEY, BBV TS v E—T =2 AT =z —
N ==Y 7 L L THHATS—FT, o740 2 —T AR (FITEA v X—T7 =
A R) BEAHEDT—FA LB —T 2 A AL L THERTLIZEIITEET A,

ATV T3 BT A_A AT, TRATEYTEHHICLET,
ATFYTE NATRATGEYT A EZFINILTEB T, VB —T oA ZAEEETIHIVEND L5 1%. &)
WCAZ N IEECEFREEITL TS, T/ T 4 TEBTEEEFEITLET,

() ASA DA, FXOS TA v ¥ —7 = A A%HIRTHE (b xiE, *Ay NI —2 E
¥ 2 —/LOHIER, EtherChannel ®HIF%, F721% EtherChannel ~DA > ¥ —7 = A AD
FHEID YT l) | WERREAITI)I ZENTEDLL91C, ASARE T TDa~vy
ROMRFFEESNE T, RENPLA X —T = A AZHIRT D &, TBEVEENH S AlRE
PERBH Y EF, ASAOS DHNA F—T = A AREIZFETHIFRTE £,

7SR MENM

IRV T ERMRATLE BEOT A A7 N—T LTI ODOMBT A RET5H T
ENTEET, 7 I7RZE, BT A 20T XTORENE (B, Ry bV —7 ~OHH)
BHZD—FHT, BET AL AL TEWAL—T Y NBIOITEMEEZER L ET, EED
EY 2 — /L& T Firepower 9300 13, 1 DD ¥ —YHOTXTDETY 2 — Va7 TAXIZT
N—TF D, vy —YWNITAZV T EPR—LET, #EOV Yy —vEE DTS
N—=TF D, =V TAZ ) T BENTEET, Yy —vHZTAZ Y TR
Firepower 4100 & U — X7 EOH—F P 2 —)L T /A AOME—D A7 3 2 TY,

Firepower 4100/9300 > v+ —> DI S XA 1) U JIZDUL\T
7 TAZE, 12OfmBla=y & U THRET IO T A A0 DA X E 7, Firepower
4100/9300 v — (227 T A2 & JRBAT D & L FOLBENFITSNET,

CRATATA VAR L ADT FZAZY T OGE o=y NEBERHO 7 Z A XY >
7 (FT7FNVIDOR—MTF ¥ 48) BIEHKLET,

CINTFA VAR ARATTAEZY DS 1 DU LD T A K Z A 7D Etherchannel T
Y TAH—T oA AR FARETDIUNENDY £, KAV AX AL, MBDY
AHAHNEY > 7 BDSLEETT,

Yy —YWNT T AKX T (Firepower 93000%4) | ZD U 7%, 7T AXWBREIC
Firepower 9300 /N 7 F'L— 2 H L £ 9,

VY —VMr T AEZY TR, vy —VWEERIC Z @ EtherChannel I FEA L Z —
T2 A% FEITED B CTHLENRHY T,

TN r—vaNDITFGAL T— ANy a7 4 F¥ab—2a w2 EMLET,

B #ETsqr
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F54%yazyreenosy 1=y rogs [

IGARERETAL, VIRELL, FIAREEY oA B —T oA A BLRED
oDy T ARRELEGUR/INNEDT — AN T v T a7 4 Xalb—va By —v
A=A PN F o=y MK LTy &8NET, 7 I9RAZ ) U IRESZ D AR~
ARXTEHEE, 7= ATy T a4 Xal—aro—t, 770V r—2a AN
Ta—PRRETEET,

ARV RA U BE—=T 2 A AL LT, VIFAZIILT—F A E—T 2 AZFD Y TETS,

VX —IWNITARXY T TR, ANV KA H =T oA AF, V=TI TAEXY
7' X 912 EtherChannel [ZHillfE X 41 FE ® A, Firepower 9300 A — X — N Fi3F A ¥ —
T oA ADEEDEY 2— VIR T T4 v 70— RKNF U 73 57-OICNET
EtherChannel 7 7 / v oV — %3 5720, ARV RFE—-RTIEHHOLXA T DT —H
A B =T =4 AR LET, Yy =V TFAZY TR TARTOT—F A~
K —7 = A ATAs/] K EtherChannel ZffiH L £,

N

GE) B A L E—T oA ALUSNOEE DA B —T = A AT HR— |
ENTVWERA,

EHA LA =T A AT TARAANDTRTO=y MIFRELET,
TITHEH, 77 AX Y T O E EEICOWTEHE LA LET,

T7547) Ay béEtvhIF) 22y FOKRE

TIGARADAIND I ONT T~ 2=y NMIRVET, 94~ 2=y MIBINIZ
PEENFET, MOTXTORA N TEA L ZY 2=y MIRY £,

TARTOALT 4 Fab—a ANEEITEERFG A COLFTTLIMERHY £, 2
T4 X2l —va I 0k, B X BEMCERESNET,

VSR Y
FATATALAZ AT TRAZY T OEE - 77 ZAZHIY 713, R—bF ¥ F/L 48
A28 —T =4 AW LTABIICIER SET,

SNFAVRABLRA T T AZY) L TOERE 1O D T A H % A 7D EtherChannel TH 7
AV HE =T oA R FHRETHLERD Y ET, HA L AX A, AD T 7 2 Xl
Uy BETT,

VX =V TAEZY T TR, TOAH =T 2 RAZA N U H—T 2 AIHY F
Hh, ZTDT T AL XA T DEtherChannel i, ¥ —T NI TAX VL THDIZ T AXBEFIC
Firepower 9300 /N 7 F'L—V ZFH L ET, v —vM2 7 A%V 27T, EtherChannel
W1 DU EDA U E—T 2 A REBNT HLERH Y 7,

QAN =V TR DG, Y — Vv ENDY Yy =V LDOME 7 T ALY o T
BB LW T TEE W, A U F—T = AZEHEER L2 HE. — D=y M TEEN
RESTDE 7T AZHEAY 7 PEEE T, MOIER 2=y PbEIEL AR 2D £9, R

RET/NA R
|



HETNAZ |

B o—rmoszavrosszasmyrrovqex

Ay FENLTT TALZHHY 7 8 LToa1E, ERRa=y MIOWTITZ 7 2 2l
Y > 7 TEEe R LET,

I IAZEEY 7 NI T 4y 2E fHE T = OWMGD T T 4 v I NEENET,

=V SRAEYLTDISRAAFIE) Vo DA X

N\

ARETHIUE, HE v —T D TFRINDIAN—Ty MIEbETI T AXZEEHY 7 2h AP
VITAMBERHY ET, EOTIE, FTAXGEY) L BEEOT Y A EUETEE
7T

JITALEIEY 7 T T 4w 7 ONFILEIL, RET v 7T — bRofmik SNz v b T
T, ZTALHIEY 7 TO T T 4w 7 ORITEICENMLET, BEESNDEI T T4 v IO
/X, v = AT T ORI, ETIFPRERRERDOT-DO+NT N T T 4 v Ik
DINEIMITE - THRED 9, RITHIZRLET,

NAT TR OR— K RXT UV ITPETTHDT, TXTOYVE—2 "N T T4 v T %
FElWwzxz=y MIBEOEHTHILENS Y 7,

CAUNR—=U Y TIRERIND E, VT AZIIREOEROF SR E VLT 5720, —8
M7 Z AZHIEY v 7 OFREZ KEICHERA L ET,

I TALFIEY 7 OFEEE KRELSTDHE, A=y TREFRINT & X ONENEHE
1220, AL—F v hOR MLy 7 ZERTEET,

G¥)

U T AR RKREOIR (HHHMENT) 77400 RNBIEAIT. 7T AZHIEY 7D
YA X RELTHMLERDHY 97,

=LY SRR IO S AAIEY o R

WORNE, BHIEAAL v F o727 5 (VSS) FILMEAER— K F v (VPC) BRETY 7
A B HIEY > 7 & LT EtherChannel % 3% 51L% 78 L £ 9, EtherChannel D3 TP Y >
IWT VT 47T, AA v FNVSS £721Z vPC O—ETH 5541, [F U EtherChannel N
O Firepower 4100/9300 & % —3 | 2 4 —7 = A A% ZHZH, VSS 7213 vPC N7 5 =
A o FIFTEET, AL vF A H—7 A AZ[F U EtherChannel ;" — b F v 1)L A >
B =T 2 A ADALNTY, FEEOMBDAAL v FRE—DAA v FOLIIZEET L0056 T
4, Z @ EtherChannel X, A~X_ K EtherChannel TiZ72<, TXA A @ —H )L ThHDZ LITHE
BELTLEEN,

B #ETsqr
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ve—sMo 528U Ins 52 asmy vy o

Virtual Switch Link

Switch

el

n--;J

|
I — — 1 — —

|
I — — B ——

I —
Firepower1 Firepower2 Firepower3

=B SRR IO SAAFIEY O DIEREME

7 FALEEY 7 OBREERIET D12iE, 2=y MHAD T U K MY » 7 (RTT) 2320
ms RIIZR2 D EHICLET, TOBRKEBEICELY, BAZHMPIEY A MIA VA b= &N
7o TAL AN EDEHENR ELET, BIEAFARDITIE, 2=y NEDO 7 7 2 ZHIf#
v Tping #EITLET,

7 ABEIEY %, EFORECNT Y O R v ZPRRVEBEHEOE WL DO TH D MEE
BHYET, e ziE, 1 MNEHOBADOEA, FHY V7 2EHTAMLERHY £7,

DSREHE) D 2y FT—=Y

Firepower 4100/9300 v —(%, ¥ — ID & A1 v h ID (127.2.chassis id.got_id) (25
WTC, F2=y "D TAZGEINY 7 A B —T =2 A ADIP T RLAZHEVERKRLET,

i@ . [A U EtherChannel D¥72 5 VLAN V7 A VX —T = f AGMERATDH~NVTF A L AKX
A Y T AZDYEIX, VLAN OB L > TR 7 FAZIZFELIP T RLAEFEHTE
T, VIAZERERATHEEIC, ZOPT RLAZHIAZVA RATEET, 77 AHXH|HY

V7 Xy N7 TiE, 2=y MiIIV—Z 25052 LIz TEERA, VA Y2AL TV
TREINHFREINTWET, A M NT 7 4 v 72, A——1 A F T AFR— M
& (OTV) #HTHZ LaxBEDLET,

EERY FT—2

TRCO2=y PEE-OFHXy NU—J 10T L2 HELES, ZOFRy FU—7
WX, 7T AEEIY 7 LT3R O b DT,

SRET/ANA R
I



. EEAVE—TIAR

HEF AR

EEAE—TM4R

BHAA T R —T 2 A% I TAXIZE DL CHLERHY ET, O H—TxA
ANIANRY R A B —T =2 AT, FRlR@ERA 2 —T =A ATT, BFHA L HX—
Tz AL > TEHE 2=y MIEEERTEET,

ASA DAL, AA L 7T ALZIPT RLRIZZED I T AXZDEET RLATHY | HICHIE
ORERERATHEAIZE L ET, 7 RUAHEHHERE LT, BIE O faf AL & 3 o5 AL 2
OHEIFANDO T =NV T RVRAZEATEDL LT LIMERDHYET, DAL 7 TRAH
IP7 RLARIZE ST, BHT 7 EADT RUABR—RbLINE T, EENMTEADNETIND
L. AT FAZIPT R AT LWVEEATRAICBEI T 20T, 7 7 A OERE v —
ALV ARHAITCE £, a—ANIPT RLRIE, V=T 4 IR EN, vy a—
TAVTICHENDLET, 22X, VIAXEERTDHINEAA L VT AXIPT RLAZ
Pt LET, 207 FLAIHIC, BEOEHERATRALICBEMA T b TnET, xR
N—%BHT 521, e—A/LIPT R RAICEHRE L £9, TFTP Csyslog 72 EDOREEH - 7
T4 v DA, EERATEN 2 SRS, =BV IP T RLAEMH L CH— 08
HLET,

Firepower Threat Defense Tid, R UK~ MU —27 OFKHNIEIIP 7 KL A Z2E Y Y4 TES,
FHALZ FMCISBEINY 5 L &3, ROIPT FL Az LET,

A /\> K EtherChannel

V=B 1OLULEDA R =T 2 AT N—TL LT, FTTAFDTRTDY v —
\ZJRDY % EtherChannel & 3% Z & 23 CT& 9, EtherChannel (Z X > T, F ¥ /LN AHE
BRI XCDT I T AT A E =T AAADNTT7 47 PEKSHET, A3 N EtherChannel
I, V=T Y RERTUVART LU MDELLD 77 AT U A—/VE— RTHRETETET,
JL—F v K F— RTiL. EtherChannel (ZE—DIP 7 FL 2 Z oL —TFT v R A v F—T A4
ALLTRESNET, PTUAXT LU R E—FRTE, IPT7T RLREFTY v FL—F A
VONDA B —T 2 A ATIERL BVIIZEID B CTHET, EtherChannel 1ZfJHn 5, m— K
NT v TR ARRENEDO—H L L TR TWET,

NVNFA VAR AD T T AL DA, KT T AXIZILE AT — & Etherchannel 73425 T4,
HHA L F—T 2 A AFFIZVLAN Y 7 A X —T = A ZABERT L2 LI TEEE A

B #ETsqr
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s4 35248025 |

Inside Switch Qutside Swich

Firepower1

port-channel 5 port-channel 6

(Nl Eth1/2

l

Spanned Spanned

port-channel 1 Firepower3 port-channel 2

v v

YA EHOSREY YT

YA FEA VA F—VDBGE, ROHESEH A KT A AHEIRY, 7T AX Y T HFIFHTX
3

BT TAE vy —TE, HROYA FIDICET DAL IICHRETEET,

YA FIDIE, YA FEADMACT RLABLIOIP 7 RLALHEEILET, 7 T AXNLE
FENE=AAry ME, A FEAAEDOMACT RLABIOIPT FLAZEHAT L0 L. 7
TAZTZAZ LIy ME, Za— S0 MACT FLABEINIPT RLAEBHLET, =
DOREICE D, AL v TF N2 OOR LR — Tl IFOY A bMSFELE 72— 0 MAC 7 R
LAZZELTCLEIDOZBVTHET, MACT7 7 v B IR ALRNE S, ¥4 FMAC
T RLVAOHREFZELET, VA FEADOMACT RLABLWIP 7 LR X, A/ K
EtherChannel DA% {#HH L=/ —F v K £— R CTHHR— hENFE T,

HA FIDIX, LISPA VAT g v afHAT LI 7u— T4, T4 Z—D%A |
M7 722V TORT—v o A%mEL, U My 7R OBIEZ B S 5720
OTF VI H u—hVB—var, BXONI 7497 70—0DNRy 7T w7 F—F =25
WA —F— LB A ML OY A NUEMEFEDICT-OICbEHINET,

WA R FAZ Y T OEHMIHONTIE, UTOHEASR LT E X0,
« Data Center Interconnect DV A 0 7 1 7 5 AKX U o 7 OELE L FiRSAE (13 2—)

WA MHDOHTA RTGA L VT A2V T TA RTA 2 EHIRFE (21 ~—)

wET 12 I}



B rsav5zx50Em

HEF AR

A FHTOH : A FHZ T ZAZ Y T OB (93 X—)

ASA U S5 XA MIEN

O Firepower 9300 ¥ ¥ — v & v v —Y N7 FAZ L LTEBMT 52 86, BHEOY ¥ —v
VXY=V TAZY) BT HZ LB TEET, Yy —YMZ T AFY 7T 4
V=V EACEELET, 1 0OV y — ULy T AL ZBINLIZH, HAZMHIST 572
W, T—FARNT v TEREERPIDOY ¥ —VPHRO Y v —Zab—1,

ASA 7 5 X3 DYERL

ATy T
ATvT2
ATvT3

HHEA A== g NIRELET,

7 Z AH %, Firepower4100/9300 3 v — 3 A— 33 FINLHHEIZETE 9, 7 XTOH]
HERENS 2=y NAICABIAERSIVET,

VXY=V T AE ) T TIE, BV —VEAICRELET, BAZELZITTH2DIC,
1ODY Y=V TAZEZHAL, ZTD%, BADT ¥ =T MHBRODY v —UZT— A b
Sy ar7 4 Xal—arkat —CTxET,

Firepower 9300 ¥ ¥ —3 ClX, TV 2a— /R A VA F—LENTWARWVWEATYH, 3507
TOEVa—)b, FFFar T AV AZ A £Aay bD1OODayTFHFA VAR AT
ALY T ERENCT HDMENRHY ET, 3 OTRTOEY2a—LEHRELTWNRNE,
7T AZIIHERE L A,

“NTF AT HRA LT FORE, BANSTHET S AR L Tinb, ASAT 7 r— =
YTCwNANTF arTERAL B FEANICTHLERD Y £
RO BRI

BT A RTERT AT SV r—2 g A A—T % Ciscocom B A 71— RLT,
Z DA A— % Firepower 4100/9300 > v — IZ7 v 77— RKLET,

s ROEHERBELET,
B A LA —T 2 A AID, IPT RLABLO XY hT—F <R
e S —hTxAIPT KL R

FIE

AR =T oA AEBRELET,
il T N1 A (Logical Devices) | Z 3R L 77,
BN (Add) 1>[2F5R%A (Cluster) 1 %7 U w27 L, IRONTA—FERELET,

B #ETsqr



| #BF AR

ATv74

ATy Th

ATvT6

asa s 525206k

Add Cluster x|
I want to: Create New Cluster ki
Device Name: clusterl
Template: Cisco: Adaptive Security Appliance G
Image Version: 9.13.0.6 v
Instance Type: Native el
QK Cancel

a) [WEREME (wantto) [>[FLWWI S X2DERK (CreateNew Cluster) | Z#IR L 7
b) TNARBEANLET,
ZOLAHNE, VX — VAN PREHREEZ T CA LV H—T oA AZEV Y THT-
DI THEALET, ZhiZ7 PV r—2 a VRETHR SN T AL A4 TIEH Y £
A,

¢) [T 7L — 1 (Template) ]IZIE, [Cisco @S tEx =2V T 4 77547 A (Cisco
Adaptive Security Appliance) | Z &R L £ 97,

d) [Image Version] Z 3R L 9,

€) [Instance Type] Ti&, [Native] ¥ A FDIHNHKR—FINET,

f [OK]%72 U vs LET,

[Provisioning - devicename] ¥ .t > RUBRFRINE T,

ZDUTAZIZEIN B THA o H—T = A& BIRLET,

FIF R TIE, TRTCOEHRA LV EZ—T oA ZANRED B TENTWET, w/LF 7T AL
BATDA LB —T oA AEERLIEGAEIT, TXTOBREZMEERL, 1 ORI £7,

WHETFROTNNA AT A arz2r) vy LET,

BATaTRy 7 ANETREN, PIIOT— A+ T v TREZITHOZENTEET, b
DORTEVL., PIHBEAER, 72037422 VAR ATY, @EOERTIX, 77
r—329 CCLIRREDIZEAEDEELEETCE £1,

[ F A% 1EH (Cluster Information) ] X—C, ROTFINEEZFETLET,

#ET 12 |}
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Cisco: Adaptive Security Appliance - Bootstrap

Configuration

Cluster Information Settings

Security Module

Security Module-1,Security Module-2,Security Module-3

Interface Information

Chassis 1D:

1
Site ID: 1
Cluster Key: sane
Confirm Cluster Key: vy
Cluster Group Name: asa_cluster
Management Interface: Ethernetl/4 W
CCL Subnet IP: Eg:x.x.0.0
DEFAULT
Address Type: 1Pv4 only w
IPvd
Management IP Pool: 10.89.5.10 T 110.89.5.22
Virtual IPv4 Address: 10.89.5.25

Network Mask:

Metwork Gateway:

255,255.255.192

10.89.5.1

OK Cancel

?

*

RETACZ |

a) VX =V TAZY L TTE, Yy —YIDT7 4=V RIZ, Yy—YIDEASLET,

b)

¢)

T T AZDE L v —UIZEADID AT A2LERDH Y £,

ZDT 44—V Ri%, 7T AZHIEY 7 Port-Channel 48 |[Z A L X— f L B —T = A% B
MUTEBRICORERENET,

A N TAE2 Y T OYE, [ FID (SiteID) 1 74— /L RiZ, 2Oy ¥ — DY
A4 MID%Z1~8D#FPHATAILET,

[Cluster Key] 7 4 —/L R C, Z ZAXZHWHY 7 ORI b Z 7 4 v 7 AORFEX— 2R E
L%,

HWEIL, 1 ~63LFD ASCIH LFFH| T, WHWEIT, F—2ERTHZOITHEHS
NET, ZOF T aid, 7—FR"ANTFTT7 v 7 (BEpkET v 77— MBS
By RN E) ICIEEE LERA, TR NG T 4w ZlE, WU T XA L
ELTEFEENET,

B #ETsqr
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ATy T1

d)

e)

2)

asa s 525206k

R
it

[7 F A% 7 )Vv—7% (Cluster Group Name) | ZiXE L ET, ZAUL, fmBlT A A
DY T AR T N—THTT,

LT 1~ 38 LFD ASCI SLFHTH D Z & BNLETT,
[Management Interface] % 4R L £ 7,

DA HE—T A A, WRBETANA RAEEHTADIHEHINET, 204 HF—
T A AL, Uy —UEHR— N IR L 0T,

EE) CCLY Ty MIP% ab00 Iz ELET,

7 ABEHEY) 7 DF 7 x0TI 12720016 %y NU— I ™MERESNET, 72771,
—HBDOF v NU—Z BEITIE, 1272.00/16 8T 7 4 v 7 I RATEE A, ZOHA, 7
TFAZDEFRY NT—ZIEBD /N6y NU—2 T RLVAZRELET Ob—7 1y
7 (127.0.0.0/8) BLUP~/LFFx¥ A+ (224.0.0.04) OT7 KL 2%L) . fE% 0.0.0.0(2
RETDHE, 774NV EOFy NT—TPERHENET,

Yy —UiE, ¥Yrv—vID & Ary hID (abchassis idsot_id) (ZHEOWT, F=v |k
DY TALEY) 7 4B —T 2L ADIPT RL2AZHEVAERLET,

BHA LU H—T oA AD [T RLVAKX AT (Address Type) ] IR L £,

ZOHEHIT, ASARRE TEEA V¥ —T 2 A R2RET LD SN ET, ROEHR
ERELET,

s [[FBIP7—/L (ManagementIPPool) | : BA#AT RL ALK T T RL A& ANA 7T
HoTAN L, B—HILIPT RLADT—LERELET, ZOIHD 1 DO0RA
B =T AFICE T T AX 2=y NMTEIDETHNET,

KIKTH, 7IRAXAO2Z=y MIERILEOT FLAREEND LOICLTLES
V), Firepower9300 DA, T _XTHOETV a— /L Ay "BR#lESTNRNE LTH,
VXY=V EIZ3ODT RLAEZEDLMEND DL Z LICEELTIEEN, 77X
B EPART D TEDOEGEIE. 7 RLVAEZMPLLET, BEOH#E2=y NIRRT 2K
FEIP 7T RL AR (ALY V7 FAXIPT RLARLIEEINS) IX. 2O —1LO—H Tl
HVEEA, BT, FALEY FTU—ZIDIPT RLAD I DEAAL LI FTAZIPT R
LARICHER LT & W, IPVA 7 RL AL IPv6 7 LA (b 60h—FHH]) &
FHTEET,

Ry RIT—OTROVELIFZT LI« VvIRE
Xy RD—HHF—FrHzA

« URAEIPT R LA (Virtual IP address) | : BUEDOHIfHl = FOEFHIP 7 F L A& E
LEd, ZOIPT RLVRE, Z7TAX =T RLALEUFRy bU—7 BITIFE
LTCWABHMERHY 0, 77— EENTW LR /A,

[Settings] X—C, AN ZFEITLET,

#ET 12 |}
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ATvT8
ATvT9

HEF AR

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password: sanssens

a) [Firewall Mode] K v 7*# 7 U A K5, [Transparent] % 72 1% [Routed] iR L £ 7,

N—7 v RE—RKTIL, FIDIZ®* v hY—JNONL—X Ky T L RS nEdT, V—T 4
VITEITOKAVE—T oA AFRR LY TRy b RIZHY T, —F, N T AT L
YN 77 AT =ML, [BumplInThe Wire] £721% (AT NVA 77 AT 74—/ ] O
KOITRET DL A Y27 7 A T U — L THY, BRINTZT A ANDNL—F Ky
EL TR SN E Y A,

T 7 AT U —/VE— RIIPHEBHARHIOARELET, 7— MR N7 v T ORE % Hil
AT 2546, ZOREIXMEHINLERTA,

b) EEEH = —Y D [Password] # AL CHERR L, /SAT— REFNMZILET,

FRRESNTVD ASABHE 22— P32 T — RoEERICESYH £3, FXO0ST 7 &
ANTE LA, BHE2—Y RRAU—FRE2Eh/-s &V kY bTEET,

[OK]1Z27 Vw7 LT, REXA TRy AZALET,
[fR7F (Save) |27 U w7 LET,

Vy—UE, BELEY 7 b 2T A=V arEFyrn— KL, TV =gy A AR
VAT =AM TRELEHA LA —T oA AREE T v aTHI LT, BT A
AxBANLET, [#RET/NM R (Logical Devices) 13—V T, HLWiHET /A AD AT —
A AEMER LET, WmET A AD[AT—H A (Status) ]2 [A > T4 > (Online) ]| &FoR
SNTWBEA, BOVDOZ FAZ Uy —VEBINTHN, Py —YWNITAZY T TT 7Y
T—=arDI IAZOREXHIETEET, ZOTrERAO—EREELLT, [EX=2UT4F
TV a—LBIRE L TWER A (Security module not responding) ] £ VYD AT —H ANFIRIN
LHZEMHYVET, TORAT—HZAIEFTHY ., —FHRRETT,

B #ETsqr
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ATy 710

asa v 5240k i

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|W| B
Status
@ cniine @G F ey

=M TARY T TR, 7T ARZICKRD Y ¥ — L EBINLET,
a) HAIPD ¥ — D Firepower Chassis Manager T, £7 L0 [fxiED#7~ (Show Configuration) ]
TAarx227 Uy 7 LT, RREINDI TAZRELZAL—LET,
b) KD ¥ — D Firepower Chassis Manager (286t L. Z O FIAICHE > TEELT /S A 2 %58
mLEd,
c) [WEZEE (Iwantto:) > [BEFD Y 7 A X ~DZ (Join an Existing Cluster) | % 38R L
3w
d) [OK]ZZ7 Vw27 LET,
e) [V T AHFEM 2 ¥ — (CopyCluster Details) R v 7 A2, HmHIDY ¥ —2 DI T A
EEAEV AT, [OK]1 227 U v 7 LET,
) BEPLOT AL AT A 2% ) v 7 LET, 77 AZHERITKPBITERNCATIFEAT
T, ROBREIFELT DHENHY £,
*[~*%—ID (ChassisID) ]: ~EDOY ¥ —v IDZ# A LET,
%4 ~ID (SitelD) : ELWHA FIDEZASLET,

75 RXA F— (Cluster Key) : (FERIICAN SN TN 2W) RLZ T AH F—% A
HLET,

[OK] %27 Uwv 27 LET,

g) [fR1F (Save) 127 Vw7 LET,

Vx—UIE, BELEY 7 Ry =T R=VarvEA =KL, TV r—var Ay
AP AT = ATy TRELERA LV F—T A AREELT v 2T HIET, i
BTINA AEZEALET, K7 TAZ A N—0 [T /31 A (Logical Devices) ] ~%—
VT, HLOVGRELT AN, ADAT = Z AL MER L ET, 57 T AL A= O T A
AD[AT—H A (Status) [IZ[A> T A (Online) | ET/AINTEL, TV r— 3
VT TAEDREERBTEET, 2O 2D—BLELT, [EF2VT 4 EY2—
ABIEELTWERA (Securitymodulenotresponding) ] & WD AT —HF ABREKRRIND Z
ERBVET, TORT—HFRIEFETHY, —FERIETT,

#ET 12 |}
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. DSRB A UAMEM

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

ralAlNE
Status
l(“._'.‘)ﬂnlinvs: @#t (A5

ATy TN 2=y FASAIZHRIL T, Z T7RX YV TREENAL A X LET,

DTSRI ANDIEM
ASA 7 T AH AU NREBNME-ITEEHZ £,

\}

G ZoFEZL, Yy—yOBMERITERICOABEHINET, 77 AX ) IR TTITHEZIC
75 T % Firepower 9300 |ZE Y = — /L& BINE L IERT 256, Y 2 — /VIZHEINISE
mEanE+,

1R HHEIIZ

CBEFED T T AKX, TOFHLWA U ANHOERIP T RLAT—)LVINTH4572 P T KL A
DEN LB THENTND LI LTLEEY, ZNUANOHEIT. ZOFH LA 3 EB
THHMT, Fvx— /L@%f®772&7%%xb7/7ﬁﬁ%ﬁ$¢5%£ﬁ%@i
fo_wf%_ DEMBLT A AN FREE) L E T,

e AU A —T oA ZADHEIT. FTLVW ¥ —L TORELF LU THALLENH Y £, FXOS
U —VREERT I AR—IBIOAUR—F L, TOTO B RAERGHITTHIENTE
i—a—o

e LF AT HFANE—RTI, BOIDT TALZ A IINOASAT TV r—3 9 Tw/L

T arTERAN T REABILES, BMOT TAL AL NEIw T 2T HFA R
T— FRIEZ ABAYICHR L £ 9

B #ETsqr
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ATy

ATy T2

ATvT3

ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

ATvT9

5525 2vrinem |

FIE

BEfF D7 Z A & L+ — 3 Firepower Chassis Manager C, [Logical Devices] % 4R L C [Logical
Devices] X— U B & 9,

F Eo[EE%EFR (ShowConfiguration) 174 2> (7)) %27V w7 LT, FrEND7 T
AZDREE A= LET,

LW ¥ — O Firepower Chassis Manager (Z#%f5¢ L C. [[BA (Add) ]>[2 5 R4 (Cluster) ]
Vw7 LET,

| Add Cluster =l |
I want to: Join Existing Cluster 7
Device Name: clusterl
0K Cancel

[l want to:] > [Join an Existing Cluster] Z &R L £9-,
[Device Name] IZF@EET /S AD 4RI Z A L ET,
[OK1 %27 U v 7 LET,
[7 7 AZ 5RO 2 B — (Copy Cluster Details) ] R > 7 A2, PO ¥ — DT T AZRE
ZREV AT, [OK] 27 U v 7 LET,
BEPROTNA AT A%y 7 LET, 77 AZERITKBETFRNCATESTT
B, WOREFERST HLENH Y £77,
*[¥v—¥ID (ChassisID) |: —EDYv—IDEZASLET,
%4 ID (SitelD) : ELW¥A FIDZASHLET,

Y5 RA F— (Cluster Key) : (FHFNZAD SN TWeW) HLZ 72X F—% AL
i‘j—o

[OK1 %27 U v 7 LET,

[fRTF (Save) 1227 U w7 LET,

vx—UiE, BELLEY 7 b TRV arEFyrae—RL, TV S—va s A U ARK
VALT = MARNT O THEEEEA LT =T 2 A AREE T v aTHI LT, T A
AEBEANLET, K7 TAX AL N—0 [f@mdlT /31 A (Logical Devices) | ~X— T, #H LW
T NA ADAT —H AR LET, KT TAX AU N—DFGET A AD [AT —H A
(Status) 112 [A T A > (Online) | &ERRINTZH, 7TV —2a T ITAZDRESR
BthCE £, o7 Rx0—RELT, [EF2 VT 4TV 2—ARRELTVEEA
(Security module notresponding) ] &V 9) AT —H ANEKRINDHZ ERHVET, ZOARAT—
ZZFZIEFTHY | —FRREE T,

#ET 12 |}
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. Firepower Threat Defense ~7 5 X 2 3B/

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

ralAlNE
Status
@ online &0 ## Gl

Firepower Threat Defense ©7 5 X 2 DB

FA T 47— F : IO Firepower 9300 ¥ ¥ — L & v vy — VNI ZAX L LTEMT S Z &
b, BEO Yy —vE VY VM TAZ D TIEBINT A E L TEET,

PNTAVAR A= R Uy —V NI T AKX L L TCTH—® Firepower 9300 > ¥ — 312 1 D
IO 7 T AXBBINTEET (FEV2— LA VAZ L RAEEDELERSH Y £
T) . EE VY=Y T RE Y T DEDITERDO Y =1 ED Y T A X EE
mcEET,

U=V TAL ) TR, BV EAICHELET, 10DV XY=Ly T AL
ZEIMLES, MAZEHICT A0, 77— R Ty TREEZRIIDY ¥ — NHRDY ¥ —
vizave—L,

Firepower Threat Defense 7 5 X 2 MERk
275 Z &%, Firepower4100/9300 3 ¥ — 3 Z— 8 YN BHIZEATE £, TXTOH)
HREPE 2=y NHICABER SN ET,
V=V TAZY T, Uy —VERLICRELET, BAERLIIT HDIT,
1 OOV X =V TAZEZHAL, €DK, KOOV ¥ =V IPHROY ¥ =7 — hA b
FySarz4Xal—varyEar—TZFET,
Firepower 9300 ¥ ¥ — 3 TliX, EV a2 — B A VA F— LI TVRWEETEH, 3 203X
TOEYa—)V, FFar T AV AF A £EAay bD1OODayTFHA VAR AT
IIAZYN T EGINCT DRNERHY ET, 30T XTOEY 2 —/LEREL TWRNE
7T AL IR LEE A,

48 HHIIZ

e TREETNA RMEHTHT SV r—v a4 A—T% Ciscocom NH AU a—RKLT,
Z DA A— % Firepower 4100/9300 > v — (27 v 7u— KL%,

B #ETsqr
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ATy T
ATvT2
AFvT3

Firepower Threat Defense & 5 X 2 D 1ERL .

AT FTA ARG R LT, T AN IOT T s A NVEFERLRWGEAIE, 20T
FTALUAZ LAY Y= AT BT 7y A VEBEINES>TY Y —A 7 v 7 7 A VEBINLE

T

AT T A URL L ADE

BN ar T A AR AT A A N—LT BT,

TAARAIBELWT A=< MIRDHIHIICEXF2 VT 4V 2a— VTV ZHES)
WL 2R H Y 9, [Security Modules] ¥ 7213 [Security Engine] 28R L T, [FH#IH
{t. (Reinitialize) 174 2> (&) %27V w27 LEd, BAAEORIET A A THIH S CH
LWTFNRARAELTHA VA M—AENDTZD, B—ANVDT 7Y r—> g VREIRT R
ThRbET, IATATA VAL AB AT T AUV AZ L ACEEBZ D51, W

WCRAT A TA VAR AEBIET AN 3,
FAUAZ L ARCBINIRBITT D LT TEFERA,

Va— )V ORI E SR LT EE0,

 ROEHREMELET,

FATATA VAL A AT
FEICOVWTIE, k¥ )T 4

HHA L H =T A AID, IPT FLA, BIURRyY NU—I~vR7

e —hFUAIPT RL A

«FMCIEIR L7~ IP 7 K L Z/NAT ID

*DNS —"DIP T KL X

*FTD R A "G & RAA 4

FIE

A —=T oA A%EFHELET,

[T /A A (Logical Devices) ] Z R L £7°,
BN (Add) 1>[2TR% (Cluster) 1227 U v 27 L, IRONTA—FERELET,

B6:rAT14TISRE

| Add Cluster

I want to: Create New Cluster

Device Name: clusterl

Template: Cisco Firepower Threat Defense
| Image Version: 6.5.0.1159

Instance Type: Native

QK

Cancel

#ET 12 |}


b_GUI_FXOS_ConfigGuide_281_chapter8.pdf#nameddest=unique_159
b_GUI_FXOS_ConfigGuide_281_chapter8.pdf#nameddest=unique_159
b_GUI_FXOS_ConfigGuide_281_chapter11.pdf#nameddest=unique_207
b_GUI_FXOS_ConfigGuide_281_chapter11.pdf#nameddest=unique_207

HEF AR

. Firepower Threat Defense ©7 5 X 2 D {ERL

7:RVFAVREZVARY SR

Add Cluster )X
I want to: Create New Cluster il
Device Name: clusterl
Template: Cisco Firepower Threat Defense =7
Image Version: 6.5.0.39 v
Instance Type: Container i
Resource Profile: Default-Small hd

b)

2

5M 1 - 46 Cores Available
5M 2 - 46 Cores Available
5M 3 - Module offline. No information available

@ Before you add the first container instance, you must reinitialize the
security module/engine so that the disk has the correct formatting.
You only need to perform this action once.

0K Cancel

[(HEGIRE (wantto) [>[FHLWLY T X2DER (CreateNew Cluster) ] Zi8R L £
TINAREEZANTILET,

ZDARNE, Y=V A= SN, FREEREEToTA U F—T oA AZEID Y THT-
WIZHRETHERALEYT, 27 7V r—2a v BETHASNE T AL R4 TIEHY £
A,

[Template] Ci. [Cisco Firepower Threat Defense] Z8&4R L £79°,
[Image Version] % &R L £ -,
[Instance Type] P54, [Native] & 72 1% [Container] Z 3R L £ 77,

FATATAVAZ L AT EXR 2T A EF 22—/ DT THY Y —A (CPU,
RAM, BIX O T 4 AV RFE) 2HEHTL0D, AT 4 TA VAR A1 DA VA
f—nT&ET, AT FTALVAZ AT, EX2 VT4V 2—L/Z DD V—
2DV Ty FEFEAT A0, EEROaLTFF ALV AX L A A VA P TEET,

(2T A ARZADHR) [V Y —AH AT (Resource Type) ] T, RuvrZ ol
A RDLWNTNLOY Y —RAT 0T 7 A NV EBRILET,

Firepower 9300 D5, ZDO7 07 7 A EK X2V T ATV 2— VDKL L AH A
WHEAESNET, ZOFIEOKBETIE, EXF2 VT4 EFV2a— VT LICB R Tu T 74
NERECTEES, LT, BRdeX2 T 48V 2—NVDX A TE2FEHLTWNT,
=T RFOETFTNLNTEIV L DCPULMEHTLIHEAICHRETEET, 7 7 A X E/ENKT
LENC, ELWTa 7 7 A VEBRTHZE2HIELETS, Ly a7 7 A VEERT
HEUVBENHHEERT. 7T AZOEREZX YL L, 3T A U AZ L RITY V=R
T 7y A NEENEZERLTIOEMLET,

[OK] %27 Vw27 LET,
[Provisioning - devicename] ¥ .t > RURERINET,

ATFvTE OV TRAFZEINDNTHAS B —T = A ABFEINLET,

B #ETsqr
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ATvTh

ATvT6

Firepower Threat Defense & 5 X 2 D 1ERL .

Data Ports =

Ethernet1/2
Ethernet1/5
Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/s
Ethernet2/6
Ethernet2/7
Port-channell

Port-channel2 i
channell

Port-channel3

- Port-channel48

Port-channeld8.10 Part- [
channel2

Port-channel48.11 FTD - 6.5.0.63

Security Medule 1,2,3
Click to configure

Part-
channel3

LJ
Port-
channel48.10

FATATE—=RDITAXZ) T OEE - T 74V T, T XTOFRA L H—T oA
ANEND L TOENES, SAF I TRAEZEZALTDOA L E—T =2 A& ERLEBAIT. T
DOFEREZEEL, 1 DOHRBIRLFT,

TNTFA VAR ARG FGAZ) L TOEE 7 T ARZEN Y TCHRT —HA B —T oA A
PEIRL, JTAXLZATOR—FF ¥ RXVEEEFIR— 3 F 3N DV T A o H—T 2 A
WIRLET,

ERPROTNA AT A%y 7 LET,

HATOATRy 7 ANETREN, PIHOT— A T THREXZITHOZENTEET, b
DFREL., IS AEH, 2354V A% VAR HTY, @BFEOEHATIE, 7 7Y
lr—3 3 CCLIREDIZFEA L DEAZET CTx £1,

[7 7 A% {5# (Cluster Information) ] ~— T, ROFNEEZFEITLET,

#ET 12 |}
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. Firepower Threat Defense ©7 5 X 2 D {ERL

R8: AT 4THVSRAE

Cisco Firepower Threat Defense - Bootstrap 2%
Configuration

Cluster Information Settings Interface Information Agreement

Security Module

Security Module-1,Security Module-2,Security Module-3

Interface Information

Chassis ID: 1

Site ID: 1

Cluster Key: e

Confirm Cluster Key: R

Cluster Group Name: clusterl

Management Interface: Ethernet1/4 v
CCL Subnet IP: Eg:x.x.0.0

QK Cancel
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Firepower Threat Defense & 5 X 2 D 1ERL .

I:RIVFAVRE VAR SRS

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

Cluster Information Settings Interface Information Agreement

Security Module(SM) and Resource Profile Selection

Security Module-1,Security Module-2,Security Module-3

Resource Profile Selection
Security Module 1: Default-Small w
5M 1 - 46 Cores Available
Security Module 2: Default-Small -
5M 2 - 46 Cores Available

Security Module 3: Default-Small bl

Interface Information

a)

b)

¢)

d)

Chassis ID: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Name: mi-cluster-1
Management Interface: Ethernetl/4 -
CCL Subnet IP: Eg:x.x.0.0
QK Cancel
(Firepower 9300 D27 F A L AZ L ADH) [ExXF 2V T 4EV2a—/b (SM) & U YV —

AT 7 7 A )VDEIR (Security Module (SM) and Resource Profile Selection) | = VU 7T, &
Va— VI IR D) AT T A NVERETEET, XX BibExal
FAESa—NDEATEEALTNT, B—T 2 ROEFLTLY L OCPUEHEHT
LHEICRETEET,

VX =V TAZY TR, Y=Y ID 74—V RIZ, Yy—YIDEASHLET,
JTGAEDEY ¥ —NZEADID AT H2LENHY £,

ZDOT7 44— Ri%, 77 AZHH Y 7 Port-Channel 48 IZ A /R — A U A —T = A A %38
MUEEEICOREREINET,

YA N TAE2 Y T OYAE, [ FID (SiteID) 1 74— /L RiZ, ZOY ¥y — D
A4 MID % 1~ 8 OFPHTAS LET, FlexConfighfe, T4 L7 Du—h ) ¥— 3
Y. A ROILEMW., V7R T -2 ) T 4 2 EOEMELELREZN EESE 570
DY A "7 T AKX OB A X <A XL, Firepower Management Center flexconfig ##E
FEFH L7258 I OARRETE E7,

[Cluster Key] 7 4 —/V KT, 7 72X > 7 O N Z 7 1 > 7 HOFRFEF — 25X E
LET,

HHEIL, 1 ~633XTFTDASCH XTI TT, HLAERMEIX, F—%2ERTHDICHEHS
NET, ZOF T ait, T—EFNRNRANT T 4wl (BEEFRIRET v T — FRIRE S

#ET 12 |}
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. Firepower Threat Defense ©7 5 X 2 D {ERL

ATy 1

2

LRy FRE) WITRELE A, TR NI T 4w 7E W2 VT TRAL
LLTEESNET,

[7 F A% 7 )Vv—T7% (Cluster Group Name) | ZiXE L ET, ZAUL, fwBlT A A
DY TFAE TN—T4TT,

BT 1~ 38 XFD ASCI XFHTH D Z & BMLETT,

E

e

[Management Interface] % 341 L £ 77,

DA VHE—T oA AL, BT NS RAEEHT LIS NET, ZOA 2 H—
T oA AL, Yy —TVEFBER— IO DTT,

N=RU =T NANRAGEOA L =T 2 f AR A Y N AU F =T 24 AL LT
FBCTHL, BV Y THREMNTHD Z L2 HRT 2EEA v E—VRERENET,

(&) CCLHYTHv hIP#% ab00Zf&ELET,

7 I ABEHEY 7 DF 7 x0TI 12720016 %y NU— I MER SN ET, 72751,
—EBDOF Y NU—Z RBITIE, 1272.00/16 8T 7 4 v 7 I RATEE A, ZOHA, 7
TAEDEFFRY NT—ZIHEED /16 Xy hT—27 T RLVAZBELET Ob—T7 Ny
7 (127.0.0.0/8) BLU~/LFF¥ A b (224.0.0.04) OT FLAZERL) . % 0.0.0.0(
RETDHE, T74NVEDOFRy NU—IR™MEHIRET,

Yy —UiE, Y¥—¥ID & Au v hID (abchassis iddot id) (2HESNT, F=v k
DY TABEEY v A B =T 2 ADIPT RL A HBEAEKR LT,

[%7E (Settings) | X—Y T, AFZFETLET,

Cisco Firepower Threat Defense - Bootstrap T
Configuration

Cluster Information Settings Interface Information Agreement

Registration Key:
Confirm Registration Key: |ssss
Password:

Confirm Password:

Firepower Management 10.89.5.35

Center IP:

Permit Expert mode for yes v
FTD S5H sessions:

Search domains: cisco.com

Firewall Mode: Routed el
DNS Servers: 10.89.4.5

Firepower Management test

Center NAT ID:

Fully Qualified Hostname: | ftd1.cisco.com)

Eventing Interface: v

0K Cancel

B #ETsqr
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b)
c)

d)

e)

g)

h)

Firepower Threat Defense & 5 X 2 D 1ERL .

[E#kF — (Registration Key) ] 7« —/L FIZ, HBEKFFIZ Firepower Management Center &
7 TARL AN TEAT DX AN LET,

ZOXF =T, 1 ~3TLFEOEEDOT XA FUFEIEZENCTxE£94, FIDZEMTS L
|2, FMCIZ[RIL¥—Z2 AT LET,

CLI 77 & AH® FTD & #l=—H% ® [Password] # AJJ L £,

[Firepower Management Center @ IP  (Firepower Management Center IP) ] 7 ¢ —/v RiZ, &
HFE{HD Firepower Management Center O IP 7 KL A& AJJLET, FMCDIP 7 KL AN
PINBIRWEAE, 207 40—V REZEHOE FIZ LT, [Firepower Management Center
NATID] 7 4 —/L RIZXA 7 L—X%& A LET,

EB) a>TFr A AZ AL LT, FIDSSHEY 3y TIFR/NA—F E—F
EEHR[THEMNEINE [Yes] £71E [No] THREL ET, =F A/X— h E— FTIEL, &HE
RRTINYa—T 4V TIZFID V= AN T 7 EATEET,

DA TV arTYes| ZiIRTHE, SSHE YV arhbarTh A VAKX VAIZHE
BT B AT SR A~ = RERMBTEET, WX (No) JZEIRL
72356, FXOSCLI 2o avTFA VARV AT VB AT Ha—HDOIHNPTF A/ —
FE— RZRBTEET, A U AZ U AMOSBEAHETICIE, [Nol & RTHZ &%
BEIOLET,

~ =27 VOFIETRD S37-3%54 . F 7213 Cisco Technical Assistance Center /7> 53R D 5
NiGE0H, =X AN—F E—RFE2FEHLET, Z0OF— FEHMHETHI2IE. FID
CLI Cexpert 2~ R&EMHEHLET,

(f£E) [Search Domains] 7 4 —/L RiZ, FHHAX Y NT =T DB R AL DI~ K
oo A NEATITLET,

ER) [Z77 AT 74—/ E—F (FirewallMode) | Ku v 7 X JAX N5, [ b
Z VAT L2k (Transparent) | £721L [/L—7 v K (Routed) | Z3R L £,

N—F o K E— R, FIDIE Ry FT— 7 WO —4 Ry 7L R SnET, L—
TAVTEATOIRA L E—T oA RAFB Y73y P EICHY ET, —TF, FTU XA
X7V N7 7AT U —viE, [BumpInTheWire] £721% [ATAVA 77 AT U —
V] DEINTHEET HLA Y277 A4 T U4+ — LT, BN T A A~D/NL—
ARy LTRSS EE A,

T7AT VAN ET— REIMHRERRICOZRELES, 77— A M7 v TORELH
WHT %G, ZOREFEHINEEA,

(f£E) [DNSH—s\ (DNSServers) | 7 4 —/L RiZ, DNS — D H o~ XKE Y DY
A MEANSTTLET,

7=& 21X, FMCOFR R N ETEET 555G, FIDIZDNS #H L 9,

(L&) [Firepower Management Center NAT ID] 7 4 —/L RIZ/ XA 7 L—X%& AJJ L F
FTo TORATL—=XE, FILWT NS RELE LTI FRAZEBIMNT 5L EIZFMC T
AHTLET,

HWHEIL, V=T 4 U7 EFRAEOW T OB TH G OIPT FL A (BEkRF—fF &) NN
TF FMC 37 RA ZADIP T FLUAZIEEL, T7/3 A3 FMC O 1P 7 R L A Z457E

#ET 12 |}
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LET, 27ZL, IPT RLAD 1 DOHBDON> TNDEESE Ob—T7 4 > 7 BEOE/
S 1%, RAIOBEE AN L CIE LWWBERS — 2R T 572012, SO
AN —EDNATID #f§ET H4EEHV £9, NATID & LT, 1~37 LFOEEDT
FANLFHNERETEET, FMCEBLOT /A AT, FIHIBEROFRRE & AR EITH
72, BEEF—BLXUNATID (IP 7 FLATERL) Z2FHLET,

i) (f£#) [Fully Qualified Hosthame] 7 -t —/L RiZ, FTD 7 /31 A DFE2(E4 = A1 L
ESc AN
ANRLFIE, a~z DT, 0~9 DT, Fy b () BEUNA T () TT,
RRSCTFHUE 253 TT,

i) (f£#) [Eventing Interface] K22~ 7' # 7> U A k)i, Firepower A N2 h 25595
AVE—T 2 A RAERINLET, BBELRWEAIE, AV F—T oA AREHIN
i‘a‘o

Firepower A X2 M TR0 A 4 —7 = A A%FRET DI, firepower-eventing
AVB=T 2 A RELTAVE =T 2 ZAERETLDMHERDHY EF, N— R =T A
ANRNAKIEDA B —T = A A% Eventing{ V' F—7 = A AL LTHEIDHTHE, FHIY
BTREMBTHD Z L 2R T HEEA v E—VURERRINET,

ATv T8 [f¥—T A AEH (nterfaceInformation) | X—T T, 7 TAXNOEFX2 VT 4T 2—
NOZENTICEHIP T RLAZHRELE T, [T KLV A XA (AddressType) | Ke v 74
U URARMNLT RLADAZA FZBEIRL, ¥X 2T 4 T a— /L2 LICROFIEE FELT
LET,

GE) EFEVa—ABNA LA R ILENTWVARWNEASTYH, Y%y —YD32T_XTOEY 22—
Ay hTIPT FLAZRETHIVLENDHY FT, 32T _XTOEY2—/LVER
TELTWRWE, 772X T LEYA,
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AFvT9
ATy 710
ATvIN

Firepower Threat Defense & 5 X 2 D 1ERL .

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

Cluster Information Settings Interface Information Agreement

Address Type: IPv4 only b
Security Module 1

IPv4

Management IP: 10.89.5.20

Metwork Mask: 255.255.255.192

Gateway: 10.89.5.1
Security Module 2

1Pv4

Management IP: 10.89.5.21

Metwork Mask: 255.255.255.192

Gateway: 10.89.5.1
Security Module 3

1Pv4

Management IP: 10.89.5.22

MNetwork Mask: 255.255.255.192

Gateway: 1[}.89.5.1|

0K Cancel

a) [ManagementIP] 7 4 —/L R C, IP7 RLAZRELET,
EFEV2a— NV ITERERE LAY NT—2 EO—EOIP T RLAZRELET,

b) [Network Mask] & 72 1% [Prefix Length] (ZAJJ L E 77,
) *YrI—YU H—bkoxzA4 T RRLAEATILET,

[FIHA (Agreement) | ¥ 7T, =2 Ra2—H JF (kA (EULA) %A T, RELET,
[OK] 227 Vw27 LT, REXAT IRy AL ET,
[fR7F (Save) |27 U w7 LET,

Vy—UE, BELEY 7 b aT A=V arEFyrn— KL, TV =gy A AHS
VAT = RNANT O TRELEEHA VAT oA AREE T v 2T HI LT, BT A
AEBALET, [MWET/NM1 R (Logical Devices) | X—T T, HLWGET NA ZADAT —
A AEMER L ET, WmELT A AD[AT—H A (Status) ]2 [A > T4 > (Online) | &FoR
SNTWALIGA, RVDI TAZ Uy —2 BT 50, Y% —3NITRAZY 7 TT 7Y
r—=varDy I AOREXFGTEET, ZO7rtA0—RELT, [EX2UT4E
U a—LBIRE L TWER A (Security module not responding) ] E VD AT —H ANFIRIN
LZENRHVET, TOAT—FAFTEFETHY . —FRFAYRRETT,

#ET 12 |}
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AT T12

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|P| B
Status
l(“._'.‘)ﬂnlinvs: @#t (A5

V=V TAX Y TR, VT AFIIRD Yy —vEBMLET,

a)

b)

<)

d)

2)

A D ¢ — D Firepower Chassis Manager C, A7 L® [XEDE T~ (Show Configuration) ]
TAarz7 )y 7 LT, RARENDI TAIREX AL —LET,
WD ¥ — 3D Firepower Chassis Manager (282t L. = O FNEIZHE - T T A A %58
muEd,
[(ME72EeE (Iwantto:) > [BEFD Y 7 A X ~DZ (Join an Existing Cluster) | % 38R L
3w
[OK]1 &7 VU v 7 L&,
[7 7 A% EAMD 2 v — (Copy Cluster Details) [ > 7 A2, IO ¥ —v DY T AHE
EEAEV AT, [OK] 227 U v 7 LET,
B RDOTASA AT Ak )y 7 LET, 7T AZERITKEITFERNTATFART
T, ROBREIFELT DHENDHY £,

s[>¥—>ID (ChassisID) ]: —BED¥v—¥IDEASLET,

«SitelD: ¥ MHZ FAZV 7 DGE, ZOvy—vO¥ A D (1~8) AN
LET, 742 20ou—=R)EB—var, ¥4 bOILEMN 77 AXFT7n—%E)
T4 TR EONLEMNERENEZR ESED272000 A N7 TAX OB AR~ A4 X
I%. Firepower Management Center flexconfig #$E % i L 7235 OAKETE T,

[T A% F— (ClusterKey) |: (FANZATISNTWARY) RILZ 72K F—% A
HLET,

« (EHLIP (ManagementIP) |: KTV a— LOEHT KL A%Z, D7 T AHF A /3—
CFRICRY NU—7 BICHFEET DA —EDIP T RLRALARD L HICEFLET,
[OK] %227 U v 7 LET,
[fR1F (Save) 127 Vw7 LET,

Ty —UE FBELIEY I N T A=V g R Ay ra— KL, T =Ygy Ay
AR AT = hNA N T TRELEHA A —T 2 A AREE v 25 LT, &
BTN AEBEANLET, K7 TAX A N—0 [#@m#T 31 A (Logical Devices) ] 3—

B #ETsqr
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VT, LW T AN, ZADAT —H AZ MR LET, 57 T AZ A N—DOFHT A
AD[AT—H A (Status) ]2 [F> T4 (Online) | EFRrEnizb, 7V r— 3
VT T A DHFRELRRMTEET, 2OTntv20—BELT, [EFXa2 )T 4E 2—
ABIEELTWERA (Securitymodulenotresponding) ] & WD AT —X ABRKRIIND Z
ERHVET, TORAT—HXRAFEETHY, —FFHRIRETT,

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

ralAlNE
Status
l(“._'.‘)ﬂnlinvs: &0 ## (A5

ATy T13 EFHEHIP 7 KL A& H LT, Firepower Management Center (Zfil| == F 2B L 9,

TR_RCHY 7 AH = kX, Firepower Management Center (B9 2 RijiZ. FXOS TIEH 72
XD TAZRNIZFELTWALERH Y 77,

Firepower Management Center 237 — % == k& HEIICHH L £7,

HDISRRAA=w FDIEM

WD 7 ZAZNDOFTID Y 7 AZ 2=y NBIEITZH L ET, FXOSIZH LW T A%
o=y h&BINT % & Firepower Management Center (Z L VY == F2SHBIIZIBMSNLE T,

N

GE) Zo7ayr—VUxIZBIAFXOSOFEIL, FrLnry—TOBMOAZEAINET, 77
AL T TITA T 2 > T D Firepower 9300 IZH LWEY 2 — L& BT 5546, £
Va— /VIZEEMISEMSVET,

4r&O HREIIC

« B EHZ DY AL, Firepower Management Center 725 7 7 A% .= s ZHIERT % 4
ERHVET, Frivva=y MIEEH#Z 5 L&, Firepower Management Center FDH L1
THNAREBIRINET,

RET/NA R
|
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. SR8y +DiEM

ATvI1
ATvT2
ATv7T3
ATvT74
ATvT5

ATvT6

ATy 17

ATvT8

A UB—T oA ADERTEX. FLO ¥ —L TOREELF L THLILENH Y £3, FXOS
VY —VBREET I AR IFBIUOA UAR—F L, 2O RERBICTAHIENTE
i‘é—o

FIE

BETF D 7 Z A & % — 3 Firepower Chassis Manager C., [Logical Devices] % #4R L C [Logical

Devices] X— & & 9,

A Lo [REDF R (Show Configuration) | 71 2> %7 Vw7 L, BREINDHT T ALERE
Favr—LET,

#r L % — O Firepower Chassis Manager (Z#&c L C, [1BA1 (Add) 1>[2 5 X% (Clugter) ]
Vv LET,

[7 /34 24 (Device Name) JIZimBRT /A ZAD4HTEZ AT LET,

[OK] %27 Vv 27 LET,

[ T A& FAMDa e — (Copy Cluster Details) ] AR > 7 22, EAIDT v — DT T AL HIE
ZREO AT, [OK] 227 U w7 LET,

BETROTNA AT A3z )y 27 LET, 77 ZZERIZKETFINCADFE TS

B, WOREFERST HLENH Y £77,

*[~¥—ID (ChassisID) ]: —EDOT¥—vIDEANLET,

«SitelD : YA N Z TAZ VL TOHE, 2Oy —v DY A FID (1~8) #ZANHLE
9, Z OFREIL. Firepower Management Center FlexConfig F§AE & i H L 72855512 O Ak
ATRE T,

o[/ T A% X— (ClusterKey) |: (FRHZADINTWRW) RILZ T7AX F—%2 AL
i‘j‘o

« [EE IP (ManagementIP) |: FEV 2 —/LOEHT RL A% DI T AKX A —L
MRy hU—7 RICHFET 2 —BOIP T RLALRDEHICERLET,

[OK1 %227 U v o LET,

[PR1F (Save) 1227 U w7 LET,

Vry—UE, BELEY 7 by =T A=V arEFyra— KL, TS S—va A A
VARLT = FA NI TRERELEEA VAT A AREE T v 2T DI LT, wmET A
AEEANLET, K7 TAX AL NR—0 [fmET /31 A (Logical Devices) ] X—YT, #H LW
LT NA ADAT —H AR LET, KT TAXAUN—DGET A AD [AT —H A
(Status) 112 [A T A > (Online) | &ERRINTZH, TFV 5 —2a 0TI ITAZDRER
B CEET, Z07rEBRAO—RELT, [EX2 VT 4 EV2a—ARRELTVEEA
(Security module notresponding) ] &WV\H) AT —H ANRKRINHZENHVET, ZORAT—
A AFEFTHY . —Rr7RETT,

B #ETsqr
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System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

& |Fe || O
Status
@unline &0 ## Ol

=JL =
Radware DefensePro Mz E
Cisco Firepower 4100/9300 ¥ — /&, H—7 L — RTHEHEOYV—ER (Z7 A4 T 74—/,
P—=KRX=F 4 DDDoS 77V r— gz d) #hR—FT&FET, INHOT TV r—
varEh—vREFE, V7 ENT, V=R F=—UEEKLET,

Radware DefensePro [ZDULVT

BEY—EZ2ENTVWHLIY—ER Fz—r a7 4 FXal— g Tld, — =57 o8l
@ Radware DefensePro A8 75 » N 74— L% ASA 7 7 A4 7 U +—/LOFHii, F 7L Firepower
Threat Defense D T/ CHAT9 5 & 5121 > A h—/LC& £9°, Radware DefensePro [%, Firepower
4100/9300 > ¥ — NI B Y — B 2 5% (DDoS) D & fEFIHERE 2 f2 it~ 5 KVM ~<— %
ORAETZ v N7 4 — LT, Firepowerd100/9300 > v — CH—E R F = — U DEMT/D
L XY NT—=I 6D NT 7 4 v 71X FEE/R ASA F 7213 Firepower Threat Defense 7 7 A 7
U 4 —/WIZE#ET S RiIIC DefensePro AR 77 v b 7 4 — A& @R T HZMLENH Y 7,

A\

GE) » Radware DefensePro {4877 ~ b 7 #— 20X, RadwarevDP ({iifH DefensePro) . F7zixv
VTVAZVDP EREEND Z ERH D F9,

e Radware DefensePro K877 v b 7+ — 2L, Vo7 FTal—Z LI :8H0 F
‘3‘0

WET/ A 2
|



HETNAZ |
. Radware DefensePro (BT &t

Radware DefensePro M RijIZ 514

Radware DefensePro % Firepower 4100/9300 3 ¥ — I IZE AT A HIIZ, etc/lUTC # A LY —2 T
NTP H— 3% 9% & 5 |Z Firepower4100/9300 * ¥ — > Z 4Rk 9~ 5 3 &V £ 3, Firepower
4100/9300 > ¥ — D AAfF ERFZI DR E DFEAZONWTIEL, HIFOREEZZHR L T ZE VY,

Y—EXFI—2DHA KSA4 Y

ETIL

» ASA : Radware DefensePro (vDP) 7’7 v h 7 —Aid, IROET /LD ASA THHR—F &
nNTHET,

* Firepower 9300
* Firepower 4110
* Firepower 4115
* Firepower 4120
* Firepower 4125
* Firepower 4140
* Firepower 4145

* Firepower 4150

» Firepower Threat Defense : Radware DefensePro 77 » k7 4 — A%, IROE T /LD Firepower
Threat Defense THAR— F S TWET,

* Firepower 9300

* Firepower 4110 : G 7 N\A A LRRFICT 2 L— X BB AT HLERNH Y £9, T
A RZT TITRELT N ANRREINIZHZT, 7aLb—F 54 A M—VT5HZ LT
T&EHA,

* Firepower 4112
* Firepower 4115

* Firepower 4120 : fRElT NA X LRIFFICT 2 L— 4 2 EATHILERHY 5, T
A RZT TICERET A ADRESINTHE T, TaALb—FE2A A=A THZ LF
TEEHA,

* Firepower 4125
* Firepower 4140
* Firepower 4145
* Firepower 4150

B #ETsqr
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| #BF AR

AB Y

Y

AR R7OVDHIET /A X TO Radware DefensePro D% E .

ZOMDHA FS4 >

=R Fz—F, VYV TAZ 2T 4 F 2= g TR AR—FENT
WEH A, 7272 L. RadwareDefensePro (vDP) 77 U/ — g id, ¥ —T NI T RAHZ
FVADAZ R Ty a7 4 Fab— g SCEATEET,

K7 0> DimET /1 X TO Radware DefensePro 0% &

A K RT 1 ASA F 721X Firepower Threat Defense 7 @7/\4’ ADHNZH HH—DH—E R
= —|Z Radware DefensePro % 1 > A h— /L3 % (21%, RO FIEIZHENF T,

GE)

ATy 1

ATvT2

VDP 77V r—a VEFREL, ZOFIHOKRE CERZEET H &, mblT /31 X (ASA
F721XFTD) NHE#HLFT,

Firepower 4120 £7213 4140 X =2 V7 ¢ 7774 7 > X |- T ASA DH{IZ Radware vDP % A1 >/
A RN—=FT B85, FXOSCLI Z A LT a L —2#E AT 24N H Y £9, Radware
DefensePro %, Firepower 4100 7 /31 A _ET ASA DFIICHHYP—E R F=— 2 VA F—
VU TCRRET 5 HIEDFEM72 CLI FNEIZ DWW TIX,  [FXOS CLI Configuration Guidel] % 2 L
TLTEENY,

188 BRI

* vDP A A — % Ciscocom /B X 7 11— R LT (CiscocomMBHDA A=V DX T a—
KEZM) | ZDA A — % Firepower4100/9300 > v — 427 v 72— KL £ 7 (Firepower
X2 VT4 TITIAT VANDA A=V DT v 7 a— KE5MH) |

» Radware DefensePro 7 7'V r—> a3 Uid, Uy —YWNI TRAXDAH L KT 1 AR CE
ATEZET, ¥y —I NI TAZY U TIZO0WTHE, v —Y WY 7 A X D Radware
DefensePro DX E (72 X—) ZHZH L T &V,

FIE

vDP THIDEHA =T = A AZMERT 25T, WA v F =T = A ZOBRIEITHE > TA
VHE—=T 2 AEFNIL, FOEA T Emgmt ITRELTLESWY, HBHWE, 77U r—
A ERA =T 2 A AEHFTEET,

[FaBLT /31 2 (Logical Devices) | Zi&{R L T, [T /31 A (Logical Devices) ]~— %5
TET,

[FRELT /A 2 (Logical Devices) | ~—IZ, V¥ —VICRES N TV DmBLT A 2D U A
MAERENET, BT AL ADRREENTWARWEART., Zhxd %DT%))‘ vlE—URE
AINET,

LESACES
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HETNAZ |

. v —L RS S5 X452 D Radware DefensePro MDE%E

ATvT3

ATv74

ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710
ATvIN
ATvT12

A K K7 v ASA F 7213 Firepower Threat Defense #EET /XA A ZER L ET (RHX 2 KT

T ASA DENI (26 ~2—30) F72IIFMC I A Z > K7 12 Firepower Threat Defense 1B/l
(29 ~—2) #ZH) .

[Decorators] i3k T, [vDP] Z & L 9", [Radware: Virtual DefensePro - #% & (Radware: Virtual

DefensePro - Configuration) |V« > RUMNERINET, [—fXIHFH (General Information) | #

TT, ROT 4 — )V REFRELET,

Firepower 4100/9300 > v — 3/ IZfEED vDP N—T a > %7 v 7a— KL TWALER, [/ —

Yar (Version) | Ry 7 XN liHT A=V a U aE@RIRLET,

UV — AHERK AT HE 7R Radware DefensePro 7 7'V 77— 3 U3 53534513, [Resource Profile] N

By FETDFIC, PR—-FENTNWDY Y =2 T a7y, LDY A RERENET, T

NARZENDETHY) Y =2 T T 7 A VEBRLTSEZSN, VY= Fn7 7 A )L &k

WLUARWEE, T 74V FOREDMEH SN E T,

[Management Interface] K22 v 747 T, ZOFEOAT v 71 TERLIZEHRA X —T7 =

A X Z TR L £,

T 74N ED [T RLVA XA (Address Type) ] ([IPv4 DA (IPv4 only) ]. [IPv6 D F (IPv6

only) . F721 [IPv4 B LN IPv6 (IPv4 and IPv6) ]) Z IR L 97,

BID AT v P TRRINLIZ[7 KL A ¥ A7 (Address Type) JIZHADWTIKD T 4 —/V RERE

LET,

a) [&ELIP (ManagementIP) |7 4 —/L RiZIZ, @ —H/VIP T RLAZRELET,

b) IPv4 DA (IPvdonly) :[Fv RT—7 =wRX7 (NetworkMask) | AL FET,

IPv6 D (IPv6only) :[7 V7 4 v 7 AFK (Prefix Length) ] # AL E T,
) *YrI—YU =k T RRLAEATILET,
TNARZEHYETHET =X K= OMICHHT = IRy I A% 7 Vw7 LET,
[OK] %7 Vw7 LET,
[fR7F (Save) |27 U w7 LET,

Firepower eXtensible Operating System (%, f§E L7/ 7 Ny =7 N—Va v &2Xyra— KL,
BELILEX 2 T4 EVa—MIT— AN Ty T a7 F¥alb—ra LEERA 2 —
T2 AREET v aThHI LT, T A AZEANLET,

RDERY

DefensePro 7 7 U 77— 2 VO/NATV— RERELET, "AV—RERETHETIE, 77
Vir—2a i3t b0 EIZEBE LT IEEN, GOV CiL, cisco.com
WZHE & TV % [Radware DefensePro DDoS Mitigation User Guide] # &/ LT 72 &0,

> ¥ — NP 5 X2 D Radware DefensePro D% E

Radware DefensePro 4 A — % A > A h—/L LT ASA ¥ 721X Firepower Threat Defense ¥ ¥ — 3
N2 T AZDRNI—E A F == E2RET HITE, ROFIRIZHENET,

B #ETsqr
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\}

v — A5 S5 X4 D Radware DefensePro D% E .

G¥)

&M

ATy T2

ATvT3

ATv74

ATy Th

ATvT6
ATy T1
ATvT8
ATvT9

ATy 710

P—bEZ2 Fz—F, V¥—YRNITAE a7 4 Fal—a TP R— S TWE
A, 7272 L. RadwareDefensePro 7 7' U r—> 3 id, Vv —Y NI TAHX FUADAHF
YRTmy ar 4 Xal—3i g IEATEET,

1R BHEIIZ
¢ VDP A A — % Ciscocom B X 71— LT (CiscocomMBDA A=V DX 11—

R&&H) | ZDA A — % Firepower4100/9300 & ¥ — 27 v 71— R L £ 7 (Firepower
X2 VT A TTIATVANDA A=V DT v 7 u— KB HR)

FIE

VDP THIDEHEA 2 —T7 = A AT 25613, WA v 2 —T7 = A4 ADOREINE>TA
VH =T 2 A RAEFIHNCL, TDOXA TR mgmt 12725 L IICHEL TSN, £H Lan
G, 77V r—va VERA V=T oA ARFTEET,

ASA F 721 Firepower Threat Defense > ¥ — W27 7 A X Z# 3% E LET (ASA 7 7 A X OIEK
(48 ~X—72’) F7-IIFirepower Threat Defense 7 7 A % DIERL (56 ~—) ZHH)

U —TWNT TAZEERET D FIAOE% T [RT (Save) 127V v 73T HHEIC, ATDA
TSN TI TAZIZVDP T2 L —X ZBIMLTCEBLENHY £7°,

[7 =L —% (Decorators) ] fEik T, [vDP] Zi®{ L 9, [Radware: Virtual DefensePro - 5% iE
(Radware: Virtual DefensePro - Configuration) | %4 7 R 7R v 7 ARE RS NET, [—IEHR
(General Information) | % 7 C, RO 7 4 — /L REHRELET,

Firepower 4100/9300 ¥ % — 3 I[ZHEHD vDP N—V a v &7 v 7 ua— R LIgAR, HEHT S

VDP "= g U % [/3—=V a3y (Version) | Ry 7 X0 o CEIRL £,

U v — A## % Radware DefensePro 7 7'V 77— a U RH LG5, [V Y —A Ta 77 AL
(Resource Profile) | Ry 77X T DFIZ, HAR—hFENTWHY Y= 707710

ARNNFERINET, TXARZEHVYTHY V=R TaT7 7 A VEFRLTIESN, Y

V=A T 7y ANERRLRWNGE. 774V POREMER S ET,

[[EFHA > ¥ —7 = A A (ManagementInterface) | K v FX U U TEHEA VX —T = A %R

WLUET,

VDPT a L —R(ZHIV Y THET —F K= ORI H LT =y /Ry 7 A% 7 ) v 7 LET,

[f v % —7 = A A1 (Interface Information) ] ¥ 7% 27 U v 27 LE£7,

T2 [7 LA Z A7 (Address Type) ] ([IPv4 D7 (IPv4 only) ]. [IPv6 D (IPv6

only) 1. E£721 [IPv4 B LV IPv6 (IPv4 and IPv6) ]) ZIEIR L £,

HEX2VT A EV2— LT, ROT 4=V FERELET, RRINDT 4 —/L R, #iD

AT v TN LIZ [7 RV A X4 (Address Type) 12XV E7ey 9,

a) [EHLIP (ManagementIP) | 7 4 —/L NIZIZ, 2—H /W IP 7 RLAZRELET,

b) IPv4 O (IPvdonly) :[F> hU—2 A2 (NetworkMask) ] # AJJLET,

#ET 12 |}
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HEF AR

B uopce K— F >+ — T & vDP Web —E 2 DAL

ATvIN
ATvT12

ATvT13

ATy 714

UDP/TCP 7R—

IPv6 7 (IPv6only) : [V 7 1 v 7 AL (Prefix Length) | % AJJLE T,
) *YNI—=YU F—bkoxA T RLVAEANLET,
[OK] %7 Vw27 LET,
[fR7F (Save) |27 U w7 LET,
Firepower eXtensible Operating System (X, f8E L7V 7 bV =27 N—=Va &2 X 7 m— L,

BELIEEX 2T 4V a— LT — ATy a7 4 X2l — g CEH A F—
T2 A AREE T v aTHI LT, BT A AZEALET,

[F@EET /3o A (Logical Devices) ] &I L T, [fmET /31 A (Logical Devices) | ~X— % B
ET,

RESNIREET S ADV A 2 A7 v —)L L TCVvDPOT ) 2F /R LF9, [Management
IP] N RENTWDEMEEHER L ET,

« [CLUSTER-ROLE] %% ® DefensePro 1 > A X > A% Tunknown] & FR &N 58541%
vDP 7 5 A X ODVERkE5E T 572812, DefensePro 7 7V r— g &% AN L’C‘Fﬁ”ﬁﬂl
=y hDOIPT RLVAEFRETDHILENLY £,

[CLUSTER-ROLE] FEF D DefensePro A > A X AN Tprimary] F721% secondary] & 3%
RENDHEE, TV r—va i3t o4 0T, 77 A {EERTWET,

RDBERY

DefensePro 7 7' 77— 2 Y O/NATV— REZRELET, "AUV—RERETHETIL, 77
Vor—a A3F 74 R0 2 EIEBE LTS, FMIZ- OV TIEL, cisco.com
WICHE & TV 5 [Radware DefensePro DDoS Mitigation User Guidel] % & L T 72 &0,

kDA —T > & vDPWeb H—E XD E®E

Radware APSolute Vision Manager f > % — 7 = A AlL, X F X E/2 UDP/TCP R— hZEH LT
Radware vVDP O 7 7V r—> a2 o Ei@fELE T, vDP O 7 7 U r—/ 2 > 7% APSolute Vision
Manager L IH(ET 572D, ZRHEDR— BT 7 BAARETHY 77 AT U+ — ML ST
TRy INBRNWI EERERLET, AT T DREDR— R DOFEMIZ OV TIL, APSolute
Vision = —H% A ROWRDEEZSHRL T 230,

* Portsfor APSolute Vision Server-WBM Communication and Operating System

« Communication Portsfor APSolute Vision Server with Radwar e Devices

Radware APSolute Vision T FXOS > v — Y NIZELE X5 Virtual DefensePro 7 7'V 77— 3
ZEHT 572012, FXOS CLI Zf£f L C vDP Web —E 2R &2 H T HHLENH Y £9°,

FIE

XATF9wF1 FXOSCLI 2o, vVDP DT XU r—ra s A UV AH VA THER LET,

B #ETsqr



| #EFNAR
nswet7s 51— 300%% |

connect module slot console
connect vdp

ATw T2 vDP Web ' —E 2% H4bL L £,
manage secure-web status set enable

ATV T3 VDP T U r—arparyy—nA% T LTFXOS EY2— /L CLIICREY £,
Ctrl ]

TISHESIE7 VL5 L—2 3 VDERE

WD NE 7 TIETLSK; b7 787 L—va > M LE9, F£72. Firepower Management
Center 2/ LT, ZOMREZANZT D2HERCAT —F ALFRT D2 HEICOVTHP L £
D

About TLS BES{E7 V€S L—>3 >

Firepower 4100/9300 {& Transport Layer Security 5 5{b7 725 L —3 3 2R —F L TWE
9, Z AU, Transport Layer Security/Secure Sockets Layer (TLS/SSL) DAk &1 5k % ~—
Ry =7 TEITTHHDOT, ZHUCKVROEmHEIZFZTLET,

« TLS/SSL K 5{b3 L TME 54t

« VPN (TLS/SSL ¥ X U IPsec #&e)
TLSHEEALT 78T L —> g 3R AT A TA L AZ L ATHEMICENC Y | 2T %
TLIITEERA, TLSHEEALT 7€ L —a v i3t Xa U Tr 4o D /EVa— LTk
KR I6FTD 2T F A LV AFZ LV ATHMNITHZ L TEET,

TISHEES 77 t5L—avVICB35H4 FoA4 EHIREIE

FID TTLSKFEALT 7T L—a v AN > TWAEEAIE, ROBICEELTLEE
Uy,
IVOUBESA VARG Y

AR gy DU N R AR T AL O ICREENTWT, A VAR g
CUNFHETERLESGAIL. VU RHEEINADETTILS/SSL N7 7 4 v 7 iE R v
TENFET,

Z OE)EIX FTD configure snort preserve-connection {enable | disable} =~ > FiZ X > THilf =
nET,

RET/NA R
|



wETNIZ |
B rsesrre50—vavicle 44 KSq UL HBSBE

HTTP DHDINT A —<T R

N7 4 7B EELRWFID 2T AV AZ A TILSKEELT 78T L —3 30 2ff
HT&sE, RIF—~ L RIEBLEE2 2 NRHVET, TLS/SSL h T 7 4 v 7 BEET S
FID 2o FF A VAR LA TTLSBEALT 785 L —> gy OBRBEMNITERZ 2B L
ij‘o

Federal Information Processing Standards (FIPS)

TLSKF LT 7 & T L—1 3 o L FEHRAAEIERE (FIPS) NG & b HENT /> TV D56
I, RDOA T 3 OGN L £,

o YA 732048 /XA bRl D RSA F—

* Rivest i 4 (RC4)

« T — X WS LR (B DES)

« Merkle-Damgard 5 (MDS5)

* SSL v3
X a7 ¢ REMERTE— N TEIET 5 X 9 |2 Firepower Management Center & FTD %X &9
L& FIPS AN/ Y £, ZOF—RFRTEEL TW5D & EITHR AT T 5121%. FID

ATFA AL A TTILS G LT 78T L—vay 2T 5, X0 eFaT 704
TrarERMATLOEOICWeb 7T U ERELET

FEANZOWTIR, EZRL T &0,

AT ITTATIT,

=A% HA) &E95R4)VT

ERHME (HA) £72137 92 Z2{bENT7- FID 3 554 1%. FID Z &I TLS 5k 7 7 &
FZL—ary EEDNCTELERHYET, 1 DOT A ADTLSHEB{LT 727 1L — 3
VRERRIE. HAXT 7720137 SR OMOT A 2 LT3 EF I EF A,

TLIS/\—FrE—F

—HRDOT 7V r—3 3 U TliE, RFC6520 TEF I 4L TV 5 Transport Layer Security (TLS) 35 K&
" Datagram Transport Layer Security (DTLS) ~'v& h=2/uiZxf LT, TLS»— hE— | =2/ 25
vrvaryPMERSNET, TLS— FE— MI, BRRETEADTHD 2 L 2R T 2 HiEx
BEELES, 7747 MERIV—DBRESNTAS MUOT —F HEEFE L, IWEEZIKT
EOITHFIZERLE T, TP L2613, b7 — 2Nk E S ET,

TLSH 5T 72T L—ya v BERICR > TS FMC IZ L - TEBE STV 5 FTID 28,
TLS "—bhbE—h =7 AT v a2l T 2537y bR L7csEa, SSLAY =0
[Undecryptable Actions] C [Decryption Errors] ® FMC % /& CHRE SNT=T 7 v a v #FITL
D

« 717 (Block)

B #ETsqr
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NSES7 €5 L—>avicBle a4 51 v espsm

e Uty hLT7r 7 (Block with reset)

TV —va B TLS "— heE— hEEH L TWAENE S a3 512iE, [ Firepower
Management Center #5714 KJ O TLS/SSL hT7 7Ny a—TF 4 U7 N— L OEEZZHL TL
720,

TLS KB LT 7T L —2a L WFID VT F A VAKX A TENI > T DEEE1E.
FMC O %> U —275587R U — (NAP) @ [Max Heartbeat Length] 7% &9 5 &, TLS /N—
hE— OB FFIEAZRETEET,

TLS /~— k B — F OFEMIZ DWW i, [ Firepower Management Center /5% % 1 K ] @ TLS/SSL
NGTNY a—F 4 T N—ADEZBRLTLLIEEN,
TLS/SSLA—/A—HTRH 1y T3y

TLYSSLA—_—HT 227 U752 &I, FIDATLS/SSL F 5 7 4 v 712 X AR/ -
TWAIREETY, FTID T TLS/SSL A—"—H T 27V 7> g U RETARREENRH Y £
N, TLSKEbT 78T L — a3y P AR— 42 FID TOARUFFIEZRETE T,

TLS K5 LT 72T L—ya v BEZICR > TV D FMCIZ L o> THEHL IS FTD 34—/ —
VTR TA T SNIHE, FIDICE > TRIESND AT v bOFNE, SSLAKRY & —d
[Undecryptable Actions] {Z & % [Handshake Errors] D2 EIZHEVFE T,

T 7 ANNT I a &K T % (Inherit default action)

* Do not decrypt

« 71w (Block)

« Uty hLTT7rm v (Block with reset)
SSLARY v —D [HBALARR DT 27 3 a > (Undecryptable Actions) | D [N R¥=A 7 =T —

(Handshake Errors) ] D% EDS [175 L 72\ (Do Not decrypt) | T, BhEfTIT N7 7 A

Ay b=V R) =BT T 4 v ERETLHEIICRESNTWDIHREE, A A
YarMribhEd, BRI T EE A,
KEDA—N—=BT 27V T a UPERELTHDLEEIE, ROFTva B £,

* TLS/SSL DMFRE /)N E W FTDIZT v 77 L— R LT,

«SSL ARV v—%EHE LT, HEOELIEN EL 2 8T 7 4 v 7 HIZ [Do Not Decrypt]

=V EBMLET,

TLS A — =BT 27 ) 7L a OFFEMIZOWTIL, [ Firepower Management Center 1% 4 A
K DTLS/SSL b T TNy a—TF 4 v T NM—LDEEZSBRL TIIEEN,

Ny ITBEIVAVFA 2y TORERFYR—FShTOERA,

TLS BB kT 7T L— g DA > TWAEE. TLS/SSL h T 7 4 v 713y 7
FRFA Y TA L E Y THREDA L E—T oA ATIHEBRTEXERTA,

#ET 12 |}



HEF AR

B -7 oz r0nsEBE7 €5 L—2 3 v oEMIE

AVTTFAVAREZVADTISEBESIE7T VS L—2 3 > OFEMIE

FMC fl A % > K7 1 . Firepower Threat Defense D181 (29 ~—7) T#HB I TWAH LD
(2 G R AERAT DL, TLSHEE(LT 78T L—a v BABRICHEICRY
ij‘o

TLS B EALT 78T L —2a v T R_RTCDRAT 4 TA VAL ATHNIRY , T35
ZlixTEEYA,

TISEE79€5L—2Ya3 > ODRAT—RADRTE

ATvT1
ATvT2
ATvT3
ATvT4

ORI T, TLSH BT 785 L— a UBENTR > TWANE S D& iR+ 55
HEIZHOWTRHBHLET,

Firepower Management Center CIRD X A7 & FAT L £,

FIE

Firepower Management Center (22 271 > L £ 7,

[T/84 X (Devices) |>[T/\/ REHE (DeviceManagement) | #7 U v 7 LET,

7V w7 LT, HEHART A AZmELET,

[T /34 A (Device) |"X—Y %7 Vw7 LET, TLSK LT 7T L —T a3y AT —H AN
[&f% (General) &7 v a VTR RINET,

MET/NAADEHE

TN AEYIBELTEY . ASA B RT U ART LY N E— RIZEH LD, f ¥ —T =
AR T4 X2 —arEBELEY, TOMDI AT ZBEFEDORBT A ATHEITT D
ZENTEET,

TI)5r— 3000y —)LADER

&M

WOFEINBIZ > TCT TV r—rarparyy — R LET,

FIE

=Y =V EEE £ T2 Telnet #8652 LT, £ 2 —/L CLIICHS L £7,

connect module slot_number {console | telnet}

BEOEX2 T 4 EVa—NVEYFR—FLRWT A, ADEX 2T 4 = VI RT
Z1ZiX, dot_number & LCL1ZEHLET,

B #ETsqr
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ATvT2

ATvT3

ATv74

7Ir—varoavy—n~nis |

Telnet H#5t & 9 250, Y 2 — VICRBHIEEO® v v 3 U 2RIE T, SEodEN
WL B2 & T,

1 -

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

TV r—varoaryy—nMIERLET, TS A0@Ya~wr REANLET,
connect asa name
connect ftd name

connect vdp name
A VAL AR FRT DT, AR TICavr FE AN LET,
i

Firepower-modulel> connect asa asal

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

1 -

Firepower-modulel> connect ftd ftdl

Connecting to ftd(ftd-native) console... enter exit to return to bootCLI
[...]

>

TV —vay aryy— v &E#E T LTFX0S €Y 22—/ /L CLLICBEI L £,

« ASA : Ctrl-a,d E AL ET,
+FID : lexit] EASNLFET,
«vDP : Ctrl-],. £ AT

FXOS CLI D A —7UNA H LR Y £,
aVY—ILERTLED,
a) ~&AT]
Telnet 7 7" U 7r— 3 AW 0 b £4,
b) Telnet 77V r—a U aETT AT, WEASILET,

#ET 12 |}




B s 1 zour

mIET

ATy I

ATy T2
ATvT3
ATvT4

W . e Rl

HEF AR

telnet>quit

Telnet 2y a &8 TLET,
a) Ctrl-],. & AR

il

KT, BEF 2V T 4 EVa—/L 1D ASAITHR L TH 5B, FXOS CLI DA —/3/3A
LVMICR DB LR

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#

1 ZAD B

FIE

[Fm#R7 /314 A (Logical Devices) ] &R LT, [F#7 /31 A (Logical Devices) ]~<— %[
TET,

[F@E7 /N1 A (Logical Devices) | X—UIZ, ¥ —VICHESN TV DLMELT SA 2D Y R
ERFRRINET, T AA ARRE SN TORWEAIT, ThEENT 2 A vE—Un R
POICEREINET,

HIERT 23w EET A 20D [l (Delete) 122 Y v 7 LET,

[ (Yes) 1227V 27 LT, ZOmEET A AZHIBRTHZ L 2B LET,

[T (Yes) 1227V v 27 LT, 2OT 7V r—va UREZHIRT 22 L 2R LET,

v ~DHEIR

ZITIE, 2=y bR TREN LRI, EITKERICHIBRT D A OV TR L £
ED

B #ETsqr
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s52481=v totik [

— BB 72 HIBR

Tz, N—RU =T EERy NV DEENFRKNT, 77 AFa=y MIZ T AHZI)N
SHBIICHIBRS N E T, ZOHIBRIT, RMEMEESNLETORNRLDTHDLD, 7
FALIIHEBMTEET, £lo, FEITI/ I7AZ Y 72BN TH LB TEET,

TSA AWBHED T AZNIZHHDE D a3 HIZ1E, Firepower Chassis Manager @ [Logical
Devices] X— T, DY TAH AT —H AR LET,

& |F||l B
Management Port Status
Ethernetl/4 @ online & ## (55
Attributes
Cluster Operational Status : not-in-cluster
FIREPOWER-MGMT-IP :10.89.5.20
CLUSTER-ROLE L none
CLUSTER-IP $127.21
MGMT-URL : https://10.89.56.35/
uuID : Bed59170-451d-11e9-8475-f22f06c32630

FMC % L7 FID TiX, FMC T34 A U A MNIT NS RA&FKEL, JTAX ) VT HE
B LTI T X COERELZHBA T2 L0 ICT 246 R’HY £,

T TV —=varyTOrIARZY DB T =y a CLIEEALTY 7 A
B T RGNS Z LN TE £, cluster removeunitname =~ KZ A LT, &
TALTWAa=y NUANADTRTO2=y NEHIRLEST, 77— FA T v a
T4F¥alb—vaFEESNT, flifla=y P oRBICEH SNy T ¥ L—
arbFOEETHLIDT, T4 FXal—valrEBRbFIBTEDI=y N2 FH
FEEmcE£d, flflz=y F2HIRTH-DICT—Fa=y b TZDavwr REANL
THEE, L=y P REINET,

TNAANFET VT 4 TWIbE, TRTCOT—H A H—T 2 ARy v hE TS
nNET, FHEHA LY —T oA ADBN T T 4 v I BEZETEET, NT T4
T7u—%BHTHIE. FTREZV T EREANCLES, FEA X —T oA AL,
ZDa=y "INT—=FANT v TRENPDLZITBMASTZIP 7 KU AZMH L THl &t & B
fipfRpE L 70 F£9, L, Ve—FLChba=y MBI IRAXNTELT V7T 47 Tl
WA, BEHA VX —T o AT FT,

7 TARY T EHEAMIT DX, ASA T cluster group name # A7) L T/ 5 enable
ZANNHLET, 772X 7 2HEANTT 521X, FTD T cluster enable Z A/ L %
j—o

TV r—vay A AL ADEL « Firepower Chassis Manager @ [Logical Devices]
N=UTRSAEF, A (FD) 27V v7LE+, R544, £ (D) ziA
LTHTHEAMICT 2 ZLNTEET,

X2 VT 42— /=T DY v M & 7 Firepower Chassis Manager O [ % =
VT 42—/ (Security Module/Engine) ] ~X—C, BRA 77/ a2% 70
Uy LET,

#ET 12 |}



wETFTAIZ |
B o= s rcBEftshTOELT TUr—Y a0 £ V8 U ROBIR

s ¥ —YDT % v XU Firepower Chassis Manager @ [#£% (Overview) | ~— T,
XY NEOUTAAVEI Y v LET,

ST HIRR

WDOFEEFEH LT, 7 T7AF AU NEZERIIHIRTEET,

FMC i L7 FID %A, v —V T TAX Y V7R L2tk T2= v k% FMC
TNAA YA RPBHIBRL TSN,

o SWERT SN A A DHIER : Firepower Chassis Manager @ [Logical Devices] X—C, %7 U v
JLET, D%, AZ U RTBYOFmMET ANA ZARLH LW FAZZREA LY, FUT
TR LV T N, A Z BNl 52 b TEET,

e —EANLDT Y —TELITEF 2V T 4 BTV 2= VORI P EANLT N, A%
HIBRT 256813, KBAN—RFRU =T 27 FAXOHFLNA L AN—L L TEMTEET,

WET N REERTONTWGEWT TN r—23 MV RE VR
D EIFR

RERT S RZHIRT 5 &, TOMIT AL ZADT T U r—a VRELHIRT B0 5 i
FhbohEd, 77V r—2a VEREZHIRLREWESE, ZOT7 7V r—var A AX A
DHIBRSNADET, BT 7V r—ra L CGREET A AZERTHZ LT TEFEH
ho BX 2V T LY 2— WU DUNRET N, A LT TIZBEEMT STV 0nEATT,
TV r—vary A AZ U ARHIBRT A7 OICLLTORIAZFEHTE E7,

FIE

ATY T BT /31 A (Logical Devices) ] 34 L T, [fHET /N1 A (Logical Devices) ]~<— %[
=FET,
[F@EET /31 A (Logical Devices) ] X—I2, V¥ — VIR E SN TV DEMHET XA A D U R
FRFRENT T, WBHET A ARHBEINTWRWEARIE, ZhE@md s A vt—UnK
DPVICEREINET, WET N, ZADY A MO FIZ, fwET A ZCBHEMT D Cunn T
TVr—var A VAZ L ADY A SREREINET,

ATw T2 HET27F )V r—ar A AZ 2D MR (Delete) 1227V v 27 LET,
ATYFT3 [TV (Yes) 127 Vw7 LT, ZOT TV r—rar AV AX L AEHIBRT D2 L 2R L
e

B #ETsqr
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Firepower Threat Defense SRIET /N1 ADA VB —T 14 ADER .

Firepower Threat Defense F#¥E 7T /\ 1 ADA V3 —T 141 RDEE

FTD T A ZTlE, A v Z—T =24 ZADENY G TREN 0 Y TR, 1388, 2 —
T2 A ADBEBEWZ ZITH>ZENTEET, Z0%, FMCE/ZIXIFDM CA V' Z—7 = { A&
ExFEY T ET,

LA =T oA RAEBEMLTZY, REHOA 2 —T7 24 ZZHIFRLIZY LTS, FID
DFRFENGZ DB IR/NRETT, 72770, EF2 VT 4R —THHERTWEA v & —
TxA AEHIRTHE, REITKEEZHEIET, A 0¥ =T RL, TI7EA L—)1,
NAT. SSL, 7A T T 47 4 /b—s, VPN, DHCP % —/ 72 &, FTD OFRTIZHBITHLL D
%ﬁfﬁﬁiﬁéhfwéT EMERHY FT, BXa2 VT4 V= ESRT LR TR
BT ER A, o, BT N R EE 5 2T, /D FMC £721X FDM TO[R# %2 M3
i alte %Uéf%ﬂtBM£Mmd@}/A%V/7%ﬁ$f%i?

FMC 56 : A v 2 —T =2 A AZHIBETDHE, DA X —T oA AZEHEMITF N TND
ﬁﬁﬁ#«f%%éniﬁo

FDM DA : WA v X2 —T7 = A AZHIRT DHHT, DA X —T oA ADBRDA X —
T A A k—nxﬁ%*zﬂ—f%iﬁ‘

188 BRI
o YEA L H — 7i/I’X® R E R L OEtherChannel (ZAR— k F¥ %L) OBIMIHE-> TA »~
B —T A ZA&FHE L, EtherChannel 2B L £,

e TTIZEY Y THNTWD A H—T = A A% EtherChannel (BT 5 121X (71&7\_
FTITHNVNTTRCOAL VHE—T oA AN TAZIZEV LR THNET) | % ETA
AARANBA L HE—T A4 ZAOEND Y TEAEER L, I EtherChannel (21 ‘/ﬁ‘—7:r:/1'X72
BINT2LENH Y F9, B LU EtherChannel D3F4E, D TF /341 R|Z EtherChannel
EREIDYTHZ ENTEET,

B A B —T = A AFE T IL Firepower £ X2~ A X —7 = A A% &P EtherChannel (2
BEHZDHITIE, REDVYTOT—H A N"— A H =T 2 A APRDR EH 12955
EtherChannel % {Efk L, BEDEHA ¥ —7 = A A% % @ EtherChannel (& #2235
ERHYET, FIDRV 7 — b L (FEA X —T 2 A RAEERFTHEVT—MLET) |

FMC %£72/3 FDM CREZFRHT 2 &, BUEREIV B TD) HHA =T A A

EtherChannel {ZiEINCTX E 97,

TR TRNAT ATV T 4 D=0, FMC £721X FDM CTi% € % R4 5 fif
W2, TR_XTO2=y FTA UV H—T oA AZBMELIFHIBRL TS Z EZ2#ER LT
IV, PNTT —HI AR N 2=y hTA UV H—T oA AZEFE LT, §ilf/ 7o
T4 T A=y NCERTLH EaB#EOLET, HILA X —T AR imfij:éff?‘/
L7REETEMEND D, AV F—T oA A=Y U TICEEBE RIFE N LI
BELTLIEEN,

#ET 12 |}
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RETACZ |

. Firepower Threat Defense SRiIET /N1 ADA VA —T 24 ADER

&M
ATvT2
ATvT3

ATv74

ATvTh
ATvT6

FIE

Firepower Chassis Manager C, [#@#l7 /34 A (Logical Devices) ] Z 3R L 7,

FHLECHD e (Bdit) 17 A 2% 270 vy 7 LT, TOWmBT AL AERELET,
[Data Ports] SEILCHI L WT —H 4 X —T oA AZRIRL T, Z2DOA v H—T x4 Z%EY
BTET,

FEA =T 2 A ZAZHBRLIRNTIZE N,

Data Ports =

Ethernetl/2

Ethernetl/s

ernetl/B
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

Port-channell
WOEDIT, BEA L =T oA RERNFIA RV M U F—T =4 AR BEERZFET,

INGDEATDA L E—T A ATIH, BEERGFTDHET AL AN T — M LET,

a) N—VHROTNA AT A vk ) v LET,
b) [#% (General) | £721%[7 7 A X &M (ClusterInformation) | ¥ 7 C, Kuyv7 Xyl
A RDBH LW [EELA ¥ —7 = A A (Management Interface) ] Z 3R L £7,
¢) [RIE (Settings) ] # 7T, FryFH T JAMPOLHLW[AXRS M A F—Tx2—2A
(Eventing Interface) ] &R L F7,
d [OK]1%ZZ7VUvyZ7 LET,

BHA L H—T 2 A ADIPT KL AZEE LA 1X, Firepower Management Center C7 /3 A

ADIPT RLAZERETLH0ELHY £3, [T/NM4 X (Devices) | >[T/31 REHE (Device

Management) |>[T /31 R/ 5 XA (Device/Cluster) | & B8 L £7°, [Management] 7EI T,

T—=hMANT O TRET FLRAE—HTHEIICIPT FLAZRELET,

[fR1F (Save) 1272 Vw7 LET,

FMC TA V¥ —T = A A% LET,

a) FMCilcuZ A LE7,

b) [T/31 R (Devices) |>[T/31 REH (DeviceManagement) | ZER L, FTDT /XA &
Vv LET, [ F—T=AA (nterfaces) | X 7 HNT 7 /L F TEIRENE T,

c) [M % —7=AA (Interfaces) | ¥ 7 DI EIZH D [T 314 AD[EIH (Sync Device) ] A%
a2y LET,

B #ETsqr



| #7142

ATy T1

Firepower Threat Defense SRIET /N1 ADA VB —T 14 ADER .

d) EEBIBRHENDE, A ¥ —T oA ARENPERINTZZ & 2R THREDASFT =08 [
v H—7 x4 A (Interfaces) | N—VIZEKRINET, [Z7 VU v 7 LTEMAEER TR (Click to
knowmore) |V 7 %7 Vw7 LTA LV H—T oA ADERNEEFRLET,

e) AU Z—TxAAEHIRTDHTFEDOLEIE. dWA L F—T A AMBLHLINA VX —
T oA RAUEEDA V F—T = A ARELY FEICHRE LT,

FEA L E =T oA ZAEHIRLTWRWO T, BEFOREEZZHTEET, A ¥ —
7oA AZHIRL THIEZFFEITLICE D, SOICHEEZBETA2HERH Y £, MGE
T, WA U E =T oA ATEEHEAHSN TN DT X TOGEHBERINET,

f) [EHEORGE (Validate Changes) |27 Vv 7 L, A V7 —T7 A ANREHRINTHARY
VR LTS Z L AR LET,

TIT—=NHLGEIE. R —2EH L THRIECRLZNERH D 7,

g) [Save] &7 U w7 LET,

h)y T34 2% TR (Deploy) 1227V v 7 L, BIDYTHNIET NA AR v—
EERMELET, ZHRIIARY O—Z8ATLETHNIIRY EHA,

FDM CA VX2 —7 = A A%&FH L TBITLET,

a) FDMicu 274 v L7,

b) [7/34 % (Deviee) 1227V v 7 LThb, [ ¥4 —7 =A% (Interfaces) ]9~V —IC
HD[TRTDA L H—T A A% FR (View All Interfaces) |V 27 %27 U w7 LET,

Interfaces

Enabled 3 of 13

View All Interfaces >

) [Mv¥—7=xAA (Interfaces) | 7 A 2% 7 Vw7 LET,
d) AV H =Tz ARAXXY L ENDIDE/FHFSTHE, [OK]Z27 ) v 7 LET,

#ET 12 |}



RETACZ |

. Firepower Threat Defense SRIET /N1 AN V3 — T 1 ADEE

Scan Interfaces X

@ Interface scan completed.

Added (3) Removed (0)

unnamed

Port-channel?

unnamed

unnamed
Ethernet1/5

e) ZHI, IPT RUVAREEZMEALTH LN, LV H—T = AEHRELET,
IR 5 A 2 2 —7 = A ZAOPAFDOIP T R LA L 42 EAT 55803, LA v 2 —

T2 A ATENLOREZEATEDL LI, XI—DLFIEIPT FUAZHEHL THW
A B =T 2 A ALHRETIHVLENHY £7,

) HWALE—T oA RAEHFH LA H—T o ATEEWZ DT, A F—T = A
A0 [iE#: (Replace) ] 74 2> %27 Vw7 LET,
[E#: (Replace) | 74/ 3>
ZOTREBERAZEST, A =T x4 ZEZZRLTVELTXTORET, HA o &—
T2 A ADRFH LA v H—T = ATEEZHRZONET,

g) [KHFHA % —7 A A (Replacement Interface) |: K2 v 7 Z 7 U R KL H LA
VH—T o f AEEIRNLET,

B #E71q=2
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outside (GigabitEthernet0/0)

Migrate Interface

ﬁ The only way to undo an interface migration is to discard all pending changes.

Migrate to:
@ diagnostic (Management0/0) -
(@] inside (GigabitEthernet0/1) - ; -
@ unnamed (GigabitEthemet0/5) -
@ unnamed (GigabitEthemet0/4) -

—_— A .

Create new Subinterface

h) [ X —7xAA (Interfaces) | X—TIZA v b=V NFREINET, AvE—VHNDY
YRV LET,

°;

15k to migrate an interface was created. b4
the task list.

i) [#AZ UAL (TaskList) | ZH~XT, BITHARII LT Z L 2R LET,

Task List
8B total 0 running 7 completed 1 failures Dests sl inthod B
Start
Name Time EndTime Status Actions
Config migration from source interface outside to 06 Jun 06 Jun
destination interface outside_2 2019 2019 9 Migration is
12:37 12:37  successful
PM PM

AT 78  Firepower Chassis Manager C, [T —# 7"— bk (DataPorts) [fHIKCT —% f > X —T = A AD
BIRERER L, ZOA X —T oA ADEI D L TEMRLET,

wET 12 I}



RETACZ |

B ssaswmsrz01o8—7120%E

Data Ports =

Ethernet1/2
Ethernet1/5
Ethernet1/8
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8
Port-channell

Port-channel2

ATv T [Save] 7V w7 LET,
ATV F10 FMC £721ZFDM CA v X —7 = A AZHERM L F7,
E10:FDMIZ KB4 3 —T A RDARF v

Scan Interfaces v

@ Interface scan completed.

Added (0) Removed (1)

outside
Ethernet2/1

ASAGRIEBTNARADA U E—T A ADER

ASARIRT NA ATIE, BEHA L EZ—T oA ADE|ID YT EY YTk, FRiiExmzs
1T5Z2 0N TEET, ASDMIE, BHrLwnA v Z— 7:4’%%5@9’3;@&1,;%#

LA U Z—T oA AZBMLTED, RMEHOA F—T7 =4 ZZHIFRLZD LTH, ASA
DR ENG 2 28I THR/NR T, 7272 L, FXOS THIY 4T rb:m”J VH—T A R EHIBR

T35 (Fy NU—27 Y 2—/LOHIEE, EtherChannel DHIFR, EIV B ToHNIZA 2 HF—

7 = A A® EtherChannel ~DOFH|IY YT L) | ZDA X — 7:E/I’ ANEFX2 VT 4R

TEMAEhD L. HIBRIZASA OREICHEEZ LG A E T, TOHE, ASARETIILD =

<~V RPMREEESN DT, MERREEZIT) N TEET, ASAOS DHWA U H—T = A
ARETTECHIBRCX £,

RETINAR
88
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\}

ASARET A 21 v —T 14 20EE [

G¥)

ATy T
ATy T2
ATy T3
ATv74

ATy TH

FRERT A AT E L B 2 T2, FID 2T H 472 EtherChannel D A R —3w PR TE £
ﬁ—o

1R BHEIIZ

WA B —T = A4 ADHR TP X OEtherChannel (R— k F ¥ 3L) OBEINZHEST, A
VE—T 2 A A% E L., EtherChannel Z BN L £,

« TTIZE VY THNTWD A V' H—7 = A A% EtherChannel |Z1BIT 2 121% (7= & 21X,
TIHNIKTTRCDOAS U Z—T 2 A ANT ZAZIZEHOYTHNET) | ETwmEET A
AANBA B =T A4 ZAOENY Y TEMEER L, KIZEtherChannel IZA & —7 = A A%
BT 208N H Y 9, #H LU EtherChannel D34, # D% TF /34 AT EtherChannel
ZEIVETHZ ENTEET,

PR K —T = A A %G PR EtherChannel ICf8 X#iz 5121, KREIV Y TOF—F A
N B —T 2 A ARV 72< &6 193 5 EtherChannel Z 7ER% L. HAEDE LA o ¥ —
7 = A A% % D EtherChannel IZE XX HMLERZH Y £9, ASARNUr— KL (EFH A v
B =T 2 A AEEETHEVr—RLET) . BUEREV YD) BHA LV F—T A
A % EtherChannel (2B CT& £,

TIGAF Vo TERFT 2= N A== BT 5, T_XCOa2=y DA H—
T2 A ADHIBREHR LET, mONZT —H/AX N A 2=y N CA UV H—T =2 A A%
EELTHE, fl#/ 777 4 7a2=y NTERTHZZBEOLET, HLA U Z—
T AFEBREX T LTERETENSNDG 2D, AV F—T 2 A AE=F Y TR
BWERIFLER A,

FIE

Firepower Chassis Manager C, [fm#7 /3 A (Logical Devices) | Zi&R L 7,
FECHD [fmE (Bdit) 17 A 2% 270y 7 LT, TOWmRBT AL AERELET,

TR A E—T 2 A ZAOQEN Y TEMERT HIZIE, [T —F A— K (DataPorts) | fHIK TZ*
DA VB —T = A ZADTBIR AR L £9,

[7—% FR~— | (DataPorts) |FEIKCHLWT —X A X —T 24 ZAERINLT, ZDA ¥ —
Tz A A%EID Y TET,
WDOEHIZ, BEHA U F—T oA AL BEEWZFET,

TDEAT DA HE =T oA ATIH, BHRERGTDET AL AR —RLET,

a) N—VHRODTNNAATA a7 v s LET,

b) [—#%/27 T A X {E# (General/Cluster Information) ] % 7 C., Kuv X URARNNMLH
LW [EHA % —7 x4 A (Management Interface) | Z3N L F 7,

o [OK]%7 U vz LET,

#ET 12 |}
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wETFTAIZ |
B =7 20725y TREOEEEIEE

ATvT6 [R1F (Save) 127V w7 LET,

BREBTNAADT— MRSy THEEODERF-ILEIE
BTN ADT = A NI v TRET, BETHZENTEET, ZELLE. EHITHL

WEREEFEH LTI 7Y r—va el b, BHEARG LT TETH LWV
TEERALCT ) r—yar AV AA L ARHEETALIZ L TEET,

FIE

AT 71 Firepower Chassis Manager T, [###l7 /31 A (Logical Devices) | Z IR L £,

ATYvT2 HLEChD Mk (Bdit) 17422220 v 27 LT, TOMET N ZAEMRELET,

RTYT3 X—THROTNNA AT A& Vw7 LET,

ATy T4 VEIE U TGREET N, AOREEETLET,

ATy 75 [OK] &7 U7 LET,

ATYT6 [RestartNow] %7 UV v 7 F25&, BHERFELTCT IV r—v a4V AX U A FHEBTD
X920 ET, THV = a s AV AZ U A FEEIETICEE ZR(FT DX, [Restart
Later] 7 UV v 7 L£7,
GE¥)  [Restart Later] Zi&IR L7GE, 77V r—a v AV AX U A& HiELET 2 (i)

¥ 5 TH 5, [Logical Devices] ~X— 3 T [Restart Instance] %7 U » 7 LTT 7V &r—
varA VAL AR TEET,

%I T /314 X (Logical Devices) ] X—

Firepower Chassis Manager ® [Logical Devices] ~— Y 2 H L T, T A A 2B, .
HIER L E 9, [Logical Devices] ~—1Z1%. £ Firepower 4100/9300 > ¥ —3 &X = U7 (&
Ta— VT DN VA PV ERTODRET S ADERT Y THREERTWVET,

FZRBT NA A Y T O~y X =3 ROEBRNPEENTNET,

LT S 2 D—E D4,

cFRET N ADE—F (RF U RT £ T AH)
* [Status] : FWEET /A ADIRHEZ R L E T,

o [ok] : FREET NA ADFHEFE T LTV ET,

o [BRERET (incomplete-configuration) | : fwERT /SA AFXEIXRTE T TI,

B #ETsqr




| #ETRAR
[(8E T /%4 X (Logical Devices) ] R— .

BT AL 2 Y TIIIROERN G ENET,
s [Application] : EX¥ =2 U7 4 EVa— /L TIEITLTCWET U r—raramLET,

e [Version] : EX =2 U7 4 Y a— L TETLTWDLT S r—2ardD/ 7 hyx7 N—
CalrEZsErRLET,

A\

(GE¥)  FTD OFGHEET /NA A~D HEH i X Firepower Management Center % fiff
F L TITWWEF, Firepower Chassis Manager @ [FREET /31 X
(Logical Devices) 1> [#&& (Edit) 1 B LU [V AT L
(System) ]>[E# (Updates) | X—ITIZMBE S ERH AL, 2
NHDOR—=T T, RENDH A=V a2 %, FIDFRET A X%
ERRT 272D SN 7 h =T N"—V a3 (CSPA A—
V) ERLET,

* [Resource profile] : fmFERT /NA AT TV r—a v A VAKX AZEID S ToNZY Y —
ATuaTrANEFRRLET,

+ [Management IP] : FRElT /N4 AEHIP L LTHIDV B THENTWAE—H/VIPT KL 2%
RLET,

s [Gateway] : 7 /U /r—a v A VAZ U AZED Y THENTWDE Ry hT—F F— U=
A4 7 RVAEZRLET,

* [ManagementPort] : 77V 77— a3 > A VAKX L AZEID B THN TV D EHFR— &R
LET,

e [Status] : TSV r—var 4 AKX U ADRREEZ R LET,
e [A>TF A (Online) 1: 77V r—va  iFE by, BIfELTWET,
s [AF7F A4 (Offline) 1: 77V r—raiifgEibsh, FHTEEEA,
o[> A=) (Installing) |: 77V r—2arDA A RN—NLEFITLTNET,

e [RA A=/ (Notlnstalled) |1: 77U —2a A VA =L IR TWEE
/Uo

o [A VA M=V (InstallFailed) ]: 77U —2arDA A M—/LZRIMLEL
77

s (E#EF (Starting) 1: 7V r—a rEEEBL TWET,
o [EE L (Start Failed) ]: 77U 7 —v 3 OICENIRIL F L7,

« [BA%h (Started) ]: 77V r—va NIEFICBEBL, 77V r—vary z—Y v
FON—FE— ML TWET,

 [fF 1k (Stopping) |: 77U r— g AEIRLE T,
o [fE1E2RHR (Stop Failed) 1: 77V —2a v a2t 754 VICTEERFATLE,

BT /3 R
|



MET /N R |
[T /%4 X (Logical Devices) 1 R—

s [Not Responding] : 7 7'V 7r—3 3 UNINEAREETT,

«[Updating] : 77U —3ay V7 M7 =T7 OEHBEITH T,

« [Update Failed] : 77V 77— ay V7 b= 7 OFEFICKLE LT,

* [Update Succeeded] : 77V 77— a v VY7 by =T OEFITHKIILE LT,

* [Unsupported] : Z DA > A M—NERLT 7V r— a U idhR—FSnTHhEHA,
X2 VT 4 Y 2= AR LR WD EFEIREOS AL, ZDERNBAT—F A 7 4 —
VRICERENET, W7 A i h—Y Vv E2EbE 5L, EEICET 2GRN E

RENFET, EX2VT 4 BEVa2a—LOBEEIZONTELLIZ, FXOSEX 22U T 4 F
Ca—txal T4 TV UINIONTEBRRBLTLL &N,

« [Expanded Information] i1k : BIfEEITH DT 7V r—a v A AZ 2 ADBNNEM %
R~LET,

N

CE) 77V —varO7—h AN v TREELTL L%, HbHIZ
TV r—vay AR AREE LT UE, [Attributes]
74—V RIZIFBEERITHOT 7V r— a VT A #RAE
RER, TV —va v EHRET 5 E CATIIKMmM I EE
Ao

e[Ports] : 77V r—a A VAR ATEIN Y TOHNIZA VH—T oA ADLHT &
ZA TR LET,

* [Cluster Operation Status] : 7 7' U 77— a3y 4 VAKX U AZEID B THA TN DHERL
URL Z/R L £,

* [Management IP/Firepower ManagementIP] : 7 7'V 77— 3 > A VA X L AZHID 24T
BTV OEHIP 7 RLAZRLET,

[/ A%Z1m—)L (ClusterRole) |: 77V r—a v AV ABZ L ADY TAZ T —)b
(N E 72137 — %) ZrRLET,

o[Cluster IP] : 77U r—vay £ LV AF LV AIZE DY THNTWABIP T KL AER
Lij_o

*[HARole] : 77V r—va v A VAR VA TIT AT EIZNEAZ N DA T
_ASEYTF 4 v—LERLET,

* [Management URL] : 77U 7r—3a v 4 U AZ L RAZHEHD B THNTWHLERY 7
Y/4r—ar®DURL ZmRLET,

«[UUID] : 77V r—va v A4 VAR ADONHA— Bl +2 7R~ LEd,

Firepower Chassis Manager @ [Logical Devices] ~X— 725, #wEET /3o A1TxE L TR OFERE R -
ITCEET,

B #ETsqr
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s4 rmo 522U 506 |

* [Refresh] : [Logical Devices] ~— VIZHR R SV TV D IHERDEH SN E T,
* [Add Device] : i@BET A ZAE/ERTE £ 7,
« [Edit] : BEfFOFREET NA A EfRETE ET,

«[Set Version] : fELT ASA A LEDY 7 "N 2T BT v SISV —RERIEIF TS L— T
TET

* [Delete] : T A ADHIBRSI N E T,

* [Show Configuration] : %A 7 10 7 K> 7 AN E | @7 A ZAE21X7 7 A X OWERIE
WP ISONFERTERINE T, 7 T AXICEDHIBINT NA AEERT BT, Z O
iE#RE 2 — LT TE £,

* [Enable/Disable] : 77V r—3 3 v A U AX ARG/ EI L SV E T,

s [Upgrade/Downgrade] : 7 7'V 77— a v A VAR RAET v T T L—RIX T L—R
TEET,

* [Restart Instance] : 7 7 U X —a v A U AZ A EBEHTEET, T4 ZAD7—h
ANTyTEREEE LR, 77V r—va A VAR RAEEREHRB L TV
4. [RestartInstance] #7 V v 7752 LT, BEFOERT — A N T v T1EREI VT
L. BILWT— AT o PHEREBHLCT 7V r—va v A VAR A FEE T
EJ a8

s [Reinstall instance] : 77V r—a VA VAF UV ABFA VA N—)LTEET,

* [Go To Device Manager] : 77U 77— 3 v A LV AHX L ATEFRE STV 5D Firepower
Management Center & 721X ASDM ~®D U > 7 ZHRr LE T,

YA CEY SRR DT DB

ROFITIE, YR—FEnD7 7 AZEAZRLET,

H4 FEBEDOMACTY KLRA 7 KLAZ{ERLT-X/\> K EtherChannel
IL—T v K E—KDH

WOFITIL, FYA MOTF—F =g V—F LWNER Yy NU—ZICEBES N (f—A B
VA NAAN) 200T —H B —DENEIUI2DODT TAL AU N—RNhoHGE%TRL
FT, VTAX AUN—X, DCIRE D7 ZAZ G 712 L > TRt S CnET, &
A NDT T AHE AR —F, WER KON 5 O %~ b U —271Z%F L A3 K EtherChannel
EHALTCe—h/ AL v FITEER LET, £ EtherChannel (%, 7 7 AXHNDOTXTHOY v —
VNZARENET,

F—X% VLAN I, ——L A FT 2 ZAKR— ML (OTV) (FEEBEOL D) 2
LCHA MEHICHEEENE T, "I T4 v I NI TRAEZGETTHISEAIC T 7 4 v 27 3DCI

#ET 12 |}



#BEF AR
B v/ rEE0MACT KLR 7 LR EBRALER/8 K EtherChannel L—F v K E— KOl

ZigiE Lo A MIREEINBRWEIIZTHICE, F/r—VULMACT RLRx&ETm v
TEHETANEEBMTEILERHY ET, 120V A "D TFAX 2=y MREIEREICR -
THE. N7 4 v MDY A NDOT TAK 2=y MIEFEIND L7 4 v ZHIBRT
HVERHY £, VaclZEH LT, 72— LOMACT RLADT 4% ) o 7§ 508
BHVFET, . T ARP A L AT g U EHENCLTLFEWN,

I TAKIE, Wik NU—27 D=+ =4 L LTHRIEELE T, T XCHI TAX 2=y |
MTHFEIND 7 r— LB MAC X, N7y NEZETHEDETFICHERINLET,
By NI, £DC T TAEZNLOHA MEADMACT FLAZEHLET, Z OEEIC
XU, AL TFNR2OORBRLR—FTE GO A EMBEILZ7 72—V MAC 7 R AL
HLTLEIDOZEHNTWET, MAC 77 v E VI RRAELRWVWE S, A4 NMACT R
ADIHETFELET,

ZOGEDOY T FIFKRDLEBY TT,

s P TAEIMNBIREINDTXTOHN Ny ME, 1 POMACT RLVREFEHAL,
F—R A —TCa—h T4 XAENFET,

« VTG ABADTRTDAS 7w ME, 7a— UL MACT RLAZERA L TEEIND
720, MOV A b TR D=y P TRZETEET, OTVTD T 4 VA2 - T,
TR A —NDNT T 4w IR — T REINFET,

B #ETsqr
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2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [

. o,
/ Internet )
S Router

Qutside

Global MAC ASA3
(blocked by OTV between sites)

Data Center

Site MAC 2
Interconnect '

Data Center 1 Data Center 2

A/\> K EtherChannel FS5 2 AXR7L U N E—F /J—XYHRX YA

~ sl D5

WORFITIE, WEL—2 LA —2 OMICEE SN (/=AY T REN) 2507 —4 %
VHE—DENENIZ2 DODT TAE AN =RNo LR ERLET, FTALZ AT,
DCIRRH D7 Z ALY L 72X o> THEHFESILTWET, A hDT T RAEZ A —E
WIS L OWRER D A X N EtherChannels Z il L T —h )b A v FICER L £ T, &
EtherChannel (%, 7 7 AZHNOT X TDOY ¥ —IZ AN ENFET,

BT =L X —DONEN—Z EAERL—ZIZOSPF 2L, F 7 AT L | ASA %
WL ET, MAC IR, —HXDIP LT TONL—FT—ETT, DCLIZEIT A b

N—hZEDBTHZLIZLY, FFEDOVA N TTRTDI TAZ AU N—=]NZ 7 LIV R
D, b7 4w 2385 T—FEr X —NICHRR SN E T, 7 7 2 X BIEFE O & HEFF T
L7128, ASA Zi@iRT A= A ho— ME, EHA FTRICT U v I —T7 %8l %
PERHYET, 120F A FOTRXTOT T AK AU N—|ZEENKELILSEE., T 710>
TI13KN—F 05 DCIRRBE TV A hDT T AE A N—=ZELNET,

SRET/ANA R .



RETACZ |

B = < EEtherchannel £S5V RRF LU R E—F /=22 H4 FRIOH

FYA PDOAAL v FOFEIZIT, ROLDOZEZOL I LNTEET,

e A RMEVSSAVPC : ZDOTFVATIE, 7—HF BV F—1IZIBRDAAL vTF &AL AF—
N, T—=EFEv L FZ=20C0DAL v F A A =)L LET, 12DFF a3 LT,
BT =BV BE—DI FTAK 2=y MIa—hL ZA v FIEFICHR L. VSSVPC kT
74 v ZIIDCIERBA LET, ZOGEE, BHiDIZEAEDOHZIIET —F B ¥ —ITxt
LCar—AMcHiREnNEd, 77 ar & LT, DCABERBHR T 7 4 v 7 BENHT
X55A. 2=y FEDCIRRE Tl T DAL v F IR CEET, ZOBE, v T 74>
TIFEEOT —F o X —IZnMmES 5720, DCLEIEFIZEEICT 572 OIIZRAIK T
7T

YA FDOE—HILVSSVPC 1 A1 v FOILEMZGEDDHITIE, BV A MI2ODERRDS
VSSWPC XT %A Y A M=/ TEET, ZOHE, 7 I7AZ 2=y MI, Wlor—7
WAL FIRERFICBR SN T =22 4 — 1Oy —vBLOINLOR =TV AL
FITEEf SN T — 2o X —2 DY v —3 LT A3 K EtherChannel Zf# ] L £33,
A% R EtherChannel [ZFEAMIZ T30 L CTWET, &2 —H/L VSSNVPC IL, A/
K EtherChannel %% k ©—# /L ® EtherChannel & L Ciik L £,

e

C Internet

Router — [ SEC 2 —__ Router

& &

/_ \‘_‘J-ﬁgher cost route Spanned Higher cost route \/- %\\’_“

f _ N\ EtherChannel
= Oulside \ Q@EZ:Z|
|
T
(G}
/ASA1 3 ASAE\‘H 4\
=
. Data Center
g Interconnect
W
o
\=—_Inside .-'
\ Spanned
‘\ EtherChannel \
Higher cost route Higher cost route e
1
Router Router
Data Center 1 Data Center 2

371130
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2% K EtherChannel k5 Y ZRFLY k E—K4—2 koz 2 k44 rE0H ]

A /\> K EtherChannel FZ5 VAXR7LU N E—FA—X ;TR b

A ~EDA

WROHFITIE, &V A bOF— b T =g N—FL2OORNERXY NT—2 (TFVr— a3
Fy hT—27 DBy hU—7) BIZEBEEINT (A —A RV =X MEA) 2007 —4+&
VHE—DENENIZ2DODT TAR ARG EERLET, JTAL AN,
DCIRHD 7 Z AZHY > 7 IC L > THER SN TWET, VA DT T AH AL R—[F,
WHB LN OT 7 r—vay 2y hU—27 L DB %y hT—7 O FIZAR K
EtherChannels i L Cr—h /v A A v 28R L9, % EtherChannel X, 7 7 AXHND
TRTOYV Y —VIANRENET,

BV A DT =T A L—H X, HSRP72 E D FHRP Z i L C, &% 1 b TR UK
BMACT RLR LIPT RLAREZRMELET, MACT RLADOTHIHRT T v B 7 &lET
L0, F—=r T A N—HFDEREDMAC T KL A% ASAMAC 7 KL AT —7 /LIZFRRIIC
BT x2BEDLET, ZNLOZ U NUBNE, A MDY — T oA B A B
20—y =A LIBETHGAEIC. TORNT 7 4 7 NASAZHIBL T, WA v ¥ —7 =
AANSY A F2ICRFEL XD & LT, MENREETZAREMNH Y £9, 57— % VLAN I,
F—=N—Ub A FT U AR— Mk (OTV) (E7EFEERO D) ZfEH L TH A MREIZHE
"ENFET, T T4 I N = 02, V—HFETCTHIGHEITNT 7 4 v 7N DCl %iE
LTV A MIEEEN2NWE T DI, 74 NVFEEBMTHLERHY £F, 1O
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