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aaa" shell:locales*"L1
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LDAP 1 —HEHEDH > FIL 0ID

71 A A 2\ CiscoAVPair J&MH DY 7 /L OID

CN=CiscoAVPair,CN=Schema,
CN=Configuration,CN=X
objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair
distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration, CN=X
instanceType: 0x4
uSNCreated: 26318654
attributeID: 1.3.6.1.4.1.9.287247.1
attributeSyntax: 2.5.5.12
isSingleValued: TRUE
showInAdvancedViewOnly: TRUE
adminDisplayName: CiscoAVPair
adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair
name: CiscoAVPair
objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X
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FoR IR 24 R T Interval) | % 48 I[ZEXET D
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IZER SN RFHNICERE TE S 24 FERILAPIC K 1 B[ F D /X%
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X, B— A RIS N2 —FIC i
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T 74U FEREEY—E R DEIR
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ATV Tl BX2V T4 T—REfBLET,

Firepower-chassis # scope security

ATY 72 ?71’/1/ FRFEEXF 2 U T 4 B— ]\%ff'aﬁﬁ‘*bi’ﬂ

Firepower-chassis /security # scope default-auth
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ATvT6

ATy 17
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T 74 R —EX DR .

Firepower-chassis /security/default-auth # set realm auth-type
auth-type 1%, RO F—T — KOWFANTT,
* ldap : LDAP #BiEZ#FEE L 7,
elocal : B— B FRIEEFRE L £77,
enone: T —A)L 2—HW[FNRAT— RERETTICe /4 T ET,
- radius : RADIUS #BGEZ & L £ 7,
- tacacs : TACACS+ @Bil#fEE L 7,
GE)  TIANNORFEE 2 Y — GO M 3R UV E— FEBIEZ = k=L (RADIUS,
TACACS+, F7ZIZLDAP) ZfEMT2 X 5ICRESN TV DHE., TO—Dax

EOREDAEZEFTTHZ L% (& 20X, V—DHIRe, B0 Y ToOlEFDE
H) . INLOa—YEREEZEHTHI LR LTIETEERA,

(EE) BEftTonizr e ¥— 7N —7%BELET (FETL5E) .
Firepower-chassis /security/default-auth # set auth-server-group auth-serv-group-name
(EE) ZORA L Oa—PZFFAI 2 BT ER R O R KRR Z R E L £,
Firepower-chassis /security/default-auth # set refresh-period seconds

0~600 DEHZIRELES, 774/ MI600FHTT,

CORBEIRAEB LA L. FXOSIZWeb v a v a7 754 7R LETH, Oy
arEERTTAZLIXLY FHA,

(fFE) FXOSHAWeb kv aa# T LEERRTETD, HEDEFEREND DK
M 2R E L £,

Firepower-chassis /security/default-auth # set session-timeout seconds

0~600 DEHZIEELET, 774/ NI 600 T,

(3F)  RADIUS F£721% TACACS+ L /L Ak L C o EERALZRET 25 E1E, VE— |
= PPHBEICHERET 2 MERRNE S, vy a VOEHIFHB IOty ay
DEA LT REHZHEPT L AMET LT IEE 0,

EE) BN Z2 L L0 " BEHREFFRICERELET,

Firepower-chassis /security/default-auth # set use-2-factor yes

G T HFEFREEIX. RADIUS 35 X O TACACS+ LV AMZO AR S vE T,

Moo T armw Il AT AREICZI Y PLET,

commit-buffer
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ttyoay

ATy
ATvT2
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ATvT4

ATy TH

ATvT6

il

WOHITIL, T 7+ /v b DFBFE% RADIUS ([ZRRE L. 77¢wb®w£7mﬂ4&~
7 N—"7"% provider] IZRRE L, “ERRIEL AL, FHHEZ 3008 (557) |
REL, ByyaroXALT Y MERE 5408 (94y) [CiRE L, “HEERITEA
MMZLET, TOKRT, "I ¥ rvara2HEELET,

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set realm radius
Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 300
Firepower-chassis /security/default-auth* # set session-timeout 540
Firepower-chassis /security/default-auth* # commit-buffer

Firepower-chassis /security/default-auth #

A LTI FDEE

FXOSCLIZMi AT A2 ZLICkY, 2—F 777 4T 472 L CRBFRE M A2 ECE £

T, 2 ORFEARGE L7, Firepower4100/9300 > ¥ —ix—¥ v a v 2L ET, =

vY—)Eviarb, HTTPS, SSH. BXOTelnetz v g & T, BARDIZHREXITOZ L

NTEET,

&4A7?Ftbf%m@(m“)ﬁT®1 RETEET, 7740 MEI 600 7 T1,
DREFENNCTHITIE, By ar AT Y7 MEEZ OICRELET,

FIE

X2 VT 0 BE— REHBLET

Firepower-chassis # scope security

FI 4N R X2 T 0 E— REBB L £,

Firepower-chassis /security # scope default-auth

HTTPS., SSH., BL W TelnetEv > a v D7 A KV ZA LT 7 NERELET,

Firepower-chassis /security/default-auth # set session-timeout seconds

EE) avy— Lty ardT A4 RV EALLTY NaeRELET,
Firepower-chassis /security/default-auth # set con-session-timeout seconds
RN I a vk VAT AREICAI Yy PLET,
Firepower-chassis /security/default-auth # commit-buffer

EE) By avrBlstty v ary FA LT T NORELZFR T LET,
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Firepower-chassis /security/default-auth # show detail
i :

Default authentication:
Admin Realm: Local
Operational Realm: Local
Web session refresh period(in secs): 600
Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600
Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:
Operational Authentication server group:
Use of 2nd factor: No

wxttyay 34 LTI FDEE

Firepower4100/9300 3 v —NZIdffaktE v v a v A LT T FRERDH Y, B a VO
IR <, Mty a vy XA L7 0 NIRRT L a2—F By v a VIZFATS
NET, ZoHart2 A4 L7 MEREIX, >V 7/ =Y —)L, SSH, HTTPS Z &L TD
WXOT7 7 AZK LT/ a— LA SN E T,

UTINaryYy— Lk ardiikttyiar XA LT FNEEBICGERETEET, Zh
2k, TR ==X E2DV VTN ayy— gttty gy 24 L7 MNIEYIC
LRSS, MOBEROT 72 ADEA LT 7 MIMETLZ N TEET,

okt 2 A L7 7 MEDT 7 41 ML 3600 % (604y) THY ., FXOSCLI #fH L TEF TX
£, ZORTEENCT DT, EtEyvary 24570 MEz 0IZHRELET,

FIE

AT9T1 BXa2 V74 E—FEBMBLET,
Firepower-chassis # scope security
AT T2 T7FNVNEFEEX 2V T ¢ = FZBBLET,
Firepower-chassis /security # scope default-auth
AT T3 Mkt yvary XA LT 7 MERELET,
Firepower-chassis /security/default-auth # set absolute-session-timeout seconds
ATy Te (R POy Yy —n vy ary AL AT ERELET,
Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds
ATYTS MU v a B VAT AREICAI Yy PLET,

Firepower-chassis /security/default-auth # commit-buffer
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B /=—+21—voo—rFKus—omE

ATvT6

(EE) tyvarBIOHxtty v ay 44 L5707 hOBRELZRRLET,
Firepower-chassis /security/default-auth # show detail
i

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600

Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

JE—F1—HOO—IL KR —DHRFE

ATy I

ATy T2

7 7 # /L N TlX, LDAP, RADIUS, #7213 TACACS+ 7’1 h 2L & LTYE— h #—n
& Firepower Chassis Manager % 721X FXOS CLI 122 7' A F 5T _RTCO2—WTig A B
BT 7 2RI ESNET, ¥X2 VT 0 EOHEBAND, M SN a—Y v—ii—%7
Ha—WIZT 7 BRAEHIRT 2 ENEELWGARDH Y £7,

UE—h 2—For— R —iF, ROFETRETEET,
assign-default-role

a—YRa AL L) ELTEEIZY B— NEIET v, XS R & O —Y
T — VB Lo TG s FO—WFIEHARY S — r— L Tor J A4 U0FF
ENET,

ZUET 7 v N OEMETT,

no-login
a—PRa A Lo ELEEEIC) E— FREET A S X —NERGEHE RN & D —H
a— VAR Lo A, T B ARERSINET,

FIE

X2 VT 4 B— REHBLET,

Firepower-chassis # scope security

Firepower Chassis Manager 33 . O FXOS CLI ~D 22— 7 7 ¥ A & 22— 1 — L2 H-S W CHil
PRI 20:E I MERELET,

Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}
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ATFYT3 FIUW I a B VAT AREICaIy FLET,

Firepower-chassis /security # commit-buffer

il

WOFITIE, VE—Fa2—TOoun—LR) o —%2FTEL., hTorPFrvarrzaly
FLET,

Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login
Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

O—AJIBEEENE-A—HFDINRT— KFDBEF T v
DENE

INAT — ROBEETF = v 7 NN > TS 54A ., Firepower eXtensible Operating System "C
W, BARNRAT—=ROTA RTA &2 L TR AT — REZRINTEEHA (R
TJ—RIZETHTA RT74 3—=2) 25K |

FIE

RT9T1 BX=2 V74 E— 2B LET,
Firepower-chassis # scope security
ATYT2 NAV—RNRETF =y 7 2HIMET 20T 48— /WZT D0 E/HELET,

Firepower-chassis /security # Set enforce-strong-password {yes|no}

151
WIZ, NATU— REF = v 7 /T D0 %557 LET,

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #




1—vgE |
B -7 aromxEsORE

N E s S — = sle E I_l_I
O A4 VR ITORARBIEDERTE
0y 77U M= FIZFFRShba /A VRITORKEBERE LET, oL B
% & FBE L2720 Firepower 4100/9300 v — /by 7 77 hEND Z LI %
T, 2—WiF, RELEKKEEEBA T4 023075568, VAT ahbuy 7 3nE
T, —FRe v T NS EERTEAIIR RSN EYA, IWDEEHE, 2—F
TR 7 A 2R ITTEDLEIICRDE T, BESNTRFRZ TR T 20ERH D 7,

n A CRITORREEZRET HI21E, ROFIEZFATLET,

)

GE) c EDEAT D= T T N ThoThH (BHELET) . vl A U idITORKEE B
ZCulA v EBITTEE, VAT ANy T U FERLET,

R TE DR TA URITOT 7 40 b ORKEIEIZ0TY, =2—Fna 1 v idiToRK
HEBZI-LEIZVAT ANy 7T T NENDT 7 4/ b ORI, 304 (1800F))
<7,

e —HF DO I T NDAT—=H AT R L, 2=V DOy 777 MREZZ VT THF
JEIZDWTIE, 2—F gy 77 h AT —FZA0FRBLORZ VT (15—=2) 25M
LTL &N,

DX TVasiE, VAT LADIT LI TAT ) TRE~DUEIETUET D7D RIND
o1 >TT, GO VTE, EXF 2 VT 4 BEI LT IAT U AR L TLEEN,

FIE

ATY 1 FXOSCLI b, BXx2VUTF 4 £—FRIZAD 7,
scope security
ATy T2 RcEra s A4 fToRBEEERTELET,
set max-login-attempts num_attempts
num_attempts O 1L, 0 ~ 10 OFPAN OIEE DT,
ATYT3 ulA B TOREEBICE LG, 20— PR AT Ahbry 7 70 M S5 (BH
fir) ZfELET,
set user-account-unlock-time

unlock time
RTvT84 FEEZ2I Y FLET,

commit-buffer
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1—+#nvs7yk 27—220%56£07 U7 |

A—HY0AvIT7IOFRART—R3ADERTEIVOI )T
EEE 2 — I, RIROBEED (ke 7 A i 17E% (Maximum Number of Login Attempts) ]
CLIGRE THRE SN a VA Vi KT TEE A 8 2 721% . Firepower4100/9300 > ¥ — /73 H 12
IJTURENTWE2—FDOu v I T U NAT—HAEFRRBLOZ VT TEET, FElco
WL, r7 A VRITORKEORE (14 2—) ZZRLTIEIN,

FIE

A2Tw 71 FXOSCLI 725, BEX=2UF 4 F— RNIZAD 7,

scope security

ATV T2 4T Hra2—VOa—WFER (Ry T 0N AT =X RA%EFL) ZROXLICERLET,
Firepower-chassis /security # show local-user user detail
i -

Ooo0 oooooooo

oo

oo

gooood

oo

goooooo

Password:

OO0 0ooo ooooooooa
Ooooo ooooooooooo
Ooo oooo
goooooooo
000 SSH 00000

ART9T3 (IR =2—HVouv I 70N AT—X2% 7 V7 LET,
Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status

ZBRAERD/NRAT— FEEDHRBDETE
I

ATV Tl BX2 V7 ¢ = RERBLET,

Firepower-chassis # scope security




1—4ERE |

B &1 z0—rRFzvr0R

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

NRAT—R a7y AN X2 T4 T—REBLET,

Firepower-chassis /security # scope passwor d-profile

12— VERGE ST 2 — R E LI REBINIC S A T — REETTE HEHAHIR L £7,
Firepower-chassis /security/password-profile # set change-during-interval enable

0 — B VREAE S 72— 73 [Change Interval] DEIZ B4y D/RA T — R &ZEH T 5 KA
BataE LET,

Firepower-chassis /security/password-profile # set change-count pass-change-num

ZOfEIF, 0~ 100 BEBHEICGRETE ET,

[Change Count] 7 « —/V R THE L7c /N AU — REFEEEDEH S5 KRR fRE L £
£

Firepower-chassis /security/password-profile # set change-interval num-of-hours
ZOfEIE, 1~ 745 BRI O HHICRETE 75

72 ZiE, ZD7 4 —)V R 481ZF%E &4, [Change Count] 7 4 —/V R 2 ICRREIN TV D
B, m—ANVRRRES e —PIT 48 BILINIC 2 [ 2B A 5 /AU — REHRZFTT 5 Z
LIITEERA,

rFo W a2 AT AREIZI Y FLET,

Firepower-chassis /security/password-profile # commit-buffer

1

WORFNL, change during interval 47> 2 2 AN L, AH RS E 5 A, AEMEE
2RISR EL, N varvialy hLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

H/INMNAT—FREFVIDERE

BINAT = REF = v 7 B G LTeGE1E, 1BE Lt/ N CFE2EHT 2320 — R&21{E
T HULENRHY £, 72L& 201E, mnlenghd 7> a V& 1ISICRE LTEEE. /AT — i
15 3CFLLEZFEH LU TERT DRERHV ET, ZOFTvaid, YATLAODaAEL 77
AT U TRESNDEID - D DD 1 >TY, FHHIZOWTIL, EXF2 VT4 RBEa LT IA
TUAESRLTIIESN,
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&

ATvT2

ATvT3

rzxo—rozezimroz: ]

RANRAT— FREF = v 7 ZRET HITIE, ROFIRZEITLET,

FIE

FXOSCLI 726, %= U T 4 £— KIZAD £,

scope security

RAT— ROF/NORESEZRELET,
set min-passwor d-length min_length
REXAIy FLET,

commit-buffer

INAT—FORBERIEFEROKTE

ATy T

ATy T2

ATvT3

RTv74

ATy TH

FIE

X2 VT 4 B— REHBLET,

Firepower-chassis # scope security

NRAT—=RTa7r7A VX270 = REHBLET,
Firepower-chassis /security # scope passwor d-profile

IR OEFREEL T  E—T M LET,

Firepower-chassis /security/password-profile # set change-during-interval disable

=B NAGRRES LIz — R, H L AER LT2 /SR U — RE2E T3 5 A% T 2 He Wil 3
ZHELET,

Firepower-chassis /security/password-profile # set no-change-interval min-num-hours
ZOfEIE, 1~ 745 BFRIO#PHCTHBICRE TS £75

ZoOkEIE, [REHOZ R (Change During Interval) | 7 1237 ¢ 23 [#%) (Disable) ] IZFE
SNTWARWEEITERINET,

rNFo W a B AT AREIZTI Y FLET,

Firepower-chassis /security/password-profile # commit-buffer




B xo-rEENY roBE
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&
ATy T2

ATvT3

ATvT4

il
wIZ,

MEROEF A7 g 2RI

1—4ERE |

L. ZHEEIEHEZ 72 K

%rh
CEXAE

Prvarvealiy bIo0ERLET,

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

RBEN S

FIE

# scope security

/security # scope password-profile

/security/password-profile # set change-during-interval disable
/security/password-profile* # set no-change-interval 72
/security/password-profile* # commit-buffer
/security/password-profile #

X2 U7 4 E— FERBLES,

Firepower-chassis # scope security

EAT)
ax A&

NRAT—RFa 7740 X2 F 0 B— FEBBELET,

Firepower-chassis /security # scope passwor d-profile

_jj}]/pu\uIEé hf;j“—ﬁ_ﬁ)

DR L2 — FE2FEAHATE S L5

W72 5 F T,

VERRT 2 MERH H—BDO/NAT — ROMERE LT
Firepower-chassis /security/password-profile # set history-count num-of-passwords

ZOMEIE, 0~ 15O HBICRETXET,

774V F TR

. [ (History Count) |17 4 —/L RIX 0 IZEREINET,

&0, R

7 NI B e, =TIV O THEANIHEH L T\ e Ay — I\ é"ﬁﬂ)ﬁf“é’f ES

TO

NIy a3 AT AREICD

Ty hLET,

Firepower-chassis /security/password-profile # commit-buffer

451
Y/ L

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

AT RBERIT L FEREL, T varEax

# scope security

/

v FLET,

/security # scope password-profile
/security/password-profile # set history-count 5
/security/password-profile* # commit-buffer
/security/password-profile #
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n—ana—+47aoy kot |

O—AIL1A—YY 7Hho2 FOER

ATy T

ATvT2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T17

FIE

X2V 4 B— FEBBLET,

Firepower-chassis# scope security
2= THT L NEERLET,
Firepower-chassis /security # createlocal-user local-user-name

Z ZTlocal-user-name i, ZOT7 AU MIul A o35 EXIfREINAET AT R4 T
T, ZOLRENL. EATHY, 2—FTH T MOHA RTA o LHIRATT- L TWD LB
NHVFET (2—VZICEHTHETA T 3=) 25H) ,

=Y EERLTZ%IZ, /A IDEEFRTEETA, 22— THU U FEHIBRL, L
2= ThHU U M EERTAILERSH Y £7,

H—AN 2= TAT L Ve BT 20T 4 B =T T D ERELET,
Firepower-chassis /security/local-user # set account-status {active| inactive}

=P THT L FONRAT—RERELET,

Firepower-chassis /security/local-user # set password

INATU— R&EAJJLE T, password

INAU— R&Hegd L ¥, password

NRAT— RETF = v 7 200N LTEEGEEIT, 22—V AU — REHEZR L OICT HHEND
Y %9, Firepower eXtensible Operating System | X5 F = v 7 Hf: A7z L TRV A T —
REERLET OSRATU—=RIZETLIIA KT 142 B—) 258) |

GE)  RNRU—RIZEIROTEEEZDDHZ LITTEETA, § (KAGEE) o 2 G/
= (55) . ZOHIRIE, "RV = ROMEF = v 7 BEBTR>THDENE I M
ARVIEY SRS I Vi RV AV S

(EE) 2—V oL EHRELET,

Firepower-chassis /security/local-user # set firstname first-name

(EE) =—FolaEE L ET,

Firepower-chassis /security/local-user # set lasthame last-name

(EE) 2= T h vy FRHIRUINICR S B E2fE LE 3, months |4k, H O34 Ok
WD 3 LFTY,

Firepower-chassis /security/local-user # set expiration month day-of-month year
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B oc-rra—v7no0ronrm

ATvT8

ATvT9

ATy 710

ATy TN

ATvT12

ATvT13

GE) 2=V THhor MIAEHIBEHRE LIz, THEHRZR L] | %
%iﬁh =72 L. ﬁ%f%émﬁ@ﬁﬂ%@ﬁﬁf?ﬁ?/ =
BT,

EE) 2—VDOEFA—NLT FLAZEREELET,

Firepower-chassis /security/local-user # set email email-addr

(R 22—V OEFEESEZHEELET,

Firepower-chassis /security/local-user # set phone phone-num

(EE) "NAT—FL AT 27EAHDSSH F—%2EELET,

Firepower-chassis /security/local-user # set sshkey ssh-key
FTRTOL—HTT 7 4 /L b Tread-only n—/LIZED Y THR, ZOo—/LiHBETE £8
Ao —FIZEYV B CTHEMDOKEr— VIR LT, UTFE2EITLES,

Firepower-chassis /security/local-user # create rolerole-name

Z ZTrolenameld, =—W 7 H 7 MIEID Y THEMELZ R T o — LT (=2—FOKE (
6 ~X—) BEHR)

GE) 2—H B — B LOMROEFIFIREI O —F a7 A VRRCHENC D £3, 22—
T BT b~OFH L a—LOE Y Y TOBFOr— LORIBREITH & Elza—W
WE AL LTWAERES., 727747ty a A3LRET0n — Lo R % 5| & X
AL £,

BT HNT-O— LB a—ENSYIRT 511, BLTFE2ETLET,
Firepower-chassis /security/local-user # deleterolerole-name

TRCO2—W|LTFT 7 4/ h Tread-only 2 —/LZE Y Y TH, Zon—/WIHIRTE 4
/IJO

GE) 2—Fe—nLEYETALE, FO2—FOBEOEy 3 ID ARV EEINET,
DEN, TRTCOZ—=P'DT 7T 47y g (CLI & Web Diif7) Ni=7=2HIC
BT LET,

N rvarvEaly FLET,

Firepower-chassis security/local-user # commit-buffer

il

WORFNL, kikipopo EWVNH LRFTOL—F T H T FEERL, 2=V Th U bah
T L., 00123452/ A U — REHREL, B —F o— L 2B YT, FTo¥7
varikmELET,
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Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # create role admin
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

ROFNL, lincey EWVIARIOL—F Ty MafEl L, =2—VF 70 N &%)
IZL, NAT—RL R T 27 EAHD OpenSSH F—Z#%E L. AAA B L O /Ex—
o—LEZEYT, FTUW s arEEELET,

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAATIEAUo9VQ2CmWBI9/S1£30k1CWinV31gdxXMzO0WU15iPw851kdQqap+NFuNmHcb4K
iaQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51ugq51ls10blVOIEWCKEL/h51rdbN118y3SS9I/gGiBZ9AR10op9LDpD
m8HPh2LOgyH7Ei1MI8="

Firepower-chassis /security/local-user* # create role aaa

Firepower-chassis /security/local-user* # create role operations

Firepower-chassis /security/local-user* # commit-buffer

Firepower-chassis /security/local-user #

WOHFNE, jforlenz & W IARTOZ—Y ThHo v FEERL, 22— Th T el
L, mMAT—=RLRAT 7EAHOEX 27 SSHX —4REL, hTrHFrvay
LHEELET,

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
User's SSH key:

> ---- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAATEAUO9VQ2CmMWBIY/S1£30k1CWijnV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1lxQQcawclj+k8£4VcOelBx1lsGk51ug51lsloblVO
>IEWcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDpDM8HPh2LOgyH7Ei1MI8=

> —--- END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

O—Ah)l 12— 7HhHor FOHEIKR
FE

ATY Tl BxXa2V T4 T—REfBLET,

Firepower-chassis# scope security
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B o 7n9ro7s5q deEREETIT 4T

ATy T2

ATvT3

== T b aHIRLET,
Firepower-chassis /security # delete local-user local-user-name
NI H I a BV AT AREICZI Yy FLET,

Firepower-chassis /security # commit-buffer

1

WIZ, foo EWH2—HF THy v MEHIFRL, T H¥r7varvazaly N A40%E
RLUET,

Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

A—AWNWNA—YFT7ho D70 T4 TILFRIEFETY

T4 71

ATy T

ATy T2

ATvT3

RTvT4

Q=GN a—FTHT L "NET VT 4 T ETRIIHT 7T 4 T TE D201, adminHER £ 72
X AAA ¥R Z FF D2 — Y DA TT,

FIE

X2 U7 4 E—FERBLES,

Firepower-chassis# scope security

TIT 4 TACETIIET 7T 4 7T 22—Hic L Crn—hra—F x5 0 —F
ZEE L £,

Firepower-chassis /security # scope local-user local-user-name
R—N 2= TG NEeT 7T A TIT 20T 7T 4 TIT D EERELET,
Firepower-chassis /security/local-user # set account-status {active| inactive}

GE)  admin 2—¥F 7 H T MIFIZT 7T 4 TICRESNET, BRIITETETA,

NP7 a2 ATAREICZI Yy NLET,

Firepower-chassis /security/local-user # commit-buffer
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i
RIZ, accounting LWV B —A ) 2—HF T H U NERMNT HHERLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

A—AIIEiISNn=2—FDN\RXD)—KKEEDY )T
FIE

ATYT1 EX=2 U7 = RFEBBLET,
Firepower-chassis # scope security

ATvT2 fHELIa—F THy ML Tr—hb a—F X207 ¢ E— FEHBLET,
Firepower-chassis /security # scope local-user user-name

AT T3 BELIZa2—YF THU U bORRT—RNEREZ 7 V7 LET,
Firepower-chassis /security/local-user # clear password-history

ATYTE NI v a B VAT AREICAI Y PLET,

Firepower-chassis /security/local-user # commit-buffer

!l
RIZ, NATV—FR@REEZHEEL, N7y a v aET D0 EZRLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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