11l

VAT LEH

CHEPRIP 7 RLZADEHE (1 2—3)

TV r— g VEHIP OEE (3 —)

» Firepower 4100/9300 > ¥ — % DZEH (6 <X—)

e hTIZAMIDAFHEDA A F—L (7T —)

e 1 VA UHINNF— (138—Y)

« Firepower 4100/9300 Chassis D L&) (16 ~=2—3)

» Firepower 4100/9300 ChassisDO &R A7 (17 =X—)
« LHMMREOT 7 40 NREDOEITT (17 <X—)

« VAT A aAUR—R 2 FNOLERIEE (18 X—)

SEIP7FLADER

5D B HIIC
FXOS CLI 2> % Firepower 4100/9300 > % — Y OEFEIP 7 RLAZEHL T ET,

\)

GE) BHEHIPT FLRAZEE L&, H1LWT KL A% L T Firepower Chassis Manager & 7213
FXOS CLI ~D#6i & LT D L E N D £,

FIE

AT w1 FXOSCLIIZHHE LE T (FXOSCLI~DT 7 v A& 5M]) |
ATV T2 IPVAEHIP 7 RLAZRET HI2IE, ROFIEEZFETLET,
a) fabric-interconnecta M A I — 7 %R E L 9,

Firepower-chassis# scope fabric-interconnect a

b) HAEDEHIP T FLAZFRTHITIE, kOoa~vr Fe A LET,

LRT LEE
|
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B z=r7rizozE

ATvT3

DZSN & |

Firepower-chassis /fabric-interconnect # show

) MDOa~<wryREANLT, HILWEHIP T RLAL Y= U= 2R ELET,

Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network _mask gw
gateway ip_address

d) "oV I a BV AT AREICHET DI

Firepower-chassis /fabric-interconnect* # commit-buffer

IPv6 HELIP 7 R L A 2@ E 21213, ROFIAZFATLET,
a) fabric-interconnecta D A 2 — 7" %R E L £ 7,
Firepower-chassis# scope fabric-interconnect a
b) EFHLIPV6 REDAaA—T A HELET,
Firepower-chassis /fabric-interconnect # scope ipv6-config
¢) BUEDEHIPV6 7 L A EZFRIRT HITIE, kOa~vwr REATJLET,

Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

d) kOa~vry REANLT, HILWEBEIP 7Y FLAE S — b= 2R ELET,

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 ipv6_addressipv6-pr efix
prefix_length ipv6-gw gateway address

GE) Only IPv6 Global Unicast addresses are supported as the chassis’s [Pv6 management address.

e) hI UV U a B AT ARTEICHWET DI :

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

51
WOHITIE, IPVAEERA L —T oA AL — NI R ELET,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0

64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask
255.255.255.0 gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

B o x7oEE
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7T r—

\}

7Iusr—vareErozE |

WOFITIE, IPV6 BBIA L A —T 2 A REF— b T =AM R ELET,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé-config # set out-of-band ipv6 2001::8999
ipvé-prefix 64 ipvé-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipv6-config #

VaVvEEIPOLERE

FXOS CLI 7> Firepower 4100/9300 > ¥ — U NZHEfe SN2 T 7V r—v a VOFEBEIP T KL A
BEETEXET, 2O, FTFXOS 7Ty F 74+ —L LULTIPBERALZEL, K
T TV r—ay LYULTIPEMEERTALEND Y £7°,

GE)

ATy I
ATvT2

ATvT3

TV r—vaERIP2ERETLE, —ERADOFWBAREALET,

FIE

FXOS CLIIZ##i L £9, (FXOSCLI~DT 7 & A #5H)
S A FMEE T A AT L E T,
scope ssa
scope logical-device logical_device name
HAZEBH 7 — MRS oI, HILWEB T — AN T v I NRNTGA—FEFELET, &
ARBITEVWRH D Z LIZHERLTLESN,
ASA GREET NA ZAD AR KT 1 v OFRE DY,
a) BT NN ADT— R ARNT v TIZAD £T,
scope mgmt-bootstrap asa
b) Aoy REIPE—RIZLET,
scopeipv4_or_6 slot_number default
) (APv4DH) HLWIPT FLAZRELET,
set ip ipv4_address mask network mask

d) APV6 DH) HLWIP T RLAEZRELET,

227058 |}
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DZSN & |
B 7vr—aemrons

set ip ipv6_address prefix-length prefix_length_number
e) F—hFUxA T RLAEZRELET,

set gateway gateway _ip_address
) REX=aIYMLET,

commit-buffer
ASA FREET NA AD Y T ARBREDYE,

Q) VIAXEHT—FANT v TITAD £,
scope cluster-bootstrap asa

b) (Pv4 OA) FHULVMRAEIP % E L £,
set virtual ipv4 ip_address mask network mask
c) (IPv6 DH) HLVMRARIP 23R E L £,
set virtual ipv6 ipv6_address prefix-length prefix_length _number
d BHLWIP 77— LZRELET,
set ip pool start_ipend ip
e) F—hFUxA T RLRAEZRELET,
set gateway gateway ip_address
) REZ=aIYMLET,

commit-buffer

D

ﬁ
i
op

Firepower Threat Defense D A% > K7 0 ViREB L WNY 7 A X%

a) WMHTNAADT = ARNT v FITAD ET,
scope mgmt-bootstrap ftd

b) 2oy h&IPE—RICLET,
scopeipv4_or_6 slot_number firepower

c) (APv4DH) HLWIPT RLAZRELET,
set ip ipv4_address mask network mask

d) (IPv6 DH) HLWIPT RLZAEZRELET,
set ip ipv6_address prefix-length prefix_length_number

e) F—hUxA T RLRAZRELET,
set gateway gateway _ip_address

) FEEZaIv FLET,

commit-buffer

B o x7oEE
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GE) 7T AXREDYE . Firepower 4100/9300 ¥ v — U IHEE S CWDHT 7Y r— 3
YIZEITHLWIP T FLRAERETDOMENRH Y £3, V¥ — U7 T AZE0T
HA REOHE, WHOY v —vTT 7 r—2aryTEICINbDRT v 7 %Y
W MER DY £7,
RTVFTE 77V r—va v ZEICERT - NA N T o EREZ VT LET,
a) FPH%E ssa E— FIZLET,
scope ssa
b) #ipHAEZ AT Y MZLET,
scope sot slot_number
¢) #PHEZT SV r—vary AL AX A LET,
scope app-instance asa_or_ftd
d) BEHT—IMA N7y EREZ VT LET,
clear-mgmt-bootstrap
e) REXMELET,
commit-buffer
RT9TS 7TV r—va v ERHNILET,
disable

commit-buffer

GE) 7T AXBEDHA. Firepower4100/9300 & ¥ — NI SN TCWAHT 7 r— 3
VIEIER T AN T o IERE VT L, BT OMERHY £5, vy —
V7 T AZELITHAREDG G, MDY Y= Tr 7 ) r—va 2L
BOART v T HBYIETHERH Y F7,

ATFYT6 7TV r—avNET7I7A4 0T, Ay NREHEEL L IFA I Rolzb X, T r—
VarEREAMNILET,
a) #iPH%E ssaT— FIZRERLET,
scope ssa
b) #HEZ ATy MZLET,
scope slot slot_number
) ®MAET IV r—var AL AX AR LET,
scope app-instance asa_or_ftd
d) 77V r—varEmocLEd,
enable
¢) WELMEELET,

commit-buffer

LRT LEE
|
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B rirepower 41009300 > v — > B OEE

GE) I IRAEBEDOHE., TNHLDAT v &YKL T, Firepower 4100/9300 > ¥ —
WCHER SN TWDE T SV r—va VEREANILET, Yy —TRZFAZE
uHAﬁE e, WMDYy —yTT 7 U r—a Tl NDDAT v 7 ki
DIRTHLENDY 7,

Firepower 4100/9300 > ¥ — L 2 DEE

Firepower 4100/9300 ¥ — NIME AT 544 i % FXOSCLI B AEHE T 5 Z LA TEE T,

FIE

AFw 1 FXOSCLI 286 Lk 4 (FXOSCLI~D T 7 A% M]) |
ATFVT2 VATFAE—RIZADET,

Firepower-chassis-A# scope system
ATv T3 BEOLAHIEERLET,

Firepower-chassis-A /system # show
ATV T4 FHLWARITERR L ET,

Firepower-chassis-A /system # set hame device_name
ATYTS FTUH Iy a B VAT AREICTI Y FPLET,

Firepower-chassis-A /fabric-interconnect* # commit-buffer

1
ROBITIE, TAA AL EELET,

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

B o x7oEE
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ATvT2

ATvT3

ATv74

ATvTh

ATvT6

F52 rDERED VR — [

REBAE DA VX b—JL

MR EHIC, H B4 SSLAEHEN Firepower 4100/9300 & v —3 Web 77U r—31 3 T
AT A-DICAERSNET, TOMHAFEITIACELTHLID, 7747 77 0¥NRA
BICEET D EEb Y FHA, HLWT T4 7 b 75 74 T Firepower4100/9300 > v —
T Web A =T A AHDTT 7 8ATHELEIC, 7T UPFILSSLELEEZ A —L T,
=L —7)8 Firepower 4100/9300 ¥ % —3/ IZ7 7 ¥ AT HRNCAEAEELZITANDS Z L 2 ER L
F£9, FXOS CLI Zffi fH L CREIEE4 2K (CSR) # 4L, Firepower 4100/9300 ¢ —
THEHT OMRDOIDIEHEL A A b—1T 2121, UTOFIRAEHTEET, ZDOIDFE
HEIZLY, 27470 b 770G AEHL, BERLTWeb A ¥ —T7 oA A%
BTX5L9120ET,

FIE

FXOS CLLIZHi LEd, (FEXOSCLI~DT 7R #HM) .
X2V T 4 FEPa2—EASLET,

scope security

F—U 7 aERLET,

create keyring keyring_name

WEXF—DET 2T A A XEeRELET,

set modulus size

REX2Iy NLET,

commit-buffer

CSR 7 4 — /v R&ELET, fEAEIX, BEARA 72 2 (subject-name 72 &) Z45E L TH
TEET, SHITEET, v 7 —/L-Offk7R & OFMAFENEICHAAT Z L8 TE S35/
FFvarwfEETEET, CSR7 44—V RERET DHHE. VAT ALV AEHFEARRAT —
ROANNDBRDOHND Z LITHEELTLIEINY,

create certreq certreq subject name

password

set country country

set state state

set locality locality

set org-name organization_name

set org-unit-name organization_unit_name

set subject-name subject_name

227058 |}
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ATwFT1 HREEZAIVIFLET,

commit-buffer

AFyvF8  FEEICEMET S CSR A7 AR — M LET, FIEHIT CSR 2 H LT ID sFHAEA B L

ij‘o
a) FEARMCSREFRLET,
show certreq

b)  [-----BEGIN CERTIFICATE REQUEST-----] 7> [-----END CERTIFICATE REQUEST----- |

&1

MIIC6zCCAdMCAQAWAZELMAKGALUEBhMCVVMXEZARBgNVBAgMCkNhbGlmb3JuaWEx
ETAPBgNVBACMCFNhbiBKb3N1IMRYWFAYDVQQKDA1DaXNjbyBTeXNOZW1 zMQwwCgYD
VQQLDANUQUMxGJjAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMITIBIjANBgkghkiG
9w0BAQEFAAOCAQ8AMI IBCgKCAQEAS0ON5gagkfz2 14 JVEANG+7YGgcHbnUL 7LpV
yMChnKOPJjBwkUMNQAImMQsRQDcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwWggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVq76mTm8BwYMgHbJEV4Pmu
RIWE88YEVVWH7JTE1§90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIYZVatTxp6HTUezH2MITIz0avU6dltBIrnyxgGth5dPVOdhQIDAQABOC8WLQYJ
KoZIhvcNAQkOMSAWH]ACBgNVHREEFTATghFmcDOxMjAuUdGVzdC5sb2NhbDANBgkg
hkiG9wOBAQsFAAOCAQEAZUfCbwx9vt5aVDcL+tATuSXxFE3LA310ck6Gj1INVOW/ 61
JBNLxusYilrZZcW+CgnvNs4ArgYGyNVBySOavJO/VvQ1lKfyxxJ10Ikyx3RzEJgK0
zzyoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtvcQy55+/hDPD2Bv8pQ0C2Zng3T
kKLfGldxWf1xAxLzf5J+AuIQ0CM5HzMOZm8 zZREOWT+xHtLSgAqg/aCuomN9/vEwyU
OYfoJIJMvAQC6AZyUnMfUfCoyulpLwgkxBOgyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP75SaNyaBEPkO0365rTckbw==

ATFw 79 certreq®— K&K T LET,
exit
ATy F—V T EF—FREETLET,
exit
ATy TN FRAEROXGET 1 AN - CTREAERIZ CSR O 1 22k U3, BRBEEhT 5 &,
JHIZ D CA DBEX—Z2HH L CTF UV ZNVEL SN IDIEFHENRRSNET,
ATYF12 (X)) FXOSIZA v AR— T 25T _TOIDFEAEIL, Base6d B TRITHITRY T H A,
AR HZE L ID i ETF = — L OANRSETHLLESIT. ETFN%E
OpenSSL 72 &' SSL Y — /L &l L T 2 LB R H Y 97,
IDAFHET = — ZRFTD2HH N T A MRA V FEERLET,

create trustpoint trustpoint_name

E=113
e
Tul
!

2Ty 13 EHEOFERIIES T, FIE 11 CHREEFNOZELEZIDAFAEF=— 2 AN LE T,
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GE) PHFEAEZEAT 2R OLA X, v— N EFRGEAE L 2SS ST LER S
DEFT, 7F AN 77 A LT, — FMERAEL —F LIT—X ML, ZRUTHENT
F = NOKEHFRFEAZELZX—A N LET, ZOHE, T-3TO BEGIN
CERTIFICATE 7 Z 2" & END CERTIFICATE 7 7 7' 2 &b 9, ZORKDT F 2 k
Tyl hTARKRAL Y MIabEt—T K= LET,

set certchain

1 -

firepower /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggghk jOPQQODA jBTMRUW
>EwWYKCZImiZPyLGQBGRYFbGYjYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwWNzI4MTc1NjU2
>WhcNMjAwNzI4MTgwNjU2WjBTMRUWEWYKCZ ImiZPyLGOBGRYFbG9J YWwxGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcghk jOPQIBBggghk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmgqlubaDHPJ5TMGE£JQYszLBRIJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPr FWEEBcbxGSgQW7pOVIKkWEAYJKWYB
>BAGCNxUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lgy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

ATy T8 BEEZaI Y MLET,
commit-buffer

ATYT1 FTAMKA LN E—FREKTLET,
exit

ATFvT16 F—VU 7 E—RIADET,
scope keyring keyring_name

ATV TN AT v I3 TERENTZ N T A MRA LV &, CSRICER S NT-3%—Y o 7Bl T £,
set trustpoint trustpoint_name

ATV T18 V—ROBLE IDFEHEEZA VAR — M LET,
set cert

ATy 19 FiERIC kvt s IDFFHEZEONEEZX—Z N LE T,
B -

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Keyring certificate:

>MIIE8DCCBJagAwIBAGITRQAAAArehlUWgiTzvgAAAAAACAKBggahk jOPQODABT
>MRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEwWHhcNMTYwND I 4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWB3MOswCQYDVQQGEwWJVUZETMBEGA1UECBMKQ2F's
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ATy T2

ATFvIT2n

ATvT22

ATvT23

ATy T4

ATv T2

ATy T 26

>aWZvcm5pYTERMASGALUEBXMIU2FuIEpvc2UxFjAUBGNVBAOTDUNPpc2NVIFNSc3R1
>bXMxDDAKBgGNVBASTA1RBQzEaMBgGA1UEAXMRZnNAOMTIwLnR1c3QubG9jYWwwggEi
>MAOGCSQGS Ib3DQEBAQUAA4 IBDWAWGgEKAOIBAQCZQ43mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 8mMHCRQw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuUK3F5U
>R1HLPvOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIuhKGOERXXSGF/j43D
>ikoJdn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftq2MONVIkdkFRGOJqge/IG8a4s/9D82a
>/cujcb0hNssvmAhh1lVql PGnodNR7MEYwgjM5q9Tp3WOH2ufL.GAa2H109XR2FAgMB
>AAGjggJYMIICVDACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROjBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1lUdHWSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFNlcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREMI9bmFhdXNOaW4 sREM9bG9j YWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPWShYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTJj1QdWJIsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1ljZXJ0aWZpY2F0aW9uQXvo
>aG9yaXR5MCEGCSsGAQQBgjcUAgGQUHhIAVWB1AGIAUWB1AHIAdgBl1AHIWDgYDVROP
>AQH/BAQDAgWgMBMGA1UdJQOMMA0GCCsGAQUFBWMBMAOGCCqGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUdIb6K1Uw=

>ENDOFBUF

=V o7 E—REKTLET,
exit

X274 E—FEKTLET,
exit

VAT AL E—FRIZAD T,

scope system

=X EF—FNIZADET,

scope services

FLUOVGEAEZ T 5 X 912 FXOS Web — B A ZFREL £7,
set https keyring keyring_name
MEZ2IY PLET,

commit-buffer

HTTPS +— NCEEAM T bR TWAEF— U v 72 F R LET, ZHICEZOFIEOFIES T
ERR U723 — VU VU T OLARINKMES 5 Z L1220 9, mEmbAicT 740 hDOF—1 74
DRRINDHLEITIE, HTTPS U — N EE, HTLWGEAERZEAT L Lo IcESH sn Ty

FHA,
show https

51 -

B o x7oEE



| v2x7088

F52 rDERED VR — [

fpd120 /system/services # show https
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: firepower cert
Cipher suite mode: Medium Strength
Cipher suite:
ALL: !ADH: !EXPORT40: !EXPORT56: !LOW: !RC4: !MD5: ! IDEA: +HIGH: +MEDIUM: +EXP: +eNULL

ATFw T2l A UR—FENZIEHEONRE 4R L, Certificate StatusfE 2 Valid & #R S D Z & &R
LET,

scope security
show keyring keyring_name detail
i -

fp4120 /security # scope security
fp4120 /security # show keyring firepower cert detail
Keyring firepower cert:
RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity
Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT
Subject: C=US, ST=California, L=San Jose, O=Cisco Systems, OU=TAC,
CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:b3:43:8d:e6:06:20:91:£f6:76:7e:2e:09:54:40:
0d:1b:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:c8:c0:
al:9c:a3:8£:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1£:31:29:£f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:le:
d6:18:db:de:83:£f5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:e6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8f£:8d:c3:8a:4a:09:9f:
9e:49:29:12:26:44:¢c1:d5:91:da:29:5f:5b:b6:d6:
20:de:47:££:50:45:14:82:4f:cd4:ca:bb5:6a:dc:1f:
ae:d8:3b:28:a0:f5:6a:e£f:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£f9:2€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:b4:26:a7:bf:20:6f:1la:e2:cf:£fd:0f:
cd:9%a:fd:cb:a3:71:bd:21:36:cb:2£:98:08:61:95:
5a:b5:3c:69:e8:74:d4:7b:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Alternative Name:

DNS:fp4120.test.local
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X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:1ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration, DC=naaustin,

DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint
Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:00:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:06:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACTAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9)YWwxGDAWRBgoJkiaJk/IsZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEi
MAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1luLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQOBYj cUAGQUHhTAVWB1AGIAUWBIAHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No
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RDBERY

FLVMEBTE DREAENFEL TWD Z L E2ERT DITIE, Web 77 UHDT R & N—
IZ https://<FQDN_or_IP>/ & AJJ LT, Firepower Chassis Manager (% &) L ¥4,

GE)

TR EIBIZ, T RUVAAN—DANNFIZHRS L TERAZEOY 7V =7 MR L
T AEAZENEREM R AL VAR L TRITESNTWAEE, 770 THZ2D L9177
TATHMENRH Y ET, PT RLAEMBHLTT 7 BAT5L, (GEHTE 2GEAENER X
NTHbHELTH, o SSL =7 — (FHEANER) DA —IhET,

B/ \F—

07 A Ui/ —"TlE, =—3 73 Firepower Chassis Manager |22 7 A > 9% & T AT A/ —
THRAMBRERENET, 2—PHLNRRAT—=ROVAT LT BT FORNI, AvE—VD
WMETOK]| 227 Uy 7T H0ERNBYET, al A Ui T —%2ELRNE, VAT A
AP L NRAT— RO T a7 M IR E T,

I—PNFXOSCLIICn /A T 25 L, RESNLTWAGERIITV AT AN RAT— KD T 1
ZrORNCe A v NP —FHF A MR RLET,

I/ N T —D1ERL

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

FIE

FXOS CLLIZE: LET (FXOS CLI~DT 7 v 2 &2HMW) |
X UT7 4 E—RFEBRBLET,

Firepower-chassis# scope security
Nh—tF2UT7 1 F—FIAYET,
Firepower-chassis /security # scope banner

WpDa~wy REANDLT, al A U ginnt—%2ERLET,

Firepower-chassis /security/banner # create pre-login-banner

Firepower Chassis Manager & 7= (% FXOS CLI ~D 12 7' A VRO 2—H|Z FXOS NERT D A v
“IZH‘T/“%\_"*EH/:E’ Lij«o

Firepower-chassis /security/banner/pre-login-banner* # set message

0JAVHINT—= A=V DT AN ANTHEZDOXA T a7 ZBRELET,

227058 |}
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ATvT6

ATy 17

DZSN & |

Ta T, Bl A VIR — A —CER AN LET, ZOT 40— RIZiE, B
ASCII XLFEHEAJITEET, BEITOTHFA NEANTEET0., BITOERKRICFEIL 192 XC
FCT, {TOXYY T Enter ¥—Z L £7,

ATINE DR DITIZ ENDOFBUF & AL, Enter F—%M L TR TLET,

[A =T DFE (setmessage) | XA 727 %%y LT 5HI21E, Cerl+C F—%2 ML F
@—o

R H a2 ATAREICZI Yy FLET,

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

!l
WROBNE, v 7 A CEiANT—E B L ET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

O VRN F—DEER

ATy T
ATvT2

ATvT3

ATy T4

ATy T5

FIE

FXOS CLIiZ##t L £ 3 (FXOS CLI~D 7T 7 £ A% B M)
X2 V7 0 E— RERKBLET,

Firepower-chassis# scope security
NF—%F=2U7 4 FT—FICADET,

Firepower-chassis /security # scope banner

0y UHiINFT =D — X2 VT 4 = FIZAY ET,

Firepower-chassis /security/banner # scope pre-login-banner

Firepower Chassis Manager & 7212 FXOS CLI ~® 1 7 A VIO —H|Z FX0S NFEKFT D A v
-V ERBEELET,

Firepower-chassis /security/banner/pre-login-banner # Set message

B o x7oEE
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ATvT6

ATy 17

ny 4 vaisr—oni ]

HBTAUEINT = Ayt =V DT XA N ANTHODF AT a7 e L ET,

TRy RT, B A VRINT— A=V EANLET, ZOT 40—V RIZiE, BED
ASCH XLFH ANTEET, BHEITOTHF A FEANTEE TN, BITORKNITFEIL 192 3¢
FCT, {TOXYY T Enter ¥—Z L £,

ASINEBE DI DITIZ ENDOFBUF & A )L, Enter F—%2 L TR TLET,

[AvE—VDORE (setmessage) | XA 7 07 %X ¥ LT 5I201F, Cerl+C F— 2L &
D

FFo W a B AT AHREIZTI Y FLET,

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

1
WIZ, T A CEINT =2 ERT 562 R L ET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

0454 RN F—DHI

ATy
ATvT2

ATy T3

ATy T4

ATy TH

FIE

FXOS CLI (Z##5¢ L £9° (FXOS CLI~D T 7 & A% &)
tX=2UT7 4 E—FERBLET,

Firepower-chassis# scope security

Nh—%tF2U7 1 F—FIIAYES,

Firepower-chassis /security # scope banner

VAT Abu A Ui T —Z2HIBR L E T

Firepower-chassis /security/banner # delete pre-login-banner

NI H I a2 ATAREICZI Yy FLET,

227058 |}



b_CLI_ConfigGuide_FXOS_271_chapter3.pdf#nameddest=unique_5
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B Firepower 4100/5300 Chassis D E S

Firepower-chassis /security/banner* # commit-buffer

il
WIZ, v 7 A CHIANT—EHIERT 6 2R LT,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

Firepower 4100/9300 Chassis O FE iC &l

FIE

ATy Tl V¥ —v E—KRICADET,
scope chassis1
ATV FT2 koav s REANLT, vxY—v&2 U7 —hLET,
reboot [reason] [no-prompt]
G¥)  [no-prompt] ¥ —U— REZEH LA, a2~ RE ATy —139 <Y

7 — kR LET, [no-prompt] ¥—U— REHEHL2WEE, VAT AFa—Hn0n
commit-buffer 2~ KE AT HETY 7 —FLEHA,

VAT BEFEDVAT A ETRHRRENTWD TR CORBET NN, AE T L —A Ty v b
Z L, B #&RIIT Firepower4100/9300 3 ¥ — > D EJR & A4 72 L CHAAEI TSR0, %=
UV 4 B a— )L/ P OERAEINCA ZIZLET, 207 e 22038 15 ~ 20 450>
N E9,

ATV T3 VT7—h o R4 2520%, ROFIEEZFEITLET,

scope chassis1

show fsm status

B o x7oEE



| vz27LE8
Firepower 4100/9300 Chassisn &4 7 |}

Firepower 4100/9300 ChassisD &R A 7

FIE

ATV 1 vy —v F—KRIAYET,
scope chassis1

ATV T2 koav s REANLT, Y —VEBRAZICLET,
shutdown [reason] [no-prompt]
GE)  [no-prompt] ¥ —U— REMEMA L72GE, a~v > FEANT L Ly —23d<I

¥ v T LET, [no-prompt] F—7U— RZEH LARWEE, VAT Lda—
#2% commit-buffer 2~ REANTLHETY Yy h¥ DU LERA,

VAT MIFDVAT A ETHEREINTWDE TR TORET S, AT L—RAT7 IV v b
VAV AUNE 3 S5 memmwmmm/% COBREF 7T HENS, X2V T 1 F

Va— Y OEREBERNC CLET, 207 av R TiT15~205503020 £,
Vk%vﬁEﬁKVk/F5?/Tﬂi\/k /®$ﬁ:%h%%@m TR ZENTEE
jﬁo

AT T3 Vv MUY Tt RAEE=FT5HIE, ROFIEEZFEITLET,
scope chassis1

show fsm status

TIHZHERFEOT 74 )L FEREDET

FXOS CLI Zf ] L T Firepower 4100/9300 ¥ — > % T HAIRFOT 7 4V M EIZR T Z &
MWTEET,

A

(B Zo7avRIE-oT, HETAA AREE G TR TOZ—FREN Y —U 0 bIHEIR
9, TOFIENETLEL, VAT LAEZHRETHAIVLELRS Y T4 (WHERTE 2SR LT
77EW)

FIE

ATy 1 (EE) easeconfiguration 2~ Iy vy —v b A~v—h T4 B ARTELHIBRL EH
o A¥—F T4V AREBHIRT 2581L. ROFIEZFEITLET,

LRT LEE
|
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ATy T2

ATvT3

ATv74

scope license

deregister

Firepower4100/9300 > v — > O GREfEIRT D L. T AUV BT A ADRHIBRIS N E T,
FRA ZADT_XRTDT A & A Gk LIFAENEIRENE T,

0 —hVEH Y = VTR L £,

connect local-mgmt

Firepower 4100/9300 > ¥ — /1 H T _RTCO—HREZHEE L, RO LHHEHIFOT 7 4 )L
FEREILY vy —YZ2ETTHIE, koa~vr ReE A LET,

erase configuration

TRTCOZ—FRELZHETHNE I D EHRETHLIICRDOENET,
REDMHELZHRT LT, a~v F Fer 7 Mlyes EANLET,

TR T O —FELEN Firepower4100/9300 v — M HIEEINTH, VAT AN 7 — L
\iﬁqo

VATLAVKR—RY FDREWTIHAEX

FXOS CLI Z{#£f LT . Firepower 7 /7 A 7 AD AL R—F > b ELEIZHETDHZ LN
TEET,

(TGRS OT 7 40 MREDET (17 °—2) | THHINL TV L1, erase
configuration 2~ > K& FE479 5L, V¥ —T DT RTCO—VPREFRN/HIFRS ., THH
WREDT 7 4V NEREICED £7

erasesecure I~ NI LV, FBELLET FI9A T v A ayR—3y MINEEICHEESNE T,
DFEY, BIIT—ZNHIRIND T TR, WA M L—U0 (U477 GERICEE)
N4, 2, "—F7=7 AR — arR—32 "PERET —ZCAX T 2 RFF L
VRRETT, 77 T4 7V A Bk E XA T HBICEETY,

G¥)

ATy T

ATy T2

SERMHEFRIZT AN ARHER LET, ZiuL, SSHERS K T L2 E2 Bk LET, Lz
NoT, YITIary ) —)LiR— bEREZ N L TCRENELZFITTI 2B LET,

FIE

O—H SRR = VTS LT,

connect local-mgmt

WELET I IAT VA aryii—3xy N REIZHET 511, O eraseconfiguration =+
Y RoWwTFarte AN LET,

B o x7oEE
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a)

b)

va7Lhavk—xy rorents ||

erase configuration chassis

TRTCOT—H A A—TUPRKRPI, EIETERNWILEEETLIRA v —UNRERS
FOR %Jdiﬁi—;«%)ﬁ Y DOERNPRD HNET, y%]\ﬁ’?éc‘:\ Firepower ¥ ¥ — 2K

WCHEESNET, X2V T4 BV 2= ADRKRIICHESN, TORIZA—/R—1
“7“75§?‘ﬁ'§'§é%bi?’o

THRAAEOTRTOT—HEVT7 M2 TPHEINDTZD, T3 AU AN [ZTROM
=% (ROMMON) NHDHFTTEET,
erase configuration security_module module id

EFEV a2V EDTRTOT—H LA A=V KDh, BHETERWZ L2BETHA Y
T—UNEREN, FATTDE0LE D DOMERNKROONET, ye ANTHE, TV 2—
APHESNET,

(GE)  decommission-secure 2~ ROETRERIL, KAMICZDa~<wr REEIT LS
ALFELTT,

X2V T 4BV 2 AREEIND S, ERINESNDETH U LICIRIEIC/R D £7
(FTalvvarahk®sva—L LR
erase configuration supervisor

ﬁ&fw? Z LA A=URKbIL, FIETEXRNWI EE2EESTIRA vE—UNRFRS
 FATT M E D DORERPRD LNET, yE AT D L Firepower A—/3— 34 4
73>§/£ WCHEEESNET,

A== N P LEDOFTRTCOF =X E VT b =T RHEINDTD, TAA AY BN
IZ ROM =% (ROMMON) 25D HFETTEET,
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