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RIZ. Firepower4100/9300 ¥ ¥ — 3 R ET D FRIZFATT D MEN & D AR I & X 7 DFIA
L ET,

FIE

Firepower 4100/9300 > v — 3 /~— R = 7 %% & L £ 7 ( [Cisco Firepower Security Appliance
Hardware Installation Guide] %%8) ,

WIREZT T LEST (WHERE Q~—) 2Z2H) ,
Firepower Chassis Manager |~ 2 71 > L £9" (Firepower Chassis Manager O = 7 A >/ 777 7 |
O==) M) .

Aft LA E2RELET (AROREEZSR)

DNS #— %R ELET (DNS 4 — O EEZSH) |

LTV 2AEBEELET (ASADTA LU AEHEBR) |,
2—HEFELET (User Managements )
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VAT LDOFRE & B HIZ Firepower Chassis Manager ¥ 7213 FXOS CLI Zff 3 % 12i1%. #1HIC
WS OMDOFIIRRE S A7 B RITTLHHENH Y 9, HIFRECEIATI DT, 2 /—n
N— R ErLTT 78 AT HFXOSCLIZ AT 50, FHA— M2 LTT7 729 %SSH,
HTTPS, F7/ZIXRESTAPIZMH L ET (ZOFIEL, v—FvF Frbya=7 LT
ET) .

AV —I)LR— ~EERL-MHERE

FXOS CLI Z £ L T Firepower 4100/9300 v —IZHIDTT 7 AT H &, VAT LAORE
HEHTE ey b7 v T U P = FBRRRSNET,

A\

GB)  WHIRREZMR Y ZESIE, Roa<wy P2 L TRITFORELZT N THET 24ERH Y
—éqo

Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration

Firepower 4100/9300 & v — > O H—OEH AR — MIiX, 1 2OHDIPv4 T LA, F—hU =
A, TRy h~RART, FZ1D2OBDOIPv6 T KVA, F—bhU=A, Xy hU—27 T
T4 AERETHMENHY 9, BEHR—FDOIPT FL AT LTIPv4 £7-13IPv6 7
FLAOWThrzRETE £,

188 BRI
1. Firepower 4100/9300 3 % — 3 DR DY PREEE & Head L £ 37,
e Y —)LR— IR Ea—FKREIT 2 Y = NI ERICEERE S

TWn5,
« 1Gbps A —H 3 v MNEFER— MBI T . AL v T, Eidv—F IR I T
%)0

SR DWW TCIE, [ Cisco Firepower Security Appliance Hardware Installation Guidell % 2P
LTLIZENY,

2. TV L FE—FIEE L TCWAa L P a—XiE (Fidar Y — L $—n) Tar
V=)L R =K RTRA—=EANRKRDOERBY) THDHZ EEMERLET,

* 9600 7N —
85T —X B b

e NUT 472
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O LWEBE SN AT — R
EHIPT RLABIOY 7 Xy b w27
e F—hUxzAIPT FLXA

*HTITPS BLO'SSH 77 A% T 5 7T xy b (MP7uvr ] T RVADAN
EROLNET)

s RARHE RAAL 4

*DNS H—"DIP 7 RL &

FIE

ATyl vy —TOEFREZANET,
ATFTYT2 =N 232 —Z&FHALT, YIUT aryy—)LR— M NMIERLET,

Firepower {Z1%, RS-232-RJ-45 > U T/ 2V —)L 7r—7 RN FE L T\ Ed, BEEETIE,
P FR=F g BD Y TV -USB 7r— 7 NSRBI R DEARH Y £4, ROV T 3
FTA—FEHHLET,

* 9600 R —
87 —X By b
YT 472l

1Ay 7 EYH

ATV T3 Tur T MIE-> TV AT AREEITWVET,
GE) MEISEUT, VIR ERICRERT Ny F A= —ZB8 L, &y N7 vy 7EOT
Ny 7 BEOHIE, BIOWV AT LAOBREZIT) ZENTEET, TNy R
Za—IBETHICF, Cul+CEILET, T3y 7 A=a—% & T95HI21%, Cl
+D 2B L E T, Cul+DZ M 1EHE L 2EHOMICATI LTSN H D55
2B H® Ctrl+D Zf L7=%%IcFE TS £,
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--—- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to

the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration
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and reboot system.

To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [yl: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscapeé&32
Enter the system name: firepower-9300
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
Do you want to configure IP block for ssh access? (yes/no) [y]: ¥
SSH IP block address : 10.0.0.0
SSH IPv4 block netmask : 255.0.0.0
Do you want to configure IP block for https access? (yes/no) [yl: ¥y
HTTPS IP block address : 10.0.0.0
HTTPS IPv4 block netmask : 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]l: y
DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]: y
Default domain name : cisco.com
Following configurations will be applied:
Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11

Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y
Applying configuration. Please wait... Configuration file - Ok

Cisco FPR Series Security Appliance
firepower-9300 login: admin
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Password: Farscape&32

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.

[...]

firepower-chassis#

EER—rE2FRALEO—42yF JOE 3=y

Firepower 4100/9300 > v —3 OEBIFHIAZ — T v 7 a7 4 Fab—a VRO 5
WA, TAA R FZr—F v TF T eV a =7 F— KIZAY, Dynamic Host Control Protocol
(DHCP) Y—"ZHHL T, ZOFHA X —T oA APEHHL THHED T~ A T v
TEFITLET, TO®%, HEHA VX —T oA A% L CTHEL T, SSH, HTTPS, F72i%
FXOSRESTAPI Z i L T AT LEHRETEET,

GE)

MR E 2V IR TI2iE, ko=~ REEH L TBFEOREZ T X THET O LE R H Y £
R

Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration

Firepower 4100/9300 > ¥ — ¥ D H—OEFE AR — MIIX, 1 DOHDIPvAT KL A, F— U=
A, VTR bh~=A7, FHIEF1O2OBDIPYV6T RLA, F—rUxzA, Xy hU—2 7L
T4 I ABRETLILERGY F9, FEHARA—FDOIPT FLURIZx L TIPv4 £721XIPv6 7
RLZ2OWTFHNERETE£T,
I8 BRI
Yy N7 v A7 VT NTHEATROERZIVEL 9,

BT LWEHE AT — R

EHIPT FLABLUOY TRy v R

e F—rT A IPT KL A

*HTTPS BLOSSH 7 7 ¥ A &#Fa][ 45V 7Txv b (IPT7avy s | 7T RLADANER
HHIFET)

e ARA ML RAL A

*DNS H—"DIP 7 RL- &
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FIE

AT w71 DHCP $— " %Z5%E LT, Firepower 4100/9300 > v —3 OFHR— MIIP 7 KL 2 ZE| D Y
TET,
Firepower 4100/9300 > v —< 775D DHCP 7 7 A 7 > MELRITIE, RO OB EZENET,
CEHA LU H—T A ADMAC T KL A,

« DHCP 473 2 > 60 (vendor-class-identifier) : [FPR9300] F7-1% TFPR4100] |ZF%E L
i‘j‘o

« DHCP 473 = 7 61 (dhcp-client-identifier) : Firepower 4100/9300 ¥ ¥ —3 O+ U 7 L%
FICHRELET, ZOVITAEZL, Py —TO5EHLY 7 THRRATE £,

AT 72 Firepower 4100/9300 * ¥ — > OEJF &2 AN E T,
VA —VDEEFICAY — T v T ar 7 4 X2 b=y a VRRONLRWEES, T3, AT
n—XyF Iraeya=r7 T—RIAYET,
ATY T3 HTTPS ZHEHA L CU AT LA ERET HITIX, ROTFIREFETLET,
a) VPAR—FEINTWDLTIUFEMEHLT, 7 RLAN—ZIROURLEZ AN LET,
https://<ip_address>/api

Z ZC. <ip_address>1%, DHCP ¥ — /N2 L - TEIY 4T 5172 Firepower 4100/9300 2 v —
¥V OEERAR—RIDOIP T RLATT,

GE) Y AR—=PENDIZTITUVFOEMIOWTEL, AL WA=V a3 DYV —R J— %2

LTS ZEW

(http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.htn

*ZM)
b) —HFHERRT—RODANEZRD LI, L Linstall & <chassis_serial number>
ZAHLTa s A LET,
<chassis_serial number> X, > X — DX T hHFHRD LERTEET,
) TurT M- TV AT LAREEITWVET,

P 88S) IR SAT = FOBAAY 2— (ARSAV = ROHA FTA 20T,
- Thu N BB

cadmin 77 FDOIRAT— R,
« VAT L4

e A= R=NAPEEDIPvET RLALH TRy h~R7 F72TIPV6 T KL A LT
V74w IR,

e T I3V KN F—=Fr U2 A DIPVvAT KL AE=ILIPv6 7 KL A,
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*SSHT7T 7 BEANHFRIENTWARA MNEry hT—27 T RLVABIORy bR 7/
V74T A,

«HTTPS 7 7 ¥ AN R EINDHKRA MNEX Y NU—I T RLVAL Xy h~AT /T VT 4w
7 AL

* DNS — 3D IPv4 £ 721X IPv6 7 KL A,

e T 74N RAAL 4,

d) [&fE (Submit) 1227V v 27 LET,
ATY T4 SSHEMH LTI AT LERET HITIE, ROFMEEZFATLET,
a) WOa<ry FEERLT, BHA— MR LET,
ssh install@<ip address>

Z Z T <ip_address> %, DHCP H— N2 X - THEIY Y4 T 5 417z Firepower 4100/9300 * % —
¥ OEBEAR—RIDOIP T FLATY,

b) RNAU—KRKOANZERDLNZH, Admin123 Z A LT/ A LET,
c) RV M-S TUVAT AREEZITWVET,

GE) MEIEUT, PIHRRERICHRFT Ny J A= —ZB8 L, By vT v 7R
DF Ry 7 FEOHIE, BIORV AT AOHEBIHAZITH) ZENTEET, 7
Ny A=a—IBETHI00%, Cl+CEZMLET, TR T A=ma—%KT
THIZE, Crl+D Z 2 L3, Cul+DZ 4 1A & 2EBOMICATIL
FHORBAEE, 2EIHD Crl+D 2 LI-#%ICFTINET,

1 :

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration
and reboot system.
To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [y]l: n

Enter the password for "admin": Farscapeé&32

Confirm the password for "admin": Farscape&32

Enter the system name: firepower-9300

Supervisor Mgmt IP address : 10.80.6.12

Supervisor Mgmt IPv4 netmask : 255.255.255.0
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IPv4 address of the default gateway : 10.80.6.1
Do you want to configure IP block for ssh access? (yes/no)
SSH IP block address : 10.0.0.0

SSH IPv4 block netmask : 255.0.0.0

Do you want to configure IP block for https access? (yes/no)

HTTPS IP block address : 10.0.0.0

HTTPS IPv4 block netmask : 255.0.0.0

Configure the DNS Server IP address? (yes/no) [n]: y
DNS IP address : 10.164.47.13

Configure the default domain name? (yes/no) [n]: y
Default domain name : cisco.com

Following configurations will be applied:

Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com
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Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no):

Applying configuration. Please wait... Configuration file - Ok

Initial Setup complete, Terminating sessions
.Connection to <ip address> closed.

REST API 2] L T AT AARET DIIE, ROBIZHEHLET,
https://developer.cisco.com/site/ssp/firepower/ % ZH L T < 72 &\,

RIET HIZIE, ROFINEZFATLET,

FEAIZ W T,

(G£)  dns. domain name, https net, https mask, ssh net, ssh mask D& EMEIXA 7> 3 >~

T4, RESTAPLEEDH A, MOT~TORMEZLHATT,
IPv4 REST API example:

{
"fxosBootstrap": {
"dns": "1.1.1.1",
"domain name": "cisco.com",
"mgmt gw": "192.168.0.1",

| e
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"mgmt_ ip": "192.168.93.3",

"mgmt mask": "255.255.0.0",
"passwordl": "adminl23",
"password2": "adminl23",

"strong password": "yes",
"system name": "firepower-9300",
"https_mask": "2",

"https _net": "::",

"ssh mask": "Q0",

"ssh_net": "::"

IPV6 REST API example

{

"fxosBootstrap": {
"dns": "2001::3434:4343",
"domain name": "cisco.com",
"https_mask": "2",
"https _net": "::",
"mgmt gw": "2001::1",
"mgmt_ ip": "2001::2001",
"mgmt _mask": "64",
"passwordl": "adminl23",
"password2": "adminl23",
"ssh mask": "Q0",
"ssh net": "::",
"strong password": "yes",
"system name": "firepower-9300"

Firepower Chassis Manager DO 5 A4 >/OJ 7 k

Flrepower Chassis Manager % fifi | L C Firepower 4100/9300 > ¥ —3 Z5ET 512X, £ DHi
W2, Ao —Y 7 h U R EFERHL e AT ARERLY T, 2—F T HT L D
FERELIZ DUV T, User ManagementZ i L T 72 &0,

—EHMIC D> TEIENRZ2WGAIX, BEIMICV AT A0 0r Ty hanEd, 7740
FCIE, 107 IOl VEZITDRWEBEINICR 77U R LET, ZOFA LT T MNRIE
%’f’ﬁﬁﬁ‘é I, By ar XA LT T ROFREESH LTI, Fz, Byia R
TIT 4 TG ETH, —ERROKRRZICE—E AT A a VAT S X5 It
BALT U NERETHIELTEET, MIXA LT U RNERET DT, Mttty a s
HA LT NOBREESZRLTITEEN,

VAT NEEE LIZRER, Firepower Chassis Manager 75 HEICr 77 7 hEns5460—

BIZHOWTIE, By a VEEIZK Y Firepower Chassis Manager 7~ > a V3 L 25654525
LT ZEN,
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GCE) HELEKME =N AT AN En vy 7T U NENDEIC, a7 A RBITORME FED
Bl FF Rl 95 X 9 1T Firepower Chassis Manager 2 {LE TR E TE £9, dFMlc >\ ik, =
TA AT ORKIBIEOFBREEZZR L T ZEW,

FIE

AT w71 Firepower Chassis Manager (22 7' A > § 5121, ROFINEEZFEATLET,
a) YR—FSINTWELTIZUYEMEMLT, 7 RLAAN—IZIRO URL # AT LET,
https://<chassis _mgmt_ip address>

Z T T, <chassis_mgmt_ip_address> 1%, HIIEXERFIZAJ) L7z Firepower 4100/9300 > % —
YOIPT RUAFEZITHRA N TT,

GE) YR—FENDEZT T UTFOHEMZONTEL, FHLTWAAR—=Va DV —R ) — %23
flrLc<<iZan

(http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.htn
M)

b) Z—HFLLERRT—FE AN LET,
) [m7 A4 (Login) 1227 YU vy7 LET,
1 74 3 % & Firepower Chassis Manager 23 & . [#EZ (Overview) | X—UNERRINET,

Firepower Chassis Manager 2> 51 77 7 45|21, T EF—3a 0 A—=l& RSN TWDHH
DDOL—PH/ERA ML, [mZ7T 7k (Logout) ] Z#ER L FET,
Firepower Chassis Manager 2260 277 7 b5 &L v/ A VEHEICREY £,

ATy T2

FXOS CLIND 7V X

FXOSCLIIZIE, v Y — /b R— MIBEWEHREf-> T LET, 2/ —/b R— M
ML TWharya—iR (Fridzry—nL % —nN) TarV—i R —h X5 A—F)0
WKDEEBY THHZ L EMERLET,

* 9600 K —
87 —H v b
e NUT 472

sl Ay EYH
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SSH & Telnet % i L T FXOS CLI 1285k T& £ 9, Firepower eXtensible Operating System
3K 8 DD SSH #ifii & [RIRFIZ AR — M C& £, SSH THifc 95 I2i%. Firepower 4100/9300
VX =Y ORARNEILIP T RLABRKEZR) £,

IROWT I ORESHZ L LT SSH, Telnet £ 7213 Putty TR 27 A > LET,

GE)  SSHmZA »TIERILFLNLFREBSNET,

Linux ¥R 7> HIFZLL RO SSH 2 H L £ 7,
* ssh ucs-auth-domain\ \username@ { UCSM-ip-address | UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11

ssh ucs-example\\jsmith@2001::1

ssh -1 ucs-auth-domain\ \username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11

ssh -1 ucs-example\\jsmith 2001::1

ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -1
ucs-auth-domain\ \username

ssh 192.0.20.11 -1 ucs-example\\jsmith

ssh 2001::1 -1 ucs-example\\jsmith

ssh ucs-auth-domain\ \username@ {UCSM-ip-address | UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1
Linux K7 5 1XLL T O Telnet 2 H L £ 97,

\)

GE)  Telnet X7 7 4V F TF 4 B—7 /L T9, Telnet ZH%MbT 5 FINEIZ DOV TiL, Telnet DFRE
FHRLTLEEN,

* telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-gqa-10
login: ucs-ldap23\blradmin

* telnet ucs-{ UCSM-ip-address | UCSM-ipv6-address } ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

Putty 7 7 A4 72 I b

* ucs-auth-domain\username T 7 A4 > L £79,

Login as: ucs-example\jsmith
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