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B stz s—oxm

N

t¥a) T REER |

« 7747 v FIEAERGEO AR (17 =)
cH/NNRAT— REFT = v 7 ORE

« v 7 A AT ORKIEEL DORRE

GE)

SSH7RX k

ATy

ATvT2
ATvT3 i
ATvT4
ATvT5

ATvT6

B Yy 7 Firepower 4100/9300 & v — 3 (21T 23R EHEILO A 3L _Ob\f@ﬁnﬁ
BIL TS Z EIcERELTSEEN, Firepower4100/9300 T — v TREEILE HNIC
b B SNTMET A AZETEDOa T T4 T U ATHEINIC ih%éﬂiﬁh

F—DER

FXOS U U —22.0.1 XV LAHIE, 7734 AOYIBERHZAER LI2BEAFO SSH AR A b F—28
1024 By Mo n—Ra—RENTHWE L, FIPSBIO=2EY 7747 U TREICHERT S
IZiE, ZOHWHRR N F—ZHELTHLOAR b F—2ERT50ENHY £, FHMIC
DV, FIPS = ROFMLELIEY 7 T47 )T B— FOFBEEBHL TS
A%

HUWSSH AR A b F—Z M L, & UWGEAERELY —2 4R35 121%, ROFIEEZFEITLE
j‘o

FIE

FXOSCLI 225, —E R E— RIZAD 7,
scope system

scope services

SSH R A k F—%HIRLE9,

delete ssh-server host-key

REXaAI v P LET,

commit-buffer

SSHARA N F—DH A X% 2048 By MIHRELET

set ssh-server host-key rsa 2048

o

wEEaAIY FLET,
commit-buffer

HLWSSH A A b F—%1ELE9,

create ssh-server host-key

B tx2)T RBEER
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commit-buffer
ATYTT HLOWEAA N F—OHh A X LET,
show ssh-server host-key

RA N F— YA X 22048

IPSec EX 17 FyYRILDETE

Firepower 4100/9300 > ¥ —3 L CIPSec #fXE L C, =¥ RY—= v ROT =X K50, /3
TV Xy NI—IWNEBEIT LT —X "7y MIXHT 578G E N — e A2t cE £,
ZOFTvariE, VATADIETL I TAT ) TRE~OHENEZRGTHSIESE Y —E
ZD12OTY, FFICONTIEL, EF=2 U7 o fBEELR (1 =) 2ZRLTIIZEN,

GE) *FIPS E— R TCIPSec EXx =7 F¥ & FEH L TWAEEIL, IPSec 7 T RFC 7427 %
PR—=—FLTWAXERHY 9,

« IKE 5t & SA Bt DM T— 8T 20 o X —MEOEM 2R ET 2% E1E, RO XL
F9 (RO TFIJET sa-strength-enforcement % yes ([Zi%E L £9) .

SA DM EFHIZT H5E IKElCL YW xrIFyz—hENEF— A X
N, ESPICL Y ravz—hEN7=F— W
A XLV /NEWGEE, Eid /L E9,

IKEiZXhxradv=—hENF— A X
B, ESPICL Y xITvo—hShicdx— W
A XL REVDELWES, SATEMAKRE
WA LT, Ik LEJ,

SA O % BNz L2556 SAJE FMAIZ /S A L, BT kh L9,

IPSec EX =7 F¥ RN ERTET DI, ROFIEEZFEITLET,

FIE

ATFYF1 FXOSCLI»bH, X274 T—RIZADET,
scope security

ATvT2 F—= VU THRERLET,
enter keyring ssp

! create certreq subject-name subject-name ip ip

txaurREER ]
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ATvT3

ATvT4

ATy Th

ATvT6

ATy T1

ATvT8

ATvT9

ATv710

ATvIN

ATvT12

ATy 713

ATv 714

ATy 715

ATv 716

B 2 AE F BRI EZ A LET,
enter certreq
EzikELEd,
set country country
DNS Z @& L£7,
set dns dns
WA —NVERELET,
set e-mail &1 A — /L
IP AR ELET,
set fi-a-ip fi-a-ip
set fi-a-ipv6 fi-a-ipv6
set fi-b-ip fi-b-ip
set fi-b-ipv6 fi-b-ipv6
set ipv6 ipv6
n—=h T 4 ZRELET,
set locality locality
Ml 2 RE LT
set org-name org-name
Mk~ =y MERELET,
set org-unit-name org-unit-name
SAT— FEBELET,
! set password
R RE L X
set state state

certreq DY 7V =V ML ERELET,

set subject-name subject-name
®TLET,

exit
EV2TAERELET,
set modulus modulus

AEPAE SR O AR Z R E L £,

B tx2)T RBEER

t¥FalT4

£ i 5

aits JE

T |
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set regenerate { yes | no }

AFYT1T FIFAMRA U FERELET,

set trustpoint interca

AFyvT18 KT LET,

exit

ATV T19 FHLIAMERSNIZETARKA L FEADLET,

enter trustpoint interca

ATY T2 GEAEBELAZEREERLET,
set certchain

51

MIIF3TCCA8WgAwIBAgIBADANBgkqhkiGOWOBAQsFADBWMQswCQYDVQQGEwJVUZEL
MAKGA1UECAWCQOEXxDDAKBgNVBAcMA INKQZEOMAwWGA IUECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJK0ZThveNAQkBFgtzc3BAc3NwLmS5I1
dDAeFwO0xNj;EyMDgxOTMzNTJaFwOyN;EyMDYxOTMzNTJaMHAXxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMAo0GA IUEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
AITUECwWwWEUIRCVTELMAKGA 1UEAwwCQOExGjAYBgkqhkiGO9wOBCQEWC3NzcEBzc3Au
bmVOMIICIjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8WE3E39Xc XA 1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/IrAie7bNn3ZYrI29yuyOrlqoi9%k9gL/oRBzH18BwBwGHBOz3hGrSK
Yc2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4 YuhDTz4hl/19x%/J5nbGiab3vLDKss1nO
xP9+1+Lc690V18/mNPWdjCjDI+U/L9keYs/rbZdRSeXy9%kMae42+4FIRHDJjPcSN
Ywlg/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAW WRGKkKpfDv3oH
cMPgI2T9rCOD8NNcgPXj9PFK fexoGNGwWNTO85fK3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMSlvwb+vrSwWE9HsAIMI8UuujmHgqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9zOLpRsVqStIsAuV1/QdPDbW ShjflE/fP2Wj01PqXywQydzymVvgE

wEZaoF g+mlGIm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eYDcxvd0gbORWb3 1H32yS1
[la6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8uSB4VcLKIC
x0vkqjo6RVNZJ52sUaD9C3UodTUCAWEA AaOBgTB/MC8GA1UdHWQoMCYwJKAioCCG
HmhOdHAG6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UO0APK76pVIYQQS5AWHWYDVROjBBgwFoAU7Jg01A74jpx8U0APk76pVIY QQ5AW
DAYDVROTBAUwAWEB/zANBgkqhkiGO9wWOBAQsFAAOCAgEAvI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR3rJ/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z8ohWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHK AOIbnvAxoroHWmBId
94LrJCggfMQTuNIQszJiVVsYJ{Z+utiDp2QwfdDv7B0JkwTBjdwRSfotEbcSR18n
BNXYHqxuoNMmgbS3KjCLXcHO6XIN8t+Uk{P89hv]t/fluJ+s/VISVZWK4tAWVR 7wl
QngCKRIJW6FYpzeyNBctiJ07wO+Wt4e3Kh[jJDYVAOhFixWcVGDfR2r6QW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA6rJX8D9UmfhqqN/3f+sS1fM4qWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05ScwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj1oulk+/ZyPtBvFHUKFRnhoWj5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFqDCCA5CgAwIBAgIBBDANBgkghkiGOWOBAQsFADBWMQswCQYDVQQGEwJVUzEL
MAKGA1UECAwWCQOExDDAKBgNVBAcMAINKQzEOMAwWGA1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmS51
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dDAeFwOXxN;EyMTUyMTMONTRaFwOyNjEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEPMAOGA1UECgwGbmV3c3RnMRAWDgYDVQQLDAduZXdzdGJ1
MRMwWEQYDVQQDDAppbnRIcmOxLWNhMSgwlgYJKoZIhveNAQkBFhlpbnRlcmOxLWNh
QGludGVybTEtY2EubmVOMIICIjJANBgkqhkiGO9wOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyExS14P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw1wSO4IBXS5
4itJSOxy XFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvK nUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5Y UaRJIMak/t8kCqhtGX fuLLll
E2AkxKXeeveRIn6cpQdSJiNzCT/tIIQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNX1olb96hHJ7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6¢cbUQFCj5hSmk3StVQK gICjaujz55STGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAJPMsTJ4yPGOBieuRwdOp
i8w/rFwbHzv4C9Fthw 1JrRxH 1yeHJHrL1Zgl5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMDS8wDAYDVROT
BAUwWAWEB/zAvBgNVHRS8EKDAmMMCSgIqAghh50dHRwOi8vMTkyLjE20C40L;jI5L21u
dGVybS5jcmwwDQYJKoZIhveNAQELBQADggIBAG/XujJh5G5UWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxKFRIiIErKdupLqLOThjnX/WRFfEXbrBQwm5kWAUUDr97D1Uz+2A
8LCSI8BSWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmMA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dyS52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CDSW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED1rUN636Tw
SjGAPHgeROzyTFDixCei6aRO1GdP/Hwvb0/+uThle89g8WZ0dj TKFUM8uBO3{+II
/cbuyBO1+JrDMq8NkAjxK1JIp1c3 WbfCue/qewtcfUBY Z4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

ATv7TN GERAEBRAEREFRLET,
show certreq
£l

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SIC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):

ood

MIICwTCCAakCAQAwWVTELMAKGA1UEBhMCVVMxCzAIJBgNVBAgMAKNBMQwwCgYDVQQH

DANTSkMxDjAMBgNVBAoMBUNpc2NvMQOwWCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
UlAwggEiMAOGCSqGSIb3ADQEBAQUAA4IBDwAwggEK AoIBAQDq292Rq3t0laoxPbfE

B tx2)T RBEER
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ATvT 2

ATvT23

ATvT24

ATv T2

ATy T 26

ATy T21

ATvT28

ATvT29

ATy 730

ATy T3

ATy T3

IPSec tF 217 Fr RILDHKTE

p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV 7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0
60duzZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKWTrmvceZjDjkMm2nDFsPIX9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjU5SYnR 1
qiR4q7j1RmzVFxCDY3IVP/KDB0aSNyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGgJzA1BgkqhkiGO9wOBCQ4xGDAWMBQGA 1TUdEQQNMAuCA INTUICEwK gA
1jANBgkqhkiGO9w0OBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCgKttu3+Hc7UdyoRM
2L.2pjx50HbQICC+8NRVRM Yuj Tnp67BWuUZZ103dGP4/1bN6bCIP3CvkZdKUsSIKNO
m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdt6ycSdJzs9shOxwT6 TAZPwL.7gq/1ShF
RIh6sq5WIp6EO0S] YefK62E7MatRjDjS8DXo0xj6gfn9DgK 151VpkK2QqT5rneSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kXAVcezmTxXEKJBFLVduWNo6
DT3u0xImiPR1sqW 1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

IPSec E— FIZAD F9,
scope ipsec
7RSIV ERELET,

set log-level log level

IPSec #fc A ERK L. AJILE T,

enter connection connection_name

IPSec T— K& bRV VI E IR IEDT-DICHE L E T,

set mode tunnel _or_transport

g—HNVIPT RLRAEZRELET,

set local-addr ip_address

UE—RIPT FLRAZHRELET,

set remote-addr ip_address

o = REFEHL DA, VE—F 7Ry FER
set remote-subnet ip/mask

(EE) VE—FIDEZHRELET,

set remote-ike-ident remote_identity name

ELET,

=V T ERELET,

set keyring-name name

(FE) =V o7 R2A0—FREZRELET,

set keyring-passwd passphrase

(£ IKE-SA O %I % /3 AL CReE L £ 9,
set ike-rekey-time minutes

TiX. 60 ~ 1440 OFHNOEEDOEBAZHRETEET,

minutes fE|

tHxa) T4 u:LE—E& .
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ATv7T33

ATy T34

ATy T3

ATy 736

ATwv T3

ATy 738

ATy 739

(ER) FO SA DA Z 53 AL (30 ~ 480 47) T
set esp-rekey-time minutes

minutes fEIZ1%. 30 ~ 480 OHIPFANDIEE DK ERE T ET,

ﬁbjﬁj—o

e

(R MR TICEIT T oA EY— T ADEFE SR ELET,
set keyringtries retry number

retry_number fEIZIE, 1 ~ 5 OHEPFADTEDOEL ZIEETXET,

(ER) FEHERDY X MaEx, AREITEDILET,

set revoke-policy { relaxed | strict }

e AN LET,

set admin-state enable

Pefez Y m— FLE,

reload-conns

LR HESL S VTV R Do e el Il T SV E 37, ML SIVc Bl 3R S E 7,
(LE) BEfFDO b T A hARA v "% TPsec IZBML £37,

create authority trustpoint name

IKE #f5¢ & SA $%&ft & DH D, xHET HmE 5% —mEOwEH 2% E L£7,

set sa-strength-enforcement yes or no

FSRMRAEDRET 4979 CRLDEETE

SN UTZREHE L, FEBAEARZNY 2+ (CRL) THRFFESNET, 2947 T F U r—a
iE. CRLEZEHA L CH— RO MERLES, =T 7V r— a3 VL CRL ZFEA L
T, BHEINARL o7 F3A T N TV —a b0 T 78 ABEREH A E - I3EL
LET,

AERAELLNY 2 & (CRL) 15 % H L C. Firepower 4100/9300 3 ¥ — M &7 LB & % MGk
THEIOICRETEET, ZOFTvaid, YATLDIAFL 7 74T U TRE~DUENLE
BT EIERT—EAD 1 DTT, FMIZONTIE, BX 2 U7 o BEER (10—
V) BBERLTLLIEEN,

CRLIEWMAMN L CETREAEHEZMGES 51213, ROFIHEZFTLET,

FIE

ATw 71 FXOSCLI 725, BX=2UF 4 F— RNIZAD 9,

B tx2)T RBEER
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ATy T2

ATvT3

RTv74

ATy TH

ATvT6

gmEsnUR toFzvsizonT ||

scope security

N7 A RRA Y b E—RIZAY ET,
scope trustpoint trustname
BOHELE—RICAD ET,

scope revoke

CRL7 7 A v&d v rn—RLET,
import crl protocol:/luser_id@CA or CRL issuer IP/tmp/DoDCAICRLI.crl

({EE) CRLIEHMDOA VR—F TubwADRAT—X A%F R LET,
show import-task detail
CRL HHD, FEHIFEIRVIE L HEEZRE L £,

set certrevokemethod {crl}

EFRAZELHY R FDF v IIZDNT

SERHEASHY 2 b (CRL) F = v 7 ®&— K%, IPSec. HTTPS B X Uz % = 7 72 LDAP #f¢ C
B E I ANCERETTE £,

FXOS %, @72 CRLIE#MEZ RT XA+ v 7 GEAXT 4> 7)) CRLIEFHRZ, X.509FEHE
O CDPEHEMNOIE L £3, VAT LAEHICL>TAXT 4 v 7 CRLIEHRE TFEhTH T
n— RNLET, ZOF#RIZ. FXOS Y AT LD u—h /L7 CRLIGF#RAZ 7 LET, FXOS Tli.
AT v 7 CRLIEBITAEAET = — > N CHIELEE T OFEAZEICR L TOARLIR S E T,
AHT 4> 7 CRLIZ, ©T7 OFEAETF = — BERICEH S ET,

t % = 772 TPSec. LDAP 35 X OHTTPS #55t DFFAERZIDOF = v 7 A% E 7213 B2
FIEIZHOWTIE, [PSec ¥ =27 F v XL DOEE] . [LDAP 7u A X —DfERk] . BX
O THTTPS OR Tl 2L T &,

txaurREER ]
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https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos261/cli-guide/b_CLI_ConfigGuide_FXOS_261/platform_settings.html#task_opy_12w_cy

t¥a) T REER |
B avzsnuzrorzvsiconT

\}

G¥)

SEHEBRGOF = v 7 T— RPEIRICRESNTWAEE, AXZT 4 v 7 CRLIFETIE
AEF = DLV RIUEDEXICOAEHINET (2L 2E, ETiERETF = —
NI — R CAFEIEB L L — F CAIC L > TEL SN ETEFAEOLNE FN T
%) k %) o

IPSec IZX L CAHX T 7 CRL #i%E L TV A A, [Authority Key Identifier (authkey)]
74—V RiEA AR — FENTZCRL 7 7 A MITFEL TV A RERH Y £, 5 L
W& IPSec IFEN AN E W LET,

AHXT 47 CRLIZ, FURITTNOEDEAF v CRL L0ERESNET, FXOS T
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* SCP
* SFTP
* TFTP
« USB
A
() «SCEP#KLTOCSP HHH— h SIEHA,

cCRL ZLIZHRETXADIT 1 DOEMF Vo a— ROHRTT,
¢ FTRAPMRA VP LIZYHR—FENDZDIT1 DD CRL TY,

GE)  WIRNE 1 R TOARETE £,

CRL EHIZ D om— RERET HI2IE, ROFIEZFETLET,

1R BHHIIZ

Firepower 4100/9300 > ¥ — 73, B 7 REHF A (CRL) 1HFHMAMH L THEET 2 L 9 ITRES
NTNDZ AR LET, FFMICOWTIE, FFANRA L FDAXT v 7 CRL DFKE
@~=) ZZMLTIZEN,

FIE

RATFvF1 FXOSCLI b, EF a2 VT 4 T—FICAD £7,
scope security

ATYT2 FTZAMKRA U b E—FRIZADET,
scope trustpoint

ATv 73 WVIHLE—RIZAD ET,
scope revoke

ATvT4 WMUBELRELREL ET,
sh config

ATv TS5 BERELHTELET,
1 -
set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
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set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

WET 7 ANERKT LET,
exit
(fEE) BILWCRLAX 7 mr— LT, HILWREELT A M LET,
i
Firepower-chassis /security/trustpoint/revoke # sh import-task
Import task:
File Name Protocol Server 000 Userid 00

rootCA.crl Scp  182.23.33.113 0 MyName TJDownloading[

LDAP — ') U S iIBRZNHRTE

\}

Firepower 4100/9300 > v — L CTLS #fta VAR — 35, EX=2TRILDAP 7 747 b
X— VU THAELARETEET, ZOFTvaiE, VAT LADIETY JIAT Y TRE
~DOWERPEBET 5 S ESERI—EZAD 15T, FMZHONWTIE, BF =2 U T ¢ 3008 L
(1X—=) ZBHEL TSN,

GE)

ATy T

aAF I ITAT VT T— REAMNZTDH5E1E. SSLBADI/R 2 TWDILERH Y £7,
IHICH— Y U TREAEAERT D7D, »— NDNSEREZFEHTILENHY £9,
SSL % LDAP %—/ N = hUIZH L CHENIT S &, EROEKRRFIT— U U 7 IERNSR
Sh, ERINET,

LDAP H— ME#HIL., ¥ =7 LDAP #f%¢ (SSLEEMAA[EE) FH D, CCE— KD DNSIHFHR TH
DHLENRH Y FT,

Yt ¥ 2T LDAP 7 7 AT hDF— U U TFEHELZRET DT, ROFIEEZFEITLET,

FIE

FXOSCLI 225, X =2V T 4 T—RKIZAY £9,

scope security

AFw T2 LDAP E— RIZA Y F9,
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547> raneRimoant [

scope ldap

LDAP H—/ X E— RIZA D F,

enter server {server_ip|server_dns}
LDAP ¥— U U V&R ELET,
set keyring keyring name
WEZAI Y PLET,

commit-buffer

NEERAEFERI DAL

1HHST&?X@:—$%M£#ét DI, VAT BT T4 7 MiEHE % LDAP & —fE
WA S5 Z ENTE T, Firepower 4100/9300 o v — 3 ETOT 7 4V kN OFBGEREIL,
pm thE/\‘_‘x T"Jﬂo

GE)

ATy T

ATy T2

AEAERRRERN AN TH 25 ZAUTHTTPS IZFF A SN TV HME—DREFEE AT,

AR IL, FX0S2.1.1 UV —2AD 7 T4 7 v FEEAERGHEE TV R —FEhT»
FHA,

ZOMRREEAT 52X, 7 747 v FiEAENROE AT L TWHRLENRH Y £,
o 22— W4 78 X509 JEVE [Subject Alternative Name - Email] (CE FNTWAMLERH D F97,

« 7 FA4 T2 NEHER, ZOFHEE A= SRS F LD KT A RRA M R — L
TWAHNL—FCAIZEVBAINTWVWARLERSHY 7,

FIE

FXOS CLI 225, —E R E— RIZAD £7,
scope system

scope services

(EE) HTTPS FBiEDA T v a v 2FKRFLET,
set https auth-type

1 -

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication
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ATv T3 HITPS BiEE 7 FA4 7 & FAR—RICHRELET,
set https auth-type cert-auth
ATy T84 FEEAIYv PLET,

commit-buffer
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