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e PHE—FERNTVDEAL v FDY A MZONTIE,  [Cisco FXOS Compatibility] % 28 L
TLEEW,
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Y4 +EY S5 A4S 1) >4 FHO Data Center Interconnect DA 224

WOFR & RSEORIENEZ 7 7 2 XHIEY o7 T 7 ¢~ 27 HIZ DataCenter Interconnect (DCI)
PR T DR H Y F 9,

# of cluster members per site

2

¥ cluster control link size per member

A UPNOENET A N TRRDIEA, FHREIIIREWVWTOMEHEH L x4, DCIDK/NEHRIE
W, 1ODA NI T DT TAZENEY 7 OY A ARGECT B2 LT TEEEA,

Wil R LET,
“4YA FD2AADYR,
cBFt4 T TARE AN
o KHA h2 AN
¢« AT 5Gbps 7 T AZHHY o
F#19 % DCI Fi735iE = 5 Gbps  (2/2 x 5 Gbps)
3V A MDD 6 AUNOEE, YA XIMLE7,
cBRF6 7T AL AU
e A M LIX3 AN, B A R 21T 2 AN B A F3IFT1 AN
e AU RBHT-Y 10Gbps 7 7 AKX Y >
P19 2 DCI #5805 = 15 Gbps  (3/2 x 10 Gbps)
2 WA D2 ANRDGE,
cBRF2 7T AL AU
e HHA BT AN
« AL RHT=D 10 Gbps 7 7 A XY > o

F#19 25 DCI #:48E = 10 Gbps  (1/2 x 10 Gbps =5 Gbps, 7272 Ui/INMIHS&IE S 7 Z A 2 Hil{H
U7 (10 Gbps) DY A ZKGmIZe > TER Y FHA)

AT FAVARI DV ADEH LRIZEY

YR—rENBT7 TV r—2av 847
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FID: ETILSEDRRKAVTFT A VARG VARE) Y—R

KA T A VAR ACK LT, A VAR ARIZEID Y THCPU T OFEIRETEET,
RAM T2 7 OBITHE> TERIZEI D 4 THN, T4 AV FRIFA LV AX AT EIZ40GB I
mESHET,

RILETILZEDERRAVT T A VAR R#EY Y—R

ETIL RARIUTF |EATTREZ CPUD 7 | R P AE7Z: RAM ARG T 1 R R
AR VR =
£
Firepower 4110 3 22 53 GB 125.6 GB
Firepower 4115 7 46 162 GB 308 GB
Firepower 4120 3 46 101 GB 125.6 GB
Firepower 4125 10 62 162 GB 644 GB
Firepower 4140 7 70 222 GB 311.8 GB
Firepower 4145 14 86 344 GB 608 GB
Firepower 4150 7 86 222 GB 311.8 GB
Firepower 9300 SM-24 &%= U |7 46 226 GB 656.4 GB

TA EYa—)b

Firepower 9300 SM-36 z % = U |11 70 222 GB 640.4 GB
T4 EYa—)b

Firepower 9300 SM-40 &% = U |13 78 334 GB 1359 GB
T4 EY a—)b

Firepower 9300 SM-44 £ = U |14 86 218 GB 628.4 GB
T E a—)b

Firepower 9300 SM-48 £ = U | 15 94 334 GB 1341 GB
T4 EY 2L

Firepower 9300 SM-56 & % = U |18 110 334GB 1314 GB
T EY 2L

MET /N RCEAT HFEFEHEFNWEIE

HTA RTA 2 ERIRFHICONTIE, LLFO®Z v a vy 2ZRLTIZEN,
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— MRV HA R 54 2 EHIREIE

T7A4T794—ILE—F
FID: ASAD T —hA NI v TRECTT 7 AT UA— /L T—RENL—FT v REFIT TR
AT LY MCERETEET,
N FRLSEY T«
T TN —2 g VERERNTNAA, TA T T 4 2RELET,

NEEDODT—H A B —T a2 A AT 2— A==V I BIRAT—K~ V71T
EHTEXFES, F—FLHFA L Z—T oA AT FR—FENTWVERA,

eNATRATENT 4 Tx— VA —N—ZREIND2OD2=y ME, ROFEHETH
L TWDLRERH Y £77,

W LETNLTHDHI L,

e NATRATGEY T 3BT AL AR EA F =T =2 ADREV B THNTWD D
Eo

A BT 2 A ADEEXATHRREILTHDZL Ly N TATEVT 4 AT
DHENC, TR_RTDA X —T = A A% FXOS THAMNZIFE UREICTDHZ &,

FEHZOWTIE, N TR TV T I T T SV = aryary7 4 Xalb—3
VA ROEESZELTIEIN,

TILFAVARBVAREAVTER N E—F
s ASA TlHE~VTF arTFFA M ET— NI FR—FINTWEHEA,
o BEAZIZ, ASADV/ILF avTFH AN ET—REZEMCLET,

e AT AU AR AL BEEA AL AEEEIZFMC 2T D FTDIZx L TDH
AT %7,

cALTFA VAL ADEE FIHEA U E—T 2 AEEKABOA LTS A RS
YAIZEID B TH I ENTEET,

EEDaALTF A UAR L ADGEAE, RN I0EOLHFA X —T 24 AFE VLB TH
EnTcEET,

*FID 27 F A4 VAKX L ADEAE . 1 D0 Firepower Management Center C Z¥ = U7 ¢
TV 2T VY DT RTCDOA VAL AEEHTLIVNERH Y 7,

D1 ODALTF A LVAZ U ATTLS b7 787 L— a3y ZHMNCTEET,
*FID 227 A VA U ADGE ., IROEEITZTAR— F SN THERA,
« JTAK
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« Radware DefensePro J > 7 S alL—#
cFMC Ru 77 v 7B LOMET

*« FMC UCAPL/CC £— K

DIAREZN)UY HA RS54 0 EHIREIE

=LY SRRV VTDRLYTF

ASR 9006 Tix, T 7 4/ F MTU X ET D% 615, ASRA V¥ —7 = A AMTU %7
TARE TNAAMIU LV 1434 PRELSHEELET, £9 LAV &, mtu-ignore 4~
TarEFEHLZRVERY . OSPF BERMR (T Yyt v —) BTV 7 ORITHRKT
LAREMEN BV £, 7 T AHX T84 AMTU IZ, ASRIPv4 MTU & —E 95 MLE R H Y
£

TTABENY) 7 A B =T 2 A ADAAL vFTIE, VTAX 2=y MTEHREND
ZA v F R— M L TAR= Y Y —PortFast & A X — 7 WZT B L TEx T,
ZOXOITHE, FHla=y NS ev 22 ER(LTE E T,

AA o F ED A/ R EtherChannel D32 KU U R EWE EiX, AA v FOERBIA
B2 —7 x4 Rk L TLACP @i L — b2 A X—7 MIZTEET, Nexus ¥ J — X7 L—
HOAAL v FTIX, AP —ER VYT Ux=T 777 L—FK (ISSU) Z3F4TT HERIC
LACP Fi#H L— R B3V R — R &N N EICEBR LTS EEN, EDD, 7 TAZY
7 CISSU 22 2 LidHERsnEtA,

AA » FTlX, EtherChannel = — K/XT >3 7 7 L3 Y X A source-dest-ip 72 1%
source-dest-ip-port (Cisco Nexus OS 5 & U Cisco I0S @ port-channel load-balance =~ >
F%ﬁ%)%ﬁﬁﬁél&%ﬁﬁbbi?o7?25@?N4XKF574v7%KW*

BT 256050 T, B—RATURATAAY XATEvlan ¥ —T— REEHL
RNTLTEE N,

A A »F @ EtherChannel 2 — KNXZ 2 7 LT RLEZEETHE, AL vFD
EtherChannel f > % —7 = A A T—BFIZ T 7 4 v 7 Dk Z{Zl L, A= 7Y ) —
o baPERELET, FT T 4 v RPN T ETIZ, D U0 F
‘j‘o

—HE DAL »FiL, LACP TOXEAFI v R—+ 7744V T P R—FLTWFE
YU (TI2TATBIORX R VD)  BAFI T R—F T34 4V T 4 %M
T A Z LT, A/X K EtherChannel & D E¥uMEZ EDAHZ LN TEE9,
IR 7 NRADAAL v FTlE, L4 F v 7P LERIELARNVE I T HH0E
NHVET, 7IRAXHEY) I7ETIX ALY FENEZ T 7 4w 2712iF, ELW
UAF v 7HIARBREINTHWERA, UF v 7 LAERIIETHAL v FIZEY, k
TT74vIINRay T ENDAREERH D £,

R—=FF ¥RV RN RVDFE T ZA N, BESNNTWDXF—TT T4 42—
NEBZTIERD 8 A,

#ET 12 |}
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« Supervisor 2T EtherChannel Tli&, 7 7 4/ b D /Ny ¥ afdfF 7 03 U X A EGH T,
VSSEEICTOI RN T 7 ¢ v 7 ZWET DL, 7 T AZ T AL AR I N TNV DR —
FF Y XNV TONy Y2 T ALEFEEICEELET,

router(config)# port-channel id hash-distribution fixed

TNIAY X LETa— LIZERELRNWTLEEN, VSS ET U o7z Uiy
TNIT) ALEHHTEET,

v —IMY 5 AR 1) 2 D EtherChannel

o AA v FHHGEMIZ, EtherChannel €— R&7 77 4 Z7IZRELE T, 7 7 AXHMEY >
T¥®H > TH, Firepower 4100/9300 >+ — 3 TlIA > T— FigHhR—rEh A,

« FXOS EtherChannel |[Z1X7 7 4 /L b T [fast] IR E S TWDH LACP L— F3H 0 7,
Nexus ¥ U — X7 E—H DAL v FTIE, AP —ERA YT YT Ty 7T L—F
(ISSU) %#FATT HBRIC LACP @i L — R 3R — SR, 7 7AX Y 7T
ISSU 242 = LidiisnE g A,

« 15.1(1)S2 X Y i Catalyst 3750-X Cisco 10S ¥ 7 h 7 =7 N—T 5 Tt 7 5 A4 =
=y MIAAL vF AH v 71T EtherChannel Z#ft 42 Z L R —F L TWEHEATL
oo T7AHNVNDAL v FEETIX, 77 A% 2= b EtherChannel 37 B A A X > 7
ICHERE SN TV DEHA, YA — AL v FOBEFENA 71725 &, BV DAL v FITHE
ST S EtherChannel (3 4LH) L £ A, AHMELZ E O H7-®, stack-mac persistent timer
avy RERELT, +o7) n— RIFMAZ MR TE D2 RERME, 72 21X84. 0 (M
HIRR) 72 ZBRELET, 03, 151278 E, KVLRELILAAL v TF V7 =T
N=TaNT v 7T L—RT&EET,

« A3 K EtherChannel & 7 /34 A & — 7 /L EtherChannel D 27 4 ¥ =2 L —3 3 1 : AN
> K EtherChannel & 77734 A 17— )L EtherChannel (2% L CAA v FZHMYNIFHRTE L F
7

« A3 K EtherChannel : 7 7 A4 .=y k AsX R EtherChannel (27 7 A& O ~T
DALINZIRN D) DFEE, BEDOA ¥ —T 2 A ARFEE SIVTAA v F LR
—® BtherChannel £ 72V £9, HA v F—T =2 A ANAAL v F LORICF ¥ %L 7
N—TRNIZHDZLafER LTI IES,
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FUMSE U7z EtherChannel & L CAA v F ETHREL TLZE W, A v F ETHEED
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Faa y EthiA /N Ethin
[ |} { ] Ethise 1. | ] Ethie
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PA NETZ TAZY L TIZONTUE, ROTA RIA U ESRLTIESN,

« VT ALXHMEHY 7 OBBIEN, T R MU v TR (RTT) 20 ms Kiii TH D MR H
D E7,

o« VT RAAFIEY U iE, EFORES/N Ty RO R vy PRV EEEOE LD TH D
VERHD FI, 72E2E, HERY V7 2 AT 20BN’ HY £,

OB ERE LRV TLES W, BRDVA FD7 T A A L I3 & 571K
TEEEA,

VT AZDFEETIX, BREHKHOEEOY A NTAUAARRBIENETAL, LIRS
T, FEOEFIZHT IO v — LB EEOY A NMIELERZGERHY £, Zhix
HESNTWEEMETY, 7L, T2 Zu—aVEB—TaraBmctse, B
F—F—EREUYA b ua—h T 4 L7 ZFERNEFICERINET (A b ID IS
CC) , £, TOA—FT—IEENBET L0 —INT 4 L7 ZIER YA FOF L
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DRAELEZZELYE—F A 2Ol N T 7 40w 2 B3H D56, VE—F VA b
D= hHre-hosting 7 4 > RUNTT —& oy baZET 2581X20 ) E— 84
A b=y bR LWL —F =22 ENRHVET)

Ty a—h)B—varTE RONT T4 w7 A TDOa—R ) ¥ —a %
PR—FLTWEREA, NAT E721XPATDO T 7 4 w7 SCTP ™A VAR g %
TH9 T T4 w0, FA—F—DTF T AT — gy 7,

FNZ AT Ly R E— ROBFE, WEL—F LA —2 OXTRNC Y T AKX ZhlE T
5L (AKA  —AH T ZHHAN) | WHFORNHL—FZREUEMACT RLAZIA L, W5
ONFN—FBEICMACT RLVAEZIEFETAMLERHVET, YA M1OTTAE A
NP A R 2D A NICH ARk 5 & & SEEMACT RUAIFHEFFSLE T, MAC
T RUABRYA M1 OA—F LRELCTHLIGEICDHR, X7y MIA R 20— I2F
ELET,

b7 U ANRT LY b E— ROBE, WX Y FT—2 MO 7 7 A VLAY A bOT—%
Iy NIT—=7 7= 0o V—FWIT TAZZRETHE (AKAA—A T Z R
ffiAN) . K7 — U= A L—HIL, HSRP 72 £ O First Hop Redundancy Protocol (FHRP)
ZHEALT, V4 FCTHRIUEEIP BLOMAC 7 RLADsEaitLES, 7—%
VLAN [, A==V A FZ 2R — Mdk (OTV) E7IEFEO S O &R LT
A FEEKICDEZ>THERENET, o=V F—F T2 L—F5TDNT T 4 v TN
DCIFEH THLD YA MMIFESNARWE DT DL, 7 A NVFEERT 20 ERDH D F
To = RhU A V—FR1ODOF A N TEERRBIZR-THE, VT 740 v 7 BIEFIC
oV A FOF— b T oA IZBFETEL LT ANV ZEHIRTHILERH D £,

A% K EtherChannel Z#fEH L7=/v—7 v FE— RKTiX, 34 NEHDMACT KL 2%
BELET, OTV IR L O &R L THA M ERICT — 4 VLAN Z4L3E L 97,
7a—/N )V MACT RUARSETO b7 7 4 > 7 3 DCLRH THO YA MIEE SRk
T DI, TANZEERTDLERH Y T, 7 TAZR1IODH A N CEEREE
o258, NI 7 4 v I DNEFICHMOYA hDOI FAF 2=y NMIEFETE DX
T4 NE EHIRT DMENRDY £9, XA T I v —T 4 7%, A MY T AN
WER A DT 7 —RA MRy P —F L LTHRETIHRA I R—FShEHA,

ZOMDHA FS4 >

e 2=y NEMFOZ FAZIZEMLIZEER, 2=y M2 Ur— RLEE X, —FHY
2y FREMZR 7w MBS Ry 7RRALET, ZHETFEERY oifETT, BE
WZEoTlE, Fey 7 &l ry MRRKRTERNS AN 7352030 ET, kX
X, FTP ##5¢D FIN/ACK /X7 v b8 Koy 7&Ens &, FIP 7 A7 RNV T LE
T, ZOGEIE. FTP 2 BT 2 0LERH D £,

« A/X> K EtherChannel £ > % — 7 = A A |ZHHE S 4172 Windows 2003 Server Zffi H L T\
L6, sysloghr— "R — b RF T L, = "BRICMP =7 — X v E—I %G00 LN
L BBDICMP A v —VR 7 FAZICEESNET, 20X A vE—VITLY,
7T AZD—HOA=y T CPUMMERNDES R | N7 4 —~ 2 ATET 5 Rtk
NHDET, ICMP =7 — A vb—V AT LR LET,

s LEMZF/-H 5728, VSS F7-1% vPC |Z EtherChannel Z#5ft 45 Z & ZHBE L £,
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¥ —YNTII, AZ L RT7uy TF— ROy —> X2 T4 Foa— V%7
FAF L, OB X 2T 4 BT 2NV EFTTHILEFTEERA, 7 TAXRNITT
RTOEXF2VT 4 BT a—ILE2EDBLERLY £,

FI4IbE

o T T AFEDNVAT = JHEERIL., T 7 4/ TA R2—T W70 A—/b REERNZ3
T, 74N EFTIE, T R_XTHOA T —T oA ATA U E—Fy h ~LAFET=HY
TNA X —T N> TWVET,

cRIGLTcr A LMY 7 D2 T A2 HEifRSHAEIR. 50k & ICEERIRISRITS U
LEOITRESNTVET,

KM LT =X A =T A ADT T AZ HEIE SR, 50%E. 212
IR CARF C3mEITEN D LR ESNTWVET,

«HTTP FT7 7 4 v 7%, SEEOBRL IV r—ya VBENRT 7 4V h TEICR - T
W,

ESh

R

AAVER7OVRETINA ADEM

AH L RT 0 mELT N RTEMEZ I AN TRA T T 2=y PELTHEATE S
T A T_ATEVT 4 OFEHROFEMONTIE, N TA TV T 4 SXT7T0EM (
40 ~N—) LTI,

AR RK7AO> ASA DEN

AL RT 0y OBl T A AT, B EIIANS T_A T8 T 0 X7 CTEMELE T, #E
Botvxal)T 4 Y 2—/LEHEHET S Firepower 9300 TiX, 7 7 AX 2 IAX L KTy
THRAZDNTNUNEEATEET, VI AZEFTARXRTCOEY 22—V E2EHT 20BN H D72
W, 7EZIE2FDa— VI FRELE—DRAZ L RT Ly TR, 2% 9 ELMLEDLED
ZEIITEERA,

Firepower4100/9300 > ¥ — ¥ b/b—7 v RETII N T VAT L N 77 A4 T U —/bE—
R ASA ZJEBICTE £,

~NF AT HRA LT FORE, BANSHET A Az L Tinb, ASAT 7 r— s
VTCRNAT Ay TXARN T REAICT HLERDH D 77,

3R H B IS
BT A RERT AT SV r— g A4 A—T % Ciscocom b AU n—KLT
(Cisco.com 225 DA A=V DX a— REBM) | DA A— % Firepower4100/9300
v —3 (Firepower 4100/9300 > ¥ — 3 ~DFRET NNA AD Y T v 2T A A=V DK
vrua—RELZR) (¥ vre—RNLET,
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N

GE)  Firepower 9300 D565, B/t T7 7V —va X477 (ASA &
FID) Z 3 v —YHNOIEDOEY 22— A VA M= T 5 &
NTEFET, BEOEY 2— LTk, B —=Taro7 7Y
r—ya v A VAR R I THFEFTTEET,

BT A, A THATHEEA VA —T 2 A ABRELET, BHA L H—T A ANN
BT, ZOFHEA X —T oA RF, V¥ —VOFEROBMEHIND Vv — U EF
AR—=RrEREULTIEHY £FHA (FXOS Ti, ¥ —VEEHA ¥ —7 = A AL MGMT,

management0 D X 5 R4 R TR SNET) o

c KOEREHBE L LT,
c DT NAADA B —T x4 A 1D
B A =T 2 A AIPT RLAL Ry NT—T =R
S —hUxzAIPT RL XA

FIE

ATFYT1 BXa2 VT4 —E R T— REELET,
scope ssa

1 -

Firepower# scope ssa
Firepower /ssa #

RTFVT2 77V =V a v AV AZUVADA A=Y "=V a VY ERELET,
a) BEAFREARAA—VEFRLET, AT =3 UFSIEREL TSN,
show app
i

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) tXF2VT 4 EVa— TV Any MIFHERE L ET,

scope slot slot_id

RET/NA R
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d)

e)

1 -

HEF AR

slot_id 1%, Firepower 4100 DA X H 12 1, Firepower 9300 DA 1L 1, 2. £721%3 TY,
i -

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TV r—vay £ VAL AEERLET,
enter app-instance asa device_name

device name 1% 1 ~ 64 LFOHEPATIHETEE T, ZDA LV AX U ADGWMMT NA 2% AE
T HLEXID, ZOTNA AL EFHLET,

1 :

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #

ASAA A=Y RNR=Ua VERELET,
set startup-version version

1 -

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Ay b E—FREKTLET,
exit

1

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

ssaE— R&EKTLET,
exit

51

Firepower /ssa/slot* # exit
Firepower /ssa* #

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #
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ATvT3

ATy T4

ATy T5

z2avr7ovasanen [

FMELT N A 2 BAERL L E T,
enter logical-device device name asa slot_id standalone

DRENZEBM LT 7TV r—vay £ AR A LA U device name ZHH L E77,

1

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

BHBIONT =X A F—T oA ZAEHITNA RZED Y TES, HA U F—T = A AITK
LT, PlEAEYIKLET,

create external-port-link name interface_id asa

set description description

exit

« name : name (% Firepower 4100/9300 3 v —3 A— S— A P2k o> THHENET, Zh

IZ. ASA DRETHHAT LA L Z—T oA 24 TIEH Y £ A,

e description : 7 L — X% 5| AFF (") TR, AX—2ZBIMLET,

BEHA LA —T oA AF, VY —VEHFR—FERLTIEIHD E¥A, ASADT —H A X —
T2 A AEBTHMNILTEELET, ZHUiE, IPT FLAOERELEENE T,

1

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

BHT— M AT v ERERELET,

a)

b)

T—hMANT T FTV 7 FEEKRLET,
create mgmt-bootstrap asa

51

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT 0= EF—F (=T F] FHEF T AT LM ) 2EELE

j—o
create bootstrap-key FIREWALL_MODE

wET 12 I}
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d)

HEF AR

set value {routed | transparent}
exit

N—T v RE—FRTIE, A REFRy NU—TNONL—F Ky T ERBINET, L—
TATEATIRA L Z—T oA AFTR D732y N EIZHY EF, ZhuxtL, b7
VAT VN 77 AT U4 =%, [BumpIn The Wire] £721X TAT VA 7747
Ux—] DEICEMETDALAV2 77 AT 05— THV, ST /A ZA~D
N—& Ry 7 LTI INETA,

77 AT U4+ —/VE— NIWHERRICOARELET, 77— A N7 v 7 ORE L FHiE
MT2%6. ZOREIFMEHINEEA,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

admin & f F—7 N RAU—RFREREELET,

create bootstrap-key-secret PASSWORD

set value

fED ANTT : password

EOWER : password

exit

i -

FARE SN TND ASA FHE L —PFEBLOA X—T N NRAT— RFANAT — FOEIE

FRIZENL D E 9, FXOS T 7 AR TE 256, BHEL—F XRU—- ez E X
Vv FTEET,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 BEA L F—T 2 A AREERELETS
create ipv4 slot_id default

set ip ip_address mask network _mask

set gateway gateway _address

exit

1 :
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z2avr7ovasanen [

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e) IPv6 BEA VX —T oA AREEHELET,
create ipv6 slot_id default
set ip ip_address prefix-length prefix
set gateway gateway address
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

) BEHIT— P AT T E—RERTLET,
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

RIEERIFLETS

commit-buffer

St BELEY T R aT AV kg a— KL, T rey Ay A YR
HAUALT = PA N T 9 TREEEHRA L H—T 2 ARELE T v 2T DHZ LT, i T N
A RX%HANLET, showapp-instance 2~ > REZHEH LT, BEDAT —FZ AZHER L ET,
[Admin State] 73 [Enabled] C., [Oper State] 2% [Online] D356, 77UV r—val f VAX A
EFETFTHY, HHTEDREIZRS>TWET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49
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Container Default-Small Not Applicable None

ATFYT1 X2V T 4 R —DORELZHBET DT, ASAa 7 4Xalb—vary A FEBRL
TLTIEEW,

1

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

A4 > K70 Firepower Threat Defense 03B

AH 2 RT 0y DI T A A%, BMERIIANA TA TV T 4 XTTEELET, &
BotrX=2 YT 4 BY 2 — /L EHEHT 5 Firepower 9300 TlX, 7 T AF EFAZ L KT o
FRAAZADNWT NP EEATEE T, 77 AZFTRCOEY 2a—VEFERTINEND DT
O, 22 2FVa— NI TAFLEH DAL KT R TNA 2% ) ELMAEDED
ZEIITEEEA,

—HDEV2—NVTRAT 4T ALV AZ L RAEEM L, ZOMDEY 2— L Tar7F A
AR AEMMT D ENRTEETS,
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1R BHHIIZ

« RELT NA REHFT DT TV r— a3 A A—T % Ciscocom 2 H X 7 m— KL T
(Cisco.com”H DA A=Y DX T a— ReBM) | DA A— % Firepower4100/9300
¥ — (Firepower 4100/9300 > ¥ — 3 ~DOFRHET A ADY 7 "N =T A A=V DX
von— a2l v —RLET,

N

(GE)  Firepower 9300 D565, B2 7 7V r—va 247 (ASA &
FTD) #3 % — HNOREDOEY 2 — A VA h—)LTH L
MTEET, JEOETY 2—LTld, B =307 7Y
=g A VAR AR T HFETTEET,

c FMET NA ATHHT2EIA L —T oA RERELET, FEA L H—T oA AR
BT, CORHA ST w A AL Yy OE ORI SR B S —
R—hERICTE®HY FEA (FXOS THE, v —VEHA U Z—7 = A AL MGMT,
management0 D X 5 RAFTTEREINET) o

cF o, AR EBIODT—ERIA U H—T 2 AERETHHLERND Y £, LEIZS
LT, TRTOAXRSID T T 47 (Web A X2 K72 E) ZiES firepower-eventing
A B =T 2 A ABERTEES, FMICOVTE, M —=T = X X7 2B R
LT &,

caAVTFAUVARZLRIK LT, TN DT T A NEERA LRV AEE, 2T
FALAFLADY V=R T a T A )LOBINIHESTY V=X Fa 7y A /LaiBL
7,

AT FT A VARB L ADEYE, BRI T T A VAR A EA A M—/LT BRI,
FURINELWTZ 4+ —~y MIRDEIIC X2 VT 4 TV a— /TP ZHEY)
WbT20ERH Y 7, BEAFOMRBLT A ZAFHIBRS N TH LT A AL LTHA &
A=V ENDIZD, B=ANDT TV = a VEEFT S TRbREY, *AT 147
A VARG LR AT T A ARG RAEZBT DHEB, T RAT 4T A RT A
ZHIRTAMENH D £, AT AT AV AX L AE AL TF A AR AZHE
WCBATT 2 Z LI TEERHA, IOV TE, X2V T 4 EV a2/ UV OH
UL E IR L TS E 30,

« KOEREHABE L ET,
DT NAADA v HZ—T x4 A 1D
EHA L H—T 2 A AIPT KL ARy NT—T v R
e S —hUxzAIPT7 FL A
«FMC IR L7- 1P 7 R L A3 L OVE721% NAT ID
*DNS H— D IP T FL A,
*FTD R A MG & RAAL U4

BT /3 R
|
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FIE

RFYT1 EX2UF 4 —E R E— REBEHBLET,
Scope ssa

1 -

Firepower# scope ssa
Firepower /ssa #

AT w72 {EfF 5 Firepower Threat Defense /X— 2 > DTy R 2—H T4 U ZAHKEICRELET,
ZONR—=Va VO EULA Z EEFEBE L T RWEEDHR, ZOFIEEZFETTLILERDY

—g‘o

a) MEAWRERAA—VEFRRLET, AT = a UFESITEEL TSN,
show app
151

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) A A=V N=Va THHZRELET,
scope app ftd application_version

51

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

) TABVATKICHRELET,
accept-license-agreement

&1

Firepower /ssa/app # accept-license-agreement

End User License Agreement: End User License Agreement

Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the

individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
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Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #
El~—d
d) REEZRMFELET,
commit-buffer

1

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

) BEF2UTF 4 F—ERE—FEKTLET,
exit

51

Firepower /ssa/app # exit
Firepower /ssa #

AFYT3 TV =g AV ABANTGA—=F ([ A= "=V g &) #RELET,
a) AT T AL AZ U ADEEE, EHWRERY Y —A Tn T s A VERRLET, 1
Ty ANEEBNTAEAIL. AT F A VAL ADY V=R T a7 A ILOBENES
HBLTLEEN,

show resource-profile
T 2707 7 A VAITERLTIEEN,
il -

Firepower /ssa # show resource-profile

Profile Name App Name App Version Is In Use Security Model CPU Logical
Core Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level

LESACES
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b)

<)

d)

X274 FEVa— WYy 2y MIHEMERELET,

scope slot slot_id

slot id 1%, Firepower 4100 DAL H 12 1, Firepower 9300 DA 1X 1, 2. £721E3 TT,
i

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TTVr—vary A VAL AEERLET,
enter app-instance ftd device name

device name |31 ~ 64 XFORPFATIHETEET, ZOA LV AX U ADHET A A &1E
KT DEEIL, ZOT A ALEERLET,

1 -

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

AVTFAVABUADERIE, arT T IV =y ary A VAL VA XA T EER
ELET,

set deploy-type container

AYTFTAVAZ AT, EF2 )T 4 Va2V DY =AY Ty b
AT A0, BEOa LTI A VAR AERAL VA N—ALTEES, AT 4T A
VAR ATEF 2T 4 B a2 DT RTHOY Y —A (CPU, RAM, B &
W4 RAVRE) ZHEHTL7D, XA T AT AV AZ L AZLIDDHRA A F—/)LTX
£7

BEDRGTFRIZ, A VAF L ARATEERTHZEIITEERA, 774NV DEAT
|3 native T,

B -

Firepower /ssa/slot/app-instance* # set deploy-type container

ATF A VAR ADEEIE, VY —A T a7y A NVERELET,
set resource-profile-name name
D07 T 7 ANVHITT TIMHEL TV ORERSH Y £7,

BCIFEISERY YA T T 7 ANEEVYTHE, A AZ AN T v— REh, 2
IS b 2 ENb 0 3, LSS TXATEY T 4 XTOLEI,
BIpDHHPAAXDY V=277 7 ANEEIN Y TEHEXIL, TRXTORAUANOYA XHH
CThHIEETELRTRMHERLTIEEN,

1 -
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Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

Firepower Threat Defense £ A —3 N—a VAR ELET,

set startup-version version

EULA IZRIET 2 & I EROFMETAE LIENN—Va B2 AN LET,
{1

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

Ay N EFE—REKTLET,
exit

51

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

({EX.) Firepower 4110 7213 4120 @ Radware DefensePro { > A ¥ » A Z{EK L E T, Z
D=L, BT A ADVERANCT 7Y r—va v A VAL AGAERT 2 LER &
v %9 (Radware DefensePro (227 F A UV AZ LV ATHR—FINTWHERHA) .
enter app-instance vdp device name
exit
Firepower Threat Defense 77U 77— 3 > A VA K U RZ—ET 5 X 91T device name %
RELET, M7 A AFRELME LT 5, Hi\ T Firepower Threat Defense iR 7 /A
AZFEH LT, —E R F = — > WNIZ Radware DefensePro 7 2 L — X Z R ET D ML E N H
DEF, AX 2 KT rOfmBlT /314 A TO Radware DefensePro DX E (75 ~X—) D
FlE4 2L T EE0,

B -

Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

ssaB— REKTLET,
exit

1 -

Firepower /ssa/slot* # exit
Firepower /ssa* #

Firepower /ssa # scope slot 1
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ATy

74

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

BT S AT AFR L £ T,

enter logical-device device name ftd slot_id standalone

PIRNSEM L7277 r—ya v A v AZ A LR U device name A L E 5,
i -

Firepower /ssa # enter logical-device FTD1l ftd 1 standalone
Firepower /ssa/logical-device* #

EFRBLOT = A 2 —T oA ZREGET NA ZZED B TES, KA F—7 =4 ATt
LT, FEZ#YELET,

create external-port-link name interface_id ftd
set description description
exit

* name : name (& Firepower 4100/9300 * ¥ — 3 A—/"—N"A P2 Lo THEHENET, Zh
I%. Firepower Threat Defense DX E CTHHT 51 o F—T7 = A AL TIEH D FH A,

s description : 7 L — X5 IfF (") TP, AN—ZA&ZBMLET,

BHA A —T 2 A AF, VX —VEFHR—-FERIUTIEH Y FHA, %IFEFMC TF—#
AVE—T A AEANDNCLTHRELET, ZHUIEFE, IPT FLADOEELEENET,

AVTF A VAR VAT EIIHRRI0DT—FIEHA U H—T 2 A REEID B THZENTE
¥, ¥, KT LA H—T oA AT, R GEOa T 4 AKX L AIZEID Y
THZLENTEET,

&1

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

ATYT6 BHIT—F AT v T RTRA—FEHELET,

B #ETsqr
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INHOREL. MIHIEBAERR, £7237 42 Z VAU AT, @EOEHRTIE, % TT
TV — g CCLIREDIFLEAEDEELEETXE T,

a)

b)

c)

T—=hIANT T F TV FEFEHRLET,
create mgmt-bootstrap ftd

1 -

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

Firepower Management Center Z &2 5 IP 7 R LA, "R MMy, 72X NATID 2 f57E
L%,

ROBREZATVET,
+ enter bootstrap-key FIREPOWER_MANAGER _IP
set value /P _address
exit
* enter bootstrap-key FQDN
setvalue finc_hostname
exit
* enter bootstrap-key NAT ID
set value nat_id
exit
WEIL, V=T 4 V7 ERIEOW G OHMTH T DOIPT R A Bk —ft&) ML
TYo FMC3 T AA ZADIP T RLUAZIFEL, 7/3 AR FMC D 1P 7 F L R Z4RE
LET, 2L, IPT RLAD 1 DOHRBRDM>TWDgGE Ob—7 1 7 BRDR/)
T) 1%, RO AICEEAZ L L CE LWEBES — 2 MR T 572012, BEO
N —E D NATID 2 ET DL EEH Y £, NATID & LT, 1~ 37 LFDEED

THXANLFHNERETEET, FMCEB LI OT /3 A Tld, WG OTGE L KRB EAT
IO, BEEF—BLONATID (IP 7 RLATiEARL) 2L £,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key
FIREPOWER_MANAGER_ IP

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT A= NE—R (=T F] FF FF7AXT VLU M) ZFRELE
K
create bootstrap-key FIREWALL MODE

set value {routed | transparent}
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d)

e)

B #ETsqr

exit

N—=T v FRE=FTIE A REX Y FT—=INOLV—Z Ry T LRRESNET,
N—T 4 TEATIEA B —T A ATR R 72y b EIZHY £9, ZHITxfL,
NFZVAXT L N 7747 U4 —LE, [BumpIn The Wire] £721% A7V R 77
AT UF—] OLEHITEETDLA Y277 AT UA—ATHY, SNz T A
ASDN—5 Ry 7L LIRS L EE A,

T AT U x—E— FIIWHRHEFICOBRELET, 77— FA NI v TORELH
AT 256, ZORETEHIEE A,

fi

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

7 73A A L Firepower Management Center & O] CHAETH X —%HELET, ZDOF—
D/RAT L—RE, 1 ~ 37 LFOFPA TN TE EF, #BMT5H L X2, FMCIZIHA
C¥%—% AJ)LETFTD,

create bootstrap-key-secret REGISTRATION_KEY
set value

LD N TJ : registration_key

TEOWMERR : registration_key

exit

f

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_ KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

PR DN AT — RAEELET, ZONAT— R, CLIT 7 & A%47T 5 &HE 1 —
FIEA SN ET,

create bootstrap-key-secret PASSWORD
set value

D AT password

TEOWMERR  password

exit

1 -
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Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

FEREMARA M ERELET,

create bootstrap-key FQDN

set value fgdn

exit

fi

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdl.cisco.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS = "Dh < KE) ) U A MERELET,

create bootstrap-key DNS_SERVERS

set value dns_servers

exit

fz& 2. FMCOR A b4 2 f8ET 586, FIDILDNS 2 L £,
fl

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

MR AL DD <KUY U A MEfEELET,

create bootstrap-key SEARCH_DOMAINS

set value search domains

exit

fi

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #
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)

)

k)
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({TE) FIDSSHE Y v a v b TF A/8— N E— REHFAILET, =F A 3— | E—
KT, MERNI TN a—T 4V ICFID Y= ANLT JEATEET,
create bootstrap-key PERMIT_EXPERT MODE
set value {yes | no}
exit
syes :SSHE Y a Mo ZDary s F A VAR RZEHET 7 BAT H2—HN
TXAN— | EF— FZBBTEET,

eno : FXOSCLI 5 a2y T F A VAR VAT VAT AHZ—YIEIT NI F A/ 3—
hE— RF&EBMETEET,

TNV TR, arTFH A AL ADYE, X A= M E— FEEHTE 200
FXOS CLI 7% FID CLLIZ T 7 B 2§ 52 —W2F T, ZOMIRIE, A% A/
DA LTRSS, AT T AV AZ LV ADRICHBAENET, v=a2T7 LOFIET
RO BT HE . F 7213 Cisco Technical Assistance Center 7> 53RO SN2 HE& D, T
AN—=KME—REZMEHLEST, ZOFE— N&EBLBT 5I21L, FTDCLI Texpert 2+ K
EERLET,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key

PERMIT EXPERT MODE

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 EHA B —T = A AREELHELET,
create ipv4 slot_id firepower

set ip ip_address mask network _mask

set gateway gateway address

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4d 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 EHLA B —T = A AREEHELET,
create ipv6 slot_id firepower

set ip ip_address prefix-length prefix

set gateway gateway address

exit
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Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

) EHIT-FANT T EF—FERTLET,
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

REERFLET,

commit-buffer

VXY—UIE BELEY 7 b T N=Varadyra— L, T S—var AR
BT =P AN v TRELEHRA V=T 2 A AREET v 2a$ D2 LT, @7 AN
A AZEANLET, showapp-instance 2~ > FZfEH LT, BEDAT —Z A& LET,
[Admin State] % [Enabled] G, [Oper State] 73 [Online] D¥&, 7V r—ra v AV AX R
EFEITHTHY, HHTEDREBICRS>TWET,

1

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

FTD X RTFT AL 2L LTENL, X2V T4 R —ORTELXEET 51213, FMC
a7 4FXalb—Yar HA RESRLTLTIEEN,

1

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.3.0
Firepower /ssa/app* # accept-license-agreement
Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit
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Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container

Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: juniorwindowpane

Confirm the value: juniorwindowpane

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

N TRALASE) T4 RT7DENM
FIZASANA TRATEY T 4 (72— A—_"—L B IEENET) (%, FXOS TixAe<

TV = a N TRESNET, 2L, M TS TV T 4Dy — T EEERT DI
X, MOFINEEZSBL T ZE0,
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TEEDYTHZ LI TEERA, BAKICHL Y TRAZIT—H A 4 —T =4 A%B
TEET,

BHYATDA v H—T A AF 721 EtherChannel BN L E 9,

BHA LA —T 2 A ANMETT, ZOFHAS X —T A AL, V¥ —VOFHORIZ
ERENE Yy —VEBA X —T 2 ALFRLTEHY FHA (FXOS Tix, v —v
BEHA B —T = A AL MGMT, management) D L 9 7244 FI CERRSNET) o

V=T TAE N TDgGE, KV — VIR UEREAS X —T = AEBIMLE
7,

V=V TGAZY T TIE, A= FXYRNAICA N A U E—T = A A%BIN
L. ZZAXHI#Y o7 L THERALET,

Y —VWNITABY T DAL= [ B =T 2 f AEBIMLIRNTLEE N, AV
N—ZBMNT5E, Uy —VIEIDO7 TRAER Yy —VETHDLERZL, HlzIXAN
R Etherchannel D A2 TE 5 X 912720 £,

FEVX VIR LA AN, U E =T oA AEBMLET, £v v —TTiE 7 7221l
U 7137 /3 A1 — 7173 EtherChannel T9, T /3 AZ EIZAA v F TEBID
Etherchannel Zfifl L 7, v —I[M27 7 A% U > 7 @ EtherChannel |22V T DFEARIL,
I IAZYN T TARTA o EHIREE (17 X—Y) 2ZRLTIEIN,

AFwT2 EX2 T4 —E R E— REBBELET,

Scope ssa

ATvT3

1 -

Firepower# scope ssa
Firepower /ssa #

FIFN DA A= RN—=T g U EARELET,

a)

EAATREA A=V TR LET, T2 3= a3 UFSITEREL TSN,
show app
11

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No

B #ETsqr
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ATy T4

asa 9.10.1 cisco Native
ftd 6.2.3 cisco Native
ftd 6.3.0 cisco Native,Container

b) A A=V N=Va VCHIAEZREL £
scope app asa application_version

B -

Firepower /ssa # scope asa ftd 9.10.1
Firepower /ssa/app #

Q) TDON=TarET 7N RELTHELET,
set-default

51

Firepower /ssa/app # set-default
Firepower /ssa/app* #

d) ssaE—REH&ETLES,
exit

51

Firepower /ssa/app* # exit
Firepower /ssa* #

1 -

Firepower /ssa # scope app asa 9.12.1
Firepower /ssa/app # set-default
Firepower /ssa/app* # exit

Firepower /ssa* #

77 AR LET,

enter logical-device device name asa slots clustered

asa s 525206k

Application Yes
Application Yes
Application Yes

« device_name : Firepower 4100/9300 ¥ ¥ —3 A— = A YPNT FAZ Y TR ELT
AVE—=T A REZFVYBTHEDIHEHLET, ZTEF2V T 4 TV 2 —LEKET
RSN 7224 TEHY EHA, EFEN—RUV 2T E2A A=A L T2 T

b, 32o0tF a2V T4 EVa2— T RTEBETLILENDHY 7,

e Ay bV =YV a—VET T AXTEIY Y TE T, Firepower4100 DAL, 1%
fEE LEJ, Firepower 9300 DIGA1E, 1. 20 3 ZfEELET, TV a— DA A b—
STV ZRWGA T, Firepower 9300 % —3 D3 DT X THDEY 2—/L Ay T
I IRAZY T ERNCT HRMERHY T, 30T XTOEY 2—/LEREL TR

L. I TAZITBEELEE A

#ET 12 |}
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ATy TH

HEF AR

1 :

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #
JFGAE T = RANT T NTA=BERELET,

INHDOREL, HEARH, F37 oV AZ VAN HTY, @EOEHTIEH, £ TT
TV — g3 CCLIREDITEA D AZEECTCEET,

a) JIAZ T—PIARNT T ATV =0 bPEAERLET,
enter cluster-bootstrap

1 :

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

b) Yy¥Y—YIDERELET,
set chassis-id id
I T AEDEY X —UNE—EO D BHETY,
o) VA NI TFTAZY T DG, A FIDIE 1~ 8 OHPHTREL ET,

set site-id number.
B A FID ZHIBRT 52X, EE 01
1 -

ELET,

e

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

d) 7 7AZHMY 7 ORI ~T 7 4 > 7 OFFEF—ZRE L E T,
set key
11

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

IEWEEZANT LI ITKROBNET,

HHEMEIL, 1 ~633LFDASCIH XFHITT, HLAEMEIL, F—24LRTH-OICFEHS
NEJF, ZoFTait, THRANTT v T (BERIRET v 7T — MRS N
By " E) ICIEEEB LERA, T—HFNA NTFT T 4971 BIZZIUT FXA L
LLTEEEINTET,

e) VIARX AL H—T A AET—RERELET,

set mode spanned-etherchannel

B #ETsqr
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2)

h)

asa v 5252068 [

A /%> K EtherChannel €— R, R — SN TWLHE—DE— T,

51 -

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

X2 )T 4 BV 2= VREDI TAY TN—THEHRTELET,

set service-type cluster name

BT 1~ 38 XFD ASCI XFHTH D Z & BMLETT,

1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

({£&) Cluster Control Link IP % v hU—27 R E L F7,

set cluster-control-link network «.5.0.0

Cluster Control Link ®F 7 # /L b Tl 127.2.0.0/16 X v NV —7 MR SN E£4, 7277L
*%@*V%U~7%%TM\umnwm%?74y7ﬁﬂxfgiﬁho:@%D\y
FAXDEBEFRY NI =T IEED /16 %y NI —7 T RLAZRETE £,

*a.b0.0 : [LED/I6 Xy NU—27 T RLVAZBELET b—7 v 7 (127.0.0.0/8)

BILO=/LFFv 2+ (224.0004) OF7 RL2AZEKRL) , HE0.000ICHKETS L,
FTT7F/NV DRy FU—7 (1272.0.0) BNMEAINET,

X —UE, Yy —vID & Av Y NID (a.b.chassis_idslot id) (ZHSNWT, F1r=v k
DI FAZHEHY) 7 A B =T = ADIPT R A% HEAERLET,

51

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network

10.10.0.0

BELIP T FLAERAERELET,

ZOERIT. EX 2V T 4 BV 2 VRETEHA LV H—T 2 AERET HT2OIHH
INET,

1.

H—A/WVIPT RLVADT =N ERELET, TOT FLAD 1 OMR, ZOA 2 F—

TxAARIZE T TR 2=y MZEID S THRET,

set ipv4 pool start ip end ip

set ipv6 pool start_ip end ip

HIETH, 7 I7AZNO2Z=y MEERICHDOT FULARGENDL L HICLTLEE
VY, Firepower9300 D45, X CTHEY a—/L Ay bR FE > TWnE LThH,

Ty — /_&a30@7bvx%€méz£ﬁbé’kmﬁﬁbf<ﬁémo&?x
REPIETHFEDEASIE., 7 RLAZPOLET, BIfEO~YAZ —a2=y MNMIET

#ET 12 |}
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ATvT6

HEF AR

AP T RLA (AL ZTAXIPT RLALIMEND) X, ZOT =D
TIEHY EFHA, BT, AULRY FT—=ZDIPT RLAD 1 DB AL 7T AKX P
7 RUARICHRE LTS ZE W, IPVAT RLAEIPV6T KL A (KB 50— H 1))
EREHCTEET,

2. BEA UL —T 2 AAADAALY JTALIPT RLAZZRELET,
set virtual ipv4 ip_address mask mask

set virtual ipvé ip _address prefix-length prefix

COIPTRLRZ, 757AF =V T RLALE LRy NU—7 RFICFEELTWS
VEERH Y FTRN, 77— NIZEFENTWTITIRY FHA,

3. Xy RNU—FI =Tz T RVAEATLET,
set ipv4 gateway ip address
set ipv6 gateway ip address

51

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 pool 2001:DB8::11
2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé 2001:DB8::1
prefix-length 64

) VI7AZ T—RMRANIFT v T E—REKTLET,

exit
&1

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: f@arscape
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

EHT— PR T T NRIA—FERELET,

INHOREL. MIWIEBAERR, £237 42 Z VAU AT, @EOEHTIE, % TT
TV — g3 CCLIREDIFLEAEDEELEETXE T,

a) BHT—FMALNT T A7V FERAEKLET,
enter mgmt-bootstrap asa

&1

B #ETsqr
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b)

<)

d)

asa v 5252068 [

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

admin & A X —7 /L NAU— REHEELET,

create bootstrap-key-secret PASSWORD

set value

fED AT : password

EDOWMERE - password

exit

il

FATRE SN TVD ASA FHEAL—PEBLOA X—T /N NRAY— R EARAT — FOEE
RN D E T, FXOS T 7 EANTE D456, BHE2—Y "AU—-FEEhl L &I
Uty b TEET,

15'] .

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT U= F—=F (=T y R $F TR AXT VLM ) 2fRELE
—é‘o

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—=KRTIE, T AFFRy NI HNOLV—F Ry T ERRINET, L—
TATEATOIBRA VI =T A RIRR DY TRy P RIZHY EF, Zhucxl, 7
VAT VN 77 AT U4 =%, [BumpIn The Wire| £721X AT VAR 7747

Ux—b] ODEXICENETDHLA Y2 T 7 AT U= THY, B SNTT A A~D
N—F Ry 7 E LTI S ET A,

T 7 AT U4 —/VE— RIIPHEBHARHIOARELET, 7— R N7 v T ORE % Hil
AT 256, ZOREIIMEHINLERTA,

B -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BEHT— ANy T = REKTLET,

#ET 12 |}
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ATvF1

ATvT8

ATvT9

HEF AR

exit

51

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

RIEERTFLETS

commit-buffer

Vry—UiX, HELEY 7 v T N—=VarEgura—KL, 77U S—var AR
BURIT = ATy TRELERAN L F—T A AREET v 2T HZ LT, TN
A AZEANLET, showapp-instance 2~ > RZHEH LT, BEDAT —X A%/ L E 7,
[Admin State] 73 [Enabled] T, [Oper State] 73 [Online] D&, 77UV r—va s f VAKX R
FTFEITHRTHY, HHTEDREICRSTWET,

1 :

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd clusterl 1 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Slave

ftd clusterl 2 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Master

ftd clusterl 3 Disabled Not Available 6.4.0.49
Native Not Applicable None

7T AR D Y ¥ —H BT AEE1E. 2 @%lﬂ,ﬁ%ﬁ‘i@ LE£972., [EHD chassis-id &
IE LW site-id Z3XET HHLERH Y £, %nu%@ Elix. MAHFDOY ¥ — TR UREZME
HALET,

AVH =Tz AL T4 FXalb—alrPHiLnTry—TERICTHDZ 2R LET,
FXOS v % —VBREZT IV AR—IBIOAVFR—FL, 20Tt 22EFICTHZENT
=FET,

VAF— 2=y FASAIZEER LT, VIRZ YV ITREEDATA A LET,

1

vy —31:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
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enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::27
set key
Key: f@arscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

VY —T 2
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scope
scop
cr

cr

cr

cr

cr

ex
exit
commit

scope

enter logical-device ASAl asa "1,2,3" clustered

en

ex
scop
se
ex

B #ETsqr

eth-uplink

e fabric a

eate port-channel 1

set port-type data

enable

create member-port Ethernetl/1
exit

create member-port Ethernetl/2
exit

exit

eate port-channel 2

set port-type data

enable

create member-port Ethernetl/3
exit

create member-port Ethernetl/4
exit

exit

eate port-channel 3

set port-type data

enable

create member-port Ethernetl/5
exit

create member-port Ethernetl/6
exit

exit

eate port-channel 4

set port-type mgmt

enable

create member-port Ethernet2/1
exit

create member-port Ethernet2/2
exit

exit

eate port-channel 48

set port-type cluster

enable

create member-port Ethernet2/3
exit

exit

it

-buffer
ssa
ter cluster-bootstrap

set chassis-id 2
set ipv4 gateway 10.1.1.254

set ipv4 pool 10.1.1.11 10.1.1.15

set ipv6 gateway 2001:DB8::AA

set ipv6 pool 2001:DB8::11 2001:DB8::19

set key

Key: f@rscape

set mode spanned-etherchannel
set service-type clusterl

set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64

exit

it

e app asa 9.5.2.1
t-default

it

RETACZ |
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commit-buffer

DS RE A NDIEM
ASA 7T AHX AU RN EBBMERLIIBES B2 F7,

N

GE)  ZoOFEZK, ry—TOBMERITERICOAEAINET, 7 T7AZ U U ITRTTICHEIC
725 T 5 Firepower 9300 |ZE Y = — /L& BN E 2 IX@EBRT 556, €YV 2 — /WZHABNIZE
MmEET,

1R BHHIIZ

HEFED T T AKX, ZOBLWA L ANHOERIP 7 RLAT—LVNTHS7RIP 7 KL A
NEYBTHNTNDEIICLTLEEY, TNUAOEEIT, ZOH LW A N EBN
ﬁéw_\%/« /L®%ﬁ®77x&7—hx%7/7 REEMET DVLERNH Y F
T, ZOEE|C FRERT NA ANFEEN L £,

AU EB—T A ADEEIL, LWy —YTORELF UL THALAMLERH Y £, FXOS
VXY —VREETI AR FBIAS AR —=F L, 2O RERGIZTHENTE
9,

s VNT AT HFANE—RTIE, BYIDT TAL AL INODASAT 7Y r—varTvi
FarTHFANB-READICLET, BMOI TR AN EvVF aryTHA R
F— NREZ HEAITHAK L 97,

FIE

AT w1 [Copyconfig]| T =v 7Ry 7 A%A LT, [OK]ZZ7 Uy 7 LET, ZOFzv IRy R
EAZICTHHAIE. FETRYOL Y —VOREI—KTH LI ICHEEX AT LLENRD
D ET,

ATV T2 I I7AZIRHIOY ¥ —THBINTHEE1E. ASA 7 7 A X OIERK (475—2) OFNEEHY
KL ETHN, —EOD chassis-id & [E L site-id X ETH2HLENH Y £, FNLANOEEIZ
FlLnyy— VIR CREZHEHLET,

Firepower Threat Defense 7 5 X 2 MBI

B O Firepower 9300 > v —> & ¥ vy —YNZ FAZ L LTBMT 52 &b, OV ¥ —
Ry —YM7 GAZY U ICEMT I b TEET, Yy —VMr I ALY LTI, &
VX —VERIAICRELET, 1 DOV y—UILI TAZEBMLIEDL, ROV ¥ —UEF
FUREZATILET,

RET/NA R
|
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. Firepower Threat Defense ©7 5 X 2 D {ERL

Firepower Threat Defense ~7 5 X 2 M 1ERk

7 F AH L. Firepower4100/9300 3 v — 3 A— 33, I LHHEIZETE 9, 7 XTOH]
WRENE =y MIBEIIMIZAEREINE T,

VX —UMITAZY T, FUr— T EAICRELET, EAZEDITTHEOIT,
1 DDV Y —UNZY TAZEZBEAL, Z0%, IOV ¥ —VNHRO Y ¥ —UIZ7— FA b
Sy ar7 4 Xal—arkat —CXxET,

FV 2R VAP L ENTVARWEAE TS, Firepower 9300 ¥ —3® 3 DT _RTDE
Va— ) Ay NTYTAX VT EFENCTHHLENH Y T, 35T X THOEV 22—V %
RELTWRWE, 7T A IIHREL FH A,

1R SR
« FERT AN AT DT SV r—3v a3 v A A=V % Ciscocom P H X U m— FLT,
Z DA A— % Firepower 4100/9300 > v — (27 v 77— RKLET,
« ROEREHRELET,
EHALH =Tz A AID, IPT RLA, BLORy NT—2 v R
o =T x=AIPT KL A
« FMC#R L7 IP 7 R L AE L OV E 721X NAT ID
*DNS #—"D P 7 KL %,
*FID KRR M4 & RAA 4

FIE

ATFYT1 AL B —T A AR TELET,
a) 7 7 AZEERT LRI, 1 2L EDOT—% XA T DA 4 —7 = A A FE 7213 EtherChannel
(R—=FrF ¥R EHMEND) ZBMLET,

VX —UM I TARZY T TR, BT HF A E—T 2 AT 1 OUED AN~ A
H—T x A A%FFDO A/ K EtherChannel THAHVLE R H Y £9, £ vy —IZHELT
EtherChannel ZBILE9, AA vF LT, 9 _XTDITAHX 2=y hInH 1O D
EtherChannel IZ A /N A U X —T 2 A A& FEALET, Vv =B T7AFZY 7D
EtherChannel IZOWCOFEMIL, 7T AX ) 7 A KT A4 EHIRHFEE (17 2—)
EHEIRLTL &N,

FIAN T, TRTDOA L E—T oA AN FAZIIZED LY ToONET, >y —0
7 Z AH Y 7T, Etherchannel DAMNEIV ¥ THNET, DA L X —T A X XA
TEREIDYBTHZLIITEERA, BARIZL Y TAZIIZT —H A H—T A ZA%&1BM
T&EET,

b) EEXYA T DA H—7 = A AFT2IL EtherChannel Z B L £,
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©)

d)

Firepower Threat Defense & 5 X 2 D 1ERL .

BHA LA —T 2 ANKETT, TOFHA L H—T =2 AL, VX — T OEHDOHIT
ERHENE Yy —VEHA 2 —T7 24 ALHELTHEHDY FHA (FXOS Tit, ¥ v—v
BTHEA A —T = A AL MGMT, management) ® X 9 A4 @i TRAINET)

VXY=V T ALY L TOBRE, KV v —VICRIUEBA X —T = AZBMLE
-3‘0

Sy =V T ALY T T, B b FA R ABITA LS AV H =T = ZE BN
L. ZFAZHY > s L LCHEALET,

X —IYWNITTARZN T DA NR— B =T 2 ZAZBMLRNTLTEE N, AV
NR=ZBMTEHE, =TT FTAEZRN Yy —MTHDHERDR L, FlzIEA
K Etherchannel DA & {HHATE 5 L H1272 0 £97,

BV X —VICRICA VAR A U H—T oA A BMLET, v — T, 772Xl
U > 7135 /31 A — 71 )73 EtherChannel T3, T /34 A Z LIZAA »F TEBID
Etherchannel A L £9°, ¥ — T[] 7 A& U > 7 ® EtherChannel {Z- DV T DFEMIL,
JTGARY T HA RTA L EHIRFE (17—) 2B LTI,

({LE) Firepower-eventing f > % —7 = A A%BMLE T,

IO F =Tz A AE, FIDT A ZADE A HVERA o F—T = AT, ZOA
YA =T 2 A REMEHTHIZIE, FIDCLITIP T RL AR EDNRT A—2 ZRET 55
MO ET, L E AU (WebA R bel) MOERNT 7 4w 7 AT
%9, Firepower Threat Defense =~ > R U 7 7 L- 22 X D configure network = ~ > N & 2 [iit
LTLIEE,

VXYM TAZY T ORGE, HVx—VIZRICANRCT 4 T A =T 2 A
BINLET,

ATYT2 ¥X2UTF 40—t R EF— FEEBLET,

scope ssa

ATvT3

&1

Firepower# scope ssa
Firepower /ssa #

FIIN DA A= R—=U g U EHRELET,

a)

AR A A=V 2FRRLET, BT 3= a VEFICERL TS,
show app

1 -

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
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b)

d)

e)

ftd 6.3.0 cisco Native,Container Application Yes

A A=Y NR—=V g NIHHEZZRELET,
scope app ftd application_version

1 -

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

IDON—=TarET 74N NE LTHRELET,
set-default

51

Firepower /ssa/app # set-default
Firepower /ssa/app* #

TA B AZICRELET,
accept-license-agreement

51

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

[...]
Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".

Firepower /ssa/app* #

ssaE— RZKTLET,

exit
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Firepower /ssa/app* # exit
Firepower /ssa* #

51

Firepower /ssa # scope app ftd 6.3.0.21
Firepower /ssa/app # set-default

Firepower /ssa/app* # accept-license-agreement
Firepower /ssa/app* # exit

Firepower /ssa* #

77 AR B L ET,

enter logical-device device name ftd slots clustered

* device_name : Firepower 4100/9300 3 ¥ —3 A—/ = A PN T F AKX ) 7 hFE LT
AE=T A ZEFNDETEHEDIMHEHLET, ZTEF2V T 4 BV 22— LERET
EHSND 7 7 AZLTEHY £FHEA,

e ARy MV =V EVa—VET T AX|ZEY Y TET, Firepowerd100 DAL, 1%
FEE LE T, Firepower 9300 DIFEIE, 1, 2, 32EELET, EVa2— B A R b—
IR TWRWEETH, Firepower 9300 ¥ v —> D 3 DT RTDEY a—/L ARy T
I IGARY T AT HHENDY T, 3 20T RXRTOEY 22— VEREL TR
L. I ITAFIIHELEHA,

&1

Firepower /ssa # enter logical-device FTD1 ftd 1,2,3 clustered
Firepower /ssa/logical-device* #
JIGAL T—=hARNT T NIGRA=FERELET,

INHORET. VIHEARER, £33 7 4 PR Z VAU T, @EOERTIZ, % T7
FU A — g CCLIREDIFLEAEDEELEETXFE T,

a) VIAZ T—=R AT FT7V=7 NEAERLET,
enter cluster-bootstrap

1 -

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

b) Y¥—vIDEZRELET,
set chassis-id id
7 TABDE Y —UNE—EOID BLETT,
) VA NHZTAZ VT DG, A FIDIT 1 ~8DFPHTHREL 7,

#ET 12 |}
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set site-id number.
B A M ID ZHIBRT 52X, EE 01
1 -

LET,

e
it

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

7 ALHEY 7 DRI ST 7 4w 7 OFEFEXF—ERE L ET,
set key
i

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

EEWEEZ AN TLE O ITRObNET,

HLHEMBEIL, 1 ~633LFDASCIH XFHITT, HLHEMEIL, F—24LRTH-OICHEHS
NET, 27T vaid, T—HFRNANTT v T BEFIRET v 7T — FOHRE S
B2y "R E) ITIEEELEYA, T—X XA N T 749 71F, BIZZ VT 7% AL
LLTHESNET,

TIAR A B =T 2 A A ET—RERELET,

set mode spanned-etherchannel

A% K EtherChannel &— R, R — SN TWLHE—DE— T,
1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

X2 VT 4 T2 AREDT TAZ IN—THERELET,
set service-type cluster name

AN 1~ 38 3LFD ASCH XLFHITH D Z & BMLETT,

£l

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

(f£&) Cluster Control Link IP % v hU— 27 R EL X7,

set cluster-control-link network «.5.0.0

Cluster Control Link ®F 7 # /L kTl 127.2.0.0/16 %> "V —7 MR SN £, 727701,
—¥BDFR Y FU—ZRBEITIE, 1272.00/16 N7 7 4 v 7T ATEEEAL, ZOHE, 7
FAXDEBEFRY NI—=TIEED /16 %y "I —7 T RLAZRETE £,

B #ETsqr



| #7142

ATvT6

Firepower Threat Defense & 5 X 2 D 1ERL .

«a.b0.0 : [ TED/N6Xy NU—27 T RLAZEELET b—73v 27 (127.0.0.0/8)
BIO-LFFx 2 (224.0004) OF7 FL2AZEL) . HEZ0.000ICHETH L,
TN EOFRy NU—7 (127.2.0.0) BMEH S ET,

Uy —Uid, Yv—vID & A2y NID (a.b.chassis_id.slot id) (2SN T, F=v |
DI FAZENY 7 2 —T oA ADIPT RLAZHEARLET,

1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network

10.10.0.0

hy 7I7AX 77— AT v T E—REKTLET,

exit

1 -

Firepower /ssa/logical-device* # enter cluster-bootstrap

Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*

Key: f@arscape

Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*

Firepower /ssa/logical-device/* #

BHIT—NANTI T NG A—HEHRELET,

#
#

#
#
#

set chassis-id 1
set key

set mode spanned-etherchannel
set service-type clusterl
exit

IHHOREIL. VIEIEAER, £33 oV AZ VAR AT, @E0EA T, BT
TNV r— a3 CCLIREDIZEA D EERE TEET,

a) BHHIT—MRANTIv T ATV PEERLET,

enter mgmt-bootstrap ftd
f5l

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b)  Firepower Management Center & 2925 I[P 7 RL A 7R A M4, F2IENATID 2465 7E

LET,
WOHRTEEITVET,

+ enter bootstrap-key FIREPOWER_MANAGER_IP

set value /P _address
exit
* enter bootstrap-key FQDN

setvalue finc_hostname

#ET 12 |}
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exit
* enter bootstrap-key NAT_ID
set value nat_id

exit

WHEIL, V=T 7 LFIEOW T OB TH A DOIPT KA gk —Fft&) Ny
TT, FMCWBTNA ADIP T RLAEFREL, T35 ANWFMC O IP 7 KL A& 157E
LET, 7L IPT RLAD I DOLNDLHos TWAEES Ob—F 4 > 7 HHIOKR /)
S 1%, RAIOBENEEAZMESL L CIE LWBEEF— 2 BT 272012, #E o
BNZ—EDONATID Z{8ET HH4ELH Y £3, NATID £ LT, 1 ~37 LFOEED
TXARNLFHNERETEET, FMCBXOT A A TlE, IR OFEE & AR AT
I T=OIT, BT —BLONATID (IP 7 KL A TiEAe<) Z2EALET,

fAi
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key NAT ID
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value scOrpiusl5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT 0 —NE—F (V=7 y ] FLF TFTUAXT L b)) ZEELE
ﬁ‘o

create bootstrap-key FIREWALL _MODE

set value {routed | transparent}

exit

N—=T v RE—=FTE, T4 AFRy FT =7 HNOL—F Ry FLRpSNET,
N—=T A TEATIEA B =T =2 A RFRR DY T Xy b EIZHY £, iz,
NFZ AT LN 7747 U4 —/LX, [BumpIn The Wire| 721X (A7 VR 77

AT TF—Iv] OEXHITEMETBLAV2 77 AT U4+—LThHV ., #EEIN-T A
A~ND—H Ky 7 E L TUIEBENET A,

TrAT U F == FIIMHRHARFICOZRELES, 7—FA NI v 7ORELFH
BT %6, ZoREFEA SN EE A,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

TNA AL FMC E D THRAT 2% —2fREL £,
enter bootstrap-key-secret REGISTRATION_KEY

set value

D ANT] : registration key
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EOFEFE : registration_key

exit

ZOF—ITE, 1~37 LFOEZEDT F A P XFHNZRIRNTEET, FIDZBMT S &
X2, FMCIZFRILF—Z2 AN LET,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

CLI 77 E ADFTDEHL—FD/AT— REZHELET,
enter bootstrap-key-secret PASSWORD

set value

D ANTJ : password

EOMER : password

exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

FTREMA A M ERRELE T,

enter bootstrap-key FQDN

set value fgdn

exit

AT a~z DT, 0~9DHT, Fyh () BT () T,
AR ICFHE 253 T

fil

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdclusterl.example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS — Db <X J & K %T?EiEIJEEﬁfO
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enter bootstrap-key DNS_SERVERS

set value dns_servers

exit

Tzl Z1E, FMCOHB A M 2FRET 2% &, FTDIE DNS 2 L %7,
fil

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

B RAAL D~ XGIY Y X FadEELET,
enter bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com,example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

JITAINOEEX 2T 4 TV 2a—LOFHIPT RLAZHFHELET,

GE)  Firepower 9300 DIFA, T 2 — WA VA =L ENTVWARWEATH,
VX =Y D3OFTRTOEY a—/L Ay NTIPT KL RAZFRET D MLEN
HYVET, 30T XTOEV2a—LEZRELTWRNE, 77 XX THMEL £
A,

IPV4 EHA L F =T =2 A A F TV =7 P T 5121, ROFIEEZFEITLET,

1. BEA L H—T oA AFT Vs FEAERLET,

enter ipv4 slot_id firepower

2. U= FUxA T RLAZRELET,

set gateway gateway address

3. IPT7TRLRERAZEZRELET,

set ip ip_address mask network mask

4. BEHIPE— RFERTLET,

exit

5, V¥ —YDBEVDOEY 22— LI LTERIEEZEEYIRLUET,
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IPv6 BHRA L X —T 2 A A LTV FEAERT DIZIE. ROFIEEZETLET,
1. BBA L —T oA AT T VEERLET,

enter ipv6 slot_id firepower

2. —bUxzA T RLRAZRELET,

set gateway gateway address

3. PT RLAETIL T 4y 7 AEHRELET,

set ip ip_address prefix-length prefix
4. BHIPE—FEKTLET,

exit

5, Py —T0EVOEY 22— I LTEHIEEZEEYIRLET,
Bl -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.35 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.36 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3211
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3212
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BT AN T T = FREKTLET,

#ET 12 |}
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exit
1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

1 -

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: ziggyS$tardust
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: $pidersfrommars
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

REZ R LETS

commit-buffer

Vry—UE, BELEY 7 by 2T RN—=VarEFyrua—KL, TV r—var AR
BUAZT = bR NI  TRELEEAN L H—T A AREET v aT5HZ LT, f@ETA
A A%EANLET, showapp-instance 2~ REHH LT, BEOAT =¥ 2 %M#ELET,

[Admin State] 73 [Enabled] C. [Oper State] 7% [Online] D&, 77UV r—vay A U AX A
TR THY | FEHTZ DRREIZR > TWET,

1 -

B #ETsqr
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Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State
Version Deploy Type Profile Name Cluster State Cluster Role

Running Version Startup

ftd clusterl 1 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Slave

ftd clusterl 2 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Master

ftd clusterl 3 Disabled Not Available 6.4.0.49
Native Not Applicable None

7T ARIIZHDY y— BN 5, ZOFEAZBEY KL FT2., EH O chassis-id, [H
HOEHIPT FLA, BILOE LV site-iddaHETHMLERH Y £, £ 95 THRWEGEEIXNS
DY —TRILFREEZHEALET,

AHE =T 2 A AL T A X2l —arPBH LTy —T ERIUTHDLI 2R LET,
FXOS v % — 3 HELZTZ I AR—FBLOAS VFR—F L, ZOT2BRAEZRAITTHIENT
%i‘g—o

BTHEHIP T RLAZEHA L T A¥— 2=y b % Firepower Management Center (2181 L ¥ 77,

T_RCHY 7 AKX = kX, Firepower Management Center (ZiB/19 2 A2, FXOS TIEH 72
FERD 7 FZAZRICHFIEL TWAMERDH Y 7,

Firepower Management Center 28 A L' —7 =y b & BB L E T,

1

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port
exit
create member-port
exit
exit
enter port-channel 2
set port-type data
enable
create member-port
exit
create member-port
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit

Ethernetl/1

Ethernetl/2

Ethernetl/3

Ethernetl/4

RET/NA R
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create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0

B #ETsqr
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exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

VY —v 2

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap

set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
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en

ex
scop
ac
ex
comm

SRR A INDIENM

ter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit

exit

it

e app ftd 6.0.0.837
cept-license-agreement
it

it-buffer

RETACZ |

WAFD 7 FAZNDFTID 7 T AH AL\ BMEITEE L £, FXOSIZH LW F 2
X A N—%B1F % & Firepower Management Center |2 K 0 A /8 —2S HEIZIBIN S v E

‘/Jﬂo

\)

GE) Zo7ar—YxIZBIFHFXOSO TR, HrLny vy —r0BEMoORZEHINET, 77
AR TR TITH T2 > TS Firepower 9300 (285 LWE Y = — L& BN 5545, €

Vo

MIABTEMSET,
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o BE L% AYA X, Firepower Management Center 7> 5 g7V T A X A L N EHIBRT 2 243
N ET, FLv=y MIEXHLZ D L, Firepower Management Center =D H LT
WA RERIRINET,

e A UB—T oA ADOREX. LY —V TOREEF L THLILENH Y £3, FXOS
VX —UREET I AR P BLIUA VAL, ZOTREREEGITTDHILENTE
i‘j‘o

FIE

BDY ¥ — %7 T AZITEMNT HIZIE, Firepower Threat Defense 7 7 A % OERKL (58 ~—
V) OFIEELBEVIELET ROBEXEFOLD L LTRETDUNEOHLGHEEREE
T O TRWGAIZIE, MOy —VICRUREZEMLET) .

« > % —3ID (Chassis ID)

EHIPT RL X

=L

Radware DefensePro D% E

Cisco Firepower 4100/9300 > v — /1%, Hi—7 L — R THEHEO—ER (T 74T 74—/,
Y= RRX=F 4D DDoS 7SV r—arigd) Y R—-FTEET, 20607 7Y r—
areéth—vRiFE, V7 E3NT, =X Fz—UEEKLET,

Radware DefensePro [ZDULVT

BES—EASRTWEY—EA Fx—r a7 4 Fal— 3Tl — =7 ¢ fl

® Radware DefensePro A8 77 >~ N7+ — L% ASA 7 74 7 U +—/LOFHil, F 7% Firepower
Threat Defense D FHICHFITT H KL 5124 A h—/L"T& £7, RadwareDefensePro |%, Firepower
4100/9300 > ¥ — T4 HUM Y — B A5 (DDoS) Ot & AEFIHERE 2 #2525 KVM = — 2
DT T >~ b7 4 —2LTd, Firepower4100/9300 > ¥ — TH—E A F = — 2 NHMZ/R D
L XY NT—=I 6D NT 7 4 v 7 IXFEER ASA F 7213 Firepower Threat Defense 7 7 A 7

v 4 — /VIZE|ET HHEIC DefensePro (RAR 77 > N7 4 — L Z@iad 208N " H Y £,

\}

GE) » Radware DefensePro A8 77 ~ b 7 #— 20X, RadwarevDP ({iifH DefensePro) . F7ziiv
VT VDP EREEND ZE R H Y T,

» Radware DefensePro A8 77 v b 74— AL, Vo7 Talb—X LI 2 EbH D F
j—O

RET/NA R
|



HETNAZ |
. Radware DefensePro (BT &t

Radware DefensePro M RijIZ 514

Radware DefensePro % Firepower 4100/9300 3 ¥ — I IZE AT B HIIZ, ete/UTC # A LY —2 T
NTP H— 3%A# 95 & 9 |Z Firepower4100/9300 > v — > Z Mg 2 2 A 8 V) £ 37, Firepower
4100/9300 > ¥ — > @ AfF L BRI OBGEDFEMIC OV TIE, ARFOREZSZR LTI Z S0,

H—EXFz—2DHARKSA4 Y

EFIL

« ASA : Radware DefensePro (VDP) 7J v h 7 4+ — AL, IROEFET LD ASA THR— K &
nTunxEd,

* Firepower 9300
* Firepower 4110
* Firepower 4115
* Firepower 4120
* Firepower 4125
* Firepower 4140
* Firepower 4145

* Firepower 4150

» Firepower Threat Defense : Radware DefensePro 77 » k7 4 — A&, IRDE T /LD Firepower
Threat Defense CTH AR — b S TWVET,

* Firepower 9300

* Firepower 4110 : G 7 /N\A A LRFICT 2 L— X ZE AT HLERNH Y £9, T
A AT TISHELT A APRESNIET, Tab—Faf VA M=V THI LT
TEEH A,

* Firepower 4115

* Firepower 4120 : fa#7 A A LRIFHZT 2 L—F ZHATLHHLE N HY £3, 7T
A AT TITRELT A ADRESNIR T, Tab—F 2 A =15 LT
TEEHA,

* Firepower 4125
* Firepower 4140
* Firepower 4145
* Firepower 4150

B #ETsqr
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| #BF AR

AR R7OVDHIET /A X TO Radware DefensePro D% E .

ZOMDHA FS4 >

=R Fz—F, VYV TAZ 2T 4 F 2= g TR AR—FENT
WEH A, 7272 L. RadwareDefensePro (vDP) 77 U/ — g id, ¥ —T NI T RAHZ
FVADAZ R Ty a7 4 Fab— g SCEATEET,

2B RF7OVNDHET/INA X TO Radware DefensePro D% E

ATy T

ATy T2

ATvT3

ATv74

ATvTh

A K K7 1 ASA %7213 Firepower Threat Defense i 7 /34 A DRI 5 H—D P —E R
F = —|C Radware DefensePro % > A b — /L4 5121%. ROFIEICHENE T,

48 HHEIIZ

* VDP A A — % Ciscocom /P H X 71— R LT (CiscocomMBDA A—T DX T 1—
REZM) | ZDA A— % Firepower4100/9300 > ¥ — N2 X 7o m— R LEF (Firepower
4100/9300 > ¥ — ¥ ~DFRET N, AD Y T T 2T A A=V DX u— Ke5MR) |,

e Radware DefensePro 7 7' U r—> a3 Uid, VY —YWNI TAXDAH L KT a MR CTE
ATEFET, v —YHNIZIFTAEZY 2O TIE, v — 3N T A XD Radware
DefensePro O E (78 X—) &L T &,

FIE

vDP THIDERA 7 —T = A ZAZMERT2HET, WA o F—T = A ZADOREITHE > TA

VHE—T 2 A AEHPIL, TOXZA TR mgmt IZRDHLIITRELTLEIV, £5 LR

Bt TV r—va VA VA — T oA AR IFETEET,

AL KT v %R T ASA F 721X Firepower Threat Defense #BE7 /N A A Z{ER L ET (A X

Y K7 ASA DB (22 _X—) F /=T A X N7 v Firepower Threat Defense 0Bl
(28 X—2) #%M) , Firepower4110 £721X4120 X2V T 4 77 T4 T A BIZA A—

VhA VAN AT LA, REEZ 2 v T 5HEIIC, vDP % Firepower Threat Defense

A= BIA VAN ANTHMENHD Z EITHERLTIEIN,

X2 VT 4 =R E—RERBLET,

Firepower# scope ssa

Radware vDP A A% > A& ER L £ 77,
Firepower /ssa # scope slot slot_id

Firepower /ssa/slot # create app-instance vdp
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot/* # exit

BiEEAIY FLET,

commit-buffer

LS ACES |
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HEF AR

. ARV R7OVDHRET/NA X TO Radware DefensePro D% E

ATvT6

ATy T1

ATvT8

X2 VT4 BV a2 LOVDP OFEBEE TR LY a = TEERLET,
Firepower /ssa # show app-instance

&1

Firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State
State Cluster Role

Running Version Startup Version Cluster

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not
Applicable None
vdp 1 Disabled Installing 8.10.01.16-5 Not
Applicable None

(A7 var) PR—FSNTODLFIHARERY V=R T a7 7 A VKR T 521
Firepower /ssa/app # show resource-profile system

51

Firepower /ssa # show resource-profile system
Profile Name App Name App Version 1Is In Use Security Model
Count RAM Size (MB) Default Profile Profile Type Description

CPU Logical Core

DEFAULT-4110-RESOURCE
vdp 8.13.01.09-2 No
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPR9K-SM-56, FPRY9K-SM-44,
FPR9K-SM-36, FPR9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

FPR4K-SM-12

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPRO9K-SM-56, FPRY9K-SM-44,
FPR9K-SM-36, FPR9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all
4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPRI9K-SM-56, FPRY9K-SM-44,

FPRO9K-SM-36, FPR9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

8 32768 No System

(A7 v ay) BOFEOERAIGERTe 7 7 A VD1 2EFEHLT, VY—A 7B 77 AV
it E LET,
a) ®iHZEAT Y M1ICLET :
Firepower /ssa*# scope slot 1
b) DefensePro 7 7V r—a v f VAKX U AEATILET,
Firepower /ssa/slot* # enter app-instance vdp
o) TFVr—var AV AR AERICLET,
Firepower /ssa/slot/app-instance* # enable

d VV—ATaT77 A4 VEHRELET,

WETNAR
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ATvT9

ATy 710

ATy 7N

ATvT12

ATy 713

ATy 714

AR R7OVDHIET /A X TO Radware DefensePro D% E .

Firepower /ssa/slot/app-instance* # set resource-profile-name resource profile name
e) WEZX=aIy MLET,
Firepower /ssa/slot/app-instance* # commit-buffer
VDP 7 7V r—ya U R A T4 IRBRIC I o T2, BT A R T 72 ALET,

Firepower /ssa # scope logical-device device name

VDPIZEERA v H —T 2 A AZE DY TET, T A ADOLD LR UYHEA L X —T = A
AEERTHZLEL, oA 2 —T oA ABEATHZ b TEET,

Firepower /ssa/logical-device # enter external-port-link nameinterface id vdp
Firepower /ssa/logical-device/external-port-link™® # exit
VvDP DAEE LA v 2 — 7 = f AREERELET,
a) T hMALNT T ATV MEERLET,

Firepower /ssa/logical-device* # create mgmt-bootstrap vdp
by HFEIPT RLAZRELET,

Firepower /ssa/logical-device/mgmt-bootstrap* #create ipv4 slot_id default
) F—hrU=A T FLAZRELET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set gateway gateway address
d) IP7 RLRESAZERELET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set ip ip _address mask network _mask
e) BHIPHREAI—TEKRTLET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #exit
f) HHT—MRALNT v TREATI—TEKTLET,

Firepower /ssa/logical-device/mgmt-bootstrap* #exit

ASA F 721X Firepower Threat Defense 7 2 —ODHi{IZ vDP ZFlET 57 — X A V' H—T = A A%
mELET,

Firepower /ssa/logical-device* # scope external-port-link name

show external-port-link =2~ > RZ AN LT, {1 v F—T oA A4 &R LET,

ST XA A2 vDP ZBINLE9,

Firepower /ssa/logical-device/external-port-link* # set decorator vdp

VDP 21T %A 2 —7 = A AT LICFIREMEV IR L ET,

P—=RRN=T 4 DT TV =2 a B, Z =T A ATHEENTND Z LR LET,
Firepower /ssa/logical-device/external-port-link™* # show detail

1 -

#ET 12 |}



. v —T A9 S5 X4 D Radware DefensePro @

ATy 715

HEF AR

&s
iy

Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1
App Name: ftd
Description:
Link Decorator: vdp

BREEZaIv FLET,

commit-buffer

RDBRY

DefensePro 7 7' U 77— a3 V O/NAU— RERELET, "AUV—RERETHETIE, 77
Vor—a Ity o4 AR B0 EICHEBR L TL EEV, FEZ DWW TIL, cisco.com
IZHE & TV % [Radware DefensePro DDoS Mitigation User Guide] % &M L T 72 &0,

¥ —LAY 5 X2 D Radware DefensePro D% E

N

GE)

&M

AT T2

ATvT3

HF—ERFz—iF, V¥ —SNIFAX a7 4 X2l — g TP R—FERTWHE
A, 7272 L. RadwareDefensePro 7 7'V r— g id, Y —T NI TAHX U F U ADAH
VRTury ary7 4 Xal—3 g SEATEET,

4RO SRS

e vDP A A —% Cisco.com>HZ 72— KL T (CiscocomMHDA A=V DR 7 a—
R&ZI) | ZDA A— % Firepower4100/9300 & v — 12X 7> — KL% (Firepower
4100/9300 > ¥ — ~DFHHTNRNA ZADY T NI 2T A A=V DX va— REHR) |

FIE

VDP THIDEHA » F—T = A AZMEHT 25 G, WA F =T = A ADOBEITHE - TA
VHE =T 2 A AEFIL, TOXA TR mgmt 122D X OICRELTLEIWN, £5 LA
Ba. TV r—va VBB =T A AR RATEET,

ASA V¥ —Y N7 T AL (ASA 7 7 AZDIERL (47 <X—) %#Z5M) | F721% Firepower
Threat Defense > v — N2 7 A% (Firepower Threat Defense 7 7 A % DAERL (58 ~—7) %
ZH) ZRELET,

Ny (747> MMl AR— b % Radware DefensePro T7 2 L— K LE£97,

enter external-port-link name interface_name { asa | ftd }

& > I decorator vdp

B #ETsqr
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WETINAR

ATvT4

ATy TH

ATvT6

ATy T17

& b deseription """

exit

v — A5 S5 X4 D Radware DefensePro D% E .

AP T A X DOINERE BEAR — F A EI D 2 TET,

enter external-port-link { mgmt asa | mgmt fid } interface id { asa | fid }

& v b decorator """

& > I description """

exit

DefensePro DAMEREER— 2 E Y BTE T,

enter external-port-link mgmt_vdp interface name { asa | ftd }

& >~ K decorator """

& > b description """

(F7vay) YR—=FINTWDRIHARER Y Y —RX T a7 7 A NV EFRTHITIL :

show resource-profile system

&1

Firepower /ssa # show resource-profile system

Profile Name

Count RAM Size (MB)

App Name

App Version

Is In Use
Default Profile Profile Type Description

Security Model

CPU Logical Core

DEFAULT-4110-RESOURCE

vdp
4 16384 Yes
DEFAULT-RESOURCE vdp

FPR9K-SM-36, FPRY9K-SM-24,
6 24576 Yes

VDP-10-CORES vdp

FPR9K-SM-36, FPRO9K-SM-24,

10 40960 No
VDP-2-CORES vdp
2 8192 No
VDP-4-CORES vdp
4 16384 No
VDP-8-CORES vdp

FPR9K-SM-36, FPROK-SM-24,

8 32768 No

8.13.01.09-2 No
System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System
8.13.01.09-2 No
System
8.13.01.09-2 No
System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System

FPR4K-SM-12

FPROK-SM-56,

FPR4K-SM-24

FPROK-SM-56,

FPR4K-SM-24

all

all

FPROK-SM-56,

FPR4K-SM-24

FPROK-SM-44,

FPROK-SM-44,

FPROK-SM-44,

(A7 ay) BiIOFNEOHERARGERT e 77 A VD1 OEFERALT, V=R T 77 AL

ERELET,
G

a) #HEZAv Y M1IZLET:

Firepower /ssa*# scope slot 1

COEFEEZaI v THE, FXOS Uy —I0NHEE LET,

#ET 12 |}
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. v —L RS S5 X452 D Radware DefensePro MDE%E

b) DefensePro 7 7 U r—a s A VAX A AT LET,
Firepower /ssa/slot* # enter app-instance vdp
o) TFVr—var AV AX L AERMICLET,
Firepower /ssa/slot/app-instance* # enable
d) V=R TaT77 A4 VEHRELET,
Firepower /ssa/slot/app-instance* # set resource-profile-name resource _profile name
e) WEZX=aIv FLET,

Firepower /ssa/slot/app-instance* # commit-buffer

ATYT8 IR F—FFrRLEHRELET,
enter external-port-link port-channel48 Port-channel48 { asa | ftd }
& > b decorator """

& > I description """

exit

ATvT9  DefensePro D3 DDTRXRTDA LV AR L ADERT— AT v 72 RELET,
enter mgmt-bootstrap vdp
enter ipv4 slot_id default
set gateway gateway address
set ip ip_address mask network_mask
exit

&1

enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0
exit
enter ipv4 3 default
set gateway 172.16.0.1

set ip 172.16.4.221 mask 255.255.0.0
exit

ATFYvFTI0 BFEHIT—FAIT vy TREAT—TEKTLET,

exit

AFyITN ~AZ— T L —FRLEDDefensePro 7 7V r—a v AV AZ AR AN LET,

B #ETsqr
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AT T12

ATy 713

ATy 714

ATy 715

ATy 716

ATv 11

ATv 718

ATv 719

v — A5 S5 X4 D Radware DefensePro D% E .

connect module s/of console

connect vdp

VAL —TL— T, HFHIPEZRELET,

device clustering management-channel ip

HIDAT v 7 CHEEB LIZIP 2 LT, ~AX—IPZRELET,

device clustering master set management-channel ip

77 AL BAMELET,

device clustering state set enable

TV r—vary aryy—EE T LTFX0OS EYa2—/LCLIIZKYD £7°,
Ctrl ]
AT w710, 12, 13, 14%ZE VKL TAT v 71l THRLIEYAX—IPEHEL, &7 L —
RT7FVlr—ar A VAR LACKH LT TAZEZAMELET,
miEZAI Yy PLET,
commit-buffer
GE) ZOFNEETET L7565, DefenseProAf v AX AN T AZIIREINTNENE D
NEERTAVLERH Y 97,
DefensePro 7 7V r—a U ODOTRTCNY T AZIZESIML TWAZ & 2R LET,
device cluster show
PLFOWTNNADOFIET, Tprimary] & [secondary] O DefensePro £ > A X L AN ENTH
HNEMERLET,

a) DefensePro A > A& ZADHiPHZF5E L, DefensePro D7 7'V r—3 a V@D B % KR
LET,

scope ssa
scope slot slot_number
scope app-instance vdp

show app-attri

b) Au vy FO#IFEZEE L, DefensePro f » AX LV ADiEMAERRLET, ZOT7 Tu—F
TiX, Ay b EOFREET NA RAEVDP W F DT 7V r—>a v A AR AERBE
RENFET,

scope ssa

scope slot_number

show app-instance 517l & 2B

#ET 12 |}
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&s
it

. v — A9 5 R 42 0D Radware DefensePro 0

DefensePro 7 7 U 77— a VAL T4 0 TH 7 T AZLENTWRWEAIEL, CLLICKD X
IR RENET,

App Attribute:
App Attribute Key: cluster-role
Value: unknown

Z® Tunknown] ENFERENTZHEA1L. vDP 7 7 A X ZEfT 572912, DefensePro 77"V
=2 arEANLTCYAL—IPT RLAEZRETHLENDH Y £9°,

DefensePro 7 7’V r—a VAL T A4 T T AFENTWAHEAIL, CLIIZKRD L 91T
FrEINET,

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

1

scope ssa
enter logical-device 1ld asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipv6 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description
exit
enter external-port-link mgmt vdp Ethernetl/1 vdp
set decorator ""
set description
exit
enter external-port-link port-channeld48 Port-channel48 asa
set decorator ""
set description
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

wn
wn
wn

wn

enter ipv4 2 default
set gateway 172.16.0.1

B #ETsqr
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UDP/TCP 7R—

ATy T

ATy T2

ATvT3

UDP/TCP — k4 — T2 & vDP Web 4 —E &1L [

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

RDEZRY

DefensePro 7 7'V 77— a V DO/RAT—REFRELET, WAU—REHRETDHETIE., 77
Vor—a it o4 2R 6702 EIZEB L TLEIV, 3DV TiE, cisco.com
WICHE & TV 5 [Radware DefensePro DDoS Mitigation User Guidel] % & L T 72 &0,

fDA—T 2 & vDP Web H—E XD EME

Radware APSolute Vision Manager f > % —7 = A Al&, X F X F/2 UDP/TCP R— hZEH LT
Radware vVDP O 7 7"V r— g o Ei@fELE T, vDP O 7 7' U r—/ 2 > 7% APSolute Vision
Manager L BET D7D, TNOHDR— BT 7 EARETHY 77 A4 T V4 —MIE-T
Tyl SRRNZ EEMELET, AT T AREDR— FOFEMIZ OV T, APSolute
Vision = —W% A RORDEESHE LTI ZIW,

* Ports for APSolute Vision Server-WBM Communication and Operating System

« Communication Ports for APSolute Vision Server with Radware Devices

Radware APSolute Vision T FXOS ¥ ¥ — Y HIZECE X415 Virtual DefensePro 7 7° Y 7r—373 &
ZEG 572012, FXOS CLI 2 L C vDP Web Y —E A2 HRNZTHLENH D £9°,

FIE

FXOSCLI2°6, VDP DT U r—a s f VAKX AZEEHE LE T,
connect module s/ot console

connect vdp

vDP Web —E 2 2 G880 L £,

manage secure-web status set enable

VDP 7 7 U r—vardpayV— w2 T LTFX0OS Y a—/LCLIIZEREY £7,

#ET 12 |}
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B = Configure) TISEESIETIESL—Lay

Ctrl |

%% (Configure) TLSEESET7 VS L—2 3>

WD M7 TIXTLSK; 5k 7 787 L—ya > 2/ LET, F£7-. Firepower Management
Center ZfEHH LT, ZOHEEAZ AT 2 HIERAT —F A2 RRT D HIEZOWN TR L
j‘o

About TLS B St 7 05 L— 3>

Firepower 4100/9300 (% Transport Layer Security B 517 77 L —y a V&2 R—F L TWE
9, Z#UE, Transport Layer Security/Secure Sockets Layer (TLS/SSL) DfE1{k & 5% ~—
RO =27 CHEITTLHDT, TRV ROEmFEEZEBL £,

« TLS/SSL KE5{b3 L OME 51k
« VPN (TLS/SSL 3 L O IPsec & & ¢e)
TLSKEE BT 787 L= a U id R AT A TA VAKX ATHRMIZAEDIZ/R Y, T3

TLIFTEERA, TLSHEELT 7T L —yaidexa VT 2o DU /el a— LT ¢
WIMHETD 2T F A LV AF UV AFMCTHZ L TEET,

TISEESIE7 V5 L—2aVICEAT 5 EEFHLEHIREIE

FTD CTLS =5 LT 78T L— a3 v DA > TV DHEAIT, RORICHELTLES
AN

IVOUVEEA VARG Y

A VAR gy DUV UNER T AL OICRESINLTWVWT, A VAT g
CUBRTHETRRLIZGEER, U REEEBISNDETTLS/SSL b7 7 4 v 7 id Fe
TENET,

Z OEYEIL FTD configure snort preserve-connection {enable | disable} =~ > F|Z X - CTHilfl &
WET,

HTTP DADINT+—<T VR

N7 4w I EEELRWFID 2T F AV AF VA TCILS Kb 7 7oL —Ya s &
ERT DL, RO b=~ A EEZ DL 0NHV ET, TLS/SSL F T 7 (v 7 1B 5T
AFIDavTF A VAR A TTLS G B/bT 78T L— a0 OBFHITLHZ &2 BEID
LET,

B #ETsqr
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NSESLTI25L—Lavics sxasassRss [

Federal Information Processing Standards (FIPS)

TLSHE; BT 7t 7 L— g o CERIEROAHERE (FIPS) 23T & LA > TWBEE
X, RDOF T 3 OGN L £,

o« YA N3 2048 /3A B AT D RSA F—

* Rivest 5754 (RC4)

» Single Data Encryption Standard (single DES)
* Merkle-Damgard 5 (MD5)

* SSL v3

X2 VT 4 EEILE— N CEIET 5 X 9 1T Firepower Management Center & FTD % 3% &3
D& FIPS NANIC/AR Y £9, ZOT— RTEMEL TWD & EITHERZFFAIT 5ICiE. FTD
AT A VAR A TTILSHERLT 78T L—va vy W T 50, L0 exaT7 24
TrvaraEBMAT 2RI Web 7T U ERELET

FEAZOWTIR, EZRL T Z X0,

'3%:/7?45:U70

SA A% HA) &E95R4)VT

ER MY (HA) £770137 7 22 {EENT-FID b 58541%. FID Z &I TLS (kT 7 &
FL—ar EENNCTERLERHYET, 1 DOT A ADTLSK LT 7271 — 3
VRERRIZ. HAXRT 720137 T RAZDOMDOT A 2 L3 EEInET A,

TLIS/N\—kE—F

—H DT 7V r— 3 T, RFC6520 TEFE 41TV 5 Transport Layer Security (TLS) 35 &
U\ Datagram Transport Layer Security (DTLS) ~7'& k2/LiZxf L C, TLS/N— hE— K =7 X7
viaryMERERET, TLS/»— b — MI, RN ETZEANTH D I L 2ERT 5 HE%E
RUELET, 7747 bERITH—PBEESNTAL MIOT =2 ZFE L, INEEZIKT
INITFHFIZER LET, IO LT2GE1E, e bEnizT — 2 BNEESET,
TLS K557 78T L— 3 v DA/ >TWAD FMCIZ L » TEE I LTUW5 FTD 23,
TLS "—bhE—=h =T RT a2 llT 537 v e LIS a, SSLARY v —0
[Undecryptable Actions] C [Decryption Errors] ® FMC %/ E CHRE SN7=7 7 v a v 2 FT L %
R

* Block
* Block with reset
TV = a B TLS N—hE— hEEH L TWDE 0 E 2 0 EfERT 512X, [ Firepower

Management Center tf% 77 4 K1 O TLS/SSL N T TNy a—F 4 7 /l/~/1/0)$%23ﬁ@ LT<
ZEu,

#ET 12 |}


https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/common-criteria.html
https://tools.ietf.org/html/rfc6520

wETFAA2 |
B ooovF7rqorazenswSkT IS L—va Y EEME

TLSHEEALT 78T L—2a ISFID 2T F A VAKX VA TEGT > TOAEAIT.
FMC O %> N U —27 538K Y 2— (NAP) @ [Max Heartbeat Length] 7% E 9 2% &, TLS /~—
b — F OB HFIEEZPRETEET,

TLS /»— bk B — h DFEHIZ DWW I, [ Firepower Management Center # %7 1 K ] @ TLS/SSL
KT TN a—T 4 T = VDEESR LTS,
TLS/SSLA—/IN—HTRY )T ay

TLS/SSLA—/"—H T 27 U F g &%, FIDATLS/SSL 5 7 4 v 712 X ViBARIZR >
TWAIRAETY, FTD T TLS/SSL A—"—H T 27 1 7 g U REET LA REENRH Y £5
M, TLSKEE{LT7T 78T 1L —> 3 v Z2HR— 95 FID TORUE HFIEZRETE E 1,

TLSKiHAbT 78T L—3a v BRETR > T D FMCIZ X » TEBLS LS FTD B A —/3—
VTR TA T ENIGE, FIDIZE > TRIEENDL /37 v bOF L, SSLAKRY v—D
[Undecryptable Actions] {Z & % [Handshake Errors] D% EIZHEVVE T,

« T 7N T U a A (Inherit default action)
* Do not decrypt
* Block
* Block with reset
SSL 7" U 3—® [Undecryptable Actions] @ [Handshake Errors] M%7 [Do Not decrypt] T, BHiE

MHIoener7eA arte—VRIT—RET7 74 v 7 2RETLHLIITHRESNLTND
BalE. A VAR a ryMTbvE T, ERdMThbEE A,

KEDOA—=NR—=PT 27 1) T a rNEELTWBEARIT. kOF T a RN £9,
« TLS/SSL OIFRFE IR E W FIDIZT v X7 L— R L%,

*SSLARY L —%ZEH LT, HE5OELNAM 23S 72V M7 7 ¢ v 27 JHIZ [Do Not Decrypt]
=V BB FET,

TLS A= =% T 27 V7 a OFMIZOWTIL, [ Firepower Management Center 1% 77 A
KD DOTLS/SSL T TNy a—T 47 =N DOEZZRLTIEZSN,

RNy TEBEVA US40y TOREIEFYR— FShTOWEREA,

TLS W 51bT 78T L—a v DA > TODEE, TLS/SSL M7 7 4 v 73y v 7

FFATA VB TREDA LV F—T 2 A ATIHESTTEET A,
12QAVTFAVAREIUVATTIISEESIE7Z V€S L—23 0 28%
1t

CITHBHENRTWAav Ly REFHAT AL, 1 OOFID a5 F 4 AZ A TTLS 5
k7787 v—ar EHEMCBLIOENLT D ENTETET,

WETNAR
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ATy

120307+ VRAEVRTUSEEL7 oS5 L—var e2ant |

FIE

RESNTWDET F YV r—yary f VA AEFRLET,
scope ssa

show app-instance

exit

51 -

Firepower# scope ssa
Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd containerl 1 Enabled Online 6.4.0 6.4.0 Container
Default-Small Not Applicable None

ftd LD2 1 Enabled Online 6.4.0 6.4.0 Container
Default-Small Not Applicable None

ftd LD3 1 Enabled Online 6.4.0 6.4.0 Container
Default-Small Not Applicable None

ftd LD4 1 Enabled Online 6.4.0 6.4.0 Container

Default-Small Not Applicable None

Firepower /ssa # exit

a v — VR E T2 Telnet B3 2 fEH L C, £ =2 —/L CLLIZ#Em L9,

connect module slot number { console | telnet}

BEOEX2VT 4 TV 2= LEYR=FLRNT AL ADEF 2 T 4 =2V 0Bk
DI, slot_ number & LT 1 ZEHLET,

Telnet #5#5¢ & 9 2 F5S01E, Y 2 — /VICRBHCEEO® v v 3 U ARETE, #EodEN
WL 2B ETY,

1 :

Firepower-9300# connect module 1 console
Telnet escape character is '~'.

Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

AT A AL ATTILS BALT 787 L—va v 2491k
config hwCrypto enable instance

523 5 121E. config hwCrypto disable =1~ > K& L 7,

#ET 12 |}
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B ooovF7rqorazenswSkT IS L—va Y EEME

1 :

config hwCrypto enable containerl

WARNING!!: This command will restart the container instance. Are you sure ? [yes/NO] yes
Restarting container instance cisco-ftd.6.4.0_ ftd 002 JMX1950196HL633VW108
to enable hardware crypto .... it will take some time.

wIZ, Y 2—/L 1 D containerl L WIHZRIDFTD 2T F A A X L AD TLS
W7 77 b—va Y EAHICL T, AV AX CAOHEBZRD LT T b
NERENDHERLET,

Firepower-modulel>scope ssa
/ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd containerl 1 Enabled Online 6.4.0 6.4.0 Container
Default-Small Not Applicable None

ftd LD2 1 Enabled Online 6.4.0 6.4.0 Container
Default-Small Not Applicable None

ftd LD3 1 Enabled Online 6.4.0 6.4.0 Container
Default-Small Not Applicable None

ftd LD4 1 Enabled Online 6.4.0 6.4.0 Container

Default-Small Not Applicable None
/ssa # exit

Firepower-modulel>connect module 1 console
Firepower-modulel>config hwCrypto enable containerl

WARNING!!: This command will restart the container instance. Are you sure ? [yes/NO] yes
Restarting container instance cisco-ftd.6.4.0 ftd 002 JMX1950196HL633VW108
to enable hardware crypto .... it will take some time.

WIZ, TLSKERAbT7 78T L —va v a8 LT, ey 7 hoEEEhE2RO 57
oy IRREREINBHERLET,

Firepower-modulel>scope ssa
/ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd containerl 1 Enabled Online 6.4.0 6.4.0 Container
Default-Small Not Applicable None

ftd LD2 1 Enabled Online 6.4.0 6.4.0 Container
Default-Small Not Applicable None

ftd LD3 1 Enabled Online 6.4.0 6.4.0 Container
Default-Small Not Applicable None

ftd LD4 1 Enabled Online 6.4.0 6.4.0 Container

Default-Small Not Applicable None

/ssa # exit

WETNAR
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NSEBE7sE5L—varoxrr—s20%% I

Firepower-modulel>connect module 1 console
Firepower-modulel>config hwCrypto disable

WARNING!!: Hardware crypto will be disabled from container identifier containerl.
WARNING!!: Container instance containerl will be restarted. Are you sure ? [yes/NO] yes
Removing Hardware Crypto from Container identifier containerl..

Restarting container instance cisco-ftd.6.4.0 ftd 002 JMX1950196HL633VW108 to disable
hardware crypto for identifier containerl ..... it will take some time.

TISESIET7 VLI L—2a3VDAT—FADRE

ATv T
ATvT2
ATv7T3
ATvT4

TORMEY TR, TLSHERLT 78T L —2a U BANC S TWANE I N EFHERT 5 F
HEZHOWTHBHLE T,

Firepower Management Center CIRD ¥ A7 %34T L £ 7,

FIE

Firepower Management Center |22 71 > L £ 77,
[T/34 X (Devices) |>[T/34 A& (Device Management) | 27 U v 7 LE 7,

(M) 27V w7 LT, HEAGET NA A EHELET,
[7/3 A (Device) | #7 X—V %27 Vv 7 LET, TLSHH{LT 78T L —Y a3 AT —
2 AN [Ef% (General) 1B va viZERENET,

nﬂﬂf + <’r ZO)%EE

FNRA ZEHIRL, ASAEZ RTFUART LY N EB—RNICEHBL, A X —T A A 2
T4 ¥Xa2lb—varaBE L, BHEORET A ATHOX 27 #FTTxET,

TI)r—3o0ary—ILADER

&

WDOFENEHe->TT T r—arpayy—VlEsE LET,

FIE

g — VR E T Telnet B 2 L C, Y 2— /L CLIIZHEHR L £,

connect module slot number { console | telnet}

BEOEX2 )T 4 TV a—NEYR—FLEWT A ZADEX2 T 0 = D UCEERT
DIZVE. slot_number £ LT1 Z2FEHLET,

LS ACES |



B 77— avoavy—n~ons

ATvT2

ATvT3

ATy T4

HEF AR

Telnet #5202 F ML, Y 2 — /WZFERHZEB O v v a U ERETE, FEtlEN

WL B2 & T,
1 -

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

TV r—=varoaryy—)WIHERLET, T A0 av s FE A LET,

connect asa name
connect ftd name

connect vdp name
A VAL AL/ BFRT DI, AT TICa v FEALLET,
i

Firepower-modulel> connect asa asal

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

i -

Firepower-modulel> connect ftd ftdl

Connecting to ftd(ftd-native) console... enter exit to return to bootCLI
[...]

>

TV r—vary ary—L&EETLTFXOS EY 2 —/L CLLICBE L7,
+ ASA : Ctrl-a,d & A7)
« FTD : exit & A 7]
«vDP : Ctrl-],. & AJ)

FXOS CLI D A —/S34 ' L~YLIZRE D £9,
aAVY—LERTLEY,
a) ~& AN
Telnet 7 7'V 77— a L0 b v £,
b) Telnet 77V r—3a U af& T4 51213, ROXIIZANLET,

B #ETsqr



| #BF AR

i 12

w7 g 208k ]

telnet>quit

Telnet vy 3 &8 TLET,
a) Ctrkl,. X AJ)

1

WIZ, BX 2V T 4 BV 2—/L 1D ASA I8 L TH 5, FXOS CLI D A —/33 1
LAYUIZR DB R LET,

Firepower# connect module 1 console
Telnet escape character is '
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#

FINA X DEI&

ATvT1

ATy T2

ATvT3

ATvT4

ATy TH

FIE

tX2UT 4 =R E—FERMBLET,

Firepower# scope ssa

V= LOGRET AN ADFME R R LET,

Firepower /ssa # show logical-device

HIBR S DR T A 2 2812, RDa~vr FE AN LET,

Firepower /ssa # delete logical-device device name

ERT N ANZA VA P—= AL SNTWET 7Y r—va VOFEMERT LET,
Firepower /ssa # show app-instance

HIfR 327 70 r—varleic, ROoa~vy REANLET,

a) Firepower /ssa # scope slot slot number

b) Firepower /ssa/slot # delete app-instance application_name
c¢) Firepower /ssa/slot # exit

#ET 12 |}
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ATYvT6 FEZII Y FLET,

commit-buffer

(A A AV I - S e N ()

1

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:

Name

Description Slot ID

RECaIy PLET,

Operational State

HEF AR

Template Name

FTD

17

2,3 Clustered
Firepower /ssa # delete logical-device FTD

Firepower /ssa* # show app-instance

Application Name

Slot ID

Admin State

Startup Version Cluster Oper State

ftd

6.0.0.837
ftd

6.0.0.837
ftd

6.0.0.837
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

1 Disabled

Not Applicable

2 Disabled

Not Applicable

3 Disabled

Not Applicable

/ssa* # scope slot
/ssa/slot # delete
/ssa/slot* # exit
/ssa* # scope slot
/ssa/slot # delete
/ssa/slot* # exit
/ssa* # scope slot
/ssa/slot # delete
/ssa/slot* # exit

1
app-instance

2
app-instance

3
app-instance

/ssa* # commit-buffer

SRR A INDHIE

T, AURNE RIS, ET01T7 T AZ D DKBERNCHIBRT 5 FIEIZ OV THB L E

—g—o

— B 72 HIl R

22X, "—FRU=TFERIIXy TV OBEENFRR T, 7 TAF ALINET TAZNG
HEWICHIBR SN ET, ZOHIBRIT. FMEMEESND ETO—HHRLDTHLIZD, 77
ZZICHEBINTEXET, /-, FE T/ ITREZ Y 7 EENT AL TXET,

TN ANBET FAZRNIZHDNE D D EMEZET HIZ1E. show cluster info =~ > K% ffi [
LCT 7V r—2a b WNOTTAE AT —H AR LET,

ciscoasa# show cluster info

B #ETsqr

Stopping
Offline

Not Available

6.0.0.837

6.0.0.837
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Clustering is not enabled

FMC%@%LKPHY@&IMC7A4ZJXF T NAREKR L, 7T AZ Y T e
AN LTIRRICT S TORBELZFHTE 2 L0 ICT 2 RERH Y £,

TN =2 aryTOUTZAZ) TG T ) r—a Y CLIZEH LT 7 A
2N T EEYNCT A Z LN TEET, cluster remove unit name 2~ K2 A LT, &
T4 L TWha=y NUADOTRTHOZ= F%ﬁﬂ[&%biff T—h AT T av
74X al—Ya FEEINT, vRAY—a2=y I ORZICEAMI SN2 7 4 Fa
VwVaV%%@iiT%é®f\ﬂ/74%nVﬂV5/%%bTu%T%@l%yF
EHEBMCTCEET, vA¥— 2=y bEHIRTAEZDICAL—T 2=y FTZOa~
Y REANLEBAE, L2 ¥ — 2=y MRBESHET,

TNRAANET VT 4TI b e, TRXRTCDT—Z AL H—T 2 ANy vy N T &
NET, FHEHA L H—T oA ADHNNT T 4 v 7 BEZETEET, N T 7407
Ta—%BHTHIE, VTR Z I T ERERDCLET, BEHA VX —T oA R

FDa2=y "R T = AR T TRENLZITES72IP 7 FUAZEHA L Tl & &
BREEL 72D E3, 7L, Ve—RLTba=y MR TRAXNTERT 77 47 Tl
RWEE, BHA X —T oA ATERD £,

I TAL T BEANIZT HIZIE. ASA T cluster group name % AJ) L T2 enable
EANIILET, 7RV U7 EBEAGHIT HIZ1X, FTD T cluster enable 2 A Jj L £
‘a‘o

TV r—ay A AR ADEYE  FXOS CLI T, ROFIZBR LTI E 0,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa asal
Firepower-chassis /ssa/slot/app-instance # disable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

PEAZNCT 2I21E, ROFIHZEITLET,

Firepower-chassis /ssa/slot/app-instance # enable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

X2 VT 4 B2/ DYy NFE T2 FXOS CLI T, ROHIEZR LT
<TZEW,

Firepower-chassis# scope service-profile server 1/1
Firepower-chassis /org/service-profile # power down soft-shut-down
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

BRZBRATDI2E, KOFIHZEITLET,

Firepower-chassis /org/service-profile # power up
Firepower-chassis /org/service-profile* # commit-buffer

RET/NA R
|




wETFTAIZ |
B o= s rcBEftshTOELT TUr—Y a0 £ V8 U ROBIR

Firepower-chassis /org/service-profile #

e ¥ —IDI ¥y FE L FXOSCLI T, IROPIZBBL T FE0,

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # shutdown no-prompt

TR AR
ROFEEMEH LT, 77 AF AUNEZERICHIRTE £7,

FMC ZfEH L7Z FTD A, ¥ —Y T TAXZ ) TN L% T2=> % FMC
FTNRAZA VA IMBHIBRL T EE VY,

« FHFLF S ZDOHIEE : FXOS CLI T, IROFIZSBL T FEW,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # delete logical-device clusterl
Firepower-chassis /ssa* # commit-buffer
Firepower-chassis /ssa #

e —EADLDYV Y=V ERFEF 2T 4 EV 2 VORI = ERANLT NS 2%
HIBR T 25801, ZBHAN— R 2T 27 TAXOHF LNA L N—L LTEINTE £,

RETNARIZEEMTONATWVEWNWTZ T S—2 304 VD REF VR
D HIE&

BT NA ALHIBRT D & EOMBT AL AOT TV r—a VEREDHIBRT 508 0 R
FRONET, 77V r—ra VRELXHIBRLZ2WGE, £OT 7V r—va AV AZ A
WHIFRSND LT, BT 7V r—v a2 L TREET A 22 ET 2 2 LT TEEE
loog BF2 VT 4 BV 2 — VT D URGRET A A LT TIZEEAT S TOWRWEATE,
TIVr—=var A RS AEHIRT 272DICLLTOFIRAEH TE £,

FIE

ATy ¥Fxa V70 h—E X E— el £7,
Firepower# scope ssa

ATYT2 AV A= NERT TV r—ra OFfMERRLET,
Firepower /ssa # show app-instance

ATFYT3 HIRTLT7 ) r—v a2k, koa~vy ReE AN LET,

a) Firepower /ssa # scope slot slot_number
b) Firepower /ssa/slot # delete app-instance application_name

B #ETsqr
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Firepower Threat Defense SRIET /N1 ADA VB —T 14 ADER .

¢) Firepower /ssa/slot # exit
ATv7T4 FEE2I Y MLET,
commit-buffer

NS oo a2 AT 00FEICaIy FLET,

1

Firepower# scope ssa

Firepower /ssa* # show app-instance
Application Name Slot ID Admin State
Startup Version Cluster Oper State

Operational State

ftd 1 Disabled Stopping
6.0.0.837 Not Applicable

ftd 2 Disabled Offline
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available
6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

Firepower Threat Defense SRI2 7 /N1 ADA VA —T x4 X

FID #BEF A ZATlE, A v F—T = A ADE 0 Y TR0EN 0 Y TR, %
T, FOH%, FMC TA v X —7 oA ARTEXRMTX F1,

Running Version

6.0.0.837

6.0.0.837

?EE
TEMNTEE

HLnA X —T oA AEBMLTZY, REHOA X —T7 =4 A%HIFRLZY LTH, FID

DBTENE- 2 % 5

IRADRTT, 2L, EXF=2 VT4 R —THEAShTHL A Z—

TxA A%HIRT L, REICKELEZE T, A2 —T = RF T/ EBA L—)L,

NAT. SSL. A5 v T 47 4 Jb—/L, VPN, DHCP YV — 72 ¥ FTD ®

LT CHEES R STV 5
T ER A, 2.
Y YT 57z EtherChannel D A L 3—3 y T A RETE £97,

A H—T A AZHIBR
BRENET,

1R BHHEIIZ

 WHRA A — 71/I’X0) X EF & O'EtherChannel (ZAR— k T+ x/L) DB

VB —T A A& E L., EtherChannel ZBH L £,

ST B L. FOALE—T oA RTEEFIT BTV

RIEICBITDHLL D
EMERHVET, EXa VT4 V= EBRT IR — T
FRELT N B E B 29, 0 FMC TORIZ LB w3,

FENTNTHI

IZHE-T, A

RET/NA R
|
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HEF AR

. Firepower Threat Defense SRiIET /N1 ADA VA —T 24 ADER

ATy I

ATy T2

ATvT3

ATvT4

ATy TH

T TIZEH VY THNTWD A »F—7 = A A% EtherChannel |Z1BNT 5 121% (7= & 21X,
T FIRTIETRTCDAL =T 2 AA ANT T AZIIZEY YL THNET) | BT
INAANSA B —T = A4 ZADEY YT MR L. RIZ EtherChannel (24 > % —7 = A A
BT AMENH Y £, H L\ EtherChannel D345, T 73 A AT EtherChannel %% ¥
WMTHZENTEET,

« VT AL I ERITEAHAMEOZS, FMC TREXFEHT IR, §XTChax=y k
TA U E—T 2 A ZAZBMELFHIBRL TN Z L 2R LTS, B A L—T7
AP N, 2=y NCA U E—T 2 A RAEERBLTND, SAX—/TI7T 47 2= I
TEERTAHZLEZBEDLET, SiLWA U —T o4 R TEHR EX T LIZIRRETIEN
ENDHED, A =Tz A A FT=F ) DI BRRFERNW LICEELTLES
Uy,

FIE

X2V T4 =R E—RFRERBLET,

Firepower# scope ssa

AMELT N A fRE L E T,

Firepower /ssa # scope logical-device device name

AREET S AZH LA v —T o f ZAEEI) B TET,
Firepower /ssa/logical-device* # create external-port-link name interface_id ftd

FEA U E—T A ABHIRLRNTLE S0,
BEEXaAI v FPLET,

commit-buffer

NGBy a v AT ADOHREICZI Y FLET,

FMC TA V¥ —T7 A A% LET,

a) FMClzmnZ A4 LET,

b) [T/3M R (Devices) |>[T/\1 AEIHE (Device Management) | DJEIZER L, FTD 7
AADET A2y (&) 27V v 7 LET, [ ¥ —7 AR (Interfaces) | ¥ 71T
74V FTIERENET,

c) [A % —7=ARA (Interfaces) | ¥ 7 D EIZH D [T 314 AD[EIH (Sync Device) | A%
a7y LET,

d) EEIBHENDE, A ¥ —T oA AREPERINTZZ & EZRTRED/SF =08 [A
v —7 x4 A (Interfaces) | X—VIZERINFET, [Z7 Vv 7 LTHEMAZRSR (Click to
knowmore) |V 27 %227 Vw7 LCA v HZ—T oA ADEFNEEFERLET,

e) AU H—TxAAEHIBT L TFTEDHEIEL, FWA L H—T A ANLH LA X —
Tz A ANUEBEDOA VB —T =2 A AREZ FEITHRELE T,

B #ETsqr
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ASARET A 21 v —T 14 20EE [

FEAE—T oA ZAEHIRL TORVWOT, BBEOREEZSR T ET, HA ¥ —
T AZHIBRL CTHIEZFETLI-HED, SOICREXBETHIHENH D F3, WIE
T, WA U F—T =2 ATEFEMEHIN TV AT R TCOLERERINET,

f) [EHEORGE (Validate Changes) | %27 Vv 7 L, A V2 —T7 A ANEBRINTHARY
VeBEREL TWD Z & 2R LE T
TIT—=NHLGEIE. R —2EH L THRIECRLZNERH Y 7,

g) [tR1F (Save) 127 VU v/ LET,

h) [EBH (Deploy) 1% 7V v 27 L, B0 Y TEFTANALRIKRY V—%ERAL £, ZHEIIR
Vo —%8ATHETHMIRY THA,

AT w6 FXOS T, #lT NA ANDA v H—T A ADFND B TEMERLET,
Firepower /ssa/logical-device # delete external-port-link name

show external-port-link =~> RZ A/ LT, £ X —T oA AL EFRLET,
AT 1 FEZaAIy FLET,

commit-buffer

oo H T ar e AT AOREICTI Yy FLET,

ATV T8 FMC TA v —T = A5 FERYLET,

ASASRIBTINAADA UV E3—T 4 ADERE

ASAFHFET NA ATlL, BHA L F—T oA ZDOEID YT, B0 Y THER, FHITEXHZ %
TOoZ2EnTEXFET, ASDMIT. LA v X —T =4 2 HEIMICRELET,

HLWA v H—T 2 AZBILTEY . RERAOA 2 —7 =4 ZAZHIEELIZY LTH, ASA
DREITG 2 5 EBITR/NR T, 72720, FXOS TEID ¥ CToHhizA v H—T = A A& HIBR

TAHHEES (Ry hU—7 Y 2—/LOHIK., EtherChannel DHI., Eo Y Tohi-A v Z—

7 = A A® EtherChannel ~DHFE|N BT/ L) | FOA L H—T oA ANREX2VT 4R

OISR &, HIBRIT ASA OREICEEL G2 ET, ZOHE. ASARETIIILO=
<~V RPREESN D20, NERREEZITH) ZENTEET, ASAOS D HWA U H—T = A
AREXFE CTHIBRCE £7,

CE)  FWET A RICHEL 52912, BV YT 5372 EtherChannel D A 3 —> » A RETE F
7,

188 BRI

s MBiA K — 7::/1’10) R E R L OEtherChannel (ZARK— k F¥ 3/L) OBIMIHE- T, A
VH—T 2 A A%FHE L. EtherChannel ZE01 L £,

RET/NA R
|
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HEF AR

B =7 x0x=5uy

ATy I

ATy T2

ATvT3

ATv74

ATy TH

e T TICEIY Y THNTWS A ' F—T = A A% EtherChannel |Z3BN4 5121 (7= & 213
77xwhfi¢m1®4/5 Tz A ANY T AL Jwéf%ni#>\ifuﬁ7
INAANSAL B —T A ADENIN 4 CE2AEER L. IRIZ EtherChannel (24 > % —7 = A A
ZIBMNT D 0ENSH Y F9, #H LV EtherChannel D354, 7 734 AIZ EtherChannel 2 & Y
BTHZENTEET,

IV TAB VU TERIXT = — NV A—N"—%BNT5h, T _XTO2=y h kDA Z—
T2 A ADHIBEHERLET, RUICAL—T/AZ L 2=y N TA U H—T = A
EERLTNG, SAZ—/T 7747 2=y NCERTLHZLEBEIDLET, HLW
AUE =T oA AFEREX Y LTZRETENSNATED, AV F—T A AE=4
VIICEBERIZLERE A,

FIE

X2 VT4 - T—FERBLET,

Firepower# scope ssa

LT N, A B RRE L ET,

Firepower /ssa # scope logical-device device name

FERT NSA AN A U E—T 2 A ADEN Y TEMRLET,

Firepower /ssa/logical-device # delete external-port-link name

show external-port-link =~ > RZ AN LT, £ v F—T oA A ELKRLET,

BHA LB —T oA ZAOBE, FLWEHA LV F—T = A ZZ2BINT DS, BEDA & —
7 A ZAZHIER L., commit-buffer =~ RAEH L CLELZ=2I v b Liﬁ‘

FREET S AZH LA v —T o f AEE) M TET,

Firepower /ssa/logical-device* # create external-port-link name interface_id asa
wRiEXaAIy FLET,

commit-buffer

NS a v AFADORTEICaI Y FLET,

METNARADEZ=R) VT

» show app
AR A A=V 2R R LET,

Firepower# scope ssa
Firepower /ssa # show app

B #ETsqr
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Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.10.1 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes
ftd 6.2.3 cisco Native Application Yes
vdp 8.13.01.09-2 radware Vm Application Yes

» show app-instance

TIVr—yary A VARV ADAT —Z AL FEREFRLET,

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd LD1 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD2 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD3 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD4 1 Enabled Online 6.4.0.10353
6.4.0.1056 Container Default-Small Not Applicable None

show logical-device

WELT N 2 DR A RTR LET,

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Oper State Template
Name

asal 1 Standalone Ok asa

show resource-profile system

VDP DY YV —Z2 a7y A VEEzxLET,

Firepower# scope ssa

Firepower /ssa # show resource-profile system

Profile Name App Name App Version Is In Use Security Model CPU Logical
Core Count RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE

vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPR9K-SM-56, FPR9K-SM-44,

FPROK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes System

#ET 12 |}
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Y4 rRT S

D

HEF AR

VDP-10-CORES
FPRIK-SM-36,

8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

FPRIK-SM-56,
FPRAK-SM-24

vdp FPRIK-SM-44,

FPRIK-SM-24,

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all
4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRO9K-SM-44,

FPROK-SM-36, FPR9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

8 32768 No System

show resource-profile user-defined

:y?_j‘/rz/xgz/xo)u y*—-x 7°H77/])/1/%IJD %T%?—%%Liﬁ‘o

Firepower# scope ssa
Firepower /ssa # show resource-profile user-defined
Profile Name Is In Use CPU Logical Core Count Description

bronze No low end device
gold No 14 highest
silver No 8 mid-level

show resource detail

TV — g A AR ADY Y —REN B TERELET,

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd ftdl

Firepower /ssa/slot/app-instance # show resource detail

Resource:
Allocated
Allocated
Allocated
Allocated
Allocated

10
32413
(MB) :

(MB) :

(MB) :

Core NR:

RAM (MB) :
Data Disk
Binary Disk
Secondary Disk

49152
3907
0

& RYRIZINOY]

BITIIYR—hSND 7 TAZOHEANERLET,

A/\> K EtherChannel k5 AXR7 LV b E—F /—XYOX Hq

~ FEl D45

RD
7
e

[NGEN P“]%Bﬂ/“‘y E%%B/V“«&O)Fﬁmzﬁafg‘éhﬁ: (/%Xﬁﬁx%]&) 2 SDF— Bt
—DFNFRIT2 OD T FAE A AN BREEE R LET, 75 A% A%, DCI
0)£7E§;K §?%Uﬁﬁlu >/57c:.;:f)jfjé%%%é§;*L7:b\§E7fg é%{f/( b 0)57552147 7Z>//§Lj; Vﬂ%ﬁjﬁ

F UMD 2 23 1 EtherChannels 2 L T — /L A A v FI2HE L £9, 4 EtherChannel

[ES

WETNAR

o

T ITAARNDTXRTCOY ¥ —UNZARENET,
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2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [

BT =L X —DONEIN—Z EAERL—HXIZOSPF 2L, F 7 AT L | ASA %

i L ET, MAC TR Y, L—XDIPIIT X THO/NL—FT—ETY, DCLIZE A b

N—REENEBTHZLICLY, FFEDOY A FTTRTDI TAHX A N\REL T LW R

D, N7 7497138 T —FvF—RNICHRFSNVE T, 7 T A Z PIERFRA OB & Miks

L7280, ASA @i T K2 A ho— ME, HHA FTRICT Y » ¥ T A—T7 28l %

VBERHDET, 120V A FDOTRTDITTAL RAUNIEENRELT-SGE, T 74>
JIIEN—2 6 DCIERR TV A RD7 T AH A NTEGIVET,

BV A NDOAAL v FOEREZIF, WOLDOEEDDL I ENTETET,

e A REIVSSWVPC : 2D F U AT, T—FEH—1IZ1IEBEDAL vF oA AN—
ML, T—=EEB L Z—=200DAL v F oA A =L LET, |DOOF T ar & LT,
BT =B H =D TAX 2=y MNIn—HhL AL v FEIFICEERE L. VSSWPC k7
74 v ZIEDCIERE LET, ZOHE, BEROIFEAEDOMDIIET — 28—k
L= VKRR SNE T, A7V ar bt LT, DCIBRD2 N T 7 4 v 7 BEMET
X5%A, 2=y FEDCIREH Tl T DAL v FICHERTEET, ZOHE, b T 74>
TIIEEOT — 22— EN57-20, DCl &2 FHEFICREIZT H7=DITIEARA KT
7T

« XY A DI —FLVSSNPC : AL v FOILEMNZED HITIE, KA MI2ODORRS
VSSWPC XT %A VA M=)V T&ET, ZOHE, 7T7AX 2=y NI, liFor—%
VAL F TR SNZT =2 XA — 1Dy Yy —vBIOIRbDa =L AL v

FIER SN T — 28 X —2 DY v —3 &I A3 K EtherChannel i L £ 373,
A% K EtherChannel I3 FARIZ T558E LTWET, Ko —/L VSSVPC 1F, A/
K EtherChannel %% A b & —# /L0 EtherChannel & L CZR&k L £,
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B = < FEtherchannel F5 VAT LU R E— KA —R kYR kA FRAOH

A /\> K EtherChannel FS 2 AXRF7L Y kN E—

B4 FEIDH

— gy, T
I
( Internet
Router —— e S —___Router
— &
/_ \‘_‘J-ﬁgher cost route Spanned Higher cost route \/- %\\’_“
EtherChannel

[ Om|

Data Center

Interconnect

Cluster

Control

Spanned
EtherChannel -
i
Higher cost route Higher cost route e
Router Router
Data Center 1 Data Center 2

KA—XFDTRXF

WOBITIE, EHA FOF—b T = —F L 200Ny NT—2 (TFVr—vav
Fv hU—27 L DB Xy hU—7) MICEEINZ (f—A MY =X NMEA) 2007 —%+%
VE=DENENUI2 DDI FRAE AN\ BNBLGEERLET, 7T AZ XA\ E DCI
D7 ZAZHIEHY) 7L > TSN TWET, KA FDOTTAHX A F, NEE
T T ) r—var v NU—27 EDBR Y b U—7 O 512 A% K EtherChannels
EEALCe—h AL v FICHH LET, & EtherChannel (X, 7 7 AXZHNOTXTDOY v —
ANV ENET,

KV A MDY =T = A L—H X, HSRP 72 @O FHRP #fiH L C, &%+ b TR UK
BEMACT FLA LIPT RLAZRHELET, PHHEALAMACT FLADT T v B 7 ZkES
5 72 DITHESE X 71T 5 J7151X mac-address-table static outside_interface mac_address 21~ > K
ZHEALTC, Y= b xoA L—FDFEEDOMACT KL A% ASAMAC 7 KL A T—7LZ

BIZEBMT 2L T, Zhonozr FUBRRWE, A F1IDOF = T AR A b2D
TR Uz LBETLIELAIC, TONT 74 v 7B ASA ZEE LT, WA ¥ —7 =4
AMBYA R 2B L LD & LT, BENBETHARERH Y £9°, 7 —F VLAN I3,

F——L A FF AR — MABE (OTV) (F7EEEO D) ZEH LT A MEICHE

371130
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we7r 1 20BE [

RENFET, FT T4 I N — b U= V—HFBETTHIGHRICNT 74 v 7B DCl %
WL THOY A MIEREENRNWE T IITIE, 742 EZBNTAVNERHY FI, 1

DYFA FDT— T = A V—ZBREERREICR ST HE

NZT 4y 7 BMDY A FDOF—

T AITEEIND LT A N EHHIRT HDHERDH Y £,

//d_f_‘“\.
Imernetx
S s

Gateway Router:
Virtual MACs and IPs
(FHRP)

Sp?nned EtherChannel

Spanned EtherChannel

Gateway Router:
Virtual MACs and IPs
(FHRP)

DB NW

I B jE

IE I |E

of o) o)

App NW

Switch

-——

B e ASA Cluster &)
2} 2
ASA].~ ASA2 ASA3 ESSSSE  ASA4
| Cluster
Control

Spanned EtherChannel

Spanned EtherChannel

Data Center
Interconnect

\b[;-.ﬁ.—ari// App NW

400783

Data Center 1

Data Center 2

vPC/VSS 7'+ 3 22\ TiL, A3 K EtherChannel k7 > AXT L k F— K /J—AH
(100 ~—2) ZZRLTIEEV,

7 A YA LE OB

MIBT /N RDERE

HaE 75

R

I —L)I)—R

HEetER

Firepower 4115, 4125, XL 0v4145 |2.6.1

Firepower 4115, 4125, 3B X1 4145 73
BAINE LT

GE)  ASA9.12(1) BME T,
Firepower 6.4.0 {213 FXOS
2.6.1.157 NHETT,

EHERINIca~vr NEdH 0 8 A,

SRET/ANA R .



B s=7 11 zomE

HEF AR

TS5y R Th—bY—R

Firepower 9300 SM-40, SM-48, B X W
SM-56 O %R — k

2.6.1

3Oo0Xa VT4 FEVa—/b,
SM-40, SM-48. 1 LT SM-56 7% A
INnF L,

GE)  SM-40 3 X O SM-48 (21X
ASA 9.12(1) ZLE T,
SM-56 121X, ASA9.12(2) B
FOFX0S82.6.1.157 BNSHET
R

FTRTOEY 2 — /I,
FTD 6.4 3 X T FXOS
2.6.1.157 DXLBEE T,

EHEINICa~vr NEdH Y £ A,

ASA 3 X OFTD % [A] U Firepower 9300
DRNDFEY 2 — /L THHR— b

2.6.1

ASA B LU FTD @@l 7 /A 2 %[
Firepower 9300 F CRETE 5 L 951
70 FE LTz,

GE)  ASA9.12(1) NMETT,
Firepower 6.4.0 {Z{% FXOS
2.6.1.157 BLETT,

EHEINIca~vr NEdHY A,
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we7r 1 20BE [

T bITH—L))—R

FID 7 — h A F T v TEIEICHONT
. Firepower Chassis Manager C FMC
DNATID R ETEH LT %
L7z,

2.6.1

Firepower Chassis Manager C FMC NAT
IDERETELHLIITRDE L, U
Aifl%. FXOS CLI £72(X FTD CLIN T
DHNATID #i%ETEE Lz, @
L, =T 4 7 LRBREOT O B
THEFDOIPT FLA (g —fFX)
DM T, FMC BT /314 ADIP T
RURAZIBEL, 7734 A3 FMC O
IP7 RLVAZRELET, 72720, IP
T RLAD 1 ODHNRDOI> TWDHH
& Ov—7 4 > 7 B R/NEM)
I, BAIOEE I EEE ML L CTIE
LWEGRX —H MR T D721, Bl
DO —E D NAT ID & 5 %
EHHY ET, FMCEBIOT A AT
I, PIHIBERORERE & AR EIT 5 728
(2, ek —B I ONATID (IP 7 F
LVATIEARL) ZEHLET,

LR X7

[Logical Devices] > [Add Device] >
[Settings] > [Firepower Management

Center NATID] 7 f —/L

EVa—NEF2 VT4 2D
WINDDOFTD 2T A VAKX
ATDSSLNN—FRo =27 775 L—
varohiR—h

2.6.1

INT, EVa—tFaUT 4 =
YO OWTNINDa T A VAR
AWK LTSSLN— RN =T TV
I L= a rERANCTHIENT
EHEOIERVELE, thoaTT
A AZ A LTSSLNy— FY =
TTIRT V— g AT T
WETH, RAT 4T A VAL U AT
THECR> TOET, FEMIZONT
1%, [Firepower Management Center
Configuration Guidel] ZZM L T 72X
VY,

FR/EE SN2~ F : config
hwCrypto enable, show hwCrypto
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Firepower Threat Defense D~ /L F A > |2.4.1
A K ANRHE
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we7r 1 20BE [

iy

IS5y kTA—bY—R

HEEEHR

H—DtXa 74 2V ERITE
¥ a—/LIT, ZiE I Firepower Threat
Defense 27 F A LV AZ LV ADRDH D
OB T A AZRATEZ 5 L9
2720 F Lz, DAENE, H—0xA

TAT TTVr—vary f VAR
ADHBEHTEE LIz, FAT 474
VAB AL ERE PR — FENT
WE 9, Firepower 9300 D45, —#8
DEY2—)VCHXAT AT AV AZ Y
2&FERL. thoOEY 22— Tldar
TFAVAB AT HZ LT
xFET,

TR B B —T = A ADMEf %
HREIZ T B 7=, FXOS TVLAN Y7
A H—T oA AEER L., BEDA
VAR UARTCA B —T oA AR ik
HTHZERTEES, avrF A
AH U AERHT A5, HluYTH
L7z CPU 227 O A FEET HLEEN
HYFJ, RAMIZ= 7 OEIZHE- T
FAZEI D Y THh, T4 AT FEIT
A UAF AT LIZ40GBIZRE SN
F9, 2OV Y —REHEFEHTD

L BA VAR UADINT F—< A
HeE W AS <~ A A TEET,

2ODEBIDY v —vTarTF A
AL AEFBRH L TN TA T8
T4 EFEHATLENTEET, Ttk
ZIE, 10 DA AR A% FFD
T — v ER2OMHT HHEEIE. 101H
DA TRATEV T 4 2T BAERL
TEFET, 7I7AX Y U7 FAR— b
SNEH A,

GE)  ~TF A AH L AREREIL.
FEAEITH e 0 £ 93, ASA
~“NVF arrF¥FA L E—FK
WZElCnWET, v vF 3
TXEA R T— FTIL, H—
DT TV r—vary A
B APIN—T 4 g M E
NETR, v F AL RE
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B =711 z0mE

Haes TS5y hTH—LY)—R FERETEHR
ARERETIX, ML L7z T
F AR AEFEHTE

E I A A (L
ATE, "—=F IV Y—=2AD
B, B ORERCE B,
DY wu— R fJ5loY 7 b
VT Ty 77—k B
* Firepower Threat Defense
7 IAERED Y AR — R ASEIRET
T, vAF arTHRAL
F-RFTE HHFYY—2D
BOFT, HEDT T v b
THA—LTEVELSDarT
FA MY R—FTEET,
~NWVF aryrFFAMNE—NR
I Firepower Threat Defense C
TR TE EE A,

GE)  FIDX— 3 v 63 LGN
g‘?j—o

BHU/ERE SHU7- FX0S 2w R
connect ftd name. connect module
telnet, create bootstrap-key
PERMIT_EXPERT_MODE,
createresource-profile, create
subinterface. scope auto-macpool. set
cpu-core-count, set deploy-type. set
port-type data-sharing. set prefix. set
resource-profile-name. setvlan. scope
app-instance ftd name. show cgroups
container. show interface. show
mac-address, show subinterface. show

tech-support module app-instance. show
version

HTHR/ZS B S U7z [Firepower Management
Center] H[{f] :

[T/314 X (Devices) |>[T/\1 A EE
(Device Management) | > [#R5E
(Edit) | 7 A 2> 28 —TxA

A (Interfaces) | % 7
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we7r 1 20BE [

HaE

iy

T bITH—L))—R

HEEEHR

ASAFHRFT XA ZAD N TF U AT L
hE— REBDOYHR— K

2.4.1

ASAZIEBAT B &L X, N T U AXRT
Ly hEEIRV—T v R E— REfEE
TEDHLHWT 7 FE LI

/AT INZa~< 2 K : enter

bootstrap-key FIREWALL MODE, set
value routed. set value transparent

7T ALENIEY 7 DI AK <A Ra]
BERIP T FL &

2.4.1

7 ZAREEY 7 OF 7 v kTl
127.2.0.0/16 %>~ N —Z7 M S E
T, FXOS |27 T 2 X & BB+ 5T
Xy NU— HRETELHEDITRY
FL, Y¥y—UiE, Y¥y—T1IDB
LA e vy MID
(127.2.chassis_id.slot id) 123\ TC,
o=y NOTTAZHEY 7 A
A —T A AIPT RLAZHEERKL
F9, 2L, —HoRy NU—JE
BECIE. 127.2.00/16 N T 7 1 v 7133
ATEFERHA, TOED, V—T vy
7 (127.0.0.0/8) BLO~/LFF v 2
L (224.0.0.0/4) 7 KL AZBRE
FXOS |27 T AZHIHY o7 DI A H
L6 7y EERTES L DIT
B ELE,

/AT INZa~2 R oset

cluster-control-link network
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HEF AR

HaE

iy

TS5y R Th—bY—R

HEEEHR

FTD 7' — h A b T v T EREIZDOWT
1Z. FXOS CLI T FMC @ NAT ID ##%
ETEHXLH720ELE,

2.4.1

FXOS CLIC FMC NAT ID % & E CT&
HE 927 L=, LANE, FTD

CLINTOHRNATID #%ET&x £ L
Too WHEIX, V—T 4 T ERIEDM
FORBTHITOIP T KA Bk
F—f1E) BMETT, FMCRT /A
ADIPT RUAZBEL, 7 /5 AN
FMCDOIP T RL A& EELET, -
L. IPT RLZD1OOHDDOI>
TWBHE Ov—T 4 7 HINO R/
) X, A OE(E I G HE & WS
LCELWEES—2MBET D70

(2. BEp ORI —E D NAT ID %48
ETHMLELHY 9, FMCEIOT
INA ATIE, PR ER OFEGE & AR

1TH 72D, Bk —IB L O'NATID
(IP7 RLATIERL) 2EHLE

7T

HH/AEFTINZa~ 2 K : enter
bootstrap-key NAT_ID

ASADYA NE 7 T AKX Y v T DL E

2.1(1)

ASAV ZAZ AT D&, £ENEh
@ Firepower 4100/9300 > ¢ — 3 DA
NID Z%ETEET, LANE, ASA
77V r—va N THA b ID 2%
ETHMLENSHY L2, ZOHHERE
(&0 A RBE SIS 2R 0 £,
ASA #ERRKINTY A M ID ZRET D 2
EIXTERNI LICHERLTLLES
W, £, A NE oz TRAZY T L
DA Z ED DD, BEME N
74—~ AT 2B OBEERE
Fh 5 ASA9.7(1) B L FXOS 2.1.1
W7y T —RT5Z L HIELE
R

setsite-id 2~ RRLEINE L=

B #ETsqr



| #7142

we7r 1 20BE [

IS5y kTA—bY—R

Firepower 9300 L™ 6 {#® FTD &
Va— D=V ALY T

2.1.1

Firepower 9300 T FTD @ v — 7
FTAZ) T AL TEET, &K
6 DDEY 2— VEHBHTDHZ ENT
xFET, LExE 60DV —T
1 ODEY 2—VEMFHALIZY, 35
DI ¥ —T2ODEY 2—/Li i
LT, ZRK6DODDEY 22— LEMHE
bEszencaEd,

Firepower 4100 TO FTID 7 7 AZ U >
7T DY HR— h

2.1.1

FID 7 7 A X CTHRRK6EDY v— %
7 TR TEET,

ASA 7 Z A% TP 16 {El® Firepower
4100 ¥ ¥ — T DY R — b

2.0(1)

ASA 7 T AZ TRRI6EDY ¥ —
U TAETEET,

Firepower 4100 TD ASA 7 T AZ U v
7 DY R—h

ASA Y T AR TIRK6EDY ¥ — %
7T A TEET,

Firepower 9300 ® FTD TPH ¥ v — N
JIAEY T HAR— B

1.1.4

Firepower 9300 23 FTD 7 /U 7/ —3 3
YT —INITAREY T EY
R—=FrTHEICE LT,

WD a< RPNEAIILE L7, enter
mgmt-bootstrap ftd. enter
bootstrap-key
FIREPOWER_MANAGER_IP. enter

bootstrap-key FIREWALL MODE.
enter bootstrap-key-secret

REGISTRATION_KEY. enter
bootstrap-key-secret PASSWORD,
enter bootstrap-key FQDN. enter
bootstrap-key DNS_SERVERS. enter
bootstrap-key SEARCH_DOMAINS.
enter ipv4 firepower. enter ipvé
firepower. set value, set gateway. set
ip. accept-license-agreement
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enter cluster-bootstrap. enter
logical-device clustered. set chassis-id.
set ipv4 gateway. setipv4 pool. setipvé
gateway. setipv6 pool. set key. set
mode spanned-etherchannel. set
port-type cluster. set service-type. set
virtual ipv4, set virtual ipv6 =~ > N
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