NTP +—/\;

\}

Platform Settings

e NTP — FREEO AN (1 2—2)

« HIFDRRE (2 _—)

* SSH O E (8 ~—)

« TLS O&E (9 ~—)

e Telnet OFE (11 ~<—3)

« SNMP O%E (12 ~~—2)

« HTTPS D% E (21 _—2)

« AAA DFEE (34 ~—2)

* Syslog DE&E (46 ~—2)

* DNS —/ 3D iE (48 ~—2)

« FIPS E— ROAME (50 ~—2)

e IEL I TIATIT FT— ROFYE (51 =*—)

P77 A URRNDHEE (51 =)

*MAC 7=V 7L 7 4w ADEBMELTF ALV ARA AL H—T =24 ADMACT
RLADFRR (53 X—)

LTI AUAKLADY V—A Ta T 7 AINLDBI (55 2—)

LD HINE

NTP H— \FFE& AT 5 121E. Firepower 4100/9300 > ¥ — ¥ TR D FNEZ FEIT L £7°,

GE)

c BN T B L, NTP AT R EHLDOT R TOY—"Tru— YU HE L 1,
o NTP H— "ZEETld SHAL LR Y R— K ENET,

o B NEFFET HITIE, ¥—1ID EF—ERMLETT, F—IDIE, Ave—Y XAV
ARNDaLEa—T 4 TR, T X —EZ 7 747 F e — Ol H IR T
LI SN E T, F—MlIE. ntp-keygen 2 H L CEH SN 5 EEMTY,
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B exons:

FIE

ATy 1 ntpd28p8 XU —RKLET,
AT w T2 NTP #— 3% ntpdopenssl ZHNZLTA A=/ LET,
ATYT3 NTP ¥—ID & ¥ —flixAEm L7,

ntp-keygen -M
IhBOEKENTZF =T, ROFNEICHELL £,
AT w74 FXOSCLI 7»5, NTP — ZERk L £,

create ntp-server server _id

ATYTE NTP =& AT LET,
scope ntp-server server_id

AT 76 SHAl ¥—ID 2% E L ET,
set ntp-shal-key-id key id

AT 7T SHAL ¥—CFHIERELET,
set ntp-shal-key-string key string

ATy 78 NTPRBIAEEZ AN LET,

enable ntp-authentication

Mg
gl

B LR 2 FECRE L2V, BUED Y AT ARG FoRT 51013, TR T4 % © CLI
Av Y R LTI AT LADORy NU—7 XA L 7m bz (NTP) ZRELET,

NTP OF%E (L, Firepower4100/9300 > ¥ — & o ¥ —INlA VA h— /L SN TV DT /A
AW CHBMIIZREBASNET,

(GE)  Firepower 4100/9300 % — /|Z Firepower Threat Defense A3 2% &, A~v— K T AL AN
ELUSHERE L, 731 ABERITHE) e & A DA KX T HREGRT % &L 9 IZ Firepower 4100/9300
VX —UIINTP 2R ETHHENH Y £9°, Firepower 4100/9300 + v — & Firepower
Management Center (Z[F] U NTP % — 2T 50N H Y £,

NTP %7 % & . [Current Time] % 7 DRKHRFH AT — 2 A2 RRTEET, F2IL,
[Time Synchronization] % =7 @ [NTP Server] 7 — = /L ® [Server Status] 7 4 —/V K& H.5 & | &iE
HEHDHENTP b —ORPIAT —F 22 FRTEET, VAT LDBFFED NTP ¥ —/3 & [FH]
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granraresuozs i

T&E72WE . [ServerStatus] DFEICH DIEHRT A 2N H— Y NV EHbE D LA MR T
\iﬁqo

BRE Snf-Bft EFRZIDRT

ATy I
ATvT2

ATvT3

FIE

FXOS CLLIZ#6: LE9 (FXOS CLI~DOT 7 v 2x&#HH)
REINTZZA L S — o ZFRTHEES

Firepower-chassis# show timezone

RIE SN AT LR 2 FR§ 21213, koa~ > RaiLEd,

Firepower-chassis# show clock

il

OB TIE, BESINTZHA LY =V EBEDOV AT LABREEFRRT D HEEZRLT
WET,

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

BALT—VDERE

ATy

ATy T2

ATvT3

FIE

VAT L E— RIZAD T,
Firepower-chassis# scope system

VAT AP —ER E— RERGLET,
Firepower-chassis /system # scope services
ALY —vERELET,

Firepower-chassis /system/services # set timezone

ZOREET, Kk, EH, BLXOZA LY —VHEBICKHCT 2FZE2ANTHE RO E
T, e N2l EREAD LET,
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ahy—3 g UEROEBEEETTAL, Tur T IWRFEFRIIL, ELWE A LS — U ERRH
ESINTWENERTHEIROONET, HRTHLAEIXL (yes) AL, #fEE ¥ v
AT B5EF2 (o) AN LET,

RIESNTZFA L Y = FRRnT HIT0T
Firepower-chassis /system/services # top

Firepower-chassis# show timezone

1

W, KEFEEMEREIRIC A A L Y — 0 FBREL, bV rvarvadaI vy bL,
RELIZZA L = BFRmT 502~ UET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana
#? 49

Please select one of the following time zone regions.

1) Eastern Time

2) Eastern Time - Michigan - most locations
3) Eastern Time - Kentucky - Louisville area
4) Eastern Time - Kentucky - Wayne County
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Nt 2 L-Af eBnonE [

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)

)
)
)
)
)
)
)
)
)
)
)
)
17) Central Time - North Dakota - Mercer County
)
)
)
)
)
)
)
)
)
)
)
)

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon

20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time

22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time

24) Alaska Time - Alaska panhandle

25) Alaska Time - southeast Alaska panhandle

26) Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska

28) Aleutian Islands

29) Hawaii

#? 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/Los_Angeles (Pacific Time)
Firepower-chassis#

NTP #{ER LBt L BZRIDEKRTE

NTP ZFH L CHER 2 — N VAT AEEHL, Xy NT—7 VA7 AROREZ % IEREIC
R LEST, 20k 5 RKEIX. CRL OWEFR CIEMRZ A b AZ o Thahihie ., B
ZNEBELRBETCHEICRD £, HRKI4BONTP P —"EHETEET,

FXO0S 2.2(2) IBETIEINTP N—Y a 3 AL £,
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B v rgmLEaGcBRORE

ATy

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

FIE

VAT A E—RICADET,

Firepower-chassis# scope system

VAT AP —E R T— REMRBLET,

Firepower-chassis /system # scope services

FRE LT A M4, IPvA £721X1Pv6 7 KL ADNTP — % HEHTH LIV AT AERE
LEJ,

Firepower-chassis /system/services # create ntp-server {hostname | ip-addr | ip6-addr}

NI W I varE VAT AREICAI v FLET,

Firepower-chassis /system/services # commit-buffer

FTRTOREF I NTIP Y — DRI A T —F 22 FRZTHI21E, WOLIITLET,

Firepower-chassis /system/services # show ntp-server

FED NTP Y — "D AT —F 22 FIRT 51218, ROXIIZLET,
Firepower-chassis /system/services # scope ntp-server {hostname | ip-addr | ip6-addr}

Firepower-chassis /system/services/ntp-server # show detail

1

WOHITIE, IPT KL A192.168.200.101 ZFEDONTP Y —N"Z2HEL, hToHF 7=
vEaIy hLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

WOFITIE, IPv6 7 KL Z 4001:6 ZFfONTP b —_"ZREL, FTo¥rvav %
=23 MLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
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TP 5 — Dl I

NTP H—/\D &Il &

ATy T

ATy T2

ATvT3

ATv74

FIE

VAT L E— RIZAY ET,
Firepower-chassis# scope system
VAT A H—E A E— FEBBLET,

Firepower-chassis /system # scope services

FELEARA M, IPvd £72131Pv6 7 KL AD NTP — ZHIR L £,

Firepower-chassis /system/services # delete ntp-server {hostname | ip-addr | ip6-addr}

R W I ar s ATAREICZI Yy FLET,

Firepower-chassis /system/services # commit-buffer

1

Wz, IP7 K12 192.168.200.101 DNTP — "ZHIfEL, F T oo varzaly
M5B 2R LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

WIZ, IPv6 7 KL A 4001::6 O NTP —"ZHIBEL., hTFo¥Frvarva2aly e
LB &R LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

FEITORNMN ERFLDEERTE

Z T TI&. Firepower ¥ v — ¥ CHAF &R Z FE) TRET 2 HIEZOWTHHALES, v X
TAITa Yy OETIIEEBIC KM ENET,
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GE)

ATy T
ATy T2

ATvT3

SSH DEXTE

ATy

VAT A 70y ZISNTP V=L EBFTHIEAE. A2 FHTRETDH I LT
TEFEHA,

FIE

VAT L E— RICAD £,

Firepower-chassis# scope system

VAT ALY —EX - FEMMLET,

Firepower-chassis /system # scope services

VAT Ay IR ELET,

Firepower-chassis /system/services # set clock month day year hour min sec

month (21X, A DOELOKMO 3 XFE2MHA L ET, FEfiL 24 FrRECATI T A0 ERH
DET, FHRIRHI9ZR0 ET,

VAT A IOy OERFEEDICKMENET, Ny T rEaly NTAXLEEHD £
/L/o

!l

WIZ, VAT L 7uy 7 E2RET D ERLET,
Firepower-chassis# scope system
Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

WO FNETIL, Firepower ¥ ¥ —3~0D SSH 7 7 ¥ A Z AN F 113N T 5 5, BIO
FXOSv ¥ —>%SSHZ 7A4 7> h& LTHMIT 5 HIEICHOWTHII L ET, SSHIZT 7 +
VR TAR—=T M £9,

FIE

VAT N ET—FIZAD T,

Firepower-chassis # scope system
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TLS D

nsozz |

RFYT2 VAT AR B REMBLET,

Firepower-chassis /system # scope services

AT w73 Firepower ¥ ¥ —3~D SSH 7 7 ¥ A% HET HI2IE. KOWTNNEFEITLET,

ATy T4

==

X AE

\}

* Firepower > ¥ —3~®D SSH 7 7 ¥ A ZFFA[ T 512X, kO=a~vr Re AN LET,

Firepower-chassis /system/services # enable ssh-server

* Firepower > v — 3~ SSH 7 7 B A& EE L3 5121%, ROa~vr REANLET,

Firepower-chassis /system/services # disable ssh-server

rSoW a2 AT AHREIZaI Y FLET,

Firepower /system/services # commit-buffer

1

W OB TIL, Firepower ¥ —3~D SSH T 7 v A& [t L, hToHFrvav%
a3y FLET,

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server

Firepower /system/services* # commit-buffer
Firepower /system/services #

Transport Layer Security (TLS) 7'v h=2/bjd, AEWI@BET22 2077 r— a > DT
TIANY =T =X OEEWEMIE L E T, FXOS ¥ — EHMIT A A L O(E THE
T HR/MNTLS N—T 3 X, FXOSCLIZEH L CRETEET, HrLLWA—T a3 > DTLS T
HBEOEX 2T s b Tcx 55—, FWA—=T 30O TLS Tl W7r 7 A—32 g v
D% ERYE R CE £,

72L& Z21E, FXOS % — Y THRESNTWAER/INTLS N—2 g VR vll ORE, 7294 T
N7 IR VIOIETEFETTHEICRESN TS E, 7747 MIHTTPS ZfEH L
“C FXOS Chassis Manager & O #< Z &N TEERA, LEBH-T, BT 77— 3
> & LDAP — R Z bR ET D2MERH Y £7,

WOFNET, FXOS ¥ ¥ — 3 LT A A OBEE CHET HE/NTSLAN— 3 U EHIE,
FrRT D HEEDALET,

G¥)

* FX0S2.3(1) UV U —ADWETlX, FXOS ¥ ¥ —3 DT 7 4 /L Mg/ TLS N—2 = U idvlLd
/C“ﬁ‘o
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B rsozs:

FIE

ATY T VAT A ET—FRICAD ET,
Firepower-chassis# scope system

ATYT2 VAT LATHERATED TLS N—Va v DA T v a v a#FKrLET,
Firepower-chassis /system # set services tls-ver

1 -

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver

vli 0 v1.0
vi 1l vl.1
vl 2 wvl.2

ATV T3 F/PNTLS N—Va VERELET,
Firepower-chassis /system # set services tls-ver version

1 :

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver vl 2

ATy T84 FEEAI Y PLET,

Firepower-chassis /system # commit-buffer

RATYTE VAT LATRESN TV ORNTLS N—V a Vv &2FKRLET,
Firepower-chassis /system # scope services

Firepower-chassis /system/services # show

&1

Firepower-chassis /system/services # show
Name: ssh

Admin State: Enabled

Port: 22
Kex Algo: Diffie Hellman Groupl Shal,Diffie Hellman Groupl4 Shal
Mac Algo: Hmac Shal,Hmac Shal 96,Hmac Sha2 512,Hmac Sha2 256
Encrypt Algo: 3des Cbc,Aes256 Cbc,Aesl28 Cbc,Aesl92 Cbc,RAes256 Ctr,Aesl28 Ctr,Ae
s192 Ctr
Auth Algo: Rsa

Host Key Size: 2048
Volume: None Time: None
Name: telnet

Admin State: Disabled

Port: 23
Name: https

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: default

Cipher suite mode: Medium Strength

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW:!RC4:!MD5: !IDEA:+HIGH:+MEDIU
M:+EXP:+eNULL

Https authentication type: Cert Auth

Crl mode: Relaxed
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Telnet D% E .

TLS:
TLS version: v1.2

Telnet M % E

)

WDOTFNETIX, Firepower > ¥ — D Telnet 7 7 B A [GMEETITT 4 B—T7NMIZT D H
EIZOWTHALET, Telnet X7 7 4/ b TF 4 E—7 1 T1,

G¥)

&

ATy T2

ATvT3

ATvT4

BAEIL, CLI ZfEH L 7= Telnet 3¢ E DA HIHETT,

FIE

VAT A E—FIZAD ET,
Firepower-chassis # scope system
VAT AP —ERE—FERBLET,
Firepower-chassis /system # scope services
Firepower ¥ ¥ — 3 ~® Telnet 7 7 £ A &5 ET HITIL, ROWTNEFATLET,
« Firepower ¥ v —3~® Telnet 7 7 ¥ A Z#F a4 521X, ROa~vr Re AN LET,
Firepower-chassis /system/services # enable telnet-server
» Firepower o ¥ — 3 ~0 Telnet 7 7 ¥ A& EIEF 5 (2%, koa~<> FE AN LET,

Firepower-chassis /system/services # disable telnet-server

rFoW a2 AT AREIZI Y FLET,

Firepower /system/services # commit-buffer

51
Wiz, Telnet #HERMZL., rT o ¥ 7 varvwaaly bT502 57 LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #
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SNMP ) i%E

SNMP DO#E

Z D& 7 a TIL, Firepower ¥ ¥ —UIZfliGry NV —7E# 7w ha (SNMP) &3 iE
TLHEEZFHALET, FMC VWL, KO My 7 2SR TIEIN,

flisry NU—27FB 7 ha (SNMP) 1L, SNMP v % —Yx & x=— = M O@EEH
A=V T —~<y Nt H, TV r—var A7 a FaTY, SNMP T,
XY M= NOTNA ZADFT=8 Y 7 LERIERNT 2FHE7 L— 20— 7 LILESFEN
fEft I E7,

SNMP 7 L— AT — 27133 DO THERR S E T,

e SNMP~%—V % : SNMPEEA L TRy U= FRRA ADT 7T 4 T 4 ZHIEH L.
BTV TTBHUAT A,

* SNMP =— = > | : Firepower ¥ ¥ —YWND Y 7 k=7 a2 R—%> kT, Firepower
VX =V DT A MR L, WBEIOGE L TEDT =X Z SNMP ¥ 12—V v IR LE T,
Firepower & ¥ — 2L, =— Y= h & —HDO MIB A EFENRTWVET, SNMP =— =
VREAPIIL, vV x =Yy MHOY L—va vy TERERT ST,
Firepower Chassis Manager & 721X FXOS CLI T SNMP ZA%hic L, &EL 7,

HHEEHAN—Z (MIB) :SNMP =—Y = b EOFHHEA TV =7 hDal s s

:/o

Firepower ¥ ¥ — /1%, SNMPvl, SNMPv2c, # L USNMPv3 #Ha— h LE7, SNMPvl
FOSNMPv2c iFEHH Y, a1 a=7 4 XN—2AFRXOEX=2V T s ZMHEHLET, SNMP [T
KOOI IICERSNLTWVET,

* RFC 3410 (http://tools.ietf.org/html/rfc3410)
« RFC 3411 (http://tools.ietf.org/html/rfc3411)
« RFC 3412 (http:/tools.ietf.org/html/rfc3412)
« RFC 3413 (http://tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
« RFC 3415 (http:/tools.ietf.org/html/rfc3415)
* RFC 3416 (http://tools.ietf.org/html/rfc3416)
« RFC 3417 (http:/tools.ietf.org/html/rfc3417)
« RFC 3418 (http:/tools.ietf.org/html/rfc3418)

« RFC 3584 (http://tools.ietf.org/html/rfc3584)
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SNMP & %0

N |

SNMP O EHE/ZERED 1 DiF, SNMP =— V= M OLBHAERTXAZ LT, 25D
BHITIE, ERZSNMP v 32—V v N OEETLH2HELIH Y /A, @HL, RER2—VFE
AR, FELE), O, ML — & L oERoOIE, ZFOMOERE LA X NERRLE
T,

Firepower ¥ — %, b7 v FEoidA 7+ — 2L LCSNMP @& %4k L9, SNMP
VA= XX N Ty TEZAERHCHEGRISE A EE T, Firepower ¥ — UL R T v IRZES
NIZINE DI EERTERNWZD, M7y TOEEMIETIA 74+ —2 K0 IR R 9, A
VI F—LEREZETDHSNMP Y R —T v d, SNMPILE 7' 2 haLF—4 2=y | (PDU)
TA v =V D% 2 MERIGE LE T, Firepower ¥ v — 373 PDU %15 L72WGAE, A~

74— LERAEBETEET,

SNMP %21 7«4 LNILELVHER

SNMPv1l, SNMPv2c, BILOSNMPV3 (ZZNENBDOtX=2V 7T 4 T LEELET, EFa
VT 4 BT UVTBIRENT-EXR 2V T 4 LULEHABEDEN, SNMP X v tE— Y OMH
WWHEHENDEX2 VT 4 AH=RXLEZRELET,

X2 VT 4 LoULid SNMP R T FICBEM T 5 TN D A v =V RRT D704
BRRHEZIRE LE T, MERL-VUE, BIRSNBRVWE D A v b=V 2 RET DMLENDH D
. FRIFA v E—VERAT DMERH LN EIDERELET, PAR—FEndtF=l
T4 LR, X2 T4 BETAPRESHTNDNI Lo TR EF, SNMP X =
UT 4 LooLid, IROMERD 1 DL EESAR—FLET,

« [noAuthNoPriv] : 38ZE72 L, Bf={k7e L

* [authNoPriv] : F8iEH 0 . BEE{b7e L

* [authPriv] : FFEH D | B EALH Y
SNMPV3 ClE, EFX =2V 74 E7 LX) T4 LLOWERREESHTOVET, %=
V74 7ML, 2—FBIR2—FRNET L2 — L E2RET RS TT, EX=2V7T 4
LL T, X270 ETANTHAEINSEXF 2T DL~V TT, EFX=2UT 4

EFETFNEEF2 VT 4 LoULOMAELEIZL Y, SNMP /Ry MLUFLhIZERR S 2% =
UF 4 A= XLDRED F9,

SNMPtEX21 T4 ETILELRILDYER—rENTWAEASHE

WDOFIZ, EX 2V T4 EFNE L-VULOMAEDLEDOEW®EZRLET,
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B swes w5207 e

RISNMPEx2) T4 ETLELVEFa) T4 LA

ET |[LRL EHH iBs |BR

L e

vl moAuthNoPriv | 1 I =2 =7 ¢ A fY | RKxl [a232=FT 4 AN 7OREEMEHL T
/ 7 }:.\L; mD\thE L/ i —a—o

v2c  |noAuthNoPriv| =3 2 =5 ¢ A hU | R} |[232=F 4 A )7 OREEMEMLT
N N SEFL £,

v3 noAuthNoPriv | = — 44, RKxkp | 2=V HOBREEMEH L CTRIAELET,

i
v3 authNoPriv. | HMAC-SHA 72 L |HMAC Secure Hash Algorithm (SHA) (23
Ol/\‘/cnu_‘ pJ‘_EL/ij—
v3 authPriv HMAC-SHA DES |HMAC-SHA 7/ =1 X A2 TERE

LET, 7—ZIE58E (DES) D56 >
FEEE. B O ST 0w 7 @
(CBC) DES (DES-56) f=#E|ZHS\ 7258
[l i =

SNMPv3 2 1) 7 1 t#8E

SNMPv3 1, v hT—7RHED7 L —LDOFEREE B B{LEHAGDLEDL Z LIk -> T, T
AA~NDEF 2T T/ AEFEBLET, SNMPv3 1L, REFHAL—VICLDEHEEDO L%
FFAf L, SNMP X v —V %5t LE T, SNMPV32—H_R—Z2 %21 T 4 E5 /L (UM)
IZLSNMP A v =YL X2 U7 022, ROV —E A2 L E7,

e At —UDmeEN A v —URRIERFETEE FZIIME SN TV W2 & A2 4RFE
LET, o, T—F —F AN, @ERETIHLOLD LEWVEE CTEFRE I N TV
WZ EEHRFELET,

e A —URIEITLORGE : RIET — X ERE L= DOT AT T 4T 4 DR Sz
ZLEERFELET,

c A b —VOMENRB IO S RER2—Y, =0T 47 4, Tt A L THER
ERIAARIZLEZVBRRLARVWE S ICLET,

SNMP H7R—

Firepower ¥ % — /(% SNMP DR DY 7R — b 2k L 9,

MIB O R—
Firepower ¥ ¥ — (% MIB ~D#t A HEHT 7 B A2 HHR— M LET,
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SNMP 01 £ —J e & U SNMP 7,57« o ]

FIRAFTREZ2 B E D MIB O FEM & = D AFHATIZ DWW TiL,  [Cisco FXOS MIB Reference Guide
FHEBLTLLEE N,

SNMPv3 11— DR 7o ~bajL

Firepower 3 ¥ — /1%, SNMPv3 == —4® HMAC-SHA-96 (SHA) #8iE~' v h 2/L&HR— KL
ij‘o

SNMPv3 .—H'®D AES 7S5 A4/ >— JO k)L

Firepower ¥ ¥ — 13, SNMPv3 X v B— U5 LD T T4 " — Fm hard1 5L LT
Advanced Encryption Standard (AES) %4 L. RFC 3826 {Z¥EHLL TWE T,

TIAN—=IRAT =R (priv4A 7+ a ) TiL, SNMPEF = U7 ¢ k5{b 720 & L CTDES
F7215128 B b AES Z®IRTX £9, AES-128 DR T &AL L T, SNMPV3 2 —H D~
FGANRY—RRAT—RE&H5H L., Firepower V¥ —NIZDT T AN — NAT— REHH
LTI128 By b AES F¥—%AEk LEd, AES 7T A N1 — R2AT— NI/ T8 XFTY,
WNATZ V=% 7 V7 TXANCTHET 256, kK64 LFEHEETEET,

SNMP O A4 *—JILILE XUV SNMP ZO/\T 1 DERTE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

FIE

F=Z YT T— FEMMBLET,
Firepower-chassis# scope monitoring

SNMP % A Fx—7 /WZ L ET,

Firepower-chassis /monitoring # enable snmp

SNMP 22X = =7 ¢ E— RZBBE L £7°,
Firepower-chassis /monitoring # set snmp community

set snmp community =~ > RZ AJJT5L SNMP 2 2= s DAEROLINET,

SNMPa 2 2= 4 ZHELET, RAUV—FEL L Casa=T4&4&2EHALET, 232=
T 44T, KR 32 LFEOEBFTHRETE 7,

Firepower-chassis /monitoring # Enter a snmp community: community-name

SNMP X4EF DL AT LD EREE L E T, VAT LOHKLL (BEFA—L T RLXA
X, AETEBEFEEGTRE) X, K255 LFORELFTHRETETET,

Firepower-chassis /monitoring # set snmp syscontact system-contact-name

SNMP=—Y x v h ($—) BDETINDIHRA MOGFHERELET, VAT LR 7—v 3
A, K 512 LFOREF CHRETE £,

Firepower-chassis /monitoring # set snmp syslocation system-location-name
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ATFYTT FIUY I a B VAT AREICaIy FLET,

Firepower-chassis /monitoring # commit-buffer

il

KIZ, SNMP %A 32— /U{Z L, SnmpCommSystem2 & N9 £ F1D SNMP = I = =7 ¢
ZF%E L, contactperson &) AR T AT ML A FE L, systemlocation &9
ZRIOEE R —2a VEREL, N varEaly M ABIERLET,
Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation

Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

RDERY
SNMP 7 v 7B L= —V Z1ERk L £,

SNMP +5 v TDERK

FIE

AT T F=X V7 == RERBLET,
Firepower-chassis# scope monitoring

ATv T2 SNMP %A x—7 M LET,

Firepower-chassis /monitoring # enable snmp

ATV T3 FBELERA N, IPVAT RLA, F£720EIPv6 7 LA TSNMP b T v 7 Z21ER L £,

Firepower-chassis /monitoring # create snmp-trap {/hostname | ip-addr | ip6-addr}

ATY T4 SNMP FT7 v FIHEHTHSNMP 22 2 =T L EHEELET,

Firepower-chassis /monitoring/snmp-trap # set community community-name

ATYFE5 SNMP b7 v ST LR —baEELET,

Firepower-chassis /monitoring/snmp-trap # set port port-num

ATYT6 NI FIEHTSH SNMP ONX—V g v EEFLARIRELE T,

Firepower-chassis /monitoring/snmp-trap # set version {v1l | v2¢ | v3}
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ATy71 B RETLN T v TOIATEEELET,
Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}
ZZICERENDEIFTKRDO ERBY T,
o N—U 3 T v2e 21T v3 IR L7285 13 traps,
e N— 3 T v2e Z IR L 725551 informs,

GE) RN=VarTV2eZBRLIGHEIZORA T +— Ll EETEET,

ATv 78 (LE) N—var T3 EERLEGAE. N7y 7S 2HREZRE L £,

Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}
ZIRERSNDEFRD LB Y TY,

cauth : GEREDH Y | BE SR L

* noauth : §8iE7c L, K572 L

e priv : gAkdH Y | BEELH D

ATFYTY TP I a B VAT AREICTI Y NLET,

Firepower-chassis /monitoring/snmp-trap # commit-buffer

1

WOFNE, SNMP & A F—7 Wz L, IPvd 7 KL AZMH L TSNMP 7 v 7 & 1E
L. b7 v 7 WA —F 2 TSnmpCommSystem2 = X = =7 4 T 5 L H5fEL
W= 3 B VIICRE L, Y A 7 % traps (T3 E L, v3 FEBRZ priv IR E L l\
Fo¥rvarEaly FLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem2
Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* # set version v3

Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* # commit-buffer

Firepower-chassis /monitoring/snmp-trap #

WROFNE, SNMP & A F—7 /L2 L, IPv6 7 KL AZMH L TSNMP 7 v 7 & A{EK
L. b7 v 7 WA —F 2 TSnmpCommSystem3 = X = =7 4 T2 L HfEL
W= a3 B VIICRE L, WY A 7 % traps IZ5%E L, v3 HERRZ priv IZRE L. b
FoW s varvkEaly hLET,
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Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 2001::1
Firepower-chassis /monitoring/snmp-trap* set community SnmpCommSystem3
set port 2

set version v3

set notificationtype traps
set v3privilege priv
commit-buffer

Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap #

HH H o H

SNMP k5 v JDHIER
FE

AT ®F=2V 7 T—F&EMBLET,
Firepower-chassis# scope monitoring
ATV T2 EELTZAAMELIZIPT RLAD SNMP R 7 v 7 HHIBRLET,
Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}
ATFYT3 "I HF I va BV ATAREICAI Yy PLET,

Firepower-chassis /monitoring # commit-buffer

il

Wiz, IP7 R LA 192.168.100.112 CTSNMP F 7 v 7 #HIRL. T o¥rvarwa
Ty hTBHIERLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

SNMPv3 11— D1ERL

FIE

ATFYT1 FT=F) 7 T—R&PtBLE T,

Firepower-chassis# scope monitoring

ATY T2 SNMP A X—T7LIZLET,

Firepower-chassis /monitoring # enable snmp
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ATvT3

ATy T4

ATy TH

snmpvs 1 — 5o tes ]

fEE L7z SNMPV3 = — & AERL L £,
Firepower-chassis /monitoring # create snmp-user user-name

create snmp-user 2~ RZ AT 5L, NAU—=ROANERT 07 MRFREINE
R
Firepower eXtensible Operating System T, RDOEMF 272 S 722U — RIIES SN E T,
* 8~ 80 LT a i,
cBOLNDLDE, LT, BT BLOROILTOATT,
~M@H#% & () -+ {3\ <,>/
cRDOFTHEEEER, § (RAGHE) 2 G . =1 (%5 EREET,
SOLULDRRDLILFEZZDLMENHY £7,

CHETAA LT VA RERITT U A POBEEFIILFET- EAEGHRNWTL
S, 2 xE, T12345) 134 o, [ZYXW] T3 OXFHBNENTCWET, 2Dk
T ORFEPFFEDOHIBEE 2D L BFITNA~6BIAE) | MFR Ty 7tk
BLEI,

GE) BT D547 VA NERITIT 7 U AL FUFHORICERF LWL 7 U R
VRERIFTZ U A MXTFIINEENTH, XFHITV Y PERERFA, =
L z0E, abed&R21 1T/ NAY — R F = v 712 L £33, abed&!25, IZM L+
A,

AES-128 B 5L DO 2 ML £ 72137 4 B —T7 /T LET,
Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}
774N FTIE, AES-128 B SALIET 4 B — T L2l o T ET,
=W T TN — RAT— REEELET,

Firepower-chassis /monitoring/snmp-user # set priv-password

set priv-password =~ RZAJJT5 &, T4 — "R T—ROAS LR ERT 7 1
YT RBRFERINET,

Firepower eXtensible Operating System Cl&, DB/ &7z /2R U — RIXEG S £,
« 8~ 80 LFEET,
cBZHHLNDDIE, LT HTF. BIOROLFOHRTT,
~N@HYN & ()N <>
cROFEHEEEERN, § (RAis) 2 G/ . =1 (&5 k&4,
5O DR DLFEEZDLMENRDH Y ET,

CHFGETAA LT VA NERITT IV AL POKFEERITNF R EAEDRNTLTE
IV, 2l ziE. T12345) 4o, [ZYXW] I3 DXL FEHNFENTWET, ZDLH
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R TFOEFENFEOHIBEZB 2D & GBFITN4~6mIA) | BT = 71Tk

L £,

GE)  HT A4 7 VA NERITTZ U AL FUFHIOMICERE LRNA 7 U A
VRERIFT VA RFEFINEGEENLTH, XFRITIV Yy FENERA, =
L z0E, abed&NR21 T/ NAY — R F = v 712 L £33, abed&!25, 1T L £
T A,

ATFYT6 F TP I a B VAT AREICaIy FLET,

Firepower-chassis /monitoring/snmp-user # commit-buffer

i

WORFITIL, SNMP Z A0 L. snmp-userld &\ 9 £ HTD SNMPv3 = —H Z /B L,
AES-128 s b= HMb L, AV = RBL QT T4 R — R2AT—REHZEL, b
FoWrsvarvikEaly hLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #

SNMPv3 21 —H DAl

FIE

ATV F=2 V7 T—REHBLET,
Firepower-chassis# scope monitoring
AT 72 f5E L7 SNMPV3 = —H & HIFR L £,
Firepower-chassis /monitoring # delete snmp-user user-name
ATVT3 MNP I a BV ATAREICAI Y FLET,

Firepower-chassis /monitoring # commit-buffer
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HTTPS M3

A\

anji
Xa

wes oz I

15l
WIZ, snmpuserld &9 4RO SNMPV3 2—HZHIfrL, hTo¥rvarvrzaly
Mo flERLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

—
X

TlX. Firepower 4100/9300 3 v —3 T HTTPS ##% 4 2 J7iEEHiH L £7°,

GE)

AEAE. ¥—

Firepower Chassis Manager & 721X FXOS CLI # i/ L T HTTPS R— h &2 A H CTE £ 7, Lo
HTTPS D% EIL9 T, FXOS CLI #fi i L TOAKETE E7,

Yo, S AMKRAD b
HTTPS i3, AF— A>T TA LT 7F v (PKD) Z2HHL T 74T b7 T vH L
Firepower 4100/9300 ¥ — 72 8D 2 DOFT NA AT X 2 7B 2L LET,

EEX—&x— ULy

% PKI 7 /34 A1, Wi — U > ZIZFERFRD Rivest-Shamir-Adleman (RSA) K& — D
T (A2ETTAN—= b, I 1203 T Vv 7) BRFELET, WTIhDOF—TH 5L &
NizAvtE—2iF, b9 —FHOF—CTHEBITEET, B banizA v —C2RET
f. EEEIZEETOLM*—CH L, ZEFITMEOMEX—ZHEHL TAvE—V%
Bt LET, HEEFIT. MEAOREF—TEEHDOA v =%k (( T1B4] & bETNh
) LCARIT—OFAELZIEATL 2L TEET, ZEFENEYTIAMT—2HHL
TAyE—VZIEFIEF L TE 256813, ‘%éﬁ%‘biﬂma“éﬁz‘%ﬁ? EALTWSZ &N
FEENET, BEXF—ORIFIIEIETHY, BHFOE S i512t/]\~2048t/}\’c
T, WE, ENF—3EOF—X0 L L0 RETT, FXOS TITHRMIT 2048 £ hDF— 2
TEELT 74N EOX— VU Rk EnET, FLT, BMoX— U FEERTEE
7

7T AGHPERSNIZY | GEHENBIRUINICR-720 LIEBEE, 7740 b0ox—U v
JREAEEZ FECTHART OSLERDH Y £,
FEAE

Yt X 2T RBEZERTDHITINE. TT200F L ARETNENDOT P ANGEAELZ AL F
T REAFEIL. T AD IDICET 5B FEAERE & BITT A ADRHF—%2 G0 7 7
ANVTT, B LINTZBEELYER—FT572DI2, T34 ZTIMBOF— X7 LHEDOHELD
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BAGERAEEZAR CTEET, VE— N 2—YRECBAEAELZIRRT D7 N1 R T 5
e, 2—WFEIT A A A0 ID ZfHHICHREET 2 2 N TET, 22—V D7 7 U PFITHRIICER
ARICBIT AL A KRR LET, T 74 BT, FXOSIZIET 740 b DX — U 7B D4
Bl —2E el AL O H OBLFHENEG ENE T,

SR kRS R

FXOSI|ZH N e fBGE 2 2 572012, T3 ADID i AEH TE 5 Y —R& (DF Y,
NZARKA LR oY —RRX—=FT iEHELZRIG L, A VA M=V TEET, — KX—
T A REAEX, FITIC T AN AL b Ob— REEER (CA) . HECA, £72i3v— bk CA
WCORMMB I T AN F2—0D—EERD T AN T U H—DWNTHD) ITL-oTELEN
F9, FLOVGEAEZTIUS T 521X, FXOS CREIEZRZ AR L. M7 A M ARA > MTEK
EEETLOILERH Y T,

EE

ZEBHEIL, Base64 = =— R X509 (CER) 74—~y N THAVLERHY £7,

F— )T DK

ATy T

ATy T2

ATvT3

ATvT4

FXOSIE, 774V h F— V7 %E0, KSEOX— Vo 7%V HR—FLET,

FIE

X2 VT 0 T FERBLET,

Firepower-chassis # scope security

F— V72 L, ARzt Ed,

Firepower-chassis # create keyring keyring-name

SSL ¥—D bty PREKRELET,

Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}
N vareEaly bLET,

Firepower-chassis # commit-buffer

51
WOHNE, 1024 By FDOF— YA ADF— U 7 HERLET,

Firepower-chassis# scope security
Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
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Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

RDZRY
ZOx— U7 OFEHEEREERL T,

TIAHILE FT— 1) TDBER

7T AZLPERINTZY | GERAFESHIRINIC R o720 LIEG&IE, 7740 box— U v
JREHE T FEVTHAER T 2 LENH Y £,

FIE

ATV BX2 V7 0 == RERBLET,
Firepower-chassis # scope security

AT9T2 74N F— V7 THFx— V7 X2 T 4 E—FRICADET,
Firepower-chassis /security # scope keyring default

RATYT3 T74NN = VT alAERLET,
Firepower-chassis /security/keyring # set regenerate yes

ATy FT4 NIV varEaly FLET,

Firepower-chassis # commit-buffer

151
WRIZ, T 740 X%— Vo T 5HERTIHEZRLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #
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B = . roumzskonm

F— ) VT DIAZTERDIERK
EXF T asFE0F— ) T DIRABERDER

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

FIE

X2 U7 4 E— NERBLES,

Firepower-chassis # scope security

F— Ul par7 4 Xal—ar F—RIADET,

Firepower-chassis /security # scope keyring keyring-name

FBESNIEIPVAETIZIPV6 T RV A, F3 777V w7 A2 —axy NOL4RTEZHEHRL
TREAEERZER LE T, SEAEERONNRAT— K2 ANTEHLIITROONET,

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}

oY rvarEaly hLET,

Firepower-chassis /security/keyring/certreq # commit-buffer

At =L ThT7RAL 7 h—£IIRRERICEE TREAGEAEE R 2 KR L ET,

Firepower-chassis /security/keyring # show certreq

1

WOFITIX, BEAF T a v fEDOXF— Y U FITONTIPVET KL A CIEAEER %
fERR L CERRLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name
sjc04

Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

MIIBfTCB5wIBADARMQO8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ0O4UGQILKFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Z2ngf45YtX1WsylwUWV4
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s+ T avz0x—yvroanEekokn

Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiG9w0BCQ4xHjACMBOGA1UJEQEB/wQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGOwOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #

RDERY

SEAEESROT F A & BEGIN B L OEND T2 EHTat’™—L, 77 A VIRELE
T, F— VT OHELZRET 5720, iEHEEREZEL 77 ANVE N T AR T VU —
FIITEERICEE LET,

NFARNKAU FEERR L., PT AN T A—00%ITH->72 87 A FOFEAEDIEH
EF - ERELET,

HEA T a v EDX— ) T DOIAEERDER

ATy T

ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy T17

ATvT8

FIE

X2 VT 0 = FERBLET,

Firepower-chassis # scope security

X—V v/ pary4Fal—rarE—RIADET,
Firepower-chassis /security # scope keyring keyring-name
AEEER 2R L £7,

Firepower-chassis /security/keyring # create certreq

SHBFEL WD EOEa— FERELET,

Firepower-chassis /security/keyring/certreq* # set country country name

ZORICBDEMIT OGN AL 2= H—23 (DNS) 7 RV AZHREL£T,
Firepower-chassis /security/keyring/certreq* # set dns DNS Name

AEPAEESRICBEMT T OB T A=V 7 FLAZEELET,

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

Firepower 4100/9300 ¥ — D IP 7 RV A &fREE L £,

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

FEAE A ZOR L TV D 2O ARENAET 5T E72IT 2 FE L 97,

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

Platform Settings .



Platform Settings |

HAA T a v fFEOX— Y T OMAEERDER

Firepower-chassis /security/keyring/certreq* # set org-name organization name

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name

SFREERICET A A S a LD RTY— REBELE T,

Firepower-chassis /security/keyring/certreq* # set password certificate request password

FEHEZZR L TO D 2EOAREDFAET 2INE I TR S 2 E L ET,

Firepower-chassis /security/keyring/certreq* # set state state, province or county

Firepower 4100/9300 > ¥ — 3 OFEREMi A A VA %EFEEL ET,

Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name

Firepower-chassis /security/keyring/certreq # commit-buffer

RTv 9 GEHEAZERL TV AMBREREEL T,
ATy 710 k== FEEELET,

ATYvIN

ATy 712

ATv 713

ATy TV rvarEaIy bLET,
ATy 15

Firepower-chassis /security/keyring # show certreq

151
WOHITIL,

R L TRRLET,

Firepower-chassis# scope security
/security # scope keyring kr220

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Certificate
Certificate
Certificate
Certificate
State,
Locality name
Organization name

Organization Unit name

Request:

request subject name:
request ip address:
request e-mail name:
request country name:
province or county
(eg,

/security/keyring # create
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*

At —LThrI AL T o= TRGERIC G TR RRE FE R 2R R L E T,

AT a v ftEDOXF— Y T HOWNWTIPVA T R LA CEFEE Rk %

certreq
# set ip 192.168.200.123
# set subject-name sjc04

# set country US

# set dns bgl-samc-15A

# set email test@cisco.com

# set locality new york city

# set org-name "Cisco Systems"
# set org-unit-name Testing

# set state new york

# commit-buffer

/security/keyring/certreq # show certreq

sjc04

uUs
(full name) :

city): new york city
(eg, company): Cisco
(eg, section): Testing

192.168.200.123
test@cisco.com

New York

MIIBfTCB5wIBADARMQ8wWDQYDVQQODEWZzYW1jMDQwgZ8wDQYJKoZ IThvcNAQEBBQAD
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FSR b ARA

ATvT1
ATvT2

ATvT3

ATvT4

r5z b Re vtk ]

gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2 rnRF8OPhKbhghLAlYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGA1IUJEQEB/wQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGOwOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring/certreq #

RDERY

SEAEESROT F A M & BEGIN B L OEND T2 & Tat™—L, 77 A VIRELE
T, F— VT OHELZRET 5720, iEHEEREZEL 77 ANVE N T AR T U —
F T RICEE LET,

e hIRAMRA LU FEEHRL, FTA RN T U I—00Z T8 -7- b7 2 hOHFHEDFHFH
EF - ERELET,

> FDERL

FIE

X2 U7 4 E— FERBLES,

Firepower-chassis # scope security

A RMKRA Y MR LET,

Firepower-chassis /security # create trustpoint name
ZOFFARRA L FOGEREGFREEELET,
Firepower-chassis /security/trustpoint # set certchain [certchain)]

o<y R CREBAEFREZRBE L2WEE, V— NEER (CA) ~OFFERAEZTERTH bT
ANKRAL IOV R NERIFFEHAEEZ AN TDLIITRKROONE T, ATINEORDITIZ,
ENDOFBUF & AJ L CHK T LET,

= ZFHE (L, Base64 = =1— K X509 (CER) 74—~y N THALENRHY £7,

N rsvarvEaly FLET,

Firepower-chassis /security/trustpoint # commit-buffer

Platform Settings .
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WOBENE, FT AN KA FEERL, T AN KRA LV MTEERELZRM L F 9,

Fi
Fi
Fi
En
Tr

VVVVVVVVVVVVVYVYVYVYVYV

\

>
Fi
Fi

/4
N
ES

repower—-chassis# scope security
repower-chassis /security # create trustpoint tPointlO
repower—-chassis /security/trustpoint* # set certchain

ter lines one at a time. Enter ENDOFBUF to finish. Press "~C to abort.

ustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgGIBADANBgkghkiG9wOBAQQFADBOMQSWCQYDVQQOGEWJIVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1R1c3QgR3JvAXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuk3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgZYWgZOAFL1INj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEwWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/ zANBgkghk iGO9w0OBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKgqGQgXc
wR4pYiO4z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

ENDOFBUF

repower-chassis /security/trustpoint* # commit-buffer
repower-chassis /security/trustpoint #

DERY

TAL T oA —FFRFREN L F— U TREE ARG L, F— VI AR — L

B

X ST ADIERED A L H— k

b5

F

AFyvT1 &

&H BRI

o X — UL UHHEDIIHEF = — L A E F T AN RV FERTE
s NIRRT UA—FITGERERNOX— U UV RERESZ RS L E T,

&

¥a2U7 4 FE—FERAMBLET,

Firepower-chassis # scope security

ATvT2 FHERZZITRAF— Vo TCar7 4 Fal— gy E—RICAYET,
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Firepower-chassis /security # scope keyring keyring-name

RT3 F— VU THHEOREGTO T AN T o h—F£72I3ERICH L T A RS MEIRE
L/i‘g—o

Firepower-chassis /security/keyring # set trustpoint name
RT9T84 X— VU IREAZANLTT vy a—RKT57-008 4T a2 LET,
Firepower-chassis /security/keyring # set cert

a7 RT, NTARNT U —F IR O Z TS T-iEHEO T X A &AL Fi)F
T, FEFAEDORDITIZ ENDOFBUF & AJ LT, iEFAEZED AN ZZE T LET,

BE ZFFHE L, Base64 = 21— K X509 (CER) 74—~y N THALENRHY £7,

AFyTS oY rsvarEaIy NLET,

Firepower-chassis /security/keyring # commit-buffer

!l
WIZ, PTAPRA L PEEEL, GEAFEZ X — U 72, UR— MO 0E R L E
-éAO

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Keyring certificate:

\

MIIB/zCCAWgCAQAwWgZkxCzAJBgNVBAYTA1VTMQswCQYDVQQIEwJDQTEVMBMGA1UE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4XEzZARBgGNVBAST
C1lR1c3QgR3JvdXAxXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGYO0AMIGT
AoGBAMZw4nTepNIDhVzb07j722Je4xAG56zmSHRMQeOGHemdh66u2 /XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+HS8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkq
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZIhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH9asckCld3mkOVx5gJUu
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3chad=

VVVVVYVVYVVYVYV

\%

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

RDRARY
X— U T EHEHLTHITPS Y—E 22 RELET,
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ATy T

ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy FT17

HTTPS TR 2R — b — U T OEREZED, HTTPS DRELZFE T Liztk, b T ¥
JravEREERIZaAIy FTH LTI, BIEOTXTOHTTP KL WHTTPS By v =
NGB LNET,

FIE

VAT A E—RICAD ET,
Firepower-chassis# scope system
VAT AP —ERE—FERBLET,
Firepower-chassis /system # scope services
HTTPS r—E 2 Z AT LET,
Firepower-chassis /system/services # enable https
(fE&) HTTPS #ft THEH SN DR — FEEEL 7,
Firepower-chassis /system/services # set https port port-num
({EE) HTTPSIZxF L TR Lcd— U v V4RI &2 fRE L E T,
Firepower-chassis /system/services # set https keyring keyring-name
(EE) FAASCTHHESNIEEAL—F EX2 VT DLV ERELET,
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode \Z1Z, UL FOWTNNDF—TU — REEETE £,
* high-strength
* medium-strength
* low-strength
s custom : = —FEFROKEAA — MIAEO L FHIZFETE ET,
(f&) cipher-suite-mode 7% custom |ZFXE SAL TV DHGEIL, FAAL AT L THAZ L L
NVDOBEFAAL — b X2V T o ZHEELET,
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string |3 K 256 SCFCHERK T & £7°, Z 4L OpenSSL 575 A A — MMIARIZHE

WTDMERHY FF, REBRE, AXN—ALRELFIIENTE LA, | GRERF) | +
(FZAFH) . - (A7) L BEO: (mry) , FHMIZOWTIL

http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite 2 ZH L T 7231,
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ATvT8

ATvT9

wrres K— rozE

7= & 21X, FXOS X7 7 4V b & LT T 2 FH5REEER O SCFFNIR D K 912720 5,
ALL:'ADH: 'EXPORT56: 'LOW:RC4+RSA:+HIGH: +MEDIUM: +EXP: +eNULL

(G¥)  cipher-suite-mode /% custom UIAMIERE SNV TWAHEE, 2047 v a VdEG I
EJ RN

(EE) FEAERDY A MrEZ, AEITEDICLET,

set revoke-policy { relaxed | strict }

Koo H I a2l AT ARTEICZI Yy NLET,

Firepower-chassis /system/services # commit-buffer

1

WORFITIE, HTTPS ZA 2—7 /ML, A— "ESZEZMIITHREL, ¥ — VI 4%
kring7984 IR E L, B AL —hDEF 2 VT 4 L-UL% [highlIZ%EL, b7 W
Jvavizaly bLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

HTTPS R— FDEHE

ATy T

ATy T2

ATvT3

HTTPS —E X%, T 7 /L F THR— b 443 THMEIZR2 Y £9°, HTTPS 25 4 B—7LZ
THZ LT TEERAN, HITPS BHICHHATH R — MILETE £7,

FIE

\:/X%-A £ ]\\‘QCA D ij«o
Firepower-chassis # scope system

VAT Y —E R ET— FEHBLET,
Firepower-chassis /system # scope services

HTTPS ##ftllfEfid 2 R — b E2EELE7,

Firepower-chassis /system/services # set https port port-number

Platform Settings .
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port-number |21 1 ~ 65535 OBEF 2 E L E T, HTTPS I, 7 7 4 /L FTHR— |k 443 TH%)
fiz72 v £,

FNoo¥rvarey AT AREICTI Yy FLET,
Firepower /system/services # commit-buffer

HTTPS R — b2 ZEE T 5 &, BUEOTXTOHTIPS By v a VAL b ET, —HFI1d,
WD X D IZH LR — b &2 L CHE Firepower Chassis Manager |27 7 A 3T 54BN H D
£,

https://<chassis_mgmt ip address>:<chassis_mgmt_port>

<chassis_mgmt_ip_address> 1%, FIHIFXEFRFIZAJ] LTz Firepower ¥ —> D IP T R LA E 72T
RA NG T, <chassis_mgmt_port> [ TFXEN5E T L7z HTTPS AR— K T,

1

WOFI T, HTTPS R— "B S Z 443 IR TL., FT v o7 arvw2alI vy hLE
7,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

F—1) > DIk

ATy

ATy T2

ATvT3

FIE

X2 VT 0 T FERHBLET,
Firepower-chassis # scope security
AEfTEDOF— VU T EHIRLE T,
Firepower-chassis /security # delete keyring name
N W s varEaly hLET,

Firepower-chassis /security # commit-buffer

1
ROBITIZ, F— V7 2HIBRLET,
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FS R b ARA

ATy T
ATy T2

ATv7T3

k52 kAs robii ]

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

> + DHI

IR B
RFZARNKRA IR — D o TICEo THEASINTWRNWI E 2R L TLZEEN,

FIE

tx2UT 4 E—FIADET,
Firepower-chassis# scope security

BELLE N AN RA L FEHIBRLET,
Firepower-chassis /security # delete trustpoint name
Mo rvarvzaly bLET,

Firepower-chassis /security # commit-buffer

451
Wiz, hTAN KA NIRRT A0 E R LET,

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

HTTPS D #Exh1k

ATy T

ATy T2

ATvT3

FIE

VAT A E—RIZADET,
Firepower-chassis# scope system

VAT AP —ERE—FERBLET,
Firepower-chassis /system # scope services

HTTPS ¥— b 2 Z#4hic L £ 4,
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AAA DERTE

AAA [Z2DILVT

Platform Settings |

Firepower-chassis /system/services # disable https
NI ¥ I v a vz AT AREICZI Yy FLET,

Firepower-chassis /system/services # commit-buffer

51
Wiz, HTTPS 2T 4 v—7 iz L, bF oY o v arvazaly b 202 RLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

T, BREE, A, THULT 4 IOV THEHBHLET, FEHIICOWTIE, RO FE Y
7 EBRLTLIEE N,

AAA L, B Ea—k UV—A~DT 7L AEME L, Y o—a i L, %4 S
BT — EARGICULE B ARET 5, EOT—EATE, TRLOMIIT, HE
By hNO—EBREBLIOEX2 T 412> TEETT,

=R E
ALA.

AR — Y ERET HHETT, 77 BARFA ESNLI2E, =—Fid@EsE, Ao —%
GBI NAT — RRRETT, AAA T —NE, T —FRX—R R FEIR TV A= —
P I VLT Uovy bl =P ORGERIERE LR L ET, 7 LT vy VR —KT D54,
Z2—WERY NI =T ~OT VT EARFAISNET, 7 LT oo AR—ELRWGAE, #
AR L, Fy hU—2 TR RIER S RET,
¥y — U OEEREE & FAET 5 X 5 1T Firepower 4100/9300 ¥ v — R ETE 9, Ih
12X, OBy a rBDEgEhn s,

« HTTPS

* SSH

UT I — )L
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ar 70,34 4—n%E |

HIL. _.r

FAEIRY) —%2@EAT 2702 T, FOLHIRT /T 4874, VI—A, P—ERIZ
?T?‘éTﬁtX?tFT%i**fﬁﬁofb\é@i) %$|meij‘ ih‘ﬁlﬁ)uuuﬁéﬂé& %@
=PRI FESEREZ A TDOT I ART I T 4 BT 4 RN IND NS £97,

Accounting

TATT AT, T RBARIZZ—FRHEE L) V—2AZ[ELET, T, A
TARE Ty g VIR EZE LT — X EREREENET, TV T 4
UL, FFATHIAEL, BRA. RL U RO, VY —AFHE, XV T 4 ST = TDOT
TAET IR END Ty ¥ a COFEHER SAEARGUE#RO R 728 L TiThhvE 7,

REE. RBEI. THVUT 4« U IHOMEEER

WREE T THERT 2266, RBABRIOT IV T4 o 7L BIENT2 2L TEET,
IJAL“J‘VC ;Ué\ﬁ' :L'—‘]j_@nuu ZPW%}] {ﬁhfb\éz\gi)‘% D ij—o 777‘\7 ]7:/5:/( yyf:ﬂj"({ﬁ
Hizszeb, BRI E EBIMEHT L Z & TEET,

AAA Servers

AAA —NI%, T 7B AFINCER SN Rry b T —2 =TT, BEEX, = —F &5
LET, BE, il —Fn T 78 AT5RBUERH LU Y — AL —EREZRET
éﬁ)/~%£ﬁbi¢oTﬁ?/74/7i\&ﬁk“ﬁmﬁméhéﬁ%k?~5®v
V—A&BHLET,

O—AIIL T—ER—XDYR—

Firepower > ¥ — &, 2—H 707 7 A L EZRMV AT Z LN TEHa— )V T—HRX—R2 %
MEFFLET, AA AT —RRbVica—h)N T —H_XR—A&EH LT, 2—VIE. B,
T T 40 Tttt 526 TEET,

LDAP 7' 0/\A & —MDE’E

LDAP 7 O/\A4 & —

ATy T

DTANT L DEE
ZDHE R TE ET57HA74#\_®&47®¢mf@7uﬂ4& —BERE DT 7 A ik

ETT, flx DT ag Z—20TInDOT a7 ¢ ORENEENTWDHYA . Firepower
eXtensible Operating System CTE DR EDEH S, 77 /0 FREIFEHRINET,

Active Directory 2 LDAP h—/3 & U T L TW 555513, Active Directory —/3C Firepower
eXtensible Operating System (Z/3A o R T 52— 7 H o> MEAERLET, ZOT BT MC
1T, BIREINIC R B ARV SR T — RERELET,

FIE

X2 UT 4 = FEBLET,
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B warJosrs—oTnsr omE

ATy T2

ATvT3

ATvT4

ATy T5

ATvT6

ATy 71

Firepower-chassis# scope security

X =2UF ¢ LDAP E— FZBE LT

Firepower-chassis /security # scope ldap

HELEBEEZED L a— FICT — 2 _N— 2R ERELET,

Firepower-chassis /security/ldap # set attribute attribute

RELEEIA 2B L a— RIZT = _N— 2R REL £,

Firepower-chassis /security/ldap # set basedn distinguished-name

FBELE7 AN A 2GR L a— RZT— 2 _R—2ARBEPE L E7,

Firepower-chassis /security/ldap # set filter filter

VAT ANY—REZ T REE L L CGERAT DENC, LDAP Y— 3706 O JSE 2 45D HE 8 I e
ERELET,

Firepower-chassis /security/ldap # set timeout seconds

rFo W a s AT AREIZTI Y FLET,

Firepower-chassis /security/ldap # commit-buffer

il

WOHFITIL, LDAP JEME% CiscoAvPair (2, ~— AGkBI4 %
[DC=cisco-firepower-aaa3,DC=qalab,DC=com] (2. 7 « /V"# % sAMAccountName=S$userid
W2, ZA LT U MEREEZ SICREL, T rvarazaly PLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid

Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

G¥)

o—H 1 7o X LDAP == —H D userdn 75 255 LFEEBEZ D LR L E T,

RDARY
LDAP 7' u/NA X —EE LE T,
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ap 7o.31 4—otes

LDAP 7O/\A & —DYERK

ATy T

ATvT2

ATvT3

ATv74

ATvTh

ATvT6

Firepower eXtensible Operating System TlX, £ K 16 O LDAP 7' B \A X —% P KR— K LET,

1R BHEIIZ

Active Directory &% LDAP #h— 3 & L CTfEH LTV 584 1%, Active Directory #-— /3 "C Firepower
eXtensible Operating System (Z/3A o KT 52 —H T H o> MEAER L ET, ZOT BT MC
1T, BIREINIC R B ARV AT — RERELET,

FIE

X2 UT 4 F—FEBLET,

Firepower-chassis# scope security

%27 ¢ LDAP E— R&BIMAL £

Firepower-chassis /security # scope ldap

LDAP H— /X f L A Z L AZAERL L, ©F 2 U T 4 LDAP — 1 T— REBA L £,
Firepower-chassis /security/ldap # create server server-name

SSL 34 *—7 VDG | server-name 1%, M IP 7 N L AL/ILFQDN &7V | LDAP ¥ —
NOEF 2 VT 4 FEHENO Common Name (CN) & EFEIC—H L TWARENRH Y £5, IP
T RUABRESNTWAEEERE, DNS T — "2 ETLHLERH Y £7,

(EE) a2—Y n—ninr—LOEERET 5 LDAP B2 E L £7,
Firepower-chassis /security/ldap/server # set attribute attr-name

IOTuNRT F WIS, AHTSEOST TRESRE S, VAT AF, 2—F La—FT,
ZOREMES L BT HMEERR L ET,

77 # v F DJEMED LDAP 7 a3 A F—ICRE SN TWRWERIT, ZOMPLETT,
EE) VE—ha—¥hars AL, VAT LARZEOLZ—FLICESNT2—H D DN D
G2 5 & 22, b= "DPHREZBIGT 5 LDAP BN ORFE DRI 2R E L E7,
Firepower-chassis /security/ldap/server # set basedn basedn-name

~_R—Z DN OF X, K255 30505 CN=username D S 25|\ R SICRETHZ LN T
X %7, username (2L Y, LDAP §BFE% f H L T Firepower Chassis Manager % 72 {3 FXOS CLI
W7 7EBALES ET DY E— b 2—FN@BISNET,

T 7 4 hD_X—ADNNLDAP 7' 31 XA —FICERE I I TWARWEAIE, T OMEBAMNIET
j—O

(EE) N—ADN FOTRTOAT V=7 MIXT Daes B MR & REBEHER % K>, LDAP
T—HRX=RA T A7 hO#EM4 (DN) Zi%ELET,

Firepower-chassis /security/ldap/server # set binddn binddn-name
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B e Sosq s—a

ATy T17

ATvT8

ATv79

ATy 710

ATvINn

ATvT12

ATy 713

YHR—=FENDA NI T ORREL 255 307 (ASCID) T,
(fEE) LDAP iK%, EFSNIZT 4 N F L —HT 22 —FAITHIRL £7,
Firepower-chassis /security/ldap/server # set filter filter-value

FTI7HIN DT 4 VENLDAP 7 A F—HIZREIN T RWEAIE., ZOMEBLET
h@‘o

NA L RDN THE LI LDAP 7 — ¥ RX—R T AT hDO/NAT— RERELET,
Firepower-chassis /security/ldap/server # set password

PEYEASCI LT A Ay TEEd, =720, I8 (Brvarviehs) o 120 GERIFH . T=
(%5 13BRE £,

NAT— RERET DL, setpassword =~ REZ AL TH 5 Enter 2L, 7no 7
FCHFR—EZATILET,

({E&) Firepower eXtensible Operating System TZ O 7' 13 A X —% 2 —WFORFEIHEHT 5
JEFF 2458 LE T,

Firepower-chassis /security/ldap/server # set order order-num

(E&) LDAPH— & OWEICHENT 28— F&2fE L3, EER— FEF5E389 TY,

Firepower-chassis /security/ldap/server # set port port-num

LDAP #— S Liiif5 3% & & OB ALOEM 2 AL ETIZT 4 =T M LET,
Firepower-chassis /security/ldap/server # setssl {yes | no}
AT a RO LEEBY TT,
cyes : BEAALBMETY, BofbarTm— FTERWGEIE, Bkl E7,
eno : WELIET 4 =T N TY, RAEHEHRIZZ VT TF AL LTEESNET,
LDAP Cld STARTTLS AMEA S ET, 4Tk, A— b 389 & fli [ L /-5 S{bi15 23 7
REIC72 D £,

LDAP 7 —# R—=Z~DWEDEN T A L TV M2 ETOBEEREL LT,
Firepower-chassis /security/ldap/server # set timeout timeout-num

1~ 60 PO A AI1T 250, 0 (Ea) ZAJJLTLDAP 7 r A X —THE L7 a—nN
W EALT T MEaEFERLES, T 740 ME30RTY,

LDAP 7' m /A Z =0 — SOFEMl A R it o R A —2fREL 7,
Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
AT aFROEEY T,

* ms-ad : LDAP 7' 12 /31 % —|d Microsoft Active Directory T,

+ openldap : LDAP 7" 1 /3 % —|% Microsoft Active Directory TiZd ¥ A,
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ATV 714

ATy 715

(EE)

LDAP F /A 5 —D1ER

REER Y A Mz A LE T,

Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}

GE)

ZOBGE

1X. SSL Bt ME M ATRE T 2 LB DAF LT,

rFo W a s AT AREIZI Y FLET,

Firepower-chassis /security/ldap/server # commit-buffer

il

WOFITIL, 10.193.169.246 &\ 5 ZHITD LDAP Y —/N A A X o 2% AERL L. binddn,
NAT =R AR, A= b, SSL, N —@EzmELl, hTrFrvarealy

FLET,

Firepower-chassis# scope security

Firepower-chassis

/security # scope ldap

Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

HH H o H

order 2

port 389

ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

set
set
set

ROFITIE, 12:31:71:1231:45b1:0011:011:900 & VN9 ZFiiD LDAP — X f VAKX A
NAT— R AR, A— bk, SSL, X —@ErREL, F T
YrvarvEaly hLET,

Firepower-chassis# scope security

ZYERK L. binddn,

Firepower-chassis

/security # scope ldap

Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

HH H o H

order 1

port 389

ssl yes

set timeout 45
set vendor ms-ad
commit-buffer

set
set
set
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B e Jossq s—omm

LDAP 7 O/\41 & —DHEIkk

ATy T

ATy T2

ATvT3

ATvT4

FIE

X2 VT 0 = RERBLET,

Firepower-chassis# scope security

%2 VT ¢ LDAP £— R&BIMAL £
Firepower-chassis /security # scope ldap

BE LI —ZHIBRLET,

Firepower-chassis /security/ldap # delete server serv-name
NI Y T a BV AT AREICAI Yy FLET,

Firepower-chassis /security/ldap # commit-buffer

1

WIZ, Idapl &V D ARTDOLDAPH—ANZHIBRL, T HFrarzaly M54
L ET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

RADIUS 7 O/N\A A —DETFE

RADIUS ZO/NA A —®D T O/NT 4 DERTE

&

ATy T2

ZDHAYTRET DT RNRT AR, ZOZATDTXTOT A X —Hfg DT 7 4 /v bk
ETT, e DT a g F—ZNTRPDT 0T OREDEEN TV SHA ., Firepower
eXtensible Operating System T% DX ENEH I, 7 7 4/ MR EITEH SV E T,

FIE

X2 U7 4 E— FERBLET,

Firepower-chassis# scope security

%=V 5 ¢ RADIUS =— RZBAE L ET

Firepower-chassis /security # scope radius
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ATvT3

ATvT4

ATy TH

Rapius 70,51 #—otes ||

(R Fr—/3& 4 7 RIS L BT 2 HIIC RADIUS % —/3 & OIH(F & P75 2 1
EHRE LET

Firepower-chassis /security/radius # set retries retry-num
EE) VAT LRI —"EX T REE L TEMT HA1C, RADIUS — 3026 DIRE A Ff
ORFHIEIRE 2 3 E L £ 97
Firepower-chassis /security/radius # set timeout seconds
N T v a vk AT AREICAIy FLET,

Firepower-chassis /security/radius # commit-buffer

1

WOBL, RADIUS U b T A Z4IZREL, A LT U MRz 30ICHREL, T
vy varkEaly hLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # set retries 4

Firepower-chassis /security/radius* # set timeout 30

Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

RDERY
RADIUS 7w /A H—Z B L E T,

RADIUS 7O/ N4 & —D1ERL

ATy T

ATy T2

ATvT3

ATy T4

Firepower eXtensible Operating System Tl&, £ KX 16 @ RADIUS 7' 1 /A ¥ —%HR— K LE
jAO

FIE

X2 UT 0 B— RERBLET,

Firepower-chassis# scope security

* %25 ¢ RADIUS =— RZBRfAE L £

Firepower-chassis /security # scope radius

RADIUS #— 4 > A X A &VERK L. X2 U5 ¢ RADIUS H— N EF— R&BELE T,

Firepower-chassis /security/radius # create server server-name

({EE) RADIUS $— L DO@EEICHERT 2R — FEHEEL £,
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B raows Tosss —o e

ATy TH

ATvT6

ATy 17

ATy T8

ATvT9

Firepower-chassis /security/radius/server # set authport authport-num

RADIUS #—/3 F—&HE L 7,
Firepower-chassis /security/radius/server # set key

F—HEEZRET HITIX, setkey 2~ FEZ AL TH 5 Enter Z# L, 7Yoo 7 N CTxF—/H
EANLET,

EE) Zo¥—rfTSndIEFZEELET,

Firepower-chassis /security/radius/server # set order order-num

(FEE) V=% HF U RREL L TlET DRI1IZ RADIUS Y — N & OiffE 2 Hiki 179 5 [EE
FHRELET,

Firepower-chassis /security/radius/server # set retries retry-num

VAT BINY =B X ARREE L CBRANT D HIIC, RADIUS Y— 370 5 D JRE % 5o HF R
WEEfRELET,

Firepower-chassis /security/radius/server # set timeout seconds

EY bk RADIUS 7084 X —|Z TERFFEZERTIHHITL. LVEWVWEAS LTI MEER
ETDHIEEHELEL E9,

Koo H a2 ATAREICZI Yy FLET,

Firepower-chassis /security/radius/server # commit-buffer

1

WOBENL, radiusserv? & WD ZEIOT—/N A4 VAKX U AEER L, FRFER— k% 5858
WZRE L, F—7% radiuskey321 [ZRE L, NHFZ 2 IZRE L, BRITEEE 4 [FIZRK
EL. A LT T FE30ICREL, “BERIELA X—T ML, FFo¥Frvar
Zaly bLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321

Firepower-chassis /security/radius/server* # set order 2
Firepower-chassis /security/radius/server* # set retries 4
Firepower-chassis /security/radius/server* # set timeout 30
Firepower-chassis /security/radius/server* # commit-buffer
Firepower-chassis /security/radius/server #
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rapius 7o/51 #—oEi i

RADIUS 7' O0/\4 & —DHIF&

FIE

ATYT1 EX=2 U7 = RFEBBLET,
Firepower-chassis# scope security
ATwF2 X2 U7 1 RADIUS E— R&BIA L £
Firepower-chassis /security # scope RADIUS
ATV T3 FBELIY—"ZHIRLET,
Firepower-chassis /security/radius # delete server serv-name
ATYT8 FTUF I a B VATAREICAI Yy PLET,

Firepower-chassis /security/radius # commit-buffer

451
WOFENL, radiusl £VH RADIUS —"ZHIERL, hFo¥r7varvwaaly bLE
jqo

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

TACACS+ 7O /N A —DETFE

TACACS+ 7 A/NA H—D T AT 1 DEFE

ZDHAYTRETDTRNRT AR, TOZATDTXTOT anNA X —HfgDT 7 4V bk
ETT, e DT a g F—ZNTRPD T aRT  OREDEEN TV SHA, Firepower
eXtensible Operating System T% DX ENEH S, 7 7 4/ MR EIXEH S E T,

FIE

ATYT1 BX=2 U7 = FEBmLET,

Firepower-chassis# scope security

ATFv T2 ¥ =2VUT 1 TACACS+ E— RZBREL £1,

Firepower-chassis /security # scope tacacs
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B cacs: 7o —o

AT T3 (EE) VATLANT—REL 7 REEL L THEAT SH1Z. TACACS+— 305 DIGE %
FORFMMEEZZRE L ET,

Firepower-chassis /security/tacacs # set timeout seconds
ATYTE FTUH v a B VAT AREICAI Yy PLET,

Firepower-chassis /security/tacacs # commit-buffer

451
WOHNL, TACACS+ Z A L7 7 MNUllgZ 45 BICHREL., I vHFroavdasy
FLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

RDERY
TACACS+ 7' v 3 X —ZAERR L E£7,

TACACS+ 7 O/NA & —DYERL
Firepower eXtensible Operating System T, K 16 ® TACACS+ 7' B/ A X —% P KR— KL F
—é‘o

FIE

ATYT1 BX2 V7 ¢ == RERBLET,

Firepower-chassis# scope security

ATFw T2 X2V T ¢ TACACS+ E— RZBAB L E7,

Firepower-chassis /security # scope tacacs

AT 973 TACACS+ — 3 f U AH U ZA%AER L, TACACS+ ¥— 3 £— RZBtE L 9,

Firepower-chassis /security/tacacs # create server server-name

ATy T84 TACACS+ P — R F—Z2ELET,

Firepower-chassis /security/tacacs/server # set key

F—HEEZRET HITIX, setkey 2~ FEZ AL TH 5 Enter L, 7Yoo 7 N CTxF—1fH
EAILET,

ATv75 (EE) ZoOV—\NRITEnsEFEfRELET,
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ATvT6

ATy 17

ATvT8

tacacs+ 731 4—nii [

Firepower-chassis /security/tacacs/server # set order order-num

VAT AR —NEX T MREEE L CRAT HEIZ, TACACS+ ¥ —/ 35 DR % RO RFH
MRz ELET,

Firepower-chassis /security/tacacs/server # set timeout seconds

EY b TACACS+ 73 XA — | “HEFFEZBINT 251, LVEWE A AT U M
RETHZ L EAHRLET,

(fEE) TACACS+ Vr— Nt odEIERT IR —rEEELET,

Firepower-chassis /security/tacacs/server # set port port-num
NPT a BV AT AREICAI v PLET,

Firepower-chassis /security/tacacs/server # commit-buffer

1

ROBIL, tacacsserv680 & ) A FTDY—/N A L AL o ZZAFR L, F—% tacacskey321
ICRE L, IHFZ 4 1ZREL, RBAbkR— F& 5859 IZREL, NP rvavia
Iy hLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsservé680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321l

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #

TACACS+ 7 O/ A F—DHlkk

ATy T

ATy T2

ATvT3

FIE

X2V T7 4 E—FERBLET,

Firepower-chassis# scope security

t ¥ =2 U7 ¢ TACACS+ E— R&EBAA L,

Firepower-chassis /security # scope tacacs

RELLEY—ZHIBRLET,

Firepower-chassis /security/tacacs # delete server serv-name
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ATV FNTUW I a B VAT AREICTIy FLET,

Syslog D%

&M

ATvT2

ATvT3

ATvT4

ATvTh

Firepower-chassis /security/tacacs # commit-buffer

1

WDOFITIL, tacacsl &9 TACACS+ Y —_ZHIFEL, b ¥ r7varvazaly b
LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

E

VAT A aX TN L, TN AND syslog T—F L EFATT D= NAAD A v =T EINE
THHETT, FROsyslogh—~a X7, v 7B O0T 77— FOEMNELLET,
syslog hr—E R X, Yo7V ar74F¥alb—vary 774 VWHEST, AvE—T%%0F
LTI 7 ANMIBRAFT D0, AL ET, ZoBRoux o 7, RS YR RaYy
Fraa 71t LET, a i, v—F U h I TN a—T 4 U ITBIOA VT v MLEEOD
i TN E T,

FIE

F=H VT B REHBLET,

Firepower-chassis# scope monitoring

Y —)b~D syslog DIEFEEAEMEETIZT 4 =7 VI LET,

Firepower-chassis /monitoring # {enable | disable} syslog console

EE) RAETDHDAvE—VORIK LV EZRIRLET, syslogMEHFRETH D55, v A

TAIFOL~JL EDA =T ar =W IERLET, LA Ty g TR AMED
BIEC—EFRrRENET, T 74/ D LU Critical T3,

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

ARV —TFT 4 VT VAT AL D syslog [EHROE=F ) > T EFGIMLETITT 4 E—T NI
LET,

Firepower-chassis /monitoring # {enable | disable} syslog monitor

(EE) FRTIHAvE—VORKL NV ZERLET, T=ZORERANOHE. VAT

MIFDVLSNVUEORA v =TV EFRLET, LV ATV a IBRAEORIETBERR
ENFEIT, T 74 FD YL Critical T,
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ATvT6

ATy T1

ATv78

ATvT9

ATy 710

Syslog D& E .

Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors |
warnings | notifications | information | debugging}

(GE¥)  terminalmonitor =~ F& AJJ L7=8A12721), Critical KD FTOL~LD A vE—
UNIADE=F IR RINET,

syslog 7 7 A /L~ syslog tFROEZ AL EGIMEETITT 4 B—T VI LET,

Firepower-chassis /monitoring # {enable | disable} syslog file

AvB—UNERIND 7 7 A NVOLRTIERELE T, 77 ANVAIT 16 LFETANTEE
—§_ﬂo

Firepower-chassis /monitoring # set syslog file name filename

LR 77 ANVIRGET DA v E—VOKRKLVERIRLET, 77 A LVOREREHO
BE., VAT LFEDOLSNVEUED A vE—T % syslog 7 7 A MVICHRTEFELET, LoL 47
vaIBEMoRIEC-ERTEINET, T 74/ hO LU Critical TY,

Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}

BB BHFOA v =V TRbEWA v =R EEXSNDRIORR T 7 AL P A X (R
A4 NEALD) ZRELET, ARN72EFIT 4006 ~ 4194304 /N1 K TT,

Firepower-chassis /monitoring # set syslog file size filesize

K 3 B DI syslog Y —73~D syslog A v —VDEEEHRELET,
a) K 3B DIES syslog — 3D syslog A v —TDOEEEHIMLE 13T + B—T M
LET,

Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2
| server-3}

b) (EE) HMue IR ETEIA v E—VORIKL AV ERIRLUET, UE— NMEERER)
2o TWAEAR., VAT HIZEDO LWL ED A v =T 2B — NZEE L F T,
LAL A7y g NEBRAORIECT-EERINE T, T 74 D L ~ULiE Critical T
7,

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level{emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

c) FHELYET— | syslog V— "DHEA M ELIFIPT RLAZBELET, KA ML
256 LFFETANTEET,

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
hostname /ostname

d)  (EE) #HELEYE— Fsyslogh—NTEE SN D syslog A v E—VICEENDL T 7 v
V74 LULZIRELET,

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
facility {local0 | locall | local2 | local3 | local4 | local5 | local6 | local7}
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ATvIN

ATvT12

DNS H—/\DEE
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O—HVEETERELET, AMEERITZT 4 —7 TR0 — D RET T LT, RO
a< REAJJLET,

Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}
WDONTIPITIRD ET,
caudits : TR TCOEEAR 7 A X hOrX o Th A RX—TNVETT 4 =T VIZLE

j‘o
sevents : §XTCDVAT L AR NOOF U T A X —TNVERIETT 4 2—T NI LE
7,

efaults : T XRTCHOVATABEOC X T2 GMMEELITT 4 B—T7 NI LFET,

NZo¥rvarvazaly bLET,

Firepower-chassis /monitoring # commit-buffer

1

WOBENL, a—Hh/ 77 A NLDsyslog A v E—VDA RN L—T% A X —TMIZL, b
FoWrvarEaly bLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console
Firepower-chassis /monitoring* # disable syslog monitor

Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
Firepower-chassis /monitoring* # set syslog file size 4194304
Firepower-chassis /monitoring* # disable syslog remote-destination server-1
Firepower-chassis /monitoring* # disable syslog remote-destination server-2
Firepower-chassis /monitoring* # disable syslog remote-destination server-3
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

VAT ATHRARGDIP T KU ANOIRPFNLE 251X, DNS —_ZI8ET D LEN H
DET, 722X, DNSH—RZFRIE L TR & Firepower ¥ ¥ — ¥ TRRIEZTTH & X1,
www.cisco.com 72 DRI A TE EFHA, = DIP T L AZHEHITAZLENRHD |
IPvd 721X 1Pv6 7 RL ADWT NN EHEHTEET, K4 HBDDNS b—N"EHETEE
7
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\}

ons 4—ozE i

G¥)

&M

ATy T2

ATvT3

ATy T4

D DNS 4 —RZRETIHHE. VAT ALV —"ORRIEIZT #2220 97,
0 — A NVEBH < KB DNS — OB ELELETEH5E. 350 DNS — D7z T
X LTRRBELET,

FIE

VAT L E— RICAD £,
Firepower-chassis # scope system
AT A H—E A E— FEHBLET,

Firepower-chassis /system # scope services

DNS P — "2 B £ 12 ITHIBRT 51213, ROZETHa~r FEALLET,
cFRELT2 1PV £7213IPv6 7 R L ZAD DNS =R fi il § 25 L 9V AT LA &RET D
S
Firepower-chassis /system/services # create dns {ip-addr | ip6-addr}

JEE L7 IPv4 7212 IPv6 7 KL A DNS Y — & YIRd 584 -

Firepower-chassis /system/services # delete dns {ip-addr | ip6-addr}

NI av B AT ARTEICZI Yy PLET,

Firepower /system/services # commit-buffer

1

WOFITIE, IPvd 7 KL A 192.168.200.105 2> DNS —ZREL. M TP
varvwzaly bLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

ROFITIL, IPv6 7 K LA 2001:db8::22:F376:FF3B:AB3F Z > DNS Y — \Z5RE L.
N rvari Ealy hLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 2001:db8::22:F376:FF3B:AB3F
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #
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WOFHITIE, IP7 K1 2192.168.200.105 Z 5> DNS — SZHIR L., T P73
vEaIy hLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

FIPS E— FOHEIIE

ATy T

ATy T2

ATvT3

ATy T4

Firepower 4100/9300 >+ — 3 C FIPS € — RZ G T HITiF. WOFIAZFEITLET,

FIE

FXOSCLI2»5, ¥ 2 U7 4 = FEBL £7,
scope system

scope security

FIPS E— FAZ AT L £ T,

enable fips-mode

REXAIy FLET,

commit-buffer

VAT L iEELET,

connect local-mgmt

reboot

RDBARY

FXOS U U —22.0.1 XY LLEIEX, 73 ZADOENOFERFIER L7z SSHAR A ~ F—2% 1024
By MINn—FK a— RS TWE L, FIPSBELWaty 7 747 7TiREEMICHENT 5
WZiE, ZOHWARZR N F—ZREFEL, SSHAR A F F—04k TEEMA2 i+ 2 FIEAHH L
THLWARA N X —ZERTO2MERHY £9, ZNHOBEMTFIEEZET LRV E | FIPSE—
REHZLTT A A% Y 7 — L7212, SSHEEH L CTA— 8 I TE < 72
D EF, FXO0S2.0.1 LIEEMEH L CHIHRREEZITo7HmA I, FILWEAA N =247 5
VEIH Y A,
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A€ 92477 E— FOAEIE

&

ATy T2

ATvT3

ATvT4

Firepower 4100/9300 & ¥ — L Caty 7 747 V7 E— FEAMNIT DI, ROFIAZE
FATLET,

FIE

FXOSCLI 7*H, EFx = VU7 4 B— REBtAL £,
scope system

scope security

a®y VAT VT T— REHEWELET,
enable cc-mode

mEEZaI Y NLET,

commit-buffer

VAT NEHEE L ET,

connect local-mgmt

reboot

RDBERY

FXOS U U —22.0.1 £V LRI, 734 ZADOERYOFERFVERR L7z SSHAR A~ F—72% 1024
By MIN—F a—RFRENTWELE, FIPSBIOa®y 79747 ) 7TREEMICHENT S
Wi, ZOHWKRA N F—ZFE L, SSHA A b F—DAR TrEz2 il 2 FIEE#EH L
THLWHRA N =% LR THLERHY T, ZNOLOEMFIEELZFEITLRNE, T
IIATIVT BE— REANILTTNNA A% Y 7 — M L7%IZ, SSH 2 H L TA— 31
PFICHHE TE 2 <72V £9, FXOS2.0.1 LIFEZHEH L THIHIEREEZIT o125 E1E, LAz
¥ —2ARTH20ETIHY EHA,

P70€X )X FDETE

7 7 /L kT, Firepower 4100/9300 ¥ v — 32— /L Web —/X~DFT X THT 7 & A
BHEELET, IPTI7EA VAL, KIP 7Ty 7O EIN5Y—E A0 A MEFHAL
TRETHVENHY £7,
IP77FAUARNI, (kO haLzdR—FLET,

« HTTPS
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B rrotzuzron

ATy T

ATy T2

* SNMP
» SSH
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IP7 RLA (vdE7201Ev6) OFKET a7 T, i R25EORL DY 73y hEAEY—E R

LTRETEET,

BTy hZ20, LT 4w 7 A% 0 EBETDHE, —ERITEHIFRIZ

TIRBATEDLITRY £,

FIE

FXOSCLI 7°6, —E R E— RF&ZBBLET,

scope system

scope services

T I EATELEICT A —ERADIP 7 a7 ZERLET,

IPv4 DGE

create ip-block ip prefix [0-32] [http | snmp | ssh]

IPv6 DIEE

create ipv6-block ip prefix [0-28] [http | snmp | ssh]

1
IPv4 :

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope system

/system # scope services

/system/services # create ip-block 10.1.1.1 24 https
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 11.1.1.1 24 ssh
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 12.1.1.1 24 snmp
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # sh ip-block

Permitted IP Block:

IP Address

IPv6 :

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

. Platform Settings

Prefix Length Protocol

24 Https
24 Ssh
24 Snmp

/system/services # create ipvé6-block 2014::10:76:78:107 64 ssh
/system/services/ipv6-block* # com

/system/services/ipv6-block # up

/system/services # create ipvé6-block 2014::10:76:78:107 64 snmp
/system/services/ipv6-block* # com
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Firepower-chassis /system/services/ipvé6-block # up
Firepower-chassis /system/services # create ipvé6-block 2014::10:76:78:107 64 https
Firepower-chassis /system/services/ipvé-block* # com
Firepower-chassis /system/services/ipvé6-block # up
Firepower-chassis /system/services # sh ipv6-block
Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol

2014::10:76:78:107 64 Https
2014::10:76:78:107 64 Snmp
2014::10:76:78:107 64 Ssh

MAC 7—J)L JL 24y RDEMEAVTF A UARE
SRABZ—TTAAOMACT7 FLADERTR

FXOS ¥ —iF, HEA LV AZ LV ADIFEA L EZ—T 2 APN—ED MAC 7 FL A&
HE9IC, ArTFA VAR LUAL U E—T oA ADMACT RL 2% HEIICARLE T,
FXOS v ¥ — V%, OB ZFEH L TMACT RLAZARK LT,

A2xx.yyzz.zzzz

A IEL =P ERDO T VT 4 v I AERITV AT AERD T VT 4 v T ATHY | zzzzzz 1T
VX —VWNERLIEWNESA T 2T, VAT AEFRO T VT 4 v 7 AL, IDPROMIZ T B S
T AENTVWS Bumed-InMAC 7 KL 2 F—LINOFEIIOMACT RLAD FE2 /34 | & —
H L E7, connectfxos 2T L. ¥kIZ show module Z il LT, MACT RL X F—L %%
ARLET, HEZE, BV 2L HIDOWTURSNTWVAS MACT R L A D725 b0aa.772f.f0b0
~ b0aa.772ff0bf DA, VAT L T LT 4 w7 A 0b0 (2720 £,

FEAZOWTIL, avTF ALV ARZ VAL E—T =2 ZAOHBMAC T RLZZHR LT
<&,

ZOFMETIE, MACT RLVADERRFIEEERTHEAHEIND S VI 4 v I ADF TS ard
TEEFTEIZOWTHIALET,

GE)

ATy I

IRELT N, ADREBBICMACT SLADT VT 4 v ABERTIHE, NT 74 v 7 BHl
INDAREMERH D £97,

FIE

X2 VT4 =R E—FREBBLTOLSL, HEIMAC 77—V E— REBMB L ET,
scopessa

scope auto-macpool

&1
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B vaci—L oL v r0EmMETYFF A VREVR AV E—T T4 ADMAC T KL RDET

ATvT2

ATvT3

Firepower# scope ssa
Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool #

MAC 7 R L ADAEKKHICHEH SN MACT RLADT LT 4w 7 A%FELET,
set prefix prefix
e prefix : 1 ~ 65535 D10 EHEE AN LET, ZOT VT 1 v 7 AL AKHTD 16 EEEEIC L
S, MAC7 RLAD—fE LTER SN ET,

FLT 4y 7 ADEHFEZRTHORE, VI 4y 7 ATTERETDHE, v —103 77
% 16 HEELAE 004D (yyxx) ICEHLET, MACT RLATHAT L L, L7 4 v 7 AT
VX =V FAT 4 7RI T DI EnNET Gyy) o

A24D.00zz.zzzz

TV 47 A 1009 (03F1) OHE, MAC 7 FLAFRD & 51270 £,
A2F1.03zz.zzzz

U

Firepower /ssa/auto-macpool # set prefix 65
Firepower /ssa/auto-macpool* #

RIEERIFLETS,

commit-buffer

1 -

Firepower /ssa/auto-macpool* # commit-buffer
Firepower /ssa/auto-macpool #

MAC 7 RLADEI D ¥ THEFRLET,

show mac-address

1

Firepower /ssa/auto-macpool # show mac-address
Mac Address Item:

Mac Address Owner Profile Owner Name
A2:46:C4:00:00:1E ftdl3 Port-channell4
A2:46:C4:00:00:20 ftdl4 Port-channellb
A2:46:C4:00:01:7B ftdl Ethernetl/3
A2:46:C4:00:01:7C ftdlz Port-channelll
A2:46:C4:00:01:7D ftdl3 Port-channell4
A2:46:C4:00:01:7E ftdl4 Port-channellb
A2:46:C4:00:01:7F ftdl Ethernetl/2
A2:46:C4:00:01:80 ftdlz Ethernetl/2
A2:46:C4:00:01:81 ftdl3 Ethernetl/2
A2:46:C4:00:01:82 ftdl4 Ethernetl/2
A2:46:C4:00:01:83 ftd2 Ethernet3/1/4
A2:46:C4:00:01:84 ftd2 Ethernet3/1/1

. Platform Settings



| Platform Settings

AVTFFAVREVADY Y= TAT 74 ILDEM .

A2:46:C4:00:01:85 ftd2 Ethernet3/1/3
A2:46:C4:00:01:86 ftd2 Ethernet3/1/2
A2:46:C4:00:01:87 ftd2 Ethernetl/2
A2:46:C4:00:01:88 ftdl Port-channel2l
A2:46:C4:00:01:89 ftdl Ethernetl/8

451
WOHITIE, MAC V7 4 v 7 A% 33ITHREL TWVET,

Firepower# scope ssa

Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool # set prefix 33
Firepower /ssa/auto-macpool* # commit-buffer
Firepower /ssa/auto-macpool #

AVTFTFAVRBAADYY—X TAT 74 ILDEN

ALTFALAZ AT Y ADHARERET DITIF, 10 FEHO) V=2 T
07 7 ANVEERLET, REETASAR/T TV r—var A ARERT L5513,
TV Y =207 77 A NVERELET, VY —RA B 77 AWML CPU a7 D ZEK
FELET, RAMBIOT 4 A7 BRIT 2T OBIHE-> TEIHICED Y ToRET,

« AT OENEIT6 T,

cHNET —F T 7 F ¥ ICLV 8aTV HETHI LILTEERA,

« AT HAEE (6. 10, 12, 1472L) THRARMEETHD B THI ENTEET,
cFIFATREAR IR 7THUE, EFX 2T 4 TV a— L/ Uy —Y FT VLo THRZRY F
To AT FT AU AZ U ZADEMEHHEFMGESR LTI ZE N,

V¥ —lZiE.  [Default-Smalll &FEHENAT 74V R Y Y =2 T a7 7 A NANREENTWE
T, ZO0aTEIIERE/NTT, 2O T A NVDOEREZEE LD, FHEINTWARWREIZ
IFHIBRT 22 b TEET, vr—r&2Ur—KL, VAT AIMOT 07 7 A VBTFE LR
WIEEIX, 2o a7y A AR ERSIVET,

YUY —=RATa7 7 ANVOREEELTHE, ZOVY—RATa 7y A )VEFHTLTXTO
AAZ AR B—= FENET, ZHUTTK S Tnh £9,

FID A A% A% FMC IZIBML72RIZ Y Y — R a7 7 A VREEEET D561,
[Devices] > [Device Management] > [Device] > [System] > [Inventory] % 1 7 12 77K v 7/ A TH =
=y DA RN EREHFLET,
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. AVFFAVREAVADY Y—R FAT7 A LOEM

ATy

ATy T2

ATvT3

ATy T4

ATy T5

FIE

X2 VT4 —E R E— FEFBLET,
Scope ssa

1

Firepower# scope ssa
Firepower /ssa #

VY —2 a7y A VEERLET,

enter resource-profile name

Platform Settings |

ename : 727 7 A NVDLHIE 1 ~64 LFETHRELET, BNBIZZOTa 77 A4 LD4

BiZZH+THZ LI TEERA,

1 -

Firepower /ssa # enter resource-profile gold
Firepower /ssa/resource-profile* #

A A LET,

set description description

e description : 7’12 7 7 A VOB ERK 510 LFTRELET, 7L—X&5HfF (") T

PHI, AR—2ZBMLET,

1 -

Firepower /ssa/resource-profile* # set description "highest level"

CPU 27 O aZELET,

set cpu-core-count =7~

ecores : V¥ —IIN U T, Tl r A N0aTHE 6~ R (B CTHRELET, 8

AT EET DI LITTEEE A,

1

Firepower /ssa/resource-profile* # set cpu-core-count 14

RIEERIFLETS

commit-buffer

1 -

Firepower /ssa/resource-profile* # commit-buffer
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ATvT6

ATy 17

AVTFFAVREVADY Y= TAT 74 ILDEM .

Firepower /ssa/resource-profile #

X2V T4 P—EXE—FNB ) Y—=RA T 77 A VOEY Y TERRLET,
show resource-profile user-defined

1 -

Firepower /ssa # show resource-profile user-defined
Profile Name Is In Use CPU Logical Core Count Description

bronze No 6 low end device
gold No 14 highest
silver No 10 mid-level

X2V T 4 FEVa2— /Ay O Y —AFHREFRLET,
show monitor detail

1 :

Firepower /ssa # scope slot 1
Firepower /ssa/slot # show monitor detail
Monitor:

0S Version:

CPU Total Load 1 min Avg: 18.959999
CPU Total Load 5 min Avg: 19.080000
CPU Total Load 15 min Avg: 19.059999
Memory Total (MB): 252835

Memory Free (MB): 200098

Memory Used (MB): 52738

CPU Cores Total: 72

CPU Cores Available: 30

Memory App Total (MB): 226897
Memory App Available (MB): 97245
Data Disk Total (MB): 1587858

Data Disk Available (MB): 1391250
Secondary Disk Total (MB): O
Secondary Disk Available (MB): 0
Disk File System Count: 7

Blade Uptime:

Last Updated Timestamp: 2018-05-23T14:26:06.132

ATYT8 77V r—yvar AV AF L ADY VY —REN Y TEFRLET,

show resource detail

1 -

Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:
Allocated Core NR: 10
Allocated RAM (MB): 32413
Allocated Data Disk (MB):
Allocated Binary Disk (MB):

49152
3907
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Allocated Secondary Disk (MB): 0

451
WKOBHTIE, 350 V—R Fa7rA L BMLET,

Firepower# scope ssa

Firepower /ssa # enter resource-profile basic

Firepower /ssa/resource-profile* # set description "lowest level"
Firepower /ssa/resource-profile* # set cpu-core-count 6

Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile standard

Firepower /ssa/resource-profile* # set description "middle level"
Firepower /ssa/resource-profile* # set cpu-core-count 10
Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile advanced

Firepower /ssa/resource-profile* # set description "highest level"
Firepower /ssa/resource-profile* # set cpu-core-count 12
Firepower /ssa/resource-profile* # commit-buffer

Firepower /ssa/resource-profile #
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