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[Remote User Role Policy]
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Firepower-chassis # scope security
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HTTPS, SSH., BX U Telnet T a v D7 A NIV EZA LT 2R ELET,

Firepower-chassis /security/default-auth # set session-timeout seconds

EE) av =Nyl aDT A KVEALLT T FERELET,

Firepower-chassis /security/default-auth # set con-session-timeout seconds

(FE) ByvarBIOdtyyary A LT NOREEZFRLET,

Firepower-chassis /security/default-auth # show detail
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Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

ety ay RALT O MDERE

ATy I
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ATvT3
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WOUZBEfR72 <, Mty ay 24 A7 0 MRS RRT L 2—F oy a IFACS
NWET, ZofaxtZ A L7 T NERE i U7 3y — b, SSH, HTTPS #&ted ~TD
BT 72 AR LT/ r— V@A S NET,

UTNLaryY— )Ly aroifixttyiar EALT Y NEREABMICRETEXET, Zh
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Hasct Z A LT 0 MEDT 7 40 MiZ 3600 7 (604y) THV. FXOSCLI ZfH L TEFE T
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FIE

X2 UT 4 = FERBLET,

Firepower-chassis # scope security

FI7x MR X 2 YT 4 B— REHBLET,

Firepower-chassis /security # scope default-auth
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Firepower-chassis /security/default-auth # set absolute-session-timeout seconds

ATy T4 (FEE) BE0aryY—Ltyiary ZALT T NERELET,

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds

RATvTS (EE) ByiarBIOHdty v ar FA LT U FOREERFLET,

Firepower-chassis /security/default-auth # show detail

1 -

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No
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R TE B TA VRITOT 7 40 b ORKEEIZ0TY, =2—Fna 1 v diToRK
HEBZI-LEIZVAT ANy 7T U NENDT 7 4/ h ORI, 304 (1800F))
<7,

e —HFDOu Y I T NDAT—=H AT R L, 2—VFDOuvy 777 MREZZ VT THF
EIZD>WTIE, 22— P gy I 77 h AT —FZADFRBLORZ VT (14—2) 2R
LTL &N,

TOFTvasit, VAT LADAT L I TAT ) TRE~DEREZEGTHIESE Y —1
ZAD1OTT, FEMICHONTIE, BX 2T FHEMEIESI LTI F X,

User Management .


b_GUI_FXOS_ConfigGuide_231_chapter6.pdf#nameddest=unique_69

User Management |

B = vovsryrzx5—sz08R680507

ATy T

ATy T2

ATvT3

ATvT4

FIE

FXOSCLI 6, EF =2 VU7 ¢ E— RIZAD T,
scope system

scope security

K& om0 74 dfToREmBEERELET,
set max-login-attempts

max_login

max_login DfEIX. 0~ 10 OFHNOIEEOFEETT,
n A RITORGEEBICE LI#, 2— R AT Ahbr vy 7T ISR (FH
) ZHRELET,

set user-account-unlock-time

unlock_time

WExX2I Y PLET,

commit-buffer

A—4HYAYI 7O RAT—R3ADRTELUVI )T

ATy I

ATvT2

BHEE o —, RO FEIEDS [Maximum Number of Login Attempts] CLI 3% & CTHRE S/ =
JA i KT &8 2. 7= 5. Firepower 4100/9300 > v —3 2»ba v 7 77 hERTW5
a—POry 7T RN AT =FAERKRFBIOZ VT TEET, FHMICONTIE, 7o iR
ITORKEBORE (13 ~—) 2ZRLTIZIV,

FIE

FXOSCLI 2°H, EFx =2V 7 4 F— FIZAD £,
scope system

scope security
YT L2—Voa—FER (@Y 77U N AT =2 REET) ZROLIITERLET,
Firepower-chassis /security # show local-user user detail

1 :

Local User user:
First Name:
Last Name:
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ghizr—rEFryroxz ]

Email:
Phone:
Expiration: Never
Password:
User lock status: Locked
Account status: Active
User Roles:
Name: read-only
User SSH public key:
ATvFT3 (B =2—VouvIsT7 7N AT—H2E7 VT LET,

Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status

BINARAT—FEF VI DETE

B/SAT = REF = v 7 BN LTea1, BE LR/ T 2T 2320 — R&2/(E
T BHENRHY E9, 7oL 20X, min lengthd 72 a U % ISICRE LTHE, AT — RiZ
15 CFLLEZMA L CTERT D2 RERH YV £, 04T vaid, VAT LOaEY 77

AT VT RESNDHEILD =D DED 15T, FHEMICHONTIE, BF =V 7 1 iEELEZ SR
LTL7EEN,

RANSAT = FEF =y 7 ZRET DI, ROFIEZFEITLET,

FIE

ATYF1 FXOSCLInhH, X2 )T 4 T—RICAD £7,
scope system
scope security

ATV T2 RRAV—=ROF/NORESEEELET,
set min-password-length min_length

ATvT3 FEEZaIv FLET,

commit-buffer
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O—AIL1A—YY 7Hho2 FOER

FIE

AT 71 [System] > [User Management] % 3R L £,

ATw T2 [Local Users] ¥ 7% 27 U w7 LET,

ATw 73 [AddUser] #7 V v 27 LTC[Add User] ¥ A 7 /Ry 7 A%B&E £T,

ATy T4 2—FICHLTERINHEREMBHL T, ROT7 4 — /L RIZEEZ A LET,

Bl

B8

[User Name] 7 1 —/L R

ZOTATNIa AT HEXIEREINAT AT B
%, ZOLARNE, BAETHY, 2—VF THU NADOHA R
TA L ERHIRERZ L TCOWARERH Y £5 (=—F 412
THHARTA L 23—=2) 25H) |

2—PERRFELIZKZIZ, m /A IDEEFETEETA, 22—

BT bEHERL, BILOW2—FT AT FEERRT S
VENH Y £,

[First Name] 7  —/V

a—HDL, TDOT 41— RiZiE, 32 LFEFTOHEE AT
S I

[Last Name] 7 .t —/V R

a—Yolt, 207 4 —L RIZiE, 32 XFETO/EE AT
=F7,

[Email] 7 4 —/V K

2= FOBET A=A T KL,

[Phone Number] 7 4 —/L K

2= OBE

[Password] 7 4 —/L K

ZOTHY Y MIBEEMFT O TWERSRAT— K, /RAT—
RRETF = v 7 AN LI2maid, =2—% "2V — F&il
[E72 b DT HHMENH Y 7, Firepower eXtensible Operating
System (F5RE T = » 7 B2 w72 L TWVRVWRRA T — KA fE
HLET (RAUV=FRZETLITA FT0 B~=) %
ZH)

[Confirm Password] 77 4 —/L

RO THDI/RAT — RO AT,

[Account Status] 7 4 —/L

AT —H AN [Active] IZFRE INTWDHYHA, =—HIXZ o
174 1D & /XA T — RZA{fi H L T Firepower Chassis Manager
& FXOSCLIIZr /A TEET,
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n—ana—+s7ao robik [

Bl

B

[User Role] U A k

2= THT MBI Y THHRERT B — (22—
n— (713—) 5]

TRCOZ—WIIT 7 4/ b TIEEFEHFE BEH o —/LnE Y
BTHNET, ZOr—/HIRIFR T ¥ A, EHOr—
NEEIDYTHITIL, Cerl 2 L-FEE, HHOr— L %E
Uy 7 LET,

G =2V e BIXOHROERIXREIO—F 1
JA VRHZAENZR 0 ET, 2—F T HT L h~D
FLnme—LoE Y TOREFO R —LVOHIRELT
Y EEFICA—FRa A L LTWDAEA, T 7T 4
Tl v va SFURTO B — VRMERR % 5| & foe X il
ALET,

[Account Expires] F = v 7 78 v
7 A

FATTHE ZDOT 1D M [Expiration Date] 7 4 —/L R

THRE L7z BFHCHIRYINIC 2 0 . 2 LIRS T 722 <

e ET,

GE) ==Y T7hor MIAIMIRERE Lk, A2
R LICHRETHZ LI TEE¥A, HFEL. 7
717 v s OB HIIR A RTRE e e b BV HATIZER
ETDHZ LITARETY,

[Expiry Date] 7 4 —/V R

7wy SBRHIREIIC R S B, B ORERIT yyyy-mm-dd
‘(“—g—o

DT 4=V ROKIRIZH LIV —T A arks ) v
THEH VU —NRRII, ENEHEH L THIRA 28R
TEET,

ATy TS5 [Add| 227 Y v 7 LET,

O—AhIL1A—Y 7Hho 2 DOHIEK

FIE

AT w71 [System] > [User Management] % &R L £ 7,
ATw 72 [Local Users] ¥ 7% 7YV w7 LET,
ATv T3 HIBTH22— 7 HU L FDITT, [Delete] %7 YV v 7 LET,
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B o rras7r9 0774 TeEETI 74 TiE

RTw T4 [Confirm]) XA TRy AT, [Yes] 27 Vw7 LET,

O—ANNA—YYT7hoOU b DT7O T4 TILFERITIET S
T4 71
O—hNa—F T T 77 4 TALEREFHET 7T 4 7L TE 2D1E, admin bR FE 7=
1L AAA MERRZ R D2 —HF DB TT,

FIE

AT w71 [System] > [User Management] % iR L £ 7,

AT w72 [Local Users] ¥ 7% 7Y w7 LET,

RFYTI TIT 4 FELIRIET 2T 4 TF Ba—F TH T hOfF T, [Bdi] GETA ) %
727Uy LET,

RATw T8 [EditUser] ¥4 7 a /Ry 7 AT, ROWTIEFETLET,

ca—W THUL NEeT 7T 4 7T DI, [Account Status] 7 1 — /L KD [Active] 47
vVar A EIY v LET,

ca2—Y T H U NEIET VT 4 T T DX, [Account Status] 7 o« —/L K@ [Inactive] 4
Trar g e ) v LET,

admin 2 —H T H U MIFIZT 77 4 TICRESNE T, BHIZTETERA,
ATY TS5 [Savel &7 U v/ LET,

H— jj)l/nu..\niEé;h'T:l_-Uio)/\ozlj_ F\Eﬁo)b U 7

FIE

ATy EX2 V71 E— RERHBLET,

Firepower-chassis # scope security

ATy T2 FHELIZa—Y ThH bl Tae—h L a—Y X2V T 0 T— RE2BHBELET,

Firepower-chassis /security # scope local-user user-name

ATFYT3 EELFa2—F T ORRY— R@EREZ 7 V7 LET,
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Firepower-chassis /security/local-user # clear password-history
ATYTE FTUB Iy a BV ATAREICAI Y FPLET,

Firepower-chassis /security/local-user # commit-buffer

il
WIZ, NAU—RNEREEZHEEL, N T o7 v a 2 ET D EZRLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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