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5 2

Firepower 2 X274 7 ITS3A T VRD
B

e Firepower E X 2 U7 ¢ 77T A4 7 L AZHONT (1 <—2)
XV AV ADE=Z YT (1 8—)

Firepower X211 74 7 T34 7 RIZTDNT

Cisco Firepower 4100/9300 > v — 1, v NV —Z7BLPar 7oy vxa 74 Y a—
a rOWRMINT T v b7+ —24TF, Firepower4100/9300 & ¥ — 2 (I Aa 7 7Y r—3 g
RN I AT TANTIFx (ACD) X2V T 4 VU a—arO—#HTHY,
JERME, —BHoHLEIE, v TNV RERE SRR T A DICEE SN, BT AH—T
MOEXaTRT Ty N7+ — LML ET,

Firepower 4100/9300 > v — 3 [k Dfie 2 #&L L £ 4,

CEV 2T U=V R=ADEFX2 VT 4 VAT L EmMRE TR AL SR E . BN
T-yRsEME AR S N E T,

» Firepower ChassisManager : 777 7 4 1)V 2—HF 4 o X —T 2 A4 A2 L - T, BIHEOT ¥ —
VAT = ANHRE L FRINCE RSN, Uy — TV ORRIIEHRICRECTCE E7,

«FXOS CLI : #BEDRE., V¥ —Y AT —ZZADE=LZ V7 BIOVGERNT T
Va—T 4 VITHEEENDT VB AEIT) AT RR—ADA X —T oA AR L E
—a‘o

«FXOSREST APl : =2— VN vy —2 270 /I L2 AL THEL, BHTEET,

~ ~ — N W
U=V ANILADEZARY) Y
show environment summary =~ > RZffi l{ L C. Firepower 4100/9300 3 v — > D &R 7o fit
AT TORBRER R TEET,
« Bt )E# & (Total Power Consumption) : {HE S5 G5HE ) (V> MEAL) |
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. =Y ANLADE=LY LY

« BNIEE  (Inlet Temperature) : JAFHT 27 AEE (FBRHAD)

« CPU &% (CPU Temperature) : 7' ot v OiEE (FEKHN) |

EIR X A 7 (Power Supply Type) : AC F£721% DC,

« BWIRATI 7 4 — R A7 —H4 A (Power Supply Input Feed Status) : AJJ AT —# & ([Ok],

[Fault]) .

« BRI J) AT —4% A (Power Supply Output Status) : 12V H ) A7 —% &2 ([Ok], [Fault]) .

o BIROKE AT — 4 A (Power Supply Overall Status) : PSU DG HI 72~V A (BIfERTEE,

o4 Lz, IBEORE .

= RPM,

[Critical]) .

DAL A, R ORTE)

YYUTHE SO AEES (U y MEAD

VoATEHEO T o v bR TR L EWIRE (BKEA)
=S}

2T v 1 FXOSCLLIZEHF LE T (FXOSCLI~DT7 7k (15—3) #%W
ATFwT2 vy —3 EF—FRIZAY £,

Firepower-chassis# scope chassis 1
ATYTI V¥ — O AOWMEEFRT DT, koavr ReEAHLET,

Firepower-chassis /chassis # show environment summary

1

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # show environment summary

Chassis INFO :
Total Power Consumption: 638.000000

Inlet Temperature (C): 32.000000
CPU Temperature (C): 47.000000

[ Cisco Firepower 4100/9300 FX0S 23(1) CLI 2 > T 4 FaL—S 3> HA K

7 7 2 E RPM (Fan Speed RPM) : 1 OD 7 7> ML AIZHIMEDT7 7D ) bixb

7 7 VR AT — 4% A (Fan Speed Status) : 7 7 »iEJE ([Slow]. [Ok]. [High].

77 DO E AT —H A (Fan Overall Status) : 7 7 DR AR e~V A (Ei{ER[RE. HX

7' L— RERHFEIHE & (Blade Total power consumption) : £F = U7 ¢ £V =2 —/L/=

7L — K ZutvHhiEE (Blade Processor Temperature) : ¥ = U7 4 TV 2 —/L/T



| Firepower t¥1UF 1 7 IS4 7V RAOBE
D=V ANLADEZRY VYT .

Last updated Time: 2017-01-05T23:34:39.115

PSU 1:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable
PSU 2:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable

FAN 1

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 2

Fan Speed RPM (RPM): 3388
Speed Status: Ok

Overall Status: Operable
FAN 3

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 4

Fan Speed RPM (RPM): 3212
Speed Status: Ok

Overall Status: Operable

BLADE 1:
Total Power Consumption: 216.000000
Processor Temperature (C): 58.000000
BLADE 2:

Total Power Consumption: 222.000000
Processor Temperature (C): 62.500000
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CLI #1 %

EHHBR AT = b (58—)

cavry RE—FK (§3—)
ATVl b avwr R (8 —Y)

e aAv Y RDFEAT (9—)

e v RERE (9 —)

R Oa~w Foa I v b, HE, Fr (9 —)
cCLIDA VT A~ (10 X—2)

«CLIEZ vz UR (10 X—)

BENEATOY F

Firepower eXtensible Operating System (FXOS) (X&FHxIRA TV =7 M T VEEH L ET,
INHDOFT Vs NI, BEARERMEET LT 4 T« EIERE T T T 4 B HIRICE
BHLZb0TT, X, v vy—3y, X274 EVa—, Xy RU—F FVa—)L,
R—h, Ty, FEHEAT V=7 P LTRBAINDIMEE T 4T 4 TT, £
7o, 2= =7 Ty b7 —A R o—id, BEHRA TV FELTRESND
LT T AT 4 T

BHG A7V =7 MATBEMT STV DR EFTRER 7 13T ¢ WEEAFET D560 &
DET,

aAvU R E—F

CLI® 2~y FE— NIMEHEICR>TEY, EXECE— RBREOR il 720 £3, &
WL ULDOE— R, BWL-ULDE— R LET, L -ULDFE— KD 1 D&KL
~LDE— RIZBEIT 5HIZ1X, create, enter, 3L Wscope 2~ REfEHLET, £/o, £—
RIS T 1 O L LB EIT 51213, up 2~ FEEMRLET, £72. F— FNEEOK
EALICBEIT DI top 2~ RBEHATE E9,
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G¥)

AV RE= RORPIEHGEA T V=7 MCEEMT N TV DD, 54T V=7 b
EBHEAMT T ONTWAE—RIZT 7 BATEL LT HIZIE, T 2047V =7 MEAE
KT DHDMLENRHYET, 77 BATEHE— NIIKHTHIEENRA T V=7 D EERT DI,
create 5 L Nenter =2~ > K& H L £9, scope 2~ RIFEHMIRA TV =7 FEIERT D
LOTEDY FHA, TTICEBENRA TV 27 MBMFHETHE—RIT 78 ATHETT
T

£F— RIZIE. FOF—RTANTEDZa<wr ROy hBAEENTWET, &F— KA
TE2IFEAEDa~y Rk, BEfT SN EHRGRA 7 V=7 MR LTOET,
F£E—RKOCLIZr 7 MZiE, T— FBEBICBIT 2HMEDE— RETO I NARANERIN
F9, ZCkY, avr RE— FERETOEREMEN DD LT R E9, £z, BEN
ERBET AMEND AEAITIE. FERICER eBERE T,

WDOFRIZ, FEpa~v L RE—R, £EET—F~OT7 7R |MfEHTHa~r F, BLOEE—
RIZEHETT SN TWA CLL 7Y e v 7 M a2 R LET,

R1I:FEHaARVFE—FRETOVTH

E— K& TOERXIZERT SR E—FJAVTH
EXEC EEDOE—RPb top 2~ R #
THETH EXEC “E— R7/*5 scope adapter =~ | /adapter #
K
r—7 VAT EXEC *E— K75 scope cabling =~ . | /cabling #
.
Ty — EXEC “E— K> scope chassis =~ . | /chassis #
.
A —H% xRy b H—s3 KA |EXEC & — KT scope eth-server =~ |/eth-server #
A YR (Zoavr Fexod~Tod
Ja<y NZHEEVR— ST E
HA)
Ethernet uplink EXEC “E— K5 scope eth-uplink = | /eth-uplink #
<~ K
777 Uw Y A% —a |EXEC E— K5 scope /fabric-interconnect #
eV fabric-interconnect =~ >
Tyr—LU=xT EXEC & — RF7>5 scope firmware = < | /firmware #
K
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OV R E—F .

E—F4

TOERXIZERT SR

E—F BT

Host Ethernet interface

EXEC E— F7>5 scope host-eth-if =
<K

GF) ZoavwryReEzOTRT
OV Tawr RiE, 2oL
ANUTIEEYAR—FahvE"
No RABMA =YXy hA
VE—T A A a<w NiL
/adapter # %}b—}57fﬁﬁﬁﬁ75

/host-eth-if #

TET
T4 A EXEC &£ — 75 scope license =~ >~ | /license #
.
E=FV T EXEC *&— R72>5 scope monitoring = | /monitoring #

~ K

~ == T VO

EXEC £— R/~ 5 scopeorg =~ N

/org #

SAr sy NELY AR

EXEC “&— K T scope packet-capture
o< K

/packet-capture #

X2 U7 4 EXEC “E— R7>5 scope security =~ | /security #
YK
P EXEC *£— 7> scope server =1~ . | /server #

K

Y—ER a7 7 AL

EXEC &£ — R7> D scope service-profile
a<w K

GE) HY—bE R a7 A NNEE
HL7eh, MLz L
WTL7ZEW, DFY,
create, set, ¥ 721 delete V"
Tavwry Ry ML
RNTLTEE N,

/service-profile #

SSA

EXEC E— 725 scopessa =~

/ssa #

VAT b

EXEC & — 75 scope system =~
.

/system #
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cugz |

E—F4£ TOERIERY SR E—RForvFb
A2 HBA EXEC “E— R72>5 scopevhba =1~ > R | /vhba #
GE)  BUE, ZOa~<wr REZED
FTRTCOY T a~vr Righ
R—hENTWEHEA,
AR NIC EXEC *£— F7>5 scope vnic =~ 7 | | /vnic #

A2z ravwUFR

F7V 2 FEHMIZ4 ORI A~ Fnd D £,
* create object
* delete object
* enter object

* scope object

scope 2~ RiE, K47 V=7 hCha—YF A RAX A4 TP/ b TH, TXTO
EEMBA TV = NCHEATEET, Tomoavr REFEHALT, 2—¥ A 2% 2L
FTV 2 NEERB L OEBRTEET, 3T create object =~ > NIZIX, EHEIUTKE

Jt~ 9% delete object 33 LU enter object =~ > RINMFIEL 77,

A=W A U ARZ L AAT V=7 FOBFEHTIE, ROFRIZHHAT LI LI, Zhbpavr R

DEEIA TV =7 FPIFET DM E I MNTE > THRARY 7,

R2:ATOz ) FOBFEELBVEEDIT Y FOEIE

avUk B}1E

create object FTVxs NMEREN, BUTEBE. T0aLT 4 Fa

L—y g v B— RBBENET,

delete object

TT— Ay E—UNRAERINET,

enter object

FTV =7 MRMER S, BATAHG. FT0ar T ¥
L—y gy B— KRB EINET,

scope object

TT— Ay B—URERSNET,

RIATOH MHBEET ZHBENDITY ROBIE

avyU kR

2}iE

create object

TT— Ayb—UNEREINET,
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av Uk B

delete object F TVl NHIBRSIVET,

enter object M AE, ATV a7 4 X2l — g E—
RN S E T,

scope object F TV FDarT 4 X2l — gy B— RRRBENE
R

av Y FOET

fEEDE— R TCTabX—%2 9252 L T, a~ FANEZETTEET, a<vr REO—5
EAJILTCTab X — %5 L, a~<w2 REERBPEREIND. £EHOF—TU — RO5HE
EANTHMLERHDGHTE TRRINET,

av 2 FER

CLITIX, BIfEOt vy v a ry CEALEZT_RTCOa~vy RBMRESNET, ERAIF—F70F
TREF—2EHT2L, cnNETIHERALZa~y FE1O>TORRTEET, ERAIF—
T LBENOEMO I~y RPRERIIL, FRAIF =2 L BENORO a2~ Rk
RENFET, BEOKRZIZEET LS E, TREF—Z2MLTbROa~vy FRERREINRL 7
nE9,

BREZEE L CHEtdlea~y REEOFEOH L, Enter F—%2#4 2 & C©, BERNOa< K
FHBANTEET, Zoa~vr FIFE AN LELYIErsnEd, £/, a2 Fa2H
FEREOH L%, Enter 2 RlICa~y RELEHTHZ L TxE1,

EBhopav RFOazy b, BE, £F

N

CLITa Y74 FXal—ay avwy ReEANTH84E . commit-buffer =~ > R&Z A 195
FT, Foavr RI#EHINNERAL, a3y FENDET, a7 4Fa2lb—vgravy
RIZIEERAE L 72 V) | discard-buffer =~ R&E AN L CHEETE £,

B Da~ 2 R E— NCTRETOEEZFEAEI, commit-buffer 2~ 2 N 1D TE & T
AcxEd, (RO~ K E— KT show configuration pending =~ > K% AJJ LT, #¥
Hoa<wy RERRTEET,

GE)

PRI Chavy FROESMEF v 7 LET, 2L, Fa—BEEhHra~r Rz
Ty MRIZRIRL7ZGE. oo~ FicbEAShES, RLza~r Rigdeod— Ry
‘EHV??&%éﬂjﬁj‘o
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a<wy RNREEBYOGE, a~ 2 R 7a P FORHIT AX VAT (¥) BDFERINET, 7
A4 Y A71%, commit-buffer =2~ RZ AT 5 EHEEINET,

Wiz, ey iRavry Ry NI oFatexfcEbsHlz s LET,

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services

+ create ntp-server 192.168.200.101

exit

Firepower /system/services* # commit-buffer

Firepower /system/services #

CULDA >S4 ~NLT

? LFHEANTIIUR, WOTHa~vy REXOBAEDIRRECTHA R4 7Y a VB FRTE
\iﬁqo

Tuar 7 MU HANETIZ?22ZANTHE, BEOE— R THEATEa~> RRTRTE
RENET, I RO—HEATLT?2E2ANT AL, ZOREEO < NEXHNONET
F—U— RLFHENTITERINET,

CLiltwv 3 IR

FXOS %, FRIFFICT 77T 4 712 TCEZHCLIEy v a vy OHEEFTREYy v a VTHIR L E
T, ZOEIZFREREETT,
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e XAy Tua— (11—
s IIERE (12 =)
* FXOS CLI~O7T 7 & (15 —7)

AR 70—

ATy T

ATvT2
ATvT3
ATvT4
ATy 75
ATvT6
ATvT1
ATvT8
ATvT9
ATy 710

RIZ. Firepower4100/9300 ¥ v — 3 R ET DERIZFATT D MEN & D AR 0 & X 7 DFIA
ERLET,

FIE

Firepower 4100/9300 > v —3 /~— R = 7 %% & L £ 7 ( [Cisco Firepower Security Appliance
Hardware Installation Guide] % ZF)

WIHIREZE T LET (WHERE (12 3—) 228) .

AfF &R A2 %E LET (ARFORRE (106 ~—) 25H) |

DNS #—NZHELET (DNS — O E (152 %—) #5H) |

META B 225 LET (ASADTA B AEH (173—=V) 258) ,
a—PEFELET (User Management (31 =X—3) Z&5M) |

VEIRCTY 7 2T Ty T— eFITLET (A A—VEH (553—) 22H) |
BIMOT T v b7 4 — LR EEITVE T (Platform Settings (105 =2—°) &)
AVHE =T oA AERELET (S ¥ —T A AEH (159 =) #5M) ,

FRERT N REERR L ET GRElT A 2 (173 =) #5]) |
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VAT LDOFE & B HIZ Firepower Chassis Manager ¥ 7213 FXOS CLI #f#H4 212i1%, 9.
2y Y =)L AR—bEHLTT 7 A LIZFXOSCLI Zfli [ L CHIIRRE & A 7 & FATT HLHE
MY £9. FXOS CLI Zf#H L C Firepower 4100/9300 3 % — KD TT /AT 5 L. v
AT LDOFREMHENTED Y b7 v 7 U4 = FRERRINET,

VAT LAREEGFONRN Y I T T Ty ANPBEILTHN, By 8Ty U4 = NE5E
ITLCU AT AEFTEHTEY N T v 750, BIRTEET, VAT LEHE LT IHHEIT
Ny77y7774Wﬁ\%ﬂ*ka—ﬁ#%ﬂiT“@W%uﬁfﬁébgﬂ%Uiﬁo

Firepower 4100/9300 > v — > O H—OEBR — ML, 1 DDHDIPvET KL A F— U=
A, B 7 Xy b ~vR7 FF120HRDIPV6T KLA, =~ U=xAf v hT—2 T
T4y I AERETDHIHLENHY £9, BEA—FDOIPT R A L TIPv4 721X IPv6 7
FLAZDOWTFNhEHRETEET,

188 BRI
1. Firepower 4100/9300 3 % — > DR OWyEL i 2 HeaB L £ 47,

s 2 Y — )L R— MR a—FiREITT L = P I BRI BE R S
T3,

« 1 Gbps A — %> NEEHR— "PNENT | AL v F, Eli—FIZHERINTY
Do

FEAMZOWTIE, [ Cisco Firepower Security Appliance Hardware Installation Guide) % 2 i#
LTLEEYY,

2. V=L R— MR L TWSa L Ea—&ER (Fidary—LH—N) Tay
V=)L AR—=K RTA=ERKRDODEBY THDHZ LR LET,

* 9600 7R —
87 —H v b
e NRUT 472 L

*1Aby 7 Ev b

FIE

RATFY Tl ary—r—hcEERELET,
AT 72 Firepower 4100/9300 + ¥ — > OEJRE AN E T,

Firepower4100/9300 > ¥ — I NEEIT 5 & BIREARFEL T T A N A v =V RERENE
D
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RS

ATvT3

ATy T4

agzz I

KREDY AT LPNEIBT L L, By M7 v 7 U4 = R T AT LAREICLEIRIROEHRD
ANERDOHBIVET,

ety KT T =R (TN VAT AN I T oMo OETEREFHEY 8T v )

« MNIRRAT — ROBWHRY o— (RN RAT— ROHA RTA 2O TE, =2—H
THhHT R (31X—) 2HR)

s admin /XA U — K

« VAT LA

cEHAR—FDOIPVAT RLALH TRy h~RA7 F72EIPv6e 7 KLAL T LT 4 v T A

T ITANKDF =T = ADIPvAT KL AETIPv6 7 KL A

«SSHT7 7t AHIP 7uv” 7 KL A

«SSH 7 7 &AM IPv4 £721L1Pv6 72 v 7 Xy h~ R

*HTTPS 7 7 EAMIP 7>y 7 7 RL A

«HTTPS 7 7B Al IPv4 £ 71X IPv6 71 v 7 X h~ A~

« DNS % — 30 IPv4 £721L IPv6 7 R L &

T TAHNEDRAAL A
REDEN LR L, RELRFLBLICEAT 258 XyesZ AL, By bT o7 U4 ¥ —
REPYELTE E%WET%SF/\ Ino AN LET,

Ty N7 v T4 = RO E LEERLEZEGEIE. DAl AT L7ZER D v aNIicFR RS
NFET, BN AD LIz F0F FHEHT 561X, Enter L E T,

451
WOHFITIE, IPv4 ST FLARFERH L TR ELET,

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y

Enforce strong password? (y/n) [yl: n

Enter the password for "admin": adminpassword$%958

Confirm the password for "admin": adminpassword%958

Enter the system name: foo

Physical Switch Mgmt0O IP address : 192.168.10.10

Physical Switch MgmtO IPv4 netmask: 255.255.255.0

IPv4 address of the default gateway: 192.168.10.1

Do you want to configure IP block for ssh access? (yes/no) [yl: y
SSH IPv4 block netmask: 0.0.0.0
Do you want to configure IP block for https access? (yes/no) [yl: y

HTTPS IP block address: 0.0.0.0
HTTPS IPv4 block netmask: 0.0.0.0

Configure the DNS Server IP address (yes/no) [n]:y
DNS IP address: 20.10.20.10

Configure the default domain name? (yes/no) [n]: y
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Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch MgmtO IP Address=192.168.10.10
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
SSH Access Configured=yes
SSH IP Address=0.0.0.0
SSH IP Netmask=0.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=0.0.0.0
HTTPS IP Netmask=0.0.0.0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

WOHITIE, IPv6 EET FLAEZHEH L TRELET,

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword$%652
Confirm the password for "admin": adminpassword$%652
Enter the system name: foo
Physical Switch Mgmt0O IP address : 2001::107
Physical Switch Mgmt0 IPv6 prefix: 64
IPv6 address of the default gateway: 2001::1
Do you want to configure IP block for ssh access? (yes/no) [yl: y
SSH IPv6 block netmask: 0.0.0.0
Do you want to configure IP block for https access? (yes/no) [yl: y
HTTPS IP block address: 0.0.0.0
HTTPS IPv6 block netmask: 0.0.0.0
Configure the DNS Server IPv6 address? (yes/no) [n]: y
DNS IP address: 2001::101
Configure the DNS Server IP address (yes/no) [n]:
Configure the default domain name? (yes/no) [n]: y
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch MgmtO IPv6 Address=2001::107
Physical Switch MgmtO IPv6 Prefix=64
Default Gateway=2001::1
Ipv6 value=1
SSH Access Configured=yes
SSH IP Address=0.0.0.0
SSH IP Netmask=0.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=0.0.0.0
HTTPS IP Netmask=0.0.0.0
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
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FXOS CLIND7 VX

\}

FXOSCLIZIX, 22> Y — /LR — MZBWEmAREE-o T LES, 2 Y — b AR— MNoHE
WL TWAa v a—2iR (FridaryVy—nA H$—n) Tary—LR— kT2 —HMR
WDERY THDZ EEMERLET,

* 9600 R —
87 —X By b
NNUT 472 L
1 AFy7 EYLH
SSH & Telnet 2] LT FXOS CLI (28t T £ 9, Firepower eXtensible Operating System

I EH K 8 DD SSH #ifi  [RIRFIZ AN —  CT& £, SSH THife 9 5 ZI%, Firepower 4100/9300
X —Y DARARLEILIP T FLUARMKEICRY £97,

IRDONF IO Z i LT SSH, Telnet £721% Putty TR 714 > LET,

GE)

)

SSH w1 77 A > TIERICF L/ FER KR S L E

Linux 5 A7 HIXLL T SSH 2 L £,
* ssh ucs-auth-domain\ \username@ {UCSM-ip-address | UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11

ssh ucs-example\\jsmith@2001::1

ssh -1 ues-auth-domain\ \username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11

ssh -1 ucs-example\\jsmith 2001::1

ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -1
ucs-auth-domain\ \username

ssh 192.0.20.11 -1 ucs-example\\jsmith

ssh 2001::1 -1 ucs-example\\jsmith

ssh ucs-auth-domain\ \username@ { UCSM-ip-address | UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1

Linux AR 2> HI1Z LT D Telnet L £ 9,

GE)

Telnet 17 7 4V b CTF 4 BE—7 LT, Telnet ZH LT 2 FNEIZ DOV TIL, Telnet DFRE
(115 ~—2) Z2ZHL T 7EE0,

Cisco Firepower 4100/9300 FX0S 23(1) CLIa > T s ¥aL—>av A4 K |



ERT 58 |
B moscu~o7sex

* telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-qa-10
login: ucs-ldap23\blradmin

* telnet ucs-{ UCSM-ip-address | UCSM-ipv6-address } ucs-auth-domain\username
telnet 10.106.19.12 2052
ucs-ga-10-A login: uecs-ldap23\blradmin
Putty 7 7 A4 7 "6
* ucs-auth-domain\username T2 7 A > LE£7,

Login as: ucs-example\jsmith

N

GE) T 74V bORBREN B — B IR E SHL, 22 Y —/LEBGEA LDAP
ICREINTWVWDHEEA 1L, ues-local\admin (admm =)
VT AT M) BERLTCPutty 7 747 "7 77Uy
J A —axy Ma A4 U TEET,

. Cisco Firepower 4100/9300 FX0S 23(1)CLIO > 7 4 ¥aL—L 3> HA K



!

i

11l

ASADS At REE

VAAAY—hK VYT R 2T FABLVRIZEST, 4BV ZAEBAL, 4BV 2D T —
N BT LI ENTEET, F2=v hOTA B AF—ZFHE L2 TYH, T
NARZBEALTEVBAZKTLIEY TCEET, A~— N Y7 =T T4 RAZFHT
UL, A48 AOFERRNE BHZO L H CHERTHZELTEET,

GE)  ZdEZ 3 ad. Firepower 4100/9300 2 ¥ —3 ED ASA #HLTF /N4 ZIZDOIHFEYE LET,
Firepower Threat Defense i B 7 /S A D 7 A & ADFEMIZ OV TIX,  [Firepower Management
Center Configuration Guide] #ZM L T 7 &0,

A=K YT U=T TABLRIZONT (17 3—Y)

e Aw—h Y T7 R U x=T T4 B RADOFHESE (21 =)

AT — VT RNT 2T FABLUADHA RTA L (22 2—)

A — MY T NI =T TARBVADT 7/ (22 3—=)

CHEFAY—N YT NTT TABUV T OKE (22 8—)

« Firepower 4100/9300 ¥ —> DA~ —Fk FA B A P T T4 b —R"ORE (25 <—
V)

e NR=3RX U b TARUVATRORE (27 X—2)

+ Smart Software Licensing D=4 U > 7 (29 _—)

cAT— K VTR UT TAEBUVADRERE (30 X—)

ARX—hr YT FDTT7 242 RIZTDNT
TITIE, A= VT b x2T TA B ADHEHAIZOWTEALET,
\Y

GE)  Zo®Z > a3 0d, Firepower 4100/9300 ¥ % — 3 ED ASA LT /SA AZOHFEHK L ET,
Firepower Threat Defense i B 7 /3 A A D T A & 2 ADFEMIZ OV TIX,  [Firepower Management
Center Configuration Guide] ZZM L T 72 &0,
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Firepower 4100/9300 ¥ — LD ASA 7 7V r—v a v OfH, Av—bs V7 =T F4
T AFRRIE T Firepower 4100/9300 3 v —3 A—/SAA LT 7V r— g VOB THEISH
F9
« Firepower 4100/9300 > v —< : 7 A £ AFBFER & DBEEAT O I2DD/INT A —H ZF0
T, A=A PZFTRTCODAY— N VT T 2T FTABVAALA VT TANT I F v %
FXE L £7, Firepower 4100/9300 ¥ ¥ —3 HIKOEEIZ T A £ AILEH D FH A,

A\

(B vy —VMZTAZY LT T, 7 TAINDOE Y Y — Y TRL
Av— b TA L AFREAICT DBERDH Y £,

CASAT IV r—ay T =23 DFTRTCDOTA B AOMHIRNEEZEHETE LE
‘é‘o

Smart Software Manager & 7 A > +

TNRAAD 1 DL EDT A2 ZA%EAT 584 1%, Cisco Smart Software Manager CE L L &
j‘o

https://software.cisco.com/#module/SmartLicensing

Smart Software Manager T, #fO~A ¥ — T o M EERTE E7,

\}

GE)  FET7HVCPEBRLTROVERIE, Vo222 )y 7 LTHLWT AU Y FaiE LTS
72 &\, Smart Software Manager TlX, #fkDO~A X — T h 7 FEERTE ET,

FIFIET, TABV AT AL =T I "D FEDOT 7 /0 MUBT B MCEID YT
ONET, THUY MEBEETHIUL, [EETENMORBT B NE{ERTEET, 2& X
X, Hulk, SR, ERETFSEOT A U M ERERTEE T, BEOBEEBT B MRS
HE, REOTA BV ABIOT NS 22 LD HRICEIHTXET,

254 EHE
FRA ANA v 2 —Fy b T 78 Z087:< | License Authority (ZBFTEX RWEAIE, 475
A4y FABVAEZBRETCXET,

IN—TRbF A4 RADFTH

TNRAANEX 2T 4 EOBHBATA U F—Fy MIT 7 BATER2WEE, A7 3T,
% ASA DK 7 A B ABBRTE LT, K7 A & A TIL, License Authority ~ & HIHY
BTV ERFIVNEHYEREA, PAK S4B ADLEHIZ, S4B AZHEAL., ASA DT A
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TRTOMAE, TRDODHBETAVDELWVRRAL—T v MEHEATEET 7TEBL Oy VT
TA R AZENCT D74 B AZIGTEET, 7 A & AL Firepower4100/9300 > ¥ —
VETEHINETN, TAUIMA T ASA ORE THERM 52 ZRkT52 L1k 0, ASAT
ENOEHEHATEL LT HHERDHY £7,

FT54 k=

THRAABREFX 2V T 4 EOFHTA U F =2y MIT 7 EANRTERWGES, A7 a v
T, i~ (VM) & L Tr—0 /b SmartSoftware Manager %7 7 A k #h— "% 1 X h—
NTEET, 7 T4 b (FE) X, Smart Software Manager FiE 0)4}7‘*12/ ]\%?:T/%@%L\ \l
NZEDFTARTOr =V T, RAZEERT A B X P — AR RMEAIRRIC 20 £, F
/fJ[Z‘/Xﬁﬂqzifﬂﬁ}W”é 72Dz, EMICHTE T Y License Authority & Hﬁ?ﬁ‘éi&gﬁ)&) )
F9, ATV a—VhoTRBIT 52 FRIIFHTRMTE XTI,

VT IA T TV r—varaFvrn— L TEALEL, A ¥ —3y M L T Cisco
SSMIZT =2 Z A5 L7 Th, LUTOKREZFITTE £,

o TA L ADFIE T2 1T
BT AU ADFEIR
SHOT T 4T ABTOTA v 2ABHE)

FEMBIZ DUV TIX, Smart Account Manager satellitelZ#H 5 A~— K Y7 by =7 v X —Tx %7
TA MDA VA R—)VHA RBIRary 74 F¥alb—var T4 REZRRLTIEEN,

RETHIOVEFZEICBEESINDGTFAEVRETNAR

TAVVARETASA AT By FTEIZEHINE T, THU Y MCEID S THRZT
AR AEHHTEDLDEX, ZORBET AT NOTNA ADHZTT, BIMDT A &2 AR
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TTNA AZHETDHLHTEET,

Firepower 4100/9300 & ¥ — 3 DHNTF /AL 2 & LTS, v —3HND ASA T 7 r—

VaviFENETNEEOTA B AEBERLET, EXE 300XV T 4 EV 2L

%%ﬁbtﬁmmwwmoyv T, BV XY —IUN 1 ODT AL RE LTRSS NET
BBV 2 VEEH IO T AU AERIEICHERH L ET,

EL i e A8
Firepower 4100/9300 ¥ v — 3/ X, RO 2 DAL T A B A2 R—F L TWNET,

o ¥ —3 LoULEEE— R : Firepower 4100/9300 * v — /|2 & % Licensing Authority ~@
BEROFNC, FHEE— FT90 HRH (GaHEHHIFE) BfELEd, ZOF— T, ASA
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7,

TINA RADEFE =D

BRAET AT ML, Bk b —27 VEERTEET, 2O =2 0F T 74/ T30
AfAZITT, Ky —vE2EATIHEE, FHRIIMGFOV Yy — v EBETHEEIZZDO b—
71D EHERA G L~ v B AN LET, BFED F—27 COFMYIRSUN T DA, #
LW h—27 &R TEET,

AL, ROV Y —V TINODONRT A= 2 TETHRE LK, TOv v —v
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E, TABUVRIERITT ¥ —V L FDT A U AFRAR & O THEE %179 72912 1D FEA
FERITLET, ZOENFOAZMIMIL 1 HFETTN, 6 A I & Eﬁéhiﬁo
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EA\7A42@M£%EﬁLTﬁ§%¢< I EEBZENRTEET, FHEFATVa—
WESINTET N, ZADBEEFFOZE L TEXET,

MEZIS U T, HTTP e % AR ETEX £,

Firepower 4100/9300 > v — 3 Tik, 272< & $ 90 HIBE (T, EHEEHEIZHTITP Ve ¥
B LTA v — Z/F?ﬁﬁ%ﬁb%f? HWHEDOT A ABEN 30 B Z LI ThbivE
T, MTPHRIC X > T, 7731 AL CallHome 72 L CH AR 90 HRIEME L £9°, M TR,
Licensing Authority C‘?ﬁ%& L7RWERD | KRl 7 A B o A LB L T DO EL E 21772
AFEREADB, BIEICIIREDL D A,

FTONA AL, RORINZEBNTC A T I ATV ABRIZR D ARENRH Y £,

. Cisco Firepower 4100/9300 FX0S 23(1)CLIO > 7 4 ¥aL—L 3> HA K
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Smart Call Home 1 > 752 +5 427+ ]

R T ARFEHRATOT A v A HEH L TWDEA,
« TA B ADOEHFREII : FER— 2D T A & ADFRHIRLZ TN TV D54,

WEDORE T, APNEFFAI 215 % 728912 Licensing Authority [ZE3E T & 72 W A,

THOY NDAT =B AN T T4 T o AREKRER O, BEOREBISE SN TNDDE
e 95 21%, Firepower4100/9300 > v — > CHUEM HF ORI 5 L A~— T H o> bD
LOELMETIMLENDHY £7°,

AVTFTAT U AERDOBE . BT A v ANLEREREE~ DR ELRITTE R F
T, ZOMOBEIC] %%%Diﬁhokkzi\ﬁﬁ®74k/xﬁ@%ﬁiéﬁﬁ®n
YTHRANMIETEMETE, TOMBPAEALEET LI L TEETN, FiLnar7xA %
BINT5Z L TEERFA,

SmartCallHome 1 VOS5 X SO F ¥

7 4L T, SmartCallHome D7 1 7 7 A /UL, TA & AEHE/HD URL Z 5 ET % FXOS
RENIZHYET, 20777 A NVEFHIRTEETAL, T4 AT 0T 7 4 LOHE—DFK
TEFREZ2 A 7 2 78 License Authority D457 KL AURL TH D Z EICTHEE L TLEEW,
Cisco TAC |ZHE/R & 472V R U | License Authority @ URL (ZZH L72WTL 72 S0,

AX—FYITEITT7 A4 ADHHREHR

« Z DL, Firepower4100/9300 > ¥ — 3 LD ASAFHEET /A AZDAH%Y LEJ, Firepower
Threat Defense i BT /3 AD T A & 2 ADFAMIHOWTIE,  [Firepower Management Center
Configuration Guide] #ZM L T 72 &0,

« Cisco Smart Software Manager C~ A% — 7 17> M &{EK L £ 7,
https://software.cisco.com/#module/SmartLicensing
EET AT NEBRELTRWGAIX, 2OV 7% 7 )y 7 LTH LW AT b E
vy 7 w7 L TLZEVY, Smart Software Manager Tl&, kDO~ AX— T ho o b &
ERCE £7,

« Cisco Commerce Workspace 725 1 DLL DT A B AZEEA L £, A—2L _X—TD[Find
Products and Solutions] 7 4 —/V R C, #4757 7y N7+ —L&BRELET, —FHD7
AV RFERTTN, A— M VYT =T FABZATAV Y MZEAL ZBINT
HMERH Y FT,

VX —UMTA B AMEBELBETELLIIC, VXL DA U H—FRy N T IR
F/-IXHTTP 7 u ks 77 B 2R LET,

e VX —VNTA B A ORI BRI TE D L DI, DNS P —EZHRELET,
e ¥ —1 DO AEBRTELET,

¢ ASA T A & ARG EFRTET DRI, Firepower4100/9300 > ¥ —+ CAV—h V7 h U=
T IARAAL T TANT I F XY ERELET,
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https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

ASADS At RERE |
B ~~—trvorvz7sqsterzrosiqrsqy

AR—EYVYIEDIT7 SACVADHA R4V

TIANFT—N—DFRBZ)TDI-ODASAHA K54 >

% Firepower 4100/9300 > ¥ — /1%, License Authority E£721X%7 74 ~ — NIZBE I DM
ENRHVET, B XY 2=y MBMEMIE»N E¥ A, KETA BV A2 THITS
WZiE, v =y TEIERD T A B R EEAT 2HERH Y £,

AR—bF VYT rDIT7 SAECVADTIAILE

Firepower 4100/9300 > v —3 OF 7 4 /L FEREICIX, T A B AFFER O URL Zf8ET 5
[SLProf] &9 Smart Call Home D7 127 7 A LG ENTWET,

scope monitoring
scope callhome
scope profile SLProf
scope destination SLDest
set address https://tools.cisco.com/its/service/oddce/services/DDCEService

BEAY—FVYILITT7 A4V VITDETE
Cisco License Authority & 1857 5728, MEIZIS U THTTP 7' £ 2 23 E CTE £ 7, License

Authority |28k 221X, AY— MY T MU =T T4 AT H D M EFS L7z Firepower
4100/9300 > % — OB b —27  ID ZASTEHEVENHD £97,

FIE

ATYvF1 (EE) HITP e XL ORE (22 2—)
AT w T2 Firepower ¥ X = VT 4 777 AT > AD License Authority ~D X dk (24 ~X—7) |

(EE) HTTP JOX L DELTE

Xy NI = TCA v H—Fy N TZEBRCHTIP a2 2T 584, A~—K Y7k
VT TARADT XY T RLAEZRETHIVLEIHV ET, 20X, —R&IZ
Smart Call Home IZ b S E 4,

\)

GE)  FBEEAFEHAT S HITP 7o X3 AR— SN EH A,

|

. Cisco Firepower 4100/9300 FX0S 23(1)CLIO > 7 4 ¥aL—L 3> HA K



| AsADS 1t rEE
(E%) Call Home URL &1 I}

FIE

ATvT1 HITP e ¥ v 26 L £
scope monitoring scope callhome set http-proxy-server-enable on

B -

scope monitoring
scope call-home
set http-proxy-server-enable on

ATvT2 7aF L URL #RELET,
set http-proxy-server-url ur/
url 137 0% H— 3@ http 7213 https 7 KL AT,
£l

set http-proxy-server-url https://10.1.1.1
RT9T3 F—hraRELET,

set http-proxy-server-port port

1 :

set http-proxy-server-port 443

ATvT4 RyTyEkEaly bLET,

commit-buffer

(4£=) cCall Home URL O #IlfR

PIATIZE% € &7z Call Home URL ZHIBRT 51215, IROTFNEZFEITLET,

FIE

ATl F=Z Y o SH®MEAEATLET,

scope monitoring

AT w72 Call Home #iPHAZ A L £,
scope callhome

27w 73 SLProfile Z{EL ¥,
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ASADS At RERE |

. Firepower 221! 7« 7 7354 7 > A ® License Authority ~D & £%

ATv74

ATy TH

ATv7T6

scope profile SLProfile

SRR LET,

show destination

B -

SLDest https https://tools.cisco.com/its/oddce/services/DDCEService

URL ZHIBR L £,
delete destination SLDest

Ny TZy7aaly bLET,

commit-buffer

Firepower 321 ') 7 4 7 754 7 > XD License Authority ~ D & £%

ATy T

ATv T2

Firepower 4100/9300 3 v —3 Z&gkT 5 & 71 & AFHAERIC X - T Firepower 4100/9300
Vr—v LI ARGER E OMOBEIHEN SN D IDFEHENREITSNET, £,
Firepower4100/9300 > v — < 3i% 44 87 B 7 > MZEID S THh £, #@H., ZOFIE
RTEITHEAET, 7272 L, 8(E OB EXRA TIDFEAEOBIRAUIN 725613, Firepower
4100/9300 ¥ ¥ — < OFRFEPMLITR Y £7,

FIE

Smart Software Manager ¥ 72 1% Smart Software Manager Satellite T, Z ?DFirepower 4100/9300 < ¥ —
OB E IR B N—=F Y L THT Y hOXREE N—7 v EERLCaE—LET,

A=k V7 U7 wRX—=Tx BT I 4 FEEH L CTRER b —27 &2 ERT D HEICON
T#E L <%, T[Cisco Smart Software Manager Satellite User Guide)  (http://www.cisco.com/web/

software/286285517/138897/Smart_Software Manager satellite 4.1.0 User Guide.pdf) #ZM L T
<TEEvy,

Firepower 4100/9300 > v —3 DXk h—27 > 2 A LET,

scope license

register idtoken id-token

1 :

scope license

register idtoken ZGFmNWM5S5NjgtYmNjYSOOZWI3L
WE3NGItMWJIkOGExZjIXxNGQOLTEON] I2NDYx%$0AMDIzNT
V8N3ROAXM1ZONjWkdpR214eFZhM1dBOS9CVNNEYnVKM1
g3R3dvemRD%0AY29NQTO0%3DS0A
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http://www.cisco.com/web/software/286285517/138897/Smart_Software_Manager_satellite_4.1.0_User_Guide.pdf

| AsADS 1t rEE

ATvT3

ATvT4

Firepower 4100/9300 & ¥ —> DAY — b 54 VR T34 b H—/\DEE .

BNDTNA ZADBERE MRS 1213, ke AN LET,
scope license

deregister

Firepower4100/9300 > v — > O EREfERT D L. T AUV D HT A ADRHIBRIE T,
THRAZADTXTDTA o ZAEH LAEHEPHIBR SN E T, BRaMr+52L T, I14k
> A% L Firepower 4100/9300 > v — 3 ([ZFIf9 52 L b TE %9, HDHVE, Smart
Software Manager 7> 57 /31 A ZHIFRTE £,

IDEEAELEHL, T_XTOEXF2V T4 V2= LOBKREEHTH121F, REANLE
-éAO

scope license

scope licdebug

renew

FIFNITIE, TAT T 4T 4aEHEIT6 » HZ L, T4 2BKKIZ30 HZ LI HE
MICEFH SNET, 41 F—Fy § 77 E2AOHENRE LN TV AHEEX, Smart Software
Manager T7 A B ZAZER LG ER T, INOOBELZFHTEFTLHI b TEE
7,

Firepower 4100/9300 ¥ —> DAR— + A4V XA YT
5S4k Y—I\DERTE

A=k T4 AYTTA =2 2D K 9T Firepower 4100/9300 3 v — 3 Z 5% iE
T2, ROFIEIZHENE T,
38 HRIIC
A= M VT MU =T TA B ADRHRSRMNE 21 =) ICREOT N TORMHESR A
Wi mERH Y E7,

e Av—hF T4 AHVTT A FOVA 7 71 /% CiscocomnHF U ma— KL,
VMwareESXi #—/ M2 A VA b — VB XUORE LET, MOV TiX,  [Smart Software
Manager satellite Install Guide] #ZM L T 72 &0,

CAERET = — U BEERVEA, KOFIAEER L TENEERLET,
X — VU TEERLET (F— V7o (126 2—) ) .

c ZDF— U T OFERHFEEREMER LET EALT T v a Aff&0x— VU o 7 OfE
WEEROIERL (128 X—2) )

c F— VT OFNEF = — G 5720, ZOHEFEERE T AT U —
FEITRFERICEE LET,
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https://software.cisco.com/download/release.html?mdfid=286285506&flowid=74662&softwareid=286285517&os=Linux&release=2.0&relind=AVAILABLE&rellifecycle=&reltype=latest
http://www.cisco.com/web/software/286285517/129866/Smart_Software_Manager_satellite_2.1_Install_Guide.pdf
http://www.cisco.com/web/software/286285517/129866/Smart_Software_Manager_satellite_2.1_Install_Guide.pdf

ASADS At RERE |

. Firepower 4100/9300 > v —> DAY — k SA VA YT 54 b —/\OHRE

ATy T

ATy T2

FEMIZOWTIE, GEHE, =V 70 IR RA b (125°—=2) 2L T
él/\O

FIE

callhome D &L LTYH T 74 K h—"&kty N T v LET,
scope monitoring

scope call-home

scope profile SLProfile

scope destination SLDest

set address https://ip_address /Transportgateway/services/DeviceRequestHandler

BLWET AN R FERAERLET,
a) BEX=2 VT E— LB LET,

scope security

b) FF A b ARA L MEAERR L TARTZMT £,

create trustpoint trustpoint_name

c) MT7ABMFRA L FOFEHBEREFEE L ET, FAEBHEIL, Base64 = =1— FX.509 (CER)
T —~v NTHAHMLERHD Z LIZHEB LT EEN,

set certchain certchain

certchain 2821, Z OFNEOFERAEA KA O TS SN ZFEAET = — U 1E#H
EHEHLET,

o<y RCiEAEERZREE LR WEE, v— FREER (CA) ~OBFENAZERTH b
FARKBRA L FOYANERITFEAELZ AT TLLOCRKDOENET, ATTNEDRDIT
2. ENDOFBUF & AJJLCHTLET,

d &EXaIv FLET,

commit-buffer

&1

firepower-chassis# scope security

firepower-chassis /security # create trustpoint tPointl0
firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkghkiGO9wOBAQQFADBOMQsSwCQYDVQQGEWJVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xEZARBgNVBAST
C1lR1c3QgR3JVAXAXGTAXBgNVBAMTEHR1 c3QuzZXhhbXBsZS55b20xHzAdBgkghkiG
9wOBCQEWEHVZZXJIAZXhhbXBsZS53b20wgZ8wDQYJKoZ IhveNAQEBBQADGYOAMIGT
AOGBAMZw4nTepNIDhVzb0]722Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6oVv2pBt 6ZpXgD4VBNKONDL
GMbkPayV103ibG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJITATBgkg

V V.V V V VYV
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Y

K—wxv k51023 008% |

hkiGI9wOBCQcxFhMUQSBjaGFsbGVuzZ2UgcGFzc3dvemQwDQYJKoZ ThveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH9%asckCld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualLtvlWvihevskv0]j6
jtcEMyZ+£7+3yh4211ido3n04MIGeBgNVHSMEgZYwgZOAFLINjtcEMyZ+£7+3yh42
11do3n040XikdjBOMQOswCQYDVQQOGEwWJIVUzZELMAKGAIUECBMCQOEXFDASBgNVBACT
CINhbnRhIENSYXJhMRswGQYDVQQOKExJOdWI2YSBTeXNOZW1zIE1uYy4xFDASBGNV
BASTCOVUZ21luZWVyaW5nMQ8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/zBANBgkghkiGO9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 £KgGQgXc
wR4pYi1042z42/39Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4d
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJIJwK5+N3x/kfa2EHU61idlavt
4YL5Jg==

VVVVYVVVYVYVYVYV
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1
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|
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=

Py)

=]

=
|

i

Q

2>

A

=
1
I
I
I
1

> ENDOFBUF
firepower-chassis /security/trustpoint* # commit-buffer
firepower-chassis /security/trustpoint #

Firepower 4100/9300 > v —3 % 7 A & AFAERICEER L £ (Firepower EX =2 U7 1 77
7 A T A® License Authority ~D %k (24 ~—) ZHM) . Av— b T4 BV A v R—
XY YT IA ORI U ERERL, A= 50ERHL I EIERLTLESY,

DA RAFRIDERTE

Firepower4100/9300 & ¥ —NZ/X—< R F T4 BV AER VY THZ LN TEET, 20O
=AR=PIFRITIE, T3 ATESIRODOMEAMELEHNTE DL IR 7,

GE)

IN—I 12 b

ATy T

ATy T2

Smart Software Manager TEH] CT& 25 & 912, BHAANC S—~X > b TA B AL EAT D44
ERHVET, TRXTOT IV ERR=vRX 0 b TA BV ADTRITOWTEFEIN TN D
biIF TS A, REEZRIET DRI ZOMRBIZ OV T AT OB R DD Z & R L
ij‘o

G4 ADA VA =L
LI FOFNEIZ, Firepower4100/9300 3 v — NI/ 8—< % kb (Gk#E) TA B A&E D YTH
JEERLTOET,

FIE

FXOSCLI 2B, 74 ADTREAMEL ET,
scope license

enable reservation

TAB L ATHRIERG L ET,

scope license
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(B "=+ 4L RDRE

ATvT3

ATvT4

ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

scope reservation

THRY AN a—REERLET,

request universal

show license resvcode

Cisco Smart Software Manager 78— % /L 0D Smart Software Manager { > X2 | U B (28 L T,
Licenses ¥ 7% 7 U v 7 L£7,

https://software.cisco.com/#SmartLicensing-Inventory

Licenses % 727 U v MIBEHET 3T XTOBFEDO T A A0, BRI O/S—<3 2 b
OEFELFRRINET,

LicenseReservation 7 U v 7 LT, AEN7=FHI 7oA s a—KRK&ERy 7 A AN LE
—§—O

Reserve License 27 U v 7 L7,

Smart Software Manager 3SR 2 — RA AR L ET, a—FNE2¥vrn—RRELEFZ U v 7R —
Rizabe—T&Ed, ZORNT, 742 AL, Smart Software Manager |Z9¢ > CEHH T
b@‘o

License Reservation 78 % > N FE /R S 72 WGA, BEWOT I v MNMIGZ—~x 2 b T4k
VADTRIDFTFRA SN TOWEE A, ZOGEE, =R b T B ADTRIE BN LT
DR~ —F TG4 R2R awy REFBANDTAILERNH D 3,

FXOSCLI C. 54 v A0MM&sHEs A LET,

scope license

TR 2 AT L £
scope reservation

KB a—RFZ AN LET,
install code

Z #1C Firepower 4100/9300 * % — 21X PLR CRAEBIC T A B AREA S E Lz,

ASA FRELT NA A THEED T A B AEREAIMZLET, T4 B AEREAMNZT DIC
I, ASA 7 A B ADEEZZML TS IZEW,

(EE) N—TR2 b 4122 ADRE

W= b TAVAPRBEIZ R > T2 6 . ZOFNET Smart Software Manager (2 1EFUZ K
HTDBERSHY T, TXTORT v Abmne, T4 B ANEMRIREOE £IT2
0. BOLEFTCHEHATE £ A,

[ Cisco Firepower 4100/9300 FX0S 23(1) CLI 2 > T 4 FaL—S 3> HA K


https://software.cisco.com/#SmartLicensing-Inventory
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
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ATy

ATy T2

ATvT3

ATvT4
ATy S5
ATvT6

ATy FT17

Smart Software Licensing DE=%2 1) >4 .

FIE

FXOSCLI 226, RY a— REERLET,

license smart reservation return

7272 B2 Firepower 4100/9300 & ¥ — O T A £ An7e <72 v | FHIREBICBIT L ET,
FXOS = =/N—H )L 731 Z5HIF (UDI) MNF/REIH DT, SmartSoftware Manager  FXOS
A ABZ AT ROTET,

show license udi

Smart Software Manager 1 > X2~ U (258 L C, Product Instances ¥ 7% 7 U v 7 L&
D

https://software.cisco.com/#SmartLicensing-Inventory

==L TS ZFEF (UDD) A8 LT Firepower4100/9300 & v — < Mk L £ 4,
Actions > Remove DJRIZEIN L T, ERINTZRY a— REaHR v 7 AZAT LET,

Remove Product Instance %7 U v 7 L £,

NP2 b TA B APMERAARERTA B ADT— VTR ENET,

VAT LY 7 — K LET, Firepower4100/9300 > ¥ — > OB D H{EIZ-OUVTIX, Firepower
4100/9300 > v —3 OFEE) (96 ~—) 2B L TIEIN,

Smart Software Licensing D E=4% 1) >4

FTAV LA RT—H A ERKRT HINE, WOa<wy REERLTLTEEN,
» show license all

Smart Software Licensing DIRRE, A~v—h =—Y = hDONN—T 3 > UDIfE#H, A~—
Fo—Vx FOREE, 7 a— NV ar T T4 TV ART—H A MR G AT — 4 &
FA L AAREE R, BLOAY— P 2=V P AT DAV a—VERRLE
R

* show license status

* show license techsupport
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ASADS At RERE |
B x=-tvotvzrsqtrzomE

AR— bV b+ 7 5S4 ADERE

HEES TSV brITA—LY)I)—R Bl

Firepower 4100/9300 3 v — 3/ [f]iF 3 A | 1.1(1) N/ ANy B A & I i
aAv—h Y7 bUxT T4V FoT, 94V AF AL, 514 F
N VADS = NVHEEBRTLHIENTEE

4, Av—hTA B RIIEEDTY
TNFEFICEEMS T O EE A, K
=y hDIA B A F—HEHL2L
TH, WHEICT A AZEALZY E
ANEHET LD TEES, Av— 1V
TN T T4 AERATL,
T A ADFERRIE EEE O H
THRTHZ b T&ET, Av—1F
V7 U7 T4 ADREIR,

Firepower 4100/9300 > % — 3 A —/3%
AYPEEx=al T A %f):*—/l/Fﬁﬁ'f“ﬁj\
HEET,

MDA~ RIREAShE LT,
deregister. register idtoken. renew,
scope callhome. scope destination.
scope licdebug. scope license. scope
monitoring. scope profile, set
address. set http-proxy-server-enable
on. set http-proxy-server-url, set
http-proxy-server-port. show license
all, show license status. show license
techsupport
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ca—HP T HU R (31 =)

s 2—YHIETDHA KT A2 (338—)

¢ NRAT—RIZBETHHA KT714 > (33 3—)

s UE—FREEDTA FT7 142 (34 —7)
eax—H o—jL (375—Y)

s —NNBIEESNTZ2—FDONRRAT—K Tu7r AL (38 3—)
o T 7 F )L REBAEY —E R DOEIR (39 X—)

ey alr XA LT U ROERE (40 2—)

cHixtEy v ay XA LT U RNOERE (41 X—)

e UE— b a—HFor—L R —DORE (423—)

s B —NNFRRES N2 —F~DRRAT — REEET = v 7 OFFL (43 =X—)
e 1 VA URATORKIEFORE (44 ~—)
ca2—H ay I T T NAT—HADERBLIOIZ VT (45 =)
« BHEMRONRAT — RETDORKEOHRE (46 ~—)
cI/IRART = REF = v 7 OFE (47 2—)

« NAT — ROEFEIEMROKE (48 X—)

e NAU—RBRED 7 FORE (49 X—)

c—H)N a—Y T HhUr FOER (49 X—)

e —H) a—H% T HUr hOHIBR (52 %—)

=N 2= T AT DT 7T 4 TACETNIET 7T 4 T (53 R—)
s D —H NI ENTZ—FDORAT— RO 7 V7 (53 2—)

A—Y TFAHAHOU bk
2—FTH T NI, VATACT VAT HD ’ﬁ%éniﬁo%ﬁ%®u%ww;%

BT PeRETEET, HF2—F 7 AV ML, —BOZ—FH LA T— FR%
g(‘a_O
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EEETHOUE

BHET T MEIT 740 2= T H 7 b THY, TECHIRIITEEEA, 207
HTY NI, VAT AEHEELIIA—NR—2—F T AT N THY, TRTOMHERNEZ 5
NTCWET, admin 7H U > Mt T 740V FORZAT—RIFE DY ToHNEY A, FIHY
AT ALY NT v TRRICNAY — REBEBIRTHILERH D F7,

EHET WO MIEIZT 77 47T, BOHIREH Y £HA, BEET DT NEIET 7
TATITHETE EH A
A— jJ)I/uL.nIEéhT_:L 'ij'Tjjl'?/ ~

H—ANAGRESNIc2—=F T T ME, Vv — VIS L o THEHEGEIES 71, admin HER7)> AAA
MHERZFFOL—Y RN E TN TEET, v— DV a—¥Th v bE2EINITD &
2—FER A TEERA, T AR REENEENTZr— I 2—F T H T RO
EOFMEHERLEEA, BHhu—OV 2= T7Hv > FEFEAMICTLE 7T b
FT2—PH LR AT = Fe@h, BFORETHUT 77 1 7120 £,
DE—FREEENF-A—F THIUb

UE— FBRES Nz —H% 77> b &L, LDAP, RADIUS, % 721% TACACS+ TiiES 4
fea—H T Hho s T,

a—YPRu—Hra—FTHv e VE— N 2—F T h Y FEFERCRFEET 255,
H—AN =Y Ty P TERIN R —ANYE— b 2= T H T MRS E
ZEHEZLET,

JE— hEIED T A RT A O, U E— FNERES 03 X —DR TR L OHIBRFIEICS
WTIE, RO PE Y7 2B T &,

s UEBE—RFBREDOHT A KT 4 (34 X—7)
* LDAP 7' A X —=DFRE (139 ~—)

* TACACS+ 7' A X —DRE (147 _X—2)

A—H T7hor FOBEHHR

=T AT ME FANER LIRRICADHIRATIN D & 5 ICRETE £, ARHIR
ORI D &, 22— Th o MIEDTR D £7,

TN TR, 2= T Hh U FOFDHIRITH D A,

D TG MR AR L, TR L) SRRET S T LT R
hoo TR TH DY N ORI E SR TR ARG IE HAICRET 5 2 & IXTRTT,
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N A L AN |

A—HRICETEIHA K42

2 —H 4%, Firepower Chassis Manager 33 X INFXOSCLI ®u 7 A > ID & L CHEHA S E
T, = THT NI A IDEREVYTDHEXIE, ROTA R74 B IXOHKFH
HEEE LTI,
n AV IDITIE, REBL 1 ~ROLFEEDDZENTEET,

ALEOET

ALE 0T

e (TryHF—RaT)

- (Fyia)

(Fv 1)

A IDIEETHAINENDLY £7,

e /A DX, BFTHBRTAILERNHY £, T —RAa7T 7p EORBRSTTF08
FNLIBD BT EIXTEEHA,

e /A ID T, KIXFEL/ILFERRIENET,
e T RTUBHFEOR A ID IR TEEH A,

ca—F T AT FOEREIE, B/ VIDAEETE A, 2—F T b AR
L, Bilna—4% 7h v hEERT 5 0ERH Y 1,

O N o A O — .
INAT—FICEAT AL 4

2= RNVRAES N2 —F T A7 MIARATY — RPMETT, admin HEIR E 7213 AAA HE
RAFFOL—HL, 2—F AT = RONRRT— RBEF = v 7 2FTTLHLIICV AT L%
RECEET, "AUV—RNBET v 724 X—TMIT D e, K=V R/ AT —F
T H0ERH Y £7,
HAL—PPRSRANAT = FEREST DI 2R LET, D ARGES e 2 —F D8R
U — RETF = v 7 G023 % & Firepower eXtensible Operating System (37 0 EL: %4l 7=
LTWARWSRRAT — REZHEE L ET,

8 ~80 WFDREITHDHZ L,

Cisco Firepower 4100/9300 FX0S 23(1) CLIa > T s ¥aL—>av A4 K |



B = rmsmosqrsqy

User Management |

N

CB)  ax=r 7747 ) TEFICHERT D700, 472 arTY AT
D DE/INCTHL S X%@ﬁé@/\xy_}\;& e x4 3
MCONTIE, AV AT — FEF = v 7 ORE (47 =)
ZZRLTSTEEN,

cTNT 7Ry RORILFEDRLS L 1 UFED,

cTNT 7 Xy FOINLFEDIRL & D 1 FE T,

« BWEFLSOLTF (FHRXTF) 20728 1 XFET,

« aaabbb 72 L3EfE L C 3 [ &2 2 TV IR SCFE2 & E20,

« passwordABC X° password321 72 & D 3 D Duifie L 72 B FR T2 ED L 9 RIEFTh - T

HEER,

e —WH LE—, FHIF2—VFLEWIZLTEHDTILARV,
e NRNAT— R T4 vat ) Foy IIZEKT D, 28 2R, RXRTU— RIQFEEEIC G

SIVT WD IEAERY 72 B FE %omt%@%ﬁﬁ#é_kiféiﬁmo

cRDFHFEEER, $§ (FAiEE) | 2 Gl . = (&5 .
ea— ) a—Y ThHT L FBEIWadmin T V2 hOBAITEHIT LRV,

U £ — I‘nu.»nIEo) ﬁ"f P%’f -~

VAT LE, PR—FINTWD U E— FEFEN—EZOWTNNCRET D5E1E. €D
P —E2AHO T v A X —ZVER LT, Firepower4100/9300 3 ¥ — 3 BNZ DL AT L L#ET
XLHLVCTHMERDD £9, 22— PRI ET IHEEFHITIRO LB TT,

U:E_I‘urL.nIE-U- I:Z(D:L 'U'Tjj'le‘

a—W 7 H 7 M, Firepower 4100/9300 o ¥ — 3 [Z B — W )VICHFIET D, £7213Y
T FRREY —NHFET D 2 ENTEET,

UE— FEE—ERXEZNLTrI A L TOND 22— O/ v a > %, Firepower
Chassis Manager & 7213 FXOS CLI 75 R /R TX £,

IJ T— l“n-L.nIE-U- I:ZG):L "j' a—J)L

UE— kmn#—ﬂfn—%Tﬁﬁ/b%WmﬁéﬁA %, = —¥ 73 Firepower4100/9300
X =V THEETATEOIIKER e — L EZNLDT AT MIEOLZ L, BIOEN
bDr—/L DA HiIZ FXOS THH SN H401E —HSEL 2 EPMETT, r—L K
—IZEoTE, =¥ a r A U TERWGECHAI BAMER L5 S v
BRHH ET,
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yE—rRE0H1 51> ||

) E— l‘uhnIEjD/\’rg —NDi1— #Eli

RADIUS 3 X O TACAS+ ## 5% TlX, =— 23 Firepower Chassis Manager & 7= 1% FXOS CLI ~®
77 A AT 54 U E— FRAEY 1 /3 X — T Firepower 4100/9300 > ¥ — H D —
BYARET 2MLENDY £T, ZOa—VFREEICT, Fa—PFICHV L Toncr—L L
=R EENTWVET,

a—¥Ra s 358, FXOS ITREEITLET,

1. UE— FRE—ERICHWEDEE T,

2. a—¥ERIELET,

3. a—PRRIESD L, Toa—PFEV L TLATWSIr—LrEar—LEF =y s L
e

WDOFIL, FXOS TYHR—FLTWB Y E— FEET 0 A A X —Da—V @ihsEf % kg L7
HDOTT,

PRI TONA F— HhRE LEM A X —7 DYL5R BEIDEH

LDAP ES=% WDONWT I EFLTT | A 2D LDAP D FEk
BHEOITEINTEE | TIiL. Unicode # 1 7
R DJEMED BT,

*« LDAP A % —~ % | CiscoAVPair 71 A ¥ I
PR, B E | BHAER T 256
7o TREFORME | (X, BMEID & LT
ADEMEEHREL |1.3.6.1.4.1.9.287247.1 %

S fERHLET
«LDAP A ¥ —~% |[IRDIAT, o7
LR L C, OID #/RLE T,

CiscoAVPair 72 &
D—EDAHITH
A B I @M A ER
L%,
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BREE TN H—

HRE LR

AE—T DL

B ID EH

RADIUS

(EEF=3

ROWTNDEIATT

X IBRTEET,
* RADIUS A& —~
YRR, B
i 72 BEAF DR
it 2 L
EJr

* RADIUS 2 F—~
ZHraRE LT,
cisco-avpair 72 £ D
—EODARITTH A
2 LIEMEAER L
S5

v A 22 L % RADIUS
DFEEDOR L Z—1D
12009 TH Y, BEMHED
Ny A —1D X001 T
7

R OFESCHNX
cisco-avpair JE M & 1ER
T LG EITER D —
Fe—rlalr—ni
FRET D HiEEZRLT
WET,
shell:roles="admin,aza"
shell:locales=""11,ac",
B DO A XE) 512
I, KB el LT
T~ I ZHEHLE
R

TACAS

AF—v a2k L,
cisco-av-pair & )4
RO A A 5 2@ % A
BT BN BV F
R

cisco-av-pair 44 1.,
TACACS+ 7' 1 /34
H—DJEMEID % 7k
T2 3FHTT,

IR ORESCHIE
cisco-av-pair B 2 1E
BT % & X ITHEED
a—HFo—labs—
IVEIRES D HEER
LCnEd,
dsoarairdell mles adnn
aaa"
shell:locales*"L1l

abc", cisco-av-pair J&
PR CT ALY R
(*) AT L,
Oy —)VInF 7 a
ELTHRESN, [FL
U= %2
AT sy 2 a5
A A TFREED B % B
Sz eMTEET, #
Bl 2 XY D121,
XYy 5L LTA
R=2EEHLET,
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i—¥Bp—-u .

LDAP 1 —HEHE D4 > 7 /L 0ID
) A A A CiscoAVPair @MDY > 7L OID 1Z, IRD LBV TT,

CN=CiscoAVPair,CN=Schema,

CN=Configuration,CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration, CN=X
instanceType: 0x4

uSNCreated: 26318654

attributelD: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration, CN=X

A—+H no—)L

VAT A, RO2—Y - A BHEBEShTOET,
EBEE

VAT AERIZHTT BERIRHAMY L EEIALDOT 7w A, T 7 4/ FDadmin T H
T MI, FUFNRTIOR—LRNEY Y THA, BEIITEEEA,

Read-Only

VAT AEBREICKT AR ERT 7 A, VAT AREESEETAMHERITIH Y FH
Mo

2313

NTP DF%7E, Smart Licensing 72 3 @ Smart Call Home DFXE, AT L 17 (syslog % —
NeEZT—ZEte) ITRTHHAMY LEZIABLDOT 78 A, VAT LDOFRD DFEH3IT
XI D FHAIY T & A,

AAAT7 RS=ZX hL—4

—H, B—/b, BLWAAA BREICHT DA EEXALDOT 7B AR, VAT A
DI OERIFHKIT D F A T 7 & AME,
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B c—rrmsnta—voszo—r 7740

O—AIREESN-2a—FDNNRAT—K JAJ77M4)L

WNRAT— K Fa77A00F, a— I NVERESNTZT R TCO—F DR T — FEESC/ IR
U— REFRE e T o NEGENET, n— b GEEI N2 —FOENEIIER DR A
TJ—R7Iua7 7 A NVERETDHI EIETEERA,

NRAT—FBEODADI Y b

NAT—REREOT D MLV, a—OAGRRES e 2 — M [F U/NA T — R &2 FA)
fﬁ LWL IIZTHIENTEET, 207 aT ¢ NEESINTWHEE, Firepower v v —
Ui, m— A NVGRRES LI 2 — PR LR L7 N AU — R & fcK 15 8 £ TORAF Liff
INAY — biWL®%®ﬂ%ﬁ+ﬂ@L@T%%éﬂ JBIEA D AL EVMEICE L5

W2, b HWWRRT— REZFE#HAHARICLET,

HHNAT — RPFHHHARRIC /D ETIZ, 2—F 3RV —REBEEI D> N TREI N
P RAT—= REER L CHEATILERSHY £9, 21X, XAT—FNEBEEIT L R %8
WICRE LTESE, o— VG ES iz —WE, 9FH O/ R T — RRHREINIZ 5 £ T,
BADONRAT — REFAHTEEEA,

T 7/ T, RNAU— RFERIFOICHEINE T, TOEIZL->TERD v MR ESIL
INDHTH, =IO THLUURIONRAT — RE2HEHTE£7,

MBI U C, e — NS N —TFDONRAT—RERED T R 27 )7 L, LLRID/SA
U— ROBFFHAZEMNITEET,

INR T — FEEE R

IRAY — REBEMEIZ L > T, 2 — U AGRGES Nz 2 — VT ORFINIC E i T& 5 /%A
U— REROREEHIRTLZENTEEST, ROEFIF, "AU— REFMBO2 S>OREA
FvarERLTHET,

MRDEETE SRER 151
No password change TDOF T arEBRETRLE. 7-& z2I1X, m— I REEES T
allowed o — A AREES NI — R, S| 2 — R A RIS A T — R

xvakéﬁﬁbfﬁ%%mmﬁ%%%ET%&wia’ﬁémﬁ
BIRIEARAT = REEFTE 2L (RO X I ICHEELET,

VAl ™
SRS E » [Change During Interval] % 1%}
1 ~ 745 WFfH D28 AR 1L IR % +5 (ZRRIE

ETExET, 774/ FTIE, £ -

SR L 1 24 T G + [No Change Interval] % 48 |Z7%

E

. Cisco Firepower 4100/9300 FX0S 23(1)CLIO > 7 4 ¥aL—L 3> HA K



| User Management

ATy I

ATy T2

ATvT3

ATy T4

ATy T5

T4 LAY —ERDER .

GBS S BA 41
BEBRBNORAT— | ZOF7 g T, FRNCER |72 & 201, v — b BREESNT-
R FEFFA] L7-EENIz | —ﬁwmil—ﬁIJH%#AZU~%%”ELt%

MNNRAT — RELTTE D KE
BERELET,

EHEEREA 1 ~ 745 BRI T, /8%
U— REEDOHEKEHEKZ 0~ 10
THETEEYT, 774/ KT

. r— O NAEREEES T — Uil
kLT, 48RRI FEN Tl R 2 [A]
D/RAT — RERPFFAI SN E

7T

24 FERILINIZ 1 [ E CEBETX 5
ST DHEE. RO XD ITRE
L%,
* [MkEFDOZ R (Change During
Interval) | ZHNZT B

» [Change Count] % 1 (ZF%/E

,—‘—»

* [Change Interval] % 24 |Z§%

T4 )L FERE

FIE

EH—

EXDFEIR

X2 VT4 BE— REBLET

Firepower-chassis # scope security

TN IR X 2 T4 E— FEBRMBLET,

Firepower-chassis /security # scope default-auth

5:‘7?/1/ }‘ntu uﬁé’?ﬁff Li—é«

Firepower-chassis /security/default-auth # set realm auth-type

auth-type
* ldap : LDAP
* local :
* none :
* radius :

* tacacs :

(EE)

Firepower-chassis /security/default-auth # set auth-server-group auth-serv-group-name

(EE

)

/e
FAEERE LT

‘_‘jjﬂ/mu

a— B a—P|IRRAU— K&
D‘LA HE%* ﬁ_i‘l/jzj—

RADIUS &

TACACS+

U= FOWFNNTT,

ARz RE L ET

PR Z R E L £

EEPice s/ ocaET

B b7 g X — I —TEBELET FETLIHE) .

D RAA » D2—ITFF AT 5 HEHT BRI O e KRRz FEE L £ 7,

Firepower-chassis /security/default-auth # set refresh-period seconds
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B toavsqa7yron

ATvT6

ATy 17

ATvT8

3

0~600 DEKAERELET, T 744 M 6007 TT,

ZOREMHIBEEBEZ D L. FXOSIZWebt v a v 23 ET7 774 7L RALETH, 0Ok
arvERKRTTAZEITH THA,

(fEE) FXOSA Webtwira kT LIt BT ETO, HihDEFEREND DK
PR R 25 E L £75,

Firepower-chassis /security/default-auth # set session-timeout seconds
0~600 DEHAZEELET, 77 4/L ML 600 B TT,

(G¥£) RADIUS F 721X TACACS+ LV AICK L C T BEEFINILRETHHEIE. VE—T
=PRI HRGET A SEN RN Y, vy avOEHEEBIEYy a3y
DEA LT FFHEZESCTZ E2MmFT LTSN,

(EE‘%: wqujﬁ‘Jﬁ:% LIV AD g?ﬁwuu vﬁ&/\dﬁﬁ ngj,.o
Firepower-chassis /security/default-auth # set use-2-factor yes

GE) THIHEIERL, RADIUS B L TACACS+ LV LD EA S E1,

oo a B AT ARTEICZI Yy P LET,

commit-buffer

1

WOBITIX, 77 4V b OFGFEE RADIUS (2R E L, 77¢wh®w£7mﬂ4&~
7 )v—"7"% provider] IZR%E L, _HIERGEL AN L, EHHREZ 300 F (547) |
REL, EyvaroZA4 L7 0 MRz 5408 (94)) ICREL, EERRGEL A
BcLET, LT, bTFvHrvargEaly bLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set realm radius

Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 300
Firepower-chassis /security/default-auth* # set session-timeout 540

#

Firepower—-chassis /security/default-auth¥* commit-buffer
Firepower-chassis /security/default-auth #

24 LTI FDERTE

FXOSCLI 2325 L2k, 22— 777 47 472 L CRIBAIREZRFEMZEECTE £
9, T ORFE2EE L7, Firepower4100/9300 > v — U iix—V v a AL ET, o
vV —)vkvial HTTPS, SSH, BLUTelnett v a v & T, BADZREEZITHI Z &
NTEET,
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ATy T

ATvT2

ATvT3

ATy T4

ATy TH

wxttvar aqn7y oz |

54A?7hkbf%%@(@”ﬁﬁ?@f FHRETEET, T 740 ML 600 BT,
DOFEZXPTINIT AL, Byiary ZALT YT Mix 0IZRELET,

FIE

X2 U7 4 E— FERBLES,

Firepower-chassis # scope security

F7 40 R F 2 YT 4 T— REHGELET,

Firepower-chassis /security # scope default-auth

HTTPS., SSH., B3X QX Telnet > a v D7 A KV ZA LT U MR ELET,

Firepower-chassis /security/default-auth # set session-timeout seconds

UEE) 2 V=i arDT7A KVEALLTY MERELET,

Firepower-chassis /security/default-auth # set con-session-timeout seconds

BB By arBloatty v ary FA LT T NOBREEFR T LET,

Firepower-chassis /security/default-auth # show detail

51

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

ety ay RALTI FDRE

Firepower4100/9300 > ¥ — L ZidffixfE v v a v ¥ A AT U RHERDH Y, By a v OfH
WROUTBERR <, MaxtEy v ay 24570 MR KKET L Ea—F v a IS
NWET, oMk Z A LT T MERE i YU TV arY—) SSH, HTTPS % &Le9 T D
EROT 7 BRI LTl a— U@ SN E 7,

YIUTNaryy— ey a ity iar XA4ALT T NEFEBICERETETET,
2k, TR =— RS2 DV VTN ay y— gttty gy 24 LT MNIEIC
LeNs, MOBEXOT 78 ADX A LT D MIHEF T2 BN TEET,
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B /=—t+21—von—r#kus—oms

ATy T

ATvT2

ATvT3

ATy T4

ATy TH

Wt Z A L7 MEDT 7 44 ML 3600 % (6047) THVY., FXOSCLI ZfFH L CTEHE T
1, TOREEZENTHINE., ety ar AT T MEZOITRELET,

FIE

X2 U7 4 E—FERBLES,

Firepower-chassis # scope security

F7 4V R 2T 0 T— REEBLET,

Firepower-chassis /security # scope default-auth

Mottty gy BALLTU MERELET,

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds

EE) BlfEoaryyY— Lty gy ZAL LT 7 NERTELET,

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds

(EE) ByvarBIOMxty v a vy XA LT FOBREERRLET,
Firepower-chassis /security/default-auth # show detail

51

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

JE—F1—HOO—ILKRY—DHRE

7 7 4V~ Tld, LDAP, RADIUS, F721XTACACS 7’1 h /L&A L TY E— h H—r\0n
© Firepower Chassis Manager % 721X FXOS CLI (v 7' A > F 5T X THO2—HF(TFHEARY EH
T RAMENMIEESNET, X2 VT 4 EOBEENS | iz Shiia—Y n— il 8T 5
2—PIZT 7B AEZHIRT L2 EDNEE LWGERH Y 7,

VE—h a—HFor—L R —iF, ROFETRETEET,
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assign-default-role

a—WRu s A o ERAEEIT, VE— NRAET n A XSGR A S e — Y
n— Rk LN E | 2= PEEARY - r— LT A 5 ENRTEE
‘é—O

ZHUET 7 v FOEMETT,

no-login
:L“_“HSZ)S\D 7/( :/%gitgfi =3 Iz, JE— ]\munﬁ‘j 2 /3A & ﬁ)mu\n I‘%i&%/gﬁi“—ﬂ-
n—LERMELRNE T/ RERAFESSNET,

FIE

ATy EX=2V 71 B REMBLES,

Firepower-chassis # scope security

AT 72 Firepower Chassis Manager 35 J. (N FXOS CLI ~D—H 7 7 & A & 2—H 17—/ L2 STl
RIT2ME I MEEELET,

Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}
ATYT3 FIUF I va BV ATAREICAI Yy PLET,

Firepower-chassis /security # commit-buffer

il

wOFITIE, VE— 22—V Oorn—LR) o —%2FRTEL., hToPFrvarrzaly
FLET,

Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login
Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

H— 7])bmunEE?*lf::L-—ff’\G)/QJ(T7-—|3§§E§7:JZSIC7
DAL

INAT — ROBEETF = v 7 NN 72> TS 5A ., Firepower eXtensible Operating System C
X, BNRANRAT—=ROTA RT7A &G L TWRVDWIRAT — RERIRTEEEAL (R
— RNIZETLHHA KT 4y 33X—=) 2F8HR) |
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B -/ zmosxmsons

FIE

ATV BXa2 V7 0 T—REHBLET,
Firepower-chassis # scope security
ARTYT2 NRAUV—RNBEF = v 7 ZHIMET 20T 48 —T7 T D0 ERELET,

Firepower-chassis /security # set enforce-strong-password {yes |no}

1
WIS, NAT—=RBEF = v 7 A X—T /T D0 2R LET,

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

» s S = kY p—4 |
O04 U ITORKBIHDEETE
2y 77y M —FICFFr &N e 7 A UITORRERARELET, ZOEKEEZEL
% & F5E LT RE[E 720 Firepower 4100/9300 &% —> 22 b2y 7 707 S5 Z LICR D &
T, 2—PiX, RELERKREHEBLZ Tl A 0238177508, VAT Ahbr Yy 7 SivE
T, =Ry T U NENEZ LA RTEATR RSN ETRA, ZhWEES L, 22—
FRIZR 7 A T TE DL DI DE T, BESNIFFIZT T 2 0 EAH Y £,

o A UBITORKEBEARETHITIE, ROFIEEZFEITLET,
~

GE) cEDEATDA—FT I FThoTh (EHELZEGL) . n /A L iTORKELE
ATRIA U ERITTDE, VAT Ay 77U hSNET,

cRITE B T A VERITOT 7 4/ MOEKEEIZ0TYT, 2—¥nn /A L EfToRK
WEBZIZLEZVAT Ny I T 7 NENDT 7 /0 ORI, 3047 (1800F))
<7,

ca2—PFOr Yy I T RDAT =L REFRFL, 2—F Oy Ty MREEZS VT 5F
JEIZoWTIE, 22—V av I T M AT —HADOERBLIOZ VT (452—) 25
LT &,

ZOFTalit, VAT LADITL T TAT ) TRESOHENE BIGT 572 DIrn I 5
D1 o5TT, B HOWTIE, XU T7 3BT (69 X—) 2L TIEEN,

. Cisco Firepower 4100/9300 FX0S 23(1)CLIO > 7 4 ¥aL—L 3> HA K



| User Management

ATy T

ATy T2

ATvT3

ATvT4

1—#nvs7yk 27—az20%568£07 U7 ||

FIE

FXOSCLI 76, EF =2 VU7 ¢ E— RIZAD T,
scope system

scope security

K& m 74 L dfToREBEERELET,
set max-login-attempts

max_login

max_login DfEIX. 0~ 10 OFHNOIEEOFEEETT,
n A VRITORGEEBICELIZ#, 2— R RATAhbry 7 7T b IHREHE (FPH
) ZHRELET,

set user-account-unlock-time

unlock_time

WExX2I Y PLET,

commit-buffer

A—4HYAYI 7O RAT—3ADRTELVI )T

ATy I

ATvT2

BHEE o —, RO FEIEDS [Maximum Number of Login Attempts] CLI 3% & CTHRE S/ =
JA o KT &8 2. 72 5. Firepower 4100/9300 > v —3 2»ba v 7 77 hER TN 5
a—POry 7T RN RAT=FRAERKRBIOZ VT TEET, FHMICONTIE, 7o iR
ITORKEBORE (44 ~—) ZZRLTIIEIV,

FIE

FXOSCLI 25, &% =2 U7 4 £— NIZAD £7,

scope system

scope security
FUTHa—VOa—WER (v 77U N AT—=F2E25) ZROKLIICRKRLET,
Firepower-chassis /security # show local-user user detail

1 :

Local User user:
First Name:
Last Name:
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B z=vro 27— rzEoBAB0RE

ATvT3

Email:

Phone:

Expiration: Never
Password:

User lock status: Locked
Account status: Active
User Roles:

Name: read-only

User SSH public key:

EE) =2—Fony 770 s AT =2 2% 7 V7 LET,
Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status

ZHEERDNRT— FEEDRRKBDEHTE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

FIE

X2 U7 4 E— FERBLES,

Firepower-chassis # scope security

NRAT—=R Fa7yA X274 T— 2B LET,
Firepower-chassis /security # scope password-profile
B—INVGRAEES N2 —FRIE LRI SA T — REZETE T HRIEEHIR L £,

Firepower-chassis /security/password-profile # set change-during-interval enable

0 — B VRERE S 72— 73, [Change Interval] DEIZ By D/NA T — R &ZEH T 5 KlA]
BEEELET,

Firepower-chassis /security/password-profile # set change-count pass-change-num

ZOfEIF, 0~ 100 BHEICRETE £,

[Change Count] 7 4 —/V R THE L7c/NA U — REFEREEDEH S5 KRR fRE L £
RS

Firepower-chassis /security/password-profile # set change-interval num-of-hours

ZOfEIE, 1~ 745 FEEI D BRICRETE T,

72 ZiE, ZD7 4 —)V RO 481ZF%E &4, [Change Count] 7 4 —/V R 2 ICRREIN TV D
Bitr. m—ANAGRIES T — WX 48 RERILANIC 2 [l A B 2 2 /SR — RER A FATT 5 2
LITITEERA,

rNFo W a s AT AHREIZaI Y FLET,
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ghizr—rEFryroxz ]

Firepower-chassis /security/password-profile # commit-buffer

1

W OFL, change during interval 47> 3 & A4 XF—T7 2L, BREEKE SE, £E
MEZ 72 BERICRE L, h T varvEaly bLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

BKINNAT—FRFT VI DERE

ATy T

ATy T2

ATvT3

BANRAT = REF = v 7 ZGEMN LTeGEE, f8E LR/ N CFEEHT 5320 — REA{E
AT DHERH Y £, 7o & ZIX. min length A 7> a V& ISICRE LTI HE. 7NATV— Rk
15 CFUAEZEH L HERT D2 HERDHY £9, ZOF T a i, VAT LDaEr 77
ATV TRE~OERDO T D DED 1 >TY, FHMIZONTIEL, BXx = U7 4 38EER (69
R—=Y) EZRLTIZIN,

RANSAT = FEF =y 7 ZRETHIIE, ROFNEZZEITLET,

FIE

FXOSCLI /6. ¥ 2 U5 4 £— FIZAD £,
scope system

scope security

RAT— ROF/NOESEZEELET,

set min-password-length min_length

wEEaI Y FLET,

commit-buffer
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B <xo-rozEzrmmoz

NRD— FOEBERIERIRORE

ATy T

ATy T2

ATy T3

ATv74

ATy TH

FIE

X2 VT4 = FZRLET,

Firepower-chassis # scope security

NRAT—RFa77A40 %2 T 1 B— RFERHBELET,

Firepower-chassis /security # scope password-profile

IR OEFREL T B —T M LET,

Firepower-chassis /security/password-profile # set change-during-interval disable

R VRBRES Ve — P8 BT L B L7/ S A D — N2 B 5 A Aokl 2 e/ MR
ERELET,

Firepower-chassis /security/password-profile # set no-change-interval min-num-hours
ZOfEIX, 1~ 745 R H BBICRECE T,

Z OfIFEIX. [Change During Interval] 7" 72 /X7 ¢ 73 [Disable] IZ5% & S AU TV R W IGA LB X
ET,

oW I a2l AT ARTIZaI Yy FLET,

Firepower-chassis /security/password-profile # commit-buffer

1

Wz, BT OEFE AT a2 T =7 L, ZHEEFEE 72 IR E
L., oo ¥rvarvazaly bTa0ERrLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #
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n’zxo—rEENY> oz

INATD— FBREAD Y FDOERTE

ATy T

ATy T2

ATvT3

ATvT4

FIE

X2 UT 4 F—FEBLET,

Firepower-chassis # scope security
NRAT—=RTa7r7A N0 EXa T 4 T— RERBLET,

Firepower-chassis /security # scope password-profile

2= HVERRES LTz — W ENCE L7 XA U — REZFAIHTE 5 L 91825 £ TIT,
VER T 2 MBERSH 2 —E DA T — ROKEELET

Firepower-chassis /security/password-profile # set history-count num-of-passwords

ZOfEIE. 0~ 15 HEBICRETE ET,

7 7 4V b TIL, [History Count] 7 4 —/L RIZ 0 IR ESNE T, Zhickv, BEIT b
PN/ 57280, 2—PFETO D THUANHEH L T\ e 2T — REFEFHTE £,
NI v a BV AT AREIZAI Yy PLET,

Firepower-chassis /security/password-profile # commit-buffer

51
WOFNE, RXAU—KR@EREAD 7 e EL, F T varEaly hLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5
Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

O—AILaA—YY 7Hho2 FOER

ATy T

ATvT2

FIE

X2 UT 4 = RFEMBLET,

Firepower-chassis# scope security

=Y T AT FEERRLET,
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B o 7nyronn

ATvT3

ATvT4

ATvT5

ATvT6

ATy T1

ATvT8

ATvT9

ATy 710

ATvIN

Firepower-chassis /security # create local-user /local-user-name

Z 2 Tlocal-user-name X, ZDOT 7 MulZ A T hEXIMEFHENDIT I N4 T
T, ZOXHNE. BAETHY, 2= T I "EDOTA RT7A v LHIRZ7- LT\ AL
NHVET (2—FRHICETIHA RT4 333—=) 25]) |

—PEERLTZH%IZ. 0/ AV IDEEFRTEETA, 22— THU U FEHIBRL, HiLD
2= THU L NEERTOIMNERLY 7,

0= 2= T AT N AMET DM T 4 B =T T 2 ERELE T,
Firepower-chassis /security/local-user # set account-status {active| inactive}

A=Y THT L FNORAT— REFRELET,

Firepower-chassis /security/local-user # set password

INAT— K& ASTLET, password

INAT — REfER L E T, password

WA= RBEF =y 7 ZHNLEGEIE. 22— AT = RZRERLDICT HILERD
M ¥4, Firepower eXtensible Operating System |ZFRE T = v~ 7 Bl &7z L TRV IR T —
FREHEARLET (RAUV=FZETLITA FT1 (33 —=2) 22H) |

(EE) 2—VoLEEELET,
Firepower-chassis /security/local-user # set firstname first-name

(EE) =—YolzfEL £,

Firepower-chassis /security/local-user # set lastname last-name

EE) 22— T7h oy "BAMIRUINICR 2 B E2RE LT, month 5180, A DH4L O
D 3 LFTT,

Firepower-chassis /security/local-user # set expiration month day-of-month year

(B 2= TH oL NCABMIRERE L%, TR L) CHRET S D LT
EEAA, L, T SRFOEIIMRANTT B Y > MERET D 2 L1
Tt

EE) =—VOE A -V T RLRAEEELET,
Firepower-chassis /security/local-user # set email email-addr
(EE) =2—VOEFERTZHRELET,
Firepower-chassis /security/local-user # set phone phone-num

(EE) NAU—FRLZ 727 2AHOSSH ¥ —%2fELET,

Firepower-chassis /security/local-user # set sshkey ssh-key

TRTCOL—WXT 7 4 /v N Tread-only v —/VZEIN B TH, ZOr—/VFHIBRTEEE
ho —PFIZHIV Y TLHEMOZ T — /M LT, LT EZFEITLET,
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ATvT12

ATy 713

n—ana—47avy ok ]

Firepower-chassis /security/local-user # create role role-name

Z Z Trole-name 1L, = —H% T H U MIEID Y CHMEALFEIT —LTT (2—F n—/L

(B7==2) 2ZM])

GE) 2— 0 — /LB X OMEROEFITRIBIO 22— 17 J A VEHCEMN 2 £9, 2—
PFTHT L h~DOFH e —LOE Y Y TREFOa—LOHIRETTH & &EiIZa—
DT AL L TWAEES., T2 747y a 3BT r — LOMERE B X X

AL X,

HO Y THh e — LV Za—WnbHlRT 5121, T E2EITLET,

Firepower-chassis /security/local-user # delete role role-name

GE) T RXTOZ—WEIT 7 4/ b T read-only 7 —/VZE IV L THL, 2O —/LITHIER

TEEEA,

N varEaly bLET,

Firepower-chassis security/local-user # commit-buffer

1

WOHE, kikipopo & WV I ARTDOL—H T hH 7 Ml L, 22— T Hho o b oA
T L., fo0l2345{Z/RAU— REFHREL, FHaz—F o—La2E YT, FT7oH07
ValEEELET,

Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # create role admin
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

WOHFNE, lincey EWHILRIDOL—H ThH 7 NEfEk L, 22— T h o N EF%
iZL, /SAT—=RL AT 7 AHO OpenSSH F—% %7 L, AAA B L OE/E2—
P EEVY T, N v a v EREELETS,

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey "ssh-rsa

AAAAB3NzaClyc2EAAAABIWAAATIEAUuo9VQ2CmWBI9/S1£30k1CWjnV31gdxXMzO0WU15iPw851kdQqap+NFuNmHcb4K
1aQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1sGk51ug51s10blVOIEWCKEL/h51rdbN118y3SS9I/gGiBZ9AR1op9LDpD

m8HPh2L.OgyH7Ei1MI8="

Firepower-chassis /security/local-user* # create role aaa
Firepower-chassis /security/local-user* # create role operations
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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B orrasrrvsromn

WOBNL, jforlenz E WO ZFIOZ—YF T AU FefERL, 22— T h U haeA
F—T ML, NAT—=RULVAT 7 EAfDOEF 2T SSH¥—%%EL, hT7 %7
varxzalv hLET,

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
User's SSH key:

> =—--- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAAIEAUo9VQ2CmWBIY9/S1£30k1CWinV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51ug51sloblVO
>IEwWcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDpDM8HPh2LOgyH7Ei1MI8=

> —--—-- END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

O—A)La—H¥ 7hor DOHIR
IR

AT9T1 BXa2 V74 E—FNERBLET,

Firepower-chassis# scope security
ATYT2 m—Ana—F THyr bEAIRLET,

Firepower-chassis /security # delete local-user local-user-name
ARTYT3 MU HF I va By ATAREICTI Yy MLET,

Firepower-chassis /security # commit-buffer

151
WIZ, foo EWH2—HF TH oy MEHIFRL, T Hr7varvrEzaly hTA40%E
ZT—\‘L/\i—é—O

Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #
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O—AL1—FF7hoy bOF o574 TeErEk7s57+ It [

O—AWNA—YFTF7hOoOU DT O T4 TILELIZIETS
T4 71k
B—ANa2—WFTHY NeT 7T 4 TALETIEIET 77 4 7L TE 2 D1%, admin HER & 72

1T AAA MERR B2 FF D — Y DA TT,

FIE

ATYT1 BX=2UT7 1 = FEBmLET,

Firepower-chassis# scope security

ATV T2 7074 T FERFET 7T 4 T A a—Wio L Crn— A ra—F X2V 7 4 T—F
P L ET,

Firepower-chassis /security # scope local-user /ocal-user-name

ARTFYT3 a—INa—FTHO  eT 7T 4 7T 20T 2T 4 7T D0ERELET,
Firepower-chassis /security/local-user # set account-status {active | inactive}

GE)  admin 2 —HF 7 H UL MIFEIZT 7T 4 TICRESNET, ERIITETEREA,

1
RIZ, accounting L W) B —H N 2—HF T H T baAf X =T MIT LB AR LET,

Firepower-chassis# scope security
Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security/local-user # set account-status active

A—AIEiISNhf=2a—FDN\RD)—KEEDODY )T

FIE

ATYT1 BX2 074 T—FEMBLET,

Firepower-chassis # scope security

AT T2 FHELa—F THY U MRt LTre—h L a—HF X2 U5 ¢ — FE2BBLET,

Firepower-chassis /security # scope local-user user-name
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RTFVT3 HELLEa2—Y THT U bORRATY—REHEEZ 27 VT LET,
Firepower-chassis /security/local-user # clear password-history
RTYF4 NIV a BV AT AREICAII Yy MLET,

Firepower-chassis /security/local-user # commit-buffer

451
iz, 2R —FRERZHEL, FT U a U EHETAHERLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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A A—DFE

11l

o A A=TREHIZONT (55 =)

s Cisco.com NHDA A=V DX T a— K (56 2—)

* Firepower 4100/9300 ¥ — 2 ~® Firepower eXtensible Operating System Y 7 h 7 =7 A
A=VDATE—FR (56 =)

c A A—VORAMEDOHERE (57 *X—)

* Firepower eXtensible Operating System 77 v b 7 4+ —AL N KLDT v 77 L— K (58
)

» Firepower 4100/9300 > v — 3 ~DiRHET NNA AD Y 7 "7 =T A A=Y DHF 7 a— K

(60 ~X—2)
CFRELT N ADA A= N—=Ta L OFEH (62 X—)
s Firmware 7 v 7' 7' L— K (64 _X—)

A A—VFBCTDOT
Firepower 4100/9300 > v —3 TIX 2 DDA Z A T DA A —T % L £,
A\

CE) 3 _TOAA=VITHLT, BFaT 77— M RDT VHNVEBLA LBEENMTOET, Ok
SWRGEB AA—TVEEELRNTIEE N, BET DL, BREETT7 —I22Y £,

« 7'F v N7 4 —L5 2 Kb Firepower 77 > N7 4 — A5 /N2 KUIX, Firepower Supervisor
B L OFirepowert X = V7 4 TV a2 — /W= VU TEIMET S, BEOMSI LizA A—
DEFEY T, 77 N7 4+ —L 3 RVE, Firepower eXtensible Operating System @/
T =T Ry =TT,

T IV r—ar T Y r— g A A—UE, Firepower4100/9300 ¢ — D& ¥
VT4 B a— VWP UNCEATHY 7 N =T A A—=VTY, 77V r—var A
A—31E, Cisco Secure Package 7 7 f /L (CSP) & L C#EffianE 4, ik, mET AN
A ZERRFICE X 2 VT 4 BV a— o P UICRBEENSE T (FRI3LEOREET
N ZERRITHE AR T) A== A IR FENE T, AT TV r—Tar A A=Y
B AT DD T2 % /3— = % Firepower Supervisor (ZfR17 T X £77,
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. Ciscocom A SDA A—TDE I O—F

A\

GE) TIT T —L R RV A RA= L 1 DOUEOT TV r—a v A A=W FE2T v
TV —FRT2568, T 779 b T3 —L NNV ET 7T L—RTHVLENRHY 7,

Cisco.com M S5DA A—TNDAEAHO— K

Cisco.com H FXOS B LT 7V r—va v A A—T% Xy a— KL, Firepower ¥ ¥ — 3
W27y 7 —RT5HZENTEET,

188 SR
Cisco.com 74 7 M DBMLEETT,

FIE

ATYT1 Web 77 U¥ &AL T, http//www.cisco.com/go/firepower9300-software ¥ 7 (%
http://www.cisco.com/go/firepowerd 100-software |27 7 & A L £,
Firepower4100/9300 ¥ —> DY 7 b7 =7 X7 a— R X—=UNT T UFICRRINET,
ARTVT2 FHTDHY T V2T A A—TVERADT T, m—H arEa—X X yra—RKLET,

Firepower 4100/9300 < — < ~ () Firepower eXtensible
Operating System DY 7 hD Tz 7 A A—DAH o O—
~

FXOSDY 7 N7 =7 A A— % Firepower4100/9300 > ¥ — /(22 &°—F 5 |ZiL, FTP, SCP,
SFTP. *721% TFTP #ffil Tx £,

IR& B I
a7 4 X2l —Tary TrANDA R — MILERROBEREIELE T,
A A=A =T THLIY—DOIPT RLABLOHIZ LTy L

*FXOS £ A — 7 7 A VDB
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| 1+—>cem

ATy

ATy T2

ATvT3

1 r—voratorz [

FIE

Ty —AU=T E— RERHBLET,
Firepower-chassis # scope firmware

FXOS V7 b7 27 A A—V&A v rua—RLET,

Firepower-chassis /firmware # download image URL

RONTNINOELZEH L TA AR —hSd 7 74 /vD URL & f5

* ftp://username@hostname / path/image_name
* scp://username@hostname/ path/image_name
* sftp://username@hostname/path/image name

» tftp://hostname : port-num/ path/image name

Hoyromn—RK 7ubtAreE=XT555:

Firepower-chassis /firmware # show package image name detail

51
WOHFITIE, SCP e ha Lz fFH LT A—VE2ar—LFET,

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA

ELET,

Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail

Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

4 A—CDEESEDHER

A A=V OFEEEVEIL, B LW A A — D Firepower4100/9300 ¥ v — /Z5E

BNshs & BEIMIC

REINFET, RELRESIZ, FETA A—VOREMZHERT 2I2E, ROFIHEELIFATTE

=7,
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. Firepower eXtensible Operating System 75 v b I+ —L NV FJLOT7 v 5 L—F

ATy T
ATvT2

ATy T3

ATy T4

ATy TH

ATvT6

FIE

FXOS CLLIZE:E LE T (FXOSCLI~DOT 72 (152—) &) |
Ty —AT T B— REBEELET,

Firepower-chassis# scope firmware

AA=VEIABMLET,

Firepower-chassis /firmware # show package

A A=V EMER L ET,
Firepower-chassis /firmware # verify platform-pack version version number

version_number L, MR T HFX0OS 7T v b7 4 —L R KLDONR—V g 0 FFTT (7L x
E. 1.12.51) .

ERRIZITE I I D REMER H D Z E BV AT MLV EE SN E T,
yes = AJJ L C, MaEIcHEde Z & 2MER L £,
AA—VHERDAT —Z A% R T 2I121E, ROFEZFEITLET,

Firepower-chassis /firmware # show validate-task

Firepower eXtensible Operating System 75 v b 7+ — L
N RILDTvTIL—F

1R8O HHEIIZ

TT7 Y N T AL N RVDY T N 2T A A—T% Ciscocom NH X 72— RKLT
(Ciscocom DA A=Y DX 7 m— R (56°—) &) | DA A— % Firepower
4100/9300 > ¥ — N2 F 7 u— R LET (Firepower 4100/9300 o ¥ — 3 ~DFmBLT /A A D
VTR 2T A A=TVDOX T ra—F (60 %—) 2&MR)
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Firepower eXtensible Operating System 75 v b T+ —L NV FLOT v T L—F .

G¥)

ATy
ATvT2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

Ty L— K T ak R IT@EE 20 ~ 30 4503020 £,

AB v RT 8 FmBT S A R % EITH O Firepower 9300 % 7213 Firepower 4100 2 — X % =
VT TTIAT U ART v 77— RLTWAHE, FE vy —v NI 72X 237
O Firepower9300 k¥ 2 V7 4 T 7 IA T A% T v 7 7L —RKLTWAHA, Ty 7/ L—
RFWZTNRA AN LTI 7 4 w7 3@ LERA,

VX —M7 T ALIZJET 5 Firepower 9300 & 7213 Firepower4100 >V — X X a2 U7 ¢ 77
TAT VAT v 77— LW A, Ty 77— NPTy v 77 b— Fahle 7o
AEHNLTERI 7oy 7 3@ LEFA, 2L, 2 7AZRNOMDT NSAZATIENT 7 4>
7 i Ui £,

FIE

FXOS CLLIZHEE: LET FXOSCLI~DOT 72 (152—) #HHR) |
Ty —AUT B— REBEBELET,

Firepower-chassis# scope firmware

auto-install =— R LE1,

Firepower-chassis /firmware # scope auto-install

FXOS 7’7 v RN 74 —L Ny KV VA =L LET,
Firepower-chassis /firmware/auto-install # install platform platform-vers version _number

version_number 1%, 4 VA M=)V T DHFXOS T T > h 7+ —L NV RADNA—=T 3 VEFEFTT
(7= & z1E, 1.12.51) .

VAT AE, ETA A IATLY T MU =T Ry b=V R LET, £ LTHEA X
F—=AENTWLT TV r—2a VERELIEFXOS 7Ty N7 4 —L Y7 b =T Ny r—
COMOERRMEA BN L ET, ERBEFOEYy v a B TTHE0T v T L— RD—
WMELTURAT LR T — T OMERHD I ENEEINET,

yes # A LC. BiEIcHEde Z & 2R L £,

A VAN NVOFATEMET DITITyes &, A VA M—LZF v T52iEne Z AL
i‘g‘o

Firepower eXtensible Operating System 2373 RV Z R L, 2o AR—R> h&T v 77 L—F
EFiFV e —RLET,

Ty T 7= R FutAEE=2F51203F, ROFIEEZFATLET,

a) scope firmware 2 A JJ L ¥7°,

b) scope auto-install = AJ) L £,
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c) show fsm status expand = AJ) L £7,

Firepower 4100/9300 > v — 3 ~DEHET/NA ADY 7 k
VDITAFA—ODEy A—k

FELT SR AD Y T b =T A A—T% Firepower 4100/9300 ¥ ¥ — 3 122 B —F 5|2,
FTP. SCP. SFTP. F7-iX TFTP #fEiH CT&x £,
1R BHIIC
AT A4 X al—ary TrANDA R — MILERROBERAZINE L ET,
A A=TVDA =T THEII—DIPT RLABIOERGEZ LT vy v b

e VT M T A A= T 7 A IINDEEEMS
Flig

ATYvT1 BX2 V7 4 =R = FEHBLET,
Firepower-chassis # scope ssa

ARTFvFT2 7SV r—var V7 =T B— REBLET,
Firepower-chassis /ssa # scope app-software

RTYT3 BT NARA YT =T A A=V EF T u—FLET,
Firepower-chassis /ssa/app-software # download image URL

WONTNDPORELEZFEHLTA AR — NSNS 77 A4 LD URL ZF8ELET,

* ftp://username@hostname/path
* scp://username@hostnamelpath
* sftp://username@hostnamel/path

* tftp://hostname:port-num/path
ATYT8 Fyrn—RIutAeE®=4F 556
Firepower-chassis /ssa/app-software # show download-task
ARTFYTS Fora—RLicT7 7Y r—yaraRrt 58546
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app
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Firepower 4100/3300 &+ — & ~DREF A 2DV 7 bz 7 4 2—vngyva—k [

ATYT6 BEOT IV r—>arOiEMEFRT 54

Firepower-chassis /ssa # scope app application_type image version

Firepower-chassis /ssa/app # show expand

451
WOFEITIE, SCP7 e harzfiALTA A—YEa—LET,

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:

File Name Protocol Server Userid
cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user
Downloaded

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data

Is Default App
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Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: O
Firepower-chassis /ssa/app #

RETNA RDA A= "= 3 VOEH

ZOFEEEH LT, BLWA—Ta U CASAT IV r—var A A—VET v 77 L—FR
9% 7>, Firepower Threat Defense 7 7'V 77— 3 v A A=V % T 4 FRAZ YUY 7 U A
THHESNIHFLNWAZ = T v 7 N=Va MIRELET,

Firepower Chassis Manager & 7= (% FXOS CLI % {#fl L C Firepower Threat Defense F@ELT /N1 A
TARAY =TT R=TaraERELTH, 77V 75— a3 <iH LA I—T g 02
Ty 77— RanNEHA, T A A AX— K T v 7 /"= 3 %, Firepower Threat
Defense 37 4 WAL UANY U F UATHA LA M—)LENDHNA—T 3 o TT, FizoON
ClX. Firepower ThreatDefense D7 7 A% AL NDT 4 P 2AL Y HNY (287 X—) B
LTCLEEW, FTD i 7 A 2 DOFHUWERSAZ 21X, FTD i 7 /N A A %, Firepower Chassis
Manager £ 721X FXOSCLIZEH L TT v 77/ L —R$T5Z LidH Y ¥ A, FID T A
A%T v 77 L— K9 5ITI1L. Firepower Management Center % {9 2 %LE R H VD F9°, £
WZOWTIE, ROYA MZdH D FirePOWER Y AT LD Y U —R ) — R ESR LT ZE0,
http://www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html

X512, FTD imBElT /N4 A~DHE L. Firepower Chassis Manager @ [Logical Devices] > [Edit]
~— U8 L OV [System] > [Updates] X — VIZIEHEE NN SICEELTLEEN, b
DR—=TV T, FRENDHNA—=V a 0, FIDMET A ZA 2l 72l shz Y 7 k
T =T N—=Var (CSPA A—Y) ZRLET,

ASAGBBT NRA ATAZ— " NT v T NRN—=2ag U EEETLHE, ASAIZZDONR— 9 2T v
TTV—REH, TRTCORENVEILINET, REISUTASAARF — T v 7 N"—T
VEEETHIE, ROU—7 7u—&ERALET,

ASANA TRAZTEDT 1

1. AZ N, 2=y N CREET NS AL A=Y N—=V g VEERLET,
2. REUNNAL 2=y "NET IV T 4 7IZLET,

3. o=y "CTT TV r—var N—VaraERLET,
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&

ATy T2

ATvT3

RTv74

ATy TH

#EFAAZ0A A =2 n—aroEF [

ASA > v — M7 A%
. AL—T 2=y FCARAEZ—F T v 7 R=Va 2 EELET,
2. Al—T azmy hEvAF—a=y MNIERLET,

3. TO~VAH—a2=y b (ZZTIFAL—T) TAX— T v "—=Va % EFLET,

1R BHEIIZ

BT NA REHT DTV r—a v 4 A—T% Ciscocom NH X 7 — RLT
(Ciscocom”H DA A=Y DHA 7 a— K (563—) #HH) | £DA A— % Firepower
4100/9300 > ¥ —ZF 7 u— KL ET (Firepower 4100/9300 3 ¥ — 3 ~DFmBLT /A 2D
VTR 2T A A=V DOHTra—K (60 5—V) B5H)

TG RN T A= N RV A A= 1D DT AV r— g A A=W 5T v
TL—FRTB8E. T 77 v b 74— RNV RALET v 77— RTH20ERHY £17,

FIE

X274 =R E—FZRMBLET,

Firepower-chassis # scope ssa

Aa—TEEHETHEFX 2V T 4 EV2a—MTRELET,

Firepower-chassis /ssa # scope slot slot_number
AA—=THEHT L7 TV r—a MITRELET,

Firepower-chassis /ssa/slot # scope app-instance app template

AB—=RT T R=TarwBELET,

Firepower-chassis /ssa/slot/app-instance # set startup-version version_number

Firepower Threat Defense i BT NA A TT SV r—a v AX— T v N—T 3 VERET
HE, ROEEA v E—UNERRINET,

13254 : %45 ¢ fid TIZFXOS 7 v 7'/ L— Righ AR — F SR TWERA, HHESNIENA—T 3
N ftd DFA A D= AR BERGEICORMER S ET,

51

firepower /ssa/slot/app-instance # set startup-version 6.2.2.81
13254: Warning: FXOS upgrades are not supported for ftd. The specified version will be
used only if ftd needs to be reinstalled.

BEZII FLET,

commit-buffer
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Firmware 77

ATy T

ATvT2

ATvT3

1 r—vER |

NG H I a2V AT AORTIZAI Yy MLET, TV r—val A A—UREHI
. TV r— g UAEREEI L E T,

1

WOBHITIE, EX2VT 4 FV2—L 1 TEETDASADY 7 b =T A A=k
FHLET, show 2~ REMHTLE, AT X A2FRTEET,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

O N >
v I L—F
WOTFNEZAMEH LT, Firepower 41009300 ¥ —> D7 7 — AU =T %7 v 77 L —RKLZE
ﬁ—o

FIE

Web 7 7 U & H LT, http://www.cisco.com/go/firepower9300-software 3 721
http://www.cisco.com/go/firepowerd 100-software |27 7 A L 7,

Firepower4100/9300 ¥ —> DY 7 by =7 X7 a— R X—=UNT T UFICRRINET,
Cisco.com CTHEYN/R 7 7 — LT =7 /X —T% B o0F, Firepower 4100/9300 o % — 267
7B ARRERY—NF T — FLET,

Firepower 4100/9300 > ¥ — T, 77 —AU =7 E— RIZAD 7,

Firepower-chassis # scope firmware
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ATvT4

ATy TH

ATvT6

ATy IT17

ATvT8

ATvT9

ATy 710

Firmware 7 745 L— K .

FXOS 77— 7 =7 A A—3% Firepower 4100/9300 > ¥ —> ~Z 7 — KL E7,
Firepower-chassis /firmware # download image URL
WOWTNLDORELZEH L TA R —FEND7 7 A/0D URL Z48E L £,

* ftp:// username@hostname / path

* scp:// username@hostname / path

* sftp://username@hostnamel/path

o tftp:// hostname : port-num / path

Fyru—RITatAEE=4 35545 :

Firepower-chassis /firmware # show download-task image name detail
Zyra—RpRgETLEL, ROax e AL TT7 77— 0 =7 Ny r—YONEERR
TEET,

Firepower-chassis /firmware # show package image name expand

WDOa~<w REANLTT 77— xT Ny r—VDON—2a B FERRITEET,
Firepower-chassis /firmware # show package
ZONR=VarFFE UFTDAT v T TT 7= =T Ny =V A VA= VTHEE
R ENET,
Ty —hU=T Rylr—V% A4 VA N=AT D5
a) firmware-install ©— RIZ AV F9°,
Firepower-chassis /firmware # scope firmware-install
b) 77— UxT RNy b=V ARV LET,
Firepower-chassis /firmware/firmware-install # install firmware pack-version version _number

VAT LATT 7 — ALY T Ny —UPHERI I, R R ANET T HETITE G
MHZERHAHEEAINET,
c) yes E AN, MEBERATLET,
Ty T Ny —VOMRE, A VA ML T av ANRETTEETESIND
AREMER DD Z L b, VAT ANHEFH T e AR T — FENDH T ENBASILET,
d) yesE AL, A VA N—NAERATLES, 777 L— K7 a&AHZ Firepower4100/9300
Vr— OBEBFEFBERALLZNTIESN,
TyT T =R 7TatRAEE=FT 512, WOFIEEZFEITLET,

Firepower-chassis /firmware/firmware-install # show detail

A UARN=IDET LES, BIfEO 77— AT =27 RN— g U EFRTAEDIC, (kROa~vy
FEATTHZ L TEET,

Firepower-chassis /firmware/firmware-install # top

Firepower-chassis # scope chassis 1
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Firepower-chassis /firmware # show sup version

51
WKOFITIE, 77— 0T 23— 3 101007 vy 7 7 L—RLET,

Firepower-chassis# scope firmware

Firepower-chassis /firmware # download image
tftp://10.10.10.1/£fxos-k9-fpr9k-firmware.1.0.10.SPA

Firepower-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1.0.10.SPA detail

Download task:

File Name: fxos-k9-fpr9k-firmware.1.0.10.SPA

Protocol: Tftp

Server: 10.10.10.1

Port: O

Userid:

Path:

Downloaded Image Size (KB): 2104

Time stamp: 2015-12-04T23:51:57.846

State: Downloading

Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.l.0.10.SPA on primary(
FSM-STAGE:sam:dme:FirmwareDownloaderDownload:UnpackLocal)

Firepower-chassis /firmware # show package fxos-k9-fpr9k-firmware.1l.0.10.SPA expand

Package fxos-k9-fpr9k-firmware.1l.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin

Firepower-chassis /firmware # show package

Name Version

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

Firepower-chassis /firmware # scope firmware-install
Firepower-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FX0OS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10
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i

Xl T4 BEEN

X2 VT 0 REMER (69 ~—)

«SSH AR & b F—DARE (70 =2—2)

«IPSec X =7 F ¥ FILORE (71 X—)

s NTARNKAY NOAZT 427 CRL DFFE (76 ~—)
FEERZNY A FOF = v ZIZDONWT (77 X—Y)
CRLEM X U u—RFORE (823—)

LDAP ¥— VU » JREAEORE (84 X—)

7 74T v MEAERIEO ML (85 ~=X—)

tXal) T4 EEEMN

K ERE IR L. REPFRE B LN o — LREMERIC Lo T St 2 ) T o
IO Y 7 N =T R 2 AT L2 ROOND5E503H Y £9, Firepower
4100/9300 > ¥ — 1L, ZNHDEFXF 2V T (FREEEAED N ONITHERL L TV ET,
TS OREEICHEINT AERE A AN T D AT v IOV TR, RO FE v 7 2SR LTL T
YA

* FIPS E— ROAERME (154 ~2—)

e IAEL ITIAT YT ET— ROAUME (155 <2—)
*IPSec TF =T F¥ X/LOHE (71 X—)

c NTARNKA L NDAXT 47 CRL DFFE (76 _X—)

REERN Y A RDOF = v Z7IZONWT (77 ~—)
«CRLEMIF 7 o— RORE (82 X—)

« NTP H— GBREOA @M (105 ~—2)

« LDAP ¥ — U U JREHFEDORE (84 ~—)

cIPT VA YXFNDHZRE (155 2—)

Cisco Firepower 4100/9300 FX0S 23(1) CLIa > T s ¥aL—>av A4 K |



B stz s—oxm

N

t¥a) T REER |

« 7 IA T v FAEAERFEO A (85 ~—)
/NN AV = FRF = v 7 OFE (47 ~—)

e 0 VA VEITORKBIEOEE (44 X—)

GE)

SSH7RX k

ATy

ATvT2
ATvT3 i
ATvT4
ATvT5

ATvT6

B Yy 7 Firepower 4100/9300 & v — 3 (21T 23R EHEILO A 3L _Ob\f@ﬁnﬁ
BIL TS Z EIcERELTSEEN, Firepower4100/9300 T — v TREEILE HNIC
b B SNTMET A AZETEDOa T T4 T U ATHEINIC ih%éﬂiﬁh

F—DER

FXOS U U—220.1 XV LHNE, 734 ZAOFMEERHTAERL L7ZBEAF O SSH AR A | & — 73
1024 By Mo n—Ra—RENTHWE L, FIPSBIO=2EY 7747 U TREICHERT S
IZiE, ZOHWHRR N F—ZHELTHLOAR b F—2ERT50ENHY £, FHMIC
DWTIE, FIPS B— FOEME (154 2—) F133F 7547 V7 F— ROEFDE (
155 ~—2) #ZMMLTIEEW,

HUWSSH AR A b F—Z M L, & UWGEAERELY —2 4R35 121%, ROFIEEZFEITLE
j‘o

FIE

FXOSCLI 225, —E R E— RIZAD 7,
scope system

scope services

SSH R A k F—%HIRLE9,

delete ssh-server host-key

REXaAI v P LET,

commit-buffer

SSHARA N F—DH A X% 2048 By MIHRELET

set ssh-server host-key rsa 2048

o

wEEaAIY FLET,
commit-buffer

HLWSSH A A b F—%1ELE9,

create ssh-server host-key
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ATy 71

IPSec 17 FrxLoBE |

commit-buffer
BLWRZ b F—=DH A X Zfifggd LE T,
show ssh-server host-key

RA N F— YA X 22048

IPSec EX 17 FyYRILDETE

Firepower 4100/9300 > ¥ —3 L CIPSec #fXE L C, =¥ RY—= v ROT =X K50, /3
TVl 2y NI NEBENT LT —% 7y MR 2785E—E A2t cE £,
IOF T avid, VATLADAETL I TAT YV TRE~OHEREZTGTH S EIE 29—
AZAD 1 2OTT, FEMIZONTIE, BEFx =2 U7 4588 (69 X—) ZZRLTIIEIN,

GE)

ATy T

ATy T2

ATvT3

IKE #fit & SA #:t DM C—E T 215 F —MEOHH AR ET 2HG1E, KOLHICLET
(R D FJIA T sa-strength-enforcement % yes IZFXE L ET)

SA DM = AT HGE IKEIZX W x>y m— hENT=F—H A AN,
ESPIZL W xav=—hEN=F— VA XL
DN WA, BRI L £,

IKEIZ LD xTdvm— b Iz — YA XH,
ESPIC LW radvz— b3l — P4 XK
D RZXWNDEE LWEAS . SATEABREICSA L
T, BERIRE L E T,

SA O ] & WA LIz e SAEMMRANZ /S A L, IR L £ T,

IPSec £F 27 F¥ XNVERET HITIE. ROFIEEZFATLET,

FIE

FXOSCLI 5. ¥ 2 UF 4 £— RIZAD £,
scope system

scope security

F— VT aERLET,
enter keyring ssp

! create certreq subject-name subject-name ip ip

BeEd 5 RE HERIE M A A L £
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ATv74

ATy Th

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

ATy 713

ATV 714

ATvT15

ATv 716
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enter certreq
EasE LEd,
set country country

DNS #&ZE L £7,

set dns dns

WA= NVERELET,

set e-mail email

IPIEHRZHRELET,

set fi-a-ip fi-a-ip

set fi-a-ipv6 fi-a-ipv6

set fi-b-ip fi-b-ip

set fi-b-ipv6 fi-b-ipv6

set ipv6 ipv6
m—=AVT 4 ZRELET,

set locality locality

rfkA 2R E L ET,

set org-name org-name

Ffkr =y M ERELET,
set org-unit-name org-unit-name
INRAY— RERELET,

! set password

WA ELET,

set state state

certreq DY 7V =7 NMAERELET,

set subject-name subject-name
“TLET,

exit

EVaTAERELET,

set modulus modulus
FERAEECROFAREHR T L ET,

set regenerate { yes | no }

X2 T4

£ i 5

aits JE

T |
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ATFYF1 FITARA U FERELET,

set trustpoint interca

AFvyT18 BT LET,

exit

ATV 19 FHLIAMERSNIZETARKA Y FEADLET,

enter trustpoint interca

ATYv T2 GEAEBELAZEREERLET,
set certchain

1

MIIF3TCCA8WgAwIBAgIBADANBgkqhkiGO9WOBAQsFADBWMQswCQYDVQQGEwJVUZEL
MAKGA1UECAWCQOEXxDDAKBgNVBAcMA INKQZEOMAwWGA IUECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJK0ZIhveNAQkBFgtzc3BAc3NwLmSI1
dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAXCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMA0GA TUEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
A1TUECwWwWEU1RCVTELMAKGA 1UEAwwCQOExGjAYBgkqhkiG9wOBCQEWC3NzcEBzc3Au
bmVOMIICIjANBgkqhkiGOWOBAQEFAAOCAg8 AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8WE3E39XcXA 1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/JrAie7bNn3ZYrI29yuyOrlqoi9k9gl/oRBzH18BwBwGHBOz3hGrSK

Y c2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/19x/JSnbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keYs/rbZdRSeXy9kMae42+4FIRHDJjPcSN
Yw1g/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAWWRGKKpfDv3oH
cMPgI2T9rCOD8NNcgPXjIPFK fexoGNGWNTO85fK3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMSlvwb+vrSwWE9HsAiMI8UuujmHgqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9zOLpRsVqStIsAuV1/QdPDbW ShjflE/fP2Wj01PgXywQydzymVvgE
wEZaoFg+mlGIm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eYDcxvd0gbORWb3 1H32ySl
[a6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8uSB4VcLKIC
x0vkqjo6RVNZJI52sUaD9C3U0dTUCAWEA AaOBgTB/MC8GA 1UdHWQoMCYwWJKAioCCG
HmhOdHA6Ly8XxOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UOAPKk76pVEYQQ5AWHWYDVRO;BBgwFoAU7Jg01A74jpx8U0APK76pVIY QQ5AwW
DAYDVROTBAUwAWEB/zZANBgkqhkiGO9w0OBAQsFAAOCAgEAvI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR3rJ/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z80hWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7gqRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHK AOIbnvAxoroHWmBId
94LrJCggfMQTuNIQszJiVVsYJ{Z+utiDp2QwfdDv7B0JkwTBjdwRSfotEbcSR18n
BNXYHqxuoNMmgbS3KjCLXcH6XIN8t+Uk{P89hvIt/flulJ+s/VISVZWK4tAWVR 7wl
QngCKRIJW6FYpzeyNBctiJ07wO+Wt4e3Kh[jJDYVAOhFixWcVGDR2r6QW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA 6rJX8D9UmthqqN/3f+sS1fM4qWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05cwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj 1 oulk+/ZyPtBvFHUKFRnhoW;j5SMFyds2Taatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFgDCCA5CgAwIBAgIBBDANBgkghkiGOWOBAQsFADBwMQswCQYDVQQGEwWIJVUZEL
MAKGA 1UECAWCQOExDDAKBgNVBAcMA INKQzEOMAWGA 1 UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAY JKoZIhveNAQkBFgizc3BAc3NwLm5]
dDAeFwOxNjEyMTUyMTMONTRaFwOyNjEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAJDQTEPMAOGA 1 UECgwGbmV3c3RnMRAWDgYDVQQLDAduZXdzdGJ1

Cisco Firepower 4100/9300 FX0S 23(1) CLIa > T s ¥aL—>av A4 K |
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MRMwWEQYDVQQDDAppbnRlecmOxLWNhMSgwlJgYJKoZIhveNAQkBFhlpbnRlcm0xLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiGO9wOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyExS14P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw1wSO4IBXS5
4itJSOxy XFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvKnUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5Y UaRJIMak/t8kCqhtGX fuLLll
E2AkxKXeeveRIn6cpQdSJiNzCT/t9IQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNX1olb96hHJ7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6¢cbUQFCj5hSmk3StVQK gICjaujz55STGGd
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAJPMsTJ4yPGOBieuRwdOp
i8w/rFwbHzv4C9Fthw 1JrRxH 1yeHJHrL1ZgJ5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMDS8wDAYDVROT
BAUwWAWEB/zAvBgNVHRS8EKDAmMMCSgIqAghh50dHRwOi8vMTkyLjE20C40LjI5L21u
dGVybS5jcmwwDQYJKoZIhveNAQELBQADggIBAG/XujJh5G5UWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxKFRIiIErKdupLqLOThjnX/WRFfEXbrBQwm5SkWAUUDr97D1Uz+2A
8LCSI8SWKXmyf0jUtsnEQbDZb330VL7yXJk/AOSFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmMA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dyS52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CDSW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED1rUN636Tw
SjGAPHgeROzyTFDixCei6aRO1GdP/Hwvb0/+uThle89g8WZ0dj TKFUM8uBO3{+II
/cbuyBO1+JrDMq8NkAjxK1JIp1c3 WbfCue/qecwtcfUBY Z4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

AT9TN GERAEBEAEREFRLET,
show certreq
£l

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SIC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):

ood

MIICwTCCAakCAQAwWVTELMAKGA1UEBhMCVVMxCzAIJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSkMxDjAMBgNVBAoMBUNpc2NvMQOwWCwWYDVQQLDARTVEIVMQwwCgYDVQQDDANT
U1AwggEiMAOGCSqGSIb3ADQEBAQUAA4IBDwAwggEK AoIBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0
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ATy T2

ATvT23

ATvT24

ATv T2

ATy T 26

ATy T21

ATvT28

ATvT29

ATy 730

ATy T3

ATv T3

ATv 733

IPSec ¥ 17 F v RILDEE .

60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8tfyyKW TrmvcZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjUSYnR 1
qiR4q7j1RmzVFxCDY3IVP/KDB0a5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGgJzAIBgkghkiGO9wOBCQ4xGDAWMBQGA 1UdEQQNMAuCA INTUIcEwK gA
1rjANBgkqhkiGOWOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCgKttu3+Hc7UdyoRM
2L.2pjx50HbQICC+8NRVRM Yuj Tnp67BWuUZZ103dGP4/1bN6bCIP3CvkZdKUsSIKNO
m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdt6ycSdJzs9shOxwT6 TAZPwL.7gq/1ShF
RIh6sq5WIp6EO0S] YefK 62E7MatRjDjS8DXo0xj6gfn9DqK 151VpkK2QqT5rneSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kXAVcezmTxXEKJBFLVduWNo6
DT3u0xImiPR1sqW 1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

IPSec E— FIZAD £9,

scope ipsec

2 NEVSVERELET,

set log-level log level

IPSec #fc A ERK L. AJILET,

enter connection connection_name

IPSec T— K& bRV VI E IR IEDT-DICHEELE T,

set mode tunnel _or_transport

g—HNVIPT RLRAEZRELET,

set local-addr ip_address

UE—RIPT RLRAZHRELET,

set remote-addr ip _address

o ET=REHEHL D6, VE—F 7Ry FER
set remote-subnet ip/mask

EE) VE—FIDEZHELET,

set remote-ike-ident remote_identity name

ELET,

=V T ERELET,

set keyring-name name

(FE) =V o7 R2A0—FREZRELET,

set keyring-passwd passphrase

(fEE) IKE-SA OA I % 5 HA CaxE LE T,

set ike-rekey-time minutes

TiX. 60 ~ 1440 OFHNOEEDOEBAZHRETEET,

minutes fE|

EE) 1O SA O % /0L (30 ~ 480 47) TRELET,

Cisco Firepower 4100/9300 FX0S 23(1) CLIa > T s ¥aL—>av A4 K |
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ATy T34

ATv T3

ATy 736

ATv T3

AT v 738

ATy 739

set esp-rekey-time minutes

minutes EIZ1X, 30 ~ 480 DHIPHAN DL E DHEH AR ETE £,
(EE) PIWERTICETT OHRE— T v ADF T EHRELE T,

set keyringtries retry number

retry_number fEIZIE, 1 ~ 5 OHEPFADTEDOEL ZIEETXET,
(FEE) FEHELRRD Y A Makz, AEITERICL T,

set revoke-policy { relaxed | strict }

Rt AN LET,

set admin-state enable

TRTOHEmE Y r— FLET,

reload-conns

(EE) BEEDO N T A FRA v Ma % IPsec 1B L £,

create authority trustpoint name

IKE #fi & SA R L OO, e T eX—REOHEHAEZZTELET,

set sa-strength-enforcement yes or no

KSR FRAMDRAET 4y CRLDEETE

&M

ATy T2

%@Ltﬂ%i . RERAESRAH Y A b (CRL) THREFEfsnETd, 7947 T 7 r—vsa
I am%ﬁ%bfﬁ~nmmﬁéﬁaLi¢0%~ﬂ7fu#~yaymau%ﬁﬁb
T, BEHENGL o200 FAT U T TV r—2ainb DT 78 AERZFF ] £ 72138
LET,

FAEBESZN Y 2 b (CRL) 15 A H L T, Firepower 4100/9300 3 v — /73 &° 7 GEHA & 4 K GE
THEIIOICRETEE T, 2OF7Fvarid, VATLADIEL I T54FT Y TRE~DEILE
BETAHSESERY—EZAD 1 5TT, FFMICHONTIE, Bx =2 U T 0 BEMER (69 ~<—
V) EZRL TSN,

CRL @AM L CETREAEZHEET 21213, IROFIRZEITLET,

FIE

FXOSCLI 726, %= U T 4 £— KIZAD £,

scope security

FSRARRA L N E—FIZAYFET,

. Cisco Firepower 4100/9300 FX0S 23(1)CLIO > 7 4 ¥aL—L 3> HA K
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ATvT4

ATy TH

ATvT6

gmEsnUR toFzvsizonT ||

scope trustpoint trustname
BOEHLE—RIZAD £T,
scope revoke

CRL7 7 A Nv&dyrn—RLET,
import crl protocol:/luser id@CA or CRL issuer IPtmp/DoDCAICRLI.crl

(fEE) CRLIEHDOA v R—F v ADAT—H A% FRrLET,
show import-task detail
CRL il REERV H L TIEERELET,

set certrevokemethod {crl}

SERAELMU R MDF v II2DLNVT

ZEAESGHY 2 (CRL) F= v 2 £— K%, IPSec. HTTPS 35 L Uk % = 7 72 LDAP #i: T
B FE IR RNCER ETE £,

HAF Iy s (FEAZT 1w 27) CRLIEFHRIEL, X.509 FEED CDP {H# HIUE S, B
72 CRLIE#ZRLE T, A¥ 7 4 v 27 CRLIGHIT, AT L2EHICL > TFETY Y m—
NE#L, FXOS v A7 ADm— V7 CRLIE#RARLET, ¥4 7 v 7 CRLIEHRIZ, FEH
EF 2 — OBFELHET OFEAEICH L TORLBE S NET, AX¥T v 7 CRLIZ, BT D
AEAET = 2RICEH SN ET,

% 2 772 IPSec, LDAP 35 L UNHTTPS ##i DFEAERZNOF = v 7 2 H o E 121323 %
ATy FITONTIE, IPSec BF 27 F v FADRE (71 2—) | LDAP Fu/3A X —0D
ERk (141 X—7) BELTUHTTPS OFE (134 X—) ZHHLTLEI,
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\}

G¥)

AERERGOT = v 7 T— R E SN TWDLEA., A¥ T 4 v 7 CRLIZETRE
AEF = DLV RIUEDEXICOAEHINET (2L 2E, ETiERETF = —
NI — R CAFEIEB L L — F CAIC L > TEL SN ETEFAEOLNE FN T
%) k %) o

IPSec IZX L CAHX T 7 CRL #i%E L TV A A, [Authority Key Identifier (authkey)]
T4 =L RIFA A —FENTZCRL 77 A NWVICHFEL TWAYENRHY 4, 5 LA
W IPSecliFna®Eghl R LET,

ART 4> 7 CRLIX, BURITITENOLDEAF v/ CRL LVERENES, BT EH
EBERGET 2 L &0, FUBITEOANE QREFHD) AXT 427 CRL BHIUE,
7 EEAED CDP IZE\H SN E T,

cRDOTFTVATIE, T 74/ N TEHEZe CRL = v 7 BRENZ /> TWET,

T LS AERR L7285 2 772 LDAP 7' 1 31 X —8af5¢ IPSec #ft., F£72137 7947~
NEEBHET L R Y

e HT LB LZFX0S Vv —3 w3 — ¥ (FX0S23.1.x LA FMBAtE/N— 3 >
THER)

ROFIL, FEAFLRZ Y X FOF = v 7 OFGE L FEAFEDORREIIS e #iR OfE R 2R LT
ij‘o

R4:HBE (O—AILRET499 CRLIGL) IZRE LEERAEXDOFz VI E—F

A—AILRE T« w7 |LDAP ##k IPSec i V54T NIAER
CRL7% L 3
ETREET = — O | BRI ET = — | BRI E T = — | R E T = —
Fzv A NG DILELT A NG
ETREHET = — O | BRI ET = — v | BRI E T = — v | ERRGEE T = —
CDP DF = v 7 DB T DB TS DB TS
ETEHEF = —2 D | HY FI AT HY

J— b CA FEHZED

CDP F=x= v 7

ETREHET = — O | BRI (syslog | BEREICRRL (syslog | #E6EIZ LKL (syslog
AEAERGEOWT I | A v E—TH D) AvkE—TH0) Avk—TH0)
DIRE

ETREAET = — O [ I (syslog | BT RER (syslog | #2812 L (syslog
WTIDDRZNLTGE | A v E—UH 1) AyvtE—=UH0) AyvtE—=UH0)

M
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O—AILRETa4vY
CRL7: L

LDAP 5

IPSec {5k

954 7F v MERE
Al

£
Aty

1-2® CDP CY 7 3EHH

el R (syslog

ETRERAE - SRR

o (2RI (syslog

EF 2=V MRELT| AvE—TUHY) B (syslog A vE—V | AvE—=THD)
WE HY)

HfE CA : B2 R
BRNIRBAATE T RE | HakeIED PG i) Bfgil 2 Bl (syslog

BAEFz—2D 12D
CDP CRL 2322 ¢4

AvE—TUH0)

T EFHEF = — D
CDPX 7 a— RT
EFEHA

Feftl 2 B (syslog
AyE—=UHY)

BT RERE - Bk
B (syslog A vE—
HY)

HiH CA : el AL

Fefgtl 2 B (syslog
AvE—=UHY)

SEHHZEIC CDP 135 Y
E9 7. CDP Y — N
A7 L TWET

e (2R (syslog
AyE—=UHY)

VT REE - BRIk
B (syslog A v E&—
HY)

i CA Bl R

P (2R (syslog
AyE—=UHY)

AEBHEIZ CDP 23 %

D, —I7 7L
TEY. CRL X CDP
\ZH Y EFF 2, CRLIZ
N2 BLNHY £7

Pl R (syslog
AvE—THV)

T REE - BRIk
B (syslog A v &—
HY)

HiH CA : el AL

Pl R (syslog
AvE—THV)

RE5:EE (O—HILRET4 v Y CRLHY) IZRE LIEIAZERMOF v E—F

O—AhJ)L RE2T 499 CRLH
Y

LDAP 5

IPSec 5%

ETHHEF s — DF = v
7

eI ET = — > LE
¥

SRR ET = — > LE
¥

7 IFAEF = — 2 @ CDP ®
Fzv7

SRR B S = — L ALE
<

SRR B S = — L LE
<

VT EF = — D — |k
CAGFHED CDP F = v 7

o)

FIHAST]

ETREHET = —  OFE

Peigtl 2 B (syslog A v & —

Pl R (syslog A v E—

RREED WD RIKL TH) HY)
ETAEHET == OWTH | BT RAR (syslog A v B — | BRI KL (syslog £ v &—
DKL) L TR E UHh) HV)
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O—AhIL RE2FT 499 CRLH
v

LDAP 5

IPSec {5k

150 CDP Tt 7 iEHE
Fx—UNRELTWET
GEAZF = —> O L ~ULT
1)

FERE LN

T RiEAEF = —2 D 1 DD
CDP CRL 2"22 ¢4 (GEHHE
Fz—rDOL~YLT 1)

V7 EEHES = — D CDP 23
Foyra— RKRTxFEHA GE
HEFz—rDL~ULT 1)

FERAEIZ CDP X W 923,
CDP #r— "3 F 7 LT E
T GEHEF =—2 DL~
=)

AEPAEICCDP 23 0, H—X
27 v 7 LTHEY., CRLIZE

CDPZ&H ) £9°7%, CRLIZHE
hieBLRDHY £ GEE
F—rDL~ULiE 1)

ETEHFAEF = — D L~
N1 EVELSRoTWVET

PEigil 2 B (syslog A v & —
TH)

CDP & fHAGOETHERNT D
L. BRI LET

CDP 2372 AU, #E6eI R
L. syslog * vB—URFRS
nET

RE6:FEM (O—DILRETAvY CRLEL) ITERELEAAZEXRDOF VI E—F

O—AILRETa4vY
CRL7: L

LDAP 5

IPSec {5k

9254 7F7 2 MEAER
Al

ETREHETF == D | R

Fxv

FEHET = —

TERNGEAETF = —

FERPREAET = —

ETREHEF = — D
CDP DF = v 7

FEAETF = —

SEATRAEYIET =~

SR IEHEF = —

ETREHET = — D
JL— b CA FEAZE®D
CDPTF =7/

FIFR AR AT

o)
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O—AILRETa4vY
CRL7: L

LDAP 5

IPSec {5k

954 7F7 2 MEAER
Al

BEF -z —2 D120
CDP CRL 2322 ¢4

ETREHET = — O | BRI (syslog | BEREICRRAR (syslog | #EEIZ RAL (syslog
AEERGEOWT I | A v E—UH D) AvE—=VHD) AvE—=UHD)
DI

T REHET = — D | IR (syslog | ARSI (syslog | BEEIZ ML (syslog
WTIDDRZNLTGE | A v E—UH 1) AyvtE—=UH0) AyvtE—=UH0)
M

120 CDP CTE 7 FEH | #Eke 12k sh PRI D FEfoelZ R (syslog
FEF - KELT Ay —IH0)
WET

B2 B4 & © T FE | BRI A B 2 ) B2 )

T EFHEF = — D
CDPRX 7> r— RT
XFEHA

ZFRHEIZ CDP 13 H 0
F978, CDPH#— 38
A2 LTWET

AEFHEIZ CDP 23 %

D, b—NI7 7L
TEY. CRL X CDP
WZHV E£94 25, CRLIT
SN2 BL N H Y T

R7:BM (O—AILVRET4 YD CRLHY) IZRELIAHEEXRDOF VI E—F

O—#JL R4 F 1 % CRL % |LDAP 5 IPSec it

Y

ETEHET == OF = v | ERRGEHETF = — FERRFEAES = —
7

T A #ET = — D CDP O | e R FEHEF = — ARG ET = —
7‘3:“/7

ETREAEF = —rOL— K |[HY HIRA AT
CAFEBHED CDP F = v 7
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B cremsyoo—roms

t¥a) T REER |

O—AhIL RE2FT 499 CRLH
v

LDAP 5

IPSec {5k

E 7 FEAESF = — v O E
MREED\WT DR

Bt 2R (syslog A v & —
TH)

BRI R (syslog A v E—
HV)

ETREHEF = — OV
MDA LT FEH

it l 2 B (syslog A v & —
ThHv)

Bl L (syslog A v &—v

1 -5 CDP TYE 7 aFHE
Fo—UNRFELTNET

GEHEF = —r O L ~YLT
1)

T EHFAEF = — D 1 2D
CDP CRL 2372 ¢4 (GEHE
Fz—2DOLYLT 1)

7 REBAEF = — 2 D CDP 3
AFoyrma— RKRCTxFEHA GE
AEF = —2 D L~LF 1)

AEFAEIC CDP I H 0 9728, | Bl akLh BEE Ik h
CDP Y — " Z 7 LTWE

T GEEFz— DL ~UL

X 1)

FAEFAEIZCDP 3 H Y | Y — 3 | BRI kD BEGE T AR L)

X7 v 7L TEY, CRLIE

CDP Z& Y 975, CRL (T
NieBL RO £ GEFE
Fr—2DLYLE 1)

T IFAEF = — DL
N1EVEL o TWVET

Bt 2R (syslog A v & —
TH)

CDP Lt MlAEDLETHHATS
&L BRI L £

CDP N 7217 UE, Bl i
L. syslog A vE—UBRERS
nE4

CRLEAX o >O0—F®D

VAT A%, CRLEEFNICH 7 r— KL T,

=L =

axX A&

LRI DL ICRETEET,
ZOMEEE EBIC, ROTa harb S A —T oA A EFHTEET,
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* FTP
* SCP
* SFTP
* TFTP
+ USB

crLegiryvo—rozz [

GE)

)

* SCEP B L' OCSP [T H R —FEnEH A,

eCRL T LIZHETEXADITI DOEMEA T 0 — ROIKRTT,
e NTARMKRA LV FZLIZHR—=FENDEDIT 125D CRL T,

G¥)

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

BIFNZ 1 FFEMR COARETE E7,

CRL EMIF 7 vm— RaeBEd 51203, ROFIRZFETLET,

1R BRI

mewMWMWMVV%Vﬁ\ET%%%%(Gu)%ﬁ%ﬁ%bf@%ﬁéijummé
NTNDLZEEMRLET, FEMICOWTIE, FFAMRA L FDAZT v 27 CRL DFEE

(76 ~—2) ZZML TS,

FIE

FXOSCLI 225, X =2 VT 4 T—RKIZAY £9,

scope security
N7 A RRA N E—RIZAD £,
scope trustpoint

BROELE—FITAD ET,

scope revoke

B iH LsE 2t LE 9,
sh config
BEREERTELET,
£l
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B wrrx— o vamzomE

ATvT6

ATy 17

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

REZ 7 ANEKT LET,
exit
(fEE) BILWCRLAX 7 mr— LT, HILWREELT A FLET,
i
Firepower-chassis /security/trustpoint/revoke # sh import-task
Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

LDAP +— ) U iIBRZNHRTE

\}

Firepower 4100/9300 > v — L CTLS #fta VAR — h 35, EX=2T7RILDAP 7 747 b
X— VU THHELRETEET, ZOFTvaiE, VAT LADIETY JIAT Y TRE
~DOWERPEBET 5 S ESE R —EZAD 15T, FMZHOWNWTIE, BF =2 U T ¢ 3808 L
(69 =) BB T X,

GE)

aAF I ITAT VT T— REAMNZTH5E1E. SSLBADT/RoTHWDILERH Y £7,
IHICH— Y U TREAEAERT D7D, Y— NDNSEREZFEHTIVLENLNHY £,
SSL % LDAP %—/ N = hUIZH L CHENIT S &, EROEKFICY— U o 7 IERNSR
Sh, ERINET,

LDAP H— ME#HIL., ¥ =7 LDAP #%¢ (SSLEEMAA[EE) FH D, CCE— KD DNSIHFHR TH
DHENRH Y F7,

Yt ¥ 2T LDAP 7 7A T hDOF— U U TFEHELZRET DT, ROFIEEZFEITLET,

FIE

ATw 71 FXOSCLI 725, BX =2 U5 4 F— RNIZAD £9,
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Z

S5

ATy T2
ATvT3
ATy T4

ATy T5 §

147

\}

547> raneRimoant [

scope security

LDAP E— RIZ AV £9,
scope ldap
LDAP H— N F— RIZA D F,

enter server {server_ip|server_dns}
LDAP ¥ — J v 7 &% E L £,
set keyring keyring name

XEEXZ2II Y PLET,

commit-buffer

M EEBAZERREED A MN1E

HTTPS 7 7 B AD a2 —HFZRFET H72DIT, VAT MY T4 7T » Mk E% LDAP & —f#
W &85 Z LN T&E FJ, Firepower4100/9300 ¥ % — 3 ETOT 7 4 /L b DFBAER TIL.
mu nJ‘_E/\’*XVC—@Fo

G¥)

&

ATy T2

SFRAESREE N AL CThH HEE . THUT HTTPS ICHF Al STV A ME—DZREIER T,

AEFEIIRA L. FXOS2.1.1 V) —AD Y T4 7 > FEEAEZRIHERE CIXR— b Sh T
FH A,

ZOMEEEHEHAT DI, 7747 2 FEHENROEMHZHTZ L TWARLERSH Y £,
o L—Z )N X509 JE M [Subject Alternative Name - Email] IZE N TWAHMLERH Y 4,

« I TAT v MEHER., TOHEEZ A=A T EDO R TR MRA L MIAVEAR—FL
TWABNL—FCAIZKVBAINTVARLERHY 7,

FIE

FXOS CLI 75, $—E R £— RIZAY £,
scope system

scope services

(EE) HTTPS FBEDA T > a v &R R LET,
set https auth-type
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1 :

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

ATv T3 HITPS fiEx 7 74 7 = RICHRELET,
set https auth-type cert-auth
ATy T84 FEEAI Y PLET,

commit-buffer
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VAT LEH

EHIP T FLADER (87 =—3)

TV —a VEHIP OEE (89 X—)

» Firepower 4100/9300 > ¥ — 4 DA (92 ~—)

« 1A RN T— (93 X—D)

» Firepower 4100/9300 * ¥ — O FLHE) (96 ~—)

« Firepower 4100/9300 ¥ ¥ — > O&EJRA 7 (96 ~—)
o TIHAIREDT 7 4V NEREDEITL (97 X—2)

« FTZANIDFEHEDA VA h—L (98 ~X—)

EEIP7FLADERE

188 BRI
FXOS CLI 2> % Firepower 4100/9300 ~ ¥ — > OEFEIP 7 RLAZEH TEX £7,

A\

GE) HEHIPT RLAZEE LIk, HILWT KL A& L T Firepower Chassis Manager & 7= 1%
FXOS CLI ~D#56i & LT~ D E NV £,

FIE

AT 71 FXOSCLLIZ#HE L £T (FXOSCLI~DT 78 A (15 5—) 25H) ,
RATYyT2 IPVAERIP 7 L RAEBRET HI2IE, ROFIREZFATLET,
a) fabric-interconnecta M A A — 7 ZRE L £7,
Firepower-chassis# scope fabric-interconnect a
b) BUEOEHIP 7 RLRAZRRTHITIE, ROa~vr R AN LET,

Firepower-chassis /fabric-interconnect # show
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ATy T3

) MDA~y REANLT, HLWEBIP 7T FLAL S — b U= 2R ELET,

Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network _mask gw
gateway ip_address

d) FIUP I a B VAT AREICaI Y FLET,

Firepower-chassis /fabric-interconnect* # commit-buffer

IPv6 HELIP 7 N L A2 & ET H121d, ROTFIRZFEITLET,
a) fabric-interconnecta M A 23— ZRE L T,
Firepower-chassis# scope fabric-interconnect a
b) EEEIPVO REDAa—THRELET,
Firepower-chassis /fabric-interconnect # scope ipv6-config
c) BUEOEEIPV6 7 RL A AZFTT HITIE, ROa~wr REATLET,

Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

d) ROa~xr REANLT, FILWERIPTY RLAE = U= 2R ELET,

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 ipv6_address ipv6-prefix
prefix_length ipv6e-gw gateway address

e) TP a B UATAREICaI Y FLET,

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

1
WOBITIL, IPVAEHRAS =T oA AT — by oA ZRELET,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0

64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask
255.255.255.0 gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

ROFITIE, IPV6 BEA =T 2 A AL T = U= ZRELET,

Firepower-chassis# scope fabric-interconnect a
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P

7Iusr—vareErozE |

Firepower-chassis /fabric-interconnect # scope ipv6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé6-config # set out-of-band ipvé6 2001::8999
ipv6-prefix 64 ipve-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #

vaVvEEIPOLERE

FXOS CLI > Firepower 4100/9300 > ¥ — AZ#Hfe ST 7Y r— g Y OEHIP 7 KL A
IAEFCTEx£9, ZODIZiE, £TFEX0S 77 v b 74 —4 LUV TIPIHERELF L, &K
W77 =2 a s LUV TIPEREERTH2M0ERDH D 77,

GE)

ATv T
ATy T2

ATvT3

Firepower Chassis Manager Z#f#H L CZNOHDOEFE TR H> &5 &, h—CARHEIND
AREMES & D £, —E AN SRR A T D 72010, ZHOEE L, FXOS CLI
AL TETTOLERH £7,

FIE

FXOSCLLIZ##E L £7, (FXOSCLI~DT 7R (15—) &#ZH) .
HPH A FRELT N R LE T,
scope ssa
scope logical-device logical device name
HEEZEH 7 — MRSy I, HILWEB T — AN T v P NRNTGA—FZRELET, B
A TEWVWRHD Z LIZTEELTIIEEN,
ASA FRELT NA ZAD AL RT 1 DFREDHE,
a) T ANA ZADT— AT v TIZAD ET,
scope mgmt-bootstrap asa
b) Arv h&EIPE—RIZLET,
scope ipv4_or 6 slot_number default
) (APv4 DH) HLWIPT FLAZRELET,
set ip ipv4_address mask network_mask
d) APV6 DFH) HLWIP T RLAZRELET,
set ip ipv6_address prefix-length prefix_length number
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e) Y= hUxA T RLAERELET,
set gateway gateway ip _address
f) REZa2IY FLET,
commit-buffer
ASA WRFET NA AD 7 T AL RE DA,
a) JI7AZEHT AT v TITADET,
scope cluster-bootstrap asa
b) (Pv4 OH) FHULWMRAEIP % EL £,
set virtual ipv4 ip _address mask network _mask
c) (IPv6 DH) HLVMRARIP 2R E L £,
set virtual ipv6 ipv6_address prefix-length prefix length number
d) HLWIP /—naHELET,
set ip pool start_ip end ip
e) ¥—hU=xA T RLAZRELET,
set gateway gateway ip_address
) WEEZE2IY NLET,
commit-buffer
Firepower Threat Defense D A X% > R 7 v VERTER LY T A X B EDLE,
a) MELT NN ADT— A RNT v TIZAD £,
scope mgmt-bootstrap fid
b) Ay FEIPE—FRICLET,
scope ipv4_or 6 slot_number firepower
c) (IPvdD&H) HLWIPT RLAEZRELET,

set ip ipv4_address mask network mask

d) APV6 DFH) HLWIP T FLAZRELET,
set ip ipv6_address prefix-length prefix_length number

e) F—hVxA T RLAZRELET,

set gateway gateway ip_address
) REZaIyFLET,

commit-buffer
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GE)

7Iusr—vareErozE |

7 T AL EFREDYA . Firepower4100/9300 ¥ v — U IZH SN CWDH T 7Y r—3 g
PIEEZHLWIP T RLAZFRETLHAMLENRHY ET, vy —TM27 7 A EIX
HARREDOHA, WMiFDOY v =TT TV r—a LI INODAT v T &Y
T MERDHY T,

ATV T8 7TV r—var DEICET - NA NI v TEREZ VT LET,
a) FPH%E ssa E— FIZLET,

scope ssa

ATy TH

ATvT6

b) #iHAEZ AT Y MZLET,

scope slot slot_ number

) ®AET SV r—var A AX LRI LET,

scope app-instance asa_or_ftd

d BET—FALT7 o FEREZ VT LET,
clear mgmt-bootstrap
e) WEZX=aIy MLET,

commit-buffer

TV =g U RECLET,

disable

commit-buffer

GE)

7 T ABBREDEA . Firepower 4100/9300 ¥ ¥ — VIZHEE SN CWD T 7Y r— 3
VIEIER T A NI o TERE VT L, BT OMERHY £5, vy —
VM TAZFIITHAREDY G, MDY v — T 7V r—varZEicz
DDOAT v T a0 KT HENH Y 7,

TV r—varBNAET7I7340T, Ay SREEL VT ol &, 77V r—
varEREAENILET,
a) #iPH%Z ssaT— RIZERL %7,

scope ssa

b) #HZAE Y MILET,

scope slot slot_number

) ®AET IV r—var A AX AT LET,
scope app-instance asa_or_fid
d 77V r—=varEaamsicLEd,

enable

e) RIE

a3y NLET,

commit-buffer
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B rirepower 41009300 > v — > B OEE

GE) I IRAEBEDOHE., TNHLDAT v &YKL T, Firepower 4100/9300 > ¥ —
WCHER SN TWDE T SV r—va VEREANILET, Yy —TRZFAZE
uHAﬁE e, WMDYy —yTT 7 U r—a Tl NDDAT v 7 ki
DIRTHLENDY 7,

Firepower 4100/9300 > ¥ — L 2 DEE

188 B
Firepower 4100/9300 ¥ — A HT 544 Hi1% FXOSCLI b AEHE T 5 Z LN TEET,

FIE

ATw 1 FXOSCLIIZHft LET (FXOSCLI~DT 7R (15 X—Y) &#5M]) .
ATFYT2 VAT L ET—FRICADFET,

Firepower-chassis-A# scope system
ATv T3 BIEOAHIZRRLET,

Firepower-chassis-A /system # show
ATy T4 FLWARTERR L ET,

Firepower-chassis-A /system # set name device name
RTYTS FTUW T A mY AT AREICTI v PLET,

Firepower-chassis-A /fabric-interconnect® # commit-buffer

151
OB TIE, T, AL EEFLET,

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #
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o4 vainr— [

O 4 VRN F—

O4o4 >Rl

ATvT1
ATvT2

ATvT3
RTv74

ATy TH

ATvT6

ATy 71

07 A VRN —TliL, —3 ) Firepower Chassis Manager (210 7 95 & T AT AT —
TEXARIBRRINET, 2= HERRT—=ROVAT AT BT MORINIZ, A vE—VD
ﬁﬁﬁjmﬂ%ﬁ)/7?éz%#%bi? 07 A VRN ERELRWE . VAT AR
=YL ENRAT— DT T M CITERE T,

I—HFNFXOSCLIWCR /A o T25 L, BEISILTWVDAEAIIT AT AN RAT—RD T a
FIrORNCa A RN F—= T HFRA N EFRRLET,

\ T —DER

FIE

FXOS CLLIZE:5: LFE T (FXOSCLI~DOT 72 (152—) &) .
X274 BE— REZHRBLET,

Firepower-chassis# scope security
NP—=tFa V71 T—HNIAYET,
Firepower-chassis /security # scope banner

WDa<vr REASLT, al A UainNFT—21ER LE9,

Firepower-chassis /security/banner # create pre-login-banner

Firepower Chassis Manager % 7= 1% FXOS CLI ~D 11 7' A VRO —HIZ FXOS NERT D A v
-{Z%f/\‘%?gﬁgbi—a—o

Firepower-chassis /security/banner/pre-login-banner* # set message

07 A VHINT—= A=V DTFANEANTDIIZODOE AT 0 S BB L £,

TalrFRC, g A VEINT—= A= BASNLET, ZOT 40— R, =D
ASCII XFH AN TEET, BEITOTFAMEASTEETN, BATORKLTEIL 192 X
FCT9, {TORXRY)Y T Enter T —%f L E 5,

ASINE DR DFTIZ ENDOFBUF & A )L, Enter ¥ — &ML TR TLET,
[set message] ¥ 1 7 12 7 & ¥ v /T 5, Ctrl+C F—%H L £,
NI H I a B ATAREICTI Yy FLET,

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
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DZSN & |

il
WROBNE, v 7 A HiNT =& L ET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**UJnauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

OA4 VRINF—DER

ATy T
ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy 17

FIE

FXOS CLLIZHEE: LET FXOSCLI~DOT 72 (152—) &) |
tX=2UT7 4 E—FEBBLET,

Firepower-chassis# scope security

NF—tF=2U7 4 F—FICADET,

Firepower-chassis /security # scope banner

0 s A Ui F—=DARF— X2 VT 4 T— FICAY £,

Firepower-chassis /security/banner # scope pre-login-banner

Firepower Chassis Manager & 721X FXOS CLI ~® 11 7' A > {2 —H|Z FXOS N FERT 5 A
-V EBEELET,

Firepower-chassis /security/banner/pre-login-banner # set message

OJAVHINT—= Ay E—VDTXANEANT DO ATl 2B LET,

TarFRT, el VEINT— Ay —CBANLET, ZOT 40— R, HEEED
ASCIL XFE AN TEET, HEITOTFA M2 AN TEETR, BITORACFEIT 192 X
FTF, [TOXEY T Enter F—Z2W LE7,

ATNEDIRDITIZ ENDOFBUF & AL, Enter ¥—Z L THKR T LET,
[set message] & A 7 1 7 % F ¥ BT HITIE, Ctrl+C F—ZfLE T,
NI a2 AT AREICZI Y PLET,

Firepower-chassis /security/banner/pre-login-banner® # commit-buffer
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il
WIZ, BT A CHINT =2 ERT 562" L ET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

074 DRI\ F—DHIE

FIE

AT v 71 FXOSCLLIZ#HfE LET (FXOSCLI~DT 7 A (153—=2) #ZM) .
ATYT2 ¥X=207 4 T— FEBBLET,
Firepower-chassis# scope security
AT9 T3 NF—X2UTF 0 = RIADET,
Firepower-chassis /security # scope banner
ATV T8 VAT LNER A UEIANT—EEIRLET,
Firepower-chassis /security/banner # delete pre-login-banner
RATYTE FTUY T varEVATAREICAI Y PLET,

Firepower-chassis /security/banner* # commit-buffer

il
W, v 7 A CEIANT—ZHIRT 2 2R LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #
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B rirepower 41009300 © ¥ — > OFEE

Firepower 4100/9300 < ¥ — < (DB ILE]

FIE

ATV 1 vy —v F—KRIAY ET,
scope chassis 1

ATvT2 koavr REANLT, vxY—v%2 V7 —bFLET,
reboot [reason] [no-prompt]

GE)  [mo-prompt] ¥ —U— RZEHL7ZGE, a~vr REANT Ly —137 <Y
7— hLZET, [no-prompt] ¥—7V— REFEHLAWGAE, VAT AEa—FN0
commit-buffer =~ F&Z AJJT25FETY 7—FLEHA,

VAT BMIEDVAT L ETHERISNTWDTRTORIT N, A& T L—ZA Ty v b
VAZAZAUNE 3 3: 5]e F1rep0wer4100/9300/’(’ /@ Wz A 72 U CHIBEIT 21, EF =
V74 Y a— )V OEFR BN ILET, 27t RIZER 15 ~ 20 oh
0 FET,

AFYT3 V7 —hF 7ot RaE=235I20%. ROFIEEZFEITLET,

scope chassis 1

show fsm status

Firepower 4100/9300 & v — > DEIRA 7

FIE

ATY T vy —v EF—KRICADET,
scope chassis 1

ATFvT2 ROoavw REAHLT, Py —Y&2EBRAZICLET,

shutdown [reason] [no-prompt]

GE)  [mo-prompt] ¥ —U— REZEH LA, a2~ FEANTLH Ly —379<IC
¥y hFE T LET, [no-prompt] ¥ —V — RZHEHLAWEE, VA7 Alx2—
P commit-buffer =~ > RE AT HETY v v T LERA,
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ATvT3

puEEoF I a0t

VAT BEFEDVAT A ETHRREN TV DT R CORBET NN, RAE T L —A Ty v v b
VAV RPN -3 e F1repower4100/9300 Uy —VDEREAZICTHENC, EX2 VT 4 F
D a— ) OEIREEBNC CLET, 207t AITH15~2050000 F97,
V?~Vﬁ£%@/%/%&?/?ﬂi Ty —DF ﬁ:~h%%@m k<N TEE
-éAO

Yy v MUY IO RAEE=XTHIIE, ROFIEEZFETLET,

scope chassis 1

show fsm status

TEHEHEROT 74 )L FEREDETT

\}

FXOS CLI Zf f§ L T Firepower 4100/9300 < ¥ — > % TR O T 7 4V MR EIZRE T Z &
MTEET,

G¥)

ATy T

ATy T2

ATy T3

ATvT4

ZOTBERILST, BTN AREE LT X TCOI—YFREN T v —VNPbIEEIN
£, ZOFIEMNET L5, Firepower 4100/9300 ¥ v —3 D= Y — )L R— MIHEH L
Ty N7y T U4 REFHALTUAT LAEHERET DLENH Y 3 FIHELE (12
N—=) EBELTIESD)

FIE

({E#E) erase configuration 2~ > KX v —V b A~v— bk T4 B AR ELHIFRL EH
lo Av—F TA BV AREBHIBRT 2551E, ROFIEZETLET,

scope license

deregister

Firepower4100/9300 > ¥ — > OBERAZfERT D L. TH UV DT A ADRHIBRI N ET,
TNAADTXTDT A AEk EFEAENEIBRSNET,

m— A VE I L9

connect local-mgmt

Firepower 4100/9300 > v+ — 3 N H TR TCOL—WEREEHE L, KOO LIGHAREOT 7 4 v
MREIZY Yy —TZELT DT, kOa~vr REATILET,

erase configuration

TRCOLZ—YRELHEETLE2NEI DEHRT D L okdbET,
REDWEEEMRT HITIE, a~r R a7 Mlyes EATTLET,
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TR T O —HELEN Firepower4100/9300 v — M HIEEINTH, VAT LAWY 7 — L
\iﬁqo

FSRXMIDEEBAZEDA VX F—IL

ATy T
ATy T2

ATvT3

ATvT4

ATvTh

ATvT6

IR ER T, H 84 SSL GEE Firepower 4100/9300 3 v —3 Web 7 7' U r—3 3 T
FHTDICAERSINET, ZOMAZEZIACEL THLID, 774 T N 77 U¥NRA
IZEEHT L2 LTSV EH A, HILWY T4 7 b 77 U T Firepower 4100/9300 > v —
PWeb A U H =T xA AHDTT 7 BATHELEEIZ, 77 UPILSSLEEZ A —L T,
=L —473 Firepower 4100/9300 ¥ ¥ —3/ IZ7 7 ¥ AT HANCERAEAZ T AND Z L 28R L
F£7, FXOSCLI #ffiH L CAEHEE4 Zk (CSR) A /ER L. Firepower 4100/9300 + ¥ — 3/
THEATLRROIDIEAELZ A VA M—AT 5121, UTFTOFIELEATEET, ZOIDE
HECLY, 27470 b 77U PFIIEHRAEHL, BERLTWeb A ¥ —T A A%
BTED LT ET,

FIE

FXOSCLLIZ##E L £7, (FXOSCLI~DT 72 (15—2) &R .

X2 VT4 B2 EASLET,

scope security

F—U a2l LET,

create keyring keyring name

MEX—DE 2T A A RERELET,

set modulus size

RiEZaAIy FLET,

commit-buffer

CSR 7 4 —/V RZRELET, EPIEIL, AL 7T 3 (subject-name 72 &) ZF5E L T4
RTEET, SHIMERT, v r—/0MikR & O A GEHEFISHA AT Z L3 TE HFFH
AT a ERETEET, CSR7 4 —/V FERET2HAB, VAT ALV FEHE SR T —
ROANHBRKOHNDHZ EIZEE LT IZIN,

create certreq certreq subject name

password

set country country

set state state

set locality locality

set org-name organization_name
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F52 rDERED VR — [

set org-unit-name organization_unit_name

set subject-name subject name

ATFvT1 FEEZaIvFLET,

commit-buffer

ATwF8 AT A CSRET I AR — M LET, FIEHITCSR #HH L CID ZEHEZERK L
ij‘o

a) SEEMRCSRZHRRLET,

show certreq

b)  [-----BEGIN CERTIFICATE REQUEST-----] 7% [-----END CERTIFICATE REQUEST-----

1 -

MIIC6zCCAdMCAQAWAzZELMAKGALUEBhMCVVMXEZARBgGNVBAGMCkKkNhbGImb3JuaWEx
ETAPBgNVBACMCFNhbiBKb3N1MRYwWFAYDVQQKDA1DaXNjbyBTeXNOZW1zMQwwCgYD
VQOQLDANUQUMxGJAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMITIBIjANBgkghkiG
I9wOBAQEFAAOCAQ8AMI IBCgKCAQEASOONSgagkfZ2£14JVEANG+7YGgcHbnUt 7LpV
yMChnKOPJjBwkUMNQA1mMQsRQODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVqg76mTm8BwYMgHbJEV4Pmu
RIWEB8yEVVWH7JITEL1j90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6d1ltBI9rnyxgGth5dPVOdhQIDAQABOC8WLQYJ
KoZIhvcNAQKkOMSAWHJACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDANBgkg
hkiG9wOBAQsFAAOCAQEAZULCbwx9vt5aVDcL+tATUSXFE3LA310ck6G)1INV6OW/ 61
JBNLxusYilrZZcW+CgnvNs4ArqYGyNVBySOavJO/VvQlKfyxxJ10Ikyx3RzEJgKO0
zzyoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtveQy55+/hDPD2Bv8pQ0C2Z2ng31
kLEfG1dxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8 zZREOWT+xHtLSqAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZyUnMfUfCoyulpLwgkxBO0gyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP755SaNyaBEPkO0365rTckbw==

ATv T certreq E— FEKTLET,
exit
AFYTI0 F—=V o7 T—FEKTLET,

exit

ATY TN FEIFROBEE T 0t 2> THREFHIC CSR O #44t U 4, BRNIhT 5 &, 3EF
JXZ D CA DREXF—ZFHA L T VEZNLEBL SN IDIFHENEESNE T,
ATYF12  (GE)  FXOSIZA v AR— hT 53T _ToID ZFHEIL, Base6d IR THRITHITR Y FH A,
AR OSZE L IDIFAEF = — L OFEANLETHLIEEIL. TTELE
OpenSSL 72 &' SSL Y — V2l ] L TEBT 20 E R H Y 77,
IDFEAET = — R TIHH N T A MRA VU b EERLET,

create trustpoint trustpoint_name

ATy T3 EHE ORI T, FIE 11 TRAERNOZE L IDEHEF = — 2 AN LET,

Cisco Firepower 4100/9300 FX0S 23(1) CLIa > T s ¥aL—>av A4 K |
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GE) PHFEAEZEAT 2R OLA X, v— N EFREEAE L 2SS ST LER S
DEF, 7F AN 77 A LT, — FMERAEL —F LITR—X ML, ZRUTHENT
F = NOKEHFRFEHAEZEEZX—A N LET, ZOHE, T3TO BEGIN
CERTIFICATE 7 Z 2" & END CERTIFICATE 7 7 7' %&b %9, ZORKDT F 2 k
Tuyl &, hTARKRAL Y MIabEt—T K= LET,

set certchain

1 -

firepower /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAwWIBAgGIQYIutxPDPw6BOp3uKNgJHZDAKBggghk jOPQODAjBTMRUW
>EWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTc1NjU2
>WhcNMjAwNzI4MTgwNjU2WjBTMRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcqhk jOPQIBBggqhk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRoqZKnkeJUkmlxmglubaDHPJ5TMG£JQYszLBRJPg+mdrKcD1
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPrFWEEBcbxGSgQW7pOVIkwEAYJKWYB
>BAGCNxXUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

ATy T8 FHEEZaI v FLET,
commit-buffer

ATV T8 FIFARKA N E—FREKRTLET,
exit

ATFYT16 F—VU 7 EF—RICAYET,
scope keyring keyring name

AT TN AT v 713 TERSNIE T A MRA > b, CSRICIER SN=F— U > ZICBEA T £3,
set trustpoint trustpoint_name

ATV T8 Y —ROBLMHEIDFEHEL A VR—FLET,
set cert

ATy 719 FEAERIC kv LI IDGEHEORNEEX—A N LET,
&1

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

>MIIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQQODAFBT
>MRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJdk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwND I 4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEWJVUZETMBEGA1UECBMKQ2F's
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ATy T2

ATvIT2n

ATvT22

ATvT23

ATy T2

ATy T25

ATy T 26

X ~ID

>aWZvcm5pYTERMASGALUEBXMIU2FuIEpvc2UxFjAUBGNVBAOTDUNPpc2NVIFNS5c3R1
>bXMxDDAKBgGNVBASTA1RBQzEaMBgGA1UEAXMRZnNAOMTIwLnR1c3QubG9jYWwwggEi
>MAOGCSQGS Ib3DQEBAQUAA4 IBDWAWGgEKAOIBAQCZQ43mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 8mMHCRQw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuUK3F5U
>R1HLPvOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIuhKGOERXXSGF/j43D
>ikoJdn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftq2MONVIkdkFRGOJqge/IG8a4s/9D82a
>/cujcb0hNssvmAhh1lVql PGnodNR7MEYwgjM5q9Tp3WOH2ufL.GAa2H109XR2FAgMB
>AAGjggJYMIICVDACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROjBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1UdHWSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFNlcnZpY2VzLENOPVNl1cnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXNOaW4 sREM9bG9j YWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPWShYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTJj1QdWJIsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aW9uQXvo
>aG9yaXR5MCEGCSsGAQQBgjcUAgGQUHhIAVWB1AGIAUWB1AHIAdgBl1AHIWDgYDVROP
>AQH/BAQDAgWgMBMGA1UdJQOMMA0GCCsGAQUFBWMBMAOGCCqGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUdIb6K1Uw=

>ENDOFBUF

¥—V 7 E—REKETLET,
exit

X2 VT4 T—FEKRTLES,
exit

VAT AL E—RIZAD ET,
scope system

PR E— RICAD £,

scope services
FUWVGEAEZ# AT 5 X 912 FXOS Web ¥ — B A&7 E L £7,
set https keyring keyring name
REZXAIy FLET,

commit-buffer

angoszt— I

HTTPS —NIZBHEM T 6N TWAF—V v 72K RLET, ZHIZIEZDOFEOFIES T

ERL72F — U U T OARIB SN D Z &2 0 9, mmHhicT

THINEDOXF—Y T

BNFTRENDEAITIL, HTTPS — N3 £ 72, T LWIEAEZEH T2 L2 ICER SN T

WEEA,
show https

&1
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fp4120 /system/services # show https

Name: https

Admin State: Enabled

Port: 443

Operational port: 443
Key Ring: firepower cert

Cipher suite mode: Medium Strength

Cipher suite:

ALL: !ADH: !EXPORT40: !EXPORT56: !LOW: !RC4: !MD5: ! IDEA: +HIGH: +MEDIUM: +EXP:+eNULL

RATv72
LET,

scope security

show keyring keyring name detail

&1

fpd4120 /security # scope security
fp4120 /security # show keyring firepower cert detail

Keyring firepower cert:

RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Valid

Certificate status:
Certificate:
Data:

Version: 3 (0x2)

Serial Number:

45:00:00:00:0a:de:86:55:16:82:24:£3:be:00:00:00:00:00:0a

Signature Algorithm:
Issuer: DC=local,

Validity

ecdsa-with-SHA256

DC=naaustin,

CN=naaustin-NAAUSTIN-PC-CA

Not Before: Apr 28 13:09:54 2016 GMT

Not After
Subject: C=US,
CN=£fp4120.test.local

Subject Public Key Info:

ST=California,

Public Key Algorithm:
Public-Key:
Modulus:

00
0d:
al:
50:
fc:
dé:
3a:
al
9e:
20
ae
87:
07
47:
cd:
Sa:
d4
1d:

:b3
1b:
9c:
0d:

217
18

dc:
:b4:

49

:de
:d8
6c:
rec:
64 :
9a:

b5

:e9

85

Exponent:
X509v3 extensions:

X509v3 Subject Alternative Name:

143

ee

c6
:30

:db:
5b:
11:
:29:
$47:
:3b:
91:
:c4:
15:
fd:
HCIoH
:dd:

94

a3:

15
12

28
2f

11

69

65537

8d:
:d8:
8f:
:c9
:bb:
de:
2b:
:d7
126
ff:

cb:

eb:
la:

26

:db:
8a:
83:
3d:
148:

50

:al:
:e0:
8a:
:b4
a3:
:e8
6d:

07

(0x10001)

rsaEncryption
(2048 bit)

06

:30

£5

c3

44

:45:
£5:
rae
3f:
HEW)
:bd:
:d4
:da:

£9

126
71
174

DNS:fp4120.test.local
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07:

7d:
dc:
:cf:
1e6:

: Apr 28 13:09:54 2018 GMT

L=San Jose,

:al:
07:
:70:
bf:
: 54
fb:
:bl
8f:

Se

61

:cl
14:
6a:

de

e’

91:
:75
:43:
rad:
146
37:
:30:
8d:
:da:

6e
91
b0

03

HS i
:d5:
HEUS i
ag:
:35:

82

ef:
146
:bf:
:bf:

21

HJ o N
:cbh:

f6

91

16

20:
:36
31:
18:

176
:2d:
0d:
1f:
:51

74

c4

93:
84:
:da:
of:
:cbh:

f6
06

O=Cisco Systems,

HIECH
ec:
40:

31

:cbh:
:de:

82

c3:

29

rca
9b:
rcc:
:30

£3
b6

la:
:98:
:30:
:b6:

2f

2e:
ba:
0d:
:29:
3e:
To:
:al
8a:
:5f:
:bb:

c0

e2

82

le:

09
55

f2

ff:
78:
:d2
4a:
5b:
6a:
:70:
:bd:
:55
fd:
61:
:39
3d:

84

:e3
:cf:
08:
:33
5d:

:54:
:c8
66:
:a8
6b:
19:
HAH
09:

42

b6

dc:

60

40:
:c0:
:c4d:
te2:
le:
73:
84:
9f:
:d6:
1f:
rca:
S5c:
122
0f:
95:
rab:
5d:
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FZXK~ID

X509v3 Subject Key Identifier:

FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:

X509v3 Authority Key Identifier:

angoszt— I

ED:BB:94

keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89

X509v3 CRL Distribution Points:
Full Name:

URI:1ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,

DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration, DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:
...W.e.b.S.e.r.v.e.r
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:00:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9])YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEi
MAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVN1cnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREMIbmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTJ1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmFO0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQOBgj cUAGQUHhTAVWB1AGIAUWB1AHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUuU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No
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B rsxroaEszorozt—n

RDBERY

BFLWEBETE DEAENFEL TCWD 2 LA MERT 2ITIE, Web 77 UHF DT KR /S—
IZ https://<FQDN or IP>/ & A7} LT, Firepower Chassis Manager |8 L £,

GE) 770 HiEESHlz, TRUVANRNR—DODATARIZHES L GERZEOY 7V =7 M AR L E
T REBIENERERM KA A VA L TRITENTWDIEE, 7790 THEDL T
TATHMENRHY EF, IPT RLAZFEALTCT 72T 5L, FHEHTE DFEAENMEA S
NTWVHELTYH, BloSSL =7 — (@A Es) RAe—3ivEd,
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o NTP Y — FRIEOHZNE (105 =2—3)
« HREOFRE (106 =—)

« SSH ®%E (112 =—)

« TLS D& (113 ~—72)

s Telnet DFXE (115 _X—)

« SNMP D% (116 ~—27)

« HTTPS OF%E (125 ~—2)

« AAA DF%E (138 ~2—)

* Syslog D& E (150 ~—2)

¢ DNS — DR E (152 X—)

« FIPS E— ROAME (154 ~—2)

« T I TIAT VT T— ROFEYE (155 2—)
P77 ERURFDOHRE (155 2—)

NTP H— FREA A 2T ZiX. Firepower 4100/9300 > v — ¥ TR DO FNEEZFAT L £,
A\

GE) s BT B L, NTP BRI EHF AT X TOY— T a— UL ET,
e NTP $— \ZEETlX SHALl OB N YR — FEnE4,

o = NEFFET 5T X—ID LXF—ENRLETT, F—IDIX, AvE—TV XA Tz
ARDaALE a—T 4 /7\5%5(3\ AT X —EE 7 T4 T b — O FIZHERT
D0 SET, F—fEIX, ntp-keygen ZfEFH L CEH S D EEM T,
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B exons:

FIE

ATy 1 ntpd28p8 XU —RKLET,
AT w T2 NTP #— 3% ntpdopenssl ZHNZLTA A=/ LET,
ATYT3 NTP ¥—ID & ¥ —flixAEm L7,

ntp-keygen -M
IhBOEKENTZF =T, ROFNEICHELL £,
AT w74 FXOSCLI 7»5, NTP — ZERk L £,

create ntp-server server _id

ATYTE NTP =& AT LET,
scope ntp-server server_id

AT 76 SHAl ¥—ID 2% E L ET,
set ntp-shal-key-id key id

AT 7T SHAL ¥—CFHIERELET,
set ntp-shal-key-string key string

ATy 78 NTPRBIAEEZ AN LET,

enable ntp-authentication

Mg
gl

B LR 2 FECRE L2V, BUED Y AT ARG FoRT 51013, TR T4 % © CLI
Av Y R LTI AT LADORy NU—7 XA L 7m bz (NTP) ZRELET,

NTP OF%E (L, Firepower4100/9300 > ¥ — & o ¥ —INlA VA h— /L SN TV DT /A
AW CHBMIIZREBASNET,

(GE)  Firepower 4100/9300 % — /|Z Firepower Threat Defense A3 2% &, A~v— K T AL AN
ELUSHERE L, 731 ABERITHE) e & A DA KX T HREGRT % &L 9 IZ Firepower 4100/9300
VX —UIINTP 2R ETHHENH Y £9°, Firepower 4100/9300 + v — & Firepower
Management Center (Z[F] U NTP % — 2T 50N H Y £,

NTP %7 % & . [Current Time] % 7 DRKHRFH AT — 2 A2 RRTEET, F2IL,
[Time Synchronization] % =7 @ [NTP Server] 7 — = /L ® [Server Status] 7 4 —/V K& H.5 & | &iE
HEHDHENTP b —ORPIAT —F 22 FRTEET, VAT LDBFFED NTP ¥ —/3 & [FH]
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granraresuozs i

T&E72WE . [ServerStatus] DFEICH DIEHRT A 2N H— Y NV EHbE D LA MR T

£,
BRESN-B EFRIORT
FIB

AT w71 FXOSCLLIZ#HE L £T (FXOSCLI~DT 7 A (15 5—) 2Z5H) |
AT T2 BESNTHA LY — U BFRTHGEE

Firepower-chassis# show timezone
ATV T3 RESNZAMERAEFRRTHITE, ROa~vy R LET,

Firepower-chassis# show clock

il

OB TIE, BESINTZHA LY =V EBEDOV AT LABREEFRRT D HEEZRLT
WET,

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

BALJ—2VDEE
FIE

ATV Tl VAT L EF—FRIZAY ET,
Firepower-chassis# scope system

RTFYT2 VAT AP —ERAT—REMHBLET,
Firepower-chassis /system # scope services

RFYTI AL = EFRELET,
Firepower-chassis /system/services # set timezone

ZOREET, Kk, EH, BLXOZA LY —VHEBICKHCT 2FZE2ANTHE RO E
T, e N2l EREAD LET,
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Platform Settings |

ahy—3 g UEROEBEEETTAL, Tur T IWRFEFRIIL, ELWE A LS — U ERRH
ESINTWENERTHEIROONET, HRTHLAEIXL (yes) AL, #fEE ¥ v
AT B5EF2 (o) AN LET,

BRIESNTIZFA L= RorT HITi%
Firepower-chassis /system/services # top

Firepower-chassis# show timezone

1

WIZ . KEPEFERERREIR I C X A L Y — 0 BREL, b oy arvwzaly L,
RELIZZA L = BFRmT 502~ UET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana
#? 49

Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations
3) Eastern Time - Kentucky - Louisville area
4) Eastern Time - Kentucky - Wayne County
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Nt 2 L-Af eBnonE [

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)

)
)
)
)
)
)
)
)
)
)
)
)
17) Central Time - North Dakota - Mercer County
)
)
)
)
)
)
)
)
)
)
)
)

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon

20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time

22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time

24) Alaska Time - Alaska panhandle

25) Alaska Time - southeast Alaska panhandle

26) Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska

28) Aleutian Islands

29) Hawaii

#? 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/Los_Angeles (Pacific Time)
Firepower-chassis#

NTP #{ER LBt L BZRIDEKRTE

NTP ZF|H L T2 — N VAT LAEELZB L, Xy NT—7 VAT AW OREL % EfElC
R LEST, 20k 5 RKEIX. CRL OWEFR CIEMRZ A b AZ o Thahihie ., B
GZINEERBECHLEIZRVET, RRKI4BONTP — 2R ETXET,

FXO0S 2.2(2) IBETIEINTP N—Y a 3 AL £,
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B v rgmLEaGcBRORE

ATy

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

FIE

VAT A E—RICADET,

Firepower-chassis# scope system

VAT AP —E R T— REMRBLET,

Firepower-chassis /system # scope services

FRE LT A M4, IPvA £721X1Pv6 7 KL ADNTP — % HEHTH LIV AT AERE
LEJ,

Firepower-chassis /system/services # create ntp-server {hostname | ip-addr | ip6-addr}

NI W I varE VAT AREICAI v FLET,

Firepower-chassis /system/services # commit-buffer

FTRTOREF I NTIP Y — DRI A T —F 22 FRZTHI21E, WOLIITLET,

Firepower-chassis /system/services # show ntp-server

FED NTP Y — "D AT —F 22 FIRT 51218, ROXIIZLET,
Firepower-chassis /system/services # scope ntp-server {hostname | ip-addr | ip6-addr}

Firepower-chassis /system/services/ntp-server # show detail

1

WOHITIE, IPT KL A192.168.200.101 ZFEDONTP Y —N"Z2HEL, hToHF 7=
vEaIy hLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

WOFITIE, IPv6 7 KL Z 4001:6 ZFfONTP b —_"ZREL, FTo¥rvav %
=23 MLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
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TP 5 — Dl I

NTP H—/\D &Il &

FIE

ATy Tl VAT A E—FRICAD ET,
Firepower-chassis# scope system
RTFYT2 VAT AP —E R T—RERFHBLET,
Firepower-chassis /system # scope services
ATV T3 HELIEAA M, IPv4 F721XIPv6 7 KL AD NTP — " ZHIBR L £,
Firepower-chassis /system/services # delete ntp-server {hostname | ip-addr | ip6-addr}
ATVT4 NIV I a BV AT AREICAI Y FLET,

Firepower-chassis /system/services # commit-buffer

151
Wz, IP7 K12 192.168.200.101 DNTP — "ZHIfEL, F T oo varzaly
M5B 2R LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

WIZ, IPv6 7 KL A 4001::6 O NTP —"ZHIBEL., hTFo¥Frvarva2aly e
LB &R LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

FEITORNMN ERFLDEERTE

Z T TI&. Firepower ¥ v — ¥ CHAF &R Z FE) TRET 2 HIEZOWTHHALES, v X
TAITa Yy OETIIEEBIC KM ENET,
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GE)

ATy T
ATy T2

ATvT3

SSH DEXTE

ATy

VAT A 70y ZISNTP V=L EBFTHIEAE. A2 FHTRETDH I LT
TEFEHA,

FIE

VAT L E— RICAD £,

Firepower-chassis# scope system

VAT ALY —EX - FEMMLET,

Firepower-chassis /system # scope services

VAT Ay IR ELET,

Firepower-chassis /system/services # set clock month day year hour min sec

month (21X, H DL DOFYID 3 LF2MHEH L £, WL 24 BEEEXNCTANT 2 0E N H
DET, FHRIRHI9ZR0 ET,

VAT A IOy OERFEEDICKMENET, Ny T rEaly NTAXLEEHD £
/L/o

!l

WIZ, VAT L 7uy 7 E2RET D ERLET,
Firepower-chassis# scope system
Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

WO FNETIL, Firepower ¥ ¥ —3~0D SSH 7 7 ¥ A Z AN F 113N T 5 5, BIO
FXOSv ¥ —>%SSHZ 7A4 7> h& LTHMIT 5 HIEICHOWTHII L ET, SSHIZT 7 +
VR TAR—=T M £9,

FIE

VAT N ET—FIZAD T,

Firepower-chassis # scope system
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TLS DEx

nsozz |

RFYT2 VAT AR B REMBLET,

ATvT3

ATy T4

% E

\}

Firepower-chassis /system # scope services

Firepower 3% —3~® SSH 7 7 ¥ A &R ET HI21E, WOWTRNnEETLET,
* Firepower > ¥ —3~®D SSH 7 7 ¥ A ZFFA[ T 512X, kO=a~vr Re AN LET,

Firepower-chassis /system/services # enable ssh-server

* Firepower > v — 3~ SSH 7 7 B A& EE L3 5121%, ROa~vr REANLET,

Firepower-chassis /system/services # disable ssh-server

rSoW a2 AT AHREIZaI Y FLET,

Firepower /system/services # commit-buffer

1

W OB TIL, Firepower ¥ —3~D SSH T 7 v A& [t L, hToHFrvav%
a3y FLET,

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server

Firepower /system/services* # commit-buffer
Firepower /system/services #

Transport Layer Security (TLS) 7'v h=2/bjd, AEWI@BET22 2077 r— a > DT
TIANY =T =X OEEWEMIE L E T, FXOS ¥ — EHMIT A A L O(E THE
T HR/MNTLS N—T 3 X, FXOSCLIZEH L CRETEET, HrLLWA—T a3 > DTLS T
HBEOEX 2T s b Tcx 55—, FWA—=T 30O TLS Tl W7r 7 A—32 g v
D% ERYE R CE £,

72 2, FXOS v % —V TCHESNTWDE/NTLS N—Ta VBl OIS, 72747
N7 IR VIOIETEFETTHEICRESN TS E, 7747 MIHTTPS ZfEH L
“C FXOS Chassis Manager & O #< Z &N TEERA, LEBH-T, BT 77— 3
> & LDAP — R Z bR ET D2MERH Y £7,

WOFNET, FXOS ¥ ¥ — 3 LT A A OBEE CHET HE/NTSLAN— 3 U EHIE,
FrRT D HEEDALET,

G¥)

* FX0S2.3(1) UV U —ADWETlX, FXOS ¥ ¥ —3 DT 7 4 /L Mg/ TLS N—2 = U idvlLd
/C“ﬁ‘o
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ATy

ATy T2

FIE

VAT L E— RIZAD T,

Firepower-chassis# scope system

VAT ATHERTED TS N—Va v DT v a v a#FKrLET,
Firepower-chassis /system # set services tls-ver

1 -

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver

vli 0 v1.0
vi 1l vl.1
vl 2 wvl.2

BNTLS N—=Va U ERELET,
Firepower-chassis /system # set services tls-ver version

1 :

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver vl 2

RiEZAIy FLET,

Firepower-chassis /system # commit-buffer

VAT ATRESNTWDOR/ANTLS N=Y g » 2 FoR LET,
Firepower-chassis /system # scope services

Firepower-chassis /system/services # show

&1

Firepower-chassis /system/services # show
Name: ssh
Admin State: Enabled
Port: 22
Kex Algo: Diffie Hellman Groupl Shal,Diffie Hellman Groupl4 Shal
Mac Algo: Hmac Shal,Hmac Shal 96,Hmac Sha2 512,Hmac Sha2 256

Platform Settings |

Encrypt Algo: 3des Cbc,Aes256 Cbc,Aesl28 Cbc,Aesl92 Cbc,RAes256 Ctr,Aesl28 Ctr,Ae

s192 Ctr
Auth Algo: Rsa
Host Key Size: 2048
Volume: None Time: None
Name: telnet
Admin State: Disabled
Port: 23
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: default
Cipher suite mode: Medium Strength

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH:+MEDIU

M:+EXP:+eNULL
Https authentication type: Cert Auth
Crl mode: Relaxed
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Telnet D% E .

TLS:
TLS version: v1.2

Telnet M % E

WDOTFNETIX, Firepower > ¥ — D Telnet 7 7 B A [GMEETITT 4 B—T7NMIZT D H
EIZOWTHALET, Telnet X7 7 4/ b TF 4 E—7 1 T1,

)

GE)  BUEIE, CLI Z{# i L7z Telnet % E D4 AT HE T,

FIE

ATFYT1 VAT A E—FRICAD ET,
Firepower-chassis # scope system
AT T2 VAT AP —ERE—RFEHBLET,
Firepower-chassis /system # scope services
AT 73 Firepower ¥ —3~D Telnet 7 7 ¥ A ZFRET HI21E, KOWTNNEFETLET,
« Firepower ¥ v —3~® Telnet 7 7 ¥ A Z#F a4 521X, ROa~vr Re AN LET,
Firepower-chassis /system/services # enable telnet-server
» Firepower o ¥ — 3 ~0 Telnet 7 7 ¥ A& EIEF 5 (2%, koa~<> FE AN LET,

Firepower-chassis /system/services # disable telnet-server

AFyTd "IV g EVATAREICaI Yy FLET,

Firepower /system/services # commit-buffer

51
Wiz, Telnet #HERMZL., rT o ¥ 7 varvwaaly bT502 57 LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #
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SNMP ) i%E

SNMP DO#E

Z D& 7 a TIL, Firepower ¥ ¥ —UIZfliGry NV —7E# 7w ha (SNMP) &3 iE
TLHEEZFHALET, FMC VWL, KO My 7 2SR TIEIN,

flisry NU—27FB 7 ha (SNMP) 1L, SNMP v % —Yx & x=— = M O@EEH
A=V T —~<y Nt H, TV r—var A7 a FaTY, SNMP T,
XY M= NOTNA ZADFT=8 Y 7 LERIERNT 2FHE7 L— 20— 7 LILESFEN
fEft I E7,

SNMP 7 L— AT — 27133 DO THERR S E T,

e SNMP~%—V % : SNMPEEA L TRy U= FRRA ADT 7T 4 T 4 ZHIEH L.
BTV TTBHUAT A,

* SNMP =— = > | : Firepower ¥ ¥ —YWND Y 7 k=7 a2 R—%> kT, Firepower
VX =V DT A MR L, WBEIOGE L TEDT =X Z SNMP ¥ 12—V v IR LE T,
Firepower & ¥ — 2L, =— Y= h & —HDO MIB A EFENRTWVET, SNMP =— =
VREAPIIL, vV x =Yy MHOY L—va vy TERERT ST,
Firepower Chassis Manager & 721X FXOS CLI T SNMP ZA%hic L, &EL 7,

HHEEHAN—Z (MIB) :SNMP =—Y = b EOFHHEA TV =7 hDal s s

:/o

Firepower ¥ ¥ — /1%, SNMPvl, SNMPv2c, # L USNMPv3 #Ha— h LE7, SNMPvl
FOSNMPv2c iFEHH Y, a1 a=7 4 XN—2AFRXOEX=2V T s ZMHEHLET, SNMP [T
KOOI IICERSNLTWVET,

* RFC 3410 (http://tools.ietf.org/html/rfc3410)
« RFC 3411 (http://tools.ietf.org/html/rfc3411)
« RFC 3412 (http:/tools.ietf.org/html/rfc3412)
« RFC 3413 (http://tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
« RFC 3415 (http:/tools.ietf.org/html/rfc3415)
* RFC 3416 (http://tools.ietf.org/html/rfc3416)
« RFC 3417 (http:/tools.ietf.org/html/rfc3417)
« RFC 3418 (http:/tools.ietf.org/html/rfc3418)

« RFC 3584 (http://tools.ietf.org/html/rfc3584)
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SNMP & %0

N |

SNMP O EHE/ZERED 1 DiF, SNMP =— V= M OLBHAERTXAZ LT, 25D
BHITIE, ERZSNMP v 32—V v N OEETLH2HELIH Y /A, @HL, RER2—VFE
AR, FELE), O, ML — & L oERoOIE, ZFOMOERE LA X NERRLE
T,

Firepower ¥ — %, b7 v FEoidA 7+ — 2L LCSNMP @& %4k L9, SNMP
VA= XX N Ty TEZAERHCHEGRISE A EE T, Firepower ¥ — UL R T v IRZES
NIZINE DI EERTERNWZD, M7y TOEEMIETIA 74+ —2 K0 IR R 9, A
VI F—LEREZETDHSNMP Y R —T v d, SNMPILE 7' 2 haLF—4 2=y | (PDU)
TA v =V D% 2 MERIGE LE T, Firepower ¥ v — 373 PDU %15 L72WGAE, A~
74— LERAEBETEET,

SNMP %21 7«4 LNILELVHER

SNMPv1l, SNMPv2c, BILOSNMPV3 (ZZNENBDOtX=2V 7T 4 T LEELET, EFa
VT 4 BT UVTBIRENT-EXR 2V T 4 LULEHABEDEN, SNMP X v tE— Y OMH
WWHEHENDEX2 VT 4 AH=RXLEZRELET,

X2 VT 4 LoULid SNMP R T FICBEM T 5 TN D A v =V RRT D704
BRRHEZIRE LE T, MERL-VUE, BIRSNBRVWE D A v b=V 2 RET DMLENDH D
. FRIFA v E—VERAT DMERH LN EIDERELET, PAR—FEndtF=l
T4 LR, X2 T4 BETAPRESHTNDNI Lo TR EF, SNMP X =
UT 4 LooLid, IROMERD 1 DL EESAR—FLET,

« [noAuthNoPriv] : 38ZE72 L, Bf={k7e L

* [authNoPriv] : F8iEH 0 . BEE{b7e L

* [authPriv] : FFEH D | B EALH Y
SNMPV3 ClE, EFX =2V 74 E7 LX) T4 LLOWERREESHTOVET, %=
V74 7ML, 2—FBIR2—FRNET L2 — L E2RET RS TT, EX=2V7T 4
LL T, X270 ETANTHAEINSEXF 2T DL~V TT, EFX=2UT 4

EFETFNEEF2 VT 4 LoULOMAELEIZL Y, SNMP /Ry MLUFLhIZERR S 2% =
UF 4 A= XLDRED F9,

SNMPtEX21 T4 ETILELRILDYER—rENTWAEASHE

WDOFIZ, EX 2V T4 EFNE L-VULOMAEDLEDOEW®EZRLET,

Cisco Firepower 4100/9300 FX0S 23(1) CLIa > T s ¥aL—>av A4 K |



Platform Settings |
B swes w5207 e

KESNMPEF2) T4 ETLELVEFa) T4 LA

ET |[LRL EHH iBs |BR

L e

vl moAuthNoPriv | 1 I =2 =7 ¢ A fY | RKxl [a232=FT 4 AN 7OREEMEHL T
/ 7 }:.\L; mD\thE L/ i —a—o

v2c  |noAuthNoPriv| =3 2 =5 ¢ A hU | R} |[232=F 4 A )7 OREEMEMLT
N N SEFL £,

v3 noAuthNoPriv | = — 44, RKxkp | 2=V HOBREEMEH L CTRIAELET,

i
v3 authNoPriv. | HMAC-SHA 72 L |HMAC Secure Hash Algorithm (SHA) (23
Ol/\‘/cnu_‘ pJ‘_EL/ij—
v3 authPriv HMAC-SHA DES |HMAC-SHA 7/ =1 X A2 TERE

LET, 7—ZIE58E (DES) D56 >
FEEE. B O ST 0w 7 @
(CBC) DES (DES-56) f=#E|ZHS\ 7258
[l i =

SNMPv3 2 1) 7 1 t#8E

SNMPv3 1, v hT—7RHED7 L —LDOFEREE B B{LEHAGDLEDL Z LIk -> T, T
AA~NDEF 2T T/ AEFEBLET, SNMPv3 1L, REFHAL—VICLDEHEEDO L%
FFAf L, SNMP X v —V %5t LE T, SNMPV32—H_R—Z2 %21 T 4 E5 /L (UM)
IZLSNMP A v =YL X2 U7 022, ROV —E A2 L E7,

e At —UDmeEN A v —URRIERFETEE FZIIME SN TV W2 & A2 4RFE
LET, o, T—F —F AN, @ERETIHLOLD LEWVEE CTEFRE I N TV
WZ EEHRFELET,

e A —URIEITLORGE : RIET — X ERE L= DOT AT T 4T 4 DR Sz
ZLEERFELET,

c A b —VOMENRB IO S RER2—Y, =0T 47 4, Tt A L THER
ERIAARIZLEZVBRRLARVWE S ICLET,

SNMP H7R—

Firepower ¥ % — /(% SNMP DR DY 7R — b 2k L 9,

MIB O R—
Firepower ¥ ¥ — (% MIB ~D#t A HEHT 7 B A2 HHR— M LET,
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SNMP 01 £ —J e & U SNMP 7,57« o ]

FIRAFTREZ2 B E D MIB O FEM & = D AFHATIZ DWW TiL,  [Cisco FXOS MIB Reference Guide
FHEBLTLLEE N,

SNMPv3 11— DR 7o ~bajL

Firepower 3 ¥ — /1%, SNMPv3 == —4® HMAC-SHA-96 (SHA) #8iE~' v h 2/L&HR— KL
ij‘o

SNMPv3 .—H'®D AES 7S5 A4/ >— JO k)L

Firepower ¥ ¥ — 13, SNMPv3 X v B— U5 LD T T4 " — Fm hard1 5L LT
Advanced Encryption Standard (AES) %4 L. RFC 3826 {Z¥EHLL TWE T,

TIAN—=IRAT =R (priv4A 7+ a ) TiL, SNMPEF = U7 ¢ k5{b 720 & L CTDES
F7215128 B b AES Z®IRTX £9, AES-128 DR T &AL L T, SNMPV3 2 —H D~
FGANRY—RRAT—RE&H5H L., Firepower V¥ —NIZDT T AN — NAT— REHH
LTI128 By b AES F¥—%AEk LEd, AES 7T A N1 — R2AT— NI/ T8 XFTY,
WNATZ V=% 7 V7 TXANCTHET 256, kK64 LFEHEETEET,

SNMP O A4 *—JILILE XUV SNMP ZO/\T 1 DERTE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

FIE

F=Z YT T— FEMMBLET,
Firepower-chassis# scope monitoring

SNMP % A Fx—7 /WZ L ET,

Firepower-chassis /monitoring # enable snmp

SNMP 22X = =7 ¢ E— RZBBE L £7°,
Firepower-chassis /monitoring # set snmp community

set snmp community =~ > RZ AJJT5L SNMP 2 2= s DAEROLINET,

SNMPa 2 2= 4 ZHELET, RAUV—FEL L Casa=T4&4&2EHALET, 232=
T 44T, KR 32 LFEOEBFTHRETE 7,

Firepower-chassis /monitoring # Enter a snmp community: community-name

SNMP X4EF DL AT LD EREE L E T, VAT LOHKLL (BEFA—L T RLXA
X, AETEBEFEEGTRE) X, K255 LFORELFTHRETETET,

Firepower-chassis /monitoring # set snmp syscontact system-contact-name

SNMP=—Y x v h ($—) BDETINDIHRA MOGFHERELET, VAT LR 7—v 3
A, K 512 LFOREF CHRETE £,

Firepower-chassis /monitoring # set snmp syslocation system-location-name
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ATFYTT FIUY I a B VAT AREICaIy FLET,

Firepower-chassis /monitoring # commit-buffer

il

KIZ, SNMP %A 32— /U{Z L, SnmpCommSystem2 & N9 £ F1D SNMP = I = =7 ¢
ZF%E L, contactperson &) AR T AT ML A FE L, systemlocation &9
ZRIOEE R —2a VEREL, N varEaly M ABIERLET,
Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation

Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

RDERY
SNMP 7 v 7B L= —V Z1ERk L £,

SNMP +5 v TDERK

FIE

AT T F=X V7 == RERBLET,
Firepower-chassis# scope monitoring

ATv T2 SNMP %A x—7 M LET,

Firepower-chassis /monitoring # enable snmp

ATV T3 FBELERA N, IPVAT RLA, F£720EIPv6 7 LA TSNMP b T v 7 Z21ER L £,

Firepower-chassis /monitoring # create snmp-trap {/hostname | ip-addr | ip6-addr}

ATY T4 SNMP FT7 v FIHEHTHSNMP 22 2 =T L EHEELET,

Firepower-chassis /monitoring/snmp-trap # set community community-name

ATYFE5 SNMP b7 v ST LR —baEELET,

Firepower-chassis /monitoring/snmp-trap # set port port-num

ATYT6 NI FIEHTSH SNMP ONX—V g v EEFLARIRELE T,

Firepower-chassis /monitoring/snmp-trap # set version {v1l | v2¢ | v3}
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ATy71 B RETLN T v TOIATEEELET,
Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}
ZZICERENDEIFTKRDO ERBY T,
o N—U 3 T v2e 21T v3 IR L7285 13 traps,
e N— 3 T v2e Z IR L 725551 informs,

GE) RN=VarTV2eZBRLIGHEIZORA T +— Ll EETEET,

ATv 78 (LE) N—var T3 EERLEGAE. N7y 7S 2HREZRE L £,

Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}
ZIRERSNDEFRD LB Y TY,

cauth : GEREDH Y | BE SR L

* noauth : §8iE7c L, K572 L

e priv: WiEH V| BEE5{EH Y

ATFYTY TP I a B VAT AREICTI Y NLET,

Firepower-chassis /monitoring/snmp-trap # commit-buffer

1

WOFNE, SNMP & A F—7 Wz L, IPvd 7 KL AZMH L TSNMP 7 v 7 & 1E
L. b7 v 7 WA —F 2 TSnmpCommSystem2 = X = =7 4 T 5 L H5fEL
W= 3 B VIICRE L, Y A 7 % traps (T3 E L, v3 FEBRZ priv IR E L l\
Fo¥rvarEaly FLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem2
Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* # set version v3

Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* # commit-buffer

Firepower-chassis /monitoring/snmp-trap #

WROFNE, SNMP & A F—7 /L2 L, IPv6 7 KL AZMH L TSNMP 7 v 7 & A{EK
L. b7 v 7 WA —F 2 TSnmpCommSystem3 = X = =7 4 T2 L HfEL
W= a3 B VIICRE L, WY A 7 % traps IZ5%E L, v3 HERRZ priv IZRE L. b
FoW s varvkEaly hLET,
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Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 2001::1
Firepower-chassis /monitoring/snmp-trap* set community SnmpCommSystem3
set port 2

set version v3

set notificationtype traps
set v3privilege priv
commit-buffer

Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap*
Firepower-chassis /monitoring/snmp-trap #

HH H o H

SNMP k5 v JDHIER
FE

AT ®F=2V 7 T—F&EMBLET,
Firepower-chassis# scope monitoring
ATV T2 EELTZAAMELIZIPT RLAD SNMP R 7 v 7 HHIBRLET,
Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}
ATFYT3 "I HF I va BV ATAREICAI Yy PLET,

Firepower-chassis /monitoring # commit-buffer

il

Wiz, IP7 R LA 192.168.100.112 CTSNMP F 7 v 7 #HIRL. T o¥rvarwa
Ty hTBHIERLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

SNMPv3 11— D1ERL

FIE

ATFYT1 FT=F) 7 T—R&PtBLE T,

Firepower-chassis# scope monitoring

ATY T2 SNMP A X—T7LIZLET,

Firepower-chassis /monitoring # enable snmp
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AT v T3 H5E L7z SNMPV3 = —HF & {ER L £ 7,
Firepower-chassis /monitoring # create snmp-user user-name

create snmp-user 2~ RZ AT 5L, NAU—=ROANERT 07 MRFREINE
R
Firepower eXtensible Operating System T, RDOEMF 272 S 722U — RIIES SN E T,
* 8~ 80 LT a i,
cBOLNDLDE, LT, BT BLOROILTOATT,
~M@H#% & () -+ {3\ <,>/
RO FEFZERN, § (FAts) o 2 GERfE) « =1 (F5) .
SOLULDRRDLILFEZZDLMENHY £7,

CHETAA LT VA RERITT U A POBEEFIILFET- EAEGHRNWTL
Xy, 2z, 1123455 (X4, TZYXW] IE3 OXFHD N TWET, 2D kLD
T OEFENFEDOHIBEZB 25 & GBFITN4~6mFA) | BT = 71Tk
BLEI,

GE) BT D547 VA NERITIT 7 U AL FUFHORICERF LWL 7 U R
VRERIFTZ U A MXTFIINEENTH, XFHITV Y PERERFA, =
L z0E, abed&121 1T/ A T — R F = v Z IR L E 328, abed&!125 1ML L £
A,

AT YT 8 AESIHESALOMEN 2 AL EITT 4 E—7 T LET,
Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}
774N FTIE, AES-128 B SALIET 4 B — T L2l o T ET,

RT9TE 22— FTA N — RRAT—REHEELET,

Firepower-chassis /monitoring/snmp-user # set priv-password

set priv-password =~ RZAJJT5 &, T4 — "R T—ROAS LR ERT 7 1
YT RBRFERINET,

Firepower eXtensible Operating System Cl&, DB/ &7z /2R U — RIXEG S £,
« 8 ~ 80 L FE G,
cBZHHLNDDIE, LT HTF. BIOROLFOHRTT,
~N@HYN & ()N <>
cROFLFEZER, § (FAREE) | 2 (B . =1 (B5) .
5O DR DLFEEZDLMENRDH Y ET,

CHFGETAA LT VA NERITT IV AL POKFEERITNF R EAEDRNTLTE
IV, 2l ziE. T12345) 4o, [ZYXW] I3 DXL FEHNFENTWET, ZDLH
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R TFOEFENFEOHIBEZB 2D & GBFITN4~6mIA) | BT = 71Tk

L £,

GE) WHTHA LIV ANERIIT VY AL FXFFIORNHERE LW, 7 ) R
VRERIFT VA RFEFINEGEENLTH, XFRITIV Yy FENERA, =
L z0E, abed&21 TR T — R F = v Z IR L E 428, abed&!25 13RI L £
T A,

ATFYT6 F TP I a B VAT AREICaIy FLET,

Firepower-chassis /monitoring/snmp-user # commit-buffer

i

WORFITIL, SNMP Z A0 L. snmp-userld &\ 9 £ HTD SNMPv3 = —H Z /B L,
AES-128 s b= HMb L, AV = RBL QT T4 R — R2AT—REHZEL, b
FoWrsvarvikEaly hLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #

SNMPv3 21 —H DAl

FIE

ATV F=2 V7 T—REHBLET,
Firepower-chassis# scope monitoring
AT 72 f5E L7 SNMPV3 = —H & HIFR L £,
Firepower-chassis /monitoring # delete snmp-user user-name
ATVT3 MNP I a BV ATAREICAI Y FLET,

Firepower-chassis /monitoring # commit-buffer
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A\

anji
Xa

wes oz I

15l
WIZ, snmpuserld &9 4RO SNMPV3 2—HZHIfrL, hTo¥rvarvrzaly
Mo flERLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

—
X

TlX. Firepower 4100/9300 3 v —3 T HTTPS ##% 4 2 J7iEEHiH L £7°,

GE)

AEAE. ¥—

Firepower Chassis Manager & 721X FXOS CLI # i/ L T HTTPS R— h &2 A H CTE £ 7, Lo
HTTPS D% EIL9 T, FXOS CLI #fi i L TOAKETE E7,

Vo0, S RMKRLAUE

HTTPS i3, AF— A>T TA LT 7F v (PKD) Z2HHL T 74T b7 T vH L
Firepower 4100/9300 ¥ — 72 8D 2 DOFT NA AT X 2 7B 2L LET,

EEX—CX—UY

% PKI 7 /34 A1, Wi — U > ZIZFERFRD Rivest-Shamir-Adleman (RSA) K& — D
T (A2ETTAN—= b, I 1203 T Vv 7) BRFELET, WTIhDOF—TH 5L &
NizAvtE—2iF, b9 —FHOF—CTHEBITEET, B banizA v —C2RET
f. EEEIZEETOLM*—CH L, ZEFITMEOMEX—ZHEHL TAvE—V%
Bt LET, HEEFIT. MEAOREF—TEEHDOA v =%k (( T1B4] & bETNh
) LCARIT—OFAELZIEATL 2L TEET, ZEFENEYTIAMT—2HHL
TAyE—VZIEFIEF L TE 256813, ‘%éﬁ%‘biﬂma“éﬁz‘%ﬁ? EALTWSZ &N
FEENET, BEXF—ORIFIIEIETHY, BHFOE S i512t/]\~2048t/}\’c
T, WE, ENF—3EOF—X0 L L0 RETT, FXOS TITHRMIT 2048 £ hDF— 2
TEELT 74N EOX— VU Rk EnET, FLT, BMoX— U FEERTEE
7

7T AGHPERSNIZY | GEHENBIRUINICR-720 LIEBEE, 7740 b0ox—U v
JREAEEZ FECTHART OSLERDH Y £,
FEAE

Yt X 2T RBEZERTDHITINE. TT200F L ARETNENDOT P ANGEAELZ AL F
T REAFEIL. T AD IDICET 5B FEAERE & BITT A ADRHF—%2 G0 7 7
ANVTT, B LINTZBEELYER—FT572DI2, T34 ZTIMBOF— X7 LHEDOHELD
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BAGERAEEZAR CTEET, VE— N 2—YRECBAEAELZIRRT D7 N1 R T 5
e, 2—WFEIT A A A0 ID ZfHHICHREET 2 2 N TET, 22—V D7 7 U PFITHRIICER
ARICBIT AL A KRR LET, T 74 BT, FXOSIZIET 740 b DX — U 7B D4
Bl —2E el AL O H OBLFHENEG ENE T,

SR kRS R

FXOSI|ZH N e fBGE 2 2 572012, T3 ADID i AEH TE 5 Y —R& (DF Y,
NZARKA LR oY —RRX—=FT iEHELZRIG L, A VA M=V TEET, — KX—
T A REAEX, FITIC T AN AL b Ob— REEER (CA) . HECA, £72i3v— bk CA
WCORMMB I T AN F2—0D—EERD T AN T U H—DWNTHD) ITL-oTELEN
F9, FLOVGEAEZTIUS T 521X, FXOS CREIEZRZ AR L. M7 A M ARA > MTEK
EEETLOILERH Y T,

EE

ZEBHEIL, Base64 = =— R X509 (CER) 74—~y N THAVLERHY £7,

F— )T DK

ATy T

ATy T2

ATvT3

ATvT4

FXOSIE, 774V h F— V7 %E0, KSEOX— Vo 7%V HR—FLET,

FIE

X2 VT 0 T FERBLET,

Firepower-chassis # scope security

F— V72 L, ARzt Ed,

Firepower-chassis # create keyring keyring-name

SSL ¥—D bty PREKRELET,

Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}
N vareEaly bLET,

Firepower-chassis # commit-buffer

51
WOHNE, 1024 By FDOF— YA ADF— U 7 HERLET,

Firepower-chassis# scope security
Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
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Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

RDZRY
ZOx— U7 OFEHEEREERL T,

TIAHILE FT— 1) TDBER

7T AZLPERINTZY | GERAFESHIRINIC R o720 LIEG&IE, 7740 box— U v
JREHE T FEVTHAER T 2 LENH Y £,

FIE

ATV BX2 V7 0 == RERBLET,
Firepower-chassis # scope security

AT9T2 74N F— V7 THFx— V7 X2 T 4 E—FRICADET,
Firepower-chassis /security # scope keyring default

RATYT3 T74NN = VT alAERLET,
Firepower-chassis /security/keyring # set regenerate yes

ATy FT4 NIV varEaly FLET,

Firepower-chassis # commit-buffer

151
WRIZ, T 740 X%— Vo T 5HERTIHEZRLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #
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B = v voumzskonn

F— ) VT DIAZTERDIERK
EXT T asfE0F— ) T DIEAEERDER

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

FIE

X2 U7 4 E— NERBLES,

Firepower-chassis # scope security

F— Ul par7 4 Xal—ar F—RIADET,

Firepower-chassis /security # scope keyring keyring-name

FBESNIEIPVAETIZIPV6 T RV A, F3 777V w7 A2 —axy NOL4RTEZHEHRL
TREAEERZER LE T, SEAEERONNRAT— K2 ANTEHLIITROONET,

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}

oY rvarEaly hLET,

Firepower-chassis /security/keyring/certreq # commit-buffer

At =L ThT7RAL 7 h—£IIRRERICEE TREAGEAEE R 2 KR L ET,

Firepower-chassis /security/keyring # show certreq

1

WOFITIX, BEAF T a v fEDOXF— Y U FITONTIPVET KL A CIEAEER %
fERR L CERRLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name
sjc04

Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

MIIBfTCB5wIBADARMQO8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ0O4UGQILKFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Z2ngf45YtX1WsylwUWV4
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s+ T avz0x—yvroanEekokn

Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiG9w0BCQ4xHjACMBOGA1UJEQEB/wQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGOwOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #

RDERY

SEAEESROT F A & BEGIN B L OEND T2 EHTat’™—L, 77 A VIRELE
T, F— VT OHELZRET 5720, iEHEEREZEL 77 ANVE N T AR T VU —
FIITEERICEE LET,

NFARNKAU FEERR L., PT AN T A—00%ITH->72 87 A FOFEAEDIEH
EF - ERELET,

HEA T a v EDX— ) T DOIAEERDER

ATy T

ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy T17

ATvT8

FIE

X2 VT 0 = FERBLET,

Firepower-chassis # scope security

X—V v/ pary4Fal—rarE—RIADET,
Firepower-chassis /security # scope keyring keyring-name
AEEER 2R L £7,

Firepower-chassis /security/keyring # create certreq

SHBFEL WD EOEa— FERELET,

Firepower-chassis /security/keyring/certreq* # set country country name

ZORICBDEMIT OGN AL 2= H—23 (DNS) 7 RV AZHREL£T,
Firepower-chassis /security/keyring/certreq* # set dns DNS Name

AEPAEESRICBEMT T OB T A=V 7 FLAZEELET,

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

Firepower 4100/9300 ¥ — D IP 7 RV A &fREE L £,

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

FEAE A ZOR L TV D 2O ARENAET 5T E72IT 2 FE L 97,

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)
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HAA T a v fFEOX— Y T OMAEERDER

ATvT9

ATy 710

ATy TN

ATvT12

ATy 713

ATv 714

ATvT15

AEAEZZOR L WD MMEZFRE L E T,

Firepower-chassis /security/keyring/certreq* # set org-name organization name

ML=y FEEELET,

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name

SFREERICET A A S a LD RTY— REBELE T,

Firepower-chassis /security/keyring/certreq* # set password certificate request password

FEHEZZR L TO D 2EOAREDFAET 2INE I TR S 2 E L ET,

Firepower-chassis /security/keyring/certreq* # set state state, province or county

Firepower 4100/9300 > ¥ — 3 OFEREMi A A VA %EFEEL ET,

Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name

N rvarvEaIy FLET,

Firepower-chassis /security/keyring/certreq # commit-buffer

At —LThrI AL T o= TRGERIC G TR RRE FE R 2R R L E T,

Firepower-chassis /security/keyring # show certreq

151
WOHITIL,

R L TRRLET,

Firepower-chassis# scope security
/security # scope keyring kr220

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Certificate
Certificate
Certificate
Certificate
State,
Locality name
Organization name

Organization Unit name

Request:

request subject name:
request ip address:
request e-mail name:
request country name:
province or county
(eg,

/security/keyring # create
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*

AT a v ftEDOXF— Y T HOWNWTIPVA T R LA CEFEE Rk %

certreq
# set ip 192.168.200.123
# set subject-name sjc04

# set country US

# set dns bgl-samc-15A

# set email test@cisco.com

# set locality new york city

# set org-name "Cisco Systems"
# set org-unit-name Testing

# set state new york

# commit-buffer

/security/keyring/certreq # show certreq

sjc04

uUs
(full name) :

city): new york city
(eg, company): Cisco
(eg, section): Testing

192.168.200.123
test@cisco.com

New York

MIIBfTCB5wIBADARMQ8wWDQYDVQQODEWZzYW1jMDQwgZ8wDQYJKoZ IThvcNAQEBBQAD
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FSR b ARA

ATvT1
ATvT2

ATvT3

ATvT4

r5z b Re vtk ]

gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2 rnRF8OPhKbhghLAlYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGA1IUJEQEB/wQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGOwOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring/certreq #

RDERY

SEAEESROT F A M & BEGIN B L OEND T2 & Tat™—L, 77 A VIRELE
T, F— VT OHELZRET 5720, iEHEEREZEL 77 ANVE N T AR T U —
F T RICEE LET,

e hIRAMRA LU FEEHRL, FTA RN T U I—00Z T8 -7- b7 2 hOHFHEDFHFH
EF - ERELET,

> FDERL

FIE

X2 U7 4 E— FERBLES,

Firepower-chassis # scope security

A RMKRA Y MR LET,

Firepower-chassis /security # create trustpoint name
ZOFFARRA L FOGEREGFREEELET,
Firepower-chassis /security/trustpoint # set certchain [certchain)]

o<y R CREBAEFREZRBE L2WEE, V— NEER (CA) ~OFFERAEZTERTH bT
ANKRAL IOV R NERIFFEHAEEZ AN TDLIITRKROONE T, ATINEORDITIZ,
ENDOFBUF & AJ L CHK T LET,

= ZFHE (L, Base64 = =1— K X509 (CER) 74—~y N THALENRHY £7,

N rsvarvEaly FLET,

Firepower-chassis /security/trustpoint # commit-buffer
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WOBENE, FT AN KA FEERL, T AN KRA LV MTEERELZRM L F 9,

Firepower-chassis# scope security
Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgGIBADANBgkghkiG9wOBAQQFADBOMQSWCQYDVQQOGEWJIVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1R1c3QgR3JvAXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuk3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgZYWgZOAFL1INj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEwWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/ zANBgkghk iGO9w0OBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKgqGQgXc
wR4pYiO4z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVVVVVVVYVYVYVYVYV

v
1
1
1
1
1

=

2

o

(o]

g

H

H

]

g

H

=
1
1
1
1
1

> ENDOFBUF
Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

RDBERY

FTZAN T A—F5I33 G RN bF— VU U JEFAEZ AL, F— VI A vAR—FL

=7,

X ST ADIERED A L H— k

1R BRI

o X — UL UHHEDIIHEF = — L A E F T AN RV FERTE
s NIRRT UA—FITGERERNOX— U UV RERESZ RS L E T,

FIE

X2 VT 4 B— REHBLET,

Firepower-chassis # scope security

SEHESSZITRAF— VU Tary 74 F¥al—vay — RIZAY 1,
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ATy T3

ATy TH

x—yr~oianzosst—+ i

Firepower-chassis /security # scope keyring keyring-name
X— U TEHEORSEITLO T AN 7 U —FIERRERICRH L R 7 A N AL v M ERE
LET,

Firepower-chassis /security/keyring # set trustpoint name

F— VU 7RAEZAN LT v 70— R 57200 F 477 z2E#) LET,
Firepower-chassis /security/keyring # set cert

Tur7 T FTA ST A= EEREERN BT RS TREHEO T R 2D AT E
3, REFAEDIRDITIC ENDOFBUF & A LT, GEHEDANZ7ET LET,

EE  GEWEL, Base64 = = — K X509 (CER) 74—~ FTHLIMENDH Y £,

N varEaly bLET,

Firepower-chassis /security/keyring # commit-buffer

1

WIZ, PTAPRA L PEEEL, GEAFEZ X — U 72, UR— MO 0E R L E
-éAO

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Keyring certificate:

\

MIIB/zCCAWgCAQAwWgZkxCzAJBgNVBAYTA1VTMQswCQYDVQQIEwJDQTEVMBMGA1UE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4XEzZARBgGNVBAST
C1lR1c3QgR3JvdXAxXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGYO0AMIGT
AoGBAMZw4nTepNIDhVzb07j722Je4xAG56zmSHRMQeOGHemdh66u2 /XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+HS8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkq
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZIhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH9asckCld3mkOVx5gJUu
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3chad=

VVVVVYVVYVVYVYV

\%

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

RDRARY
X— U T EHEHLTHITPS Y—E 22 RELET,
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ATy T

ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy FT17

HTTPS TR 2R — b — U T OEREZED, HTTPS DRELZFE T Liztk, b T ¥
JravEREERIZaAIy FTH LTI, BIEOTXTOHTTP KL WHTTPS By v =
NGB LNET,

FIE

VAT A E—RICAD ET,
Firepower-chassis# scope system
VAT AP —ERE—FERBLET,
Firepower-chassis /system # scope services
HTTPS r—E 2 Z AT LET,
Firepower-chassis /system/services # enable https
(fE&) HTTPS #ft THEH SN DR — FEEEL 7,
Firepower-chassis /system/services # set https port port-num
({EE) HTTPSIZxF L TR Lcd— U v V4RI &2 fRE L E T,
Firepower-chassis /system/services # set https keyring keyring-name
(EE) FAASCTHHESNIEEAL—F EX2 VT DLV ERELET,
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode \Z1Z, UL FOWTNNDF—TU — REEETE £,
* high-strength
* medium-strength
* low-strength
s custom : = —FEFROKEAA — MIAEO L FHIZFETE ET,
(f&) cipher-suite-mode 7% custom |ZFXE SAL TV DHGEIL, FAAL AT L THAZ L L
NVDOBEFAAL — b X2V T o ZHEELET,
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string |3 K 256 SCFCHERK T & £7°, Z 4L OpenSSL 575 A A — MMIARIZHE

WTDMERHY FF, REBRE, AXN—ALRELFIIENTE LA, | GRERF) | +
(FZAFH) . - (A7) L BEO: (mry) , FHMIZOWTIL

http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite 2 ZH L T 7231,
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ATvT8

ATvT9

wrres K— rozE

7= & 21X, FXOS X7 7 4V b & LT T 2 FH5REEER O SCFFNIR D K 912720 5,
ALL:'ADH: 'EXPORT56: 'LOW:RC4+RSA:+HIGH: +MEDIUM: +EXP: +eNULL

(G¥)  cipher-suite-mode /% custom UIAMIERE SNV TWAHEE, 2047 v a VdEG I
EJ RN

(EE) FEAERDY A MrEZ, AEITEDICLET,

set revoke-policy { relaxed | strict }

Koo H I a2l AT ARTEICZI Yy NLET,

Firepower-chassis /system/services # commit-buffer

1

WORFITIE, HTTPS ZA 2—7 /ML, A— "ESZEZMIITHREL, ¥ — VI 4%
kring7984 IR E L, B AL —hDEF 2 VT 4 L-UL% [highlIZ%EL, b7 W
Jvavizaly bLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

HTTPS R— FDEHE

ATy T

ATy T2

ATvT3

HTTPS —E X%, T 7 /L F THR— b 443 THMEIZR2 Y £9°, HTTPS 25 4 B—7LZ
THZ LT TEERAN, HITPS BHICHHATH R — MILETE £7,

FIE

\:/X%-A £ ]\\‘QCA D ij«o
Firepower-chassis # scope system

VAT Y —E R ET— FEHBLET,
Firepower-chassis /system # scope services

HTTPS ##ftllfEfid 2 R — b E2EELE7,

Firepower-chassis /system/services # set https port port-number
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port-number |21 1 ~ 65535 OFEH & FE L £, HTTPS X, 7 74 /L N TH— |k 443 THZ)
fbiz7e v £97,

FNoo¥rvarey AT AREICTI Yy FLET,
Firepower /system/services # commit-buffer

HTTPS R — b2 ZEE T 5 &, BUEOTXTOHTIPS By v a VAL b ET, —HFI1d,
WD X D IZH LR — b &2 L CHE Firepower Chassis Manager |27 7 A 3T 54BN H D
£,

https://<chassis_mgmt ip address>:<chassis_mgmt_port>

<chassis_mgmt_ip_address> 1%, FIHIFXEFRFIZAJ] LTz Firepower ¥ —> D IP T R LA E 72T
RA NG T, <chassis_mgmt_port> [ TFXEN5E T L7z HTTPS AR— K T,

il

WOFI T, HTTPS R— "B S Z 443 IR TL., FT v o7 arvw2alI vy hLE
7,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

F—1) > DIk

ATy

ATy T2

ATvT3

FIE

X2 VT 0 T FERHBLET,
Firepower-chassis # scope security
AEfTEDOF— VU T EHIRLE T,
Firepower-chassis /security # delete keyring name
N W s varEaly hLET,

Firepower-chassis /security # commit-buffer

1
ROBITIZ, F— V7 2HIBRLET,
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FS R b ARA

ATy T
ATy T2

ATv7T3

k52 kAs robii ]

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

> + DHI

IR B
RFZARNKRA IR — D o TICEo THEASINTWRNWI E 2R L TLZEEN,

FIE

tx2UT 4 E—FIADET,
Firepower-chassis# scope security

BELLE N AN RA L FEHIBRLET,
Firepower-chassis /security # delete trustpoint name
Mo rvarvzaly bLET,

Firepower-chassis /security # commit-buffer

451
Wiz, hTAN KA NIRRT A0 E R LET,

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

HTTPS D #Exh1k

ATy T

ATy T2

ATvT3

FIE

VAT A E—RIZADET,
Firepower-chassis# scope system

VAT AP —ERE—FERBLET,
Firepower-chassis /system # scope services

HTTPS ¥— b 2 Z#4hic L £ 4,
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Firepower-chassis /system/services # disable https
NI ¥ I v a vz AT AREICZI Yy FLET,

Firepower-chassis /system/services # commit-buffer

51
Wiz, HTTPS 2T 4 v—7 iz L, bF oY o v arvazaly b 202 RLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

T, BREE, A, THULT 4 IOV THEHBHLET, FEHIICOWTIE, RO FE Y
7 EBRLTLIEE N,

AAA L, B Ea—k UV—A~DT 7L AEME L, Y o—a i L, %4 S
BT — EARGICULE B ARET 5, EOT—EATE, TRLOMIIT, HE
By hNO—EBREBLIOEX2 T 412> TEETT,

=R E
ALA.

AR — Y ERET HHETT, 77 BARFA ESNLI2E, =—Fid@EsE, Ao —%
GBI NAT — RRRETT, AAA T —NE, T —FRX—R R FEIR TV A= —
P I VLT Uovy bl =P ORGERIERE LR L ET, 7 LT vy VR —KT D54,
Z2—WERY NI =T ~OT VT EARFAISNET, 7 LT oo AR—ELRWGAE, #
AR L, Fy hU—2 TR RIER S RET,
¥y — U OEEREE & FAET 5 X 5 1T Firepower 4100/9300 ¥ v — R ETE 9, Ih
12X, OBy a rBDEgEhn s,

« HTTPS

* SSH

UT I — )L
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ar 70,34 4—n%E |

HIL. _.r

FAEIRY) —%2@EAT 2702 T, FOLHIRT /T 4874, VI—A, P—ERIZ
?T?‘éTﬁtX?tFT%i**fﬁﬁofb\é@i) %$|meij‘ ih‘ﬁlﬁ)uuuﬁéﬂé& %@
=PRI FESEREZ A TDOT I ART I T 4 BT 4 RN IND NS £97,

Accounting

TATT AT, T RBARIZZ—FRHEE L) V—2AZ[ELET, T, A
TARE Ty g VIR EZE LT — X EREREENET, TV T 4
UL, FFATHIAEL, BRA. RL U RO, VY —AFHE, XV T 4 ST = TDOT
TAET IR END Ty ¥ a COFEHER SAEARGUE#RO R 728 L TiThhvE 7,

REE. RBEI. THVUT 4« U IHOMEEER

WREE T THERT 2266, RBABRIOT IV T4 o 7L BIENT2 2L TEET,
IJAL“J‘VC ;Ué\ﬁ' :L'—‘]j_@nuu ZPW%}] {ﬁhfb\éz\gi)‘% D ij—o 777‘\7 ]7:/5:/( yyf:ﬂj"({ﬁ
Hizszeb, BRI E EBIMEHT L Z & TEET,

AAA Servers

AAA —NI%, T 7B AFINCER SN Rry b T —2 =TT, BEEX, = —F &5
LET, BE, il —Fn T 78 AT5RBUERH LU Y — AL —EREZRET
éﬁ)/~%£ﬁbi¢oTﬁ?/74/7i\&ﬁk“ﬁmﬁméhéﬁ%k?~5®v

V—A&BHLET,

O—AIIL T—ER—XDYR—

Firepower > ¥ — &, 2—H 707 7 A L EZRMV AT Z LN TEHa— )V T—HRX—R2 %
MEFFLET, AA AT —RRbVica—h)N T —H_XR—A&EH LT, 2—VIE. B,
T T 40 Tttt 526 TEET,

LDAP 7' 0/\A & —MDE’E

LDAP 7 O/\A4 & —

ATy T

DTANT L DEE
ZDHE R TE ET57HA74#\_®&47®¢mf@7uﬂ4& —BERE DT 7 A ik

ETT, flx DT ag Z—20TInDOT a7 ¢ ORENEENTWDHYA . Firepower
eXtensible Operating System CTE DR EDEH S, 77 /0 FREIFEHRINET,

Active Directory 2 LDAP h—/3 & U T L TW 555513, Active Directory —/3C Firepower
eXtensible Operating System (Z/3A o R T 52— 7 H o> MEAERLET, ZOT BT MC
1T, BIREINIC R B ARV SR T — RERELET,

FIE

X2 UT 4 = FEBLET,
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B warJosrs—oTnsr omE

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 71

Firepower-chassis# scope security

X =UF ¢ LDAP E— NZBE L ET,

Firepower-chassis /security # scope ldap

HELEBEEZED L a— FICT — 2 _N— 2R ERELET,

Firepower-chassis /security/ldap # set attribute attribute

RELEEIA 2B L a— RIZT = _N— 2R REL £,

Firepower-chassis /security/ldap # set basedn distinguished-name

FBELE7 AN A 2GR L a— RZT— 2 _R—2ARBEPE L E7,

Firepower-chassis /security/ldap # set filter filter

VAT AR =R RREL L CEET DHIZ. LDAP B — N0 5 OINE & RO R E bR
FRELET,

Firepower-chassis /security/ldap # set timeout seconds
KNI H I a2y AT AREICTI Yy FLET,

Firepower-chassis /security/ldap # commit-buffer

il

WOHFITIL, LDAP JEME% CiscoAvPair (2, ~— AGkBI4 %
[DC=cisco-firepower-aaa3,DC=qalab,DC=com] (2. 7 « /V"# % sAMAccountName=S$userid
W2, ZA LT U MEREEZ SICREL, T rvarazaly PLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid

Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

G¥)

o—H 1 7o X LDAP == —H D userdn 75 255 LFEEBEZ D LR L E T,

RDRERY
LDAP 7' u/NA X —EE LE T,
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ap 7o.31 4—otes

LDAP 7O/\A & —DYERK

ATy T

ATvT2

ATvT3

ATvT4

ATvTh

ATvT6

Firepower eXtensible Operating System TlX, £ K 16 O LDAP 7' B \A X —% P KR— K LET,

1R BHEIIZ

Active Directory &% LDAP #h— 3 & L CTfEH LTV 584 1%, Active Directory #-— /3 "C Firepower
eXtensible Operating System (Z/3A o KT 52 —H T H o> MEAER L ET, ZOT BT MC
1T, BIREINIC R B ARV AT — RERELET,

FIE

X2 UT 4 F—FEBLET,

Firepower-chassis# scope security

%2 VU7 4 LDAP E— R&BMHLET,

Firepower-chassis /security # scope ldap

LDAP H— /X f L A Z L AZAERL L, ©F 2 U T 4 LDAP — 1 T— REBA L £,
Firepower-chassis /security/ldap # create server server-name

SSL 2834 X —T VDG4, server-name I%, H IP 7 KL A E72/ZFQDN & 720 | LDAP #—
NDOEF 2 YT 4GB ENO Common Name (CN) & EfEIC—H L TWAMLERH Y £7, IP
T RUABRESNTWAEEERE, DNS T — "2 ETLHLERH Y £7,

(EE) a2—Y n—ninr—LOEERET 5 LDAP B2 E L £7,
Firepower-chassis /security/ldap/server # set attribute attr-name

IOTuNRT F WIS, AHTSEOST TRESRE S, VAT AF, 2—F La—FT,
ZOREMES L BT HMEERR L ET,

T 7 4 FDJEMEN LDAP 7' m A X —IIRE SN TWRWEEIE, ZOMEALETT,
EE) VE—Fa2—FRal AL, YRATAREDOL—HPLITIESNT2—H D DN D
G2 5 & 22, b= "DPHREZBIGT 5 LDAP BN ORFE DRI 2R E L E7,
Firepower-chassis /security/ldap/server # set basedn basedn-name

~N—ZDNDE SE, HEK255LF0 5 CN=username DR I # 5| W R SIIRETHZ EMNT

X %7, username (2L Y, LDAP §BFE% f H L T Firepower Chassis Manager % 72 {3 FXOS CLI
W7 7EBALES ET DY E— b 2—FN@BISNET,

T 7 4 hD_X—ADNNLDAP 7' 31 XA —FICERE I I TWARWEAIE, T OMEBAMNIET
j—O

(EE) N—ADN FOTRTOAT V=7 MIXT Daes B MR & REBEHER % K>, LDAP
T—HRX=RA T A7 hO#EM4 (DN) Zi%ELET,

Firepower-chassis /security/ldap/server # set binddn binddn-name
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B e Sosq s—a

ATy T17

ATvT8

ATv79

ATy 710

ATvINn

ATvT12

ATy 713

YHR—=FENDA NI T ORREL 255 307 (ASCID) T,
(fEE) LDAP iK%, EFSNIZT 4 N F L —HT 22 —FAITHIRL £7,
Firepower-chassis /security/ldap/server # set filter filter-value

FTI7HIN DT 4 VENLDAP 7 A F—HIZREIN T RWEAIE., ZOMEBLET
h@‘o

NA L RDN THE LI LDAP 7 — ¥ RX—R T AT hDO/NAT— RERELET,
Firepower-chassis /security/ldap/server # set password

PEYEASCI LT A Ay TEEd, =720, I8 (Brvarviehs) o 120 GERIFH . T=
(%5 13BRE £,

NAT— RERET DL, setpassword =~ REZ AL TH 5 Enter 2L, 7no 7
FCHFR—EZATILET,

({E&) Firepower eXtensible Operating System TZ O 7' 13 A X —% 2 —WFORFEIHEHT 5
JEFF 2458 LE T,

Firepower-chassis /security/ldap/server # set order order-num

(E&) LDAPH— & OWEICHENT 28— F&2fE L3, EER— FEF5E389 TY,

Firepower-chassis /security/ldap/server # set port port-num

LDAP #— S Liiif5 3% & & OB ALOEM 2 AL ETIZT 4 =T M LET,
Firepower-chassis /security/ldap/server # setssl {yes | no}
AT a RO LEEBY TT,
cyes : BEAALBMETY, BofbarTm— FTERWGEIE, Bkl E7,
eno : WELIET 4 =T N TY, RAEHEHRIZZ VT TF AL LTEESNET,
LDAP Cld STARTTLS AMEA S ET, 4Tk, A— b 389 & fli [ L /-5 S{bi15 23 7
REIC72 D £,

LDAP 7 —# R—=Z~DWEDEN T A L TV M2 ETOBEEREL LT,
Firepower-chassis /security/ldap/server # set timeout timeout-num

1~ 60 PO A AI1T 250, 0 (Ea) ZAJJLTLDAP 7 r A X —THE L7 a—nN
W EALT T MEaEFERLES, T 740 ME30RTY,

LDAP 7' m /A Z =0 — SOFEMl A R it o R A —2fREL 7,
Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
AT aFROEEY T,

* ms-ad : LDAP 7' 12 /31 % —|d Microsoft Active Directory T,

+ openldap : LDAP 7" 1 /3 % —|% Microsoft Active Directory TiZd ¥ A,
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ATV 714

ATy 715

(EE)

ap 7o.31 4—otes

REER Y A Mz A LE T,

Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}

(GE) ZDORE

1X. SSL Bt ME M ATRE T 2 LB DAF LT,

rFo W a s AT AREIZI Y FLET,

Firepower-chassis /security/ldap/server # commit-buffer

il

WOFITIL, 10.193.169.246 &\ 5 ZHITD LDAP Y —/N A A X o 2% AERL L. binddn,
NAT =R AR, A= b, SSL, N —@EzmELl, hTrFrvarealy

FLET,

Firepower-chassis# scope security

Firepower-chassis

/security # scope ldap

Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

ROFITIE, 12:31:71:1231:45b1:0011:011:900 & VN9 ZFiiD LDAP — X f VAKX A
NAT— R AR, A— bk, SSL, X —@ErREL, F T

ZYERK L. binddn,

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

YrvarvEaly hLET,

Firepower-chassis# scope security

Firepower-chassis

Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900

/security # scope ldap

HH H o H

order 2

port 389

ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

set
set
set

Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #
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B e Jossq s—omm

LDAP 7 O/\41 & —DHEIkk

ATy T

ATy T2

ATvT3

ATvT4

FIE

X2 VT 0 = RERBLET,

Firepower-chassis# scope security

%2 VT ¢ LDAP E— REZBMHLE T,
Firepower-chassis /security # scope ldap

RE LIt — & HilR L E T,

Firepower-chassis /security/ldap # delete server serv-name
oY T va ey AT AREICAI Yy FLET,

Firepower-chassis /security/ldap # commit-buffer

1

WIZ, Idapl &V D ARTDOLDAPH—ANZHIBRL, T HFrarzaly M54
L ET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

RADIUS 7 O/N\A A —DETFE

RADIUS ZO/NA A —®D T O/NT 4 DERTE

&

ATy T2

ZDHAYTRET DT RNRT AR, ZOZATDTXTOT A X —Hfg DT 7 4 /v bk
ETT, e DT a g F—ZNTRPDT 0T OREDEEN TV SHA ., Firepower
eXtensible Operating System T% DX ENEH I, 7 7 4/ MR EITEH SV E T,

FIE

X2 U7 4 E— FERBLET,

Firepower-chassis# scope security

%2V 1 RADIUS £— RZBR#&EL £7,

Firepower-chassis /security # scope radius

[ Cisco Firepower 4100/9300 FX0S 23(1) CLI 2 > T 4 FaL—S 3> HA K



| Platform Settings

ATvT3

ATvT4

ATy TH

Rapius 70,51 #—otes ||

(R Fr—/3& 4 7 RIS L BT 2 HIIC RADIUS % —/3 & OIH(F & P75 2 1
EHRE LET

Firepower-chassis /security/radius # set retries retry-num
EE) VAT LRI —"EX T REE L TEMT HA1C, RADIUS — 3026 DIRE A Ff
ORFHIEIRE 2 3 E L £ 97
Firepower-chassis /security/radius # set timeout seconds
N T v a vk AT AREICAIy FLET,

Firepower-chassis /security/radius # commit-buffer

1

WOBL, RADIUS U b T A Z4IZREL, A LT U MRz 30ICHREL, T
vy varkEaly hLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # set retries 4

Firepower-chassis /security/radius* # set timeout 30

Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

RDERY
RADIUS 7w /A H—Z B L E T,

RADIUS 7O/ N4 & —D1ERL

ATy T

ATy T2

ATvT3

ATy T4

Firepower eXtensible Operating System Tl&, £ KX 16 @ RADIUS 7' 1 /A ¥ —%HR— K LE
jAO

FIE

X2 UT 0 B— RERBLET,

Firepower-chassis# scope security

* % =15 ¢ RADIUS =— RZBAtA L £,

Firepower-chassis /security # scope radius

RADIUS #— 4 > A X A &VERK L. X2 U5 ¢ RADIUS H— N EF— R&BELE T,

Firepower-chassis /security/radius # create server server-name

({EE) RADIUS $— L DO@EEICHERT 2R — FEHEEL £,
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B raows Tosss —o e

ATy TH

ATvT6

ATy 17

ATy T8

ATvT9

Firepower-chassis /security/radius/server # set authport authport-num

RADIUS #—/3 F—&HE L 7,
Firepower-chassis /security/radius/server # set key

F—HEEZRET HITIX, setkey 2~ FEZ AL TH 5 Enter Z# L, 7Yoo 7 N CTxF—/H
EANLET,

EE) Zo¥—rfTSndIEFZEELET,

Firepower-chassis /security/radius/server # set order order-num

(FEE) V=% HF U RREL L TlET DRI1IZ RADIUS Y — N & OiffE 2 Hiki 179 5 [EE
FHRELET,

Firepower-chassis /security/radius/server # set retries retry-num

VAT BINY =B X ARREE L CBRANT D HIIC, RADIUS Y— 370 5 D JRE % 5o HF R
WEEfRELET,

Firepower-chassis /security/radius/server # set timeout seconds

EY bk RADIUS 7084 X —|Z TERFFEZERTIHHITL. LVEWVWEAS LTI MEER
ETDHIEEHELEL E9,

Koo H a2 ATAREICZI Yy FLET,

Firepower-chassis /security/radius/server # commit-buffer

1

WORFNE, radiusserv? & W) ARTOT— N f AL ZAZ/ERL L, FBREAR— K % 5858
WZRE L, F—7% radiuskey321 [ZRE L, NHFZ 2 IZRE L, BRITEEE 4 [FIZRK
EL, FALT U RE30ICHREL, “EEREEZA r—7 ML, b T rvay
Zaly bLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321

Firepower-chassis /security/radius/server* # set order 2
Firepower-chassis /security/radius/server* # set retries 4
Firepower-chassis /security/radius/server* # set timeout 30
Firepower-chassis /security/radius/server* # commit-buffer
Firepower-chassis /security/radius/server #
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rapius 7o/51 #—oEi i

RADIUS 7' O0/\4 & —DHIF&

FIE

ATYT1 EX=2 U7 = RFEBBLET,
Firepower-chassis# scope security
ATwT2 EX=U7 1 RADIUS E— R&BIIA L £,
Firepower-chassis /security # scope RADIUS
ATV T3 FBELIY—"ZHIRLET,
Firepower-chassis /security/radius # delete server serv-name
ATYT8 FTUF I a B VATAREICAI Yy PLET,

Firepower-chassis /security/radius # commit-buffer

451
WOFENL, radiusl £VH RADIUS —"ZHIERL, hFo¥r7varvwaaly bLE
jqo

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

TACACS+ 7O /N A —DETFE

TACACS+ 7 A/NA H—D T AT 1 DEFE

ZDHAYTRETDTRNRT AR, TOZATDTXTOT anNA X —HfgDT 7 4V bk
ETT, e DT a g F—ZNTRPD T aRT  OREDEEN TV SHA, Firepower
eXtensible Operating System T% DX ENEH S, 7 7 4/ MR EIXEH S E T,

FIE

ATYT1 BX=2 U7 = FEBmLET,

Firepower-chassis# scope security

ATFv T2 ¥ =2VUT 1 TACACS+ E— RZBREL £1,

Firepower-chassis /security # scope tacacs
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AT T3 (EE) VATLANT—REL 7 REEL L THEAT SH1Z. TACACS+— 305 DIGE %
FORFMMEEZZRE L ET,

Firepower-chassis /security/tacacs # set timeout seconds
ATYTE FTUH v a B VAT AREICAI Yy PLET,

Firepower-chassis /security/tacacs # commit-buffer

451
WOHNL, TACACS+ Z A L7 7 MNUllgZ 45 BICHREL., I vHFroavdasy
FLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

RDERY
TACACS+ 7' v 3 X —ZAERR L E£7,

TACACS+ 7 O/NA & —DYERL
Firepower eXtensible Operating System T, K 16 ® TACACS+ 7' B/ A X —% P KR— KL F
—é‘o

FIE

ATYT1 BX2 V7 ¢ == RERBLET,

Firepower-chassis# scope security

ATFw T2 X2V T ¢ TACACS+ E— RZBAB L E7,

Firepower-chassis /security # scope tacacs

AT 973 TACACS+ — 3 f U AH U ZA%AER L, TACACS+ ¥— 3 £— RZBtE L 9,

Firepower-chassis /security/tacacs # create server server-name

ATy T84 TACACS+ P — R F—Z2ELET,

Firepower-chassis /security/tacacs/server # set key

F—HEEZRET HITIX, setkey 2~ FEZ AL TH 5 Enter L, 7Yoo 7 N CTxF—1fH
EAILET,

ATv75 (EE) ZoOV—\NRITEnsEFEfRELET,
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Tacacs+ 7031 4—okik [

Firepower-chassis /security/tacacs/server # set order order-num
RATYT6 VAT AR =L AREL LT DS, TACACSt B —r3702 5 DIRE & 5O W5
IR 2 FEE L 47

Firepower-chassis /security/tacacs/server # set timeout seconds

EY b TACACS+ 73 XA — | “HEFFEZBINT 251, LVEWE A AT U M
RETHZ L EAHRLET,

ATvyTT (HEE) TACACS+ —NEDBEIMHENTHR—FEHEELET,
Firepower-chassis /security/tacacs/server # set port port-num
ATYT8 MU H I va BV AT AREICTI Y FLET,

Firepower-chassis /security/tacacs/server # commit-buffer

i

ROBIL, tacacsserv680 & ) A FTDY—/N A L AL o ZZAFR L, F—% tacacskey321
ICRE L, IHFZ 4 1ZREL, RBAbkR— F& 5859 IZREL, NP rvavia
Iy hLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsservé680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321l

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #

TACACS+ 7 O/ A F—DHlkk

FIE

ATy ¥FXa V70 E—FaeaL £,

Firepower-chassis# scope security

ATw T2 X2 UT ¢ TACACS+ E— FEZBHIE L F9,

Firepower-chassis /security # scope tacacs

ATV T3 FHELIY—ZHIRLET,

Firepower-chassis /security/tacacs # delete server serv-name
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ATV FNTUW I a B VAT AREICTIy FLET,

Syslog D%

&M

ATvT2

ATvT3

ATvT4

ATvTh

Firepower-chassis /security/tacacs # commit-buffer

1

WDOFITIL, tacacsl &9 TACACS+ Y —_ZHIFEL, b ¥ r7varvazaly b
LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

E

VAT A aX TN L, TN AND syslog T—F L EFATT D= NAAD A v =T EINE
THHETT, FROsyslogh—~a X7, v 7B O0T 77— FOEMNELLET,
syslog hr—E R X, Yo7V ar74F¥alb—vary 774 VWHEST, AvE—T%%0F
LTI 7 ANMIBRAFT D0, AL ET, ZoBRoux o 7, RS YR RaYy
Fraa 71t LET, a i, v—F U h I TN a—T 4 U ITBIOA VT v MLEEOD
i TN E T,

FIE

F=H VT B REHBLET,

Firepower-chassis# scope monitoring

Y —)b~D syslog DIEFEEAEMEETIZT 4 =7 VI LET,

Firepower-chassis /monitoring # {enable | disable} syslog console

EE) RAETDHDAvE—VORIK LV EZRIRLET, syslogMEHFRETH D55, v A

TAIFOL~JL EDA =T ar =W IERLET, LA Ty g TR AMED
BIEC—EFRrRENET, T 74/ D LU Critical T3,

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

ARV —TFT 4 VT VAT AL D syslog [EHROE=F ) > T EFGIMLETITT 4 E—T NI
LET,

Firepower-chassis /monitoring # {enable | disable} syslog monitor

(EE) FRTIHAvE—VORKL NV ZERLET, T=ZORERANOHE. VAT

MIFDVLSNVUEORA v =TV EFRLET, LV ATV a IBRAEORIETBERR
ENFEIT, T 74 FD YL Critical T,
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ATvT6

ATy T1

ATv78

ATvT9

ATy 710

Syslog D& E .

Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors |
warnings | notifications | information | debugging}

(GE¥)  terminalmonitor =~ F& AJJ L7=8A12721), Critical KD FTOL~LD A vE—
UNIADE=F IR RINET,

syslog 7 7 A /L~ syslog tFROEZ AL EGIMEETITT 4 B—T VI LET,

Firepower-chassis /monitoring # {enable | disable} syslog file

AvB—UNERIND 7 7 A NVOLRTIERELE T, 77 ANVAIT 16 LFETANTEE
—§_ﬂo

Firepower-chassis /monitoring # set syslog file name filename

LR 77 ANVIRGET DA v E—VOKRKLVERIRLET, 77 A LVOREREHO
BE., VAT LFEDOLSNVEUED A vE—T % syslog 7 7 A MVICHRTEFELET, LoL 47
vaIBEMoRIEC-ERTEINET, T 74/ hO LU Critical TY,

Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}

BB BHFOA v =V TRbEWA v =R EEXSNDRIORR T 7 AL P A X (R
A4 NEALD) ZRELET, ARN72EFIT 4006 ~ 4194304 /N1 K TT,

Firepower-chassis /monitoring # set syslog file size filesize

K 3 B DI syslog Y —73~D syslog A v —VDEEEHRELET,
a) K 3B DIES syslog — 3D syslog A v —TDOEEEHIMLE 13T + B—T M
LET,

Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2
| server-3}

b) (EE) HMue IR ETEIA v E—VORIKL AV ERIRLUET, UE— NMEERER)
2o TWAEAR., VAT HIZEDO LWL ED A v =T 2B — NZEE L F T,
LAL A7y g NEBRAORIECT-EERINE T, T 74 D L ~ULiE Critical T
7,

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level{emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

c) FHELYET— | syslog V— "DHEA M ELIFIPT RLAZBELET, KA ML
256 LFFETANTEET,

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
hostname /ostname

d)  (EE) #HELEYE— Fsyslogh—NTEE SN D syslog A v E—VICEENDL T 7 v
V74 LULZIRELET,

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
facility {local0 | locall | local2 | local3 | local4 | local5 | local6 | local7}

Cisco Firepower 4100/9300 FX0S 23(1) CLIa > T s ¥aL—>av A4 K |



B onsv—ons

ATvIN

ATvT12

DNS H—/\DEE

Platform Settings |

O—HVEETERELET, AMEERITZT 4 —7 TR0 — D RET T LT, RO
a< REAJJLET,

Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}
WDONTIPITIRD ET,
caudits : TR TCOEEAR 7 A X hOrX o Th A RX—TNVETT 4 =T VIZLE

j‘o
sevents : §XTCDVAT L AR NOOF U T A X —TNVERIETT 4 2—T NI LE
7,

efaults : T XRTCHOVATABEOC X T2 GMMEELITT 4 B—T7 NI LFET,

NZo¥rvarvazaly bLET,

Firepower-chassis /monitoring # commit-buffer

1

WOBENL, a—Hh/ 77 A NLDsyslog A v E—VDA RN L—T% A X —TMIZL, b
FoWrvarEaly bLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console
Firepower-chassis /monitoring* # disable syslog monitor

Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
Firepower-chassis /monitoring* # set syslog file size 4194304
Firepower-chassis /monitoring* # disable syslog remote-destination server-1
Firepower-chassis /monitoring* # disable syslog remote-destination server-2
Firepower-chassis /monitoring* # disable syslog remote-destination server-3
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

VAT ATHRARGDIP T KU ANOIRPFNLE 251X, DNS —_ZI8ET D LEN H
DET, 722X, DNSH—RZFRIE L TR & Firepower ¥ ¥ — ¥ TRRIEZTTH & X1,
www.cisco.com 72 DRI A TE EFHA, = DIP T L AZHEHITAZLENRHD |
IPvd 721X 1Pv6 7 RL ADWT NN EHEHTEET, K4 HBDDNS b—N"EHETEE
7
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ons 4—ozE i

G¥)

&M

ATy T2

ATy T3

ATy T4

D DNS 4 —RZRETIHHE. VAT ALV —"ORRIEIZT #2220 97,
0 — A NVEBH < KB DNS — OB ELELETEH5E. 350 DNS — D7z T

S LITHRER L ET,

FIE

VAT L E— RICAD £,
Firepower-chassis # scope system
VAT A Y —E A ET— FERMBLET,

Firepower-chassis /system # scope services

DNS H— NZ B E 7T HIBRT 5121, ROESTLa~r REAHLLET,
T L2 IPv4 £721ZIPv6 7 KL AD DNS 4 — & AT A LT AT LAEZHRTET S

S
Firepower-chassis /system/services # create dns {ip-addr | ip6-addr}

JEE L7 IPv4 7212 IPv6 7 KL A DNS Y — & YIRd 584 -

Firepower-chassis /system/services # delete dns {ip-addr | ip6-addr}

NI av B AT ARTEICZI Yy PLET,

Firepower /system/services # commit-buffer

1

OB TiL, IPvd 7 KL Z 192.168.200.105 %> DNS — R ZHE L.

varzaly hLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

N

ROFITIL, IPv6 7 K LA 2001:db8::22:F376:FF3B:AB3F Z > DNS Y — \Z5RE L.

NI YrvarEaly bLET,

Firepower-chassis# scope system
Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 2001:db8::22:F376:FF3B:AB3F

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
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WOFHITIE, IP7 K1 2192.168.200.105 Z 5> DNS — SZHIR L., T P73
vEaIy hLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

FIPS E— FOHEIIE

ATy T

ATy T2

ATvT3

ATy T4

Firepower 4100/9300 >+ — 3 C FIPS € — RZ G T HITiF. WOFIAZFEITLET,

FIE

FXOSCLI2»5, ¥ 2 U7 4 = FEBL £7,
scope system

scope security

FIPS E— FAZ AT L £ T,

enable fips-mode

REXAIy FLET,

commit-buffer

VAT L iEELET,

connect local-mgmt

reboot

RDBARY

FXOS U U —22.0.1 XY LLEIEX, 73 ZADOENOFERFIER L7z SSHAR A ~ F—2% 1024
By MINn—FK a— RS TWE L, FIPSBELWaty 7 747 7TiREEMICHENT 5
WZiE, 2OHWARZR N F—HMEIEL, SSHARZ M F—D4pk (70 *—2) TEEMAFHT
LFEEZER L THLONAA X —2ER T2 0ERHY £, ZNOOBMTIEEFET LA
W&, FIPS E— REANCLTT N, A% Y 7 — hL7%IZ, SSH i L TA— A
W T & 72 < 720 £9°, FXO0S2.0.1 LIREZ M H U CHIHIEREEIT o 25 A1, HrLvadA A B
F—ZAERTHIMELIH Y THA,
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A€ 92477 E— FOAEIE

&

ATy T2

ATvT3

ATvT4

Firepower 4100/9300 & ¥ — L Caty 7 747 V7 E— FEAMNIT DI, ROFIAZE
FATLET,

FIE

FXOSCLI 7*H, EFx = VU7 4 B— REBtAL £,
scope system

scope security

a®y VAT VT T— REHEWELET,
enable cc-mode

mEEZaI Y NLET,

commit-buffer

VAT NEHEE L ET,

connect local-mgmt

reboot

RDBERY

FXOS U U —22.0.1 £V LRI, 734 ZADOERYOFERFVERR L7z SSHAR A~ F—72% 1024
By M= R a— RERTWE LT, FIPSBEIOaEY 7547 U 7REBFICHELS S
IZIE. ZOHWARZR N F—EBEIEL., SSHERR N F—D4pk (70 *—) TEEMA T
LHFMEZFEH L TH LWARA N FXF—2ERT 2 0ER’H Y £3, Zhb0BMPIEEFAT LA
W, I I IATIVT T—REAMNILTCT A 2% 7— F L72&IC, SSH ZfEA L
TRA= A PITEEE TE < 72 £9°, FXO0S2.0.1 L& ZMHH L TR EEZIT>T-56
IZ. FTLWAA N =24k T 208 ITH Y 8 A,

P70€X )X FDETE

7 7 /L kT, Firepower 4100/9300 ¥ v — 32— /L Web —/X~DFT X THT 7 & A
BHEELET, IPTI7EA VAL, KIP 7Ty 7O EIN5Y—E A0 A MEFHAL
TRETHVENHY £7,
IP77FAUARNI, (kO haLzdR—FLET,

« HTTPS
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ATy T

ATy T2

* SNMP
» SSH

IP7 RLA (vdE7201Ev6) OFKET a7 T, i R25EORL DY 73y hEAEY—E R

LCHETEET, V7R b2 0, V74 v 7 A% 0 LEETDHE. —EXTEHIRIZ

Platform Settings |

TIRBATEDLITRY £,

FIE

FXOSCLI 7°6, —E R E— RF&ZBBLET,

scope system

scope services

T I EATELEICT A —ERADIP 7 a7 ZERLET,

IPv4 DGE

create ip-block ip prefix [0-32] [http | snmp | ssh]

IPv6 DIEE

create ipv6-block ip prefix [0-28] [http | snmp | ssh]

1
IPv4 :

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope system

/system # scope services

/system/services # create ip-block 10.1.1.1 24 https
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 11.1.1.1 24 ssh
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 12.1.1.1 24 snmp
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # sh ip-block

Permitted IP Block:

IP Address

IPv6 :

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

Prefix Length Protocol

24 Https
24 Ssh
24 Snmp

/system/services # create ipvé6-block 2014::10:76:78:107 64 ssh
/system/services/ipv6-block* # com

/system/services/ipv6-block # up

/system/services # create ipvé6-block 2014::10:76:78:107 64 snmp
/system/services/ipv6-block* # com
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Firepower-chassis /system/services/ipvé6-block # up
Firepower-chassis /system/services # create ipvé6-block 2014::10:76:78:107 64 https
Firepower-chassis /system/services/ipvé-block* # com
Firepower-chassis /system/services/ipvé6-block # up
Firepower-chassis /system/services # sh ipv6-block
Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol

2014::10:76:78:107 64 Https
2014::10:76:78:107 64 Snmp
2014::10:76:78:107 64 Ssh
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11l

* Firepower A > % —7 = A AZOWT (159 ~_—)

* Firepower A > % —7 = A A 2T 2 EEFH L HIKFHE (162 ~—)
A F =T A ADBE (163 ~—)
cE=FV T A E =T oA X (170 X—)

e AU B =T A ADIFHE (171 *—)

Firepower 1 >3 —2J 4 XIZDUL\T

Firepower 4100/9300 > v — 1%, #BA > % —7 = A AF X NEtherChannel (7R— K F ¥ F /L)
Ao B =T A A%Y R —KLFET, EtherChannel DA > ¥ —7 = A AL, RILZXA T DR
VNAVHE—T 2 AERKTIHEEGED D ENTEET,

D —VEEA A —T (4R

VX —VEBA 24— T = A XX, SSH F 721X Firepower Chassis Manager C, FXOS ¥ v —3/
DEBIHEHSINET, ZOA v F =T = R, 77V r— a VEHOWRELT A I
WY CEHEBIA TDOA L HE—T A ADOHHESTOET,

DA VHE =T 2 AD/RT A —=H R ETDHITIE, CLINOLHRETHLENDHY $9, EH
IP7 RLADEE (87 2—2) HBRLTLIEE, ZOA ¥ —7 = A AZDNTOMHEFHR
% FXOS CLI CTHE/ARTHIZiE, v— UV EHICER L, FHFA— 2R RLET,

Firepower # connect local-mgmt

Firepower(local-mgmt) # show mgmt-port

WL — 7 )V F 7oL SFP £ Y 2 — LY A ST 5 354-X° mgmt-port shut =~ > RAYVE
ITENTVDIHATYH, VY —VEBEA UV H—T oA ATIBBREOETETHHRICHERELT
TZ&EVY,

AR —TTAREBZAT

BEAH—T 2 A AL, WOWTNDDOH A IR0 ET,

Cisco Firepower 4100/9300 FX0S 23(1) CLIa > T s ¥aL—>av A4 K |



18—/ REE |
B —roz7qnzxy

e[Data] : 7—% A X —7 = A ALEET A A THAETE A,

s [Mgmt] : EBA X — 7:/1’2%@%1/(77)/7%\‘/5 VAVARZ U RABERLE1,
SNRARA MZT 7B AT 12O 1 DEIFERORBET A A THETEET, mdlT
N%Xﬁ:@%V&%714Z%ﬁLT A HE—T oA A HETAHMOGEET A
CETHZEIITEERA, KT A R T, BEA VU F—T oA A% 1O TE
DETHZENTEET, Oy —VFHA LV Z—T oA AZONTIE, vy —
HA L H—T AR (159 2—) 2R TLLEEN,

FID7 7 U r—3a o Clik, WBINREA 2 —7 = A AT, BWEeBA v 2 —7 = A
AL BB, VX — T oA AT S E T, EERRERA /5’ T A AT A
DDA Z—T = A Xﬁ‘%@]@%ﬁ"éh“(b\iﬁ‘o Z U, Firepower Management Center
TN ZEREL, BT Dol sNET, MEOR—VAFERE, IPT FL A,

BLORET v 7 V=T 4 7 %M LE T, Firepower Management Center #5571 R
DYAT HAEEDEILHD [FHA L E—T A A ORI varEBRL TSN,

PWRELA L H— T 2 A AFRO DT —H A v H—T = AL L BT, FMCO [T/ R
(Devices) |>[T/31 RAEIE (Device Management) |>[4 4% —7 =4 X (Interfaces) |
M TR CXET, BWIA L X —T oA ADERIZA TV a > T, B/ 2 —7 =
ARFERRNT 74 v 7 DOREFAL, T 7427 DAV—XFFLERA,

Firepower-eventing : Z DA X —7 = A AIFID T /XA ADE A ZVEHA L H—T =
42f¢ ZOA U E =T oA A&ERT LI21E, FIDCLITIP T RL AR ED/RT X —
ERETLHMLENHY T, 72 xE, A X b (Web A X2 b2 E) MWHEBENT
74’ v 7 &3 C& £9, Firepower Management Center #7714 KD AT AR EDEIC
o EEHA L E—T A R] OB V3 /%7%%7 L TL 72 &V, Firepower-eventing 1 >
H—=T A AE, SRR R MTT 7B AT D720 1 DO ETTER O T A A TIHA
TEET, T A RIZDOA U — 7i42% LCA U H—T oA ABIFT H

DIFET NAALBETHZ LIXTEERA,

Cluster : 7 7 ZA AL I NTIGRERT A ZNMERHT D50l A v F—T =2 A A XA T TH,
ZDOEATNE, 2=y MO I ZZAZ@ERIZZ 7 AZHEY > 7 ICBEIZEID K TH
NET, T7HL TR, 7T AZHY 71348 FOR— R F ¥ 3L LI BEIICAE
REnET,

IN—FKD 7 INAIRA RTF

FTD O34 . Firepower 9300 1 L (V4100 >V — XDRFEDA X —T = A A ;E‘/":L»—/I/é’ﬁ
LT, "— R 7 NARZAMEZENNCLET, "— R 7 XA Z|C . EER
DALVTA Y A H— 7I4XA7WTF774/7#mﬂﬁTi¢O_@% i VAZEEN
V=T EFI AN R 2 T REEORAERFIR y MU — VA MR T 2 oI TE £ T,

IN= R 2T XA RAKEREIX, FID 7 7Y r—v a VINTHRESINET, ThbDAf v Z—
T2 A R N—R T NANRAXRT L L THEHTHILETIHY EH-A, 61T, ASA L
FID 7 7'V 7 —3 3 VOWFIZONWTHEFEDOA 2 —T 2 AL LTHEHATEES, ~—F
V=T NANRRAIGEDA VB =T oA AT L —2T 7~ K= NHICRETDHZ LILTE R
WEOEEL TSN, N"— R =7 NARZEREEFEHT 5121X. A — % EtherChannel
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svokTL—n4t—+ ||

LLTEELRZNWTLLEEE N, £ TRWEAIE, INHDAL v F—T = AZBEDA
2 —7 A A F— F®D EtherChannel A > NE LTEDLZ ENTEET,

FID 1%, LTOETFADIED R Y NI —27 FE2a— DA B —T A A XT T ,h—FR
V=T S SR HHHE— R LET,

* Firepower 9300

» Firepower 4100 > J — X
IRBEDETNATER=FINTVDLN=RT =T NANZA Xy NT—2 FVa2—/VILLT
DEBYTY,

* FirePOWER 6 " — F 1IGSXFTW X v hU—27 Y a—L VI VTA KN
(FPR-NM-6X1SX-F)

* FirePOWER 6 "—  10G SRFTW %X v hU—2 £V a— /L TN TA K
(FPR-NM-6X10SR-F)

* FirePOWER 6 "— k 10GLRFTW %> hU—27 TV a—/L 7 )VTUA R
(FPR-NM-6X10LR-F)

* FirePOWER 2 ;"— F 40G SRFTW * > hU—2 FVa— /L 2T NVTA R
(FPR-NM-2X40G-F)

* Firepower 8 78— I 1G Copper FTW X NU—7 £V a—/)L VIV TA R
(FPR-NM-8X1G-F)
N= R 2T NANRATIEUFOR— s XTOMERTEET,
‘12
3 L4
*5L6
e THLU8

Oy iR TJL—LHYR—F

Firepower4100/9300 > v — 1%, T 7 4/ b THNI/2>TNWE V¥ VR 7 L— L%V HR— |k
L £, Firepower4100/9300 3 v — /24 A F— /L SNTRFEDREET A ADY ¥ R 7
L— A PR — N EANCT DT, BT A ADA v H—T = A A5 Y) e MTU Of%E %
MR T 2R H Y 5,

Firepower 4100/9300 > ¥ —> D7 7 U /r—3 2 » CHR— F IR TV DHEKMTU X, 9184 T
7,
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. Firepower Threat Defense D1 > 54 > v b )29 XRT— FDInE

Firepower Threat Defense DA >S4 > 2y b )Y XA T— FDIGE

Firepower1

A0T7A4 0y MITAXYEDONCTOEIITEMEL, 220D ¥ —T = A A% —F{IZ/NA
Y RL, BEFEOFR Yy U7 IHMAABRE T, ZOBEICL > T, BiET 2%y FU—27 T2
AADRENRL TH, [FEOFXR Y NT—VBRRICVAT AEZA VAN ATHIENRTEE
T AVTALVAVE—T 2 ARAITRXTDO NI T 4 v 7 EBEHICZEFELETS, ZNH0
AVE =T 2 ATZEEINEZTXCTO N T 7 4 v 271%, BRIIC R e vy 7 SRR WVRD . A
YAy FOABICHEEINET,

FID7 7V —varTAr o4ty NaREL, V7 A7 — MEEEZHANIZT D &
FIDZA > T A4 Y b A NR_R—=3 o FZFXOS Uy —VIZRELET, V7 2AT7— Mi
BIZEID, ATy bDOAS U H =T =24 ZAD1OMMEIELTZHE, Yy —iF, AT
A AHE =T 2 AARXTD2EBEHOA X —T =2 A HEWIEIELE T, ZIE LA
VE—T A ANFHOERETH L, 2BHDOA v F—T oA AL HECEEI L ET, OFY.,
1OOA LB =T A ADY I AT —"PELTHE, Y —TEDOELEHRAL, ZD
Bl EDLE DA v H =T 2 APV 7 AT — 2T HLET, 2720, Y= bH
Vo7 27— OEENMRESND ETRRK4L»00 3, BEEREORY hT—27 TR
AREBT TN T 7 4 v 7 ZABIICHL—T 4 V7T HEIN—FRRESNTE LD
Wty U= BT, Vs AT — MaiEBNERICERh T,

vE—=0 14 RITHET HEEFIELFHNER

42542 2y hFID
WA L H—T A R BENDOT L—2 T 7k AR— ) & Etherchannel D% 74— h,
VU AT — FOREITYAR— SN ET,

N—FKYHTF7 /N8R
«FTD #H%AHR— k., ASA DEFDA v Z—T A AL LTHEHATE £,
*FIDIFA T4 By baEenn— KT NANXADHLEFFR—FLET,

e N— R =T NANRRRNEDA L Z—T 2 A AT L —2 T 7 s R — MNIEKETDHZ
LI TEEEA,

e N— R T NANRR A HF—T = A A% EtherChannel |Z& D7~ N— K7 /XA
IRV T A Z 1L TE £H A, EtherChannel TIlEF DA v —T =2 A AL LTHEAT
%\ij—o

FIAILFDOMAC 7 KL R
TNV EDOMACT RLADEI DY TIE, A1 H—T 2 ADFA TITLH->THRRY F7,
WA B —T A A WA Z—T =4 AL, Burned-inMAC Address Z 1 L £,
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(I

AV8—T 14 RADEE .

+ EtherChannel : EtherChannel D&%, TDF ¥ X/ T N—FIEENDTXTDA U H—
T xAABRELMAC T RLAZILFLET, ZOHEEIC X > T, EtherChannel 1% » b
D=7 77V r—varta—PIZRH L TR I UART LY NI ET, Xy hT—7
TSV =g =N R 25D SORBEROATHY, HrxDU 7D
EIFRRFE LW E T, R—h FxRxN A X —T oA R, T—NAPHO—FED
MACT RLRZHBHLET, AV F—T 2 A ADA "= w7 E, MACT KL RIZIE
2R LEEA,

T4 ADHETE

T 74/ DT WA S =T x f AFFINIR o TOES, A U H =T = ABFIC
L. EtherChannels, . A > ¥ —7 x4 A FaXF 4 EHFELT, TL—2 77 kR — ok
ETEET,

WIBA 3 —T 24 ADETE

ATy T

ATy T2

A VB =T 2 AEYIHEICHEDIB LI OESICT 2L, BIOAS v —T = ADHE L
T2V I ABRETDHIENTEET, AV X—T A AEERTHITE, A X —T =
A ZZFXOS TYHRIIICEZNC L, 77U r—> g U CinBRiICaERNC T A RER H Y £,
IR& HEIIZ

» J°CIZ EtherChannel D A L N—THHA U H—T = A AIANEE TE A,
EtherChannel (21BN 2 A1, EEZIT- T EEW,

FIE

A B =Tz AE—RIZAD ET,
scope eth-uplink

scope fabric a

Sy B —T e AEATNC LET
enter interface interface id

enable

1 -

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

Cisco Firepower 4100/9300 FX0S 23(1) CLIa > T s ¥aL—>av A4 K |



18—/ REE |
B 7= s—oz1zo8%

(6=3) '9"“( IR—=bFF XY RNVDALNRTHDIA T —T A AFENNIEE T EH A,
—F FXYRXNVDANTHDA L H—7 A AT enter interface =~ > N E 72X
scopemterface avw U REFEHTLE, A7V ERFELRW L ERT T —
ZZATHY £9, A— b F v RUIZIEBNT SAE1IZ, enter interface =~ > RZ{HH L
TA B =T 2 A ZAeWETLBERD Y £,
ATFYT3 (BB A2 —Tx2A A EZATERELET,

set port-type {data | mgmt | firepower-eventing | cluster}

51

Firepower /eth-uplink/fabric/interface # set port-type mgmt
data X — U — KRBT 7 4 )L hDOZ A 7 TT, custer ¥— 7V — RILRIRL72WTLZEW, 7
7 # /v TIiL. Cluster Control Link 13748 — b F ¥ /L 48 I[Z HBIRNI/ERL S E T

ATYTE A H =T 2 ATHR— SN TWEEHE, BEIx I =—2a V20 E 38k L
F7,

set auto-negotiation {on | off}

1 -

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

ATYTE A F—T oA ADRELERTELET,
set admin-speed {10mbps [100mbps |1gbps |[10gbps [40gbps |[100gbps}
£l

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps
RTYTE6 A H—T=2AADT a7 by AET— FeRELET,

set admin-duplex {fullduplex | halfduplex}
£l

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex

ATV T TV FOT7a—HIfIRY) O —EHE LSS, A v X —T oA AT TITEA ST
T, FTILWWARY O —ZMERR LT=8E81T. ORIV —% Ao X —T A AT@HALET, 7
o —HEHR Y —DRE (168 X—) 2L TLEEN,

set flow-control-policy name

1 -

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl
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ATvT8

EtherChannel (7R— k F v /L) DB .

RIEERIFLET,

commit-buffer

1 -

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

EtherChannel (7R— k F - RJL) DIEHN

ATy I

EtherChannel (B4R — F F ¥ x/L) 121X, RILHATDALN—A 2 H—T = A%iK16
fHEHbZENnTEET, Vo 7EHRE e hanr (LACP) Tk, 2250%y hU—7 5
NA AT 7 ERHIE T e har s —2 2=y (LACPDU) #Z#7 52 &2k - T,
A Z =T A APEHNINET,

HANA B =T =2 A AP LACP BH #5257 % K 9512, Firepower4100/9300 > ¥ — /1%
Etherchannel 27 7 7 4 7 LACPE— R CL» VAR — b LEY A, 72T 4 7 EtherChannel IX.
T 7T 4 7 E7121F%y 27 EtherChannel & ¥t 4 L CE £ 9, LACP M7 7 1 v 7 ZH/INC
TAHINENSDGEUINME. 77747 T—RFEEATLILENRHY £7,

LACP TiZ. =—¥2 A L7 < T, EtherChannel ~DV > 7 @ HEREIE L OWI 5374«
SNNET, Flz, 2T 4 X2 —Ta VOB PUE I, AN U F—T = A ADMYGE
DELWF XY RV TN —TICERINTWAZERT =y 7 SNET,

Firepower 4100/9300 3 v — /7% EtherChannel % {E£ 9% & | EtherChannel X [Suspended] {K#&IZ
20 Y BT T L THMET AN RZEID B THETEDOEFIIRY 77,
EtherChannel |37 D & 9 722K C Z @ [Suspended] REEIZ /R Y F 97,

e EtherChannel 2’ A % > R7 2 Vil T NA ADTFT —Z £ 13E AL X —T =24 AL LT
BN

* EtherChannel 737 7 A X O—¥TdH HiaElT /S ADEHA ¥ —T = A4 ZAF 7213 Cluster
Control Link & L GBS 7=

* EtherChannel 787 7 A X D —E TH DT NA ADT—H A VX —T = A A & L TEM
SN, IRt 1 o022y BRI T AZIZEIMLTND

EtherChannel | L5 7 /31 AZEID B THETHEL RV I SIZHEE L TL 7230, EtherChannel
DT A A GRS NG ECRELT A A0 S 7=5A 1. EtherChannel 73
[Suspended] YREEIZR D £,

FIE

Ao BT e R T R L ET,
scope eth-uplink
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. EtherChannel (7R— k F v /L) D&M

ATy T2

ATy T3

ATvT4

ATy T5

ATvT6

ATy 717

scope fabric a

A= F v RXNVEERLET,

create port-channel id

enable

AVNA B =T oA ZA%ENY JTET,
create member-port interface_id

51

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

EE) A F—TxA A FATHHRELET,
set port-type {data | mgmt | firepower-eventing | cluster}

51

Firepower /eth-uplink/fabric/port-channel # set port-type data

dataX— 7 — RNT 74V hDOX AT TT, ZOR— " F RN %ET 74/ ETiER 7 T A
HHIE Y 7 & LTHERAT 258 USME. custer ¥— T — FEZBTRIRN LN TL X0,

ER) A= FF v HXNLDTRTDRAUNADA U H—T = AREERELE T,

set speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}

i

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

LE) A= F¥AXNDTRTOALROT 2T by AZRELET,
set duplex {fullduplex | halfduplex}
i -

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

AVH =T 2 ATHR—=FINTWBIEHEE, BHEixI vz — g 2HMEERITEEL
i—a—o

set auto-negotiation {on | off}
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ATvT8

ATvT9

TL—H T

ATy

IL—s79+ r—Ir0iz |

1 :

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

T 74N bOT a—fllRY — a2k L2 melE, A =T = AT TICEA S h TW
1, HLOAY =2 ER LESAIE,. TOR) o —2f ¥ —T oA AZHEALET, 7
2R Y > —O%E (168 X—) ZHRLTIIEI0Y,

set flow-control-policy name

i -

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

REX2Iy NLET,

commit-buffer

N E ﬁ
M —TJILDEKTE
Firepower4100/9300 > ¥ —> CHEHT 57 L —2 7 U N r—7 AV EZRET HIZIE, RO TFIEIZ
PEWES, TL—0 TN =N EHETLE. 12D 40Gbps A— FORDVIZ4-D5D 10
Gbps IR — F & EILTE £,
4RO SRS
IN= R 2T NANRARNEDA L Z—T 2 A A% T L—7 T 7~ Bm—MICHRETDHZ EiX
TEEHA,

FIE

HMLWT L= T 0 FEefERT 2103, kRoa~r REERLET,
a) 77T — FEBRLET,
scope cabling

scope fabric a

by TL—2oT7 U NEERLET,

create breakout network _module_slot port

i

Firepower /cabling/fabric/ # create breakout 2 1

) RExX=aAIv MLET,
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B oo-—snarys—ozE

commit-buffer

IV EBY T — ERETENET, BEROT V- T U NERETDHHE.
commit-buffer 2> REFRITTBHINIZENOLT N TEERT H2LENHY F77,

ATYT2 TL—07 0 b R—=FOEMEBLOREEITOICIE, ROa~vr REEHLET,

a) A A —TxAAE—REZMBLET,
scope eth-uplink
scope fabric a

scope aggr-interface network _module slot port
(F)  TTER=FFXYRNADANTHLA L F—T7 = AHEFNEFE TE EHE
No "= K FXRNVDALNTHDHA X —T A AT enter interface =2~ > K
F 7213 scope interface 2~ RZfEHT L L, A7V =7 PR FELRNWI &%
IRTTT— &Y £9, R— bF ¥ RX/TBIT HEIIZ, enter interface =
YU REMHEHLTA V=T oA AERETHLENRH D £,

b) AT oA ZAFELBILOR— N XA TEFRETDHITIT, set 2~ FEMHLET,

A B =T 2 ADEIIREZ R T T HIZ1%. enable £ 721 disable =~ RZfEH L E
j‘o

) EZXAI v FNLET,

commit-buffer

7 O—Hl{ER ) —DERE

ATy T

Ta—flfR Y —iF, A= FOZENNY TR0 s N ofz XL, A=V Ry FAR—
F2SIEEE8023Xx IR— A 7 L — A& EZIETHMEIMERELET, TNOHDR—X 71—
LNE, Ny Ty N7 VT INDHETOEIVBHE, EEUFR— 0607 —2 OEEEEIRT
DEDCERLET, 7o —filfllz T A CBREIREBIZT 2123, e T dEE 7 e —
HIE RZ A =R W HF DT SN, ATHINZTDHHLEND Y FT,

TN NRY —iF, EZEOHBEEESICL, BEiRr I — g VIERIEM 2R E L
£7,

FIE

A=Y Xy b Ty F V72 AN LTHEL, 7e—fl#lE— NIZADET,
scope eth-uplink
scope flow-control

1
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ATy T2

ATvT3

ATy T4

ATy TH

Jo—#imky v—oiE [

firepower-4110# scope eth-uplink
firepower-4110 /eth-uplink # scope flow-control
firepower-4110 /eth-uplink/flow-control #

7o — AR Y — e E IR LT

enter policy name

T 74V bR = aiRET 556, AN default & AT LET,
i :

firepower-4110 /eth-uplink/flow-control # enter policy default
firepower-4110 /eth-uplink/flow-control/policy* #

BHRIBAL 23 E L ET,
set prio {auto | on}

BEENEMIT, 2T — T 5090, FRIIZDY I DOPPPEAINCT 500 E 5wk
FELET,

1 -

firepower-4110 /eth-uplink/flow-control/policy* # set prio on

70— R — A e A E TSI LET,
set receive {on | off}

son : R—AERIZHEW, FOT v 7V R—=FEDTRTDONT 74w 71, F*v b
U— 7 CHR—XFRNPPOEINDIETEESNET,

coff : X M= EOR—AERITEEIN, NTT7 40 v7 7ua—3BE B0 ke
L\iﬁ—o

1 -

firepower-4110 /eth-uplink/flow-control/policy* # set receive on

70 —HHEER - A e A E TR LET,
set send {on | off}

con: BEAT Y B L—RELRVIBES & Firepower4100/9300 7 & 7R — BRI F
U —=ZIEESNET, R—XFHIVBAEDN o7, BFOLUZY Y b S
WET,

coff : N7y FPAMIZERARS R — M ED T 7 4 v 7R @HE EBVINET,

&1
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firepower-4110 /eth-uplink/flow-control/policy* # set send on

ATYT6 REERFELET,

commit-buffer

&1

firepower-4110 /eth-uplink/flow-control/policy* # commit-buffer
firepower-4110 /eth-uplink/flow-control/policy #

151
WOHFITIE, 7a—HER) >—2FELET,

firepower-4110# scope eth-uplink

firepower-4110 /eth-uplink # scope flow-control

firepower-4110 /eth-uplink/flow-control # enter policy FlowControlPolicy23
firepower-4110 /eth-uplink/flow-control/policy* # set prio auto
firepower-4110 /eth-uplink/flow-control/policy* # set receive on
firepower-4110 /eth-uplink/flow-control/policy* # set send on
firepower-4110 /eth-uplink/flow-control/policy* # commit-buffer
firepower-4110 /eth-uplink/flow-control/policy #

EZAYGAR—T AR

A HE—T 2 A ARAT—RAEFRRT LET,

A\

GD R h Fr OB — b E LTHIET 51 v ¥ — 7 = A 2UE,
DY A PMIFERINEEA,
Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # show interface
Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/1 Mgmt Enabled Up
Ethernetl/2 Data Enabled Link Down Link failure or
not-connected
Ethernetl/3 Data Enabled Up
Ethernetl/4 Data Enabled Sfp Not Present Unknown
Ethernetl/6 Data Enabled Sfp Not Present Unknown
Ethernetl/7 Data Enabled Sfp Not Present Unknown
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Ethernetl/8 Data Disabled Sfp Not Present Unknown
Ethernet2/1 Data Enabled Up
Ethernet2/2 Data Enabled Up
Ethernet2/4 Data Enabled Up
Ethernet2/5 Data Enabled Up
Ethernet2/6 Data Enabled Up
Ethernet3/2 Data Enabled Up
Ethernet3/4 Data Enabled Up
> 7,
A3 =T x4 ADERE
HHe4 TSy bIr—L))—R HRETR R
FIDA > 74 &y R TD 2.1(1) FTD - 7 A > & v b C Etherchannel
EtherChannel O 7R — k ZHEHTE LI E LT,
PR=—FESNDT Ty b7+ —Db:
Firepower 4100/9300 FTD
FIDDA T4 vy b U7 2 |2.001) FID7 7V r—varTA I A

7 — MEEYH—

oy hEFEL, Vs AT — MEiE
EANMMZTHE, FIDIIA T4~
Ty R AUNR—T T EFXOS T ¥ —
VNZEELET, Vo AT — MuiE
Wk, £ o408y hOA L F—
Tz A AD 1 O0MEIL LTESGE .
VY=, AT A H—T =
AARTO2LEADA X —T = A A
HHBICEELET,

/AT I 7=~ R : show fault
|grep link-down, show interface detail

PR—=MEINDT Ty b7+ —Db:
Firepower 4100/9300 FTD
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HaE

iy

T bITH—L))—R

HEEEHR

N R =T SA SR Ky R T
£ 2 —AOHFF— | FID

2.0(1)

IN= R 2 T S AL, BRI B
FIAITINA L TA A F—T =
A AT M THAET D Z L AR L
9, ZOWREIZ, Y7 MU =T £
lFN— Y = 7 IEEORAERIIR v b
U — 7 R DT DI T
E3r RN

FrBl/Z8 B S §L7z Firepower Management
Center [H[a] :

[Devices] > [Device Management] >
[Interfaces] > [Edit Physical Interface]

YR—=FENDT Ty N T+ — L4
Firepower 4100/9300 FTD

FTD @ Firepower A X ks Z A 7 A
H—T AR

1.1.4

FTD TEHT 572812, Firepower
N PELTA U F—T oA ZAHHEE
TEET, ZOAM 5 —T =1 AT,
FID 735 AD® 7 v &V EHA
=Tz AT, ZOA L H—T =
A Az fEH9 %21k, FTIDCLITIP 7
RURIREDINT A—=B ERET D
ERbVET, L& xE, A b
(Web A <> b l) MoEEH T
74 v A TE £, Firepower
Management Center % /714 KD
['System Configuration| DFEIZdH 5
[Management Interfaces| D& 27 3/ = >
ZZRL TSN,

BB/ E X372 FX0S 22~ K : set
port-type firepower-eventing, show
interface

PR—=FEINDT Ty b7+ —Db:
Firepower 4100/9300 FTD
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AR T /N R

FHELT A 2oV T (173 =)

BT N ZAOEAE LRSS (174 X—)

« MELT NA ACET A ERFEH G FEE (176 X—)
o AX L RT v VRHET A ZADBM (182 R—)
e NA TXAZEYT 4 XTOEM (196 <X—)
« 7 T ALZDEBM (197 =—)

» Radware DefensePro DX E (220 ~=X—7)
CERBET N ARG (231 R—Y)

RET AL ADTE=HFY T (239 X—D)

s A NE T T ALY T OH (240 RX—)
BT NS ZDJBERE (243 N—2)

FINA RIZDNT

\}

1 DOFET NRA ATIODOT TV r—var A A% A (ASA F 721 Firepower Threat
Defense) 2z, A7 arTloDFTal—% 77 Y r—3 3 (Radware DefensePro) %
FITLTH—ER Fo— V2B TEET,

BT NA AEBMTHEEIL, TTVr—2alb AV AX L ADEATBILONRN—=Va 00
EF, A VE—T A AOFNVET, 7TV r—va UHERIZT v v 2 Shbd7— A Ry
TREDHERBITWVET,

GE)

Firepower 9300 TliL, ¥ —YHOTRXTCOEY 2 — NV CRILT Y r—a v A VAKX R
% A 7 (ASA %7213 Firepower Threat Defense) # A > A h—/L T 50N H Y £9, BIREET
I, B4 73 R—-bEnTOWETA, TV 2= VZRRIAA=Ta 077 ) r—

VAVAVARZ VA BATERITTED I LITER LTSN,
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wEF AR
B x5 re7ovmEsrres SR8 LHET AR

AR R7AVREBTFNAREYSRAALR/BET /N R
WOFHHT NA A A T HBINTEET,

CAHYRT B AF Y RT 0 VRET AL AL, AF Y RTny amy bEREAA
TRATEY T 4 T Oz=y h & LTEELET,

« VT AL 2 T RAIERET AN AT L LR D=y VR TV—T T DT L
T, B—=F A 20T XTOFMEN: (BB, Xy N —7~OfH) ZiRftL, FRFICE
BT NA AL AN—T"y PO L ETURMEZFEBTE £9, Firepower 9300 72 £ D
BOET 2= VT NA AN, vy — NI TAZY 7% HR— Kk LET, Firepower9300
DT RTCODIDODEL 2a— VT TV r—rar A AX AL, 1 DOFGmET A AR
LCTWET,

A\

GE)  Firepower 9300 DA, T X THOEV 2— VBT TAXIZFE LT
WARBENRH Y ET, 12008Fa VT 4 FEVa—/LITAX LR
Tu BT N AEAER L, RV 200X 2 VT 4 BV a—
WEMHL T ZAZEERTHZ EIXTEEREA,

IR T /N ADEH EAHREN

R L HRGRIFIC OV, RkOE®Z v a v ESRLTLESN,

DIREY T DEHERHREH

VSRS ETILDOYR—F

* Firepower 9300 @ ASA : v —Y N, vy —T M, BIOH A MEZ T X&) 7 CTH
A—h,

* Firepower 4100 > U —X D ASA : ¥ —TRIBI OV Y —3 NI T AZ Y 7 THAR—
]\O

* Firepower 9300 ® FTD : ¥ v —YWNEB I N v —T W27 T AX V> 7 THAR— b,
s Firepower 4100 U — X @O FID : ¥ — VW7 T AZ Y 7 THR— |,
» Radware DefensePro : ASAIZ L DY v —IY NI TAXZ Y 7 THR— b,

» Radware DefensePro : FTD IC LAY v —3 NI T AX Y I THHR— K,

X —BIDOSAREYT N—FOzT7ELVYVI I TOER
TIGRABNDTRTOY ¥ —3
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v5z28yvroekemzzets [

s Firepower4100> ) — X : T _XTO V¥ — T BE—FT NV THLHMLENRH Y £4, Firepower

9300 : ITRTHOEX2 VT 4 FEVa— WIRILXA T THLILERHY £, FV ¥ —
WCRBRLIEDOEX 2V T 4 TV a—NVEA ARV TEETN, TXTOEDAR Y b
BED, VY — DT RXRTDEY 2—IVE T TRAZICEDDHLENDY £7°,

A A= T T L — FEEEZBRE, FILFX0OS Y 7 U =7 2 BT T D 0ERH D 9,

« PTG AZZEY Y TCEAL B —T = A AT, EHA X —7 = A A, EtherChannel, 7 7
TATAVE—T 24 A, AR, TaF by I ARl FAUAVE—T A AMERKE
GOHLMENDYET, LA H—T oA AID DEEN L, A F—T A AR
[F U A% R EtherChannel [ZPIZREAR S N RATEXABIRY . vy —cBrxZ AT
DRy NT—2 TV a2a— VEMATEET, Yy —VBZ7 722 Y 7 TR, $§XTO
T —H% A H—7 x4 A% EtherChannel £ T2 M ERNHV FJ, (A X—T A AFE
¥ a2 — VOB E 2 IZHIER, & 5T EtherChannel DF%ER L2 L) 7T AX Y Tk
BN LTZRIZFXOS T v ¥ — T = A A BB LIZHAIE, v v — Y CRCEE 2T
WET (RL—T7 2=y FLIRD T, vAX—TKDLV ET) |

¢ [fA U NTP —\Z2EHT D4R H Y 9, Firepower Threat Defense D72, Firepower

Management Center (X[ U NTP % — 2 /H$ 2 L8R H Y £4, FE)TRRHZRE L7
WTLIZEY,

« ASA : % FXOS ¥ % — X, License Authority 72137 74 b y— 2SN TND
VN 9, AL—7 2=y MIBMEMRIZNND A, KT A A2 TH
THITE, Y=Y T EIEHR DT A v AEBEAT D MENH Y 3, Firepower Threat
Defense Tix, 3XT?D 7 A & A% Firepower Management Center CLEE XL E 7,

D=L SRV TDRA Y FEH
» Firepower 4100/9300 > v — D7 T AX ) > 7 aFHET DRI, AL v T OREEE T
L. ¥ —yMbAA v F £ TTXCTO EtherChannel & BAFIZHHE L TL 72 S0,

e HFR—FINTVDAL v FDY A MIOWTIX, [Cisco FXOS Compatibility] #ZH L
TLIEENY,

H4 RS S X&) >4 D Data Center Interconnect DH A 245

WOFR & RSEORIENEZ 7 7 A XHIEY o7 T 7 ¢~ 2 FIZ DataCenter Interconnect (DCI)
ICHERT AHLENDH D 7,

# of cluster members per site

2

¥ cluster control link size per member

A UNOENET A N TRARDIEES, FHREICIIREWTOMEEFEH L x4, DCI DK/ NG
W, 1ODA NI T D7 TAZENEY 7 OF A4 ARGECTHZ LI TEEEA,

I &R L ET,
c4H A hD2 AL RDEE,

cBEA I TAL AR
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HETFAAR
B ser v xcmyagsmEepnsE

o KA 2 AN
o« AU NBHT 5Gbps 7 T AKX Y o

TH9 % DCI #8E = 5 Gbps  (2/2 x 5 Gbps) &

3V A D6 ADoK L FT,
cGFt6 7 T AL AN
e WA B LIE3 AN, H A R 212 A2 N A R 31 AN
« AL RHT=0 10 Gbps 7 7 A XY > o

T #1795 DCI #iflkilig = 15 Gbps (3/2 x 10 Gbps)
2% A hD2 A AROYE,
cARF2 7 TAH AN
o KV A M1 AN
¢ AL NHT-D 10 Gbps 7 7 A XY > 7

F#I4 D DCIH58E = 10 Gbps  (1/2 x 10 Gbps =5 Gbps. 7272 Ui/ INIFHIELS 7 5 A & Hil{#
U7 (10 Gbps) DU A XK/ > TR FHA)

MET /N RCEAT HITEFEHEFNEIER

TA RTA 2 ERIRFHICONTIE, BLFOEZ v a v 23 RLTIZEN,

—RREVEHA R 54 2 ERIREIE

T7AT724—ILE—F

FIDDT7— A NT v TRECTCT7AT VAV E—RENL—T v RERIT T AT L
Y MIRETEET, ASA DHE, BHZIZ, 7747 V4=V E—RERNTF AT L
MIEETDHZENTEET, ASADNTUVAXRT LY N T 7 AT UA—/LE— RF~DEH
(235 X—=v) L TLIIZEN,

N FRLSEY T«
e T TN —a VRENTAA TXA T EV T A #RELET,
MAEOT—H A B —T 2 AT 2N F—R_— Vo I BIRRTF—K V7 LT

fEfHTE £,
FEIZOWVWTIE, A TS T EN T 4 DDDOT TN r—a UVRETA ROEZ S
LTLZENY,
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| #BF AR
1528005 54 k54 v enmsE

aAVTXFRAME—F
e LF 2T HAKE—RITASA TOHLYR—FENTWET,
« BB, ASADSILF a L THFA N T— REAIICLET,

DIARZN) VYT HA K54 EHIREIER

V=LY SRRV VTDRA YT

« ASR9006 Tl%, FET 74 /L b MTU X ET D% E1E. ASRA ¥ —7 =4 AMTU &7
FTALTNAAMIU LV 1434 PRESKRELET, £9 LAV E | mtu-ignore 47
TarEMBHLUBRWIRY . OSPF BEERR (T Vvt v—) BT U 7 ORITHRIRT
HAREMERN BV £, 7T AZ T84 AMTU IZ, ASRIPv4MTU & —ET 2 MENRH Y
S

TIAREIY v A B =T 2 A ADAAL v FTH, 7T AX 2=y MIEREND
ZA v F IR— MK L TANR= 7Y U —PortFast A F— 7 WICT 52 &8 TE 1,
ZOEITTHE, FHa=y v et A EEEIETEET,

AA wF @A R EtherChannel D3> R U 7NV E & 1X, AL v FOMEBIA
2 —T7 x2A A% L TCLACP mil L — F &2 A R —7 MICTEE T, Nexus U —R7p&—
HOAL v FTH, AP —ERA VYT =T 7Ty 77 L—FK (ISSU) #3735
LACP B L — I BV R — F SNV LIZEBELTLEEN, 20D, 7I7RAZ Y v
ZCISSU AT 5 Z LIRS E A,

AA v FTlE, EtherChannel = — R/NF 7 7L J X L source-dest-ip % 7213
source-dest-ip-port (Cisco Nexus OS 33 & O} Cisco 10S @ port-channel load-balance =~ >~
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FIE

RFYT1 EX2UF 4 —E R E— REBHBLET,
Scope ssa

1

Firepower# scope ssa
Firepower /ssa #

RTYT2 77V —va v AV AZADA A=Y XN=Va Vv ERELET,
a) BEAWRERAA—VEFRRLET, AT A=V a UFSITEREL TSN,
show app
i

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes

b) EFXF=2UT 4 EVa— /2Py Any MIHMAEZRELET,
scope slot slot_id
slot id 1%, Firepower 4100 DAL H 12 1, Firepower 9300 DILAI1X 1, 2. E£/21E3 TT,
i

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

o) TV r—var A AL AEERLET,
enter app-instance asa

51

Firepower /ssa/slot # enter app-instance asa
Firepower /ssa/slot/app-instance* #

d) ASAA A= N—=VarERELET,
set startup-version version

51

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
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e AmvhE—FEETLET,
exit

&1

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) ssaE— RFZHETLET,
exit

&1

Firepower /ssa/slot* # exit
Firepower /ssa* #

% -

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

ATY T3 BT AL AEAER L ET,
enter logical-device device name asa slot_id standalone

1 -

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

ATV T8 ERBIOT =2 A ¥ —T o R&@ET A ACEV B TES, KA ¥ —T7 = A ATxE
LT, FEZ#YELET,

create external-port-link name interface_id asa
set description description
exit

* name : name (% Firepower 4100/9300 * ¥ — 3 A—/"—N"A P2 Lo THEHENET, Zh
1T, ASA DRETHMT 214 v ¥ —7 = A A4 THEH Y A,

* description : 7 L — X5 IfF (") TP, AXN—ZA&ZBMLET,

51

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
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Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

ERT— AT vy TERERELET,

a)

b)

T—=R AT T F TV FERAERRLET,
create mgmt-bootstrap asa

&1

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

ERMELIEE L, SAU—RFEEELET,

create bootstrap-key-secret PASSWORD

set value

fED ANTT : password

TEDOHERE : password

exit

i

FARE SN TND ASA FEHE A —PFEBLOA X =TV NAT— RFRAT — FOEIE
RFICBANLH E T, FXOS 7 7 B AN ARER G &, BHA 2 —Y ~AT— FEEhlc & X
Uty FbTEET,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 BRA L H—T o ARELHELET,
create ipv4 slot_id default

set ip ip_address mask network_mask

set gateway gateway address

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask
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255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d)y IPv6 BEA VX —T oA AREEHELET,
create ipv6 slot_id default
set ip ip_address prefix-length prefix
set gateway gateway address
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e) BEL7— M AT v T E—REKTLET,
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

ATV T6 REERGFLET,
commit-buffer

&1

Firepower /ssa/logical-device* # commit-buffer
Firepower /ssa/logical-device #

AT TT BT NA RAEBEAL, T3 AORNZEE S 415 DDoS MiHE L OEf—E 2 & LT,
H— K/3—F ¢ @ Radware DefenseProfRA8 77 v F 74— L% A A h—/L TE £, Radware
DefensePro (2 2WT (221 X—¥) ZZML T ZEV,

1

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel
Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit
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Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

A4 > K708 Firepower Threat Defense M iE

AR KT OFmBRT NA AL, BMETIINA TXA T8V T ¢ XTTEELET,
Firepower 9300 72 E DI DE Y 2 — )V T NA ATIL, 7 TAXELIIAX L RTay T34
ABBANTEET, ZIAZFTRNTCOEY 22—V E2FEHTILERH DD, & xiE, 2
TV a— VI TR LR —DRAZ L KT Ry TR 2% ) ESMHBEDEDL Z LI TS EE
oo

4 HREIIC

FEET NA ANEHT DT SV r—a v A A—T% Ciscocom NH X 7 — RKLT
(Cisco.com MHDA A—V DX T —FK (56 X—) 2HW) | ZOA A —TV%
Firepower 4100/9300 > —3~ (Firepower 4100/9300 ¥ ¥ — 3 ~OFELT /A 2DV 7 |

DT A A=YDFTra—FK (60 —) EHH) cFvru—RLET,

A\

GE) v —IHOTRTCOEY 22— WWIRUT T r—ar A A
& A X AT (ASA F721Z Firepower Threat Defense) % -1 > A
M= THRENRHY T, BREETIE, o7 ) r—a
AT R—FENTWERTA, TP a2—VIFEDT 7Y
= ar AATDRLDHZN—T a U EFITTEETR, $C
DET 2a—NVERUIALTOT SV r—rar A AXAEL
TRETOMENDHY 77,

BT A, A THATHIEEA VA —T 2 A AERELET, BHA L F—T A ANN
BECTY, ZOBEHA L —T oA AL, VY —VOEBRORIMEHIND Y v — U EHA
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ATy T

ATy T2

HETNAZ |

VE—T A ZLFELTIEHHY EHA (FXOS Tk, Vv —3IBFEA L2 —T7 oA A%

MGMT, management0 O X 5 2 4RI CERARINET) o

cF, R EBIOOT I F =T 2 A RERETHUENRD Y £3, BLEITE
LT, T RXRTOAXREID T T 47 (Web A2 ML) ZiES firepower-eventing

A F =T =2 ZABERTE LT, FEMIZOVTIE,

~N=Y) ] BBRLTIES N,

FIE

tXaUF s B—bRE— RNEBEBLET,
scope ssa

&1

Firepower# scope ssa
Firepower /ssa #

(o BZ—=T A X HFALT (159

fif FI 3~ % Firepower Threat Defense /3X— 3 5 DLy Ra—H 7 4 v U ALK EICFRE L ET,
ZDONR—=V 3 DEULA Z £ ERE L TWARWEAEDOR, ZOFELZFETTILERNDHY £

B

a) FEHFRERA A=V EFRLET, BT =V a UEFICERELTIEE,

b)

show app
£l

Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is

Default App

asa 9.9.1 cisco Native
asa 9.10.1 cisco Native
ftd 6.2.3 cisco Native

AA—T N—=V g VCHEHHERELET,
scope app ftd application_version

1 -

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

TA B ARKICFRE LET,
accept-license-agreement

51
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Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

[...]
Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".

Firepower /ssa/app* #

HEZHRIFLET,

commit-buffer

1

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

X2 VT4 P—ERE—REKTLET,
exit

51

Firepower /ssa/app # exit
Firepower /ssa #

AFYT3 TV =g A VAR AL A= RN—=Ug v aady) ZRELET,

a)

X2 VT4 B2/ 2V Any MIHEHZERE L ET,

scope slot slot_id

slot id 1%, Firepower 4100 DA IXH 12 1, Firepower 9300 DGAI1X 1, 2, F/21E3 TT,
i

Firepower /ssa # scope slot 1
Firepower /ssa/slot #
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b) 77U r—var A AL AEERLET,
enter app-instance ftd

&1

Firepower /ssa/slot # enter app-instance ftd
Firepower /ssa/slot/app-instance* #
c) Firepower Threat Defense f A — N—T 3 UARRELET,
set startup-version version
EULA IZ[AET 2 L S LRROFIETAELIEA—=Va vFE L2 AN LET,
il -

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

d Ary FNE—REZKTLET,
exit

1 :

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

e) ({LE) Firepower 4110 F 7213 4120 @ Radware DefensePro f > A ¥ > A&EAERR LET, =
D=L, FREET A ZADIRRANC T 7Y r—a v A U A2 AR 2 DR &
0D ET,
enter app-instance vdp
exit
FRELT A ARELMET L7 5. %\ T Firepower Threat Defense i T /S A &2 L
T, —EB A F = — 2 HNIZ Radware DefensePro 7 2 L — X R ETHLE R H Y £9, A
X R7 1y OFaBT 734 AT O Radware DefensePro DX i (222 X—3) OFJE4 2%
LTI 7ZEN,

1 -

Firepower /ssa/slot* # enter app-instance vdp
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) ssa®T—REKTLET,
exit

% -

Firepower /ssa/slot* # exit
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Firepower /ssa* #

1 :

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

ML T NA 2B AERL L E T,
enter logical-device device name ftd slot_id standalone

&1

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

BHBIONT =X A F—T oA ZAEHITNA RZEN Y TES, HA U H—T = A AITK
LT, PlEAMEYIKLET,

create external-port-link name interface id ftd
set description description
exit
* name : name % Firepower 4100/9300 ¥ v — 3 A— "= A FIZ K-> THHEINET, Zh
I%. Firepower Threat Defense DX ETHHT H 1 v F—T7 = A AL TIEH Y XA,

« description : 7 L — X% 5 AFF (") THAZE, AX—ZAZBIMLET,

1 :

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

BT AT T RIA—F 2R ELET,

INHOREE., PHEBAER, $723T 4V AZ VAN HTY, @EOERTIE, 77V
lr— a3 CLIORETIZEALEDEAZEFE X E 4,

Q) T—hARIv I ATV REERLET,

create mgmt-bootstrap ftd
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b)

d)

1 -

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

B ¥ Firepower Management Center O IP 7 R U A& F5E LE T,
create bootstrap-key FIREPOWER_MANAGER TP

set value /P _address

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key
FIREPOWER_MANAGER_ IP

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT V=N E=F b—=T v FELFZFF AT L) 2HELET,
create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

I

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

7 /34 A L Firepower Management Center & D] CIHATHF —Z2EEL 7,
create bootstrap-key-secret REGISTRATION_KEY

set value

TEDNTT : registration_key

TEOMERR : registration_key

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #
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BEEONRAT— REEELET,
create bootstrap-key-secret PASSWORD

set value

TBEDATT : password
TEOMERR : password
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

TEREMA A P ERELET,
create bootstrap-key FQDN

set value fgdn

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdl.cisco.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS $—"D A <XYIY Y 2 hZfgELET,
create bootstrap-key DNS_SERVERS

set value dns_servers

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

B RAAL D ~XKGIY Y X b EdEELET,
create bootstrap-key SEARCH_DOMAINS
set value search_domains

exit
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1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

i) IPv4 EHA LV H—T 2 A ARELRELET,
create ipv4 slot_id firepower
set ip ip_address mask network_mask
set gateway gateway address
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

i)} IPv6 EHIA L H—T 2 A ARELRELET,
create ipv6 slot_id firepower
set ip ip_address prefix-length prefix
set gateway gateway address
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

k) FHT— A NIy T = REETLET,
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

ATY T REERGFLET,

commit-buffer
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Firepower
Firepower
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/ssa/logical-device* # commit-buffer
/ssa/logical-device #

BT NA ABE AL, TN ADOFNZEE S5 DDoS MR L OEMY—E A & LT,
H— R/3—F ¢ D Radware DefensePro K48 ~7' 7 v N 7 4 — 2% A A h—/L C& £9, Radware
DefensePro [ZOWT (221 X—¥) ZZBL T 7ZE W,

1

Firepower# scope ssa

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/ssa* # scope app ftd 6.3.0

/ssa/app* # accept-license-agreement

/ssa/app* # commit-buffer

/ssa/app # exit

/ssa # scope slot 1

/ssa/slot # enter app-instance ftd MyDevicel

/ssa/slot/app-instance* # set startup-version 6.3.0

/ssa/slot/app-instance* # exit

/ssa/slot* # exit

/ssa* # create logical-device MyDevicel ftd 1 standalone
/ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
/ssa/logical-device/external-port-link* # set description "inside link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
/ssa/logical-device/external-port-link* # set description "management link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
/ssa/logical-device/external-port-link* # set description "external link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create mgmt-bootstrap ftd
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret

REGISTRATION_KEY

Firepower

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: juniorwindowpane
Confirm the value: juniorwindowpane

Firepower
Firepower
Firepower

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine
Confirm the value: secretglassine

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
/ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 10.0.0.31 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

INA TRAZEYT 4 RT7DENM

ATy T

ATy T2
ATvT3

ATvT4
ATy T5

Firepower Threat Defense £ 721ZASANA 7 XA TV T 4 (T = — /N F—"— & TN D)
[T, FXOS TR 77U r—a VINTRIESNE T, L, " TXATEVT 4D
U —VEERHTHICE, ROFIEZSZRL T ZE0,

1R BRI

A TRATGEYT 4 BHIZONWTIE, N TXATEVT A DODT SV r—33
VERTENA ROFEEZBL T I,

FIE

BB T S A IR D> ¥ — BT D MEDNH Y E3, Firepower 9300 D ¢ — T ND
AT_ATEVT I3RS, AR —FSNRWAREERSH Y £7,

BT R AR~ DA v B —T = A A%ED Y TET,

TN —=R= P I EAT—K VLTI DFERE2O00T =X A X —T oA A%E
DYTET,

INHEDAE—T A A F, 220D —VTNA TXATEIT 4 T T 4 v 7 &M
LET, S 7 =g —n_"—=U 7 AT —F V721, 10GBOT—H A L H—
T A AT LR LET, HRRRA VE—T oA ARBIUX, DT =—v
F—N—BL AT — DY 7 2EATEET, A7 — MUV 27103, 1T & A EDOHFBIEN
VETT, 72— == VI EREFAT—F VU TIZEBAXATDL L H—T oA A
PHRATHZ LI TEEEA, ALRXY NI—2 7 AL N ETHDOT NS, A% T = — )L F—
N B—=T 2 A XL LTHEHETIZ, V¥ —TMTAAS v TF 2T 2B LE
7

RELT NARTANA, TRAFZEYTEANNLET,
NATRATZEVT 4 BT RIIA =T oA AEELTTHULEND DL, A
U 2=y NEROICER L, RIZT 7T 47 2=y haEHLET,
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DS RXZMEM

IIARY T ERATLE BEOT AL 2T N—T LTI ODmET A AT 52
ENTEET, 7 I7AFE, BT A ZADOTXTOFENE (BHE, Xy NV —27 ~OfH

25— T, BET A AL > TEWVWAL—Ty hBIOTEMEZER LT, 5o
E Y a— V&G T Firepower 9300 /X, 1 DD ¥ —YHNOTRXTDEY 2— /L& T T AT
N—T D, V¥ —YRNITAZY T EYR—FLET, O Yy—v2FLHTT
N—7TD, Y= IAFZ VTR HEHATEET, Yy =3Iy 7AF Y 70T,

Firepower 4100 'V — X7 EOH—F T 2 —)L T, ADME—D AT v 3 TT,

GE)

s5z240em |

ASA DA, FXOS TA v 4 —7 oA A&HIBRT 2 E (Rt ziE, *vy hU—7 %
¥ a2 —/)LOHIEE, EtherChannel ®HIBR, F 7213 EtherChannel ~DA > X —7 = A AD
FHED Y CThL) | RERRELITH)ZENTEDL LT, ASARETII LD~
FOMERFSNET, BENDA VX —T oA ZAZHIRT 5 & TERWVEEINH 5 A6
HERHY £3, ASAOS D WA U Z—T7 = A ARTCITFEHTHIRTE £,

Firepower 4100/9300 > ¥ — > TD Y S RXA 21 U J12DVT

7 TALE, H—0OimBa=y N U THRET 28O T A AR SV E T, Firepower
4100/9300 > ¥ — L 7 T AZ #RETH L, DTOMBENEITINET,

=y MNEEBEHOZ ZAZHIHY 7 (FT7 40 FOKR— b Fr L 48) ZAEKL %
T, V¥ —YWNZ T AZ Y 7 TIE (Firepower 93000 74) . ZD VU 7%, 7T AKX
{312 Firepower9300 /N> 7 L — U A LE T, vy —TRZ F7AZ Y 7 TR, vy —
CRBE D72, Z @ EtherChannel IZ)BRA » % — 7 = A4 A% FECTHIY YT HLIEN
HYFET,

T IV r—valNDITAX T— AT v T a7 Xalb—a B LET,

VSRR FREBETAL, VS5 REL. VITRZEBEY T A B —T 24 A BIOFD

ooy ZAXFZEEGLALT=y MR LT, /RO T— kA T v THERD Firepower
4100/9300 > ¥ —3 A—R—=NAYNELT v a2 E8NFET, FT7RAX ) TREZ D AX
A RXTAERE, 7= AN Ty a4 Xal—a 00—, TV A —2 g

AT P RRETE X T

ARV RA A =T 2 A AL LT, VIRRIIT—Z A H—T oA AZE|IN Y TE,

VX —IYHNI TARZY T TIE, AR AU =T oA R, v —VEZ T AZ Y
7' ® X 5 1Z EtherChannel [Z ][R S 4 EH A, Firepower 9300 A —/S— S FIIF A 2 —
T2 A ADEBDEY 2— M N T T 4 v T u— KNRFG UL ST L DICRNET

EtherChannel 77 / 0 ¥ — 2T 5778, AN RE—RTIEHLOLX A4 FTDOF—X
A B =T A APERRLET, vr—VHZTRFV T TE TXTOT—H A~

H—"T = A A TA/N K EtherChannel Z {5/ L £,
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TRTORA L NR— T h &Y HATT,

TRCOALT 4 X o b—3 g UNERITEER RN COARFITTILERNHY £, 2
TA4X 2l —varidzok, v XY EApCERSLET,

DSRAZHEI VD

I ITALENY 7 1E, R R TF X R A8 A X —T = A A& L CHBIMICIER S E
Ty VA=Y TAEZY T TIE, ZOAL B =T 2 ATA N, L HE—T = A THY
FHA, v —M 7T AHXY 7Tl EtherChannel (Z 1 2P DA 2 —T7 = A X %3800
TAHVENHY £, 2DV T AKX XA 7D EtherChannel %, ¥ ¥ —INZ T AZ Y 7 HO
7 7 A X @{E1Z Firepower 9300 /N> 7 S L— U A H L ET,

QAN Y=V TAEZDOGE, Vx— MDYy — L OME I T ALXEHIEY T T
BEHEEG LW TL SN, A ¥ —7 oA AZEEER Lcha, — o=y hTEEN
BAETDHE, 7T AZHIEY 7 BSHEREE T, MOIEF 2=y FHEEL R R E4, A
A FENLTrTAXEEY 7 BB LA, EFR2=y MIOWTIEZ 7 A X H|
Y 7 IR L ET

ARG 7 b T T 4y 2, fI#E T =S OWGEDONT T 4 v I INEENET,

=B SRREYUTDOSRAAFHE) oo DY AR
FEETHIUL., B ¥ — YD THEINDAL—TFy NMIADETY TAZEIEY v 7 A
VITARERHYET, TOTHIL, 7T A 7 BRREOS Y A RN TE E
—g—o
JIREZHIEY) T T T 4w 7 ONKITEID, JREET v 7T — FRRERE I Ny BT
T, VIAZHNEHY I TDORNT 74 v I DEITFEIZELET, HEIND T T 407D
BIL, = KR T U ORI, IR RERREEOT- OO+ 8T T 4 v 7B h
DNE I EoTHIEY F9, RIZHZRLET,
*NAT TilIHior — K XTI PMETFTH5DT, T XTOYVE—2 N T T4 v T %
ElLWwa=y MIFOHRTAILERH Y £,
CAUN—U TN ERIND L, VT ARIIREOEROF DS ELE LT LD, —HF
BINZ 7 T AL G > 7 OHSE 2 RESHEH L £,
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I Virtual Switch Link
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=LY SRR IO SAAGIEY VO DIEREYE

77 AZHIEY 7 ORe it 512X, 2=y FHADOTZ U F MY v 7 (RTT) 7320
ms KIZRD LI LET, ZORKEEIZLY, BBV A ML A =1 EN
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> 7 Tping FEITLET,

7T ALHIEY 7%, NEFOREC Xy O Fa vy TR WVEEEOENHE O THDHLE
N ET, & zxiX, V4 FNEOEADEA, FHY V7 2EHT20ERH Y £7°,
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Y AR— MABAE (OTV) ZMEMT 252 & xBeDd LET,

EERY FT—2

TRCHD2=y hEEH—OFHA Y N —Z 28T L2 HELES, ZOFRy FU—7
X, 77 REHEY o7 EiERobL 0T,

BEEAE—TI(R

BEAATDA =T =2 A A7 TAZTE D A TOREPRDLY £, O F =T =A
AFIANRY R A E =T =2 AT FRRERIA 5 =T = f 2T, FEA 2 F—
7 x A AN Lo TH BN ERERE T 9

ASA DEEIE, AA Y VTAXIPT RLARZXZEDZ FAXDEET RLATHY, FIZHIE
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DOHEIFANDO T =NV T RLRAEZENTEDL LT IRERHYET, DAL 7 TAH
IP7 RLARIZE ST, BHT V7 EZADT RLANR—KELENFET, EEHFHEMNEREIND
L. AA T TFAZIPT R U AT LWVEEATRALCBEI T 20T, 7 7 A OERE v —
AVAIEATCEXET, B—B NV IPT FLRAIZ, —FT 4 v ZIERHEN, STy a—
TAYTIHENGLET, e 2R, 7T AXEEHETDINEIAAL L JTAXIPT RLAIZ
B LET, 207 RURAEIHEIC, BEOEENMREAMICEEMT N THVET, Hro X
NWEERTHIT1F, v—/VIP 7 RLURIZEEHE L £T, TFTP X° syslog 72 EOFZEH ~ Z
T4 v DA, ERERHATEN 2GSRI, =BV IP T RLRAEMH L CH— 08
HLET,

Firepower Threat Defense Ci, [A U > b U —27 OFBALEHIP 7 KL AEH Y Y TET,
FHNLZ FMCIZIBINS 5 & &%, ROTPT R RAZEHA L ET,

A /%> K EtherChannel

V=V HILV1IDOLEDA U E =T 2 A AT N—T LT, FTARZDTRTDOY ¥ —¥
\ZJRDY % EtherChannel & 32 Z & 23 CT& 9, EtherChannel (Z X > T, F ¥ R/ AHE
RIXRCDTITATALE—T A ADNT 7 4 v 7 BPEHINET, A3 K EtherChannel
. V=T Y RE b T AT LU RNDELLD T 7 AT T4 —/LE— R THORETEET,
Jb—7 v K E&— R T, EtherChannel [ZE—DIP 7 KL RA&ZEfONL—FT v KA L F—T = A
AL LTHREENET, NFUAXT LU M E—RTEH, IPT RFLREFT Y v T L—7 R
VN—TIE2 < BVLIZEID ¥ CHNFE T, EtherChanne iZ#D NG, v — KT v JHEE
IEARWEED —HE LT A TWET,
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Inside Switch Outside Switch
A
== Firepowerd

Firepower?2
port-channel 5 Eth1/1 qll =i 170 pori-channel 6
1 [
?p%nnedl 1 Spanned
ort-channe -channel 2
p Firepower3 port-channel 2

Eth1/2

Y V

YA MRV SRE2I T

PA FEA A M=V DEE, WOHERT A RTANWEIRY, 77 A2 ) 7 E2MMTE
=7,

BT TAE = EREMNOY A FIDICET S LR ETEE T,

A FIDIE, A MEADOMACT RLABIWNIP T RLALEEILET, 7T AXNDLE
&Nz v bix, 44 MEEFDOMACT RLVABIOIPT RLAZFERTHOIZRL, 7
FTABATZAE LTy M, Za—S)LMACT RLABLIOIPT FLAZFEHLET, =
OEEIZL Y, MACT7 T v B TORINE72D 2 OOREZR— TR EOY A FMLRET
Ia—/N)VMAC T RLAZAAL v FRNFETL20%01ELET, bV, AL vy FIIHA
FOMACT RLADAZZFEHLET, V14 FMEADMACT RUABIWRIP Y FLRE, A
X2 K EtherChannel D4 AR L/ —FT v R EB— R THR—FENFET,

HA FIDIX, LISPA VAT v a v il Liz7e— YT O, T—FL Z—
DY A MNETZTAZY T ONT f—< A EE T T KRy TR ORIERREO 7DD
TaLrEAa—h)EB—=varogb. BXONT T4 v Tu—0Ry T v T A —F—
WENCA—F— L 1X R DA NMAFIET DRIk 504 MTRMEOHEIMEOT-DIZ Hf
HEnxd,

YA MHZ TAEZ D T OFEMIHONTIEL, LTFTOHAZZRL T ZEN,
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HEF AR

« Data Center Interconnect DV A > 7« 75 A K Y o 7O L RitESHE (174 ~2—2)
e A NEIDTA RTA Lt 7 TFTARY T HA RTA L LHIREE (177 2—)
oA NEITOH . A "EZ T AZ D T OF (240 RX—)

ASA 7 5 A2 MIEM

B Firepower 9300 ¥ v — 3 & ¥ v — VN7 FAZ L L TGEMT 52 L6, O v —
X —VRZ ZAZ Y TITEMTHZ B TEET, VY —TVRIZTRF Y TR, &
U —VERAICRELET, 10DV =T TAZEEBMLEL, ROV ¥ —IZIEE
R URREZ AT LET,

ASA 7 5 X2 DERL

&M

Firepower 4100/9300 2 v — 27 7 A X 2 BB L £ 77,

< NVTF AT XA T— ROHE, UICHEET NA ZZREALTb, ASAT 7Y r— 3
YTCYNANTF arTHRAL |- FEANCTHLERD Y £

Firepower 4100/9300 & ¥ — 2 b—7T v R 77 A 7 U+ —/)L E— N ASA # B TX 7,
ASAR NG UART LY N 77 AT 94 —/LE— RICEFT A2, FIHBEA%52T L. ASA
CLINTZ 7 A7 U4—/VE—REEHLET,

4r & HREIIC

s BV a— LA VAN =L ENTWRNEE TS, Firepower 9300 ¥ — 3D 3 D9 T
DEL2—N ARy NCITAZY T H{MT LBERHY EF, 35T XTOE
Va—VERELTWRWE 7T XAZTEELEEA,

s [Interfaces] # 7T, R— K Fx¥ RXNVA8 Y T AR BA T DA L H—T = A AL, AN A
UH—T 2 A ANEENTWRNEA L, [Operation State] % [failed] & /R LET, v —
VN TAR Y 7 DOYA . T O EtherChannel [ A VN A VX —T 2 AZ VL LN
7o, ZOEEREIZEG L THRVWERA,

FIE

I T AR EEBANTHEN, D &b 1 2DFT =% XA TDA X —T = AFET21Z
EtherChannel (P& AR— k F ¥ %) Zi%E L F 9, EtherChannel (ZR— b F ¥ /L) DB
(165 2—) FFHIIWEIA L X —T 24 ZADFE (163 2—) 2B LTI E N,

FI7 AN ETHE, TR_XRTOA U F—T =2 ART TAZICEHD L ToRET, HARKICZ T2
BT —H A B —T A AZEBMTHZEHLTEET,

=M TARZY TR, BT R A A —T 2 A AT 1O ED A N— [ —
7 = A A% D EtherChannel TH D MLENH Y 9, % v — /I EtherChannel Z 1B L F

—g‘o
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ATvT2

ATvT3

ATvT4

ATy Th

ATvT6

ATy T17

asa s 525206k

B AT DA v H—T = A AF 721 EtherChannel #3B1 L £ 9, EtherChannel (ZK— k F
FV) OB (165 =2—) FIEIWEA X —T =24 ADOFRE (163 3—) 2L TL
7230,

BHA =T A ANRETT, ZOFHA L Z—T oA AL, ¥ — T OFERDORIMEN
SNV —VEHA =T A ALE LU TIHEHY EA (FXOS TiX, vy —IEHHA
X —7 = A A{X MGMT, management) ® X 9 2L I CERRINET) .

R— R Fr XN A48 1T T ALHIY 7 L LTPRINET, Y y—vfMrI7Ax2Y 7T
T, R—F FX¥ 48107 &b 1 ODf v F—T =4 A& BMLET,

X2 VT4 P—ERE—FERBLET,

scope ssa

1 -

Firepower # scope ssa
Firepower /ssa #

77 AL R LET,

enter logical-device device name asa slots clustered

* device_name : Firepower 4100/9300 ¥ ¢ —3 A— 83— A PRI F AKX Y v T HFHREL T
AE =Tz AAZEN B THOIFEHLET, ZiEEX2V T4 EVa2—ARET
FEHENE I FAXZLTELY EHA, TEN—RV2TE2A A F—=LL TR T

b, 30D EFXF2VT 4 V22— VT RCERETIVLENDY £,

e Ay MV —VEVa— N E T T AXIZEIY Y TEF, Firepower4100 DAL, 1%
fEE L EJ, Firepower 9300 DIGAIE, 1. 2, 3EfEELET, TV a—ABA A h—
LENTWZ2WEEATY, Firepower 9300 ¥ ¥ —3 D 3 DT XTHOEY 2 —/L Ay T
I TRALY T ERANCT HRMERHY T, 30T XRTOEY 2 —/LEREL TR
L. VI RFITHERELEEA,

&1

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

BT = AN T ATV FEAERLET,
enter mgmt-bootstrap asa

51

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

ERE - ONRAT— FEfEELET,
enter bootstrap-key-secret PASSWORD
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ATvT8

ATvT9

ATy 710

ATvIN

HETNAZ |

set value
exit
exit

FHIERE SN TVD ASA FEHE L —V I/ AU — RORERHIZEY B FE T, FXO0S 77 & A
NTXLHEE, BHEL - ARV —RZEN-LXIC) vy FTEET,

1

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: happytuesday

Confirm the value: happytuesday

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

I TAR NG A= ERELET,

enter cluster-bootstrap

1

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

X2 VT4 BV a2 AREDY TAY IN—THEHRELET,
set service-type cluster name

&1

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

ZHINE 1 ~ 38 L5 ASCIL LFHITH H Z & NUETT,
TIAR A H—T 2 A A ET—RERELET,
set mode spanned-etherchannel

&1

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

Z /X2 K EtherChannel ‘£ — RiZ., V" R— XN TWEHE—DF— KT,

HFHIP 7 FLATHFRAERELET,

ZOERIT, EX 2V T4 BV 2 VRETEHRA LV H —T oA AERETHEDIHEH IR

iﬁqo

a) B—HANIPT RLADT—LVERELET, ZOT RLADIDOR, ZOA o F—TxA
ARNCE 7 TAS 2=y MZEDEToRET,
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ATvT12

ATy 713

b)

1 -

asa v 5252068 [

set ipv4 pool start_ip end ip

set ipv6 pool start_ip end ip

KIKTH, 77 AFAD2=y MIEFRILEDT FRLAREZENDL L IITL TSN,
Firepower 9300 DA, T X TOEV 2—/L Ay hBREES>THRNELTH, Yy —
IELIZ3DODT RLREEDLILEND D ZLITERE LTS, 7 T AX EHRET
DYEDHEE, T RVAZELLET, BUEO~YAY — 2=y MIBETLMRAEIP T F
VA (AL 7T AZIPT FLALMINDS) X, ZOT—=LO—HTIEH Y £ A,
RF ALKy RU—=ZDIPT RLAD 1 D& ALY 77 AZIPT KL AICHER LT
IEEW, IPvAT7 RLALIPV6 7 LA (Y550 —HbT) 2HT&E £,

EHA I =T 2 A ADA > 7T AZIPT FLAEZRELET,

set virtual ipv4 ip_address mask mask

set virtual ipvé ip_address prefix-length prefix

COIPT RVAE, 7FAF T—=L 7 FLRAERLFR Y FT—7 RICEL TV D ME
DY ETH, 7T—THEEN T TR FHA,

Fy hI—27 F— R Uz T RLRAEZATILET,

set ipv4 gateway ip _address

set ipv6 gateway ip address

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 pool 2001:DB8::11 2001:DB8::27
Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé6 2001:DB8::1
prefix-length 64

Ty —3IDERTLET,

set chassis-id id

JITAZDEY v —VIE—EDOID PVLETT,

1 :

Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

YA T TAZY T OYE, YA FIDIE 1~ 8 OHIFATHRELET,

set site-id number.

&1

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1

Cisco Firepower 4100/9300 FX0S 23(1) CLIa > T s ¥aL—>av A4 K |



B asaoszso6m

ATy 714

ATy 715

ATy 716

HEF AR

Firepower /ssa/logical-device/cluster-bootstrap* #

7 AL HEY 7 OFIE ST 7 4 v 7 OREEF —ERE L ET
set key
il -

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

EEWEEZANT DL ITRObNET,

HHIEIL, 1 ~ 63 LT D ASCI XFH| T, HAMEIX, F—Z24ERT57DIEAIN
T, ZOFTvaid, THNRRA NTT 4w T HERRET v 7T — FREBEI DN
ey ") WIEEELERA, T—EFRNA T T 4w i, WV T THRAMELTE
FanEd,
JIGAR T—h AT v T T— RBIXUGRBET A A E—FRE2KTLET,
exit
exit
ERAFRER Y 7 vy =T N—=VarvEaRprL, FHTLIAA—Va Vv E2RELET,
a) HHAARERNN—T g U EAFRRLET,

show app

1 -

/ssa # show app

Application:

Name Version Description Author Deploy Type CSP Type Is Default
App

asa 9.1.4.152 N/A cisco Native Application Yes

asa 9.4.2 N/A cisco Native Application No

asa 9.5.2.1 N/A cisco Native Application No

by FHTLZNN—=VaroT7 7Y r—r gy =KADY ET,
scope app asa version_number

) ZONR—=VarEF 7N ML LTHEELET,
set-default

d 77V r—varE—FREKTLET,

exit

1 :

. Cisco Firepower 4100/9300 FX0S 23(1)CLIO > 7 4 ¥aL—L 3> HA K



WETINAR
asa v 5252068 [

/ssa* # scope app asa 9.5.2.1
/ssa/app* # set-default
/ssa/app* # exit

/ssa* #

ATy TN HEZ=2Iv MLET,
commit-buffer

Firepower 4100/9300 * v —3 A—/X—=NA YL, T 74NV OEXF2 VT 4 EVa—)L V7
o7 "=V arvaEXyra—KRL, X2V T4 T2 WIITAXT—KA T v
Tar T 4 Fal— g b B LT A ABRELE T aTHIET, JITARAXZE
ALFET,

ATYTI8 I TAZIHOY ¥ —ZBMT 5L, ZOFIEEZEY KL ET 28, EAH O chassis-id &
IE LW site-id 23R ETD2MENH Y T3, TNLANOEEE, DY v — 3 TR U E & M#
FALET,

AFYT19 ~2AF— 2=y FASAICHHR LT, 7 IARY) VIR EE DAL~ A A LET,

1

Uy —U1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
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exit

exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3

exit

exit

exit
exit

commit-buffer

Scope ssa

enter logical-device ASAl asa "1,2,3" clustered

enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA

set

set key

Key: f@arscape

set mode spanned-etherchannel
set service-type clusterl

set
set

ex
exit

scope
set-
exit

commit

it

app asa 9.5.2.1
default

-buffer

VY —T 2

scope et
scope

h-uplink
fabric a

create port-channel 1

se

t port-type data

enable
create member-port Ethernetl/1

exit

create member-port Ethernetl/2

exit

exit
create port-channel 2
set port-type data
enable
create member-port Ethernetl/3

exit

create member-port Ethernetl/4

exit

exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5

exit

create member-port Ethernetl/6

exit

exit
create port-channel 4

ipv6 pool 2001:DB8::11 2001:DB8::27

virtual ipv4 10.1.1.1 mask 255.255.255.0
virtual ipv6 2001:DB8::1 prefix-length 64

HEF AR
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set port-type mgmt
enable
create member-port Ethernet2/1
exit
create member-port Ethernet2/2
exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit

exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered

enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit

scope app asa 9.5.2.1

set-default
exit

commit-buffer

HISRA AINDEM

\}

ASA 7 T AH AU NREBINE-ITEEHZ £,

GE)

ZOFIAE, vy — P OBMEFEBICOREHENET, 7T AF Y TR TICHIC
725 T % Firepower 9300 |ZE Y = — /L BN E T2 IFER T 256, Y =2 — LITHEICE
manEd,

1R BHHEIIZ
CBEFED 7 G AR, ZOFHLWA U ANHOEEIP 7 RLAS—LNTHSRIPT R

NENY L THENTWNDEIICLTLEE, TNUANOEHEIT, ZOH LA L EBN
TAHRNL., oY=V FOBFEO I TAX T— AN v TREZHRET AVLERHD F
T, TOEFIZXLVGHIT A ANFHIKE L F9,

AU H—T oA ADFREIL, FILWVW Y=V TORELEREUTHILELRDH Y 7,
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. Firepower Threat Defense Cluster (D380

e INFALTHRANE—RTIE, BHDT TAZ AUIRNDASAT 7Y r— 3 Tw)b
FaryXA b T-RFEeAMCLETS, BNOT T AL A NFwVF 2T HA b
T— NREEBEICHRA L £,

FIE

75RO v —BBINT BEA1T. ASAZ T A X DIER 2022—0) OFEE Y
RLUFETHMN, —FED chassis-id & 1E L site-id 252 ET D4R H Y £9°, ZNRLSNAOBEIL,
LWy =R UREZHEHLET,

Firepower Threat Defense Cluster 0 &1

B D Firepower 9300 > ¥ —3 &Y v —I NI FAZ L LTEMTHZ L, O v—
VX — VR TAZ Y U TICEMTHIELTEET, Y Yx—VRIZTAX Y T, K
VX —VERAICEELET, 100V Y =T TAXEBMLEL, ROV ¥ —UIZIEIE
RUREEZ AT LET,

Firepower Threat Defense 7 5 X 2 MERkL

25 A 4%, Firepowerd4100/9300 3 v — 3 A — S F B HLICEB TX $9, 3 TOH)
WRRENS 2=y MCHBIMIZAERSNET, Yy —VMI7 7RAZ ) 7T, Uy —T %
B ICHRELET, BEEZESICTIEOIC, 1 OO0y —UI 7 FAXZZERL, Z0%,
BAIDOY ¥ —VMBIROY Y —VIZT— FA RN Ty T a7 4 Fal—varzat—TCXZE
T

1R8O BRI

s BV LA AP ZITWN WA T, Firepower 9300 &% — 3D 3 >3 T
DEV2—N A0y bTIITAZY VT EHMNCTIRBERDY T, 35T XTOE
Va—/VEFRELTWRWE 7T AXIHEEELER A,

s [Interfaces] # 7 T, R— K Fx¥ RXNVA8 Y T AR BA T DA L H—T = A AL, AN A
VH—T 2 A ANEENTWOIRNWIEGA L, [Operation State] % [failed] & F/RLET, v —
NI TAE Y 7 DA 2O EtherChannel (XA /N A U H—T = f AZMFEE LR
7o, ZOEEREITESR L THEVEEA,

FIE

ATy Il I ITAZERERTHENC, 1 DU EOTF =2 A 2 #—7 = A A F721% EtherChannel (B4
R— ks FrRL) ZFELFET, EtherChannel (AR— ~ F ¥ %) OB (1652—) F7-
IHLA v H—T 2 ZAORE (163 2—) ZBRLTLIEEN,

Flo, T2 A =T x2A RI7 TAZZRELIEEZTH, 207 7 A2 |TEMTEET,
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ATvT2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T17

Firepower Threat Defense & 5 X 2 D 1ERL .

V=V TARAEZY T T, BT H A =T 2 AT 1O DA R— o H—
7 = A A% D EtherChannel TH D ME N H Y F9, 43 v — /I EtherChannel Z BN L F
ﬂ—o

(&) 7 7 A X % B4 D il Firepower-eventing # 1 7 DA ' X —7 = A AR ELET,
WA o F—T 2 A ADFEE (163 X—V) ZHZML T LI,

DA UE =T 2 A AL, FIDT A ADEH LYV EHRA L H—T 2 ATT, ZDA
B—T 2 A A&MATHIZIE, FIDCLI TIP 7 KL AR EDNRT A — X ZfET 2NN
DET, EE, A h WebA XU hed) DOEBNT 7 0 v 7 B TEET,
Firepower Management Center =~ > K U 7 7 L' 2 configure network =~ > K& &M L T
<TE&EVY,

BELH A T DA v H—T = A AF T~ 1L EtherChannel 3B L ¥ 7, EtherChannel (ZK— ~ F %
V) OB (165 2—) F-13WHA v 2 —T = A4 ZADOFKE (163 2—) &ML TL
72 &0,

BWHA LA —T oA ADBNETY, ZOFHEA B —T oA AT, T — L OERD I
ENBHVY—VEHA LA =T oA ALFEUTIEIHY 8AL FX0S Tk, Vv —VEHA
K —7 = A AL MGMT, management) ® X 9 &4 @i CRARINET) .

R—=F Fr 3N A48 17 T AZFAY > 7 L LTTPRENET, vY—vM 7 T7AX ) 7T
X, A=K F¥ 24810 b 1 DDA 2 —T = A ZAZBIMLET,
X2 UF 4 —ERE— RFEMHBELET,

scope ssa

B -

Firepower # scope ssa
Firepower /ssa #

VT = (5 A U e

enter logical-device device name ftd '"1,2,3" clustered

&1

Firepower /ssa # enter logical-device FTD1 ftd "1,2,3" clustered
Firepower /ssa/logical-device* #

device_name 1%, Firepower 4100/9300 > ¥ —3 A— = A HPFNT F2AH Y T HFRELTA

VH—=T A AEFIVYETOHREDIEALET, ZudtxF=2V7 4 V2 —LixETHERS

ND7TAZHTIEHY FH A,

(F) FV2=ARA AP AINTORNEETH, Y ¥ — VD30T RTDEY 22—
ATy NTTTAZY TS HUhERDY T, 30T XTOEY 22—/
ZRELTWRNWE, 7722 TEELEEA,

JITAZ T—=FANT T NI AL ERELET,
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b)

d)

2

JTAR T— A NT T F TV =27 MEERLET,

enter cluster-bootstrap

Yr—vIDERELET,

set chassis-id id

7T AZDHY Y — U E—ED D NLETT,

PA T T A2V T DA A FIDIE 1 ~ 8 OHIFHTHEL £,

set site-id number.
B4 FID ZHIRT 52X, EE 01
1

ELET,

e

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

X2 VT4 EVa— VREDT TAE T —2FHELET,
set key
WHMEZ AT DHEIITKROENET,

HWEIL, 1 ~633LFD ASCIH LFH T, WHMEIX, *—2ERT LD S
NEJ, 2047y aid, T—HA ST T v 7 BERIRET v 7T — Rk S
Ly R E) WITRBLETA, TR NT T4 v E, WIZZVT THAR
ELTEfEanET,

IITAL A B =T 24 A= NERELET,

set mode spanned-etherchannel

A3 K EtherChannel €— RiX, R —hINTHWEHMHE—DE— RTT,
X2 VT 4 BV 2= AREDT FTAZ TN—THERELET,

set service-type cluster name

AN 1~ 38 LFD ASCI XFHTIH D Z L BMLETT,

7 ITAL T—=hART T E— KT LET,

exit

51

Fi
Fi
Fi

Fi
Fi
Fi
Fi

repower /ssa/logical-device* # enter cluster-bootstrap

repower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1

repower /ssa/logical-device/cluster-bootstrap* # set key

Key: fQarscape

repower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
repower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
repower /ssa/logical-device/cluster-bootstrap* # exit

repower /ssa/logical-device/* #
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ATvT8 EFHIT—PALT T RIA—FE2RELET,
a) BEIT—MARNT T ATV MEERLET,
enter mgmt-bootstrap ftd
b) & Firepower Management Center ® IP 7 KL A& F5E L 7,
enter bootstrap-key FIREPOWER_MANAGER _IP
set value /P _address
exit
) EET AL APREET HE—RERELET b—T v RERIE R T U AXT LU )
enter bootstrap-key FIREWALL_ MODE
set value {routed | transparent}
exit
d) 7 /3A A L Firepower Management Center & D] CIAT D% —ZFEL 7,
enter bootstrap-key-secret REGISTRATION_KEY
set value
registration_key
exit
e) T ANAATHMT LRV —FEEELET,
enter bootstrap-key-secret PASSWORD
set value
password
exit
f) LT A ADFEREMAA M EfRELET,
enter bootstrap-key FQDN
set value fgdn
exit
Q)  FREETF A ANMEMT D DNS —RDH KGO Y A N EEELET,
enter bootstrap-key DNS_SERVERS
set value dns_servers
exit
h)y  GRET AL ADRBERAAL L DOH U ~FEV DY A NEHRELET,
enter bootstrap-key SEARCH_DOMAINS
set value search_domains

exit

Cisco Firepower 4100/9300 FX0S 23(1) CLIa > T s ¥aL—>av A4 K |



wETNIZ |
. Firepower Threat Defense ©7 5 X 2 D {ERL

i) TG ABENOFKEEF 2T 4 T2 — LOEBIP T FLAAZRELET,

GX)  Firepower 9300 DI, EV 2 —ANA L A =L ENTHRWVWEA TS,
X =Y D3IOTRTDEY 22—/ A0y N TIPT FLRAEZRETHHLENR
HYET, 30T XTOEV2a—LEZRELTWRNE, 77 XX THHEL E
A,

IPv4 EHA L H =T 2 A ATV =7 P EAFRT D213, ROFIEZETLET,

1. BEHA L E—T oA AFTTVxr NEAERRLET,

enter ipv4 slot_id firepower

2. =V T RLVAERELET,

set gateway gateway address

3. P7 RLARERAZEZRELET,

set ip ip_address mask network_mask

4. FHIPE—REZETLET,

exit

5, V¥ —YDOEVOEY 22— K L TFHEXEYELET,

IPv6 EHA L F—T = A A FT V= Pl T 512, ROFIEZFETLET,
1. BEA LV H—T 2 A A FT V= MEERLET,
enter ipv6 slot_id firepower
2. = UxA T RLVAERELET,
set gateway gateway address
3. PT RVARLT VT 4 v I AZBRELET,
set ip ip_address prefix-length prefix
4. BHIPE—FZK&TLET,
exit

5, VX —LOBEYVDOEY2— I L TCTFIEEZEVIELET,

) BRI RR Ty B FEKTLET,

exit
1 :

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: ziggyS$tardust

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: $pidersfrommars

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

WITF AN R E— REKTLET,

exit

FERARERY 7 FU =7 N—=Va v aFRL, T A=V a VERELET,

a) fEHAIRE/R N —Ya VB R R LET,
show app
£

/ssa # show app

Deploy Type CSP Type

Is Default

Application:
Name Version Description Author
App
ftd 6.0.1.37 N/A cisco
ftd 6.1.0.11 N/A cisco
ftd 6.1.0.21 N/A cisco

b) HEHTEZRR—=a 77— gy F—RICAD £T,

scope app ftd version_number

Q) ZOR—TVarET 74N NELTERELET,

Native
Native
Native

Application Yes
Application No
Application No
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set-default

d ZoNnN—varox=y Ra—% T4 AZHECFELET,
accept-license-agreement

e) 77UV r—varyE—FREKTLET,

exit
51

/ssa # scope app ftd 6.1.0.21
/ssa/app # set-default

/ssa/app* # accept-license-agreement
/ssa/app* # exit

/ssa* #

ATYvIN BEEZaI Y MLET,
commit-buffer

Firepower 4100/9300 ¥ ¥ —3 A= 3= A P|L, TI7 4L DOEF 2T 4 TV a—L V7
=T "=V arvaXyra—KRL, X274 EFEVa2— NI TAFXT—FA Ty
Tar 74 Xal—var EEHA AT A AREE S 2T DI LT, VT AFEE
ALET,

ATV 12 I I7AZIHNOY ¥y —2HBMNTHITE, ZOFMEZED KL ETA, B D chassis-id 35 &
VEAOEHIPT RLUVAZRET DMENHDGEITHE L, £ ) TRWGAEIEH DY v —
VCRICERELMEH L ET,

AT T KxXaVT g ®Va—E, HBEHIP T KL A& T 2 Firepower Management Center (238
MLTHhE, Web A U H—T 2 A AT TAXIZTNV—TL L ET,

T_RCHY 7 AKX = X, Firepower Management Center (B9 2 A2, FXOS TIEH 72
FERD 7 T AZRICHFIEL TWAMERDH Y 7,

1

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
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create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
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exit

enter ipv4 2 firepower

set gateway 10.0.

set ip 10.0.0.32 mask 255.255.255.0

exit

0.1

enter ipv4 3 firepower

set gateway 10.0.

set ip 10.0.0.33 mask 255.255.255.0

exit
exit
exit
scope app ftd 6.0.0.837

0.1

accept-license-agreement

exit
commit-buffer

VY — 2

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port
exit
create member-port
exit
exit
enter port-channel 2
set port-type data
enable
create member-port
exit
create member-port
exit
exit
enter port-channel 3

set port-type firepower-eventing

enable
create member-port
exit
create member-port
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port
exit
enter member-port E
exit
exit
enter port-channel 48

set port-type clust
enable
enter member-port E
exit
exit
exit
exit

commit-buffer

Scope ssa

[ Cisco Firepower 4100/9300 FX0S 23(1) CLI 2 > T 4 FaL—S 3> HA K

Ethernetl/1

Ethernetl/2

Ethernetl/3

Ethernetl/4

Ethernetl/5

Ethernetl/6

Ethernet2/1

thernet2/2
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thernet2/3
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enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

HISRA AINDEM
WFED I T AZNDFID 7 T AHF A" EBBINERITES B F9,

Cisco Firepower 4100/9300 FX0S 23(1) CLIa > T s ¥aL—>av A4 K |



HEF AR

. Radware DefensePro M z% &

\}

GE)

ATy T

ATy T2

ATvT3
RTv74

ATy TH

ZOFIECHET HFXOSOFMEIL, HrLny Y —vOEMOATEASNET, 7724~
T T TITA T2 > T D Firepower 9300 (2 LWEY 2 — LA IBNT 5856, £V a—/b
IXHEIIEMSVE S, 7275 L. Firepower Management Center (287 LVNVE Y = — /L &89
HWEDH Y £3, Firepower Management Center O FHE TAF v 7L ET,

48 HHIIZ

o [BX M2 DYATE, Firepower Management Center 705 iV 7 A X A L 3 Z YR 25 M8
BHYET, FrlLna=y MIEZH XD &, Firepower Management Center LD LT
WA RERIPINET,

e AU B =T 2 ZADFREF., LW Y=V TORELHER UL THILENDH Y £,

FIE

BIDY ¥ —2 %7 T AXIZIBIMT 5121, Firepower Threat Defense 7 7 A % OAERL (210 ~X—
V) OFEEBEVELET ROXREXEEOLDELE L TRETDULEODHGEEREE
o ZITROVEAILE, WAV Yy —VIZRUREEHEHALET)

e 2% —3ID (Chassis ID)

EHIPT KL A

Firepower Management Center C, [Devices] > [Device Management] % SR L T/ 5 [Add] > [Add
Device] Z R L T, # LWEELT A 2 2B L £,

[Add] > [Add Cluster] Z 3R L 9,
Koy 72y A NNLEIAED [Master] 7 /34 A& L5,

T ITARIZT TIZEENTVD AL —T NS ZEERLTZGE, BIFED T T A X OL4RINHE
B AJJ 4L, [Slave Devices] AN v 7 ANTBEIRATRE/R T X THORA L —T FHAL ANRKRINE
T, 2SI, EMCIZBIMLEZE v oFiLnwa=y bREENET,

[Add] Z7 V v 7 L, ®IZ [Deployl &7 Vv 7 LET,
T IGARTH LA N EBIMLTHEHFSNET,

=L

Radware DefensePro D% E

Cisco Firepower 4100/9300 > ¥ — 1%, H—7 L — R THEHEOY—E 2 (77 A4 T U+ —),
P—=RX=F 4D DDoS 7 /I r—arigd) P R—-FTEET, o607 7Y r—
vareth—vxiE VT, PR F2— EEKRLET,
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Radware DefensePro [C DLV T .

Radware DefensePro [ZDULYT

BEV—ECASNTWAY—ERAFz—r a7 4 Falb—arTlE, — RKX—7 i@l

@ Radware DefensePro {877 v N 7+ — L% ASA 7 7 A 7 U +—/VDFhi, F 7= Firepower
Threat Defense @ F/ THEITTH L 9124 > A h—/L" TZ £7, RadwareDefensePro |, Firepower
4100/9300 > v — T B — E AW E (DDoS) Dt & FEFIBERE & #2 it~ 2 KVM ~<— 2
ORI TZ ~ N7 4 — LT, Firepower4100/9300 > v — 3 TH—E A F = — U BNFHT2 5
L Ry NT—I 6D NT T 4w 7 IXEE/ ASA F 7213 Firepower Threat Defense 7 7 1 7

U 4 —/WIZE|#ET S RiIIC DefensePro AL 7 v b 7 4 — A& @R T HLERH Y 7,

\)

GE) » Radware DefensePro {4877 ~ b 7 #—AIX. RadwarevDP ({iff DefensePro) . F£ 7213+
UINWAZVDP EMIND T ERH D FT,

« Radware DefensePro i7" T v b 7 — AL, Vo7 Tal—FX LM EINAZ2 650 F
7,

Radware DefensePro D BTIZ &

Radware DefensePro % Firepower 4100/9300 3 v — I/ ZE AT B HEIZ, ete/UTC ¥ A LY —>2T
NTP H— 3% H 3% X 5 12 Firepower4100/9300 ¥ ¥ — > & ARk 9~ 5 L33 & U £7°, Firepower
4100/9300 > v — D HAF & LI DR E DFEMICHONTIEL, HRFORE (106<—) S L
TLTEENY,

Y—EXFz—2DHARS4Y

ETFIL

 Radware DefensePro (VDP) 77 v N 74— A3, ROEX =2V T 4 T 74T 2 ADASA
THR—=FSNTWVET,

* Firepower 9300

* Firepower4120 : Z D75 > N 7 — A TlE, CLI #fH L T Radware DefensePro % &
AT B30 H Y F 9, Firepower Chassis Manager |3, Z O#EEA VA — LT\ E
A,

* Firepower4140 : Z D75 > N7 — A TlE, CLI #fH L T Radware DefensePro % &
AT B3N H Y F 9, Firepower Chassis Manager |3, Z O#EEAZ VA — LTV E
A,

* Firepower 4150

« Radware DefensePro 77 v N 7+ —ALlL, RDOEFX =2V T 1 77T A7 L AD Firepower
Threat Defense TH R — F XL TWET,
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. 22 F7OVDHET/NA X TO Radware DefensePro D& E

* Firepower 9300

* Firepower 4110 : @Bl 7T A X L[AIFICT 2 L— X ZH AT HLERH Y £3, 7
A T TITTHELT SA ARRESNIR T, 7AaL—F e A= T5Z LT
T&EEHA,

* Firepower 4120 : faBl7 /NA A LRIRHZT 2 L— X ZHATHXLERH Y £3, 7T
A T TIZTHBLT SA APRESNIR T, 7L —F e A=V T5T LT
T&EHA,

* Firepower 4140
* Firepower 4150

FOMDAHA K42
e —ERAFz—F, VY—VHNITAZX a7 4 Fal—arTEPR—=FFENT
WEH A, 7277 L. RadwareDefensePro (WDP) 77U — g Uid, ¥ —YWNI T AX
VFUVFDORZ R TRy a7 4 Fal— g VITEATEET,
e DefensePro 7 7 77— a VIR K3IDODEX 2T 4 BT 2a—/LDOEBIOA ALK R
ELTCHEECE £,

AR R7O DR T/IN( X T Radware DefensePro D% E

A K K7 1 ASA %7213 Firepower Threat Defense i H#hT /34 A DRI H D H— D —E R
F = —|C Radware DefensePro % 1 > A b — /L4 5121%. ROFIEICHFENE T,

1R BRI

« VDP A A— % Cisco.com > H & 7> 2 — K LT (Cisco.comMHDA A—V DX 7 a—
K (56 *—) &) | FDA A—T % Firepower 4100/9300 > ¥ — X 7 a— K
L £ (Firepower 4100/9300 3 ¥ —3 ~DiGHET NA AD Y 7 NI =T A A=V DH D
va—FkK (60 N—2) ZHH)

e Radware DefensePro 7 7'V r—> a3 Uid, VY —YWNI TAXZDAH L KT a AR CTE

ATEFES, Vv —YHNIZIFTAEZY 2O TIE, ¥ — 3N T A XD Radware
DefensePro MR E (225 X—) #HML T Z &V,

FIE

ATYFT1 VDPCHIDEHA ¥ —T = A AEMMT2HE1T. WA 7 —T =4 ZADFRE (163 3—
D) WS TA U H—T 2 AEFANIL, TOXA TR mgmt [IZ725 X HICHEL TLIES
W ZOLRWEE, TV =y a VEEA VAT oA AR FTE LT,

ATw T2  AX2 KT v HET ASA £ 721X Firepower Threat Defense i BT /NA A ZER L E T (A4
Y K7 ASA DB (182 _X—3) F/-IZ AKX > 7 1 Firepower Threat Defense 0Bl
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ATvT3

ATvT4

ATv 75

ATvT6

ATy T17

ATvT8

ARV R70OVDHmET/INA X TO Radware DefensePro D& E .

(187 X—) %#Z&M) . Firepower4110 £721341206X =2 V7 4 T T4 T A BIZA A—
VhA VA M= AT LA, REEXZ 2 v T 5HEIIC, vDP % Firepower Threat Defense
A= L EBITA VA M= ANTHMENHD Z EITHERLTIZIN,

X2 VT4 =X E—FEZRBLET,

Firepower# scope ssa

Radware vDP A A% L A& AE L £ 7,

Firepower /ssa # scope slot slot_id

Firepower /ssa/slot # create app-instance vdp

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot/* # exit

REZXAIy NLET,

commit-buffer

X2 UT 4 FEV2—ADVDP OREL TRV a = T HMHERLET,

Firepower /ssa # show app-instance

Firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Cluster

State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not
Applicable None
vdp 1 Disabled Installing 8.10.01.16-5 Not

Applicable None

(AFvary) $PR—FSNTOVLHMARERY Y =X Tn 7 7 A NV aFRLET,
Firepower /ssa/app # show app-resource-profile

1 :

Firepower /ssa/app # show app-resource-profile

Profile Name Security Model Number of Cores RAM Size (MB) Default Profile

DEFAULT-4110-RESOURCE FPR4K-SM-12 4 16384 Yes

DEFAULT-RESOURCE FPR9K-SM-56, FPRO9K-SM-44, FPRO9K-SM-36, FPRY9K-SM-24, FPR4K-SM-44,

FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes

VDP-10-CORES FPRY9K-SM-56, FPROK-SM-44, FPRY9K-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36,
FPR4K-SM-24

10 40960 No

VDP-2-CORES all 2 8192 No

VDP-4-CORES all 4 16384 No

VDP-8-CORES FPROK-SM-56, FPR9K-SM-44, FPRO9K-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36,
FPR4K-SM-24

8 32768 No

(A7 ay) BIOFEOHEHAFGER T 77 A NAD1IOFFEHA LT, VY—A T 77 AL
ERELET,
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ATvT9

ATy 710

ATvIN

ATvT12

a) #fEZATy M1IZLET

Firepower /ssa*# scope slot 1
b) DefensePro 7 7V r—>a s A LV AX L A AT LET,
Firepower /ssa/slot* # enter app-instance vdp
Q) TV r—var A VAL AERMILET,
Firepower /ssa/slot/app-instance* # enable
d) VV—=ATaT77A4VERELET,
Firepower /ssa/slot/app-instance* # set resource-profile-name resource_profile name
e) WEZ2I Y MLET,
Firepower /ssa/slot/app-instance* # commit-buffer
VDP 77V r—>a VAV T A IREBIZ IR o T2, WELT NA AT 7B A LET,

Firepower /ssa # scope logical-device device name

VDPIZHEBEA =T = A ZZKID B TET, @ET A ZADOEDLFE YRS o F—T = A
AT, MOA v Z—T oA ZAZIHATHZEHTEET,
Firepower /ssa/logical-device # enter external-port-link nameinterface id vdp
Firepower /ssa/logical-device/external-port-link™* # exit
VDP DHEREHLA L H —T = f AREEFHELET,
a) 7= bhANT T ATV FEERLET,
Firepower /ssa/logical-device* # create mgmt-bootstrap vdp
b) EEHIPT FLAZRELET,
Firepower /ssa/logical-device/mgmt-bootstrap* #create ipv4 slot _id default
) Y= hUxA T RLVAEZRELET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set gateway gateway address
d) IPT7T RLARESRAZEFHELET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* #set ip ip_address mask network _mask
e) BHIPHREARAA—TEKTLET,
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #exit
f) EHT—FMAFT v TREAI-TEKTLET,

Firepower /ssa/logical-device/mgmt-bootstrap* #exit

ASA F 7213 Firepower Threat Defense 7 2 — DRI vDP #BliET 57 — X A VX —T = A A%
e L £7,

Firepower /ssa/logical-device* # scope external-port-link name
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ATy 713

ATy 714

ATvT15

v — A5 S5 X4 D Radware DefensePro D% E .

show external-port-link =~ > RZ AN LT, £ v F—T oA AAERRLET,

ST A 2|2 VDP B L ET,

Firepower /ssa/logical-device/external-port-link* # set decorator vdp

VDP Z T2 A4 v Z—T oA A LICFEEA B IRL £,

Y= RR=T 4 DT TV r—va P F—T oA ATRESNTND Z & EMERLET,
Firepower /ssa/logical-device/external-port-link™* # show detail

% -

Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1
App Name: ftd
Description:
Link Decorator: vdp

BREEZ2I v FLET,

commit-buffer

RDBERY

DefensePro 7 7'V r—32a VO/RAU—REHRELET, "AT—RERETDHETIE, 77
Vir—2 g i3d vy o4 026702 LIZEE L TL &V, FEMIZ DUV TIE, cisco.com
IZHE & TV % [Radware DefensePro DDoS Mitigation User Guide] &/ L T 72 &0,

> ¥ —2 WY S5 X4 D Radware DefensePro D% E

)

GE)

P—bE X Fz—F, V¥ —YHNIZTARAE a7 4 Fal—a TP R—FENTWE
A, 7272 L. RadwareDefensePro 7 7'V r— g id, ¥ —I NI TAHX O F U ADAH
VERTury ary7 4 Xalb— g SEATEET,

1R BHHIIZ

* vDP A A—% CiscocomMH X 7 — KL T (CiscocomMHDA A= DH 7 m—
K (56 =) #&M) | EDOA A—T% Firepower 4100/9300 ¥ ¥ — NI X 7 va— R
L E3 (Firepower 4100/9300 ¥ ¥ — ~OfaET NA ADY 7 NT =T 4 A—=T DX
yua—FK (60 2—V) &)
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. ¥ —< MY 5 X2 D Radware DefensePro M % E

&M

ATvT2

ATvT3

ATvT4

ATvTh

ATvT6

FIE

VvDP THIDEBEA » Z—T = A AT 2HE1E, WA =T = A ZDOHRE (163 ~—
D) NS TA A —T oA RAE{NIL, ZOFA TR mgmt 12725 L HICHELTLILEES
W, EHILBWEAE, TV r—va VEBA V=T oA AE A TEET,

ASA v —Y NI T A% (ASA 7 7 A ZDIERL (202 ~—) Z&M) | E721% Firepower
Threat Defense 3 v — W~ 7 A% (Firepower Threat Defense 7 7 A % OEL (210 *—) %
ZH) ZRELET,

HNES (74T > MMl R— k% Radware DefensePro T7 =2 L— k L £,

enter external-port-link name interface name { asa | ftd }

set decorator vdp

set description """

exit

IR S ZADHNBE I AR — M EFID M TET,

enter external-port-link { mgmt asa | mgmt fid } interface id { asa | ftd }
set decorator """

set description """

exit

DefensePro DM EBLAR— M Z2EID Y TE,
enter external-port-link mgmt_vdp interface name { asa | ftd }
set decorator """

set description """

(A7 vay) FR=-FESNTOLFMARERYY Y —RX a7 7 A NV E2FIRLET,
Firepower /ssa/app # show app-resource-profile

51 :

Firepower /ssa/app # show app-resource-profile

Profile Name Security Model Number of Cores RAM Size (MB) Default Profile
DEFAULT-4110-RESOURCE FPR4K-SM-12 4 16384 Yes

DEFAULT-RESOURCE FPRO9K-SM-56, FPRO9K-SM-44, FPR9K-SM-36, FPR9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes

VDP-10-CORES FPR9K-SM-56, FPRO9K-SM-44, FPRO9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36,
FPR4K-SM-24

10 40960 No

VDP-2-CORES all 2 8192 No

VDP-4-CORES all 4 16384 No

VDP-8-CORES FPRY9K-SM-56, FPRY9K-SM-44, FPRY9K-SM-36, FPRY9K-SM-24, FPR4K-SM-44, FPR4K-SM-36,
FPR4K-SM-24

8 32768 No
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ATy T17

ATvT8

ATvT9

v — A5 S5 X4 D Radware DefensePro D% E .

(A7 ay) BIOFIEOERGERTe 7 7 A NLD12EFEHLT, VY —ATa7r7 AL
PHRELET,
G¥) COEFEaIy T 5HE, FXOS v —VNHEREN L E1,

a) #pHEAT Y M 1IZLET,

Firepower /ssa*# scope slot 1
b) DefensePro 7 7V r—a v f VAKX AE AT LET,
Firepower /ssa/slot* # enter app-instance vdp
) TV r—var AVAX AN LET,
Firepower /ssa/slot/app-instance* # enable
d VY—AT7m77 A VERELET,
Firepower /ssa/slot/app-instance* # set resource-profile-name resource_profile name
) WMEXAI Y FLET,

Firepower /ssa/slot/app-instance* # commit-buffer

7 TAL R—=h FYrNVEeRELET,

enter external-port-link port-channel48 Port-channel48 { asa | fid }
set decorator """

set description """

exit

DefensePro @ 3 DD T X TCDOA LV AZ L ADERT — AT v B HRELET,
enter mgmt-bootstrap vdp
enter ipv4 slot _id default
set gateway gateway _address
set ip ip_address mask network_mask
exit
i
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0

exit

enter ipv4 3 default
set gateway 172.16.0.1
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. v —L RS S5 X452 D Radware DefensePro MDE%E

ATv 710

ATvINn

ATvT12

ATv 713

ATv 714

ATvT15

ATv 716

ATv 11

ATy 718

ATv 719

set ip 172.16.4.221 mask 255.255.0.0
exit

BT —RA NI v TREARATI—TEEKT LET,

exit

VAKX — T L— K E®DDefensePro 7 7 r—ra v A VAKX ABATILET,
connect module s/ot console

connect vdp

VAH—TL—RT, BEHIPEZXRELET,

device clustering management-channel ip

AIDAT v 7 CTHRLIZIPZHEHAL T, ~AX—IPE2RTELET,

device clustering master set management-channel ip

7T AL BFMELET,

device clustering state set enable

TV r—vary aryy—EE T LTFX0S €Y a2 —/LCLIIZKEYD £7°,
Ctrl |
AT w710, 12, 13, 14Z8VIELTAT v 71l THRLIEYAX—IPEHEL, &7 L —
K77 ’7—‘/3 N /1’/2&/2 LTy 72X Ea9LLET,
HEEAIY FLET,
commit-buffer
GE) ZDOFNEEET Lz, DefensePro A » AX VAN T AZIZERESNTNAEMNE D
MEMERT HVLERNHY T,
DefensePro 7 7 U 77— g DT RTR T FTRAZIZHBMLTNDEZ L 2R LET,
device cluster show
LT OWT D 5T, lprimary] & [secondary] @ DefensePro A A ¥ L AN ELTH
LR LET,

a) DefensePro A > A X  AD#iPH A FEE L, DefensePro D7 7'V r—3 a v EMEDH % FIR
LET,

scope ssa
scope slot slot_number
scope app-instance vdp
show app-attri

b) Auv vy FOFIFHZEE L. DefensePro f » AX LV ADFMAERRLET, ZOT7 Tu—F
TiE. Avy M EOFREET NA AL VDP W FOT 7V r—a v A AR AERPE
RENET,
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v — A5 S5 X4 D Radware DefensePro D% E .

scope ssa
scope slot_number

show app-instance expand detail

DefensePro 7 7 U 7 —3a VR AL TA L TH T T AKX IR TOARWEAIL., CLIIZKRD &
HNTERRENET,

App Attribute:
App Attribute Key: cluster-role
Value: unknown

Z @ Tunknown| fENFERINTZHEIEL, vDP 7 7 A X Z{ERKT B 72912, DefensePro 77V
= a B AL T AL —IPT RLAZRETDHDVNERDH Y 7,

DefensePro 7 /U 7r— a U A T A T T A SN TWDEEIE. CLIIKRD L H i
FrRINET,

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

il

scope ssa
enter logical-device 1d asa "1,2,3" clustered

enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipvé 2010::134 prefix-length 64

exit

enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""

exit

enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description ""

exit

enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description ""

exit

enter external-port-link mgmt vdp Ethernetl/1l vdp
set decorator ""
set description ""

exit

enter external-port-link port-channel48 Port-channel48 asa
set decorator ""
set description ""

Cisco Firepower 4100/9300 FX0S 23(1) CLIa > T s ¥aL—>av A4 K |



wETNIZ |
B uopce K— F >+ — T & vDP Web —E 2 DAL

exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

RDEZRY

DefensePro 7 7' U 77— a VD/RATV—REFRELET, WAU—REHRETDHETIE, 77
Vor—a it o4 026702 EIZEB LT EEV, 3DV TiE, cisco.com
WICHE STV 5 [Radware DefensePro DDoS Mitigation User Guidel] % & L T< 72 &0,

UDP/TCP ;R— DA —T > & vDP Web —E XD EMIE

Radware APSolute Vision Manager f > % —7 = A Ald, X F X F/2 UDP/TCP R— hZEH LT
Radware vDP O 7 7'V r— 3 il LET, vDP D7 7'U r—3 3 > 7% APSolute Vision
Manager L BET D7D, TNOHDR— BT 7 EARETHY 77 A4 T V4 —MIE-T
Tyl SRRNZ EEHEELET, AT T AREDR— FOFEMIZ OV T, APSolute
Vision = —H% A RORDEESHE LTI ZI0,

* Ports for APSolute Vision Server-WBM Communication and Operating System

« Communication Ports for APSolute Vision Server with Radware Devices

Radware APSolute Vision T FXOS ¥ ¥ — Y MNIZHECE X415 Virtual DefensePro 7 7° Y 7r—373 &
ZEG 572012, FXOS CLI 2 L C vDP Web Y —E A2 H RN T HLENH D £9°,

FIE

ATv7F1 FXOSCLI 225, vDP DT TV rr—ya v f U AX L AR LET,

connect module s/ot console
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ATy T2

ATvT3

wE7 2052 [

connect vdp

vDP Web — ¥ 2 & H4ML L £ 9,

manage secure-web status set enable

VvDP 7 U r—varday—L%u#T7 L TFX0S €Y a2—/L CLIWCREY £,
Ctrl ]

RIETNAADEHE

TS AEYIEEL, ASAZ FT LUV ART LY N B— RIZEHBL, f ¥ —T A A 2
T4 ¥Xa2lb—varaBE L, BHEORET A, AT X 27 #FTTxET,

TI)r— 3000y —)LADER

ATy T

ATy T2

WDOFENEIHe->TT T r—arpayy—VlEs LET,

FIE

EYa—/L CLLICHERE L £77,

connect module slot number console

BEOEX2 VT 4 FEV2a—LVEYR—RMLR2WT NS ADEX2 VT 4 = DUl T
DITVE, T slot_number & LT1 Z2EHLET,

i

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

TV —varoaryy— VIR LET, T A0 Ra~v s REASLET,
connect asa
connect ftd

connect vdp name

51 -
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Firepower-modulel> connect asa

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

Firepower-modulel> connect ftd

Connecting to ftd(ftd-native) console... enter exit to return to bootCLI
>

ATYT3 77V r—vary ary— & ETLTFX0S €Y a—/LCLLIZBE L ET,
« ASA : Ctrl-a,d & A7)
«FTD : Ctrl-a,d & A JJ

«vDP : Ctrl-],. & A7y
KNG TNy a—F 4 T DFEDIZFXOS TV 2—/LdD CLI 2FEHTA8453H 0 7,

AFw T8 FXOS CLI D A—34 H LAYULIZEREY 3,
a) ~E AT
Telnet 7 7"V r— a3 A0 EDY £9,

b) Telnet 77U r—va e 7951203, REANLET,

telnet>quit

1

WIZ, BXF 2V T 1 Y 2—/L 1D ASA IZHEE L TH 5. FXOS CLI D Z— 2331
LAYUIZER DB R L ET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#
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IR T /N1 ADHEIRR

ATy T

ATy T2

ATvT3

ATv74

ATy TH

ATvT6

FIE

¥l T4 b=t R E— REFBLET,
Firepower# scope ssa

V=¥ LORRET AN, ADFME TR LET,
Firepower /ssa # show logical-device

HIBRT DRMEET A AT &I, Woa~<y Fe ANJLET,

Firepower /ssa # delete logical-device device name

w7 g 208k ]

BTN ZNWZA VA RV ENTWAT F Y r— g VOFEREFERLET,

Firepower /ssa # show app-instance

HIbRT 27 7Y r—ra 28, ROavr REATTLET,
a) Firepower /ssa # scope slot slot_number

b) Firepower /ssa/slot # delete app-instance application_name

c) Firepower /ssa/slot # exit

HEEaAIY FLET,
commit-buffer

Koo a v AFAOREICaI Y FLET,

1

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Operational State

FTD 1,2,3 Clustered Ok
Firepower /ssa # delete logical-device FTD
Firepower /ssa* # show app-instance
Application Name Slot ID Admin State Operational State
Startup Version Cluster Oper State

ftd 1 Disabled Stopping
6.0.0.837 Not Applicable

ftd 2 Disabled Offline
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available
6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1
Firepower /ssa/slot # delete app-instance ftd

Template Name

6.0.0.837

6.0.0.837
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Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

HEF AR

BRETNA RIZEEMTONATWVEWNWTZ T S—S 304 VD REF VR

D HIIFR

ATy T
ATy T2

ATvT3

ATvT4

BT RS ABHIBRT D L. FORBT AL AT TV r—a VREDHIRT 20 E 9 0»n
ZNRONFET, 77V r—raRELZHIBRLRWEA, TOT TV r—va AV AX A
DHIBRSNADET, BT 7V r—va s wEH L GREET N, AZERTHZ LT TEEH
o BX2 VT 4 BD 22— W2 VU DGRBLT NA A LT TIZREEA T LT 0nGAITR,
TIVr—vay A AR AEFIRT 5720 FTOFIEEZM#HTE £,

FIE

X2 VT4 —ERE— REBEBELET,

Firepower# scope ssa

AVAN=WERT TN r—va COFEMEFR R LET,
Firepower /ssa # show app-instance

HIBR 427 7V r—va 2Lz, koa~vr FEANJLET,
a) Firepower /ssa # scope slot slot number

b) Firepower /ssa/slot # delete app-instance application_name
c) Firepower /ssa/slot # exit

HEEaIY FLET,
commit-buffer

KNS rsarvE2 AT AOEREEICaIy NLET,

1

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State
Startup Version Cluster Oper State

ftd 1 Disabled Stopping
6.0.0.837 Not Applicable
ftd 2 Disabled Offline
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ASAD FSVARTFLY M T7AT24—IL E—FADERE .

6.0.0.837 Not Applicable
ftd 3 Disabled Not Available
6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

ASAD S UVARTZLUN D747 94—IL E—FADER

ATy T

ATvT2

ATvT3

ATy T4

Firepower 4100/9300 ¥ —> D/ —7 > K 77 A T U4 —/L F— K ASA DA% EATEE
Ty ASAZ FF U ART LU N 77 AT U —/LE— FIZEET L1201, PIHBEALZ5ET L,
ASACLINTZ 7 A 7 U4 — )V E—REELLET, AX L RTRVASADLEE, 7747
VoA —LE— REERTDHERENPHEEIND =D, Firepower4100/9300 ¥ ¥ — VDX E %
FEALT, 7= MR Ny TREXEETLLERHY £7, ASAIZNF AT L |
EF—FROFEET, 77— bALNT v TREDKE LIRIBICR>TWET, 77 AFX{LASA D
A, REFMHESNZWED, FXOSH 7 — AN v 7RELFEAT HILEIIH Y F
A,

FIE

TV r—varnay ) —~OE (231 %—) IIifE- T, ASA = Y — VT L E
T, VITAZDYE, T4~ 2=y MR LET, 72— A —N"—XTOHE. T
TT 47 2=y MIEHRELET,

a7 4 X2l —varyE—KRICAD ET,

enable

configure terminal

FITH N T, A F—T I RNAT— RFZEHTT,
T7AT U=V E—RE T AT L MTRELET,
firewall transparent

REZHRFLET,

write memory

I TALELNLT 2= VA== XTOLE, TOREITENZY 2=y MRS E
B

asa(config)# firewall transparent

asa(config)# write memory

Building configuration...

Cryptochecksum: 9f831dfb 60dffa8c 1d939884 74735b69
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. Firepower Threat Defense SRiIET /N1 ADA VA —T 24 ADER

3791 bytes copied in 0.160 secs

[CK]

asa (config) #

Beginning configuration replication to Slave unit-1-2
End Configuration Replication to slave.

asa (config) #

AT 75 Firepower Chassis Manager ® [Logical Devices] ~X—"C, [Edit] 74 2> %27 U v 27 L CASA %
L £7,

[Provisioning] N— YV BERRINFET,

ATvT6 T/\4X0)74ﬂ/7£’7 Uo7 LT, 7= MA NI v TRELZRELET, REDHEEZER
L. [OK]ZZ VU yZ7 LET,
D7t 1 DOO7 4 —/0 K ([Password] 7  —/L R72 E) ODEEZEET HMENH Y £7,

T—=FA Ty TREOERICHT 2EENFRENET, [Yes] &7 Vv LET,

ATYTT ASA ICREZFHENT AL, [RestartNow] #27 U v 7 LET, Y —Y M7 7 AZ £721%
7;~wﬁ~h~m7@ﬁA\%yy~y?x%y73~7%ﬁwﬁLT7~%XF7/7“
ExEFEALET,

VX=XV T 4 Y a— AN n— L, ASA DNHEBRET S £ TEOED £,
ASAIL, TNTT7— A NI o TEREDPEETLILOCRVETE, PT AT L R E—
Ko £ CT1,

Firepower Threat Defense RIET /N1 ADA V3 —T 1A ADERE

Firepower Threat Defense i #E7 /N4 A TlX, A X —7 = A AOEY Y TOHE Y Y4 THERR, %
1THZENRTEET, £Dk, Firepower Management Center T ¥ — 7 = A AREZ R T
TET

1R BRI

e WFRA L H—T 2 A ZADOFRE (163 *—) B L OEtherChannel (ZAR— k F ¥ %IL) DB
m (165 2—) [Z->T, A v Z—T7 = A A% #E L. EtherChannel 23BN L £9°,

FRERT S A AN B A 5 27, 7> Firepower Management Center C O [RI#] & M5 & &9
12, BV 2T 572 EtherChannel D A 28— » FEfRETE £,

TTICED B THNTWAA »H —T7 = A A% EtherChannel |2 BT 31213 (72 & 213

T 7NN TIETRCOAS VA —T 2 A AN TAZZED Y THRET) | iﬁmﬁv
WA ANBA B —T 2 A ZADFNY Y TEMERR L, KIZ EtherChannel |24 % —7 = A A
ZIBINTAHMLENRH Y 9, F L EtherChannel D334, 7 /34 A2 EtherChannel %% V)
WTHZENTEET,
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ASARET A 21 v —T 14 20EE [

« 7T AL v Rem Al AYED =%, Firepower Management Center Cr¥ iE % [F1H# 9" 2 B2,

TRTODL=y N TA U H—T oA AZBMELITHIRL TS Z L 2R LTS
Wy RANCAL—=T | AZ N, 2=y N CA U E—T 2 A AEEELTNDH, Y AX—
I T7T7 47 2=y NCEETAHZZLaBEIOLET, HiLWA ¥ —T =1 XTEH L
A LTIREETIEMEND 2D, AV —T 2 A AF=F ) U P ICEBZ RTE RN
LITHEE LT EE N,

FIE

ATYT1 EXa U7 =R E—REHBLET,
Firepower# scope ssa

RTYT2 BTN AEfELET,
Firepower /ssa # scope logical-device device name

ATV T3 BT NA AN A v E—T oA ADEND Y TEMERLET,
Firepower /ssa/logical-device # delete external-port-link name

show external-port-link =~ > RZ AN LT, £ v F—T oA A ERKRLET,
ATV T8 GRET A, ATH LA V=T = A AZEID G TET,

Firepower /ssa/logical-device* # create external-port-link name interface_id ftd
ATvTS ZEEZIIY FLET,

commit-buffer

KoY I a2y AT AOREIZI Yy PLET,
AT 76 Firepower Management Center |21 7 A > L7,

AT 71 [Devices] > [Device Management] DJEIZER L, FTD 731 ADRET A 2 (&) 27V v
7 L¥ET, [Interfaces] ¥ 7T 7 4/ b CEIREINTHET,

AT 78 [Interfaces] ¥ 7 D/E 1123 5 [Sync Interfaces from device] "% > %27 U v 7 LE7,
AT9F9 [Save] 7 Vv 7 LET,

AT, [Deploy] %27 U7 LTHIVYBTHNTWAET NS RIARY v —%REATEET, &
HEERATLIET, ARITANTIEHY THA,

ASAERIEBTNAADA VA —T 1A ADER

ASAZGHEIT NA 2 ClL, BHA L H—T oA ZAOED YT, B0 YL CHEE. FHITExkRs
1THZ2LNTEET, ASDMIE, LA U H—T = A AZHBIICHE L £,
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HEF AR

B ssaswmsrz01o8—7120%E

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

1R BHHEIIZ

e P A L H—T 2 A ZADOFRE (163 _X—) B L OEtherChannel (FAR— k F ¥ %/L) DB
m (165 2—) IZito T, A X —T = A A%Z#HE L. EtherChannel ZEMML £,

FRFLT A R E B 2 T, B BT 57z EtherChannel D X X —3 w T HFRET
=%,

FTTIZHEID S THNTWD A ¥ —T7 = A A% EtherChannel IZIBMNT 5 121% (72 & 20X,
FI7 NV R TIETRTCDOAS LV H =T =2 ANT TAXIZED Y TOHNET) | TTwmET
WA ZAMBA B =T 2 A4 ZAOEID Y THMEER L, RIZ EtherChannel (ZA & % —7 = A &
PIEINTHMENRH Y £, FH L EtherChannel D354, 7 234 A|Z EtherChannel %% V)
WMTHZENTEET,

FXOSTHEID Y TohNIA X —T = A AZHIRTHE (T xiX, Xy NU—27 FVa—
JVOHEIER, EtherChannel DHIFE, F7-13EI0 Y Toni=A ¥ —7 = A AD EtherChannel
~OFED Y TRE) | BERPFHEAITIZENTEDHE I, ASARETIHILDa~v
ROMEEFENET, BENOA L F—T oA Z5HIRT 5 L IREVEER B ATREMEN
HYFET, ASAOS DEHWA U H—T = A ARTITFETHIFRTX £,

JITAE VU TERRT = — VA —"—%BIT 50, TXTDOx2=y h DA F—
T oA ZAOHIREHRLET, BRINICAL—T/AZ LA, 2=y hTCA L E—T oA A
EEELTHD, SAX—/T VT 47 2=y NCEHETLHZ 2RO LET, HrLL
AH—T oA AFEREX T LEERETENSND 2O, AV F—T 2 A AE=H
VIR RIELER A,

FIE

X2 VT =X ET—RERBLET,

Firepower# scope ssa

FERT N 2 EfRE L ET,

Firepower /ssa # scope logical-device device name

WHLT S ANDA VA —T oA ADEID YT EMHRLET,

Firepower /ssa/logical-device # delete external-port-link name

show external-port-link =~> RZ A/ LT, £ X —T oA ALEFRrLET,

BHA U H—T 2 A ADEE, HILWEIRA VX —T oA A& BINT R0, BEOA ¥ —
7 A4 ZAZHIE L. commit-buffer 2~ REEHALCLEEL2=I v FLET,

BT AN R LA v H—T = A%FID B TET,
Firepower /ssa/logical-device* # create external-port-link name interface_id asa
MEZ2IY PLET,

commit-buffer
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wE7rirzox=2u>5 |

NGB ryarvE2 AT AOEREEICaIy NLET,

WMIEBETNARADE=R) Y

show app
EHATREZR A A=V 2 RN LET,

Firepower# scope ssa
Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
vdp 8.13.01.09-2 radware vm Application Yes

show app-instance

TV r—vary A VAR A AT —H AEFRLET,

Firepower# scope ssa

Firepower /ssa # show app-instance

App Name Slot ID Admin State Oper State Running Version Startup Version
Cluster State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62
Not Applicable None
vdp 1 Disabled Installing 8.10.01.16-5

Not Applicable None

show logical-device

AL T NA ZDFEM A RN L E T,

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:

Name Description Slot ID Mode Oper State Template
Name

asal 1 Standalone Ok asa

show app-resource-profile

VDP DY YV —A T 7 7 A VEeFrLET,

Firepower# scope ssa
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HEF AR

B v moszxs5u 06

Firepower /ssa # scope app vdp 8.13.01.09-2

Firepower /ssa/app # show app-resource-profile

Profile Name Security Model CPU Logical Core Count RAM Size (MB)
Default Profile

DEFAULT-4110-RESOURCE FPR4K-SM-12 4 16384 Yes
DEFAULT-RESOURCE FPR9K-SM-56, FPRY9K-SM-44, FPRO9K-SM-36, FPR9K-SM-24,
FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes
VDP-10-CORES FPR9K-SM-56, FPRY9K-SM-44, FPRO9K-SM-36, FPR9K-SM-24,
FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No
VDP-2-CORES all 2 8192 No
VDP-4-CORES all 4 16384 No
VDP-8-CORES FPR9K-SM-56, FPRY9K-SM-44, FPRO9K-SM-36, FPR9K-SM-24,
FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

8 32768 No

YA MEO SRR DT D

ROPITIEIYR—hShD 7 TAZOHEANEZRLET,

A/\> K EtherChannel F5 VAXR7 LV b E—F /—XYOX Y4

el D45

WOFITIE, WEL—Z LA — 2 ORICEE SN (/=AY T RFHEA) 2207 —4 &
VE—DENENUI2 DDI FAE AUARNHLGEERLET, 7T AHZ A NE, DCI
BEOZ I AZEE) o712k > THRSNTOWET, HI A FDT T 2Z AT, NEE
JOSNERD A% K EtherChannels Z i L Ca— /L A A » FIZ#ki LE 7, 4 EtherChannel
. 79 RAFHNDTRTOY v —UNZ AR ENET,

BT =LA —DNEIN—Z LEAERL—2IZOSPF 2 L, F T AT L | ASA %
Wil LET, MAC IR, —FXDIP LTI TCONL—F T—ETYT, DCLIZHT A I

N—FEEINHBTHZLIZED, FFEDOYA FTTRTDI TAL AUNNRZ T LIRWR
D, N7 4 w738 T —Fer X —NICHERRSNE T, 7 7 2 X BIEFE O & HEFFT
L7128, ASA @R T A A hD— NI, & A FTRICT U v I A—T7%8Er %
VERHYET, 120V A FOTRTDT TAZ AUNIEERRELESA, T 74>
JINEEN—Z N5 DCIRERTHDY A FD 7 T AKX AN ZELNET,

B A NDAAL v FOEEZIZ. WOLDEEDAHI LN TEXET,

e A REIVSSWPC : ZDOTF U AT, 7—F B F—1IZI DAL vTF%HA LA N—
N, T=HB X =2I0DAL v F A A —=NVLET, |DOF T ar b LT,
BT =LV A =D TAHF 2=y MNIa—h)L AL v FEIFIHHRH L. VSSWPC kT
74 v 7IEDCI AR LET, TG, 0l A LSS T —F 2 =Tkt
LCua—b ViR SnEd, 7Y ar e LT, DCIBENR N T 7 4 v 7 BENFLT
%A, 2=y FEDCIIRE TR T DAL v F IR TEET, Z0HA, N T 74>
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| #®ETR1R

2% K EtherChannel k5 Y ZRFLY k E—K4—2 koz 2 k44 rE0H ]

TIIEEOT —F v Z—2h
TO

ShDT720,

DCI % FEFIZR T D T2 OIZIFEARAIR T

e &V A bDOBE—HLVSSVPC : AA v FOILEMEZ®EDDHITIL, VA M2 ODR %
VSSWPC X7 %A VA R—NAT&Ed, ZOHE, /7 I7AX 2=y MNI, iFOoe—%
N ZA  FIEFICHER SN =T — 22— 1D vy —3BLOI LD —H )L AL v
FIER SN 2T — 28 X —2 DY v — 3 & T A/ N EtherChannel %/ L £ 923,
A% R EtherChannel 1ZEAMIZ [438f) LCWET, £r—H4/L VSSNPC IX, A/

R EtherChannel % %1 k & — % /L® EtherChannel & L T

¢

Houie_[_._____________ —

-
/( \‘_“J-ﬁgher cost route

(,_—_/’ i

Internet 1,'

ek L E 9

\\_\__j_/

Spanned
EtherChannel

—__Router

——
. i B
Higher cost route —f ‘\

[ %@:ﬂ

Data Center
Interconnect

==

i

SA3
~
|

f\
B

Higher cost route

Spanned
EtherChannel

Router

Higher cost route

Router

Data Center 1

Data Center 2

A /\> K EtherChannel FS5 2V AXR7LU N E—FA—XFJTRF

A ~E DA

WOFITIE, VA FOF— b= =2 L 200Ny NTI—2 (TTVr—va
Fy hU—27 L DB Xy hU—7) BIICEESNTE ({—ARTU A MEA) 2507 —%%&
VE—DENENUI2 DDI TAZ AUNBHLGGERLET, 7T AZ A 3\E DCI
BEHDZ T ALZEHY v 712k > TSN TWET, VA bDr T2 AT, NEE
SN OT S r—var xy NU—27 EDBR Y U —7 O FIZ A, K EtherChannels
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RETACZ |

B = < FEtherchannel F5 VAT LU R E— KA —R kYR kA FRAOH

EHEAL T —V AL v F I8k LE T, % EtherChannel (X, 7 7 AXNOTXTDOY ¥ —
NZANRENET,

BV A DT =T = A L—H X, HSRP72 ¥ D FHRP ZfiH L C, &% 1 b TR Ui
BMACTY RL R EIPT RLAZRMELET, THHELMACT RLADT T v v 7 & kET
% 7= OIZHESE S 31U CU D 5 151E mac-address-table static outside_interface mac_address 21~ > K
EHEHALC, Y= b xAd L—FDOEEDOMACT KL A% ASAMAC 7 KL A T—7W|Z
BT LT, Zhooz FUBRRWE A N1DOF—F T =ABNHF A F2D
T—=hUxzA LBETLILEIC, TEONT T 4 v 7N ASA ZBIBL T, WEA v Z—7 A
AMBHA R 2ZEEL LD & LT, BENBET HARRERH Y £9, 7 —H VLAN I,

F—=—=b A FT U AR= ML (OTV) (F7IZRBEO S D) ZEH L THA IS
EBEnET, NTF 749 B T2 V=X TTHILGEICNT 7 4 v 71N DCl i@
WL THOV A MIEESNRNEIITTDHITE, 74 VZEBNMTH520ERHY E7, 1
OV A NDOF =R T = A —EPEERREIC RS> T25E6. b T 7 4 v 7MY A hOF— |k
VA ICEEIND LT 4 VE EHIBRT DLENDH Y £,

/___/"“\
l Imernetwj
7\-__/_'/)\

Gateway Router:
-~ Virtual MACs and IPs
Ny (FHRP)

. Gateway Router:
Virtual MACs and IPs
(FHRP)

Spanned EtherChannel DB NW

Spanned FtherChannel

I I
IE I &

. . ASA Cluster -@-
OF 2
ASA1. - Es===m ASA2 ASA3 ASA4
‘| Cluster
Control |
I Spanned EtherChannel 1

Spanned EtherChannel

Data Center
Interconnect

olf o o)

App NW

Switch

\‘\Jprhf.wrg,/ App NW

Switch

400783

Data Center 1

Data Center 2

vPC/VSS 47> 3 22\ TiL, A% K EtherChannel 7 AT L > b £— K J —AH

7 A A REOB (240 X—) B L T &,
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BT /N ADERE

we7r 1 20BE [

HaE

Y

IS5y b Tr—b Y Y—R

HEEEHR

Firepower 4100/9300 > ¥ — 3 [0 ASA
DY A MHZ T A2 Y T DU

2.1(1)

ASA7 FAZZRHT D &, T ER
@ Firepower 4100/9300 > ¥ — > D WA
MID ZF%ETE ET, LAENEL, ASA
TSV —vaNTHA FID &7%
ETHHLENRDY £ L, ZDOHERE
(& D PR A I 0 £,
ASA KN TH A M ID ZRET D Z
LIITERNIEICERLTLES
W, Flo, VA Nz TRAEZY T L
DOHMPNEZE D D202, EME L X
74— AT 2B HOSERE
FN D ASA9.7(1) B L VFXOS 2.1.1
T w77 —RT5Z L et &
R

set site-id 2~ FWNEFEINE L=

6 ODFIDEY 2a—/LDO v — M7
FAEY T

2.1(1)

FIDDOY ¥ — M7 AKX T
M TcEET, IwK6ODDY ¥ —IT
BR6ODDED 2a—NEEHHI LN
TEET,

Firepower 9300 ® FTD THO ¥ ¥ — W
I ABEY T HR— |

1.1.4

Firepower 9300 78 FTD 7 'V r— =3
PTCUX—INITAEY T EY
R—=FT DXV ELT,

WDa~ RREASIILE LT, enter
mgmt-bootstrap ftd. enter
bootstrap-key

FIREPOWER MANAGER IP. enter

bootstrap-key FIREWALL MODE,
enter bootstrap-key-secret

REGISTRATION_KEY. enter
bootstrap-key-secret PASSWORD .,
enter bootstrap-key FQDN. enter
bootstrap-key DNS_SERVERS. enter
bootstrap-key SEARCH_DOMAINS.
enter ipv4 firepower. enter ipvé
firepower. set value. set gateway. set
ip. accept-license-agreement
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B s=7 11 zomE

HEF AR

HaE

iy

TS5y R Th—bY—R

HEEEHR

6 ODASATF 22— )LD v — 7
FGARY T

1.1.3

ASAD Y v — 7 T RE Y TIRE
BHEhE L, ‘K620 ¥ —iC
BRKO6DDEY 2 —LEEHDHI LN
TEET,

CiscoASA DY ¥ —V NI FAK Y v
e

1.1.1

Firepower 9300 ¥ % — IND T D
ASAEF=2UT 4 EV2a—NETT
AZTEDLLDITRDE LT,

enter cluster-bootstrap. enter
logical-device clustered. set chassis-id.
setipv4 gateway. setipv4 pool. setipv6
gateway. setipv6 pool. set key. set
mode spanned-etherchannel. set
port-type cluster. set service-type. set
virtual ipv4. set virtual ipv6 =~ >

FEALELE
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5 12 =

ttXxaTo ®EDA-IIITOOUEE

11l

cFXOS X2 UTF 4 EVa—l/tFXxa T4 =200 T (245 2—)
cbF 2 VT 4 BV 2 — LOMANEIL/FEE) (246 ~—)

et X2 T 4 BV 2T DU ORI (247 X—)

et X2 T4 BV a2V DY Yy b (248 RX—)

et X2 T 4 BV a— /DO (248 X—)

e Xy NT—7 BV 2= VDT TA U ERIFTA L TA DU EZ (250 —)
A VAP AL ENTNWDEEY 2 — )W P OERA AT (251 =)

FXOStXxaYFT4 EVaA—I)L/EXaYT4 TP UIC
2ULVT

FXOSCLI#ffAHA LT, X =2VUF 4 TV a— TV OROBIES EIT X ET,

» [Decommission/Recommission] (EF =V 7 4 EVa2—NDHh) X2 VT 4 TV a2—
NEFAEIRCTSE, EX 2V T 4 TV a—WEIA VT F U AE— RICRESNE T,
Fo, BEOREREEEETHZDIZ, EX2 VT 4 BV a2 — VEFHAFEIEICLTHD
BEETLZbTEET, EX2 )T 4 BV 2 —VOMAEL/ARE 246 °—) %
ZHLTLEEN,

s [Acknowledge] : H72llA Y A M=V SNt Fa VT 4 EVa—VEL L TA I LE
T BEX 2 VT 4 BV 2a— W/ VU OMERRINE (24T N—) ZZRLTEIN,

« [PowerCycle] : E¥ =2 VT 4 TV 2a— W= P EHEHLET, tFa2V) T4 TV a—
DUty b (248 X—2) BB LTLEEN,

s [Reinitialize] : EX =2 VT 4 TV 2a— VTPV DN—RT 4 A7 EH 7 r—~<> b L,
WAEHDOTRTCOT TV r—2a VRO EEZEX 2T 4 TV 2 — VT VUMb
BrL. AT 2&MmEEBHLET, MET A ABREF2 VT 4 EV2a— TP UITRK
ESNTWDGAEIR. FHHEAE T 9% & Firepower eXtensible Operating System (X7
TV = ar VT 2T EA VARV, RET AL AEHEEAL, TS r—
VarEAFHEMICEBLET, BXa T 4 BV a— /T YU OFEE (248 ~—
V) EHRLTLIIEEN,
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tFa T4 ESa— oo ER |

B cx205« 202 LopRELERE

I
B>

X2 VT4 B2 DT RCODT S r—g v
T2 PNEERRICHIBRENE T, EX 2V T BV 2 —/
TV EBOMET AR, TRTOT SV —va T —X
BNy I T T L TEBWTLLEEN,

s [Poweroffion] : X = V7 4 TV a— W/ DU OBERREZY D REZET, 1A F—
NENTWELEY 2a— )W Py OBIRA VA7 (251 X—2) LTI IEE,

tXal) T4 ED2-IILOFERELBERS

X2 T4 B a— A HREIRCTAE, EXa2 VT4 TV a— L F TV FRRE
MHHIBRESN, £TOEX2 VT 4 TV 2 /VTEHEHRM 2D ET, EX2 VT TV 2—
IV ETETLTCWERBET AL ARV 7 "= TIIET 7T 4 712720 £97,

X2 VT4 TV 2= VOB E —FRICPIET 25810, EX2 0T 0 2V a— L e
EILCTEET, 70, EFX 2V T4 BTV a2 —AZHEHL T T —REMEEINLR2NWE
AL, FEHELEZR LTI, EX2 V74 BV a2V E2HBEEHIEL2L T, X2V 7+
TV 2N EHOIME LR TH 2T —REBZEIETE 20 E ) iR TE £,

GE)

ATy T

ATy T2
ATvT3

delete decommissioned 2~ RAMMHEHA L TEY 22— LAZHIRTAI21X,. TOHIIZ, Y 22—
NEERFE I T 20BN S £7,

FIE

FY a2 — /)L AfEHERICT HIC1E. decommission server X< KA AN L ET,
decommission server {ID | chassis-id/blade-id}

FEREIEIZTA2EY 22— L EZRA R LTS T AL ZAORHEICE > T, EV2— VX EY 22—
VD THEBIS DD (410020 —R) | vy —FFLEY 2 —FES TR SET (9300
T R) .

1 -

FP9300-A# decommission server 1/2
FP9300-A* #

commit-buffer 21~ REZ AN L TEELZaI v M LFET,
TV a2 — /)L HFE T HI21%. recommission server X< KA AN LFET,

recommission server "vendor"
model

serial number

server
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| €F2usq ES2a—ToO U8R

RATv74

XalT4 ED2A—INITOOODHERLE .

EIXRO LB T,
¢ vendor I¥, Y — "FHHE L SAOARTTT, ASITE DAL 510 LT T,
* model (T, B—NETIVID TT, ANTE DI RKCFHIL 510 LFTT,
e serial number &, T — XDV TIFZTT, AJTTE DHACFHIL 510 XFTT,
s serverld, A VA h—/L A1y hTF, ASITEDRALTEIL255 LFTT, ik
4100 ¥V =R FNA ATEA T v a v bz E7,

FEREILICINTZEY 22—V DO— B A2 FKRT HIZIX, show server decommissioned 1V K%

EHLET,

i :

FP9300-A# recommission server "Cisco Systems, Inc."
Cisco Firepower 9000 Series Security Module
FLM1949C6J1

2

FP9300-A* #

commit-buffer 1< REZ AL TEEFEZaI v FLET,

tXxal)TFq4 BEDA—INWIODOUDERELE

ATy I

ATy T2

ﬁbwﬁ%1)74%/1%wﬂ/k VICEO T ek, FRIEBEFOEY 2 — LR R
728G ID (PID) ZFFOE Y 2 — /L TCREAINIZ %, BX 2 VT 4 BV 2 — LV E2ERIGE L
Tﬂ%?ﬁﬁnﬁ\%@%7;~w%ﬁ%¢é:km1%iﬁmo

X2 VT 4 BV a— VD AT —H AN [mismatch] F 721% [token mismatch] & L TRIN T
LA, Avy MR 7tEX 2T 4 BV a2a—OT —XRN, TOAay MNILRIA v
AR—=NENTET—HZE—HELTWRNWIEEZEWRLET, EX2 VT 0 BV 2— LIZBEFD
T—ERHY, FHLWWAay NTEOT—XEHEHTH (0FV, 20XV T 4 EV2—
JVITREBE T o722 1 v MZEY T 5= TiEZewy) BEE, BT A ZAZ2REET5
ANZ, EX 2 U7 4 BV a— LV EBHEHET 2 0ENH D £77,

FIE

/fabric-interconnect E— RZBHIE L 9,

scope fabric-interconnect a

LI NE Y 2 — AV EEE LI L TBIICI D S Lo, FEE Y a— L EFRILZ A
TR (DFEV, BARDPID #FF0) BIOTY 2 — /L L AHL 727, acknowledge slot =
~ U REANNLET,

acknowledge slot

51
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B travsczca—wmzoeroutyr

ATvT3

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # acknowledge slot 2
FP9300-A /fabric-interconnect* #

commit-buffer 2 < REZAJJLTCHELZII v FLET,

ttXxal)TF4 EDa—ILIZTOOUD 'Jt‘y ~

&

ATy T2

ATvT3

X2V T4 TV 2= W DV OBROBHRALAT O IZIE, WOFIMEIHENET,

FIE

/service-profile &— }\%Eﬁﬁﬁ [/35"9)—0

scope service-profile server {chassis id>/blade id}

51

FP9300-A # scope service-profile server 1/1
FP9300-A /org/service-profile #

KON D cycle A~ FaATTLET,
* cycle cycle-immediate : [H BHIZEY 2— VOEROBFBEAZITWHET,
s cycle cycle-wait : VAT AXEY a— LV TCEITHOT SV r—va By y hE TV
THETHRRS DE->ThE, BV 2— /LOEBEROFHERAZITWET,

1

FP9300-A /org/service-profile # cycle cycle-wait
FP9300-A /org/service-profile* #

Ry TZ775a3v L TEYD2—NVOBEEOHEBAZITWVET,

commit-buffer

tXal)T4 ®D2-NITOOUOENHEL

X2 VT4 BV a2V EROE TS, B X2 VT BV a2/ D
IN=RTFTYRITNT =~y &I, £ VA=A EINTNDLTRCOT SV r—var A
VAR UA RE, BLOT—ZDBHIBRESNET, MBS AN ABEX 2T 4 BV
TV UICRESNTWDHEIE, BOHERE TS5 &, FXOSIZTF Y r—y a7 b
VT HHA ANV L, BT AN REFEEALC, 77V r—a &k BRI
L9,
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| €F2usq ES2a—ToO U8R

txay5s w2va—mzooroingt |

ATy T

ATy T2

ATvT3

ATy T4
ATy TH

ATvT6

TXa2 VT 2= DTRTCOT S r— gy T — 2 PNEYE LRI X
NET, X274 V2P ERABET AR, TXTOTFV r—va v
FT—H N 7T v L TRBWNTLEEN,

FIE

X2 VT4 —ERE— REFBELET,

scope ssa

HHRIDEY 2— /L TARr Yy b E— RZHBELET,

scope slot {slot_ id}

51

FP9300-A # scope ssa
FP9300-A /ssa # scope slot 2
FP9300-A /ssa/slot #

reinitialize 2~ RZ AL i‘g—o
{1

FP9300-A # scope ssa

FP9300-A /ssa # scope slot 2

FP9300-A /ssa/slot # reinitialize

Warning: Reinitializing blade takes a few minutes. All the application data on blade
will get lost. Please backup application running config files before commit-buffer.
FP9300-A /ssa/slot* #

WVEIZIN U T, 770V =y arDary 7 4 Xalb—al 77 ANERNy T v 7 LET,
T a— VEEEET A0y T a3y N LET,
commit-buffer

EVa—AREEEL, ZOET2— L EOTRTOF—ZRNYIBRENET, 207k
TG D Z b £7,

show detail 2~ REHHTL L, 7+ —~ v MEBMEDEITIREE, BV +—~ v MED
RER (P ETZITRE) | SOICRERRIR LG /RIT =T — a— REHERTH N TEE
ﬁqo
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tFa T4 ESa— oo ER |

B <t zEvanorrsqrErrrossronyea

2YRIT—=DFDaA—INDAITSAVFREFZM4Y

DYYEZ

\}

CLIZ~Y R FESTRYy NT—F TV a— Bt 754 L0 A FA LV ICRELED T
A2 WOFEEZFATLET, ZOHEILZ EVa—1DOFr 54 ABARHIR (OIR) %
BT TOHAR SIS ET,

GE)

&

ATy T2

ATvT3

ATvT4

ATy TH

Xy FU—=7 V2= VERYI LTS 25613, BEWOT AL RTHEET 5 A
F= HA RORT, AT FRET v T T L— FOEIZHDEERINES TS,
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-guides-list.html %

ZHLTL &N,

FIE

\{k@:{?‘/ F%'fﬁﬁﬁ L T /fabric-interconnect B— N{Z Ao fiﬁé\ 774 ‘/ﬂ:'é*%);d'g%@:’f:
Va—)VD /card F— RIZAD £,

scope fabric-interconnect a
scope card ID

show detail I~ F&EMATH L, ZOH— RICHT S, BAEDORT —HX A EOFREFR
RTLHZENTEET,
T a—NVEF T T4 NITHIZIE, ROa<vwr REANLET,

set adminstate offline

commit-buffer 1 ~¥ 2 RA AT LT, REOEHFNEARFLET,

P show detail I~ RZHTHL, EV2a—ANTT7IA4 0 THDH I LEHRTEE
T

Ty NT—7 FVa—NEF L TAVZERTIE, ROa~v>y REABLET,

set adminstate online
commit-buffer

il

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # scope card 2
FP9300-A /fabric-interconnect/card # show detail

Fabric Card:
Id: 2

. Cisco Firepower 4100/9300 FX0S 23(1)CLIO > 7 4 ¥aL—L 3> HA K


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-guides-list.html

| €F2usq ES2a—ToO U8R

LVR P=LERTVEES 21— T v 0ERL VA7 ||

Description: Firepower 4x40G QSFP NM

Number of Ports: 16

State: Online

Vendor: Cisco Systems, Inc.

Model: FPR-NM-4X40G

HW Revision: O

Serial (SN): JAD191601DE

Perf: N/A

Admin State: Online

Power State: Online

Presence: Equipped

Thermal Status: N/A

Voltage Status: N/A
FP9300-A /fabric-interconnect/card # set adminstate offline
FP9300-A /fabric-interconnect/card* # commit-buffer
FP9300-A /fabric-interconnect/card # show detail

Fabric Card:
Id: 2
Description: Firepower 4x40G QSFP NM
Number of Ports: 16
State: Offline
Vendor: Cisco Systems, Inc.
Model: FPR-NM-4X40G
HW Revision: O
Serial (SN): JAD191601DE
Perf: N/A
Admin State: Offline
Power State: Off
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A
FP9300-A /fabric-interconnect/card #

AR ILENTWBREDA—IVIZTODOVDERA V]

v

X2 VT4 B2 AERIRy N —2 BV a— LOBROBEBRAZITI 2T, IROF
NEIZFEVNE T,

FIE

ATY I Gy — R e 7y A LEANLET,
scope service-profile server 1/1
ATY T2 WOWTINND cyele I~ REASTLET,

* cycle cycle-immediate : [HHIZE Y 22— LOEBEROFEAZITWET,
* cycle cycle-wait : VAT AXEV a— LV TCEITHOT SV r—va By y hF T
TOHETHKRSFF> T, BV 2a— VOBEBROBFBRAZITNET,
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B oxr—rshcvsEsa—mzoor 0B8R LA

AT 73 commit-buffer I K% A7 Lfg;sz:l vk Liﬁ—o
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A4 FXaLb— 3> DA Rk— KT
HAR—k

AT 4 X2l —a DA VR— FNTT AR— FMIOWNT (253 ~<—)
*FXOS a7 4 FXal—valy 77ANVDTT AKR—K (254 X—)

c HEIRET I AR— DA Va—1 7 (256 ~—)

e RETI AR— K U~A U HDOFE (258 ~X—)

e T 4 X2l —ary TrANDA AR —K (258 =)

aA74Fa2aLb—23 DA R—MITORXKR—FIZD
LT

Firepower 4100/9300 > v — > OBl T NA AL T T N7 4 —2Dar 7 4 Fab—a Ui
ExEGILXML 7 7 A V& U E—hP—NZ2l AKR— T 5ar 7 4Fal—varDOxy
AR— MEREZEHCTEET, ZOar 74 Xal—var 77 (V&% TA R —FLT
Firepower 4100/9300 > ¥ — U IZHEICa >y 7 4 Fa b—ra VEEABEH L, L<broTW
HRERRIZIR L2, VAT AREENGRIEIS T2 N TEET,

TIERFES S UVHINER

e AT 4 X2l —vary Ty NVORARIL BELZWTIEIY, 237 4 Falb—
vary TrANNERINDE, TOT7ANEFHTLIa T 4 Falb—var A
A— ERRT 2 REERH VY £,

cH@EBIDO a7 4 Fa2b—a URTEIR, 274X ab—vary 7 rANMIEENLTY
FHA, ABRIORERA L 7 4 Falb—a UEAEHETHICE, 7TV r—3a URNER
a7 Xal—ar RNl TS Y VEERATLILERH D T,

* Firepower 4100/9300 > ¥ — 3 ~D 37 4 ¥ a2 b —3 3 DA R— NEE, Firepower
4100/9300 > ¥ — > DT RTOPREFOaAL 7 4 Falb—ray GRllT A A&2ET) 1
HIBRS AL, A v AR—=F 77 A NMCEEND T T4 Fa b —Ta VICERICESRI O
EJ RN
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AV T4FaL—Y a2 DA vR— NI RK—+ |

3V IFAILDIH RAKR—

e T 4 FXalb—ay TrANDT AFR— kit LA U Firepower 4100/9300 ¥ ¥ — 3
EPHiear7sFal—ary 7740 B VR— 2282880 LET,

« A A — FHED Firepower 4100/9300 &% —3 DT Ty N7 4 —AL VT F =T N—T g
VE, mIAR— R LEEE LR U=V g IR BITT T, BARLH5AIE. A v R—
NMRVEDORRINIMRIES N EH A, AL, Firepower4100/9300 ¥ % — %7 v 77 L —
KLV E T T L —RL7ED T BNy I T v THREET I AR— 957 & &4
["LET,

« A 27— R SED Firepower4100/9300 > ¥ — > Tld, =7 AR—FL7cE & LFELCAR Y K
WIRILRY U= BV a— WA VA R = LI TWDLLERH D £,

. 4’ VIR — R SED Firepower 4100/9300 % — 3 TiE, A VAR —FF2527 AK—F 774
WZERINTWDTRTORIT NS AL, ELWY 7 b7 77V r—var A
7‘ UNRA VARV ENTWARLERH Y £,

A VR— T Har74FXal—a I, FOT Y r—v g ity Ra—
W T4 A E (EULA) BT A ANRGENL TS E, a7 1 Falb—
varvEikA L R— NI AR, EDOT 7V r—3 3 @ EULA 7 Firepower 4100/9300
V=Y TRIFTANLNTVWDIMLERH Y T, ZTANLNTWARWEA, BETAK
LT,

BEFEONR I T T T ANNEEXINDIDOEERET DI, Ny 7 T v TERERC
T AN EETT B0, BEFEDO T 7 A V&IOS zt—LT<téw

FX0OS > J74FXaLlb—3> 74O RRk—

ATy T

T 7 AR — % EREREZfEFH L C. Firepower 4100/9300 ¥ ¥ — > DT NA AL TF v k
T A — LR EE BT XML 7 7 A V& ) E— b b= "E R AR— M LET,

= A K MEREOW BT B BEASHICOV T, (207 Fal—ta o
B N7 AR —RMIONT) ZBBLTL XN,

FIE

a7 4 FXalb—rary Ty ANEYE— N P—NZ2g AR — T DL, ROBIEETT
Wk,

scope system

export-config URL enabled commit-buffer

WONT PO LZETN L T/ AR — bS5 7 744D URL ZFELET,
* ftp://username@hostname /path/image _name
* scp://username@hostname / path/image name

« sftp://username@hostname/ path/image _name

. Cisco Firepower 4100/9300 FX0S 23(1)CLIO > 7 4 ¥aL—L 3> HA K



| av74FaL—vavoaoR—MNIsRKR—+

ATy T2

ATvT3

ATvT4

oS3y 7 ¥aL—vay 774 rnzs i~ |

* tftp://hostname : port-num/path/image _name

GE) 77 ANGEEGDIIVANRABRETDIVNERSD T, 77 ANLERELRNE,

FBE LI/ S RZIEERR T 7 A VDMER ENE T,
5 -

Firepower-chassis# scope system

Firepower-chassis /system # export-config scp://userl@192.168.1.2:/export/cfg-backup.xml

enabled
Firepower-chassis /system/export-config # commit-buffer

T AR— N BRI DAT—F A% T HITIELL T 2TV E T,
scope system
scope export-config hostname

show fsm status

1 -

Firepower-chassis# scope system
Firepower-chassis /system # scope export-config 192.168.1.2
Firepower-chassis /system/export-config # show fsm status
Hostname: 192.168.1.2
FSM 1:

Remote Result: Not Applicable

Remote Error Code: None

Remote Error Description:

Status: Nop

Previous Status: Backup Success

Timestamp: 2016-01-03T15:32:08.636

Try: O

Progress (%): 100

Current Task:

BEFEOT 7 AR— K Z A7 2 FRmT DT T 2T E T,
scope system

show export-config

O™y AR— K XA #BETT DTN F 2T ET,
scope system
scope export-config hostname
T AR— b ZFATEZEFETHITE, kOa~xy FaeLET,
* {enable|disable}
* set description <description>
* set password <password>

* set port <port>
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* set protocol {ftp|scp|sftp|tftp}
* set remote-file path_and_filename

* set user <user>

ATYTE 27 AR=F F 27 ZHIRT DI T 2T ET,
scope system
delete export-config iostname

commit-buffer

BEERELIIARAR— DRSS a—1)28

AV a— )V STy AR— MEREA T L T, Firepower 4100/9300 3 ¥ — ¥ D LT /3 A
AL T Ty N7 — LMEREEEFTL XML 7 7 A V& Y E— h —"F I 7 AR — K
LEY, =7 AR—MI, HH, B, £F28F L ICETIND L0 Xﬁ?:~wf
XFET, REDOTZ AR— M, A7V a— L ENTT 7 ZR— MERRDN O OFRNT R D0
HASE, ATV a— WIS TEITENET, TOED, HEXIFHEITEDOR TV a—L I
e 7 AR — R VKMEH O 10 FRZAENC 2 256, VAT AEH LT 7 AR — F &K
WMEH D% 10 REZ L IZBG L E 9,

T AR— MEREDMEICET 2 BEARFRICOVTE, a7 Fa2Lb—varnf
A— K== T ZAKR—=HMIONT] 2R LT TEEEV,

FIE

AV a—VE NI AR— K ZATEAERT HITIE, IROLHICLET,
a) AIV—REETIAR—NTHHEALZHRTELET,
scope org
scope cfg-export-policy default
b) TIAR—FRIT—EFHLET,
set adminstate enable
9) VE—hF P—NEDBETHHTLI7e haritigE LET,
set protocol {ftp|scp|sftp|tftp}

d NI T YT TrANERMNT DGITORA NMEIZIPT FLAZEELET, —
N ARL=U T LA, B—A) RT7 A7, E72IFirepower4100/9300 > ¥ — 234
N —I A TT 7 B ARREREEOHRARY [EEIABAT 4 TR ELEETEET,

IP7 RLATIZRLS AR M EZHERAT A4, DNSH—RERETIHILEND D 77,
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gBRETs 2f—roxrsa—yry I

set hostname hostname

&) T 74N NMIOR— R EFEHTHHOE, R MESEEELET,

set port port

f) UE— R =N A 35700 —FAERELET, 77 a3 /Lh TFTP O

B ZO7 =V NITEA S E A,

set user username

g UVE—N P —RO2—HFLDORRAT—KREEELET, 72 Fa2/LR TFTP DA, 2

D7 44—V RITEH I ERA,

set password password

hy TZr7ANGEELaALyT4Xal—vary T rANETT AR— NTLEHOT L RA
ERELET, 77 ANVAEEKRT DL, =7 AR —MFIEICE>T, 77 A VIZAHI

WEID B TOENET,

set remote-file path_and_filename

i) REZBHENCT Y ZAR— DAY a— L 2ELET, Zhid, [Daily]. [Weekly],

F 7213 [BiWeekly] DWW NI TE 97,
set schedule {daily|weekly|bi-weekly}

DRIV I va v E VAT AREICAI Y FLET,
commit-buffer

1 :

Firepower-chassis# scope org

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/org # scope cfg-export-policy default
/org/cfg-export-policy # set adminstate enable
/org/cfg-export-policy* set protocol scp
/org/cfg-export-policy* set hostname 192.168.1.2

set user userl
set password

/org/cfg-export-policy*
/org/cfg-export-policy*

#
#
/org/cfg-export-policy* # set remote-file /export/cfg-backup.xml
#
#

/org/cfg-export-policy* # set schedule weekly
/org/cfg-export-policy* # commit-buffer
/org/cfg-export-policy #
/org/cfg-export-policy # show detail

Config Export policy:
Name: default

Description: Configuration Export Policy

Admin State: Enable
Protocol: Scp
Hostname: 192.168.1.2
User: userl

Remote File: /export/cfg-backup.xml

Schedule: Weekly
Port: Default
Current Task:
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B secoxk—ruvrosone

BREIVRAR—F YA UFDETE

RET T AR— FPFFED HEEFATSN TV RN E IV AT M2 T —2 AR S E 51T,
T AR—F V~A AL X3,

FIE

HET 7 AR—=F VA U F 2T DIITRO L I IZLET,
scope org

scope cfg-export-reminder

set frequency days

set adminstate {enable|disable}

commit-buffer

&1

Firepower-chassis# scope org

Firepower-chassis /org # scope cfg-export-reminder
Firepower-chassis /org/cfg-export-reminder # set frequency 10
Firepower-chassis /org/cfg-export-reminder* # set adminstate enable
Firepower-chassis /org/cfg-export-reminder* # commit-buffer
Firepower-chassis /org/cfg-export-reminder # show detail

Config Export Reminder:

Config Export Reminder (Days): 10
AdminState: Enable

A4 XaLlL—2a3IT74ILDA R— bk

BIEDA VR — MEREZ M L C. Firepower4100/9300 ¥ % — 7> 5H = 7 AR — b L7-HEpka%
ExRBEHATEET, ZOBEEZMEH LT, BERMOBIFREKIZRE LIZY . AT AREE LR
L7 T&EET, A AR — MEEOHEMICEAT 2HERFRIZONWTE, 27 s Fab—
varDAUR— NI AR—RMMIONT] ZZRLTIEIN,

FIE

ATYT1 arv74FXalb—vary 774 0&2)E—F =05 A ViR — T 51203, ROBIEETT
Wk,

scope system
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ATy T2

ATvT3

ATy T4

av74¥aL—vav rrannsogi—t+ |

import-config URL enabled

commit-buffer

WONTNPOELEFHLTA AR —bENDT7 7 A4/D URL 28 E L ET,

* ftp://username@hostname / path/image_name
* scp://username@hostname / path/image_name
* sftp://username@hostname/path/image _name

* tftp://hostname : port-num/path/image_name

51

Firepower-chassis# scope system

Firepower-chassis /system # import-config scp://userl@192.168.1.2:/import/cfg-backup.xml
enabled

Warning: After configuration import any changes on the breakout port configuration will

cause the system to reboot
Firepower-chassis /system/import-config # commit-buffer

AVR—=F ZFATDAT —=Z A& DT T 2TV ET,

scope system
scope import-config iostname

show fsm status

&1

Firepower-chassis# scope system
Firepower-chassis /system # scope import-config 192.168.1.2
Firepower-chassis /system/import-config # show fsm status

Hostname: 192.168.1.2

FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Import Wait For Switch
Previous Status: Import Config Breakout
Timestamp: 2016-01-03T15:45:03.963
Try: O
Progress (%): 97
Current Task: updating breakout port configuration (FSM-STAGE:sam:dme:
MgmtImporterImport:configBreakout)

BEFEOA VR — b X AT BRRT DITITUATEITNVET,

scope system

show import-config

BEFDA VAR— K Z A7 ZBHS DT T 2TV E T,

scope system
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scope import-config iostname
A VR—= N BRI EZERTDHITE, ROa~vy R LET,
* {enable|disable}
* set description <description>
* set password <password>
* set port <port>
* set protocol {ftp|scp|sftp|tftp}
* set remote-file path_and_filename

* set user <user>

ATYTE AU R—=F FR7 &ZHIRT DU T 2T ET,
scope system
delete import-config iostname

commit-buffer
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kS IJILoa—TFa25

Xy h XY T Ty (261 X—Y)

e Xy MU= OT A b (268 N—2)

e R— K F¥ RV AT —HX ZADHEGR (270 ~X—)

« V7 MU TEENLOREE (273 X—)

MR T 7 AN AT LADEIE (277 —)

» Firepower Threat Defense 02 7 AKX AL NDT 4 AKX U A8 (287 _X—)

Ny b FxTFx

Ry b Fx T X V=X, #EFEREOMBEOT Ny 7R, Firepower 4100/9300 >t —
VEIERT D NI T 4y T —OBRIMENTE AMEH S EETT, Ny b FRry I
Y — &2 % & Firepower4100/9300 & ¥ — L DRFEDA ' H—T7 = A Az ilimd 5 ~ 7
T4 IIZONTR T ELETEET,

BEONRT Y N Xy T Ty By valEBERTE, Ky va UV TEEDA VX —T A4 R
DRI T4 I X7 T XY TEET, Wy b7 TFrEyra ilgEndE L ¥—
7 A AT, By b F ¥ T F v (PCAP) 7 7 A ABMER SN ET,

Ny IJLb—rihR—bIvEYYD

Firepower 4100/9300 ¥ ¥ — > TlX, WH/Xv 7 7L —r K— MIKRO~ vy B 7 R— F &4

MLET,
tXxaiYF4 T2 )L R—rkIvEVY EHEA
X2 U5 4 £V 2—/L 1/t | Ethernetl/9 Internal-Data0/0

Fa2T 0 v

X =UF 1 &Y =—/ 1/t |Ethernetl/10 Internal-Data0/1
XU 4 oo

X250 TP a—2 Ethernet1/11 Internal-Data(0/0
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B rorsvT77rvoxssasLUHREE

tXa)T4 ED2 - R—kvvEVY B2l

X2 UT g4 BEV2—L2 Ethernet1/12 Internal-Data0/1
X2 T 4 B 2—)13 Ethernet1/13 Internal-Data0/0
tX=2UT g4 BEV2—L3 Ethernetl/14 Internal-Data0/1

NTYy XY TFYDOEERES L UHIREE
Ny b Fx T F vy V=i, ROFIREENH Y £,
s X ¥ I F ¥ TEX DHDITHEK 100 Mbps £ TTH,

Ty N Xy T Ty By va O HICER R R B 2 TH, Ny b
Ty a rEERTEET, Ny v T TFy vy v a UEBBT DRI,
R ATRE R TRt BN 5 = L 2R T HMERNH Y £,

HBEOT VT 4 TRy XY T Ty By va it AR—-FENEEA,

WAL v FDODATIOBERETORF Y T F ¥ SNET,

cWNESAA v TF R TE WAy b (X2 VT IN—T 2T Xy NT—7 H—
BRA Ny L=y b E) 7 AV ZOERNHY T8 A,

» EtherChannel £/KD /N v v a2 X ¥ 7 F ¥ TEXEHA, 7272 L. WETNA AIZEID YT
5TV EtherChannel @334, EtherChannel D A /X f VX —T = A AT L1287 » b

XY STy TEET,
X T Ty alNT T 4 TREIE, PCAP7 7 A VB A — L7z, =J AR—
rCExEHA,

Ry XY T FryiarEilRTLE, TRy a NIEETHITRTONRT
&%y 7F v 77 AV BHIBRENET,

N7y b XY TFY 2y a DERERTRES
FIR

ATYT1 "ry b Fx 7 Fy = REfBLET,

Firepower-chassis # scope packet-capture

ATFYvT2 TANEZEERLET, Ty h XYy TFXxDEODT 4NV EZDRE 2653—) 2HBHL
TLTEEWY,

R hFxTF v BoadigdEdqFNdzA o A—T 2 ADWNTINIT 4V Z ZHHAT
=FE7,
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ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

Ry kv TFe by avonssriame ]

Ny b XY TTF X By va VEERELITRET 21TIE ROBIEZITOET,
Firepower-chassis /packet-capture # enter session session_name

ZONRTy b FXTTFy by va NERT Oy T A XERRELE T,
Firepower-chassis /packet-capture/session™ # set session-memory-usage session_size_in_megabytes
HBET DNy 77 A XL 1 ~2048MBIZT 2 HERH Y £,

ZORTy b XX TFr By a TRy T Ty hORSERELET,
Firepower-chassis /packet-capture/session* # set session-pcap-snaplength session snap length_in_bytes
2Ty TORERIE, 64~9006 31 FOFHANIZT H2XLERHY £F, Eyar A7y
REBELRNGEDT 74V FOF ¥ 7 F v RiL, 1518 A FTT,

ZONTy b FXTTFy By a NGO LMEND LYY — A R— M EREELET,

BEOR— "o Xy 7 F X L2, WEAR— T SV r—ya A — OGN LR UN
Ty hFyTFr by rarhicBETLIZEnTEET, Moy v Xy TTF Y T A
ARtE vy a NG ENDER— MFIEREINE T, EtherChannel (A0 /7 v M &2 F ¥ 7
FX¥THIEIEFTEERTA, 2720, BT A RZEI Y BT HH TV 5 EtherChannel D
4. EtherChannel D A L /N— f L B —T 2 A AT LIy F ey 7 F ¥y TEET,

GE) Nry b FXx 7Ty ByrarnbAR— FEREIRT A, RIRTa~<v KT
create DXV 1 delete ZfFEH L 97,
a) PWHEAR—REEELET,
Firepower-chassis /packet-capture/session* # create {phy-port | phy-aggr-port} port id

&1

Firepower-chassis /packet-capture/session* # create phy-port Ethernetl/1
Firepower-chassis /packet-capture/session/phy-port* #

b) (LE) BEMOZ7 o nZ&EEHALET,

Firepower-chassis /packet-capture/session/phy-port* # set {source-filter} filtername

GE) A= b7 4 VZE2HIBRT ST, set source-filter """ 2 L =9,

) MEIULLTLEREDOAT v 7YKL THERR— F2T X TEMLET,

TORTy RX X T Ty ailEDLIVERSHLT S r—vay Y—AR— bER

ELET,

HEOR— DO 7 F ¥ L0, WER—- T 7Y r— g R— bOMGHBE TR

Ty bF¥TIFry by va PGt RN TEET, oy bR TF v T A

ARty v a lEGENDLR— MAICERSNET,

GE) Xy bFrT7FrbyrarnbR—bERHIRTAICE., RIOORTa< U RT
create D1 V1T delete 2 L £,
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B rorseT7rvvravokmztizgse

ATvT8

ATvT9

a) 77V r—variR—hrEfRELET,
Firepower-chassis /packet-capture/session* # create app_port module slot link _name
interface _name app_name
b) (EE) A7 nZEEALET,
Firepower-chassis /packet-capture/session/phy-port* # set {source-filter} filtername
GE)  F—=F0rb74VZZHIBRT HITIL, set source-filter """ Z i L £,
¢) MEIGUTEROAT v 7 EHEVIK L CHERT ) r—yaih— e _XTEML

iﬁqo
Nry b XX TF X by va BT SICHIRT I, ROBIEEZITWVWET,
Firepower-chassis /packet-capture/session* # enable
HMUER LAy b R T Fy By a 37 740 P TREDNTR>TWET, B
VarEPRBICAENCT L, BERaIy RSN EEIINNTy F R T T By
YT T4 TRV ET, Oty a BRI TIET VT 4TI Ro T A gGE. By va
VEACT DL —PMERISNET, 0y v a VERNICT LRI, TTIET 2T 4

Ty b FxTFx by a v EENCTILERSD £,

KoY I a vy AT AREICZI Yy FLET,
Firepower-chassis /packet-capture/session* # commit-buffer

Rroy XY 7F ¥ By alZBNNITHE, VATAIRN Y bOF Y T F ¥y BB L
79, By armbPCAP 7 7y A N EX T — RTHHNCF Y 7T ¥ 212 IET 508N S

D ET,

1

Firepower-chassis# scope packet-capture

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

packet-capture # create session asalinside

packet-capture/session # set session-memory-usage 256
packet-capture/session* # create phy-port Ethernet3/1
packet-capture/session* # create phy-aggr-port Ethernet2/1/1
packet-capture/session* # create app-port 1 linkl Ethernet 1/1 asa
packet-capture/session* # create filter interfacelvlanlO0

packet-capture/filter* # set ivlan 100
packet-capture/filter* # set srcIP 6.6.6.6
packet-capture/filter* # set srcPort 80
packet-capture/filter* # set destIP 10.10.10.10
packet-capture/filter* # set destPort 5050
packet-capture/filter* # exit

packet-capture/session* # scope phy-port Ethernet3/1
packet-capture/session/phy-port* # set src-filter interfacelvlanlO00
packet-capture/session/phy-port* # exit

packet-capture/session* # scope app-port 1 linkl Ethernetl/1l asa
packet-capture/session/app-port* # set src-filter interfacelvlanlO0
packet-capture/session/app-port* # exit

packet-capture/session* # enable
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Nry b ZXTFvDI=HDT 1 LI DEE .

Firepower-chassis packet-capture/session* # commit-buffer
Firepower-chassis packet-capture/session #

NTY X TFDEHDT 4 ILEDETE

NKry b XX 7F¥ By a G END 8T 74 v 7 Z2HIBT L2017 4 VZZ/ERT
XFET, Ry XY TTFr By arOERFICEDA X —T 2 ARFGED T 4 VA
AT AR CTE £9,

Y

CE) BEETFTORT Y F Xy T F vy By a L ICEHASNTWA 7 4V Z ZEH 7138
DEE. Oy a v EEGIZLTHLBREAENITAETIIETINEE A,

FIE

ART9T1 Xy h Xy 7 Fyv T— REfBLET,
Firepower-chassis # scope packet-capture

ATYT2 HILWY T =T v 7Ty 74 VFEERT IR, ROBIEEZITVET,

Firepower-chassis /packet-capture # create filter filter name

WEFEDONRTry b Fxy TF ¥ 7 4 VFERET DITIE, ROBIEEITOET,

Firepower-chassis /packet-capture # enter filter filter name
WAFDAT Y b Fx I TF ¥ 74 MZE2HIBRT 5I12E, ROBIEEZITVET,
Firepower-chassis /packet-capture # delete filter filter name

RTYTI N OULDT 4N Ta T 4 2RETLHILICE>TTZ AN X OFEMERELET,
Firepower-chassis /packet-capture/filter® # set <filterprop filterprop value

GE) TIPVAERITZIPV6 T RLAZER LT Z ) 7 TEETHN, MUy b %y
TFx¥ By al TOMBIZLDEZ T ANV HZ) U TIETEERA,

RIHYR—bENBT70L2 TONRT o

ivlan W VLANID (AR— M ASJEED 73w~ D VLAN)

ovlan | #L VLAN ID (Firepower 4100/9300 > v — /2 X - CEM S 172 VLAN)

sreip EETLIPT LA (IPv4)

destip |%G4E1P 7 RL 2 (IPv4)

sreipvb | 3E{EIEIP 7 K L& (IPv6)
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destipv6 | 5552 IP 7 K12 (IPv6)

sreport | J{E e — b5

destport | 53 4 45— F 7% &

protocol | I[P 7'z h /L (IANA IC K » TEFEND 10 EEXND 7 2 k2 /L4H)

ethertype | f —H % v h Fr 2L X147 (JANAICK > TEESINS 10ERRDAL —F R
kN 7a b 2 Al 72& z21E, IPvd=2048, IPv6 =34525, ARP=2054, SGT
=35081)

srcmac | 3E{E70 MAC 7 R L&

destMac | 552z MAC 7 R L%

1

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # create filter interfacelvlanl00
Firepower-chassis packet-capture/filter* set ivlan 100
Firepower-chassis packet-capture/filter* set srcip 6.6.6.6

set srcport 80

set destip 10.10.10.10
set destport 5050
commit-buffer

Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*

#
#
#
#
#
#

NTy kX TFv 2y a ORBERIIEL
Fg

ATYT1 "7y b Fx 7 Fy = REfBLET,
Firepower-chassis # scope packet-capture
ATw T2 FEILELERET 7y F Fxy T F v By va v oflHEATILET,
Firepower-chassis /packet-capture # enter session session_name
ARTYT3 N7y b FxTFy By arwRETHICE. ROBIEZITWET,
Firepower-chassis /packet-capture/session* # enable [append | overwrite]
GE)  BlotyraroFETHE, ATy FFdy T Ty By va U EBTEEE A,
Nry b FXxTFY By ar0FHTHIE. FTT74 v  EFR Y T F T HIConTEA O

PCAP 7 7 ANDT 7 ANY A ZANREMLET, Ny 77 OW A XHIRIZETDHE, VAT L
DRy NOBRIELZBRBL, BEITVN 70—V ROENREMLET,
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ATvT4

ATy T5

Nry b FxTFv J7A00FI00—F .

Ny b FXTFr by va e FEIRTLI0E ROBAEEZITVNET,
Firepower-chassis /packet-capture/session* # disable

NI H I a vy AT AREICTI Yy FLET,

Firepower-chassis /packet-capture/session* # commit-buffer

Ny hFXx 7Ty ByvalrEREMNITHE, By valllEENLA H—T A AD
PCAP7 7 ANV T 7 4 v 7 DNEEZBLET, Eyvardeyrara—4% LEEX
THEIICHESNTWAEE, BEOPCAP T — X ITHESNET, £ TRVWES, F—
2% (b L) BfFO7 7 A VisBIEShET,

1

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # scope session asalinside
Firepower-chassis packet-capture/session # enable append
Firepower-chassis packet-capture/session* # commit-buffer
Firepower-chassis packet-capture/session #

Ny X TFv J74ILDEHA—FK

tyvarprbur—Anrarta—XIry hxFy 7T (PCAP) VA VEX DU a—
RCT&EFET, ZNTRY NI Xy " TFHFIATEFEHALTONTE L9120 £9,

PCAP 7 7 A /UL workspace://packet-capture 7 4 V7 M VIRFEINTEY ., LITD
A Z R L ET,

workspace: //packet-capture/session-<id>/<session-name>-<interface-name>.pcap

FIE

Firepower 4100/9300 * ¥ — <725 PCAP 7 7 A V& 2 B —F 5121, IROBIEEZITVET,
(F) 'y armnbPCAP 7 7 A NVEX T a— RTLHICATy h Xy T Frky g
VEAFIET HDMENH Y FT,
a) m—A/VERICHRE L £,
Firepower-chassis # connect localmgmt

b) PCAP 77 A V& ab—LET,
# copy pcap_file copy destination
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B rorxvrzrevvavonn

il

Firepower-chassis# connect localmgmt
# copy workspace:/packet-capture/session-1/test-ethernet-1-1-0.pcap
scp://user@10.10.10.1: /workspace/

Ny kXY TFy £y a UDEIRKR

&

ATy T2

ATvT3

ATy T4

il Dy hF¥XYTF Xy aqF, BIEETL W RITIUIHIBRTE E3, FE7 2774
TRy Ry TFr By g it WTRLBHIBRTE ET,

FIE

Ny b FXYTFy = FlBLET,

Firepower-chassis # scope packet-capture

BEDNT Yy b F®Fx 7 F ¥ Byva rZHIBRT2ICE, ROFIREZETLET,
Firepower-chassis /packet-capture # delete session session _name

FTRCOFET VT 47 "y hFx7F¥ tyva rEHIRT I3, ROEHICLET,
Firepower-chassis /packet-capture # delete-all-sessions

NI W T var BV AT AREICAI v FLET,

Firepower-chassis /packet-capture* # commit-buffer

il

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # delete session asalinside
Firepower-chassis packet-capture* # commit-buffer
Firepower-chassis packet-capture #

2RI —08EDOTRA L

1R BHHIIZ

BRIy VU=V 8ia 7T A M T HHBT, Ry NT—2 EORIOT/SA ZADRA MMy E
721X IPv4 7 R L A %> C ping & EIT74 DI, ping 2~ FEHEHLES, v hU—7
FOBOTASA ZADKRA ML ETZILIPV6 7 KL A% - T ping 2 FE{74 5121, ping6 =~
Y REFEHLET,
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ATy T

ATy T2

rvbo—siH072 - ]

Xy NU =7 EDORPIDOTSA RNZEDN— e, TORA M EITIPVET RL A %o T
F L —RAF5ITIL, traceroute 2~ REHEHLET, *y NU—7 LORIOT A RIZED
N— &, FOFRANERITIPV6 T RLAZME ST K L—RAF 521, traceroute6 2~ >
R LET,

e ping =~ FEB LW pingé =~ > NiL, local-mgmt E— R CHEHRE T,
e ping =< Rid module E— R THAHTE 7,
s traceroute =~ > K35 J O traceroute6 =~ > KiL, local-mgmt E— N T A[HETY,

e traceroute =~ > N|¥ module B— R CTHFEP TE E I,
FgE

WDa<wy ROWTNL DB ATTTAHZLICXD . local-mgmt &— FF 721% module E— K
WZHEE L £,

* connect local-mgmt
 connect module module-IDconsole

1 :

FP9300-A# connect local-mgmt
FP9300-A (local-mgmt) #

AR ey N =i T A N T HHMT, Ry NU—7 EORIOT SA ZADKRA My E
72X IPvd 7 U A ZESTping #FEITLET,

ping {hostname | IPv4_address} [count number packets 1 | [deadline seconds ] | [interval
seconds 1 | [packet-size bytes ]
i

ZoFNX, Xy NU—2 EORIOT A A% LT ping #Efi & 12 BT 5 HikE /R L TW
ij‘o

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 eth0O: 56(84) bytes of data.
64 bytes from 198.51.100.10: icmp seg=1 ttl=61 time=0.264 ms
64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms
64 bytes from 198.51.100.10: icmp seg=3 ttl=61 time=0.234 ms
64 bytes from 198.51.100.10: icmp seg=4 ttl=61 time=0.205 ms
64 bytes from 198.51.100.10: icmp seg=5 ttl=61 time=0.216 ms
64 bytes from 198.51.100.10: icmp seg=6 ttl=61 time=0.251 ms
64 bytes from 198.51.100.10: icmp seg=7 ttl=61 time=0.223 ms
64 bytes from 198.51.100.10: icmp seg=8 ttl=61 time=0.221 ms
64 bytes from 198.51.100.10: icmp seg=9 ttl=61 time=0.227 ms
64 bytes from 198.51.100.10: icmp seg=10 ttl=61 time=0.224 ms
64 bytes from 198.51.100.10: icmp seg=11 ttl=61 time=0.261 ms
64 bytes from 198.51.100.10: icmp seg=12 ttl=61 time=0.261 ms

---198.51.100.10 ping statistics ---
12 packets transmitted, 12 received, 0% packet loss, time 11104ms
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rtt min/avg/max/mdev = 51.005/51.062/51.164/0.064 ms

FP9300-A (local-mgmt) #

rFSILYa—F108 |

ATYT3 2y FT—2 EORIDT AL RACELN— o, TORAMLELIZIPVET FL A% T

]\ Lr—Xx L/i‘j—o
traceroute {hostname | IPv4_address}
51

FP9300-A (local-mgmt) # traceroute 198.51.100.10

traceroute to 198.51.100.10 (198.51.100.10), 30 hops max, 40 byte packets

1 198.51.100.57 (198.51.100.57) 0.640 ms 0.737 ms 0.686 ms

netl-gwl-13.cisco.com (198.51.100.101) 2.050 ms 2.038 ms 2.028 ms

2
3 netl-sec-gw2.cisco.com (198.51.100.201) 0.540 ms 0.591 ms
4 netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms

FP9300-A (local-mgmt) #

0.577 ms

0.289 ms

2Ty 4 (EE) local-mgmt B— RZKT L TR Bt — RIZEAIZIL., exit Z AN LET,

R— bk FYrRIL AT—3 ADFESR

BHHEERINTWER—=F F¥ RLDRAT—H Z&HHITHI121E, ROFNEEZEITLET,

FIE

ATV 1 kOa< F&E AN LT Jeth-uplink/fabric & — RZBAIE L £,
* scope eth-uplink

* scope fabric {a | b}

1

FP9300-A# scope eth-uplink
FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

ATY T2 BUEDKR— h Fy 3L L ZNThOEFIRERS L OBIERED U X S 2R RT 5121E, show

port-channel =~ > K& A L £,

1 -

FP9300-A /eth-uplink/fabric # show port-channel
Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason
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10 Port-channell0 Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell?2 Data Disab
led Admin Down Administratively down

48 Port-channel48 Cluster Enabl
ed Up

FP9300-A /eth-uplink/fabric #

ATV T3 fixDOR—F Fr xR — METHRELTTHITE, kOa~vr FEALT
/port-channel T— R&BAGE L ¥ 9,

* scope port-channel /D

51

FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

AT T4 FRELIZAR— b FX¥ RxNVDAT—X AFEREFERTDHITIE, show 2~ FEADLE T,
B -

FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason
10 Port-channell0 Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

RT9TE F—F FXRXNLDRA LN R— NDAT—X AEREFKRT 512X, show member-port =~ >/
Rz AT LET,

1 -

FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:
Port Name Membership Oper State State Reas
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Ethernet2/3 Suspended Failed Suspended
Ethernet2/4 Suspended Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #

R— b F Y R, BT AL ZZEHD ETONDL ETIFFER SN/ LIZERELTLEE
Wy R N F v RADERET A X BHIBR S NI EOMELT N ADHIBR S LA,
R— b F v FAN—RHZIRRRBIZR Y £7,

ATYT6 BMOR—F FvxLIBIOLACP E#ARRT HIIF, kOa~v FEANTHZEICX
N /eth-uplink/fabric/port-channel &— }‘zi’i(ﬁgT L T fxos E— FNIZAY i‘g}
* top

 connect fxos

i -
AT9 T BEOKR—F FrpxrOHh~U —iE@E R TT 51, show port-channel summary =~ > K

ZANTTLET,
i
FP9300-A (fxos)# show port-channel summary
Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports

Channel

10 Pol0 (SD) Eth LACP Eth2/3 (s) Eth2/4 (s)
11 Poll (SD) Eth LACP Eth2/1 (s) Eth2/2 (s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl/5 (D)
48 Po48 (SU) Eth LACP Ethl/1(P) Ethl/2 (P)

fxos B— R TlX, & 5| show port-channel =~ > KB X Wshowlacp 2~ RHEH T %
T, Inboavwr REERTLE BE VT 70y 7, horz FHRRRE, &K
FhAR— b Fr RUBLOLACP [E#ERRT LN TEET,

RDZRY

A= b F ¥ RIVOIER T EIZOWTIE, EtherChannel (ZR— k F ¥ %/L) OB (165<—)
EHRLTIIEEN,
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voryzreErsomas [

YIrozT7EEMNSDMEE

ATy T

1R8O BRI

VAT ANEFIZT — R TERWY 7 My = TRENBAELZEAIT, LFOTFIREZFETL
T V7 MU =2TOFHA—Va a7 — R TEET, 207 avRAEZIATTHITE, Fv 7
AB =" A A=V HTFIP 7 — L, FHI AT LR =Dy A A—V%F X m— L,
BHA A=V EGEHLTT — M 20ERH Y £5,

FRED FXOS N—Ta DU AN 4 A=, LTFonTnnoasr—3 a ® Cisco.com
MO ANFETEET,

* Firepower 9300 : https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 3 U — Xhttps://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423&softwareid=286287263

UINY A A=V, 320877 ANNNEENET, =& 21X, FXO0S2.1.1.64 DL
EDY TN A A=V 2L TR LET,

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

FIE

ROMMON (27 7 &AL £,
a) I —)bAR— MIEERE L £,
b) VAT ALEYT—FLET,
VAT AIe—RERBL, EOT e ARV N B4~ —ERRLET,
) WU RMFETUHIZ Ese F—Z#F L ROMMON E£— RIZAD £7,
151 -

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPROK-SUP with 16384 Mbytes of main memory
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ATvT2

rFSILYa—F108 |

MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot
bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA

bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

v I AH—F A A=V % TFTP 7 — b LE T,

a)

b)

51

BHIPT NLA, Ay h~A7, = T2 IPT FLARELLLHEINTWD
CLEMGRLET, INODMEIT, set 2w FEMHL TERTEET, ping 2~ N
PHERT 5L, TFTP — "~ AT A N T £,

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon > address <ip-address>

rommon > netmask <network-mask>

rommon > gateway <default-gateway>

X7 AKX — kA A—L, Firepower 4100/9300 > ¥ — 157 7 & AA[HE/: TFTP 7 «
L7 hUicave—LET,

Gx) Fy I AR =R A A=TDONN—=T g VEFIE, N RLONN—T g UFEFIT
LEHA, FXOSN—Va v bdy 7 AX—h A4 2= L OMORSEZ 7T 1H#R
IZ. Ciscocom DY 7 b =7 X yrnm— RN X=UZHH £7,

T— bk a<wr REHEHALT, ROMMON 2254 A—2 %7 — F LET,

boot tftp://<IP address>/<path to image>

G¥) S 52, Firepower 4100/9300 > ¥ —3 D7 1> b NI H 5D USB A1 MZ
AL USB AT 47 T3 A% LT, ROMMON /b ¥ v 7 AX — h &
T—=RTHI L TEET, VAT LOBHHFICUSBT N1 A&fA LTS A,
USB 534 2 &AW ETEHITIT L AT L2 HEETHLLERNDH Y 17,

VAT AE, AA—VEZTRO TRy VAL — b A A=V — R FTLZ L amRT, —
WO # Z#FRKRLET,

rommon 1 > set

ADDRESS=
NETMASK=
GATEWAY=

SERVER=

IMAGE=
PS1="ROMMON ! > "
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ATvT3

rommon 2
rommon 3

voryzreErsomas [

address 10.0.0.2
netmask 255.255.255.0

>
>

rommon 4 > gateway 10.0.0.1
>

rommon 5
EEEEEREEE

ping 10.0.0.2

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

iEadasasssasasisiasasiiaaaiiiasaiisasaiiiaaniiisaniiisaniiiasaRiissnnit;
igadssasissasasisiasasiiaaaiiiasaiisasaiiisaaniiiasaniiisaRiiiasaRiissRnit;
igassasissasasisissasiiiasasiiaansiiasasiisaaniiisantiiaantiisanttssnni

File reception completed.

Firepower4100/9300 > ¥ — NIHEANCE — R L7aF v J AFX— A A= L —ET 25U Y
VAT RENF VY A A=V EF T u—RLET,

a)

b)

UINY VAT AE =V A A=V EX T ra— RT52F, BHIPT RLA L F—
N2 A ZRETOHVLERHD ET, ZNODA A=, USBEEHLTHF 7 n—|
THZLIITEERA,

switch (boot)# config terminal

switch (boot) (config) # interface mgmt 0

switch (boot) (config-if)# ip address <ip address> <netmask>
switch (boot) (config-if)# no shutdown

switch (boot) (config-if)# exit

switch (boot) (config) # ip default-gateway <gateway>

switch (boot) (config)# exit

UANY VAT AEFX =TV A A=k, VE—F P —NET—F 7T v alla
E—L £,

switch(boot)# copy URL bootflash:
RONWTNPORELEZBEH L TA v R—FEND7 74 VD URL ZHEELET,

* ftp://username@hostname / path/image_name
* scp://username@hostname/ path/image_name
* sftp://username@hostname/path/image name

» tftp://hostname/ path/image_name

1 -
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switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_ images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

¢) Firepower 4100/9300 3 ¥ —ZA A =Y NIEFICa =S5,
nuova-sim-mgmt-nsg.0.1.0.001.bin > H~ R — % A A —T~Dsymlink Z/Efk L E3, ZD
Vo2, a—RT59F%—T XY A A—V%a— R AD=ALIZHERLET, symlink £
IZ. B—=RLED L LTWEHA A—=DIZBfRZ2 <, %I nuova-sim-mgmt-nsg.0.1.0.001.bin
ETOMENRDYD 7,

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

1 -

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
( #

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TEFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

HRNZA o a— RV AT LA A—Vkr— RLET,

switch (boot) # load bootflash:<system-image>

51
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switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait ...

Cisco FPR Series Security Appliance
FP9300-A login:

ATYTE UIRY) A A=UPRa—REnb, UFDa<vr FEASN LT, VAT LARIHA A=V %
n— RLARWESIZLET,

G  ZOFIEL VAN S A—=YOr— ROBERZIZFATTLILERH Y £7,

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility
issue.

FP9300-A /org/fw-platform-pack* # commit-buffer

AT 76 Firepower 4100/9300 > ¥ —> CHEHATL7 7 v b 74 —L N RV A A=V Xy a— R
LTCA VA=V LET, FEMICONTIE, A A—VFH (553—) 22HL TSN,

1 -

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

WEI74IL ORTFTLDOMAEIE

4r & HREIIC

A=A PFOF L AR—=R 7T aPBiE L, VAT LANREFICHBTE R Rolchd
I, WOFIEEEA LTV AT22EETEET, 2070 AT ITTDHIE, 07 X
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Y

H—K A A—UHTFTP 77— L, 79 v ab,fl 77—~y L, SV AT AL R—
VX A AT EFTa— KL, HIHRAA—TEERH LT — FTAMLERH D FI,

GE)

ATy T

ZOFNEIIE, VAT LT Ty aDFETF—~y MREGENTWET, FORE, BIEREIC
IV AT A REICHRETDOIVLENDH Y F7,

BEDFXOS NX—=2 g DY INY £ 2A—=iF, LFToWwWdhoar— 3 O Cisco.com
MHBAFTEET,

* Firepower 9300 : https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 2 U — Xhttps://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423&softwareid=286287263

UANRY A4 A=DVITIE, 3O0DRRL 77 AN EENET, 728 21F. FX0S 2.1.1.64 DlH]
BAA—TEUTIORLET,

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

FIE

ROMMON (27 7 A L £,
a) IV —)bAR— MIEERE L £,
b) VAT ALEYT—hLET,
VAT AIe—RERBL, EOT e ANV N B4~ —HRRLET,
c) WU RMFETUHIZ Ese F—ZHF & ROMMON E£— RIZAD £7,
11 -

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot
bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA

[ Cisco Firepower 4100/9300 FX0S 23(1) CLI 2 > T 4 FaL—S 3> HA K
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bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

I AH—F A A=V % TFTP 7 — b LE T,

a)

b)

51

WEIPT LA, BEHRY b~A7 =R U= IP7 FLARELSREINTND
CEEMRLET, TRLOMIL, set avy NEMALTRRTE £, ping 2V K
BT D L. TFTP — " ~O#Efi a7 A h TX £,
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

X7 AKX — kA A—L, Firepower 4100/9300 > ¥ — N5 7T 7 & AA[HE/: TFTP 7 «
L7 hVicav—LET,

Gx) Fy AR =R A A=TDONN—=T g VEFIE, N RLONN—T g UFEFII

LEtA, FXOSNR—V g bX oy 7 AKX — K A A=V LOMOXIGERTIEHR
IZ. Ciscocom DY 7 b =7 X yrna— RN X=IZH £,

T— bk a<wr REHEALT, ROMMON 2254 A—V %7 — F LET,

boot tftp://<IP address>/<path to image>

G¥) S 52, Firepower 4100/9300 > ¥ —3 D7 1> b NI H 5D USB A1 MZ
FHALTCUSB AT 47 T3 A% LT, ROMMON /b ¥ v 7 AX — R &
T—=RTHI L TEET, VAT LOBHHFICUSBT N1 A&fA LTS A,
USB 534 2 &AW ETEHITIT L AT L2 HEETHLENDH Y 17,

VAT AE, AA—VEZTRO TRy I AL — b A A=V —RTLZ L amRT, —
WO # Z#FRKRLET,

rommon 1 > set

ADDRESS=
NETMASK=
GATEWAY=

SERVER=

IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
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rommon 5 > ping 10.0.0.2
rrrrrrrrn

Success rate is 100 percent (10/10)

rommon 6 > ping 192.168.1.2
EEEEREERE

Success rate is 100 percent (10/10)

rFSILYa—F108 |

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

ADDRESS: 10.0.0.2

NETMASK: 255.255.255.0

GATEWAY: 10.0.0.1
SERVER: 192.168.1.2

IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

igadssasassasasisiasasiiisaaaisiasasiiasasiisaaniiisaniiisaRiiisRRiiisRnRtt;
igassaasssssaasisiasasiiisaasisasasisasasiisaaniiissaniiisaniiiasRRiiisRnRit;
igadsaasissssasisisaasiiissasiiaansiiasasiisasniiisaniiiaaniiis Rttt tni

File reception completed.

AT9T3 FuIAZ—bAA—T%a—KL7b, initsystem 2~ > REHEHALTT7 T v a7 +—

~v FLET,

initsystem =~ NZFT79 5L, VAT AIX T B—RILTWLTRXTOY 7 hy=7
A A—VRVAT ADFTRTORELED, 77 vy 2 DNFRIHESNET, 2~ FR%E

TIDHFETK 20 ~ 3055000 £97,
1 -

switch (boot)# init system

This command is going to erase your startup-config,

your bootflash:.
Do you want to continue? (y/n) [n] vy

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Initializing startup-config and licenses
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Formatting Sysdebug partition:

[ Cisco Firepower 4100/9300 FX0S 23(1) CLI 2 > T 4 FaL—S 3> HA K
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mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

ATy T4 UBNRY A A= % Firepower 4100/9300 > v — ~F 7 u— KL ET,

a)

b)

c)

51

UHNRY A A= Fyru— RT3 1I2F, FEIPT FLAESF— b U =A ZRETD
VERHDET, ZNHDOA A—=JF, USBEZEHA L TEF Y ya—R+TA5Z LIETEFEE
/L/o

switch (boot)# config terminal

switch (boot) (config) # interface mgmt 0

switch (boot) (config-if)# ip address <ip address> <netmask>
switch (boot) (config-if)# no shutdown

switch (boot) (config-if) # exit

switch (boot) (config) # ip default-gateway <gateway>

switch (boot) (config) # exit

JE— M —NET =77 90 all30FTR_RTDOY DN A A=V E2abt—LET,
switch(boot)# copy URL bootflash:
RKONWTNPORELEZHBEH L TA o R—bEND7 74 VD URL ZHEELET,

* ftp://username@hostname / path/image_name
* scp://username@hostname/ path/image_name
* sftp://username@hostname/path/image name

» tftp://hostname/ path/image name

1 -

switch (boot) # copy
scp://<username>@192.168.1.2/recovery images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA

bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Firepower 4100/9300 > v — 1l A A —UNEFICa b —Sn b,
nuova-sim-mgmt-nsg.0.1.0.001.bin "5~ X — ¥ A A—TU~Dsymlink Z{EK L E9, ZD
Vo271, e—RTE59F% =T A A—V%R— R AD=AAIHRLET, symlink £
I, B—FRLELIHIELTWVBA A—TIBR7Z < HIZ nuova-sim-mgmt-nsg.0.1.0.001.bin
ETOMERD Y 7,

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin
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switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config)# interface mgmt 0O

switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown

switch (boot) (config-if)# exit

switch (boot) (config) # ip default-gateway 10.0.0.1

switch (boot) (config) # exit

switch (boot) # copy

tftp://192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TEFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TEFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

ATFvTE A vFEIn—FLET,

switch (boot) # reload

51

switch (boot) # reload
This command will reboot this supervisor module. (y/n) ? y
[ 1866.310313] Restarting system.

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

. Cisco Firepower 4100/9300 FX0S 23(1)CLIO > 7 4 ¥aL—L 3> HA K
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DIMM Slot 1 : Present
No USB drive !!
BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'

Or can not find correct boot string !!
rommon 1 >

XY I AL =N A A—TVBLINVAT LA A= NPT — M LET,

rommon 1 > boot <kickstart-image> <system-image>

G¥) AT A A A—=VDOu— R, 4BV A=V vy DT — X vB—IUNER
INDHIERHVET, ZOXLIRAvE—VIFERL THOEEA,

51 -

rommon 1 > dir
Directory of: bootflash:\

01/01/12 12:33a <DIR> 4,096
01/01/12 12:33a <DIR> 4,096 ..
01/01/12 12:16a <DIR> 16,384 lost+found
01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
01/01/12 12:29a 330,646,465 fxos-k9-manager.4.1.1.69.SPA
01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin
4 File(s) 946,269,798 bytes
3 Dir(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
1 Kickstart Image verified successfully 1

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
Sl0mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan

Creating /callhome. .

Mounting /callhome..

Creating /callhome done.

Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

FIPS power-on self-test passed

Unpack CMC Application software

Loading system software

Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA
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Manager image digital signature verification successful

System is coming up ... Please wait ...
nohup: appending output to ‘nohup.out'

--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

ATFYT] A A—T0u—RKRETTLHE, PATAMLVPIHEREEEZ AT L T RkRbONE
T, FEMIC OV, PR E (12 %—Y) 2L TSI,

AT w8  Firepower 4100/9300 > v —> CHHATH T T v b 74 —L XU KLV A A=V EF T 0 — R
LET, fFICOWTIE, A A—VFH (553—=) 22 L T ZEN,

1 -

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

AT978 LHOFETH Vv —RNLET Ty b7+ =L N B A A=V %A A=V LET,
a) auto-install E— R{Z L £,
Firepower-chassis /firmware # scope auto-install
b) FXOS 77> N7 4 —L NV KV A A N—=LLET,
Firepower-chassis /firmware/auto-install # install platform platform-vers version_number

version_number |, A A M—/LFTBHFXOS 77 v N7 4 —AL NV KLDONR—T 3 U FKE
T (2 2E. 21(1.73) .

) VATAE, FTALVAN—NATEY T "Ny =2T RN —V%MERLET, £ L THEAS
VAR=NLENTWET S r—a  EHEELEFXOS Y Iy N7 4 —AL VT h T

[ Cisco Firepower 4100/9300 FX0S 23(1) CLI 2 > T 4 FaL—S 3> HA K



| F3o0va—F104

ATv 710

T PRSI E I |

Ny r—VOMOIERHMZ @M L ET, FHEMEDOEy a2 TTH2T7 v
TL—FDO—E LTIV AT LEZ ) T — T AUNERNLALZ EREEINET,

yes # AJJ LT, MAEICHETe Z & 2R L ET,

d) A A= NOKATZHET D T dyes &, A A F—NZx v LT 5I2Ene z AT)
LET,
Firepower eXtensible Operating System 73/ RV Z L, 2R —R > haT v 77 L—
RELIFTYVr—RFLET,

e) Ty —RTeEREE=4T 51, WOFIEEFATLET,
* scope firmware = A Jj L £ 7,
« scope auto-install = A/ L £,
« show fsm status expand = A ) L £,

4yxb—wbt73yk7x—AAyFw%x—yﬁyx%A®@@Kﬁ%¢é4x~y
IR LTV A AT, RN AT 20— FIFCHEHTE 5 Lo icx v 7 24—k A
A—TUBIONVATAA A=V EFETEINCTALERHY 9, BEIEA A—T L LTHLE
AA=VEMALTNDT Ty N7+ —5 N RVEA VA N—AT D56 HBIT 77 ¢
N—Ta VIFRAELEEA,

a) fabric-interconnecta M A I — 7 ZRE L £ 7,

FP9300-A# scope fabric-interconnect a

b) FEITHDON—F N NN—=V g  EFTHDO U AT L N— g U EFRRT HITIE, showversion
avy REEHALET, A A—VET 2T 1 7ICT HICI, &@i%ﬂéﬁﬁbiﬁ

FP9300-A /fabric-interconnect # show version

(GE)  Startup-Kern-Vers 33 J O Startup-Sys-Vers 239 CIZF%E S 41, Running-Kern-Vers 35
& OF Running-Sys-Vers & —EH T 5581L, A A=V 2T 208 T R, F
JIE 11 A E T,

) DAL RFaEANLT, A A=VET7 277 471 LET,

FP9300-A /fabric-interconnect # activate firmware
kernel-version <running kernel version> system-version <running system version>
commit-buffer

GF) YDA TF—H AT RL7=T 4 A2 (Disk Failed) J IZEE I D560
HYVET, ZOXAyE—VIIEELL O LETRL, FIEZHETTE £,

Q) AF— T 9T A=V VRE L RESR TN EEMRL, A A—VOT 7T 47
fbAT =4 2T =43 5I21%, showversion 2~ R&EfEH L £,

BE AT =B AN [T 77 47 L TWET (Activating) | 25 [FE{TAHE
(Ready) | ICZEDDHET, WDAT v FITIFHEE RN T EE W,
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B #2070 27008

ATvIN

AT T12

FP9300-A /fabric-interconnect # show version

51

FP9300-A /firmware # top

FP9300-A# scope fabric-interconnect a

FP9300-A /fabric-interconnect # show version

Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N
Running-Sys-Vers: 5.0 (3)N
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:
Startup-Sys-Vers:
Act-Kern-Status:
Act-Sys-Status:
Bootloader-Vers:

2(4.11.69)
2(4.11.69)

Ready
Ready

FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)
Warning: When committed this command will reset the end-point
FP9300-A /fabric-interconnect* # commit-buffer
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

FP9300-A /fabric-interconnect # show version

Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N
Running-Sys-Vers: 5.0 (3)N
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0 (3)N
Startup-Sys-Vers: 5.0(3)N
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

2(4.11.69)
2(4.11.69)

2(4.11.69)
2(4.11.69)

VAT AEHEERLET,
&1

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

¥ AT A% Firepower4100/9300 ¥ v — ¥ DR & fc #& I
X2 VT4 B2 D DERE A TIZLET,
DET,

_®7mﬁx

VAT LDAT =R AT=HF LET, =" ORAT—Z X% [Hi (Discovery) | 7n5H [

i% (Config) BAEHIZIE TOK) ~&ZEDb Y £797,
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FP9300-A# show server

Server Slot Status
1/1 Equipped
1/2 Equipped
1/3 Empty

FP9300-A# show server

Server Slot Status
1/1 Equipped
1/2 Equipped
1/3 Empty

FP9300-A# show server

Server Slot Status
1/1 Equipped

1/2 Equipped

1/3 Empty
REHIIR AT — & A3

Firepower Threat Defense D9 5 X2 A /DT 4 FRA 1) A\ .

status
Overall Status

Discovery

Discovery
Discovery

In Progress
In Progress

status
Overall Status Discovery
Config Complete
Config Complete
status
Overall Status Discovery
Ok Complete
Ok Complete

OKJ I, VAT AFEELZZ EICRY F9, BlEkix, &

X2 VT AT T ITAT VA (TA BV ARELEEGT) ZHFEL, WMET A AR HIVUXFE

T DMERDH Y £,

« Firepower 9300 ® 7
firepower9300-quick

* Firepower 9300 ¢ =

FEANCOWTIE, REZRLTIEE0,
A w7 AKF— K TA N [JEFE] : http://www.cisco.com/go/

Y74 X ab— g WA N [5EE] : hitp://www.cisco.com/go/

firepower9300-config

* Firepower 4100 >/ U
firepower4100-quick

—ADIA v AZ— K FA R [HEE] : http://www.cisco.com/go/

s Firepower4100 > ) — XD a7 4 ¥ o L—3 3 > HA F[ZEE] : http://www.cisco.com/go/
firepower4100-config

Firepower Threat Defense WY 5 X3 A 2 /I\DT 4 R4

Y sVAYY

COFNEEFEHLT, T4 AZX U ANV DT F Y AD#IZ, Firepower Threat Defense % fifi X
72 Firepower 4100/9300 7 7 A X AN F T4 2L, 7T AZICRLET, 77 AX1k
SNz =y MZBEEfHT 54TV 5 Firepower Threat Defense D7 7V r— 3 v N—T g

DREEI L TWARWEE .

BT RA ADA AU N—Ta rOFEEH (62 °—) OFPATIE

WS TR A=V a 2T v 7 LET,
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. Firepower Threat Defense D S X2 A V/IADT 4 PR E 1) H\Y

ATy T

ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

188 BRI

T 7 AR — N EREREZEH L T, Firepower 4100/9300 ¥ ¥ — Y DFRELT NA A LT T v |
T A — AMERREF S XML 7 7 AV E Y E— N —RFE e —H L I Ea— R
ZR—FLET, FEMIONTIE, a7 4 Fal— a3 DA VR— T J AR— IO
WT (253 2—2) 2L T Z3N,

FIE

Ab—7a=y bpEEIShD L, Ny Ty IR EIRINET, REDA AR — N HIEICD

WTIE, a7 4 Falb—ar 77 A 0D R—F (2583—Y) ZZRLTIEIN,

TIV = ar DA A MU LET,

TA B AFNECFRELET,

MENZJSE LT, 7 7 AXNDOEKEL=y FONR—Va v b—HT5L52, 77V r—varo

ABZ—=R T o NN—=Ta v ERHELET, 77V r—alORZ— T v "=V a %

EETDHIECOWTIL, fBET NA ADA A=Y R—=T g VOB (62 3—) WL

TLIEEY,

TV =2 a DAL — T v N—2 9 U EEE LI 5, Firepower Threat Defense 73 34T

ENDHN=Va v bR — T v T R=VarvPN—HTIHLI X2V T4 TV 2a—LEFH

ML L £,

a) [Security Modules/Security Engine] ~<— IZEI L 77,

b) Reinitialize Security Engine ;"% > %27 UV v 7 L¥7,

¢) [Yes]zZ7 Uw 2o/ LT, BREZHEFLET, EX2 VT4 EVa2a—NVEHT7+—~v v ML,
AL—= T T NRN=La D77V r—arwfA A =L LET,

TIVr—=2a WA T IR, 7T AZITBIMLET,

TIVr—vay AR =R T v T N=Va ERITPONR—=Va UBFALTH D & &R
LET,
a) FXOSCLIT, E¥=2U7 4 y—ERE—RFLBBLES,
ﬁrepower scope ssa
by 7TV r—vary A AT RERINLET,

firepower /ssa # show app-instance

1 -
firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version

Profile Name Cluster State Cluster Role

ftd 1 Enabled Online 6.2.3.1624 6.2.3.1624
In Cluster Slave

Firepower Management Center C, A L —7 X L N%ZH|k L $£9, Firepower Management Center
HIEHNA KD [Delete a Slave Member] =&ML T 7230y,
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Firepower Threat Defense D9 5 X2 A /DT 4 FRA 1) A\ .

AT w 771 Firepower Management Center |Z[A]1€ L 7= Firepower 9300/4100 A L —7 .= h & HEBMNL F
9", Firepower Management Center i% & f K@ [Replace a Cluster Member] =&ML T 72 S
AN
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A F
AAA 139,141, 144,145, 147, 148, 149 Firepower eXtensible OS 58
LDAP 71 3o 2 — 139,141, 144 TT N T A —b N RVDT v TS L— K 58
RADIUS 7231 % — 144,145, 147 Firepower Threat Defense, ZRJG : BBt 5 B
TACACS+ 7' /XA #— 147,148,149 Firepower ¥ v —3 1,12, 96
asa 62,171,182, 202, 231, 233, 234 WEERE 12
TV r—var AU AZ L ADHIER 234 EIEF T 96
A A=Y R=V g U OEH 62 ANVADE=H
77 ZAZALDIERL 111 J7— 1 96
7 7 A% DIERL 202 Firepower ¥ ¥ — L DOERA 7 96
2B KT ay ASA SRELF N ZDMER: 182 Firepower ¥ X =2 V7 1 77747 X 1
Hae 231 B 1
PO T 231 Firepower 77 v k74— /30 K/ 55,56, 57, 58
A ER T A AOHER 233 Cisco.com 22H DX 7 a— R 56
ASA A A —< 55,56, 60 Firepower ¥ ¥ =2 UF 4 7754 T L A~DE T m— R
Cisco.com 2>H DX 72— K 56 56
Firepower € ¥ 2 U7 4 77 F3A TV A~DHX 7 v — R Ty ST —R 58
60 B2 55
W2 55 BEVEOMERS 57
authNoPriv 117 fpga 64
authPriv. 117 7w 7L —K 64
ftd, ZMR5E © BBUTHRT 2 B
C FXOS ¥ ¥ —3, ML Firepower ¥ v —3

call home 22

HTTP 7o X v DORTE 22 H
Cisco Secure Package 55, 56, 60 HTTPS 40, 41, 126, 127, 128, 129, 131, 132, 134, 135, 137
Cisco.com NH DX 72— K 56 X— U7 OEAER 127
Fitepower ¥ ¥ 2 )5 ( 7754 T v A~DZ YU a— R X— UL 7O 126
60 FERED A AR — R 132
BEZE 55 . FEBAETER 128,129
CLI, 2. a<w> R v A F—T AR e 134
13
CLI vy a4l 10 timeout 40, #11
CSP, &M : Cisco Secure Package FSARNBRALL M 131
A—FDOEH 135
D T4 —714k 137
HTTP 7u ¥ 22
D 152 B}
NS 15 wE 2
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LDAP 139,141, 144
LDAP 7' u /31 ¥ — 141,144
HIBR 144
ER% 1M

license authority 24

noAuthNoPriv 117
NTP 106, 109, 111
HiBR 111
XE 106,109
BN 109

P

PCAP, MR Ry h ¥ 7 Fx

PCAP 7 7 A /\ 261
Hornm— K 261

ping 268

PKI 125

RADIUS 144, 145, 147
RADIUS 7' 131 Z'— 145,147
HiER 147
YERk 145

rommon 64
T T L—FK 64
RSA 125

S

smart call home 22
HTTP 72 % v ORE 22
SNMP 116, 117, 118, 119, 120, 122, 124
A Fx—=71 119
HEEE 116
MERR 117
aIza2=744 M9
HAR—1+ 116,118
X2V 7 40 LUV 17
w117
v 120,122
Hipx 122
fER% 120

N—=T g 030X T ¢ #Ge

o—H 122,124
HIbr 124

118

SNMP (f5t & )
a—H i)
1ERC 122
SNMPv3 118
X2 UT HERE 118
SSH 40,41, 112
BE 112
timeout 40, 41
syslog 150
UE— MESEORE 150
a2 — A VSRS DO E 150
0 — VG ILOFRE 150

T

TACACS+ 147,148,149
TACACS+ 7' /3o #— 148,149
HIEx 149

YERZ 148
Telnet 40, 41,115
®E 115

timeout 40, 41
traceroute 268

BigeT A - 268

)

THU - 38,46,48, 49,53
n— 7 VERAE X 4172 38, 46, 48, 49, 53

LY

A 3x—=71t 119
SNMP 119
A A—3 55,56,57,58, 60
Cisco.com "HD X 71— K b
Firepower eXtensible Operating System 77 » k7 4 — A N
Y NVoOT v 77 1L—F 58
Firepower € X2 U7 4 77 I7A TV A~DE 7B — K
56, 60
EHL 55
BAMEOMRE 51
AA=Y R=TV=a L 62
¥ 62
A H—T x4 A 163
BE 163
a7 4 163
A7+ —5 1T
M=

. Cisco Firepower 4100/9300 FX0S 23(1)CLIO > 7 4 ¥aL—L 3> HA K



&

FT7Vxr havw K8

H

BEIPT LA 87
EH 81
BRI R AT 5

E

X— UL/ 125,126,127, 128,129, 131, 132, 136
B 125
FRERK 127
HiBR 136
fER% 126
SERHED A VAR — R 132
AEAAE TR 128,129
NZARMKRA N 131
BBk ARG 187,210, 231, 233, 234
TFVr—yary AU AX U ADHIR: 234
77 A DIER 210
BB RIT BB O A & v K7 v BT N 2 DO/ER
187
Hior 231
B oK T 231
LTS ZDHIER 233
BRI xT A5 A A — 60
Firepower € X =2V T 4 7774 TV A~DE T o — K
60
B 177
7T AXEOIER 171

<

7724 111,191,202, 210
ez 197
fERK 177,202,210
7 AKZY T 115,171,179, 198, 199, 200
EE 200
network 200
7T ALHIHY oo
size 198
TLEME 199
spanning-tree portfast 177
T T =R YT =T [Hos<h—E:F5ED 2
»H] 1715
Y7 b= TEM 175
T /3A A 1 —7 )V EtherChannel, A A » F CTi%E 179
A G 175

198,199

%35

-
THHWEEDOT 7 4 v hiRE 97
ot 91
TR DT 7 4 b MEEDH T 97
a<w K 9
BIE 9
a<v>RNE—FR b
av s RIA A E—T A A 15
TI7EAX 15
AV RIAL A H—=T 2 A A~DT A 15
aI=2=7 4., SNMP 119
console 40, 41
timeout 40, 41
a7 4F¥a2lb—varyDAf R — 253
a7 4F¥al—rarOAf R — MNTs AR — K 253
ko9 253
HA RKTA 2 253
a7 4F¥a2lb—valryDTy AR— 253

L

REZl 1M

FERE M
time 107

Fx 107
VAT A 12

MWIRE 12
VAT A Y ANY 213,217
chassis 1

~NIVADE=H 1
y— 12

MR E 12
V=Y NVADE=HY T
FERAE 125

BEE 125
wIMEE 12

ca

tXaUF 4 B a—/L 246,247, 248, 250, 251
7T 42D 250
FrI7A T D 250
IR E 241
AW 248
decommissioning 246
BIRA 7 251
EIREA 251
Uty ~ 248
X2 VT4 B2 NDFTITA eI TA Dz
250
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X2 VT g BV 2 VORERIE 241
X2 VT4 BV LB 248
X2 VT 4 BV VOEHEL 266

X2 UTF 4 B a— VOEBERA /AT 251

X2 VT V2D N 248
yvaryAL7 7N 40,01
X E 126,127,128, 129,131,132

HTTPS 126, 127, 128, 129, 131, 132

%

V7 Ny TEE 273
Vv bk 273

1=

timeout 40, 41
HTTPS. SSH., ¥ L Telnet 40, 41
console 40, 41

A A LY —r 107,109,111
FXE 107,109, 111

A7 7u— N

2D

BEV—E X 119,126,127, 128,129, 131, 132
HTTPS 126,127,128, 129, 131, 132
SNMP 119

T

device name 92
EE 92

&

AR ARA 2~ 125,131,137
B2 125
Hikr 137
1ERk 131
FZ w7 117,120,122
B 117
HIBR 122
fER% 120
NGTNYa—F 47 210
R— K Fr )L AT—% 2 210

1z

HiEE 106
HE 106

RAE 39
F7x/h 39

3

NAVLULDE A7 YA 1N
Ny kv 7Ty 261,262, 265, 266, 267, 268
PCAP 77 A LDX 7 a— K 267
NRry b FvyTFy by a o ORh 266
Rry b ®Y7F ¥ By a OHIER 268
Rry b F®Y 7 F ¥ By a o OER 262
Nry b XY 7Ty By a rOFEILE 266
74X 265
Ry b FvTFy By a OB 268
Ny Xy TFy By a rOFER 262
Rry XX TTFx TrA DLy a— R 261
/NATU— K 33,38,43
BEF v 43
HARZA4Y 33
MR 38
JBEEH v N 38
NAT— ROBEEDOE 43
NRATU— K Fa77 A/ 38,46,48, 49,53
BEZE 38
NAT— REREI T 49
AU — RgED 7 V7 53
MR 46
EHAIEMRE 48
W7 7 AV AT L 211
Uty 21
/N — 93,94, 95
a7 A H] 93,94,95

(0

date 107
For 107
B 11
FEERE M

/S\
Try—ALUxT 64
Ty 7T L—FR 64
T7—AhU=TOT T T —K 64
7F v N7+ —L5 X KL 55, 56,57, 58
Cisco.com M HDHF 71— K 5
Firepower E ¥ =2V T 4 7774 TV A~DE Yo — K
56
Ty 7L —R 58
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FIy N T —AL N R (;'fj?—’,:{:) a—% 7 H o b 38, 46,48, 49,53
BEE 55 NRATU—R Fa7y A/ 384648, 49,53
BOVEDMeZE 57

TVL—I Tk r—71 161 by
FRE 167

TVL—27T7 7 kAFR—hK 161 TAEUA 24

Tury AL 38 =ik 24
NAT—FK 38 SA B ADESE 24

ES Y

A— bk Fvx/ 165,270 y7—hk 96
status - 270 VE—ha—For—1L K~ 42
RE 165 BE, SAT—F 38

RY— 42
VE—h a2—For—/ 42 2

HREa<wF 9
1 — B VEERE S - — 38, 46, 48, 49, 53

@ NRAY—RKDO7a 774/ 38
NAU— R~ 49
2 —-F 10,31, 37,39, 42, 43, 49, 52, 53 N2 — RgED 7 V7 53
CLItEy i a U 4IE 10 ZEHHIE 46
727474 53 EHARIEMRE 48
E 31 oA VEi/NF— 93,9495
HIB® 52 HIBR 95
1ER% 49 1ER% 93
T 7 4V NAGE 39 AT 94
INAT — REF = v 7 43 FRELT N R 62,177,182, 187, 202, 210, 231, 233, 234
777471 53 TTVr—yary A AX U ADHI: 234
VE—h, B—L R — 42 AA=T R=Da OFH 62
o—/ 37 7 7 A% OIERK 171,202,210
L—-*7 38, 46, 48, 49, 53 HIBRx 233
n— A VERFES - 38,46, 48, 49, 53 2H v RTarOfERR 182,187
users 33,122, 124 e 231
SNMP 122,124 BT 231
NAT—=ROHA FF14 33 FRERT N ABEREORE T 231
MAHLDHTA RTA > 33 ST N A~OEE 231
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